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Agenda

= Reasons for Security

= Overview of Security

= Modeling EE Traffic

= Overview of VPN

= Demo of EE over VPN

It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its IBM Systems

business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.



Why Add Security

—ID theft Is on the rise

—Meet new standards

» PCI standard

* HIPPA

* SOX

* European Common Standard

» US regulations starting to come
around

—California SB 1386
—Keep the business out of the paper

*It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its IBM Systems
© 200

IBM does not represent that its products or services will ensure that the customer is in compliance with the law.



Why Add Security

—Failure to Secure your business

* Fines and penalties

* Incidents from loss of credit card
holder data
—Costs for forensics examinations
—Liability
—Dispute resolution costs

» Stock Shares plummet

» Loss of Customers

*It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its IBM Systems
© 200

business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.



Words to Live By

= “The Security

Perimeter is now at the
End Point”

Anonymous

*It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its
business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.
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The Puzzle pieces of Security

‘Confidentiality

Authentication
1 Authorization

business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.

*It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its IBM Systems
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Putting the Pieces Together

Integrity

Confidentiality —
l — _

Authentication |&
Authorization

S Yy

IBM Systems
© 200

Non-Repudiation_

*It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its
business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.



How Does EE Measure UP

= Authorization
— OS control of datasets
= Access Control More is
— APPN Topology Definitiori. neededtt
= Data Confidentiality
— Session Level Encryption (static keys)

Data Integrity

—  Checksums

Non-Repudiation

— None

It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its IBM Systems

business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.



EE with VPN

Authorization
— EE Traffic can be authenticated with x.509 Certificates

Access Control
— Have to have the properly negotiated keys

Data Confidentiality

— Can Take advantage of AES or Triple DES encryption
and Dynamic Key creation

Data Integrity
— IPSec has built in integrity checks

Non-Repudiation

— If you are using “End to End” VPNSs the certificate you
negotiate with had to come from a known party

It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its IBM Systems

business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.
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Modeling the EE traffic

“What is EE from an |IP
Perspective

—~Uses UDP

—Ports 12000 — 12004
« 12000 — Signaling
» 12001 — EE Network Flow Control
*12002 — High Prlorlty Trafflc

*It i$ the ¢ usto ner p llt entify *e\)rét‘;_d noly v tt yI gl i € q ime 1trt B¢ B
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IPSec Overview

* Increasing the Network Security Layer
= Created for IPv6

= Adopted for IPv4

= Dynamic Key Exchange

 Internet Key Exchange (IKE) — Uses UDP 500
* Two phases to this

= Available on most platforms
= Two Protocols

~ AH
~ ESP

I |$ ha cristanier's ' esncusiulity to identify, interpret and comply with any laws or regulatory requirements that affect its IBM Systems

business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.



So What does End to End Mean

Sniffers, packet tracers,
traffic generators,

malicious software and
people, etc. v

7
7ds
///1

. .
.
. . o . -

.
.
.
.
.
.
.
.
.
.

.

.
.
.

.

.
'~
.
.
.
o
o

Branch ) )
network network )

-
P d ~d
. ‘ ‘ -
.’ , - See
B4 4 g . e e
e 4 . ‘e ©
’ . e
-

L

z/OS LPAR1

z/OS LPAR2

z/OS LPARS

The data center

| Secured |
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Only option D provides ultimate end point
authentication, end-to-end confidentiality, and
end-to-end message integrity.

i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its
business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.

| Secured |

What remote end point are
we authenticating on z/0S,
if we authenticate anything?
» The data center
router? (E)
» The branch router? (C)
» The branch node? (D)
~ An application or a user
on the branch node? (D
if connection-level
security is used)

IBM Systems
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e
Break down of VPN

>Phase 1 negotiation
~ Creates a secure channel with a remote security endpoint
— Negotiates an IKE SA

e Generates cryptographic keys that will be used to protect Phase 2 negotiations and Informational exchanges
e Authenticates the identity of the parties involved

e Bidirectional, and not identified via SPIs

» Requires processor-intensive cryptographic operations
~ Done infrequently

>Phase 2 negotiation

~ Negotiates a pair of IPSec SAs with a remote security endpoint
— Generates cryptographic keys that are used to protect data
e Authentication keys for use with AH
e Authentication and/or encryption keys for use with ESP
- Performed under the protection of an IKE SA
~ Done more frequently than phase 1

IKE IKE

_IKE sA < haseTnegotiaons = IKE SA N
Install g Rhasez negotiations ; Install
IPSec SAs

IPSec SAs
N psec iPsec b
SA SA

R N I R e T T I T T e R T T T B S R e i D e T A I I e

1BV dystems
busmess IBM does not represent that its products or services will ensure that the customer is in compliance with the law. Y



Make up of an Authentication Header packet (AH)

IP Protocol number 51

> Authentication
algorithms
~ HMAC-SHA
» HMAC-MD5

Authenticated (except mutable fields in IP header)

*It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its

business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.
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(ES

IP Protocol number 50

> Authentication algorithms
»HMAC-SHA

> HMAC-'\/IDS/\

Authenticated

>Encryption algorithms
- DES CBC-8
~ Null encryption
- 3-DES
- AES

>If transport mode, then "Payload" contains the original transport header and original
data (possibly encrypted)
>If tunnel mode, then "Payload" contains original IP header, original transport header,
and original data
- "Payload" can be encrypted
*It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its IBM Systems
© 200

business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.



Key Exchange Policy

Key Exchange Group

£ £

Heltl { Filter Group J

Dynamic VPN Group
Key Exchange

~
Local Filter d Local. Start Rule

Dynamic Action

VPN Rule n Y, / R

g k

SEEE Filter Policy
namic VPN Policy

n

N
Service Group Dynamic Key Exchange
Tunnel Action
. & 4 4
Filter ~ 4 — )
4 N\ 4 I
N
Service Data Key Exchange
Offer Offer
*It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that afiecris iBM Svstems
business. IBM does not renresent that its products cr services will ensure that the customer is in compliance with the law. y
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e
Tip for IPSEC

= Use the IBM Configuration Assistant for z/OS
Communications Server

= http://lwww-306.ibm.com/software/network/commserver/

Ho s FProdectks | Serwices & industry solutions Swpport & downloads My TEM

= =]

Communications Server

riale il e [BM Communications Server offers Internst solutions that allow vou o ta ks

advantage of network advances liks information access, electranic
Haowr to buy commeercs, and collaboration.

Ewvents
i R e ~| D
= —— = Select a Product
= = Call me now
Serics e ©
Suppart el E-mail us
= Conrumunications Serwver for A = WebSphere Hosk Inbegratiom ij

Communicabons Server for ALX, Salwtson ) -
Version 5.3 prowvides SNA support ;?;f'q 2'_';__;:';?4

Related softwara for the IBM AlX cperating system. et ek

» WebhSphers platferm 10ACE NG T

* Host Inbegraticn = Cormmanications Serwver for

- [BM Parso W Endows:

Carmmumnications Commuricabons Server, We.1.2

for Windows offers reliakle and
secure support for e-busi ness

s WahSphaers
s WahSphere

Statement of Dirsction
A s Tram networkcs, Jpdsts on SHE support
5 = n 2004
WeaebhSphers Host On
EII-=-rrE:':"F- + 2 0S5 Commumnications Serve S N e
B B 1I8BM extends ‘enterprise-class’ g et =

s 3 Li on =Saries
TCPRIP connectiviby and it L bk

informaton access bo S/390

Related solutions Communicsbons Sarver
- WwWeaehSphere Host =

fow Avasilable for Linux

«Commmunications Server for Linux
FProvides an enterprise qua lity

, Interpret and comply with any laws or regulatory requirements that affect its

; . . y I : : IBM Systems
business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law. 00



[1] IBM Configuration Assistant for /0S5 Communications Server 2007-08-07

IBM Configuration Assistant for /05 Communications Server provides
centralized configuration of AT-TLS, IP Security, NS5, PBR, Qo5, and IDS
policies.

[ More items like this found in Enterprise Connectivity ]

[This item's topic: Configuration]

Download package

RELEASE SIZE Download
Download DATE LANGUAGE (Bytes) Options
All releases (V1R9; .
V1RS; VIR7) 3/10/2007 |English 78291621 |HTTES

*It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its IBM Systems
© 200

business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.




Download using http

To use http to download click on the 'Download now' button below

V1R2 IBM Configuration Assistant for z/0% Communications
Server (8/7/2007)
Confighs=istV1R9S5etup.exe (74.6MB)

'9 Download now

V1RE IBM Configuration Assistant for z/0% Communications
Server (3/30/2007)
Confighs=istV1R85etup.exe (54.1MB)

'9 Download now

V1R7 z,/0S Network Security Configuration Assistant (2/21/2007)
zMetworkSecuritySetup.exe (47.6MB)

'9 Download now

*It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its IBM Systems
© 200

business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.
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Some preparation needed

“|IPCONFIG IPSECURITY (Replace
IPCONFIG FIREWALL)

“"POLICY AGENT SETUP

*EE Deck Creation
—XCA
~SMN

*It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its IBM Systems
© 200

IBM does not represent that its products or services will ensure that the customer is in compliance with the law.



Overview of the Demo

EE VIPA
10.1.1.1

EE VIPA
_’m 10'2'2'2

Router Router
EE Link over UDP/|
LPAR: CSEDU1 LPAR: CSEDU2

*It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its IBM Systems
© 200

business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.



*|t i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory r_equirem(_ents tha.t affect its IBM Systems
business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law. S 200



Useful commands

=D NET,EE

=D NET,EE,IPADDR=static Vipa
*D NET,EEDIAG

=D TCPIP,<stack>,n,config

“Ipsec -y display <-r wide>

“Ipsec —k display

It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its IBM Systems

business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.



This Demo iIs on the Web

= This demo from beginning to end will be available
for you to watch on the web

Communication Server Security Site

http://www-
306.iIbm.com/software/network/commserver/zos/se
curity/

Direct Link

http://www.ibm.com/support/docview.wss?rs=852&
uid=swqg27013261

It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its IBM Systems

business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.



For More Information....

GIRE

Content

http://www.ibm.com/systems/z/

IBM System z

Mo 7/ WWW.IDIm.CoOmM/SYStEmS/ ZiTaraware/networKino/inaex-mi

hitp-/Anany ibm com/saftware/network/commserver/zas/

BV Systen z Networking

IBM z/OS Communications Server

http://www.ibm.com/software/network/commserver/z_lin/

IBM Communications Server for Linux on zSeries

http://www.ibm.com/software/network/ccl/

IBM Communication Controller for Linux on System z

http://www.ibm.com/software/network/commserver/library

IBM Communications Server Library - white papers,
product documentation, etc.

http://www.redbooks.ibm.com

IBM Redbooks

http://www.ibm.com/software/network/commserver/support

IBM Communications Server Technical Support

Lotdae Ll 1l I dla Lol /
UL L /7TVVVVVVLTOTTTL.CUTTI/ SUPDPUT U LELUTTUUL S/

http:/Anw rfc-editor. org/rfcsearch html

Technical Support Documentation (fnr‘hdnr‘:) flashes,
presentations, white papers, etc.)
Request For Comments (RECS)

http://publib.boulder.ibm.com/infocenter/ieduasst/stgv1r0/index.jsp

IBM Education Assistant

IBM Systems
© 200



APENDIX

= See the following slides for the Gui

*It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its

business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.

IBM Systems
© 200



How do you do it

File Edit Perspective Help

Main Perspective

Configuration Azsigtant Mavigation Tree \
_iWork with 2/08 Images
#- ] Image - IRAG
(&~ ] Image - PANAMA

z/05 Communication Server technologies

Select the technology vou want to configure and click Configure.

Technology D ezcription
AT-TLS Application Transparent - Transport Laver Securiby
—] SEC [P Security CresCriptior———
DS Intrugion Detection Services
M55 Metwork Security Services
Qo5 Quality of Service
FBR Palicy Bazed Routing
Configure

Wafork, with settingz for 2/05 Images

Add a Mew 2/05 Image...

i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its
business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law.

IBM Systems
© 200



Edit Perzpective Help

sec Perspective

Juration Agzistant M avigation Tree

PSec

29 Work with Reuzable Objects
------ # Traffic Descriptors

------ # Secuty Levels

L R equirement Maps

2 Work with 2/05 Images
#- ] Image - IRAG

#- ] Image - PANAMA

4
b

Lizt af all defined Requirement Map objects

Marne & D escription

Bazic_Connectivity Theze are the basic connectivity rules for operation

DEMYALL Alvayz at the bottom of the list

Filtering IBM zupplied: IPSec zample - Filtering [uses only Permit and Deny Secunty Lewvels)

Trugted_|ntermet_Zone

IBM zupplied: IPSec zample - Server to trusted branch office [internet traversed)

ntrusted_Zone

IBM zupplied: IPSec zample - Server to untrusted buziness partner zone

Add for Beginners(. ] ’

Add...




dit Perspective Help

iec Perspective

|
B,

Iratia

Pﬁ Mew Requirement Map

ALLOW_IKE

Allows |KE Megaotiation

& Reguirement Map iz an object that mapz each IF traffic type [Traffic Descrptor) to a specific level of zecurty [Security Lewvel).

ToAdd a new mapping to the Requirement b ap;

1. Select a Traffic Dezcrptor from the Objects section.

2. Click the "<--Add" button

To change the Security Level of a Traffic Descrptar; 1. Click the Security Level column in the Bequirement Map section

2. Select a new Securnty Level from the list

Traffic Descriptar

IPSec - Securty Level

IKE

Diery

IPSec EE_Authenticate
IPSec_EE_High

Deny

Perrmit

IPSec__ Gold

IPSec_ Silver

[ r B

1 Change the service to Permit

D

Objectsz

Traffic Descriptor &

F I F-oemer [ ]

FTP-Sermer-55L

[CMP-Redirsct-IP_'4

N
J

Select IKE Traffic Descriptor

[CMP-Redirsct-IP_VE

Wl rrtditd 11 7 |

ICMP-Urreachable-1P V4 E|

AN

ACMP-Unreachable-P_VE—

||

[KE-MAT

k.erberoz

Remove -

Yiew Detailg...

LBA-Advizor

LBA-Agent

LOAP-Server

LFD [
’ Ywhork with Traffic Descrptors... ]

’ Wwork, with 5ecurity Levels... ]

0k | [ Cancel | [ Help ]

1T




Edit Perzpective Help

sec Perspective

Juration Agzistant M avigation Tree

PSec

29 Work with Reuzable Objects
------ # Traffic Descriptors

------ # Secuty Levels

L R equirement Maps

2 Work with 2/05 Images
#- ] Image - IRAG

#- ] Image - PANAMA

4
b

Lizt af all defined Requirement Map objects

Marne & D escription

ALLOW IKE Allove IKE Megotiation

Bazic_Connectivity Theze are the basic connectivity rules for operation

DEMYALL Alvayz at the bottom of the list

Filtering IBM zupplied: IPSec zample - Filtering [uses only Permit and Deny Secunty Lewvels)

Trugted_|ntermet_Zone

IBM zupplied: IPSec zample - Server to trusted branch office [internet traversed)

ntrusted_Zone

IBM zupplied: IPSec zample - Server to untrusted buziness partner zone

Add for Beginners. .. q I

Add...

|| ) copy. || Modiy. ||

Delete ] ’ Wiew Detailz... ] ’ Show Where Uszed...




Edit Perzpective Help

sec Perspective

Juration

1 New Requirement Map

& Reguirement Map iz an object that maps each |P traffic tepe [Traffic Descriptor) to a specific level of zecurity [Security Leswel).

1. Select a Traffic Dezcriptor from the Objects zection.
2. Click the "<-Add" button
To change the Security Level of a Traffic Descrptor: 1. Click the Secunty Level column in the Regquirement Map section

2. Select a new Security Level from the list

ToAdd a new mapping to the Requirement b ap:

Requirement Map Obijects
M ame: * SECURE EE TRA&FFIC Traffic Descriptor &
Ciescriptian All_ather_traffiz e
ALLOW IPSec Protocols "l
Centralized_Palicy_Client
Traffic Descriptar IPSec - Security Level E;egérallzed_F'ullcy_S erver
EE_Ports 12000 12002 IPSec_EE_High ™ DG
EE_Partz_12003_12004 IPSec_EE_Authenticate " EE
IPSec_EE_Authenticate FTP-Client
IPSec EE_High FTP-Server
Deny FTP-Semer-55L0
Permit ICMP-Rediect-IP_v4
IPSec_ Gold ICMF-FrediectIP_VE
IPS EI:_S ilver ICMP-Time_EsceededIP_W4
IPS EI:_Bn:unze ICMP-Time_EsceededIP_WE .
— IFWP lhrearhahladPoAWA .v.

’ YWwork with Traffic Descriptors...

,

Wk, with Security Levels... ]




Requirement Map: SECURE EE TRAFFIC

| Traffic Descriptor | IPSec Security Level
|EE_POII5_12DDD_12DD2 - First 3 ports of EE |IPS ec_EE High - IP5ec Encryption Tunnel
EE_Ports_12003_12004 IPSec_EE_Authenticate - IPSec Tunnel to authenticate

Requirement Map traffic - Shown in Configured Order

| Traffic Descriptor IPSec Security Level
Encryption /
Local / Remote / Connect Tvpe/ Y.
Name Protocol Source Port | Destination Port Direction Code Name Type Authentication /
Protocol
12000- . IPSec - 3DES /MD5 /
EE_Ports_12000_12002 UDP 12000 12000-12002 --- ---  [IPSec_EE_High Dvnamic Tunnel ESP
12003- . IPSec - .
- — — ! {
EE Ports 12003 12004 UDP 12004 12003-12004 IPSec EE_Authenticate Drvnamic Tunmel None / MDS5 / AE

Security Level Details

Note that these were created for the DEMO earlier. You can just us the defaults if you so desire

*It i$ the customer's responsibility to identify, interpret and comply with any laws or regulatory requirements that affect its

; ; . . y I : : IBM Systems
business. IBM does not represent that its products or services will ensure that the customer is in compliance with the law. 00



Edit Perzpective Help

sec Perspective

Juration Agzistant M avigation Tree

PSec
29 Work with Reuzable Objects
------ # Traffic Descriptors
o Secuity Levels

L Requirement Maps

2 Work with 2/05 Images
=4 Image - IRAG

- L..e SWECK-TCPSYT
-] Image - PANAME

Enter a description:

TCRAP Stack. Infarmation:

Enter the name of the TCPAP Stack: | TCPSWT
b ain Stack on IRAQ

: Connectivity Rules | Dynamic Tunnel Local [dentity | Stack Level Setings | Client M55 settings

Click the Add... buttan for each Connechivity Bule pou want to add ta this Stack.
Local/Source Remaote/Destination | Beguirement M ap Topology Status Mame
alllP 4 alllP Y4 B azic_Connectivity Hone Enabled B azic_Connection_Rule
197 33631 197,233,781 ALLOW|KE Mane Enabled [S&kMP
AllP w4 AllP w4 DEMvYALL Mane Enabled Deny_aLL
I Add... ‘ ’ [ju:up_l,l... ] ’ Modify Basics... ] ’ Delete l ’ Wiew Details.. ] [ Move p ] ’Health Check...

/ [

[0 arEw Connectivity Rule iy Wizard...

l

Mowe Down




Edit Perzpective Help

sec Perspective

Juration Agsigtant M avigation Tr

IZ1 New Connectivity Rule: Welcome

P5ec
4 work with Reusable Objects
g Tiaffic Drescriphors
-4 Securnty Levels
L R equirement Maps
4 work with 2/05 Images
—- 4 Image - IR&

. # Stack- TCPSWT
+_| Image - PAMAMA

‘Wielzome to the Connectivity Bule wizard.

|ndicate Connectivity Bule type:

) Special Case:

A Connectivity Bule congizts of the following:

- Metwork, Topology - [only required when uzing IPSec tunnels)

- Data endpaints - may be single IP addresses or wildearded

- & Requirement Map - which iz a et of Traffic Descriptarz mapped to Security Levels.
Thiz dictates behavior between the data endpoints.

- Secunty endpoints [if using IPSec tunnels in the zelected Requirement Map)
Thiz indicates where IPSec tunnels begin and terminate.

- ddditional information determined by vour data endpoint and Requirement Map selection.

rction_Fule




Edit Perzpective Help

sec Perspective

Juration Agsigtant M avigation Tr

1 Mew Connectivity Rule: Network Topology

PSec
29 Work with Reuzable Objects|
------ # Traffic Descriptors
------ # Securty Levels

------ # FRequirement Maps
2 Work with 2/05 Images
=4 Image - IRAG

-.# Black - TCPSVT
F- ] Image - PANAME

IJze thiz panel to identify the netwark topology of the data endpaintz and security endpoints.

M etwark, topalagy

0 Thiz Connectivity Bule will contain a Security Level uzing IPSec tunnels;
Therefore, additional netwaork, topology infarmation iz required.

Select the topalogy that reprezents the location of vour data endpointz and security endpoints

Hoszt to Host

Host to G ateway

Gateway to Hosgt

Gateway bo Gateway

Legend
1mn
[rata Security |PSec - Data iz |Inprotected
Endpaoint Endpaoint enciphered data path

|pction_Rule

<Back || Mewt> Firiish

Cancel

T. )




Edit Perzpective Help

sec Perspective

Juration Agsigtant M avigation Tr

IZ1 New Connectivity Rule: Select Requirement Map

PSec
29 Work with Reusable Dbjects
------ # Traffic Descriptors
------ # Secuty Levels
L R equirement Maps
2 Work with 2/05 Images
=4 Image - IRAG

. # Stack- TCPSWT
#- ) Image - PAHAMEA

|Jze thiz panel to zelect the Requirement Map for the data endpoints for Host To Host topalogy.

Select a Requirement Map

Imitially, you need to create a new Regquirement Map which will be reuzable in subzequent Connectivity Rules.

|IBM haz supplied examples you can use to "Copy.."* and then modify to get started.

IIntil you become familiar with B equirement M aps please uze the Add For Beginners. . to create your Bequirement Map.

rction_Fule

Mame & Drescription

ALLOW [KE Allow [KE Megaotiation

B azic_Connectivity Thesze are the bazic connectivity iles for operation

DEMYALL Always at the bottam of the list

Filtering |[BM zupplied: IPSec zample - Filtering [uses anly Permit and Deny Security Levels)

SECURE_EE_TRAFFIC

Truzted_Internet_<one

|[BM zupplied: IPSec zample - Server ta trusted branch office [intemet raverzed)

ntruzted_Zone

|[BM zupplied: IPSec zample - Server to untrusted business partner zone

Add for Beginners...] ’

] [ Modify... ] [view Distals...

fdd... ” Copy...

’ Meed Mare Infnrmatiu:un]

[ ¢ Back ” Met >

Cancel




Edit Perzpective Help

sec Perspective

Juration Agzistant M avigation Tree

PSec
29 Work with Reuzable Objects
------ # Traffic Descriptors
o Secuity Levels

L Requirement Maps

2 Work with 2/05 Images
=4 Image - IRAG

- L..e SWECK-TCPSYT
-] Image - PANAME

Enter a description:

TCRAP Stack. Infarmation:

Enter the name of the TCPAP Stack: | TCPSWT
b ain Stack on IRAQ

: Connectivity Rules | Dynamic Tunnel Local [dentity | Stack Level Setings | Client M55 settings

Click the Add... buttan for each Connechivity Bule pou want to add ta this Stack.
Local/Source Remaote/Destination | Beguirement M ap Topology Status Mame
alllP 4 alllP Y4 B azic_Connectivity Hone Enabled B azic_Connection_Rule
197 33631 197,233,781 ALLOW|KE Mane Enabled [S&kMP
AllP w4 AllP w4 DEMvYALL Mane Enabled Deny_aLL
I Add... ‘ ’ [ju:up_l,l... ] ’ Modify Basics... ] ’ Delete l ’ Wiew Details.. ] [ Move p ] ’Health Check...

/ [

[0 arEw Connectivity Rule iy Wizard...

l

Mowe Down




Edit Perzpective Help

sec Perspective

Juration Agsigtant M avigation Tr

IZ1 New Connectivity Rule: Welcome

P5ec
4 work with Reusable Objects
g Tiaffic Drescriphors
-4 Securnty Levels
L R equirement Maps
4 work with 2/05 Images
—- 4 Image - IR&

. # Stack- TCPSWT
+_| Image - PAMAMA

‘Wielzome to the Connectivity Bule wizard.

|ndicate Connectivity Bule type:

) Special Case:

A Connectivity Bule congizts of the following:

- Metwork, Topology - [only required when uzing IPSec tunnels)

- Data endpaints - may be single IP addresses or wildearded

- & Requirement Map - which iz a et of Traffic Descriptarz mapped to Security Levels.
Thiz dictates behavior between the data endpoints.

- Secunty endpoints [if using IPSec tunnels in the zelected Requirement Map)
Thiz indicates where IPSec tunnels begin and terminate.

- ddditional information determined by vour data endpoint and Requirement Map selection.

rction_Fule




Edit Perzpective Help

Ve N

sec Perspecti

Juration Agsigtant M avigation Tr

IZ1 New Connectivity Rule: Network Topology

PSec
29 Work with Reusable Dbjects
------ # Traffic Descriptors
------ # Secuty Levels
L R equirement Maps
2 Work with 2/05 Images
=4 Image - IRAG

. # Stack- TCPSWT
#- ) Image - PAHAMEA

IJze thiz panel to identify the netwark topology of the data endpaintz and security endpoints.

M etwark, topalagy

'@} Thiz Connectivity Bule will contain a Security Level uzing IPSec tunnels;
Therefore, additional netwaork, topology infarmation iz required.

Select the topalogy that reprezents the location of vour data endpaintz and security endpoints

(%) Host to Hast

3 Host to Gateway

() Gateway o Host

() Gateway ta Gateway | 11| 1 L ] L I
_|enpapni§ £ Sespudun| |
Legend
0 & & e
[rata Security |PSec - Data iz |Inprotected
Endpaoint Endpaoint enciphered data path

< Back ” Mewt =

rction_Fule




Edit Perzpective Help

A1) =]

sec Perspecti

Juration Agsigtant M avigation Tr

IZ1 New Connectivity Rule: Data Endpoints

PSec
4 work with Reusable Objects
------ # Traffic Descriptors
------ # Secuty Levels
L R equirement Maps
4 work with 2/05 Images
=4 Image - IRAG

. # Stack- TCPSWT
+_| Image - PAMAMA

IJze thiz panel to identify the data endpoints.

Hozt To Host - D ata Endpoints

Lozal data endpaoint

() AP Y4 addresses
() AP YE addresses
(*) Specify address:

" 197.33.631

Syntaw: Single IP %4 address: wix
Single |IP Y6 address:

Connectivity Bule Marme

Mame: | Secure_EE_TRAFFIC

Thesze are the |P addrezses of the hozt endpoints of the traffic pou want to protect,

Femaote data endpoint
(AP Y4 addresses
(0 AP YE addresses
{(*) Specify address;

" 197.33.781

Syntax: Single IP W4 address: waix
[P %3 subinet: s iy

[P %3 range: o -y y
Single IP W6 address: wx
IPWE subnet: «

P Y6 range: o -wsy

< Back

Cancel

rction_Fule
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Edit Perzpective Help

sec Perspective
IZ1 New Connectivity Rule: Select Requirement Map

Juration Agsigtant M avigation Tr

PSec
29 Work with Reusable Dbjects
------ # Traffic Descriptors
------ # Secuty Levels
L R equirement Maps
2 Work with 2/05 Images
=4 Image - IRAG

. # Stack- TCPSWT
#- ) Image - PAHAMEA

|Jze thiz panel to zelect the Requirement Map for the data endpoints for Host To Host topalogy.

Select a Requirement Map

Imitially, you need to create a new Regquirement Map which will be reuzable in subzequent Connectivity Rules.

|IBM haz supplied examples you can use to "Copy.."* and then modify to get started.

IIntil you become familiar with B equirement M aps please uze the Add For Beginners. . to create your Bequirement Map.

rction_Fule

Mame & Drescription

ALLOW _|KE Allow [KE Megotiation

B azic_Connectivity Thesze are the bazic connectivity iles for operation

DEMYALL Always at the bottam of the list

Filtering |[BM zupplied: IPSec zample - Filtering [uses anly Permit and Deny Security Levels)

SECUURE_EE_TRAFFIC
Truzted_Internet_<one
ntruzted_Zone

|[BM zupplied: IPSec zample - Server ta trusted branch office [intemet raverzed)
|[BM zupplied: IPSec zample - Server to untrusted business partner zone

‘ [ Modify... ] [view Distals...

Add... Copy...

/|

Add for Beginners...] ’

|Create a nevwy Reguirement Map by copying the one selected

’ Meed Mare Infnrmatiu:un]

Cancel

< Back ” et >
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sec Perspective

IZ1 New Connectivity Rule: Remote Security Endpoint Information

Juration Agsigtant M avigation Tr

PSec
29 Work with Reusable Dbjects
------ # Traffic Descriptors
------ # Securty Levels
‘.. Requirement Maps
2 Work with 2/05 Images
=4 Image - IRAG
& Stack- TCPSVT
#- ) Image - PAHAMEA

|ze thiz panel to enter infarmation about the IPSec remote secunity endpoint for Host To Host topology.

& remate KE identity iz required for [KE negatiationz [uzed far Dynamic Tunnels only)

(=) IP address: " 197.33.781
() Fully qualified damain name [FADM]):

() User id (= FADM:

() %500 distinguished narne:

|ndicate hiow to authenticate the remote |KE peers [uzed for Dynamic Tunnels only)

i) RS signature
() Sharedkey:  (JEBCDIC (3 A5C1E () Hexadecimal

*| testtesttest

et >

]

rction_Fule

Cancel
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sec Perspective

Juration Agsigtant M avigation Tr

PSec
29 Work with Reusable Dbjects
------ # Traffic Descriptors
------ # Secuty Levels
L R equirement Maps
2 Work with 2/05 Images
=4 Image - IRAG

. # Stack- TCPSWT
#- ) Image - PAHAMEA

IZ1 New Connectivity Rule: Finish

|ndicate if you want uze filker logging for this Connectivity Bule

1 Yes. log all filker matches
{1 Yes. but only log filker matches with valid Security Azsociations

{1 Yes, but only log filker matches without valid Security Assaciations

Dptional adwvanced Connectivity Rule zettings

Finizh

J |

Cancel

]
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