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Sobre a Stonesoft

Fundada em 1990
Headquarters em Helsinki, Atlanta, e

Cingapora
Listada na Bolsa de Helsinki, Finlandia
320 Empregados A
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Filosofia Stonesoft

real life

Stonesoft solutions are designed for
customers’ needs and situations, not just for
hypothetical lab exercises.

We apply years of experience assisting
customers with network security problems,
integrating solutions.

We know real life.
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economic worth
for customers

Solutions should be economical.

Stonesoft’s solutions reduce costs, extend
hardware and software investments, and
increase employee productivity.

Real life value for real life customers.
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simple solutions
to complex problems

At Stonesoft, we believe in providing the
simplest solution possible to even the most
complex problems.

Because simple solutions mean better
security, less work for you, and fewer
headaches.

Real life solutions
to real life problems.

vision driven
development

Our vision: secure, manageable
networks that are available, reliable, and
scalable.

A passion to do things in an innovative,
responsive way, without boundaries.

Development for real life.
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O que e o StoneGate?

. STONESOFT

StoneGate" e VPN

e Firewall

» Balanceamento de Carga

Firewall Engine

« Alta Disponibilidade

» Tecnologia Multi-Link

« Sistema Operacional
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O GUI conecta com o - - - .
Management System para GUI Cllents
administrar e monitorar m m
a seguranca

O Management System
armazena as configuracoes,

logs, e as informacoes sobre
a rede. Ele comunica-se Management
continuamente com os System

firewalls engines

Firewalls engines rece-

bem e implementam Network
politicas do .

Management Security

System e enviam seus Modules
dados de log

Host level engines Host

armazenam e Security
implementam

politicas de VPN = — Modules
recebidas

Personal FW & VPN Personal FW & VPN
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Inspecao Multi-Layer

AT\ Protocol
Application Application agents can Application
- inspect upper
Presentation Presentation layers, Presentation
— i@> including
' application
Session Session data, when Session
:— needed.
Transport Transport J Transport

Network Network Network

Data Link Data Link Packets are tracked Data Link
through state tables by

Physical Physical default, yet mdlv.ldual Physical
rules can allow simple

protocols or
connectionless traffic
through as a basic

paCket filter. | LTI ‘I

State Tables
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Exemplo de Consolidacao

DMZ 1 DMZ 2

Email, Etc

Department 1 Department 2
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5 CRM, ERP, Etc
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Exemplo de Consolidacao

DMZ 1 DMZ 2
Email, Etc |

Department 1 Department 2
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Roteamento e controle de acesso
para aplicacées do mainframe que
nao utilizam os beneficios do HiperSocket
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Exemplo de Consolidacao
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Exemplo de Consolidacao

DMZ 2
Web Services
Department 1 . Department 2
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Seguranca para Redes Virtuais - Como?

LPAR 1 LPAR 2 LPAR n-2 LPAR n-1 LPAR n (n<16)

Redes
Virtuais

DB2 LPAR di Rec
. servidores —] Virtuais
Dedicada LINUX J
para Linux I: virtuais ~ [servidores
=1 virtuais
| i —] LINUX
HiperSockets-1 T |

HiperSockets-2
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Conceitos Basicos do StoneGate
com Mainframe zSeries.

2

Databsse LPAR — Rodar o StoneGate em
uma LPAR dedicada € o

Web Application LPAR liil melhor em alguns casos.

Application Server

ii Entretanto, na maioria das
B vezes faz mais sentido
estabelecer multiplos
S 4 StoneGates Virtuais para
servirem varias aplicacoes

m Otimiza recursos com
performance

Web Server
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Instancia simples compartilhada
do StoneGate

LPAR n (n<16)

LPAR 1

LPAR 2

DB2

LPAR n-2

LPAR
Dedicada
somente

para o

StoneGate

HiperSockets

LPAR n-1

[T

Redes
Virtuais
de Redes
servidores B —1 Virtuais
LINUX de
virtuais | = [servidores
— =1 LINUX
— = Vvirtuais

HiperSockets ]

Gerenciamento, Log & GUI
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Multiplas Instancias StoneGate

LPAR1 LPAR2 LPARNn-2  LPARn-1 LPAR n (n<16)

Redes
Virtuais

DB2 LPAR de Redes
. servidores B —1 Virtuais
Dedicated LINUX de
for virtuais B | ~— [servidores
B =1 LINUX
StoneGate — — virtuais
only
[ HiperSockets ] |

[ HiperSockets ]

z/NVM

=GbEn
GbE 1
== “ ........... (g .?z.)...

Gerenciamento, Log & GUI STO N ESO FT




Novas oportunidades de
consolidacao

Melhores resultados
sao atingidos
combinando as
melhores features do
StoneGate e do
zSeries

m Balanceamento de
servidores virtuais;

m Balanceamento de
multiplos links;

= Multiplas instancias do
StoneGate para melhor
performance e
utilizacao de recursos
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StoneGate para
Mainframe zSeries

Seguranca para a consolidacao de servidores
com significantes reducoes e avancos.

= Habilita os servicos de hospedagem
segura;

= Um sistema fisico pode ter dezenas de
segmentos de redes virtuais que podem

estar isolados entre si, da mesma forma
que uma rede tradicional;

m Nenhuma necessidade de servidores
externos de seguranca;

= Performance de |I/0 configurada conforme
as necessidades, e nenhum roteamento
externo & necessario para interligar os
sistemas virtuais;

= Plataforma eficiente que habilita a rapida
reacao do departamento de Tl para as
mudancas continuas que sao exigidas

pelos ambientes de negdcios. STONESOFT
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Topologia de VPN Tradicional
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O problema agora...




Tecnologia Multi-Link

Destination
host

Local
network

NetLink 1

1oL gm-

Firewall NetLink 2

cluster
Source host NetLink 3
Step 1:Connection Step 2:FW sends SYN Step 3:FW selects fastest
request to destination host packets through all available route and connection is
on the Internet ISP and measures RTT opened between hosts
«—> +—>
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Multi-Link ISP/VPN

Beneficios

= Incrementa a performance (link mais
rapido € escolhido para cada conexao)

= Alta Disponibilidade de conexoes
Internet

= Alta Disponibilidade de tuneis VPN

m Multiplos tuneis fisicos formam um tunel
VPN logico

= Tuneis VPN de linhas dedicadas podem ser
utilizados como linhas backup, em modo
standby
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StoneGate - Com a Alta
Disponibilidade de ISPs...
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...links permanecem Ativos
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O que nossos clientes estao
dizendo...

“Using StoneGate with dual
broadband connections saves us
$300.00 per month per location, “

- Charles Smith

Management Information Systems
Director, Plaza Construction
Corporation
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Seguranca para Redes Distribuidas

Mainframes com
Firewalls dentro
podem
representar
dezenas de
servidores e
segmentos de
redes
consolidados.

Gerenciamento
e Servidores de

Segmentos de rede
protegidos por Firewalls

: : epartamentais
7\

Escritério
remoto
com
StoneGate
Firewall

Ponto de
vendas
com
StoneGate
Firewall

Conexoes Internet
Redundantes
utiliando Multi-

Cluster de alta
performance para
o Perimetro da
Internet

Servicos
DMz

Cliente remoto
com VPN client

Ponto de Vendas
com VPN client
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Stonesoft no Brazil.
Stonesoft Ltda.
Edificio Imperial Berrini Offices
Rua Alcides Ricardini Neves 12, Cj. 802-803
Brooklin, Sao Paulo
SP, 04575-050
Tel. (011) 5505 8912
Fax. (011) 5507 5740

Americas Headquarters International Headquarters
Stonesoft Inc. Stonesoft Corp.
115 Perimeter Center Place ltalahdenkatu 22 A
South Terraces, Suite 1000 FIN-00210 Helsinki
Atlanta, Georgia 30346 Finland
+1-770-668 1125 tel +358-9-4767 11 tel
+1-770-668 1131 fax +358-9-4767 1234 fax
www.stonesoft.com
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