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0S/390 in an e-business environment

DGW 5.0 Quick Setup

The following procedure should help you to set up
Domino Go Webserver V5 on OS/390 R5 as a
standard webserver quick - and proper.

It assumes that OS/390 UNIX System Services are
set up, TCP/IP is running and DGW 5.0 Code is
SMP/E installed in / usr /| pp/ i nt er net

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

DGW 5.0 Quick Setup

® Define the Web Server Directory Structure

® Copy the Web Server Configuration Files

® Prepare the Web Server Configuration Files
@ Define the Security Environment (RACF etc.)
® Define the Started Procedure

® Authorize the Started Procedure to RACF

® Create a HOMEPAGE

® Start the Web Server
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0S/390 in an e-business environment

DGW 5.0 Quick Setup @@

® Define the Web Server Directory Structure

® Copy the Web Server Configuration Files

® Prepare the Web Server Configuration Files
@ Define the Security Environment (RACF etc.)
® Define the Started Procedure

® Authorize the Started Procedure to RACF

® Create a HOMEPAGE

® Start the Web Server
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0S/390 in an e-business environment

0S/390 Web Server Library Structure )K.@
ITSO Poughkeepsie Suggestion:

/web/serverl/pub
/sec
/10gs
/reports
/ocgi
/serviets
/rexx

/server2/pub
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0S/390 in an e-business environment

5 7S\
OS/390 Web Server Library Structure

ITSO Poughkeepsie Suggestion:

®/web - root directory for web servers

® /web/serverl - working directory for server 1
- small HFS
- contains all web server configuration
files

® .../pub - directory for web content (html etc.)
- extra HFS

®../sec - directory for security related files
(certificates, group files etc.)

® .. /logs - contains all web server logs
- extra HFS

® .../reports - contains all web server reporting files
- extra HFS
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0S/390 in an e-business environment

0S/390 Web Server Library Structure )K.@
ITSO Poughkeepsie Suggestion:

® .../ocgi - directory for CGI programs
- extra HFS if needed

® .../servlets - directory for Java Servlets
- extra HFS if needed

® .../rexx - directory for GWAPI REXX

- extra HFS if needed

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

OS/390 Web Server Library Structure

ITSO Poughkeepsie Suggestion:

® Why so many HFS ?
» We found separate HFS more convenient to maintain.

» Once set up several HFS can be mounted READ ONLY for security
reasons if desired.

» At least the /logs and the /pub directory should reside in an extra HFS
because of their unpredictable size.
® Why this directory structure?

> In several projects at the ITSO and with customer we found this a good
general fitting structure.

» At the ITSO Poughkeepsie, we run about 10 web servers concurrently
and sometimes up to 30 different web servers on different software
levels. The structure helps to manage them easily.

§%s

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com

» At the ITSO Residency for SG24-2074-01, we defined /web/apple , /web/bean ,

/web/candy etc..
» Funny names to easy identify the web servers.

» The procedures have been named WEBAPPLE, WEBBEAN, WEBCANDY etc.

accordingly and we then spoke about the "APPLE" Server etc.
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0S/390 in an e-business environment

DGW 5.0 Quick Setup @@

® Define the Web Server Directory Structure

® Copy the Web Server Configuration Files

® Prepare the Web Server Configuration Files
@ Define the Security Environment (RACF etc.)
® Define the Started Procedure

® Authorize the Started Procedure to RACF

® Create a HOMEPAGE

® Start the Web Server
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0S/390 in an e-business environment

DGW 5.0 Quick Setup

® Copy the Web Server configuration files into the Web
Server working directory
» From /usr/Ipp/internet/samples/config to /web/apple

@ httpd.conf - Web Server main configuration files

® httpd.envvars - Wweb Server environment variables

® mvsds.conf - MVSDS function config file
®@ics_pics.conf -PICSRating file

@ javelin.conf - Web Traffic Express (Proxy) config file
® socks.conf - another Proxy config file

®lgw_fcgi.conf - Fast CGI config file
® IMWSendMail.cfg -"old" SendMail config file

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

DGW 5.0 Quick Setup @@

® Define the Web Server Directory Structure

® Copy the Web Server Configuration Files

® Prepare the Web Server Configuration Files
@ Define the Security Environment (RACF etc.)
® Define the Started Procedure

® Authorize the Started Procedure to RACF

® Create a HOMEPAGE

® Start the Web Server
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0S/390 in an e-business environment

VT
Configure httpd.conf %@9

® httpd.conf is the web server main configuration file.
You may choose to modify it by using the Remote
Server Configuration Dialog or you may modify the file
using OEDIT, like we did.
» Remote Server Configuration allows you to modify your web server by

using a web connection and java applet enhanced web pages.

® The following httpd.conf configuration example

prepares for a global accessible web server.

® Details about the configuration directives can be found
in the httpd.conf itself (as a comment and most exactly)
or the webmasters guide.

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Configure httpd.conf
# InstallPath directive:
#
# Set this to point to the server install path
#
# Default: /usr/|pp/internet
# Synt ax: Instal |l Path <pat h>
Install Path [usr /| pp/internet
# Server Root directive:
#
# Set this to point to the directory where you unpacked this
# di stribution, or wherever you want httpd to have its "hone".
# By default this directory will be located in the install path
# specified by the InstallPath directive.
#
# Default: server_root
# Synt ax: Ser ver Root <pat h>
# Server Root server_root Suggestion: Never overwrite a parameter
Ser ver Root / web/ appl e but repeat the line, comment the original
content and change the other line
© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Configure httpd.conf

Port directive:

Port used by the server.
NOTE: |If you are not root, you have to use a port above 1024;
good defaults are 8000, 8001, 8080.

Default: 80
Synt ax: Port <nune
80

HOH O OH OB H H R

U
o
=
-

Change the Port directive if you like to run multiple web servers on the same IP
address.

We do it here mainly for documentation purposes but fix the port by defining the
-r parameter in the web server started procedure

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Configure httpd.conf
# The Userld statenment defines the default surrogate MVS Userld that
# will be used if not overridden by a protection setup that matches
# the request.
# Al'l surrogate Userlds specified for use by the Wb Server
# must be given as WS Login nanes, not nuneric Ul Ds.
# They must al so be defined as BPX. SRV. xxxxx profiles in the
# SURROGATE CLASS and the Web Server nmust be pernitted
# UACC( READ) to them
#
#
# Defaul t: 984CLI ENT%%6
# Synt ax: Userld <user name>
# Exanpl e:
# Userld PUBLI C
# Userld URACLI ENTY%®%
# Userld UACERTI F9%8%6
# Userld YSERVERY®%
# Userld LI ENT9B0 Enable the web server to be used
Userld PUBLI C "anonymous" without user identification
© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Configure httpd.conf )K.g)

Specify the full path and file nanme you want the server to wite
its process ID to when started.

Default: /Jusr/lpp/internet/server_root/httpd-pid

/usr/|pp/internet/server_root/httpd-pid
/ web/ appl e/ htt pd- pi d

# PidFile directive:

#

#

#

#

#

# Synt ax: PidFile <fil enane>
#

# PidFile

PidFile

© Copyright IBM Corporation, 1999
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0S/390 in an e-business environment

Configure httpd.conf
# Loggi ng and Reporting directives
#
# ====== === === === ===
#
# If you want |ogging, specify locations for your | ogs:
# A
# Exanpl e:
# ProxyAccesslLog /usr/|pp/internet/server_root/|ogs/httpd-proxy
# CacheAccesslLog [usr/|pp/internet/server_root/logs/httpd-cache
# Accesslog lusr/ | pp/internet/server_root/logs/httpd-I|og
# Agent Log lusr/ | pp/internet/server_root/l| ogs/agent-I|og
# RefererlLog lusr/|pp/internet/server_root/logs/referer-1|og
# ErrorlLog lusr/|pp/internet/server_root/logs/httpd-errors
# Cgi ErrorlLog [usr/ | pp/internet/server_root/|ogs/cgi-error
AccesslLog / web/ appl e/ | ogs/ htt pd-1 og
Agent Log / web/ appl e/ | ogs/ agent -1 og
Ref er er Log / web/ appl e/ | ogs/ referer-1og
ErrorLog / web/ appl e/l ogs/ httpd-errors
Cgi Error Log / web/ appl e/ | ogs/ cgi -error
© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Configure httpd.conf

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

AccessLogArchi ve and ErrorLogArchive directive:

Enabl es the purge options (purge) or the user exit option (userexit)
or does not do either (none). \Wen selected, the purge action or
userexit action will take place at midnight, inmediately after the
previous day's |ogs have been closed and the new day's | ogs have been
opened. If the userexit option is specified, the name and | ocation

of the user exit that is called nust be specified follow ng the
userexit option paraneter.

Default: AccessLogArchive none
Error LogArchive none

AccessLogAr chi ve none
ErrorLogArchive none

AccessLogAr chi ve purge
ErrorLogArchive purge

Purge the logs on condition.
Condition defined later.

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Configure httpd.conf

# AccessLogExpire and ErrorlLogExpire directive:
#
# Sets the age limt, in DAYS, for access log files. Any access/error
# log files older than the nunmber of days specified will be erased. If
# set to zero then no expiration date exists. The file creation date as
# reported by the operating systemis used to deternine the date - the
# suffix of the filename (such as httpd-1og. Mar2297) is not used to
# deternmne file age.
#
# Default: AccessLogExpire 0O
# ErrorLogExpire O
# ...
# Exanpl e:
# AccessLogExpire 30
# ErrorLogExpire 10
# AccessLogExpire 0O
# ErrorLogExpire O
AccessLogExpire 10 Purge condition:
ErrorLogExpire 10 Keep the last 10 logs.
© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Configure httpd.conf

HOH O OH OB R R R

#

AccessReport Root directive:

The directory in which sunmary dat abases and access reports will be
stored. This directory is created at installation tine. |If you change
the directory, you will need to create the new directory and define

a PASS statement to pass URL requests for access reports to that
directory.
Synt ax: AccessReport Root <full path-directory>

AccessReport Root /usr/| pp/internet/server_root/pub/reports

AccessReport Root /web/appl e/reports

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Configure httpd.conf

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

Report Dat aAr chi ve purge

Report Dat aArchi ve directive:

Enabl es the purge options (purge) or the user exit option (userexit)
or does not do either (none) for Report data files.
When sel ected, the purge action or userexit action will take place at
m dni ght i mediately after the previous day's reports have been cl osed
and the new day's reports have been opened.
If the userexit option is specified, the name and | ocation of the
user exit that is called nust be specified followi ng the userexit
option paraneter

Defaul t: none

Synt ax: Report Dat aArchi ve <none | purge | userexit user_exit_spec>
Exanpl e:

Report Dat aAr chi ve purge
Report Dat aAr chi ve none

Purge the reports on condition.
Condition defined later.

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Configure httpd.conf

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

Report Dat aExpire directive:

Sets the age limt, in DAYS, for report data files. Any report data
files older than the number of days specified will be erased. If set
to zero then no expiration date exists. The file creation date as
reported by the operating systemis used to deternine the date - the
suffix of the filenane (such as httpd-rpt. Mar2296) is not used to
determine file age.

Default: O
Synt ax: Repor t Dat aExpire <nunp

Exanpl e:
Report Dat aExpire 30
Report Dat aExpire 0

Report Dat aExpi re 40

Purge condition:
Keep the reports for 40 days

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com

DGW50Inst-1.PRZ

06/19/99 2:05 PM

Page 22



0S/390 in an e-business environment

Configure httpd.conf

Loggi ngReportingProgram /usr/| pp/internet/sbin/htlogrep

# Loggi ngReporti ngProgram di recti ve:

#

# This is the programthat will be kicked off at m dnight as the
# | ogs get closed. This can be any program i ncl uding perl

# scripts. You must give an absolute path to the program

# and set up any options in the

# Loggi ngReporti ngProgranOpti ons directive.

#

# Default: <none>

# Synt ax: Loggi ngReporti ngProgram <fully-qualified program nane>
#

# Exanpl e:

#

#

Loggi ngReporti ngProgram /usr/ | pp/internet/sbin/htlogrep

Enable Reporting

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Configure httpd.conf

Loggi ngReporti ngProgranOpti ons directive:

These are the options that are used in conjunction with the program
that is defined in the Loggi ngReportingProgramdirective. They are
concatenated with the program nanme and then executed.

Defaul t: <none>
Synt ax: Loggi ngReporti ngProgranOpti ons <opti ons>

Exanpl e:
Loggi ngReporti ngProgranOpti ons -c/etc/httpd. conf

HOoH O B H R H R OHOHHH

Loggi ngReporti ngProgranOpti ons -c/web/ appl e/ htt pd. conf

Enable Reporting

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Configure httpd.conf

F*

Serverlnit lusr/lpp/internet/bin/Jav_dll.so:Javelin_init

Service /cgi-bin/dogc.icapi [fusr/lpp/internet/bin/Jav_dll.so:doGC
PreExi t [usr/lpp/internet/bin/Jav_dll.so:Javelin_preFilter
Enabl e | CSERRORLOG /usr/ | pp/internet/bin/Jav_dll.so:Javelin_errorlLog

H H OB

Disable Web Traffic Express (special
Proxy functions) if not needed.

Performance/Resource option

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

VT
Configure httpd.conf %@9

# Mappi ng rul es

#

Pass /adm n-bi n/ webexec/* /usr/|pp/internet/server_root/adm n-bi n/ webexec/*
Exec /cgi-bin/* /usr/lpp/internet/server_root/cgi-bin/*
Exec /adm n-bin/* /usr/|pp/internet/server_root/adm n-bin/*
Exec / Docs/adm n-bin/* /usr/1pp/internet/server_root/adm n-bin/*
Exec /nmy-cgi-bin/* / web/ appl e/ ocgi / *

Pass /icons/* lusr/|pp/internet/server_root/icons/*

Pass / Admin/*.jpg /usr/|pp/internet/server_root/Adm n/*.jpg
Pass /Admin/*.gif /usr/lpp/internet/server_root/Adm n/*.gif
Pass / Admi n/*. htn /usr/|pp/internet/server_root/Adm n/*. htm
Pass / Docs/* /usr/|pp/internet/server_root/Docs/*

# Pass /reports/javelin/* /usr/lpp/internet/server_root/pub/reports/javelin/* PROXY
Pass /reports/javal* /usr/|pp/internet/server_root/pub/reports/javal*

# Pass /reports/* /usr/|pp/internet/server_root/pub/reports/*
Pass /reports/* / web/ appl e/ reports/*
© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com

» The default httpd.conf setup and mapping rules define
lusr/lpp/internet/server_root/pub/Frntpage.html to be the primary homepage.

» The changed setup and mapping rules define /web/apple/pub/index.html to be the
primary homepage.

» Frontpage.html (and with it the Remote Server Configuration Dialog) still can be
reached using URL http://servername/Server

 If you decide not to use the Remote Server Configuration Dialog, you may comment
most of the mapping statements.
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0S/390 in an e-business environment

Configure httpd.conf

# Mappi ng rul es cont.

#

Pass /ing-bin/* /usr/lpp/internet/server_root/ing-bin/*

# *** ADD NEW PASS RULES HERE ***

# Pass /* /usr/1pp/internet/server_root/pub/*

Pass / Server/* [usr/|pp/internet/server_root/pub/*
Pass /* / web/ appl e/ pub/ *

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com

» The default httpd.conf setup and mapping rules define
lusr/lpp/internet/server_root/pub/Frntpage.html to be the primary homepage.

» The changed setup and mapping rules define /web/apple/pub/index.html to be the
primary homepage.

» Frontpage.html (and with it the Remote Server Configuration Dialog) still can be
reached using URL http://servername/Server

» If you decide not to use the Remote Server Configuration Dialog, you may comment
most of the mapping statements.
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0S/390 in an e-business environment

VT
Configure httpd.conf %@9

# CachelLocal File directive:

#

# Path and name of files that are to be | oaded into menory each tine the
# server is started. This directive may occur multiple times within the
# configuration file. The name nmust be fully qualified and nmay NOT

# contain any wildcard characters.

#

#

# Default: CacheLocal File /usr/|pp/internet/server_root/pub/Frntpage. ht m
# CachelLocal File /usr/|pp/internet/server_root/Adm n/| gmast. gif
# CachelLocal File /usr/lpp/internet/server_root/Adm n/lgsplash. gif
# Synt ax: CacheLocal File <file path>

#

# Exanpl e:

# CachelLocal File [ exanpl e/ pat h/ i ndex. ht m

#

CachelLocal Fil e /fusr/|pp/internet/server_root/pub/Frntpage. htm
CachelLocal Fil e lusr/|pp/internet/server_root/Adm n/lgmast.gif
CachelLocal Fil e /usr/|pp/internet/server_root/Adnin/lgsplash.gif

CachelLocal Fil e / web/ appl e/ pub/i ndex. ht m

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com

» You may keep the "original" Frntpage.html but you should certainly cache your

homepage including all the images.
» Also consider caching other frequently accessed static pages.
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0S/390 in an e-business environment

Configure httpd.envvars

® httpd.envvars is the web servers global variable file.

® The following httpd.envvars example enables a
standard web server.

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Configure httpd.envvars

PATH=/ usr /| pp/internet/bin:/usr/lpp/internet/sbin:

-- cont -->/bin:.:/usr/sbin:/usr/lpp/ldap/bin

SHELL=/ bi n/ sh

TZ=EST5EDT

LANG=C

LC ALL=en_US. | BM 1047

NLSPATH=/ usr/ i b/ nl s/ meg/ %/ %N: / usr/ | pp/internet/ %/ %\:

-- cont --> [usr/lpp/ldap/lib/nls/msg/ %/ %N

LI BPATH=/ usr/ | pp/internet/bin:/usr/|pp/internet/sbin:/usr/lpp/ldap/lib
STEPLI B=CURRENT

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Configure httpd.envvars

® The following httpd.envvars example is already
"advanced".

@ It enables JAVA needed later to run the WebSphere
Application Server
» [t assumes that you've installed JAVA in /usr/lpp/javal6

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Configure httpd.envvars

PATH=/ usr /| pp/internet/bin:/usr/lpp/internet/sbin:

-- cont --> /usr/lpp/javal6/J1.1/bin:/bin:.:/usr/sbin:/usr/lpp/ldap/bin
SHELL=/ bi n/ sh

TZ=EST5EDT

LANG=C

LC ALL=en_US. | BM 1047

NLSPATH=/ usr/ i b/ nl s/ meg/ %/ %N: / usr/ | pp/internet/ %/ %\

-- cont --> [usr/lpp/ldap/lib/nls/msg/ %/ %N

LI BPATH=/ usr/ | pp/internet/bin:/usr/|pp/internet/sbin:

-- cont -->

lusr/lpp/javal6/J1.1/1ib/mvs/ native_threads:/usr/|pp/ldap/lib
JAVA HOVE=/usr/| pp/javal6/Jl.1

CLASSPATH=/ usr /| pp/javal6/J1.1/1ib/classes.zip

STEPLI B=CURRENT

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

DGW 5.0 Quick Setup @@

® Define the Web Server Directory Structure

® Copy the Web Server Configuration Files

® Prepare the Web Server Configuration Files
® Define the Security Environment (RACF etc.)
® Define the Started Procedure

® Authorize the Started Procedure to RACF

® Create a HOMEPAGE

® Start the Web Server

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Security Setup

® DGW 5.0 requires pretty much the same security setup
as DGW 4.6.1 or ICSS 2.2

@ DGW 5.0 Planning for Installation (SC31-8690) should be
used to set up the environment (Chapter 2)

® Read the PSP Bucket (MVSWEB10). It shows you the
missing parts (like PGM CTL for CBC.SCLBDLL)

® The following security setup is required to enable our
"standard webserver"

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Security Setup )K.@

® Create the Webserver Admin ID (WEBADM) and it's
RACF Group

® Create the Webserver's own UserlD (WEBSRV)

® Permit WEBSRV to BPX.DAEMON and BPX.SERVER
(and make sure they are activated)

® Create the anonymous access UserID (PUBLIC) and it's
RACF Group

@ Turn on program control

» Program control is not needed to prevent somebody to access
programs (in the classical RACF sense) but to indicate that these
libraries are authorized libraries

© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com
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0S/390 in an e-business environment

Security Setup

ADDGROUP | MAEB OWS( Gl D( 205) )
ADDGROUP EXTERNAL OMWS( G D( 999))

ADDUSER WEBADM DFLTGRP(| MAEB) OMVS( Ul D(206) HOVE(' /usr/| pp/internet')
PROGRAM ' / bi n/ sh'))

ADDUSER WEBSRV DFLTGRP(| MAEB) OMS(UI D(0) HOVE('/usr/|pp/internet')
PROGRAM ' / bi n/ sh'))

ADDUSER PUBLI C DFLTGRP( EXTERNAL) OWS( Ul D(998) HOVE(' /')
PROGRAM ' / bi n/ sh'))

RDEFI NE SURROGAT BPX. SERVER. WEBADM UACC( NONE)
RDEFI NE SURROGAT BPX. SERVER. PUBLI B UACC( NONE)

PERM T BPX. DAEMON CLASS( FACI LI TY) | D( WEBSRV) ACCESS( READ)
PERM T BPX. SERVER CLASS(FACI LI TY) | D(WEBSRV) ACCESS( UPDATE)
PERM T BPX. SRV. WEBADM CLASS( SURROGAT) | D( W\EBSRV) ACCESS( READ)
PERM T BPX. SRV. PUBLI C CLASS( SURROGAT) | D( WEBSRV) ACCESS( READ)
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» Security experts may suggest using other UserIDs and Groups that the published
ones to make it more difficult for hackers.

» We suggest that you should stay with this names if this is your first installation and
switch them later until you fully understood all the dependant security mechanisms
(like PROTECT statements in httpd.conf etc.).
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Security Setup )K.@

RALTER PROGRAM * ADDVEM ' | MV SI MAMOD1' /' vol ser' / NOPADCHK) UACC( READ)
RALTER PROGRAM * ADDMEM ' SYS1. SCEERUN /' vol ser' / NOPADCHK) UACC( READ)
RALTER PROGRAM * ADDMEM ' CBC. SCLBDLL' /' vol ser' / NOPADCHK) UACC( READ)
RALTER PROGRAM * ADDMEM ' SYSL. LI NKLI B' /' vol ser' / NOPADCHK) UACC( READ)
RALTER STARTED WEBAPPLE. ** STDATA( USER( WEBSRYV) )

SETR RACLI ST(FACI LI TY, STARTED) REFRESH
SETR WHEN( PROGRAM) REFRESH
SETR CLASSACT( SURROGAT) if not already done
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» We called our started procedure WEBAPPLE for the A(pple) web server.
 It's up to you whatever name you choose.
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DGW 5.0 Quick Setup @@

® Define the Web Server Directory Structure

® Copy the Web Server Configuration Files

® Prepare the Web Server Configuration Files
@ Define the Security Environment (RACF etc.)
® Define the Started Procedure

® Authorize the Started Procedure to RACF

® Create a HOMEPAGE

@ Start the Web Server
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DGWH50Inst-1.PRZ 06/19/99 2:05 PM Page 38



0S/390 in an e-business environment

Web Server Started Procedure )K.@

/11 MAEBSRV PROC P1='-B',

/1 P2="-r [web/applel/httpd.conf',

// P3='"-p 8100 -vv',

/1 LEPARME' ENVAR(" _CEE_ENVFI LE=/ web/ appl e/ htt pd. envvars")'

/1* -Vvv # VERY VERBOSE trace to stderr
/1* -p nnnn # Port nnn (default 80)
/1* -r /etc/ httpd.i mebbox.icssec # Rul eFile path/nane

2
/I WEBSRV ~ EXEC PGVEI MAHTTPD, REG ON=0K, TI ME=NOLI M T,
I PARME(' &LEPARM &P1 &P2 &P3')

// STEPLI B DD DSN=I MW SI MAMCODL, DI SP=SHR
/1 SYSI N DD DUMwWY

//QUTDSC DD SysoUT=*

[/ SYSPRI NT DD SYSQUT=*

/1 SYSOQUT DD SysoUT=*

[/ SYSERR DD SysouUT=*

[/ STDOUT DD SYsSoUT=*

/| STDERR DD SYSQUT=*

// CEEDUMP DD SYSOQUT=*
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» Remember that the PARM field in JCL can be just 100 characters even if the
Parameter input to the webserver is larger
» We had httpd.conf and httpd.envvars in /web/apple
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0S/390 in an e-business environment

DGW 5.0 Quick Setup @@

® Define the Web Server Directory Structure

® Copy the Web Server Configuration Files

® Prepare the Web Server Configuration Files
@ Define the Security Environment (RACF etc.)
® Define the Started Procedure

® Authorize the Started Procedure to RACF

® Create a HOMEPAGE

@ Start the Web Server
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Authorize the Started Procedure )K.@

@ We did that already in the Security Setup
® Remember?

RALTER STARTED WEBAPPLE. ** STDATA( USER( WVEBSRYV) )

SETR RACLI ST( STARTED) REFRESH
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» We called our started procedure WEBAPPLE for the A(pple) web server.
 It's up to you whatever name you choose.
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0S/390 in an e-business environment

DGW 5.0 Quick Setup @@

® Define the Web Server Directory Structure

® Copy the Web Server Configuration Files

® Prepare the Web Server Configuration Files
@ Define the Security Environment (RACF etc.)
® Define the Started Procedure

® Authorize the Started Procedure to RACF

® Create a HOMEPAGE

@ Start the Web Server
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Homepage

@ Prepare atiny little homepage in /web/apple/pub
@ Call it index.html

<ht m ><head>

<title>DGWN 5.0 Project - The Apple Web Server on Port 8100</title>
<head><body bgcol or =" FFFFFF" >

<limg src="/images/thiswher.gif" align=left>

<h1>Weél cone to the apple web server on port 8100</hl>
<p>

This is Domino Go Webserver V5. 0.

<hr>

Follow this Iink to access the

<a href="/Server/">Renpte Server Adm nistration</a>.
</htm >
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0S/390 in an e-business environment

DGW 5.0 Quick Setup @@

® Define the Web Server Directory Structure

® Copy the Web Server Configuration Files

® Prepare the Web Server Configuration Files
@ Define the Security Environment (RACF etc.)
® Define the Started Procedure

® Authorize the Started Procedure to RACF

® Create a HOMEPAGE

@ Start the Web Server
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Start the Web Server @%@

o Start it
® Check it
f
C)
© Copyright IBM Corporation, 1999 Roland Trauner trauner@us.ibm.com

DGW50Inst-1.PRZ

06/19/99 2:05 PM

Page 45



