EMSRV 7.1

Product Development Tools for Smalltalk

Installation and User’s Guide

PC and UNIX Platforms



The information in this document is subject to change without notice and should not be construed as a
commitment by Object Technology International Inc. While precautions have been taken to ensure the
accuracy of the contents of this document, Object Technology International Inc. assumes no responsibility
for any errors or omissions.

This document is protected by copyright with all rights reserved. No part of this document may be copied
by any means whatsoever without the prior written consent of Object Technology International Inc.

ENVY is a registered trademark of Object Technology International Inc.

AlX and OS/2 are registered trademarks of International Business Machines Corporation.
HP-UX is a registered trademark of Hewlett Packard Company.

NetWare is a registered trademark of Novell.

NFS is a trademark of Sun Microsystems Incorporated.

Solaris is a registered trademark of Sun Microsystems Incorporated.

Windows is a trademark of Microsoft Corp.

Other product names may be trademarks of their respective companies.

Copyright © 1990, 2001 Object Technology International Inc. (OTI).
OTl is a wholly owned subsidiary of IBM Canada, Ltd.

Object Technology International Inc.
2670 Queensview Drive

Ottawa, Ontario

Canada K2B 8K1

voice: (613) 820-1200

fax: (613) 820-1202

This is the EMSRV 7.1 Installation and User's Guide for PC and UNIX Platforms

Document Number: 8271, Revision 7.1
Date printed: January 16, 2001



Table of Contents

1 About This GUIde . ... ... . 3
1.1 Supported Platforms . . . ... ... 3
1.2 ThisBookIncludes ............ . 4
1.3 Who ShouldUse ThisBOOK ............... ... 4
1.4 CONVENtONS . ... e 4
1.5 MorelInformation. ... ......... . . . . . . 5

2 ADOUt EMSRYV . ... 6
2.1 General Features of EMSRV. . . ... ... ... . . . 6
2.2 Client Authentication. . ......... ... . . . . i e e 7

2.2.1 Possible Configurations. . . ... i 7
2.2.2 Usingapasswd.datFile ............ ... . . . . . . 7
2.2.3 Authentication on NetWare Platforms . . . ........... ... .. ........... 7
2.2.4 Authentication on Windows NT/2000 Platforms . ...................... 9
2.2.5 Authenticationon OS/2 Platforms . . .. ....... ... .. ... ... ... ... ... .. 12
2.2.6 Authentication on UNIX Platforms. . ......... .. ... ... .. .. 12
2.3 File System SUppPOrt . ... .. 14
2.4 National Language SUPPOIt. . ... ..ottt e 15
2.4.1 Character Encoding Between Clientsand EMSRV. . .................. 15
2.4.2 Code Page Used by EMSRYV for NetWare, Windows NT/2000, & OS/2.... 16
2.4.3 Locale Used by EMSRV for UNIX Platforms. . . ...................... 16
2.4.4 Platform Restrictions . .. ......... ... ... . . . 17
2.4.5 MBCS File & Directory Names on an English NetWare Server........... 17
2.4.6 EMSRV Messages & LogFileQutput.............................. 17

3 Installing EMSRV. . . ... 18

3.1 EMSRY for UNIX Operating Systems. . . .. ... e e 18
3.1.1 Setting up EMSRYV for UNIX Operating Systems . .................... 18
3.1.2 Starting EMSRYV for UNIX Operating Systems . ...................... 21

3.2 EMSRYV for Windows NT/2000 . . .. ...t 22
3.2.1 Setting up EMSRYV for Windows NT/2000. . .. ............couueu.. 22
3.2.2 Starting EMSRYV for Windows NT/2000. .. ............. ... ... .. ..... 25

3.3 EMSRVIorNetWare. . ... e e e 29
3.3.1 Settingup EMSRV forNetWare ............. .. ... ... ... .......... 29
3.3.2 Starting EMSRV for NetWare . ............ . . i 29

3.4 EMSRV fOr OS 2. . .o 31
3.4.1 Settingup EMSRV forOS/2 ......... ... ... ... .. 31
3.4.2 Starting EMSRV forOS/2 . ... ... .. . . . .. 32

EMSRYV 7.1 Installation and User’s Guide



Table of Contents / 2

3.5 Startup OplioNS . . . .. oo 32

3.6 EMSRV and TCP/IP . . ... e e e 35

3.7 EMSRV Messagesand Reporting. . . ... i 36

3.8 Library Pathnames .. ........ ... i e 36

3.9 File Access Rights. . ... .. 36

3.10 File Creation and Ownership. . . ... . . . . i 37

4 The EMADMIN Utility. . . ... o e e e 38
4.1 OVEIVIBW . o .ttt et et e e e e e 38

4.2 USINg EMADMIN . ... e 39

4.2.1 EMADMIN COommMaNdsS . . . ..ottt e e 39

4.2.2 EMADMIN OpPtiONS . . ..ttt e e e 39

4.2.3 Description of Operations . .......... ... .. . 40

4.3 Limitations. . . ... o 47

4.3.1 Performance on Low-Bandwidth, High-Latency Network Connections. . . .. 47

4.3.2 TCP/IP Connection Limitations . . .. ... e 48

4.3.3 Detecting Unexpectedly Dropped Connections. . . .................... 48
Appendix A: Operating EMSRV for NetWare. .. .......... .. ... ... ...... 49
Appendix B:  Troubleshooting EMSRYV as a Windows NT/2000 Service....... 53
Appendix C: Frequently Asked Questions ................ ... ..., 55
X . o 59

EMSRYV 7.1 Installation and User’s Guide



About This Guide 1.1 Supported Platforms / 3

1 About This Guide

This book describes how to install and operate the ENV'Y/Developer library management
server (EMSRV) version 7.1 for PC and UNIX platforms. This book aso describes the
EMADMIN command-line utility.

1.1 Supported Platforms

The various EM SRV implementations have been tested and certified for the following
operating systems:

+  NetWare®

«  Windows ™ NT Workstation and Server
* Windows 2000 Professional, Server and Advanced Server

e 092® Warp

* OS2 Warp Server for e-business
«  Solaris®

« HP-UX®

« AIX®

+ Red Hat® Linux

The supported platforms may change over time as new releases of servers are tested and
patches are received from vendors to fix existing problems. If you have any doubt as to
whether a given configuration is supported, refer to ther eadmne. t xt provided with this
product or contact your support representative.
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1.2 This Book Includes

This book covers the following topics:

« EMSRV Overview

e Installing and starting EM SRV

* TheEMADMIN utility

e Operating EMSRV for NetWare
e Troubleshooting EMSRV as a Windows NT/2000 service
*  Frequently Asked Questions

1.3 Who Should Use This Book

This book isintended for network or system administrators who need to install and

administer EMSRV.

1.4 Conventions

This book uses the following typographical conventions to distinguish certain items.

Item Convention Example
Filename: Monot ype.
UNIX; nmyfile.h
other Lowercasefor UNIX; | MYFI LE. I NI
uppercase for other
Hint, clarification, Pointer e
comment
Keyboard key SMALL CAPS ENTER
Keyboard keystobe | Plus Sign (+) CTRL+SHIFT+SPACE
pressed
simultaneously
Menu item Boldface ENVY > System > Users > Create...
M essages that Monot ype The following error message appears:
ear on screen
P The process term nated
unexpect edl y.
Pathname: nonot ype.
UNIX Lowercasefor UNIX; | /usr/bin
other uppercase for other \ SYS\ USER
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Item Convention Example
User input Monot ype User input is in this font
Variable Boldface variable

1.5 More Information

For information on configuring Smalltalk clients, refer to the ENV'Y/Devel oper
Installation Notes.
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2 About EMSRV

EMSRYV is adatabase server that permits access to a shared ENVY/Manager library
residing on aremote computer. EM SRV clients communicate with EM SRV using TCF/IP.
Therefore, TCP/IP must be installed and configured on all clients and the server that will
run EMSRV.

Stand-alone clients can access alibrary directly, but they do so by opening the library in
an exclusive, non-sharing mode, thereby denying accessto any other clients. EM SRV
must be used when multiple clients need to access alibrary simultaneously.

2.1 General Features of EMSRV

EMSRYV provides the following features:

EMSRYV isavailable for popular PC and UNIX operating systems.

EMSRYV for NetWare has a text-based user interface that lets you change settings and
view statistics. Statistics can be displayed as atotal for all connections or per
connection. You can aso delete a connection.

A command-line utility, EMADMIN, lets you communicate with EM SRV to display
EMSRYV information from aworkstation. For a detailed description of EMADMIN,
refer to Chapter 4, The EMADMIN Utility.

On UNIX and OS/2 platforms, EM SRV serves each connection with asingle process.
On NetWare and Windows NT/2000 platforms, EMSRV serves each connection with
asingle thread.

EMSRV uses native locking calls. This exploits locking queues on operating systems
that implement these services. Asaresult, performance isincreased (network trafficis
reduced) since EMSRV connections can block at the server-side when waiting on
locks.

EMSRYV 7.1 Installation and User’s Guide



About EMSRV

2.2 Client Authentication / 7

2.2 Client Authentication

221

Possible Configurations

EMSRV has three configurations for client authentication:

1.

2.

3.

Disable password verification. Thisis the default configuration. It allows clients to
impersonate users at will.

Specify user IDs and passwords for al users. This option requires the maintenance of
apasswd. dat file, plusthe use of the -r p option when starting EMSRV.

Use the native operating system user names and passwords for all users. This option
reguires the use of the -rn option when loading EM SRV and does not require a
passwd. dat file.

2.2.2

&  Native passwords may be used on all platforms except OS/2.

Using a passwd.dat File

If you intend to maintain ENV'Y /Manager user |1Ds separately from native passwords on
your site, you must create and maintain apasswd. dat fileinthe EMSRV working
directory.

Thisfile contains the logon user IDs of all ENVY/Manager users and their respective
passwords for ENVY/Manager. As a security precaution, the ENVY/Manager passwords
should not be the users' actual logon passwords. The format of the file is one user ID and
password per line, with the user |D first, followed by asingle space and then the password.

2.2.3

& Thepasswd. dat file should haveitsrightsrestricted, so that it
cannot be read or written to by regular ENVY/Manager users. If
EMSRYV is configured correctly, the passwd.dat file will only be
readable by the EM SRV user account (NetWare, Windows NT/2000)
or the root account (UNIX platforms).

Example of apasswor d. dat file:

fred nypassword
bar ney secr et
wilm hello
betty ZXF65

Authentication on NetWare Platforms

Account names authenticated by EM SRV for NetWare can come from two sources: the
name of the EMSRV user and the network names for users managed in an
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ENVY/Manager library. Account names can be simple or distinguished. Both forms can
also be typeful or typeless. Some examples are provided bel ow:

Simpletypeless name

adri an

Simpletypeful name

CN=adri an

Distinguished typeless name

adri an. engi neering.ral .| BM

Distinguished typeful name

CN=adri an. OU=engi neeri ng. OU=ral . O=I BM

Names are always authenticated in the context of the NDS context that is specified when
EMSRYV is started (the context is appended to the account name). Absolute names (those
preceded with a period) are authenticated in the [Root] context; any context specified
when EM SRV was started isignored. For each trailing period in a name, one component
of the context is removed before being appended to the name. This allows names to be
resolved in containers that are higher in an NDS tree than the specified context. Some
examples:

Cont ext engi neering.ral .| BM

Narme adri an

Resul ting nane adrian. engi neering.ral.|BM

Cont ext engi neering.ral .| BM

Narme .adm n. | BM
Resulting nane .adnin.|BM

Cont ext engi neering.ral .| BM
Nane kat hy. support. phx. .
Nane kat hy. support. phx. | BM

By using a distinguished name, it is possible to authenticate usersin different containers.
The most common case for this may be if the account names for users are located in one
container but the EMSRV user islocated in another. For example, if NetWare accounts
corresponding to network names of usersin an ENVY/Manager library exist in the
container 'engineering.ral.IBM' but the EMRSV user exists in the container 'IBM’, the
following command could be used to load EMSRV:

| oad enmsrv -u .EMSRV.IBM -p test - Wsys:ensrv -rn -SC engi neering.ral.|BM
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Alternatively, the following command would also accomplish the same result:

| oad ensrv -u EMBRV.IBM. -p test - Wsys:ensrv -rn -SC engi neering.ral.|BM

2.2.4 Authentication on Windows NT/2000 Platforms

Account names authenticated by EM SRV for Windows NT/2000 can come from two
sources: the name of the EM SRV user and the network names for users managed in an
ENVY/Manager library. An account name may be in one of three formats:

Simple name

adri an

Windows NT 4.0 SAM (Security Accounts M anager)-compatible name
engi neering\adri an

User Principal Name (UPN)

adrian@al .i bm com

Windows NT 4.0 and Windows 2000 non-domain controllers support simple names and
SAM -compatible names. Windows 2000 domain controllers support all three formats.
Previous releases of EM SRV for Windows NT only supported simple hames. The new
formats allow authentication between domains as well asin an Active Directory.

Windows NT and Windows 2000 support installable authentication and security packages,
alowing the system to be extended with new forms of authentication and security.
EMSRV for Windows NT/2000 supports only the default packages supplied with
Windows NT and Windows 2000—namely, the MSV1 0 and Kerberos authentication
packages and the NTLM (NT LAN Manager) and Kerberos security packages.

2.2.4.1 Authentication Procedure Using Windows NT and Windows 2000
Non-Domain Controllers

EMSRYV for Windows NT/2000 uses NTLM (NT Lan Manager) authentication on
Windows NT 4.0 and Windows 2000 non-domain controllers. User records in these
systems are stored in a SAM database.

To authenticate a user, EMSRV must first find the name of the domain with the SAM
database that contains the user to be authenticated. The term domain applies equally to
non-domain controllers because every SAM database contains a built-in domain known as
'‘BUILTIN' as well as (for non-domain controllers) a domain with the same name as the
machine—or for domain controllers, the controlled domain.
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If a SAM-compatible name (specifying adomain) is supplied, then the domain is already
known. If asimple nameis provided, then the following are checked to find the user:

e Alist of well-known SIDs (Security Identifiers)

e Built-in and administratively defined local accounts
e The primary domain

e Trusted domains

Once the domain is known, an attempt is made to authenticate the user in that domain.

If the domain name matches the name of the SAM database on the local machine, then the
authentication is processed on that machine. The name of the SAM database on a
Windows NT Workstation that is a member of adomain is considered to be the name of
that Windows NT machine. The name of the SAM database on a Windows NT Advanced
Server isthe name of the domain. If aWindows NT machineis not amember of adomain,
then authentication is processed locally.

If the domain specified is trusted by the domain of the machine running EMSRV, the
authentication request is passed through to the trusted domain. On aWindows NT
workstation, the request is always passed through to the primary domain controller of the
workstation, allowing the primary domain controller to determine if the specified domain
is trusted.

If the domain name specified is not trusted by the domain of the machine running
EMSRV, the authentication request is processed on that machine asif the domain name
specified were that domain (or computer) name. In other words, the domain nameis
ignored. The system does not differentiate between a nonexistent domain and an untrusted
domain.

An example illustrates how cross-domain authentication can be set up:

Example

There are two domains: KIRA and CHIEF. The domain controller for the KIRA
domain is NT4PDC. The domain controller for the CHIEF domainisNT4PDC2. A
trust relationship is set up so that CHIEF isatrusted domain of KIRA (and hence
KIRA isatrusting domain of CHIEF). Thetrust relationship is one-way such that
KIRA isnot atrusted domain of CHIEF.

EMSRV isset up to run on KIRA\NT4PDC. Usersin both domains can be
authenticated. Account names may be specified using a simple name, in which case
EMSRV will locate the domain containing the user, or else the domain may be
specified using a SAM-compatible name such as CHIERADRIAN.

EMSRV isset up to run on CHIER\NT4PDC2. Only usersin the CHIEF domain can
be authenticated because K| RA is not atrusted domain of the CHIEF domain.
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2.2.4.2 Authentication Procedure Using Windows 2000 Domain
Controllers

EM SRV for Windows NT/2000 uses K erberos authentication on Windows 2000. User
records for Windows 2000 domain controllers are stored in an Active Directory instead of
a SAM database. The KDC (Key Distribution Center) service must be running to use

K erberos authentication.

If asimple nameis supplied, then the procedure for locating the user isthe same asthat for
Windows NT 4.0 and Windows 2000 non-domain controllers. The one differenceisthat in
addition to checking

» alist of well-known SIDs (Security Identifiers),

e built-in and administratively defined local accounts,
e theprimary domain, and

» (explicitly) trusted domains,

every domain in the forest for the machine running EM SRV is aso checked. This makes
sense since aforest is a collection of Active Directory trees connected by two-way
transitive trust relationships.

A SAM-compatible name will be authenticated with the domain that the name specifies. A
User Principal Name will be authenticated with Active Directory Services.

The implementation of Kerberos authentication in Windows 2000 is already
well-documented el sewhere and does not need to be repeated here. In summary:

«  TheNTLM protocol requires that the server must contact a domain controller.

«  When Kerberosis used, the server does not have to contact the domain controller.

» A client gets aticket for a server by requesting one from a domain controller in the
server account domain.

e Theserver validates the ticket without consulting any other machine.

EMSRYV 7.1 Installation and User’s Guide
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An exampleillustrates how Active Directory authentication can be set up:

Example

There are three Active Directory domains: ibm, ral.ibm, and engineering.ral.ibm.
The engineering.ral.ibm domain is achild of the ral.ibm domain, and theral.ibm
domain isachild of theibm domain. Each parent-child relationship automatically
creates atwo-way transitive trust relationship. As aresult, sinceral.ibm trusts
engineering.ral.ibm and ibm trustsral.ibm, ibm trusts engineering.ral.ibm. The
three domains form atree.

In addition, there is another Active Directory domain: bedrock, which forms atree of
one domain. Theibm tree and the bedrock tree together form aforest; they sharea
common schema, configuration, global catalog, and are linked with two-way transitive
trusts at the tree roots.

Finally thereisan NT 4.0 domain—KIRA. A one-way trust relationship is set up so
that ibm trusts KIRA.

If EMSRYV isrun on the domain controller for the ibm domain, users from the
following domains can be authenticated:

. ibm

. ral.ibom

. engineering.ral.ibm
. bedrock

. KIRA

Simple names for usersin any of those domains will cause a search to beinitiated to
find the domain containing the user. Alternatively, names may be specified in any one
of the other two formats previously described (Windows NT 4.0 SAM-compatible
names and User Principal Names).

2.2.5 Authentication on OS/2 Platforms

OS/2 does not support any native authentication method. The only available
authentication option isto use apasswd. dat file and the -rp option when starting
EMSRV.

2.2.6 Authentication on UNIX Platforms

2.2.6.1 Traditional Authentication Methods

Most native authentication services on UNIX platforms offer multiple options for
configuration. The simplest form of native authentication on UNIX platformsis the local
password file (usually / et ¢/ passwd) which contains passwords encrypted with a
one-way encryption function. Although the passwords cannot be decrypted, thefileis

EMSRYV 7.1 Installation and User’s Guide



About EMSRV

2.2 Client Authentication / 13

readable by all users of the system and therefore susceptible to dictionary-based password
cracking attempts.

The simplest aternativeto thelocal password fileis password shadowing. On systemsthat
use NIS/yp or password shadowing, each encrypted password in the /etc/passwd fileis
replaced with a special token and the passwords are then stored in a separatefile that is not
readable by normal system users.

2.2.6.2 Authentication Frameworks

Previous releases of EM SRV for UNIX platforms supported local password files and
shadow passwords by using two separate EM SRV executables: ensr v and

ensrv. shadow Thiswas necessary because each authentication system uses a different
programming interface.

Recent releases of most UNIX platforms now offer a single authentication programming
interface that can support both of the aforementioned authentication systems aswell as
many others. The most well-known of these authentication frameworksis PAM (Password
Authentication Modules). PAM was developed by Sun Microsystems and is now
supported by and ships as part of Solaris, Linux, and HP-UX. Although thereis no PAM
implementation included with AlX, IBM offersasimilar authenticate() function that can
be used to authenticate users using local password files, shadow passwords, and DCE
(Distributed Computing Environment) authentication.

A single authentication programming interface makes it possible for one EM SRV
executableto use avariety of authentication systems. For thisreason, thereisno longer an
ensrv. shadow available on some UNIX platforms. In such cases, theensr v executable
can be used to authenticate using shadow passwords and, potentially, other forms of
authentication as well.

Although the use of PAM would theoretically allow the use of any PAM (module) with
EMSRV by changing the relevant PAM configuration file, in practice thisis not possible.

EMSRV does not converse with clientsin a manner that is entirely compatible with the
PAM architecture. Asaresult, EM SRV authentication will only work where the module
promptsinitially for atext password (supplied initially by the client). The tested and
certified authentication methods meet these requirements as will most PAM (modules).
Sophisticated modules that require extended conversation or authentication data that

EM SRV does not support, will not work correctly with EMSRV. Fingerprint scanners and
retina scanners are such examples.

Where EM SRV uses an authentication framework such as PAM, the authentication
system used by EM SRV and its exact configuration, are determined by the environment.
See the relevant section that discusses authentication for the platform on which you will
run EMSRV.
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2.2.6.3 Usage of Root Access for Authentication

Root access on UNIX platformsis required to authenticate users. EM SRV does not need
to be started by the root user to accomplish this. Doing so would compromise security as
EM SRV would then have complete accessto all file systems.

Instead, you should change the owner of the EM SRV executable to 'root' and set the SUID
bit of the executable. This can be accomplished as follows:

chown root ensrv
chnod u+s ensrv

When EM SRV attemptsto authenticate a user, it will temporarily change the authority of
the running EM SRV process to be the authority of the owner of the executable. Once
authentication is complete, the authority of the running EMSRV process will be changed
back to that of the user that started EM SRV. This happens on a per-process (per-client)
basis so while a client is being authenticated, only the process serving that client has
temporary root access.

Root access for authentication is required regardless of how EM SRV actually implements
authentication. Interfaces such asPAM provide only acommon API to permit applications
to support multiple authentication methods; configuration specific to each method of
authentication must still be correct.

2.3 File System Support

EM SRV manages libraries to store and retrieve components. Libraries exist asfiles and
are accessed using file-descriptor based 1/O and record locking services provided by afile
system. To reliably host an ENVY/Manager library, afile system must be capabl e of
supporting regquests from multiple processes for creating, opening, reading, writing,
locking, and unlocking files. The operating system/file system must be able to guarantee
the delivery and sequence of file I/O requests, ensure integrity of the database when
pending writes are flushed or the descriptor to the fileis closed, and correctly implement
record locking behavior for multiple readers and writers of the samefile.

Many operating systems support multiple file systems. Additionally, many operating
systems support installabl e file systems allowing third parties to develop file systems
which may then be subsequently installed and accessed transparently by most programs.
Although repositories exist simply as files, this does not mean that any file system may
host an ENVY/Manager library accessed by EMSRV. Each release of EM SRV supports a
strict set of file systems. The reason for thisis simply concern for the integrity of the
repository. Historical evidence dictatesthis, as bugs in operating systems and file systems
have sometimes led to repository corruption.

In addition to testing and certifying EM SRV with a strict set of file systems, EMSRV
supports only locally-mounted file systems. Remotely-mounted file systems accessed
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using network requestors, redirectors, or other similar software cannot always guarantee
the integrity of the repository.

Where possible, EMSRV supports al file systems that ship with any release of an
operating system. Each file system has a different set of limitations and features. For
example, although EM SRV can manage repositories up to 16 GB in size, not all file
systems can reliably host afile of this size.

EMSRV will auto-detect afile system where possible and will prevent or warn about
accesses to repositories on unsupported file systems. Consult the READVE. TXT or your
technical support representative if you have questions about support for a specific file
system.

2.4 National Language Support

When the environment is correctly configured, EMSRV allows clients to store and
retrieve file and directory names containing characters other than ASCI|.

2.4.1 Character Encoding Between Clients and EMSRV

There are various classes of coded character sets and character encoding schemesin use
on platforms supported by EMSRV and EM SRV clients. These fall into various classes
including (with examples):

» Single-byte (SBCS) such as ASCII, OEM and ANSI code pages
* Double-byte (DBCS) such as JIS, Shift-JS

e Multi-byte (MBCS) such asEUC

* Unicode such as UCS-2

On SBCS platforms, EMSRV runs as an SBCS application. On platforms that support
DBCS/IMBCS, EMSRV runs asa DBCS/MBCS application. Thisistrue even if the
operating system and file system both support Unicode. EM SRV is not built as a Unicode
application because not all platforms or file systems support Unicode. Althoughiitis
possible to encode Unicode as ASCII by using UTF-8 or SCSU, thiswould increase the
length of directory and path names, which already encounter limits on PC platforms.

EMSRV supports non-ASCI| characters by using the character-encoding scheme of the
client. No character encoding conversions are performed between the client and the server.
This meansthat file and directory names are stored in the server's file system, using the
client's encoding scheme. If the client and server use different or incompatible character
encoding schemes, file and directory names stored on the server will not match those
regquested by the client. Even if the server operating system and file system can blindly
store any bytes supplied to it, operations may fail as EM SRV may misinterpret trailing
bytes of a character as a path separator or other character in which it isinterested.

To ensure compatibility between clients and servers, the same or compatible encoding
schemes should be used.
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The encoding restriction applies only to identifiers that EM SRV must deal with. Data
stored in the repository are transparent to EM SRV since it sees only the records containing
these data. Unicode clients can freely store components with Unicode names or text in an
ENVY/Manager library. However, EMSRV has to deal with directory and path names as
well as, when authentication is enabled, user account names. These names are not passed
between the client and server as Unicode but are encoded on the client and passed to
EMSRV.

An example of adifferent but compatible character encoding scheme is an English client
and a Japanese server using Shift-JIS encoding. If the English client only uses ASCI|
charactersin itsfile and directory names, the Japanese server can handle these without a
problem since US-ASCI| is a code subset of Shift-JIS encoding. Introducing a Greek
(Windows) client, however, would be problematic since characters with avalue >127 in
the Greek ANSI code page do not exist in Shift-JIS tables. Likewise, a Japanese
(Windows) client using Shift-J S encoding would not work with a Japanese (UNIX) server
using EUC-JP encoding.

In summary, ensure that the clients and servers use the same character-encoding scheme.
To check what encoding schemeisbeing used at a client, run EMADMIN on that machine
to check the code page or locale. When started, EM SRV will also report the code page or
locale to the console and/or the log, and this information also appears in queries from
EMADMIN. Be aware that EMADMIN may not work with EMSRYV if run from a
machine with a different or incompatible character-encoding scheme than what is being
used by the machine running EMSRV.

2.4.2 Code Page Used by EMSRYV for NetWare,
Windows NT/2000, & OS/2

For NetWare, Windows NT/2000, and OS/2, the code page used by EMSRV is
determined by the global settings of the operating system. Usually, thisis determined in
system settings or startup files.

2.4.3 Locale Used by EMSRYV for UNIX Platforms

For UNIX platforms, programs usually run with the 'C' locale by default. If alocaleis
defined by the environment variable LC_CTY PE (or in the absence of thisvariable), the
environment variable LANG, EMSRV sets the locale of its root process to that defined by
the relevant environment variable.

Most platforms set the LANG environment variable when alanguage is specified in the
options for the windowing system login. It is important to note that the environment
variable will be inherited only by processes or consoles launched from the windowing
system. If EMSRV islaunched from atelnet session, for example, the 'C' locale will

usually apply.
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2.4.4 Platform Restrictions

Although a platform may support MBCSfile and directory names, that does not mean that
all other identifiers may also be MBCS. EM SRV paths may include drive names or
volume names, and authentication al so requires user account names. NetWare, for
example, supports MBCS file and directory names, but server names and volume names
must be SBCS. Consult the documentation for your server operating system to confirm
cases where multi-byte characters are legal.

Since EM SRV runs asa DBCS/MBCS application, it will not run on a platform that
implements alocale solely using Unicode. Examples of this are the following
Windows 2000 locales that do not have code pages:

e Armenian (Armenia)
e Georgian (Georgia)

e Hindi (India)

e Tamil (India)

e Marathi (India)

e Sanskrit (India)

« Konkani (India)

2.45 MBCS File & Directory Names on an English NetWare
Server

It isimportant to note that according to Novell, not only do English NetWare servers not
support MBCSfile or directory names, but that attempting to create such directory entries
on an English server could corrupt a volume beyond repair. For details about this, search
for TID 2939360 in the Novell Knowledgebase.

2.4.6 EMSRV Messages & Log File Output

Although EMSRV and EMADMIN support the handling of MBCS identifiers, the
EMSRV and EMADMIN executables have not been localized. All console and log file
output remainsin English.
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3 Installing EMSRV

3.1 EMSRYV for UNIX Operating Systems

3.1.1 Setting up EMSRYV for UNIX Operating Systems

Before you start EMSRV for UNIX, perform the following steps:

Sep Action
1 Verify that you are running one of the supported UNIX operating
systems.
2 Copy the appropriate program file to the desired directory on the
UNIX machine:

ensrv Or ensrv. shadow

Refer to section 2.2.6, Authentication on UNIX
Platforms, for an explanation of whento useensr v
and whentouseensr v. shadow

3 Ensure that TCPisinstalled and correctly bound to an Ethernet
adapter. You can verify the binding by using the ping utility to
communicate with the UNIX machine from a workstation on the
LAN.
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&=  Onmost UNIX platforms, root privileges are required to authenticate users.
The best way to achieve thisisto configure EM SRV to run with effective root
privileges rather than starting EM SRV asthe root user. Thisis achieved as
follows:

» Ensureyou arelogged in asroot or have superuser capability. Make sure
the EMSRV user can read and write the ensr v directory:

chown <EmsrvUserLoginName>

chnod 755
+ Make sure the attributes of the EMSRV executables are as follows:

chown root ensrv ensrv. shadow

chnmod 4755 ensrv ensrv. shadow

With this configuration, EM SRV will ensure the correct file system access by
running with the privileges of the user who started the most relevant process.
When it is necessary to authenticate a user, EM SRV will temporarily assume
effective root privileges and then revert to its previous privileges after
authentication has been completed.

3.1.1.1 Setting up EMSRYV for AIX

On AlX, large file support needs to be enabled for both the volume hosting an
ENVY/Manager library and the user starting the EMSRV process.

When creating afile system, ensure that the arguments'- o bf =t r ue' are used with nkf s.
To set the limits for the user starting the EM SRV process, the -Hf and -Sf options for the
ulimit command require arguments specifying the number of 512-byte blocks. The
following commands should be appropriate to enable repositories up to 16 GB in size:
ulimt -Hf 33554432

ulimt -Sf unlimted

EMSRYV for AlIX authentication is implemented using the system authenticate() function.
This allows one EM SRV executable to support both shadowed and non-shadowed

passwords in addition to DCE authentication. The authentication method for each user is
setinthe/ et c/ security/ user file

3.1.1.2 Setting up EMSRYV for Solaris

On Solaris, file systems automatically have large file support, but limits for the user
starting the EMSRV process must till be set. To do this, the -Hf and -Sf options for the
ulimit command require arguments specifying the number of 512-byte blocks. The
following commands should be appropriate to enable repositories up to 16 GB in size:
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ulimt -H 33554432
ulimt -Sf unlimted

With large file support, EMSRV for Solaris supports a maximum repository size of
16 GB on UFS volumes.

EMSRYV for Solarisimplements authentication using PAM. PAM must be correctly
configured on a machine running EM SRV; otherwise, it will not even be possible to shut
down EMSRV using EMADMIN. The/ et ¢/ pam conf file must detail the 'emsrv'
service. An example pam conf fileisincluded with thisrelease.

3.1.1.3 Setting up EMSRYV for HP-UX

On HP-UX, large file support needs to be enabled for both the volume hosting an
ENVY/Manager library and the user starting the EMSRV process.

When creating afile system, ensure that the argument - o | ar gefi | es'isused with
newfs.

To set the limits for the user starting the EM SRV process, the -Hf and -Sf options for the
ulimit command require arguments specifying the number of 512-byte blocks. The
following commands should be appropriate to enable repositories up to 16 GB in size:

ulimt -H 33554432
ulimt -Sf unlimted

With large file support, EMSRV for HP-UX supports a maximum repository size of
16 GB on VxFS volumes.

Asof thisrelease, EMSRV for HP-UX does not currently implement authentication using
PAM due to abug in the operating system. See the READVE. TXT file for more
information.

3.1.1.4 Setting up EMRSV for Linux
EMSRYV for Linux supports a maximum repository size of 2 GB on EXT2FS volumes.

EMSRYV for Linux implements authentication using PAM. This alows both shadowed and
non-shadowed passwords to be supported with one EMSRV executable. In addition,
Red Hat Linux 6.2 supports MD5 passwords, and EMSRV also supports these via PAM.

PAM must be correctly configured on a machine running EM SRV; otherwise, it will not
even be possible to shut down EMSRV using EMADMIN. The PAM configuration file
must be copiedto/ et ¢/ pam d/ ensr v. A sample PAM configuration fileisincluded
with this release.
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3.1.2 Starting EMSRYV for UNIX Operating Systems

On UNIX platforms, the EMSRV process will have the file access permissions of the
UNIX account that starts EMSRV. The UNIX account name that is used to start EM SRV
isreferred to as the EM SRV account name, and the password for that account is referred
to asthe EM SRV account password.

Perform the following steps to start EMSRV for UNIX.:

Sep Action

1 Change directory to the directory containing the EMSRV executable
(as specified previoudy in 3.1.1, "Setting up EMSRV for UNIX
Operating Systems").

2 Verify that:

TheEMSRV user account has appropriate file accessrightsto the
library files.

e Thelibrary filesreside on alocal file system. Using EM SRV with
library files on remote file systems is not supported.

« If thelibrary files reside on hard drives other than the default
(boot) drive, make sure you have determined the device numbers
using the endevnumutility. These numbers must be included in
-xd parameters.

3 Determine whether you need to run either ensr v or
ensrv. shadow Refer to section 2.2.6, Authentication on UNIX
Platforms.

4 At the command line, type either ersr v or ensr v. shadowas
appropriate with the desired parameters. Refer to section 3.5, Startup
Options.

Example

At the command line, type either:
ensrv. shadow -w -If logfile
or

ensrv -w -1f logfile
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Explanation

This command does the following:

e Starts EMSRV with lock tracking turned on.
» Logs messagesto thelog file with filenamel ogfi | e.

Remember the UNIX account password, asit is heeded when shutting down
EMSRV remotely using EMADMIN.

3.2 EMSRYV for Windows NT/2000

3.2.1 Setting up EMSRYV for Windows NT/2000

Before you start EMSRV for Windows NT/2000, perform the following steps:

Sep Action

1 Verify that you are running a supported Windows NT/2000
configuration. Refer to ther eadne. t xt for more information about
supported configurations.

2 Copy the following program file to the desired directory on the
Windows NT/2000 machine:

ensrv. exe

Copy the following DLL file to the system directory:

ensrvnsg. dl |

3 Verify that TCPisinstalled and correctly bound to an Ethernet
adapter. You can verify the binding by using the ping utility to
communicate with the Windows NT/2000 machine from a
workstation on the LAN.

EMSRV for Windows NT/2000 requires an existing Windows NT/2000 account to
provide file access restrictions. The Windows NT/2000 account name used by EMSRV is
referred to as the EM SRV account name, and the password for that account is referred to
as the EM SRV account password.

A number of advanced user rights are required for authentication to work correctly.

Authentication isrequired even if EMSRYV is not started with the -rn option since EM SRV
authenticates the EM SRV account when it is started and stopped.
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Each of the advanced user rights required for correct EM SRV operation are detailed
below.

Act aspart of the operating system

Thisright is required for authentication and must be set for the account from which
EMSRV is started (if EMSRV is not started as a service) and the EMSRV account. Note
that both accounts must also be part of the ‘Administrators' group.

L ogon asa service

Thisright isrequired if EMSRV is being started as a service and must be set for the
account from which EM SRV is started (if EM SRV is not started as a service) and the
EMSRV account. You must also ensure that the 'Deny logon as a service' right is not set
for each of the accounts.

L ogon locally

Thisrightisrequired if EMSRV isbeing started interactively or from a batch job and must
be set for the account from which EMSRYV is started (if EM SRV is not started as a service)
and the EM SRV account. You must also ensure that the 'Deny logon locally' right is not
set for each of the accounts.

Access this computer from the network
Thisright is required for each account which will be used to authenticate a client. You
must also ensure that the 'Deny access to this computer from the network' right is not set

for each account.

As an example, the following table describes how to set and activate the Act as part of
the operating system right for Windows NT:

Sep Action

1 Log on as Administrator.

2 Run the User Manager utility by clicking
Administrative Tools (Common) > User Manager.

3 Select the EMSRV user and click Polices > User Rights.

4 Click the check box Show Advanced User Rights.

5 Select Act as part of the operating system.

6 Add the EMSRV user to thellist.

7 Log off from the Administrator account and log on again as the

EMSRV user.
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The following table describes how to set and activate this right in the Local Security
Policy for Windows 2000 Professional and Windows 2000 Server.

Step

Action

1

From the Control Panel, double-click Administrative Tools.

From Administrative Tools, double-click L ocal Security Policy.
Thisopens alLocal Security Settings window.

Double-click L ocal Policies.

Select User Rights Assignment.

In the (right-hand) operating system properties pane, double-click
Act aspart of the operating system.

In the Local Security Policy Setting dialog, click Add.

In the Select Users or Groups dialog, select the EMSRV user and
click Add, then click OK. The dialog closes, and you are returned to
the Local Security Policy Setting dialog. The EM SRV user isadded to
thelist, and its L ocal Policy Setting is checked. However, the
Effective Policy Setting is checked.

Click OK inthe Local Palicy Security Setting dial og.

Log off the Administrator and log back on (as Administrator).

10

To verify, navigate again to the Local Security Policy Setting dialog
(by repeating Step 1 through Step 5) and ensure that Effective Policy
Setting is now checked.

For Windows 2000 Server, the L ocal Security Policy may be overridden by
the Domain Controller Security Policy or the Domain Security Policy.
User rights for the domain controller and/or domain may need to be set in
order for the Effective Policy Setting in the Local Security Policy to appear
checked.

For Windows 2000 Advanced Server, thereisno L ocal Security Policy.
Assign the right for the Domain Controller Security Policy and Domain
Security Policy as necessary.

Pathsto libraries accessed via EM SRV for Windows NT/2000 must be specified asa
FAT, FAT32, NTFS, or UNC path, relative to the EM SRV working directory (specified at
the command line). It is not possible to access an ENVY/Manager library residing on a

remote volume.

Examples of remote volumes include drives residing on other machines, drives shared
through Microsoft Networking, and NetWare volumes accessible by the Gateway (and
Client) Servicesfor NetWare.
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When using EM SRV for Windows NT/2000, long filenames may be created and viewed
on FAT, FAT32, and NTFS volumes. Unlike earlier FAT implementations, the
Windows NT/2000 FAT implementation has long filename support.

EMSRV for Windows NT/2000 supports a maximum repository size of 2 GB on FAT
volumes, 4 GB on FAT32 volumes, and 16 GB on NTFS volumes.

3.2.2 Starting EMSRYV for Windows NT/2000

EMSRV for Windows NT/2000 can be started two different ways:

1. From the command line
2. AsaWindowsNT service

3.2.2.1 Starting EMSRV for Windows NT/2000 from the Command Line

Perform the following steps to start EM SRV for Windows NT/2000 from the command
line:

Sep Action

1 Verify that your library fileswill reside on alocal file system. Using
EM SRV with library files on remote file systems is not supported.

2 Change directory to the directory containing the EMSRV executable (as
specified in 3.2.1, "Setting up EM SRV for Windows NT/2000").

3 At the command line, type ensr v with the desired parameters. Refer to
section 3.5, Startup Options.

Example

At the Windows NT/2000 command line type:
ensrv -u EMSRVUSER -p swordfish -Wd:\path

Explanation

This command does the following:

¢ Loads EMSRV with EMSRV account name "EM SRVUSER" and password
"swordfish".

» Setstheworking directory tod: \ pat h.

e Remember the account password, as it is needed when shutting down
EMSRV remotely using EMADMIN.
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3.2.2.2 Starting EMSRV for Windows NT/2000 as a Windows NT/2000

Service

The following table describes how to install EM SRV as a Windows NT/2000 service.
Refer to Appendix B, Troubleshooting EMSRV as a Windows NT/2000 Service, for a
listing of common problems and solutions when running EM SRV as a Windows NT/2000

service:

Step

Action

Verify that your library fileswill reside on alocal file system. Using
EMSRV with library files on remote file systems is not supported.

Copy theensr v. exe fileto alocal drive on the Windows NT/2000
machine.

Open a DOS command prompt and change directory to the location
of ensrv. exe.

Typeensrv -install [-parameter list] . ThisinstallsEMSRV as
aservicein the Windows NT/2000 registry and copies

ensrvnsg. dl | tothe Windows NT/2000 system directory. When
EMSRYV isstarted asaservice, it will use the startup options specified
in the parameter list.

Start EMSRV as a service by using one of the following methods
described in step 5a or 5b.
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Step

Action

5a

Using the service control panel:

Sepsi and ii are dightly different for Windows NT and Windows
2000.

i) For Windows NT: Open the Control Panel and double-click the
Services Control Panel.

For Windows 2000: Open the Control Panel and double-click the
Administrative Toolsicon.

ii) For Window NT: Select the EMSRV Service in the Services
Control Panel.

For Windows 2000: Double-click the Services Control Panel.
iii) Click the Startup Parameter stext box and type:

-u <username> -p <password>

=  Tochange the working directory with
- W <wor ki ngdi r ect or y>, you need to enter an extra
backdlash for each backslash in the path.

Example

-u fred -p dead -Wc:\\library\\testing

=  Check Hardware Profiles and verify that a configuration
is enabled. Enable one if necessary.

d) Click Sart and EMSRV will start as aservice. Clicking Stop
will stop the service and close al connections.
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Sep Action

5b Starting EM SRV as a service using the Service Controller
utility sc. exe.

&  sc.exeisonly availableas part of the Windows NT/2000
Resource Kit.

i) Typesc start -u <usernane> -p <password> atthe
DOS command prompt.
ii) Query the service status by typingsc query emnsrv.

To stop the service, typesc stop ensrv.

6 To remove the EMSRV Service from the registry, typeensr v
- renove at the DOS command prompt. Alternatively, it can be
removed by typingsc del ete ensryv.

&  The-remove option will stop the serviceif it isrunning
and delete it from the registry. To confirm that EM SRV
has been deleted from the registry, double-click the
Servicesicon in the Control Panel. EMSRV no longer
appears on the list of services.

WARNING:

Removing EM SRV from the registry will also stop EMSRV if it is
running. You should not stop EMSRV until al clients have
disconnected. Otherwise, devel opers may not be able to save their
images/workspaces.

Guidelines
The following are some guidelines for running EM SRV as a Windows NT/2000 service:

* Run EMSRV from the directory of the executable.

*  All necessary EM SRV parameters must be specified when installing EMSRV as a
service if you want EM SRV to start automatically when the Windows NT/2000
machine is rebooted.

The EMSRV service does not need to interact with the Desktop.

»  Error messages about startup and low disk space are written to the Windows NT/2000
Event Log.

e Thestop command will stop the service, closing all active connections without
warning.
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3.3 EMSRYV for NetWare

This section describes how to set up and start EM SRV for NetWare. Refer to Appendix A,
Operating EMSRV for NetWare, for information on using EMSRV for NetWare.

3.3.1 Setting up EMSRYV for NetWare

Before you load the EMSRV NLM, perform the following steps:

Sep Action

1 From ther eadne. t xt file, determine the minimum version of the
NetWare operating system NLMs that EM SRV requires. Verify that
the versions on your file server are the same as or later than those
required. EM SRV requires NDS authentication.

2 Copy theensr v. nl mprogram fileto the SYS: \ SYSTEMdirectory on
your NetWare file server.

3 Verify that the NetWare TCPIP NLM isloaded and correctly bound
to an Ethernet adapter. You can verify the binding by using the ping
utility to communicate with the NetWare file server from a
workstation on the LAN.

4 To ensure that hostnames appear in the EMADMIN output when
EM SRV isqueried, you must ensure that the resolver is setup
correctly to enable reverse DNS lookups. You must ensure that the
RESOLV.CFG in SYS\ETC is setup correctly. An examplefile
would include the following lines:

domai n j avadev. com
nameserver 192.168.73. 150

When using EM SRV for NetWare, long filenames may be created and viewed only on
NetWare volumes to which the LONG or OS/2 namespace has been added.

EMSRYV for NetWare supports a maximum repository size of 4 GB on both NWFS and
NSS volumes. See the READVE. TXT for more information about support for libraries
larger than 4 GB.

3.3.2 Starting EMSRYV for NetWare

The EMSRV NLM logs on to the NetWare file server using an existing NetWare NDS
account and password to provide file access restrictions. The NetWare account name used
by EMSRV isreferred to asthe EMSRV account name, and the password for that account
isreferred to as the EM SRV account password.

EMSRYV 7.1 Installation and User’s Guide



Installing EMSRV 3.3 EMSRY for NetWare / 30

When using EM SRV for NetWare, you can optionally set the NDS context using option
- SC <cont ext >. Please consult your NetWare documentation for information about
setting NDS contexts.

When you load the EMSRV NLM, you must supply it with the EM SRV account name, the
EM SRV account password, and aworking directory. You can supply this information

using command-line arguments. If you do not supply thisinformation, the NLM prompts
you asit loads.

User names authenticated for the EMSRV account and for clients are interpreted as
relative to the NDS context. If an NDS context is not specified, the context will default to
[ Root] .

Perform the following stepsto start EMSRV NLM:

Sep Action

1 Change directory to the directory containing the EM SRV executable,
SYS: \ SYSTEM (as specified previoudly).

2 At the file server console, typel oad ensr v with the desired
parameters. Refer to section 3.5, Startup Options.

Example 1

At the file server console type:

| oad ensrv -u EMSRVUSER -p swordfish -Wvol nane:\path

Explanation

This command does the following:

* Loadsthe NLM with the EMSRV account name "EMSRVUSER" and password
"swordfish".

e Setstheworking directory to vol nane: \ pat h.
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Example 2

At the file server console type:

| oad ensrv -u EMBRVUSER -p swordfish -SC ctext -Wvol nane:\path

Explanation

This command does the following:

*» Setsthe EMSRV NDS context to ct ext .

* Loadsthe NLM with the EMSRV account name "EMSRVUSER" and password
"swordfish".

e Setstheworking directory to vol nane: \ pat h.

file, so the NLM loads automatically when the NetWare file server is

&  Youcan add an appropriate command lineto thefile server aut oexec. ncf
rebooted.

3.4 EMSRYV for OS/2

3.4.1 Setting up EMSRYV for OS/2

Before you start EMSRV for 0S/2, perform the following steps:

Sep Action
1 Verify that you are running a supported OS/2 configuration.
2 Copy the following program files to the desired directory on the OS/2
computer:
ensrv. exe

enclient. nod

3 Verify that TCP isinstalled and is correctly bound to an Ethernet adapter.
You can verify the binding by using the ping utility to communicate with
the OS/2 EM SRV computer from a workstation on the LAN.

When using EM SRV for OS/2, long filenames may be created and viewed on HPFS
volumes.

The maximum repository size of volumes on FAT and HPFS volumesis 2 GB.
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3.4.2 Starting EMSRYV for OS/2

EMSRV for OS/2 does not require alogon account to start. A password may be provided
to protect against unauthorized shutdown.

To start EMSRV for OS/2, perform the following steps:

Sep Action

1 Verify that your library files will reside on alocal file system. Using
EMSRV with library files on remote file systems is not supported.

2 Change directory to the directory containing the EM SRV executable
(as specified previoudy in 3.4.2, "Starting EM SRV for 0S/2").

3 At the OS/2 command line, typeensr v with the desired parameters.
Refer to section 3.5, Startup Options.

Example

At the OS/2 command line type:

ensrv -p swordfish -Wc:\nanager -1c

Explanation

This command will start EM SRV with working directory c: \ manager andlog
messages to the console.

3.5 Startup Options

The following table lists and describes EMSRV parameters.

Platform Key:

ALL = all platforms 0S/2 = 0S/2 Warp NW = NetWare

NT = Windows NT/2000 UX = UNIX
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Parameter

Platform

Description

-A<0,1>

ALL

The file system requires read locks. The
default setting is 0, which indicates the file
system does not require read locks. 1
indicates the file system does require read
locks.

-a<seconds>

ALL

Sets the number of seconds before a
connection with alock is deemed inactive.
The default is 360 seconds.

-b<Kilobytes>

ALL

Sets the low-volume threshold warning in
kilobytes. The default is 10,000 kilobytes.
If the available disk spaceislessthan the
low-volume threshold, EM SRV will log
warning messages to thelog file.

UXx

Sets EM SRV to runin the foreground.

ALL

Displays the help text that lists the valid
options.

-i <q,t>

UXx

Ignores signals.
g =ignore SIGQUIT;
t = ignore SIGTERM.

-install

NT

Installs EMSRV as a service.

-lc

NT, NW, 0S/2

L ogs messages to the console. By defaullt,
messages are not written to the console.

-lf<name>

NT, NW, 0S/2

Writes the log to file <name>. By default,
thelogiswrittentoensrv. | og. Thefile
<name> must specify avalid path for
which the EM SRV account has sufficient
rights.

UXx

L ogs messages to stdout instead of alog
file. EMSRV must be run in the foreground
using the -f optioniif -Isis used.

-M<numberOf
Connections>

ALL

Specifies the maximum number of
connections that can be established with
EMSRV. The default is 512.

To start EMSRV with a maximum of 80
client connections, use the following
parameter:

EMSRV - MBO
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Parameter

Platform

Description

-P<portNumber>

ALL

Specifies the port number that the EM SRV
process uses. The default is 4800. To start
EMSRV using port number 4899, use the
following parameter:

EVMBRV - P4899

& |f you need to change the port
number on the client, refer to
Appendix C:, "Frequently
Asked Questions'.

-p [password]

NT, NW, 0S/2

Specifies the password for the EM SRV
user account and restricts library file
access. This password is used for
EMADMIN functions, such as shutting
down EM SRV remotely. Refer to Chapter
4, The EMADMIN Utility for more
information on EMADMIN functions.

&=  For NetWare you must specify
-p without the password
argument if the EM SRV
account has no password.

-R<0,1>

ALL

Thefile system releases locks on file close.
The default setting is 1, which indicates the
file system releases locks when afileis
closed. 0 indicates the file system does not
release locks when afileis closed. If the
latter is true, then locks are manually
released before closing alibrary.

-remove

NT

Removesthe EM SRV service from the
Registry.

-

NT, NW, UX

Rejects users who do not supply avalid
user name and password matching a user
account hosted by the machine where
EMSRYV isrunning.

_rp

ALL

Rej ects users for whom a matching user
name or password is not found in the
passwd. dat file.
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Parameter Platform Description

-SC <context> NW Sets the NDS context for EMSRV to
"context." Consult your NetWare
documentation for information on setting
NDS contexts.

-s<0, 1, 2> ALL Sets the reporting level to the specified
severity level (0, 1, or 2). Refer to section
3.7, EMSRV Messages and Reporting for a
description of severity levels. Thedefaultis
2 (log error messages only) on both PC and
UNIX.

-t ALL Protects existing files from truncation. By
default, files are created over existing ones;
that is, the existing fileistruncated to 0
length.

-u <username> NT, NW Specifies the EM SRV account name to be
used. This affects the file permissions and
native password-checking abilities of the
running EM SRV process.

-W<path> NT, NW, OS/2 | Specifiesthe EMSRV working directory.
The directory <path> must be avalid path
for which the EM SRV account has
sufficient rightsto read, write, or both.

3.6 EMSRV and TCP/IP

TCP/IPisthe only supported network protocol for EM SRV team development
environments.

By default, EM SRV uses port 4800. To change this, use the -P parameter when issuing the
emsr v command. Clients must be configured to use the port that EM SRV will use.
Consult the documentation for your client to find out how to do this.

The default limit for client connectionsto a server is 512. This limit can be changed by
using the -M parameter of the ensr v.command. Some TCP/IP stacks will run out of
stream sockets before this limit is reached.

EMSRV client/server connections use the TCP keep-alive timer. Some TCP/IP stacks
allow the keep-alive timer to be changed. Typically it is 120 minutes. After thistime has
elapsed, the EM SRV TCP stack sends a keep-alive packet. If the client does not reply, the
connection on the server and al its resources are cleaned up.
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3.7 EMSRV Messages and Reporting

EM SRV contains comprehensive diagnostics. Based on the specified reporting severity
level and whether file logging is enabled, statistics and diagnostic information are logged
totheensrv. | og* fileand displayed on the console (or on the EMSRV for NetWare
Message Screen). All messages with a severity level lower than the current level are
suppressed. You can set the level when you start EM SRV, and you can change it
dynamically using the EMADMIN utility. The reporting levels are as follows:

Reporting L evel Description
0 Logsal information, warning, and error messages.
1 Logs warning and error messages.
2 Logs only error messages.

&=  Whendebugging an EMSRV problem, it can be useful to watch the console or
M essage Screen (NetWare only) as messages are reported. To do this, choose
the EMSRV startup optionsto log to the console and set the appropriate
reporting level.

During normal operation, you should set the reporting level to level 2 (log only error
messages) because performance is affected when large amounts of information are written
to the screen or log file. Set the reporting level to log all operations (reporting level 0) only
when you are trying to diagnose a problem.

3.8 Library Pathnames

ENVY/Manager libraries must reside on local file systems, relative to the machine where
EMSRV isrunning.

When using ENVY/Manager with EMSRV, al library pathnames are resolved by
ENVY/Manager relative to the working directory of the EM SRV process unless a
complete operating system-specific path is specified. Typically, no pathname is required
because the EM SRV working directory contains the library.

3.9 File Access Rights

EMSRV has the file access rights of the EM SRV account for PC platforms or the account
that starts EM SRV under UNIX. This account must have access rightsto all directories
and filesthat ENVY/Manager users require. To ensure the integrity of alibrary, the rights
for this file may be restricted to the EM SRV account only.
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3.10 File Creation and Ownership

All files created by EM SRV are owned by the EMSRV account (or on UNIX, the user
who started EMSRV).
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4 The EMADMIN Utility

4.1 Overview

With the EMADMIN command line utility, you can communicate with EM SRV from a
workstation. EMADMIN runs on the following platforms:

*  Windows 95 and 98
*  Windows NT Workstation and Server
*  Windows 2000 Professiona Server and Advanced Server

» OS2 Warp

* OS2 Warp Server for e-business
* HP-UX

* Solaris

+ AIX

 RedHat Linux

If you have any doubt as to whether a given configuration is supported, refer to the
readme. t xt provided with this product or contact your support representative.
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4.2 Using EMADMIN

EMADMIN has the following syntax:
EMADM N [command] [command modifier] [ <host> ] [option]

Syntax Element Description

[command] Refer to section 4.2.1, EMADMIN Commands

[command modifier] Described in section 4.2.3, Description of Operations
which provides descriptions for each individual
command

[ <host>] Specifies the hostname or | P address of the server
where EMSRYV isrunning

[option] Described in section 4.2.2, EMADMIN Options

Statistics gathered by EMADMIN can be either displayed on the screen or redirected to a
file. For example, to send thelist of current connectionstocl i st . t xt , type:

EMADM N |ist 137.65.2.11 > clist.txt

4.2.1 EMADMIN Commands

The following table lists and describes EMADMIN commands.

Command Description

copy Makes a copy of an ENVY/Manager library.

help Displays the valid commands and options.

list Displays the current EM SRV connection list or
information about a specific connection.

opts Displays the current EM SRV options.

stat Displays EMSRV statistics.

stop Shuts down EM SRV remotely or kills an active
connection.

4.2.2 EMADMIN Options

-P<portNumber >

Specifies the port that EMSRV is using instead of the default, which is 4800. This option
isvalid for all EMSRV commands.
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4.2.3 Description of Operations

4.2.3.1 Copy (copy Command)

This command allows you to copy library files on asingle EMSRV or between different
EM SRV s running on different machines. The copy command locks the library to ensure
that the library cannot be changed whileit is being copied.

Notes

» The specified source file must be avalid ENVY /Manager library file.

e The user must know the EM SRV account password.

» The password characters are not displayed on the screen.

» Thelibrary file can be copied only if the correct password has been entered.

« Torun the copy command in a batch file, the password may be specified as part of the
command line. This, in conjunction with the -q (quiet) option, ensures that no
prompting occurs during the batch process.

Syntax

emadni n copy <sourcefile> <destfile> [-p <password>] [-0 ] [-q ] [[P<port number>]

Parameter Description
<sourcefile> A valid ENVY/Manager library file; the sourcefile
will be locked.
<destfile> File specification must be accessible to the EM SRV

user account. An ENV'Y/Manager file specification
has the following format:

<ip_address>:<filename>

* <ip_address> isoptiona and specifies the host
where EMSRV isrunning. It can be either the file
server |P hostname or its Internet address. If a
hostname is not provided, localhost is used.

» <filename> isrequired and isthefile
specification.
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Command M odifier

Description

-p<password>

This specifies the password to use when the copy
command is validating access to the source database.
The password cannot contain spaces.

The copy command default behavior does not
overwrite an existing file. Normally, you are prompted
for overwrite permission. The -0 option specifies that
the destination file may be overwritten without
prompting for permission.

By default, the copy command prints the number of
bytes transferred during the copy operation. The -q
option indicates "quiet operation” and the transfer
count is not printed. When this option is enabled, you
will not be prompted about potential problems related
to low disk space.

Thisisan optiona parameter that specifies the port that
EMSRYV isusing. The default port number is 4800.

Example

To copy alibrary file to abackup file, enter the following command:

emadni n copy 192. 168. 33. 20: manager . dat 192. 168. 33. 20:test. dat -0

-psecret -q

Explanation

This example copies (in quiet mode) manager . dat tot est . dat intheworking
directory, overwritingt est . dat if it existsand using the password "secret” to access

the source library.

4.2.3.2 List Current Connections (I i st Command)

Thelist command lists current connections for EM SRV. This command sends a message
to the host running EM SRV and requests the list of connections. Information about
connection statistics and active locks can be obtained using the list command modifiers.

&=  Toverify that al clients are disconnected, use the list operation before

stopping EMSRV.

Syntax

EMADM N [ i st [command modifiers][<host>] [-P<port number>]

EMSRYV 7.1 Installation and User’s Guide



The EMADMIN Utility 4.2 Using EMADMIN / 42

Command M odifier Description

-s[<connection number>] Display the statistics for the connection
specified by connection number.

-[[<connection number>] Display the active locks for the
connection specified by connection
number.

Example

emadnmin |ist syd3f

Output

EMADM N 7.0
Copyright (C) 1BM Corporation 1989-2000
Code page (ANSI): 1252

EMSRV 7.1 for NetWare (NDS) Dec 07 2000 13:18:27 (EST)
Operating system NetWare 5.09 (SMP) (1 Processor - 2048 MB Menory)
Code page: 437

Active Last

ID I P Address Locks Request Socket File
0 204.138.97.188 0 13:22: 09 13 DATA:\uvm manager\ manager 6. dat
1 204.138.97.188 0 13:21:51 18 DATA:\uvm manager\ manager 6. dat
2 204.138.97.188 0 13:21:51 22 <none>
3 204.138.97.18 0 15:31:31 27 DATA:\uvm manager\ manager 6. dat
4 204.138.97.18 0 15:30: 51 32 DATA:\uvm manager\ manager 6. dat
5 204.138.97.18 0 15:30: 51 36 <none>
6 192.168.12.21 0 16: 34: 26 41 DATA:\uvm manager\ manager 6. dat
7 192.168.12.21 0 16: 34: 26 46 DATA:\uvm manager\ manager 6. dat
8 192.168.12.21 0 16:34: 08 50 <none>
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Example

emadnmin list -s0 syd3f

Output

EMADM N 7.0
Copyright (C) 1BM Corporation 1989-2000
Code page (ANSI): 1252

EMSRV 7.1 for NetWare (NDS) Dec 07 2000 13:18:27 (EST)

Operating system NetWare 5.09 (SMP) (1 Processor - 2048 MB Menory)
Code page: 437

Connection 0 statistics (204.138.97.188)

File: DATA:\uvm manager\ manager 6. dat

Total Opens: 2 Total Closes: 1
Total Reads: 27 Total Wites: 0
Total Locks: 0 Total Unl ocks: 0
Current Locks: 0

4.2.3.3 Display EMSRV Options (opt s Command)

The opts command allows you to display the current options for EM SRV.

Syntax

emadni n opts <host>[-s<level>] [-P<port number>]

Parameter Description

-s<level> Specifies anew logging level for EMSRV. This command allows you to
change the current logging level without having to access the machine
where EMSRV isrunning. You can specify the following logging levels:

0 Logs al operations and messages to the log file.
1 Logswarnings and errors to the log file.

2 Logsonly errorsto the log file (default).
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Example

emadni n opts syd3f -s2 -p bigdog

Output

EMADM N 7.0

Copyright (C |BM Corporation 1989-2000
Code page (ANSl): 1252

Logging |l evel set to [Error].
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Example

emadnmi n opts syd3f

Output

EMADM N 7.0
Copyright (C) 1BM Corporation 1989-2000
Code page (ANSI): 1252

EMSRV 7.1 for NetWare (NDS) Dec 07 2000 13:;18:27 (EST)
Operating system NetWare 5.09 (SMP) (1 Processor - 2048 MB Menory)
Code page: 437

Maxi mum nunber of concurrent connections: 512
Working directory: DATA: EMSRV
Aut hentication: Disabled

Logging level: Error
Log file name: enmsrv.log

Al'l ow connection to truncate repositories: Yes
Process activity timeout value: 30 sec

Sleep on lock value: 1000 ns

Free disk space warning threshold: 10000 KB
Restrict repositories to local filesystens: No

4.2.3.4 Display Current EMSRYV Statistics (st at Command)
The stat command displaysthe statistics for EMSRV. It sends a message to a host running

EMSRV and requests a copy of the latest statistics. This command provides information
such as numbers of file opens, closes, and writes.

Syntax

emadni n st at <host> [-P<port number>]

Example

emadni n stat syd3f
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Output

EMADM N 7.0
Copyright (C) 1BM Corporation 1989-2000
Code page (ANSI): 1252

EMSRV 7.1 for NetWare (NDS) Dec 07 2000 13:18:27 (EST)
Operating system NetWare 5.09 (SMP) (1 Processor - 2048 MB Menory)
Code page: 437

Total Connects: 234 Total Disconnects: 226
Total Opens: 7633 Total Closes: 7613
Active Locks 0 Unexpected Connection Cl oses: 29
Total Locks: 141795 Total Unl ocks: 141795
Total Reads: 293743 Total Wites: 101530
Total Reads Failed On Lock: 0 Total Locks Failed On Lock: 0
Times Lock Limt Hit: 0

Total Requests Serviced: 5144671 Requests in last interval: 1528
Largest Packet Sent: 32780 Largest Packet Received: 32784

Working Directory : DATA: EMSRV
Server Has Been Alive For: 4 Days 23 Hours 42 Mnutes 45 Seconds

4.2.3.5 Terminate a Connection (stop -k [connection nunber])
This command is used to close a connection to EMSRV. |t can be used to terminate a

connection that can no longer communicate with the client. Use the list command to
obtain thelist of connections that can be closed and its respective connection numbers.

Syntax

emadni n st op <server_address>- k<connection_number>

Par ameter Description

<server_address> This optional parameter specifies the host where
EMSRYV isrunning. The parameter can be either
the server hostname or its Internet address. If a
hostname is not provided, localhost is used.

<connection_number> This required parameter is the unique connection
number of the connection to be terminated.
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Example

emadnin stop -kl11 syd3f

4.2.3.6 Shutting Down EMSRV Remotely or Killing Connections
(st op Command)

The stop command shuts down EM SRV remotely. When you use this operation, you are
prompted for the EMSRV account password. The password characters are not displayed
on the screen. EM SRV can be shut down only if you have entered the correct password.

Syntax

emadmin stop [host] [-P<port number>]

Example

emadni n stop syd3f

4.3 Limitations

Refer tother eadne. t xt provided with this product for information about any known
problems.

4.3.1 Performance on Low-Bandwidth, High-Latency Network
Connections

The protocol used between EM SRV clients and EM SRV generally resultsin a high rate of
packets transmitting to the server. Thisis because alarge majority of the processing is
done at the client as opposed to the server. The mgjority of requests processed by EM SRV
are 1/O requests (e.g., record lock, read and write requests).

Asaresult of this architecture, performance experienced at the client end is highly
sensitive to the latency of the network. Latency (measured by round-trip or “ping” packet
times) of lessthan 5 msis expected to produce acceptable performance. LAN latency is
generally lessthan 1 ms, but a WAN connection or dial-up modem connection on a
telephone line may have alatency as high as 500 ms. Even with high-speed DSL, cable,
frame relay, or ISDN connections, the latency is afunction of the distance between two
endpoints.

In general, performance on a dial-up modem connection across atelephone line yields
unacceptabl e performance as connections of that type typically have alatency of 200 ms
or more. High-speed connections also yield unacceptable performance unless the distance
between the client and the server isafew hundred kilometers or less. The EM SRV
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protocol is not particularly bandwidth-intensive, but bandwidth usage is a function of the
number of clients simultaneously using a connection.

4.3.2 TCP/IP Connection Limitations

The default limit for client connections to an EMSRV is 512. Thislimit can be changed
using the -M command-line option when you start EM SRV .

The number is bounded primarily by memory, but some TCP/IP stacks will run out of
stream sockets before the limit of memory is reached. Typically, this number is greater
than one hundred, but it varies with each stack.

4.3.3 Detecting Unexpectedly Dropped Connections

EMSRV usesthe TCP/IP KEEPALIVE timer to detect connections which have been
unexpectedly dropped when aclient has crashed or been rebooted. Some TCP/IP stacks
allow the KEEPALIVE timeout to be changed. Typically, the default setting is 120
minutes.

EMADMIN may be used to list the connections and identify a connection that has not

interacted with the server for along time by the time of the last request. Such a connection
may then be closed using the EMADMIN STOP command and the -k option.
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Appendix A: Operating EMSRYV for NetWare

Console Screens

EMSRV creates two consol e screens:

e TheMenu Screen, which is used to observe and change EMSRV settings.
» The Message Screen, which displays log messages according to the specified
reporting level.

&  Context-sensitive help can be viewed at any time by pressing F1.

Menu Choices

The following operations are available from the Menu Screen:

« Change settings

* View connections

*  View the message screen
*  View EMSRV statistics
e Shut down EMSRV

Changing Settings

Selecting Change Settings causes an editable form to display. To exit the form and save
(and implement) the changes, press Esc.
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Thefollowing table describes each form field and lists the corresponding startup option, if
one exists, aswell asthe default value.

Field Description Sartup Option (Default)
Maximum Displays the maximum -w (default: 256)
Number of number of connections
Connections

allowed by EMSRV.

Logging Level

Displays the current
reporting level. To change
the reporting level, press
ENTER to access a pop-up
menu.

-s0 (logs @l operations)

-s1 (logs warning and error
messages)

-s2 (default: logs only error
messages)

Log to a File

Specifies whether EM SRV
logs to afile of specified
name.

-If <filename>

Allow Libraries

Specifies whether users are

-t (default: yes)

to be allowed to truncate existing
Truncated libraries.
Client Specifies whether client -rn (rejects userswho do not supply a
Password password verification is valid NetWare user name and
Verification disabled, whether native password)
NetWare passwords are used, .
and whether the -rﬁ (Tl(gfault: di Is;ables password
passwd. dat fileisused. To checking for clients)
change the style of password | 1 (rejects users who are not in the
verification, pressENTER t0 | passwd. dat file)
access a pop-up menu.
Statistics Specifies the number of (default: 1000)

Recorded per
Screen Update

statistics that must change
before EMSRV updatesits
statistics screen. The higher
this number is, the better the
EMSRV performance.
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Viewing Connections

Select View Connectionsto display alist of client connections. Scroll through the list to
select a specific connection. After selecting a connection:

* PressENTER to display its statistics.
* Press DELETE to terminate the connection.
* Press ESc to return to the menu.

To display EM SRV statistics, select EMSRV Statistics from the Menu Screen.

Viewing the Message Screen

To display the Message Screen, select View M essage Screen from the Menu Screen. To
return to the Menu Screen, press Esc.

Viewing EMSRV Statistics

Select EM SRV Statistics from the Menu Screen to display EM SRV statistics that have
been accumulated since the EMSRV NLM was started.

&=  Typicaly, EMSRV datistics are displayed after displaying connection
statistics using View Connection List.

To force a screen update while the EM SRV statistics are currently displayed,
select EMSRV Statistics.

EMSRYV for NetWare Messages and Reporting

To change the reporting level from the NetWare console while EM SRV is running:

1. Select Change Settings from the Menu Screen.
2. Select Reporting Level.
3. PressENTER.

&=  When debugging an EMSRV problem, it is often useful to watch the write
operations to the Message Screen as they occur. To do this, switch to the
M essage Screen after setting the reporting level.

Shutting Down EMSRV

EMSRV for NetWare cannot be unloaded using the unload command at the file server
console. It can only be unloaded from the Menu Screen or by running EMADMIN. (For
information on using EMADMIN, see Chapter 4, The EMADMIN Utility
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Do not unload EM SRV for NetWare if users are still connected. If library transactions are
in progress when ENSRV is unloaded, the library may be left in an inconsistent state.

The following table describes how to safely unload EMSRV.

Sep Action

1 Verify that all ENVY/Manager users who were connected to
EM SRV have disconnected. To verify this, select View Connection
List from the Menu Screen or use emadmi n.

2 If there are connections, terminate them by selecting View
Connection List from the Menu Screen and pressing ESc.

3 Unload the EMSRV NLM by using emadni n or the Menu Screen.
From the Menu Screen, select Shutdown EM SRV to shut down and
unload the EMSRV NLM. The EM SRV account password must be
entered before EM SRV will unload.
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Appendix B: Troubleshooting EMSRV as a Windows
NT/2000 Service

This section describes and provides solutions for common problems when running
EMSRV as a Windows NT/2000 service.

Problem

Solution

An internal W ndows
NT/ 2000 error has
occurred error message
appears at startup.

Open the Service Control Panel. Verify that the startup
parameters are entered correctly and that the user name
isavalid user on the server. The -u option is always
needed to start the server.

Normal EMSRV (not a
service) hangs on startup.

A pathname cannot be specified for the executable in
Windows NT/2000. It must be run in the directory of
the executable. It will not run from a different
directory.

The specific service

i s disabled and
cannot be started error
message appears at startup.

For Windows NT: From the Control Panel, click
Services, then click the HW Pr ofiles button. Select the
Original Configuration. If its status is disabled,
enableit by clicking the Enable button.

For Windows 2000: From the Control Panel,
double-click the Administrative Toolsicon, then click
the HW Profiles button. Select the Original
Configuration. If its statusis disabled, enable it by
clicking the Enable button.

The start button is disabled.

The service could already be running on the local
machine. Otherwise, the service could be disabled.

For Windows NT: Select EM SRV Servicein the
Service Control Panel. Click Sartup to open the
Startup Options window. Select Manual for Startup

Type.

For Windows 2000: Open the Control Panel and
double-click the Administrative Toolsicon.
Double-click on the Services Control Panel. Click
Sartup to open the Startup Options window. Select
Manual for Startup Type.
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Problem

Solution

The service did not
start due to a | ogon
fai | ur e error message
appears at startup.

Aninvalid password was entered in the Startup
Window of the Service Control Panel. Open the Startup
Window and change the password or start as the
System Account.

The process

t er m nat ed

unexpect edl y error
message appears at startup.

EMSRV could aready be running in normal mode(i.e.,
not as a service) on the local machine. Thisinstance
must be stopped for EMSRV to run as a service.
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Appendix C: Frequently Asked Questions

Q1: How do | set up EM SRV and clientsto usea TCP port other than the default (4800)?

Al Firgt, start EMSRV using the -P option to specify adifferent port number for the
EMSRYV listening socket. For example:

ensrv -P4803

The running EM SRV process will listen for connections on port 4803 instead of the
default port 4800.

Second, inthe ENVY. CNF, ABT. I NI, orlDE. I NI files, wherever the IP address or
hostname of the server is mentioned, a TCP port can be specified by adding the port
number after a single colon (:) appended to the IP address or hostname. Examples of
this are:

server 3: 4803
192. 168. 7. 50: 4803

Third, when using EMADMIN to connect to an EM SRV listening on a TCP port other
the default (4800), specify the -P option and the port number. Example:

emadnmin |ist server3 -P4803

Q2: Can morethan onelibrary exist on the same server and be serviced by the same EM SRV
process?

A2: Yes. In fact, when importing components between two libraries on the same
machine using the same EM SRV, that EMSRYV is servicing requests to both of those
libraries simultaneously.

Q3: Can morethan one EM SRV process be run on the same server ?

A3: Thisis definitely not supported on some platforms (specifically NetWare,
Windows NT/2000 and OS/2) and has not been tested on the others. Since EM SRV
listens on a default port of 4800, it is necessary to ensure that a different port number
isused for each EM SRV (and the corresponding clients), assuming that it worked.
Thisis not a recommended configuration, and there is nothing to be gained from it.
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Q4: How many clients can a singlerunning EM SRV process support?

There isno simple answer to this question. First, EMSRV is anetwork and file
I/O-intensive server application and should, therefore, be run on a server-class
machine as opposed to a workstation. Second, the running EM SRV isredlistically
measured in the number of 1/O requests serviced per second (almost all requests are
I/0O requests). Thisisusually afunction of the number of connections (as opposed to
the number of clients). Usually, each client maintains one connection; however, when
exporting to and from the same EM SRV process, asingle client will have two
concurrent connectionsto that sasme EMSRV. Exporting is seen by EMSRV asan
almost continual stream of /O requests on both the source and destination
connections and is one of the most intensive activities that can be performed against
an EM SRV process. Normal development-which involves reading and writing records
in the library as aresult of browsing and writing code and loading components from
the library-resultsin alot of idle time on a connection. Loading produces alot of 1/0O
read requests, but operations such as saving a method (which is usually not performed
continuously in quick succession) are easily and quickly serviced.

Considering al of that, any server-class machine should have no trouble supporting
50-60 clients.

Q5: How can | improve performance?

| have a very large number of clientswho need to concurrently usethe same EM SRV process.
or,

My current EM SRV issimply too slow.

A5: EMSRV is not a CPU-intensive operation, and, therefore, afaster CPU does not
make much difference at all. NetWare servers running on 486s or low-end Pentium
chips such as a Pentium 100 or 120 have no problem supporting up to 100 connections
if they have decent server-class I/O hardware. A brief description of some of the
hardware factors affecting EM SRV performance are as follows:

Network:

In heavy-load environments, there is a measurabl e difference between network
interface cards (NICs) optimized for servers and those for workstations. The server's
network connection should provide for as much bandwidth as possible. Simple ways
to do thisare:

a. If the machine hosting the EM SRV processis also used for other purposes (i.e.,
general file serving), then multiple NICs should be used with appropriate packet
routing so that asingle NIC is dedicated to EM SRV usage. For example, for NetWare
servers, one NIC can be used to service IPX traffic, and another NIC can be used for
TCP/IP traffic. If TCP/IP is used for applications other than EM SRV, the server can
be multi-homed (multiple | P addresses) such that an I P is bound to multiple NICs, and
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each NIC has a different |P address, and EM SRV traffic is assigned to a dedicated | P
address.

b. Useaswitched (full-duplex) connection. With ashared Ethernet connection, when the
server istrying to transmit on the wire and encountering collisions, it cannot be
receiving (since it is waiting to retransmit). The end result of thisisthat al clients
waiting to send to the machine are delayed since a shared connection can only either
transmit or receive. Full-duplex connections can simultaneously transmit and receive
and will improve performance significantly where alarge number of clientsis present.

c. Usealarge bandwidth network connection such as Fast Ethernet or Gigabit Ethernet.

d. Many of the high-end server NICs can be aggregated (multiple NICs appearing to be
one NIC). There are also cards from vendors such as Adaptec that have multiple
network connections on the one card.

Disk:

The very fastest disks possible disks should be used (e.g., Fast-Wide or Ultraor
Ultra-2 SCSI disks with arotation speed of at least 7200 rpm or, if possible, 10,000
rpm). If ATA drives must be used, then use an UltraDMA drive and choose one of
the newer 7200 rpm ATA drives.

About duplexing (mirrored disks on separate SCSI channels): There is no penalty for
writes. However, reads (which are by far the bulk of 1/0 requests serviced by
EMSRV) are much faster since they are scattered on separate channels. Simple
mirroring using separate disks on the same SCSI channel resultsin a penalty for
writes. Duplexing or mirroring, aswell as other RAID configurations such as RAID 5,
have the additional benefits of increased data redundancy.

About disk striping (striping volumes across multiple disks): The danger of thisisthat
if one disk fails, then the entire volume is unavailable. Combined striping and
redundancy schemes such as RAID 5 are expensive but provide the benefits of
striping with aredundancy scheme as well.

Dedicated 1/0 subsystems:

There are dedicated intelligent I/O subsystems, such as Intel's new 120, which is
supported in NetWare 5. Although EMSRYV is not very CPU-intensive, when a
low-end CPU is used (i.e., a Pentium) in avery heavily-loaded environment, a
bottleneck may result.

Q6: How do additional memory versus faster processors affect EM SRV performance?

A6: The most important issue is the ability of the OS to multi-task (context switch,
avoid thread or process starvation, and block on 1/0 without consuming CPU cycles).
Aslong asthe OS is not swapping, the memory will be sufficient since EMSRV does
not use any additional memory for caching, etc. as a network file system might do.
EMSRV does not use much processor time. The main bottlenecks are all 1/O-related.

Q7: Given the same hardware, is EM SRV equivalent in load-capability on the different operating
systems? | n other words, does EM SRV run faster on some oper ating systems?
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A7: Themain issue is threads versus processes, which affects scalability (how
performance degrades as the load increases). As of EMSRV 7.1, only the NetWare
and Windows NT/2000 versions of EMSRV use one thread per connection. On all
other platforms, one process per connection is used. Fortunately, EM SRV connections
are usually long-lived, and there is not the type of continuous connection and
disconnection in, for example, aweb server using HTTP 1.0. This means that the
downess of forking processes on some platformsis not a great issue.

Q8: Most of the operating systems supported by EM SRV have threads, so why does EM SRV only
use threads on Windows NT/2000 and NetWare?

A8: Although most operating systems now support threads in the OS kernel, only
some (currently only NetWare and Windows NT/2000) manage file system locks on a
per-thread basis. Current releases of EM SRV have been implemented in such away
that it relies on the operating system to manage locking rather than maintain our own
locking tables. Thisisthe most efficient approach since OS calls can block when
encountering alocked region and will also queue multiple lock requesters.
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