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Objectives

= List some of the reasons for using FTP
= Provide an overview of FTP with WPG
= Describe FTP Gateways and Targets as they relate

to configuration and security
= Describe FTP Scripting Gateways and Targets as

they relate to configuration, security, and VAN

connectivity.
= Compare and contrast implementation alternatives
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Overview : Why use FTP?

= Extensive Use
» Common, well known and heavily used standard
» Many existing B2B solutions utilize FTP
» Relatively basic and easy to use
= Partner Relationships

» Requirements from new partners
» Stopgap solution until another protocol can be brought

online

© IBM Corporation
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Overview: Brief History of FTP Support in WPG

= WBIC 4.2.1 supported FTP as method to send and
receive documents

= WBIC 4.2.2 added FTP over SSL (FTPS) to secure
these transfers

= WPG 6.0.0 added FTP scripting support for greater
flexibility and VAN connectivity

Note: WebSphere Business Integration Connect (WBIC) is the
previous release of WebSphere Partner Gateway (WPG)
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Overview: FTP and WPG

Filesystem
B ETP Partner
Server FTP
Server
BN
FTP
VT Partner
WPG Application
FTP
Gateway

= Targets are the entrance points into WPG

= Gateways are the exit points from WPG
= Note : WPG does not have FTP Server functionality, it acts as a

client in all negotiations

© IBM Corporation
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FTP Gateway Example

WPG Partner
D . FTP
ocumen . Server
from Backend | | JMS/File FTP 1. FTP login scenario
| | Target Gateway with username/password
2. Puts file in home directory
3. Logs out

= FTP Gateway is a small FTP client that interacts with
Partner’s FTP Server

= Minimal Configuration

= Login, deliver file (put), Logout

5 :E L

B2B — Catch the Next Wave © IBM Corporation



IBM Software Group | WebSphere software

FTP Gateway Example : Configuration Screen
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FTP Gateway Example : Configuration Screen

Manage Connections

wLoniaCli Mbagaman GRieways

x
taatimay Typss Sourco Gatewsys Target Gstiways _
Sr=ducken Lul;ul'Fl.pSg'ﬂrn w PHMAFTDGM? i -

|LecalFila Ermnm 1! JFa.rn'nlrlu I-‘I'F' Enb.-.i_-,:

T Parhcpet E.El-:rrl One o | SelsctOne =
PS5 marager | Baleri Ona * |Selecons

| Save | [ Cleae Wandow |

= Participant Connections Screen

= FTP Gateway becomes selectable Target Gateway
= “None” packaging on Target side
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FTP Target Example

Filesystem
FTP
1. Partner sends file using FTP

8 -.— | Server
.FTP Target polls a custom
Partner
Application

2
Nectory structure

FTP WPG

Document Target
to Backend 9

-«

= FTP Server is external to WPG

= FTP Target polls a specific directory structure which
determines the sender/receiver identifiers

© IBM Corporation
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FTP Target Example : Custom Directory structure

Polling Base Directory = /ftphome Filesystem

Example : FTP
[ftphome/PartnerA/binary/Production -.+— | Server
[ftphome/PartnerA/binary/Test
[ftphome/PartnerA/documents/Production \
[ftphome/PartnerA/documents/Test

/ftphome/PartnerZ/binary/Production Target WPG
[ftphome/PartnerZ/binary/Test
[ftphome/PartnerZ/documents/Production
[ftphome/PartnerZ/documents/Test

FTP

FTP Target gets configured for a single base polling directory
The directory structure allows WPG to determine the sending
participant from the directory it retrieves from

For binary files the receiving identifier is contained in the filename
“bcguser” user must have read/write access to the directories
Many ways to configure this shared structure through FTP Server
configuration or using partner software

L3 Y |
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FTP Target Example : Configuration Screen
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FTPS Gateway Example : Security

Document

WPG

from Backend| | JMS/File
—_— > Target

FTPS
Gateway

Partner

FTP/S
Server

1. WPG requests connection
using FTPS (TLSv1)

2. FTP Server sends server certificate
3. WPG checks "root" certificate trust

4. (Optional) WPG sends SSL client
certificate
5. Transaction completes

*Needs to support
FTPS connections

FTPS is an extension of FTP that allows the control and data
channel to be secured using SSL/TLS security mechanisms

SSL/TLS is a client/server security protocol that encrypts and
decrypts data over a negotiated connection
Server and Client Authentication supported

WPG uses TLS version 1
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FTPS Gateway Example : Security Configuration

Profile . Partinerh . Gateway List
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FTPS Gateway Example : Configuration Screen
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Tymem ATy rasret o=
Frufigs | Partawge il Cosnecliups © Spfs | Padeess | - - o
Languags Locabs an_ IS Formwsil Locsle e _ L5 |
M anagpe Connections W e
e Targed
MyCampary | Parivecs -

Gafirmay Type  Souarre Galewsys
e Local Filks Syukaim
LocalFike Sysiem &=

B T Hanageaen] Galrways

Teme Gabrwmes

..5 - Lﬁﬁ. _..- a_g. x =

Barmaih F TP Galwway |5

Sebect (e =| [Seinciiine -
Sabail Oas = | E-Hﬁl:lEﬂ- -
I SEve I | Cluss Wandow |
-
o )

e

= “PartnerA FTPS gateway” is the new selection for Production

= “PartnerA FTP gateway” remains from previous example

= These are 2 distinct configurations
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FTPS Certificate Considerations

Profile : Hub Operator : Certificate List Welcome, Hub Administrator
[ ]

+ Load Certificate + Load PKCS12  + Help

Description SSL Dig5 Encr Root/Int Status Gateway Type (S5L only) Valid Certificate Usage
p Fartnerd FTP Server Root Certificate v Enabled Production 8/11/06 - 9/12/07

= Since WPG is always FTP client in the negotiations

»Server Authentication will need a “Root/Int” certificate under Hub
Operator profile to trust the FTPS Server certificate

»Client Authentication you will need an “SSL” certificate configured to
send to the Server upon request (which must be trusted by the Server)
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FTP/S Target Example

Filesystem .
1. Partner requests FTPS connection

FT P/ S 2. FTP/S Server sends server certificate
- Server 3. Partner application must trust it

4. (Optional) client authentication
5. Transaction completes

6.FTP Target polls a custom
directory structure

Partner
Application

FTP/S

Target WPG

Document
to Backend

-«

= No additional configuration needed

= WPG is not directly involved in the channel negotiation, the
file is received after the local FTP Server has placed the file
In shared directory structure
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FTP Gateways and Targets in WPG : Summary

= “FTP” Gateway

» Minimal configuration
» WPG as FTP client delivers file to Partner's FTP Server

= “FTPS” Gateway
» Same configuration as FTP, but separate selection in gateway type
» Server or Client Authentication supported (certificates are needed)

= “FTP/S” Target
» WPG not directly involved in negotiation

» Receives the file shared directory structure after local FTP Server
has handled the transaction

© IBM Corporation
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FTP Scripting Gateway Example

WP G Partner
D ¢ FTP
ocumen | ETP Server
from Backend| | JMS/File Saritefiie 1. FTP or FTPS login
p| | Target Gatgwa?/ é(.:rlizéecutes user defined
3. Logout

= Document Delivery is user defined through a simple text file
= Flexibility
»Can choose the delivery schedule

»Change directory from the /home directory of user

»Same gateway can be used for FTP or FTPS connections

5 :E L
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FTP Scripting Gateway Example : Configuration
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FTPS Mode: ) res

Srript File{ maximmem Fich):

& pn

[ Upload SenpiFile |

Rty Comnt: 3

Rebry Inkeryal:

Usa Undgue Filla Hamss:;
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2l

Altribules

Lock Retry Interval [Seconds]s 260
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Scripting the Gateway

Gateway Configuration

Transport | FTP Scripting V|

Server IP: (342825 *
User Id: |mlishokl { Script
Password: { Script

FTPS Mode: O ves @& no

'@imum 2kb): | Upload ScriptFD

Retry Count: [3
300 seconds
120 seconds

Retry Interval:
Connection Timeout:

Fie Edi Formal Vew Help

# COMRENTS, .,
# Open the connection using defined wariables

open RBLGSERVERIFR SBCGUSERIDE RRCGRASSWORDRE
# Change directory

ed resrl

# geliwer all wailting f1les for this gateway
mput *

# it the connection

guit

- :: L
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= “Upload Script File” button
will popup Browse/Load
window

= Script file itself is simple text
file
»Comments allowed

»“open” command uses
variable substitution

»Example commands : cd,
mput, mkdir, delete, quit, bye

© IBM Corporation
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FTP Scripting Target Example

W DG Partner
Document FTP
to Backend IMS/Eil FTP Server
S Gat ewi';le Scripting 1. FTP or FTPS login
y Target 2. Executes user defined
script to retreive files
3. Logout

Similar to FTP Scripting gateway configuration with same benefits
Remotely connects to FTP Server, executes user-defined script and

retrieves the files
Takes one of the FTP Servers out of the deployment

FTP or FTPS is radio button configurable

5 -‘ilj‘
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FTP Scripting Target Example : Configuration

homount Admm | Wewers Tools g EplAdinie ComMmueTty Farsopanst Simulamr Syzi=m adminstoahon
Hub Configwratinm | Corscle Corfigurabnn -
Evest Cndes iﬁ*!k_- $x || Dincusmant P Defnnn D ‘__ .1' mﬂ Fe {-lﬂ—_ | Fimes Workfioe wor | Hardfises | WMEpe § £O7

Languages Locabe: =n_US

Target Details

&

Target Mames FTP Scnobng Tangal Parmerds

Stotus B probled O Doabbed = 0000
Descripihn [FTP Scriptisg Tazge: ta remately pull
filea in from FarTtonarsS FLF Sarver

Transport | FTP a -
Target Canflguration
Gataveay Type: [Producion M| * [T ] (B2
Server IP: 547835 ¥ [ Gertp paammer SOGSERVERTR
LFser Dol Poliohasa] | Serel perametes BOEISERID ]
Passwrard: "= | Soriot paramster BOCSFASSWORD: |

I:'IP'S-H-:H!Fr_: £ vex = ua

Scrigt Fils{maxinem 2kb): | Uplosd ScriptFile | "

Connection Thmesul: 1200 seconds
Lock User: & vem 0P b=

Clobal FTP Scripting Altribotos
Lock Relry Interval {Secomsds]: 750
Lock Batry Cowsnl: 3
Eaximiinm Lotk Time | Secosds]: 740
Maximm Queue Age {Secosds): 740

>
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Scripting the Target

Schimdule

Caluniar Basad Sebaduling : ©

Daity Schedule : {l Weskly Schedule ; ] Cuxtom Schedule: O

Einutes | 00 =

Hour | 1280 &

{iakaet all s bl airdy)
T 113 Thij ¥ =l

0lalelo

S 0N

i -

-

£ FTPScripiTarget.txt - Nolepad
Fié Edi Formal Wiew Hilg

# COmments. . .
# open the conpection using defined variables

OpEn XECGSERVERIPR LBCGUSERION XBCGPASSWORDR
# change dfrectory

cd rargeri

# deliver all waiting files for this gateway
fmget ®

# Quit the connection

qQuir

5 |
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= Interval or Calendar based
scheduling

»Gateway generally small
interval
»Target generally longer
interval or calendar based

= FTP Scripting Target Script
»Same upload procedure as
FTP Scripting gateway

»Example commands : cd,
mget, get, mkdir, delete, quit,
bye

© IBM Corporation
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FTP Scripting Target : Binary Files

v ™ ALY LRGP AT RUAL 4] LIl y L1 11U LG U1 SUGIVE 1 S LGS0 101 LI G S1 ILLULUI IS 10 1111 Fluuuu
p ﬁ RECEIVER.FREPROCESS.Hitp3 com.ibm.bog.edi.receiver. preprocesshandler. GenericDocumentFlowHandler Froduct
p ﬁ RECEIVER.PREPROCESS.INS com.ibm.bog.edi.receiver. preprocesshandler. GenericDocumentFlowHandler Froduct
p ﬁ RECEIVER.FREPROCESS.5mtp com.ibm.bog.edi.receiver. preprocesshandler. GenericDocumentFlowHandler Froduct
p ﬁ RECEIVER.FREPROCESS.FileDirectary com.ibm.beg server. receiver. preprocesshandler FileNamePartnerld Product
@—W RECEIVER.PREPROCESS.FTPScriptingReceiver com.ibm.beg.server. receiver.preprocesshandler.FileNamePartnerld %
— ————

= Prior to WPG 6.0.0 fix pack 3 the main drawback to FTP Scripting was
no Binary File support

= Binary Support was added in fix pack 3 through use of naming
convention and new handlers

= New handlers added that can parse the sender/receiver IDs from the
name or be configured directly to single participant

- .Y
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VAN Connectivity

FTP |
Scripting || --—— <
Target — o Partner
WPG Single UserID Application
FTP /
Scripting
Gateway

= No FTP Server at either side of communication
= FTP Scripting Target and Gateway share a single user ID
= VAN Service Provider handles the routing of the messages

between the accounts of the participants

© IBM Corporation
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VAN Connectivity Considerations

Retry Count: 3
Retry Interval: 300 seconds
Connection Timeout: 120 seconds

Lock User: * yas No
Use Unique File Name:

Global FTP Scripting Attributes

Lock Retry Interval (Seconds): 260
Lock Retry Count: 3

Maximum Lock Time (Seconds): 240

Maximum Queue Age (Seconds): 740

User defined attributes

Schedule

¥
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= “Lock User” parameter can be
utilized to avoid scheduling
conflicts between Targets and
Gateways that share the same
user 1D

= Global FTP scripting settings

allow for tuning of the locking
mechanism

= Script can contain “site”

command which can be used
to execute site specific
commands

© IBM Corporation
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Filesystem

Implementation Comparison : FTP

| ETP Partner
Server FTP
Server
EN
FTP
UENE)Et Partner
WPG
FTP
Gateway

Application

= FTP Gateway

= FTP Servers at both participants

»Minimal FTP knowledge needed other than user ID and password
»New gateway needed for FTP
= FTP Target

»Binary file support made possible through directory structure

Y
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Implementation Comparison : FTP Scripting

WPG

FTP
Scripting
Target

remote login

|

FTP
Scripting
Gateway

L

llmgetll

Partner

FTP
Server

Single FTP Server needed for 2 way communication
Binary file support added in 6.0.0 fix pack 3
User defined interaction through scripting increases flexibility
FTP to FTPS radio button configuration

I
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Implementation Comparison : VANS

FTP )
Scripting || --— ——
Target — o Partner
WPG Single UseriD Application
FTP /
Scripting
Gateway

= VAN Services required
= No actual FTP Servers although VAN servers function in

similar manner
= Site specific commands issued through the scripting

- .Y
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Summary :
= FTP Gateway, FTPS gateway and FTP/S target
with custom directory structure
= FTP Scripting Gateway and FTP Scripting Target
and VAN Connectivity

= Comparison of the implementations with major

differences outlined

© IBM Corporation
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Appendix : Helpful Sites
= General WPG information on the IBM web at

= WPG Redbook chapters on FTP, FTP Scripting and

VAN connectivity

= Product documentation
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