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Abstract

Maintaining predictable control of your B2B offerings demands 
that you monitor availability, performance and security of 
increasingly complex applications and services. Gaining 
visibility end-to-end, automating predicted problems, and 
creating an Operations environment that fosters 
communication and application visibility add up to solutions for
Service Oriented Architectures that enable you to understand 
changes in application behavior before they impact your users, 
and to react more quickly to changes that do impact your 
solutions. This session is about managing your B2B services 
using products from the IBM Tivoli suite of solutions to provide
end to end management for the whole application and 
lifecycle. 
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Managing and Securing B2B in with SOA

Service Oriented Architecture and Management
Securing Services in a B2B Environment
Managing and Delivering Services
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A programming model complete with standards, 
tools, methods and technologies such as Web 
services

A model of the business that is based on services 
as the base functional component

Roles

Defining Service Oriented Architecture 
Different Things to Different People

An architectural style which requires a service 
provider, requestor and a service description.  It 
addresses characteristics such as loose coupling, 
reuse and simple and composite implementations.

Implementation

Architecture

Business

Operations
A set of agreements that specify quality of service 
and drive key business and IT metrics.
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How Does SOA Impact Infrastructure and Management?

Predictability
Demand
Performance
Availability

Release
Change

Controllability

Federation
Compliance

Security

Clarity
Problem Resolution
Financial Management

Visibility
Quality Of Service

Applications reused in 
new dynamic ways

Services combined from 
multiple sources

Rapid deployment

Services route to any 
available resource

Distributed access

SOA 
Characteristics

Key Infrastructure and 
Management Considerations
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Portal

Bank

Service 
Interface:

Personalized 
Financial 
Services

Service 
Interface:

Banking

Service 
Interface:

Accounts

Service 
Interface:

Accounts

Insurer

Service 
Interface:
Insurance

Service 
Interface:

Claims

Service 
Interface:

Policies

This set of things 
make sense to build 

as a system

This set of things make 
sense to operate as a  

business

How Does Service Orientation Affect Systems?

Customers
(Self Serve)

Agents

Distributors

Telephony

This set of things make 
sense to purchase as a 

customer
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Portal

Bank

Service 
Interface:
Personalized 

Financial 
Services

Service 
Interface:

Banking

Service 
Interface:

Accounts

Service 
Interface:

Accounts

Insurer

Service 
Interface:
Insurance

Service 
Interface:

Claims

Service 
Interface:

Policies

1.Monitor SLAs at 
Service Consumer 
Level

2.Authentication and 
Single Sign-On

1.Monitor SLAs at Service 
Provider Level

2.Federate Identities
3.Manage Security and 

Routing Configurations

1. Track transactions – problem isolation
2. Monitor IT Resources – root cause analysis
3. Operational Security

Capabilities for Management and Security of SOA

Customers
(Self Serve)

Agents

Distributors

Telephony
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How do you achieve flexible IT through SOA?
The SOA Lifecycle

Gather 
requirements
Model & Simulate
Design

Discover
Construct & Test
Compose

Integrate people
Integrate processes
Manage and integrate 
information

Manage applications & 
services
Manage identity & 
compliance
Monitor business metrics

Financial transparency
Business/IT alignment
Process control
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SOA Layers Of Abstraction 

Services
atomic and composite

Operational Systems

Service Components

Consumers

Business Process
Composition; choreography; 
business state machines

Service Provider
Service C

onsum
er

Integration (Enterprise Service B
us)

Q
oS Layer (Security, M

anagem
ent &

M
onitoring Infrastructure Services)

D
ata Architecture (m

eta-data) &
B

usiness Intelligence

G
overnance

Channel B2B

Packaged
Application

Custom
Application

OO
Application

Atomic Service Composite Service Registry
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Services
atomic and composite

Operational Systems

Service Components

Consumers

Business Process
Composition; choreography; 
business state machines

Service Provider
Service C

onsum
er

Integration (Enterprise Service B
us)

Q
oS Layer (Security, M

anagem
ent &

M
onitoring Infrastructure Services)

D
ata Architecture (m

eta-data) &
B

usiness Intelligence

G
overnance

Channel B2B

Packaged
Application

Custom
Application

OO
Application

Holistic SOA Management

Atomic Service Composite Service Registry

Manage Security: Discover and secure services and 
manage identities across organizations
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Definition
An “identity federation” is a federation in which identity 
management (authentication, access control, auditing, and 
provisioning) is distributed between the partners based on their role 
within the federation
An Identity Federation can allow users from one federation partner 
to seamlessly access resources from another partner in a secure 
and trustworthy manner

Roles
End user
Identity Provider (IdP)
Service Provider (SP)

Functions
Single Sign-On/Sign-Off (including “global” sign-off)
Provisioning/De-provisioning
Account Linking/De-linking

SOA Security
What is “Federated Identity Management”?
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SOA - Security Mediation - Federated Identity

Partners using 
WS-Federation

Partners using 
Liberty 

Partners using
SAML in their 
Portal or Web 

Partners using 
WS-Security

SAP Platform

Web Sphere 
Platform 

CICS/IMS/DB2
Platform

“Identity”

“Identity”

“Identity”

“Identity”

“Identity”

“Identity”

“Identity”

How to integrate security and identity between 
Service Consumers and Service Providers?

Federated Identity management is a key business process enabler for SOA

Federated ID 
Gateway

XML

XML

XML
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Single Sign On for Web 
Services
Supports federated 
security standards 
including Liberty 
Alliance, WS-Security, 
WS-Trust and SAML
Integrates with z/OS 
Security and RACF
Enhances native 
support for z/OS Web 
Services

“Security as Services” - within and beyond the enterprise
Tivoli Federated Identity Manager
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WebSphere DataPower SOA Appliances

WebSphere DataPower XML Security 
Gateway XS40

• Purpose-built appliance for Web Service 
Security and Policy Enforcement

• Wirespeed XML processing for performance 
and scale

Tivoli Access Manager (TAM) & Tivoli 
Federated Identity Manager (FIM)

• Widely-deployed access control solution
• Full-featured federated identity management 

and Web Services security solution

Together protect XML Web services
• Single I&AM solution to control access for 

Web & Web services
• Future-proof support for SAML, WS-Trust 

and other XML standards
• Complete solution for XML security & 

business availability
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Secure XML Web services

Use Tivoli Access Manager (TAM) for secure Web SSO and XML Web 
services.  DataPower XS40 provides first line of XML defense and
enforces access policy stored in TAM.

Internet

Web Services 
Requestor

IBM Tivoli 
Access Manager

IBM WebSphere
DataPower SOA Appliance
(XS40 XML Gateway)

Web Services Provider / 
Application Back-EndsIP Firewall

IT Service Management
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Internet

Employee

IBM Tivoli 
Access Manager

IBM WebSphere
DataPower SOA Appliance
(XS40 XML Gateway)

Web Services Provider / 
Application Back-EndsIP Firewall

Employer Insurance Co.

IBM Tivoli 
Federated 
Identity Manager

TFIM
Secure Token 
Service (STS)

Federated Identity among Partners
Insurance company allows Retailer’s employees to check their 
insurance profile, stored in internal application servers, and not 
available previously. (This is a Web SSO + FIM case). 
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Tivoli Security Operations Manager

Security event consolidation, 
correlation and analysis

Advanced correlation techniques 
for finding business relevant 
threats and risks

Broad device support – security, 
network, host, applications

Incident management and 
investigation

Automations to “close the loop”

Compliance focused reporting
Realtime 
Business 
Impact of 
Security

Security Impact 
on Service
Availability

Threats, 
Incidents, Risk 
Mgmt Status by 

business 
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Services
atomic and composite

Operational Systems

Service Components

Consumers

Business Process
Composition; choreography; 
business state machines

Service Provider
Service C

onsum
er

Integration (Enterprise Service B
us)

Q
oS Layer (Security, M

anagem
ent &

M
onitoring Infrastructure Services)

D
ata Architecture (m

eta-data) &
B

usiness Intelligence

G
overnance

Channel B2B

Packaged
Application

Custom
Application

OO
Application

Holistic SOA Management

Atomic Service Composite Service Registry

Manage Change: Discover application dependencies 
and Track Change
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An innovative vision for the optimal intersection of People, 
Process, Information and Technology

Optimize the sharing of information 
across people, processes and 
technology

Establish decision-making policies 
to collaborate across organizations

Automate and integrate IT 
processes aligned to business

Leverage IBM’s modular approach 
to achieve your business goals

IBM IT Service Management
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Open Process 
Automation 

Library
(OPAL)

IBM Global 
Technology 

Services

Ecosystem of 
System 

Integrators and 
Business 
Partners

IBM Tivoli Unified 
Process
(ITUP)

IBM IT Service 
Management

Best Practices

Change and Configuration
Management Database (CCMDB)

Server, Network 
& Device 

Management
Storage

Management
Security

Management
Business 

Application
Management

Service 
Delivery

& Support
Service

Deployment
Information

Management
Business
Resilience

IT CRM & 
Business 

Management

A Comprehensive Approach to IT Service Management

IT Service 
Management Platform

IT Process 
Management Products

IT Operational 
Management Products
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Claims Processing Application

Discover Cross-tier Transactional Dependencies and Applications

See the Big Picture
Over 200 sensors for component 
discovery
Deepest cross-tier, run-time detail
Only fully automated application 
discovery

Rapid time to value
Fast, low cost implementation 
Agent-free auto-discovery 

IT Service Management

22

Change and Configuration Management Database 1.1
Integrating management data and processes to automate Service Management

A CCMDB should do more than just 
store data, it should:

Integrate and share data across a 
complex enterprise
Maintain data currency and 
accuracy to support IT teams
Automate process workflows to 
enforce business critical policies
Integrate processes to operational 
management products for efficiency

Automated Discovery: Application 
and device discovery for unified view of 
configuration items

Audit and Control: Manage the 
change process and provide record of 
change

Process tasks 
routed based on 

process definition 
and roles 
assigned

“My Tasks”
shows process 
tasks awaiting 

user action

Portal-based user 
interface with a 

common look and feel 
for all ITSM Solutions

Navigation area 
showing available 
supporting tasks
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Request 
for 

Change

Change Management Process

Accept & 
classify 
change

Assess 
change

Approve & 
schedule 
change

Coordinate change 
implementation

Distribute & 
install non-

release 
change

Review & 
close 

change

Different workflows for 
different change types 
encourages process 

adherence 

View and verify what 
changes are made to 

the infrastructure

Create RFCs or 
accept RFCs from 

help desk and 
other change tools

Task
Automation

Process
Automation

Services
Monitoring

Service 
Provisioning

Services
Registry &
Repository

Systems Management Portal and Service Level Reporting

Services
Registry &
Repository

CCMDB: Enhancing Change Management for SOA
Maintain 

visibility into 
pending 

changes that 
effect IT 

infrastructure

Integrate with 
OMPs or Release 
Process Manager 
to automate tasks
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Services
atomic and composite

Operational Systems

Service Components

Consumers

Business Process
Composition; choreography; 
business state machines

Service Provider
Service C

onsum
er

Integration (Enterprise Service B
us)

Q
oS Layer (Security, M

anagem
ent &

M
onitoring Infrastructure Services)

D
ata Architecture (m

eta-data) &
B

usiness Intelligence

G
overnance

Channel B2B

Packaged
Application

Custom
Application

OO
Application

Holistic SOA Management

Atomic Service Composite Service Registry

Manage the Infrastructure: Deep dives into specific 
resources
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Identify and quickly correct 
applications that are down or 
performing slowly
Need to provide comprehensive 
in-flight transaction display that 
includes the name of the hung 
class/method
Introspect messaging and 
brokering sub systems for real-
time metrics and historical data 
analysis
Improve the performance and 
availability of applications by 
reducing problem identification 
and resolution time

Configuration ManagerComposite Application Manager for 
WebSphere

Manage: Supporting Middleware
Comprehensive Deep-dive Monitoring
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Services
atomic and composite

Operational Systems

Service Components

Consumers

Business Process
Composition; choreography; 
business state machines

Service Provider
Service C

onsum
er

Integration (Enterprise Service B
us)

Q
oS Layer (Security, M

anagem
ent &

M
onitoring Infrastructure Services)

D
ata Architecture (m

eta-data) &
B

usiness Intelligence

G
overnance

Channel B2B

Packaged
Application

Custom
Application

OO
Application

Holistic SOA Management

Atomic Service Composite Service Registry

Manage Transaction Performance: Measure transaction 
response times to discover bottlenecks, isolate infrastructure
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Customers find it very difficult to 
identify and isolate performance 
bottlenecks in composite 
applications that span technology 
and platform boundaries
Need to provide performance 
instrumentation that is lightweight 
and can be dynamically 
configured to identify problems 
before customers call
ARM-based instrumentation is the 
industry standard that can be 
leveraged to isolate the problem

Manage: Transaction Performance
Provide Key Response Time Metrics Across Platforms

ITCAM for Response Time Tracking

ITCAM for WebSphere
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Services
atomic and composite

Operational Systems

Service Components

Consumers

Business Process
Composition; choreography; 
business state machines

Service Provider
Service C

onsum
er

Integration (Enterprise Service B
us)

Q
oS Layer (Security, M

anagem
ent &

M
onitoring Infrastructure Services)

D
ata Architecture (m

eta-data) &
B

usiness Intelligence

G
overnance

Channel B2B

Packaged
Application

Custom
Application

OO
Application

Holistic SOA Management

Atomic Service Composite Service Registry

Services Management: Discover, monitor, secure 
and manage services to meet SLAs
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Service Views: Bridging Business and IT 

SOA Management 
ToolsApplication and IT 

Resource 
Management

Business Process 
Modeling and 

Monitoring tools

Relationship: Services that 
support Business Process

Key Performance Indicators

Impact Analysis

Service Instance Information

Relationship: Services that 
depend on Infrastructure

Management policies
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Contracts are established between service requestors and 
providers, also known as Service Level Agreements
Management focus turns to monitoring for compliance to agreed 
upon service levels
Active management optimizes systems to avoid service violations

Desired End State for Managing Services

Service Provider

Service
Service

Requestor

Quality of 
Service

Capacity

Se
cu

rit
y

Perform
ance

XML
WSDL

SOAP

Service Level
Agreement

# of requests 
allowed

Acceptable response 
time

Charge per request
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What Are Key Elements for SOA Management?

There are 3 key components in 
web services management:

1. The runtime environment –
this is where messages are 
routed, transformed, filtered 
and logged

2. The management server –
aggregates the data from all 
of the endpoints and runtimes 
and sends configuration 
changes based on policy

3. The registry – stores meta 
data about services and 
policies

SOA
Management Server

Runtime
or

Policy Enforcement Point

SOA
Registry 

Web
Services

Service
Requestor

Service
Provider

1

2

3
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Management

IBM’s Approach for Managing Services

Service Provider

Service
Requestor

Proxy

R
ou

tin
g

Tr
an

sf
or

m
at

io
n

Se
cu

rit
y

Lo
gg

in
g

Leverage existing runtime environments 
for web services management
Intermediary performs “Mediations” on the 
SOAP/XML traffic in real time

To enforce Service Level agreements
Apply security policy
Respond to changes in IT environment

Management

Container

R
ou

tin
g

Tr
an

sf
or

m
at

io
n

Se
cu

rit
y

Lo
gg

in
g

Management

Container

R
ou

tin
g

Tr
an

sf
or

m
at

io
n

Se
cu

rit
y

Lo
gg

in
g

Service
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ITCAM for SOA v6.1
Service problem identification and resolution

Service views and cross-workspace linkages enable 
drill-down from services to application components and 
IT resources to identify the source of bottleneck or 
failure

Service Management Automation
Built-in and extensible alerts, situations, workflows and 
managed mediation primitives for WebSphere ESB
enable powerful automation scenarios

Heterogeneous SOA Platform Support
SOA Platform support covers IBM WebSphere 
Application Server, WebSphere ESB, WebSphere 
Process Server, WebSphere Community Edition, 
WebSphere DataPower SOA Appliances, Microsoft 
.NET, JBOSS, CICS and BEA WebLogic

Integrated Console
Service views, graphical topology, alerts and automation 
included within Tivoli Enterprise Portal, the integration 
point for the Tivoli Automation portfolio including ITCAM,
OMEGAMON, ITM and TBSM

Life-cycle Management
Web Services Navigator provides deep understanding of 
service flows and relationships
WebSphere Service Registry and Repository integration 
supports SOA Governance

Web Services 
Navigator

Response 
Time

Message Count

Message 
Size

IT Service Management
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TEP – More than Visualization Across the Ops World

TMS TDW

RDMS

ODBC

Agent-less
Adapter

File
Socket
API
SNMP
HTTP

Out of the box Monitors
Task Execution

Integrated Warehouse
Full Operational Data
Aggregation and Pruning
Quick Setup

Available Data Management:
Situations, Workflows, Policies
Integrated Run-book with Expert Advise
Single Operations Console with Workflow

Command Line Interface
SOAP API

Post
ODBC
Script Data Provider

NT : Attribute 
Groups

NT_Me
mory

NT_Pr
ocess

NT
_Di
sk

NT_Pro
cessor

DB2 : Attribute 
Groups…

DB2_B
F

DB2_L
ock

DB
2_I
nst

DB2_P
artition

SQL : Attribute 
Groups…

SQL_D
B

SQL_L
ock

SQ
L_T
BL

SQL_.
...
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Mapping ITCAM for SOA to Logical Elements

Security

PEP

Application Server WebSphere
z/OS

zLinux
Container PEP

Web
Services

Service
Requestor

Container PEP

Integration

PEP

Service
Provider

.NET data 
collector

DataPower
data 

collector

BEA data 
collector

WAS data 
collector

DataPower
data 

collector

WAS data 
collector

Intelligent Remote Agent (IRA) ITCAM for SOA

Tivoli Management Server 
(TMS)

Web Services

Events J2EE MQ

Tivoli Enterprise Portal

Tivoli Data Warehouse

Web Services NavigatorTivoli Service Level Advisor

IT Service Management
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Integrated Service Level Reporting and Monitoring

TEP Workspace:
Real-time views of 
service performance

Tivoli Service 
Level Advisor:
Integrated tracking and 
historical reporting on 
service levels
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Using the Web Services Navigator for: Debugging

Problems in Application:
Client node sends two 
identical messages for 
every transaction.

Find Bottlenecks:
Find slow 
business logic
Find slow network

IT Service Management

38

Using the Web Services Navigator for: Understanding

Pattern Extraction

Design Verification
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ITCAM for SOA 6.1
Support for ITSM

Discovery Library Adapters add discovered Service 
information to CCMDB
Additional DLAs provided for BPEL and WSRR

Integration with the new WebSphere 
Service Registry and Repository

Reconciliation of services registered in WSRR with those 
monitored in target systems by ITCAM for SOA
New TEP Topology views show relationships between service 
operations and BPEL business processes for impact analysis
Forwards status information to WSRR to allow selection of services 
based on performance and other metrics

Integration with WebSphere Enterprise 
Service Bus SCA runtime

Provides SCA-based mediation primitives for enhancing 
management functions (monitoring, logging, routing and 
transformation)
Enable/disable at runtime without re-configuration or re-
deployment

New Platform support
CICS TS 3.1, DataPower SOA Appliances, WebSphere ESB, 
WebSphere CE, JBOSS Application Server, SAP NetWeaver
Launch in context to DataPower console plus appliance SNMP
metrics

IT Service Management
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Service Details topology view

Service

Service Port

Operation

Application 
Server

contains

defined within

hosts



21

IT Service Management

41

How it works: Operational Monitoring Interactions

Publish Find Enrich GovernManage

WebSphere Service Registry and Repository

Message

1) During service invocation 
a message is received by 
the ESB

M
es

sa
ge

2) The ESB routes the 
message to an 
intermediate logging 
mediation or agent

ITCAM for SOA
CCMDB

3) Retrieve monitoring 
policy for the message 
from the WSRR

Mediation

4) Mediation records 
the operational 
data about the 
running service

Service
Message

M
essage

Performance and health alerts 
are generated based on 
operational data and recorded in 
the WSRR

5) The ESB then 
continues with the 
invocation of the 
service.

Opera
tio

na
l d

ata

Performance data

Policies
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Compare observed with WSRR-registered services 

CAM for SOA compares services it 
observes with those registered in WSRR
Services observed but not registered

Why? Services not registered might be implemented 
again!

Services registered but not observed
Why not? Common services not being utilized might 
imply poor decision making

Services registered and observed
Good – helps understand common service reuse

Understanding discrepancies enables better 
service governance

Registered but 
not observed

Observed but 
not registered

Observed and 
registered
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View service meta-data in WSRR

CAM for SOA enables operators 
and SMEs to view WSRR service 
meta-data from TEP

No need to change UIs

Faster problem diagnosis
Access to deployment meta-data 

The host name in the 
wsdl does not match 
where the service is 
actually deployed

IT Service Management
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Leverage AIM infrastructure for Service Management

WPS / WESB Support
Instrumentation to 
discover and monitor 
service flows through 
container
Mediations for Log, 
Filter, Transform, and 
Route

Data Power Support
Appliance heath and 
management
Discovery monitor of  
service flows 
Mgmt Mediations

WPS / WESB

MediationsMessage 
Traffic

Message 
Traffic

Tivoli 
Configurable

Mgmt Mediation
Service 

Requestor
Service 
Provider

In
st

ru
m

en
ta

tio
n

Co
nt

ro
l Control

Instrum
entation

DataPower
(proxy based)

Mgmt
Mediation

Service 
Operations View

Service 
Inventory View

Service 
Performance View
(with Alerting)

Native 
Integration into 
Tivoli Enterprise 
Portal
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ITCAM for SOA support for WPS 

ImportExport

Service
requester

Service
provider

Requests

Responses

Module

Requests

Responses

Module

Mediation module

Wire

WPS / WESB
Data 

Collector

ITCAM for SOA
Agent

Monitor
Data

ITCAM 
for SOA
Agent

WPS / WESB Runtime

C1

C2

C1

C2

P1

P2

Manage SCA Services against 
defined Service Level Agreements

Allows for problem determination and 
debugging of specific SCA service 
requests

Integrated with the base monitoring 
infrastructure, so data from SCA can 
be incorporated into views of service 
flows captured through other 
frameworks (JAX-RPC), other 
platforms (BEA, .NET) and 
appliances (Datapower). 
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Mediation Flow to Add Management Functions

An example:
A logger primitive to log all the traffic to the web services
A filter primitive to route requests based on service level (standard, 
premium)
A fail primitive to refuse all “standard” users
A logger primitive to log all request from “premium” uses
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Services
atomic and composite

Operational Systems

Service Components

Consumers

Business Process
Composition; choreography; 
business state machines

Service Provider
Service C

onsum
er

Integration (Enterprise Service B
us)

Q
oS Layer (Security, M

anagem
ent &

M
onitoring Infrastructure Services)

D
ata Architecture (m

eta-data) &
B

usiness Intelligence

G
overnance

Channel B2B

Packaged
Application

Custom
Application

OO
Application

Holistic SOA Management

Atomic Service Composite Service Registry

Business Services Management: Discover, 
monitor, secure and manage to business impact
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Business Level Performance Monitoring

Operations Executive 
Desktop Showing Key 
Performance Indicators



25

IT Service Management

49

Providing Actionable Information

Abnormally High Number of 
Failed Interactions Shows a 
Problem With the ATM Network

IT Service Management
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Infrastructure Level Performance Management
The Dashboard Supports Drill Down Capability to Show ATM Failures in Ann Arbor, MI
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Infrastructure Level Performance Management
Isolation of ATM Failures in Ann Arbor, MI
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Services
atomic and composite

Operational Systems

Service Components

Consumers

Business Processes
process choreography

Service Provider
Service C

onsum
er

SAP Custom
Application

OO
ApplicationISV

Custom Apps

Platform Supporting Middleware

MQ DB2Unix OS/390

Outlook

SCA Portlet WSRP B2B Other

A Comprehensive View of SOA Resources

Integrated Console
Seamless views across 

different layers of 
abstraction

Service
Management

Application 
Monitoring

Resource 
Monitoring

Resource 
Monitoring

Transaction
Tracking

Integrated Reporting
Enterprise-wide service 

level reporting
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Questions?

SOA is a comprehensive approach linking Business  
and Operations realities with reusable components
SOA requires a consolidated approach to Service 
Life cycle and a comprehensive view of overall 
Operations
Netcool plus IBM together provide an integrated 
view along both dimentions of integration:

From Business Service Perspective to Operational 
Resources
From Service Development through Deployment and 
Operations

Summary


