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Preface

Welcome to the Hyperion Analyzer Release 7.0 Administrator’s Guide. This
preface discusses the following topics:

e “Purpose” on page xi

e “Audience” on page xi

e “Document Structure” on page Xii

e “Where to Find Documentation” on page xiii
e “Conventions” on page Xiv

e “Additional Support” on page xv

e “Documentation Feedback” on page xvi

Purpose

This guide provides information that you need to Administer Hyperion Analyzer.
It explains Hyperion Hyperion Analyzer features and options and contains the
concepts, processes, procedures, formats, tasks, and examples that you need to use
the software.

Audience

This guide is for system administrators who are responsible for administering,
optimizing, customizing, securing, and supporting Hyperion Analyzer
implementations.
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Preface

Document Structure

xii

This document contains the following information:

Chapter 1, “Administrating Hyperion Analyzer”, identifies the most common
tasks Hyperion Analyzer administrators perform, the resources available to
complete these tasks, and considerations to undertake before beginning
administration.

Chapter 2, “Managing Security and Access”, describes the processes and
procedures associated with establishing user authentication methods, customizing
authentication securing Hyperion Analyzer information.

Chapter 3, “Administration Tools Overview”, gives an overview of the interface,
and permissions controlling the use of Hyperion Analyzer.

Chapter 4, “Managing Users”, describes the creation, modification, use, and
maitenance of Hyperion Analyzer user profiles.

Chapter 5, “Managing User Groups”, describes the creation, modification, use,
and maitenance of Hyperion Analyzer user group profiles.

Chapter 6, “Managing Report Groups”, describes the creation, modification, use,
and maitenance of Hyperion Analyzer report groups.

Chapter 7, “Managing Database Connections”, describes the creation,
modification, use, and maintenance of database connections. It includes
information on database connection properties and profiles Hyperion Essbase,
Hyperion Financial Management and multiple relational database connection

types.
Chapter 8, “Optimizing Hyperion Analyzer”, describes using the Hyperion

Analyzer Analysis Server Console to control user sessions and network
communication.

Chapter 9, “Configuration and Integration Options”, describes both the
analyzer.properties file and Hyperion HUB. These tools manage configuration
and integration options for Hyperion applications.

Chapter 10, “Hyperion Analyzer Utilities”, profiles the 5.0.3 Migration Utility, the
Batch Import Export Utility, and the Web Publishing Batch Utility.

Appendix A, “Customizing HTML Web Content” is a complete reference for
Hyperion Analyzer HTML templates, tags, tokens, and actions.

Appendix B, “Applet Parameters”, lists applet parameters and other
applet-specific information.
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Where to Find Documentation

Appendix C, “Repository Tables”, is a table of Hyperion Analyzer repository
tables and their functions.

Appendix D, “User Preferences”, outlines all Hyperion Analyzer user preferences
and their function.

The Glossary contains a list of key terms and their definitions.

The Index contains a list of Hyperion Analyzer terms and their page references.

Where to Find Documentation

All Hyperion Analyzer documentation is accessible from the following locations:
e The Information Map, located from the application Help menu.

e Online help is accessible from the product that it documents. Start the product
and click the Help button or menu command.

e The Hyperion Solutions Web site is located at ht tp: //www.hyperion. com.
e Access to the Hyperion Download Center is through
http://hyperion.subscribenet.com.
» To access documentation from the Hyperion Solutions Web site:
1. Logontohttp://www.hyperion.com.

2. Select the Support link and type your username and password to log on.
Note: New users must register to receive a username and password.
3. Follow the on-screen instructions.

» To access documentation from the Hyperion Download Center:
1. Logontohttp://hyperion.subscribenet.com.

2. In the Login ID and Password text boxes, enter your assigned login ID name
and password. Then click Login.

3. If you are a member on multiple Hyperion Download Center accounts, select
the account that you want to use for the current session.

4. Follow the on-screen instructions.

» To order printed documentation:
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Preface

e Visit the Hyperion Solutions Web site at http://www.hyperion.com.

e In the United States, call Hyperion Solutions Customer Support at

877-901-4975.

e From outside the United States, including Canada, call Hyperion Solutions
Customer Support at 203-703-3600. Clients who are not serviced by support
from North America should call their local support centers.

Conventions

The following table shows the conventions that are used in this document:

Table i: Conventions Used in This Document

Item

Meaning

>

Arrows indicate the beginning of procedures consisting of
sequential steps or one-step procedures.

Brackets [ ]

In examples, brackets indicate that the enclosed elements
are optional.

Bold Bold in procedural steps highlights major interface
elements.

CAPITAL LETTERS | Capital letters denote commands and various IDs.
(Example: CLEARBLOCK command)

Ctrl + 0 Keystroke combinations shown with the plus sign (+)

indicate that you should press the first key and hold it
while you press the next key. Do not type the plus sign.

Example text

Courier font indicates that the example text is code or
syntax.

Courier italics

Courier italic text indicates a variable field in command
syntax. Substitute a value in place of the variable shown in
Courier italics.

ARBORPATH When you see the environment variable ARBORPATH in
italics, substitute the value of ARBORPATH from your site.
n, x Italic »n stands for a variable number; italic x can stand for

a variable number or an alphabet. These variables are
sometimes found in formulas.

xiv Il
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Additional Support

Table i: Conventions Used in This Document (Continued)

ltem Meaning

Ellipses (...) Ellipsis points indicate that text has been omitted from an
example.

Mouse orientation This document provides examples and procedures using

a right-handed mouse. If you use a left-handed mouse,
adjust the procedures accordingly.

Menu options Options in menus are shown in the following format.
Substitute the appropriate option names in the
placeholders, as indicated.

Menu name > Menu command > Extended menu
command

For example: 1. Select File > Desktop > Accounts.

Additional Support

In addition to providing documentation and online help, Hyperion offers the
following product information and support. For details on education, consulting,
or support options, visit Hyperion’s Web site at http: //www.hyperion.com.

Education Services

Hyperion offers instructor-led training, custom training, and eTraining covering all
Hyperion applications and technologies. Training is geared to administrators, end
users, and information systems (IS) professionals.

Consulting Services

Experienced Hyperion consultants and partners implement software solutions
tailored to clients’ particular reporting, analysis, modeling, and planning
requirements. Hyperion also offers specialized consulting packages, technical
assessments, and integration solutions.
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Preface

Technical Support

Hyperion provides enhanced electronic-based and telephone support to clients to
resolve product issues quickly and accurately. This support is available for all
Hyperion products at no additional cost to clients with current maintenance
agreements.

Documentation Feedback

Hyperion strives to provide complete and accurate documentation. We value
your opinions on this documentation and want to hear from you. Send us your
comments by clicking the link for the Documentation Survey, which is located on
the Information Map for your product.

xvi l Hyperion Analyzer Release 7.0 Administrator's Guide



Administrating Hyperion
Analyzer

Hyperion Analyzer Administration Tools provide easy-to-use interfaces for
administrating and optimizing Hyperion Analyzer. This chapter provides the
following information:

Administration Tasks

Administration Resources

Hyperion Analyzer Components

Hyperion Analyzer Architecture Overview

Other Hyperion Analzyer Resources

Starting Hyperion Analyzer Administration Tools
Lockout Recovery

Exiting Hyperion Analyzer Administration Tools

Administration Tasks

Installation, Configuration and Migration

The Hyperion Analyzer Installation Guide describes installation and installation
options essential to installing and configuring Hyperion Analyzer. This guide
includes procedures for establishing a Hyperion Analyzer repository, executing
silent installations, and installing Hyperion Analyzer samples. Redeployment
follows the same process as installation, and administrators reconfiguring or
redeploying Hyperion Analyzer are also encouraged to consult the Hyperion
Analyzer Installation Guide.
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Managing Security and Access

Administrators may use the default Hyperion Analyzer authentication and
security, Hyperion Essbase authentication, and external authentication methods to
validate users and logons. All security and authentication protocols are managed
by way of Hyperion Analyzer Administration Tools.

Managing Users, User Groups and Database Connections

Hyperion Analyzer Administration Tools is the primary interface for managing
users, user groups, and database connections. In addition, administrators can
assign predefined roles that control user access to the Hyperion Analyzer system.

Optimizing the Hyperion Analyzer System

System administrators can use the Java-based Hyperion Analyzer Analysis Server
Console to monitor, maintain and optimize the Hyperion Analyzer system. This
console provides statistics on server logons, data hits, and data response times.
Administrators can also manually disconnect users idle in excess of a time
limitation, and show, clear and export console output.

Automating the Distribution of HTML Web Content

Hyperion Analyzer enables users to convert a currently displayed report, or and
entire report group to HTML, by specifying JSP templates. This Web publishing
process can also be automated using a command line batch utility that converts
report groups to HTML as scheduled.

Configuring Integrated Hyperion Applications

Administrators must register Hyperion applications available to Hyperion
Analyzer users through the Related Content feature. Hyperion applications can be
registered through both the Analyzer.properties file and the Hyperion Hub
server, but external authentication is required to use Hyperion Hub.

Education and Training

Hyperion Analyzer provides administrators with tools to support user training and
education, including these:

e The Hyperion Analyzer Sample Report Group
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e Hyperion Analyzer API Toolkit samples
e Documentation deliverables in HTML and PDF

Customizing HTML Web Content

You can customize HTML Web Client templates, or create new templates for
displaying Hyperion Analyzer content.

Administration Resources

You will use the following items and information to administer Hyperion
Analyzer:

e Hyperion Analyzer Components
e Hyperion Analyzer Architecture Overview

e Other Hyperion Analzyer Resources

Hyperion Analyzer Components
Hyperion Analyzer consists of the following components:
e Four client applications
e An analysis server
e A repository
e An API Toolkit

The repository centrally stores Hyperion Analyzer system data, user IDs, user
preferences, and report definitions in relational database tables.

The Analysis Server communicates report definitions and system information
among the repository, Web clients, and Hyperion Analyzer Administration Tools.

The Hyperion Analyzer Administration Tools client provides a 100-percent
Java graphical interface for managing users, users groups, and database
connections using a supported Web browser. It also provides access to several
administration utilities.

The Hyperion Analyzer Java Web Client is an easy-to-use graphical interface
that enables online analysis of both Hyperion Essbase and relational data. You can
design and format custom analysis applications without “coding.”
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The Hyperion Analyzer Windows Client is the same easy-to-use Java Web
Client interface and functionality delivered as a stand-alone Java application for
supported Microsoft Windows operating systems.

The Hyperion Analyzer HTML Web Client is a 100-percent HTML thin client
used by way of a supported Web browser. It is engineered for information
consumers who do not require advanced design and content-creation capabilities.

The Hyperion Analyzer API Toolkit enables developers to incorporate the
Hyperion Analyzer Java Web Client look and feel and functionality into their own
custom Web applications.

Hyperion Analyzer Architecture Overview

Hyperion Analyzer functionality is distributed across a multi-tiered architecture:
e Client layer

e Mid-tier layer

e Database server layer

The client layer refers to the four clients and the API Toolkit. All clients
communicate with the rest of the Hyperion Analyzer system using Hypertext
Transmission Protocol (HTTP).

The mid-tier layer includes:

e The Web server

e The J2EE Application Server

e The Hyperion Analyzer Analysis Server

e Drivers and protocols for communicating with the database server layer

The database server layer supports and shares both OLAP and relational
databases, and the relational Hyperion Analyzer repository.

A supported Web server is required to present the Web page from which Web
clients are launched, to deliver files containing Java components, and to transport
images generated at run time. After clients are established, the Web server
manages all client mid-tier HTTP communication.
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Hyperion Analyzer has been restructured to run inside leading J2EE-compliant
application servers. The supported J2EE Application Server shares Hyperion
Analyzer business logic, manages network traffic, maintains system security for
large numbers of concurrent users, and provides scalability and stability through
load balancing and fault tolerance.

Figure 1: Hyperion Analyzer Architecture Diagram
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Other Hyperion Analzyer Resources

These additional components, executables and servlets are provided to help you
administrate Hyperion Analyzer:
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Hyperion Analyzer Installer

Hyperion Analyzer uses a new common installer to provide a consistent end-user
installation experience across the range of Hyperion products. The installer detects
cross-component compatibility issues earlier and subsequently reduces
installation-related problems and support calls. For more information, see the
Hyperion Analyzer Windows Installation Guide or Hyperion Analyzer UNIX
Installation Guide.

Hyperion Analyzer Configuration Test Serviet

Use the Hyperion Analyzer Configuration Test Servlet to diagnose and resolve
connectivity issues. To start the servlet, start a Web browser and replace
“index.html” in the path to the Hyperion Analyzer launch page with “Config.” The
servlet displays links that centrally report environmental variables and
Analyzer.properties file parameters, and test connectivity to the class
factory, the Hyperion Analyzer repository, the external authentication
configuration file, and the Essbase ADM driver.

For more information, see “Hyperion Analyzer Configuration Test Servlet” on
page 153.

Hyperion Analyzer Administration Tools

The Hyperion Analyzer Administration Tools client provides a 100% Java
graphical interface for managing users, users groups, and database connections via
a supported Web browser. It is also instrumental in setting authentication services
for the Hyperion Analyzer system and configuring Hyperion Hub connectivity.

For more information, see Chapter 3, “Administration Tools Overview.”

Hyperion Analyzer Analysis Server Console

System Administrators can use the Java-based Hyperion Analyzer Analysis Server
Console to monitor, maintain, and optimize the Hyperion Analyzer System. This
console provides statistics on server logons, data hits, and data response times.
Administrators can also manually disconnect users idle in excess of a time
limitation, and show, clear, and export console output.

For more information, see “Hyperion Analyzer Analysis Server Console” on
page 117.
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Hyperion Analyzer Save As Web Page Batch Utility

The new Hyperion Analyzer Save As Web Page Batch Utility automates the
process of publishing Hyperion Analyzer reports to the Web, using JSP templates.
For more information, see “Web Publishing Batch Utility” on page 150.

Analyzer.properties File

The Analyzer.properties file contains variables controlling Hyperion
Analyzer functionality. Administrator modifications to the file support their
specific implementations in the following ways:

e Controlling the result set

e Updating the license key without reinstalling

e Identifying integrated Hyperion applications for Hyperion Analyzer
e Configuring Essbase XTD Deployment Services

e Formatting data value tool tips

e Controlling Page Queries

For more information, see “Analyzer.Properties File” on page 122.

CssConfig.xml File

External authentication is managed using a configuration XML file that specifies
the platforms and authentication providers of your specific implementation. Users
must establish the components used in support of external authentication, and then
coordinate them by editing the XML file.

Hyperion Hub

Hyperion Hub is a central application and business metadata repository for
Hyperion applications and tools. Additionally, Hyperion Analyzer can export
XML report definitions to Hyperion Hub to be used by other interoperable
Hyperion applications, and import XML report definitions from other Hyperion
Analyzer implementations or environments.

For more information, see “Configuring Hyperion Hub” on page 121.
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Hyperion Analyzer Batch Import/Export Utility via API Toolkit

The new batch import/export utility enables administrators to import reports,
report groups, user IDs, point of view definitions and personal variable definitions.

The batch import/export utility is also instrumental in migrating from certain
releases of Hyperion Analyzer to the current release.

Hyperion Analyzer Migration Utility

The AdminMigrate.exe and AnalyzerMigrate.exe migration utilities
enable Hyperion Analyzer 5.0.3 users to convert the majority of their Hyperion
Analyzer repository information to the new Hyperion Analyzer 7.0 architecture
and repository format.

For more information, see “Hyperion Analyzer 5.0.3 Migration Utility” on
page 133.

Administration Strategies

26 W

The specifics of your Hyperion Analyzer implementation determine the
administration tasks you undertake, and their order. Key considerations include
the following questions:

e Are you implementing Hyperion Analyzer for the first time, or are you
upgrading an existing implementation?

e Are you implementing Hyperion Analyzer on Microsoft Windows, a UNIX
environment or a mixture of both?

e Are you supporting analysis of Hyperion Essbase, Hyperion Financial
Management, relational data sources, or a combination of these data sources?

e What type of user authentication method will you use?
e With which other applications will Hyperion Analyzer be integrated?

e What objectives must interoperability support, and what configuration is
necessary for interoperability to succeed?

Hyperion Analyzer Release 7.0 Administrator's Guide



Starting Hyperion Analyzer Administration Tools

Starting Hyperion Analyzer Administration

Tools

Prerequisites for Starting

Before you can start, an administrator must provide you with the uniform resource
locator (URL) of the Hyperion Analyzer Java Web Client launch page, and your
computer must satisfy any System Requirements.

Logging On to Hyperion Analyzer Administration Tools

» To start the Hyperion Analyzer Administration Tools client:

1.

2
3.
4

Start a supported Web browser.

Select File > Open from the menu.

Enter the URL of the Hyperion Analyzer launch page, and press Enter.
Click the link launching Hyperion Analzyer Administration Tools.

The Hyperion Analyzer Administration Tools application window is
displayed, and then the Login dialog box is displayed.

Enter a valid user ID and Password in the Login dialog box.

Note: Hyperion Analyzer is delivered with a defined user ID, Administrator, and
password, password. If you edit the Administrator user profile, do not forget the
Administrator password. Loss of the Administrator password prevents
administration until another user with an Administrator role privileges resets the
password.

If prompted with a Domain drop down list box, select an authentication
method.

Analyzer authentication is the default authentication method. Essbase and
external authentication may also be available.

Click OK.
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Lockout Recovery

Do not forget the Administrator password. Loss of the Administrator password
prevents administration until another user with an Administrator role privileges
resets the password.

If you are unable to log in as an administrator because of lost or forgotten
passwords, Hyperion Analyzer technical support may be able to recover the
system password. However, since there is no “back door” into Hyperion Analyzer,
recovering system passwords is difficult.

Exiting Hyperion Analyzer Administration Tools

» To exit the Hyperion Analyzer Administration Tools client, select File > Exit.
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Authentication Options

Hyperion Analyzer supports three methods for validating user IDs and passwords:
e Analyzer Authentication

e Essbase Authentication

e External Authentication

Authentication methods are not mutually exclusive. Administrators may use a
combination of methods and set an order of precedence. Administrators must
evaluate the advantages and disadvantages of each method before deciding which
to use.

Analyzer Authentication

Native Hyperion Analyzer authentication is always available to every valid
Hyperion Analyzer user.

Analyzer authentication validates the user against known user IDs and passwords
in the Hyperion Analyzer repository. Administrators using this authentication
method have the additional option of setting Hyperion Analyzer passwords to
expire at specified interval of days.

The Hyperion Analyzer Batch Import/Export utility enables administrators to
compose an aru XML file that automates the creation and modification of users
and user groups in the Hyperion Analyzer repository. See Chapter 3, “Hyperion
Analyzer Utilities” for more information.
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Essbase Authentication

When Hyperion Essbase authentication is enabled, Hyperion Analyzer uses the
specified Essbase server to validate the user ID and password for login. This
method requires the administrator to specify the server name or server IP address.

Essbase authentication is summarized by the following table:

Table 1: Essbase Authentication Summary

Essbase Authentication Action Hyperion Analyzer Response

Essbase validates the user and the Hyperion Analyzer logs on the user.

existence of a Hyperion Analyzer user

profile.

Hyperion Essbase validates the user but | Hyperion Analyzer assigns the Essbase

cannot validate the existence of a user ID and password to a new user

Hyperion Analyzer user profile. profile (created using a default user
group).

Hyperion Essbase cannot validate the Hyperion Analyzer displays a failed

user. logon message.

External Authentication

When external authentication is enabled, Hyperion Analyzer uses a centralized,
independent authentication provider to validate the user ID and password. Using
external authentication provides the following benefits:

e The existing corporate structure of user accounts is employed by Hyperion
applications, thus reducing administrative overhead

e The benefit of single sign-on to Hyperion applications is added, thus
eliminating the need for users to log on multiple times with multiple user
names and passwords

Additionally, external authentication is a prerequisite for Hyperion Analyzer to
operate with Hyperion Hub and some kinds of related content.

Hyperion Analyzer supports three external authentication providers:
e Lightweight Directory Access Protocol Directory 3.0 (LDAP)
e Microsoft Active Directory, Windows 2000 sp3 (MSAD)

e Microsoft Windows NT LAN Manager 4.0 (NTLM)
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Hyperion Analyzer supports four external authentication platforms:
e Microsoft Windows NT 4.0

e Microsoft Windows 2000

e Microsoft Windows 2003

e UNIX

Note: NTLM implementations on UNIX platforms require that a Hyperion
Remote Authentication Module be installed on a Windows NT or Windows 2000
server.

Single Sign-on

One of the benefits of external authentication is single sign-on. Externally
authenticated users are granted access to multiple Hyperion applications after
logging on only once. After external authentication, an encrypted token containing
the user ID and password is passed among Hyperion applications to automatically
reauthenticate the user.

Setting Authentication Methods

Authentication methods are set, in whole or in part, using the Hyperion Analyzer
Administration Tools client.

Setting Analyzer Authentication

» To initiate Analyzer Authentication:
1. From the launch page, start Hyperion Analyzer Administration Tools.
2. Select Edit > Authentication Services.

The Authentication Services dialog box is displayed. It contains a General tab
and three authentication method tabs.

3. Select the General tab.

Within the Select Domain Types group the Analyzer check box is selected.
The check box is not selectable, so users cannot clear it. This ensures that
Analyzer authentication is always available.
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6.

Within the Default Domain Type group the Analyzer option is selected. This
sets Analyzer authentication as the default in the Login dialog box.

Select the Analyzer tab.
This tab features a password expiration setting.

Optional: To set passwords to expire after a specified interval of days, select
the check box and enter a whole number in the entry field.

Click OK.

Setting Essbase Authentication

» To initiate Essbase authentication:

1.
2.

From the launch page, start Hyperion Analyzer Administration Tools.
Select Edit > Authentication Services.

The Authentication Services dialog box is displayed. It contains a General tab
and three authentication method tabs.

Select the General tab.

Within the Select Domain Types group the Analyzer check box is selected.
This check box is not selectable, so users cannot clear it. This ensures that
Analyzer authentication is always available.

Select the Essbase check box.
This selection enables the Essbase tab.

Select a default domain type by clicking an option button in the Default
Domain Type group.

If you want Essbase to serve as the default authentication domain, select
Essbase. This sets Essbase authentication as the default in the Login dialog
box. If you want Analyzer to serve as the default authentication domain, select
Analyzer.

Select the Essbase tab.
In the Essbase Server field, enter the server domain name or the IP address.

Select a defined Hyperion Analyzer user group from the Default User Group
drop-down list box.
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When Hyperion Essbase can validate the user but cannot determine whether a
Hyperion Analyzer user ID has yet been created, a new user ID is created with
the Essbase user ID and password. The privileges of the specified Default User
Group are assigned to the new user ID.

Hyperion Analyzer is delivered with an Administrators user group that assigns
all the privileges normally given to the system administrator.

If the None option is selected, a new user ID is created, but the user cannot use
Hyperion Analyzer until an administrator assigns the new user ID to a
Hyperion Analyzer user group.

For more information on creating user groups and assigning user
roles/privileges, see the Hyperion Analyzer Administration Tools Online
Help.

9. Click OK.

Configuring External Authentication

Configuring external authentication has been broken down into the following
processes:

External Authentication Prerequisites
Install Hyperion Analyzer

Define Hyperion Analyzer user groups
Editing the Configuration File

Restarting the Application Server
Specifying the Configuration File Location

Copy archives to the application server JRE

@ N o o~ oobd=

Mapping Groups to User Groups

External Authentication Prerequisites

Before you can implement external authentication, the following determinations
must be made:
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1. Is the security platform implemented from an application or an application
server?

Table 2 lists the Web servers / application servers that are supported, on each
operating system, by the Hyperion security platform.

Table 2: Supported Web Servers/Application Servers by OS

Operating System Web/App Servers
Windows NT 4.0, sp 6a or higher IIS 4.x, Apache 2.0.43
Windows 2000 Server and IIS 5.x, Apache 2.0.43
Advanced Server, sp 3 or higher

Windows 2003 IIS 6.x

Solaris 8 and 9 Apache 1.3.27

HP-UX 11i Apache 1.3.27

AIX 5.1L IBM HTTP Server 1.3.26.1

2. Which platforms and authentication providers will be used in external
authentication?
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Table 3: Supported Authentication Providers and Platforms

LDAP 3 Microsoft
compatible Active
directories NTLM Directory
Windows NT X X X
4.0, sp 6a or
higher
Windows 2000 | X X X
Server and
Advanced
Server, sp 3 or
higher
Windows 2003 | X X X
UNIX X X - requires X
installation of
Hyperion
Remote
Authentication
Module

Note: The tested and supported LDAP servers are: iPlanet 5.2, Novell eDirectory
8.7, IBM Directory Server 5.1, and Domino LDAP 5.x and 6.0. iPlanet is now known
as Sun[tm] Open Net Environment (Sun ONE).

3. If you are considering implementing security using an NTLM provider for
Hyperion applications installed on a UNIX machine or multiple Windows
domains where there is no trust relationship, is the Hyperion Remote
Authentication Module installed on a Windows NT or Windows 2000 server?

Install the Hyperion Remote Authentication Module from the Hyperion
Download Center. After the Remote Authentication Module is installed, you
must provide its URL to the <remoteServers> element in the XML
configuration file.

4. If you want to enable authentication from multiple Windows domains, but you
do not want to set up trust relationships between those domains, install the
Hyperion Remote Authentication Module on a separate Windows server. This
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enables users on one domain to log into Hyperion applications on other
domains. All domains involved must be configured to use the same Hyperion
Remote Authentication Module instance.

Hyperion applications can integrate with Web Access Management Solutions
such as Netegrity SiteMinder. Web Access Management Solutions are
employed by organizations to manage and enforce authentication,
authorization, and single sign-on for web resources such as JSP files, ASP
files, or HTML files.

The Hyperion security platform enables single sign-on for web-based
Hyperion applications. Integration with a Security Agent requires
configuration of the <securityAgents> element in the XML configuration
file.

The Hyperion security platform supports SiteMinder Policy Server 5.5
Service Pack 2 and SiteMinder Web Agent 5.5 Service Pack 2 also known as
SiteMinder Web Agent 5.x QMR 5.

Note: In this documentation, the terms Security Agent and Web Security Agent
are interchangeable, and refer to any Web Access Management Solutions provider
such as SiteMinder.

You can configure SiteMinder to require that users authenticate through
SiteMinder only, after which they are not required to present credentials again
when logging in to Hyperion applications.

Installing Hyperion Remote Authentication Module to
Support UNIX applications

» To install a Hyperion Remote Authentication Module in support of UNIX
applications:

1.

On a Windows N'T/2000 server, install the Hyperion Remote Authentication
Module. The installation program, setup . exe, is available on the Hyperion
Download Center.

Download and read the installation and setup instructions provided with the
Hyperion Remote Authentication Module on the Hyperion Download Center.
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Multiple-Domain Support for NT LAN Manager

The Hyperion Remote Authentication Module also enables Hyperion applications
to authenticate users belonging to domains that are not trusted by the Hyperion
application domain. This removes the necessity to establish trust relationships
between the domains.

» To provide support for NTLM authentication using multiple Windows domains,

1. On a Windows NT/2000 server, install the Hyperion Remote Authentication
Module. The installation program, setup . exe, is available on the Hyperion
Download Center.

2. Download and read the installation and setup instructions provided with the
Hyperion Remote Authentication Module on the Hyperion Download Center.

Required NTLM User Rights

The NTLM user account on which the application server runs requires the
following access:

e Grant “Access the computer from the network” rights.
e Grant “Act as part of the operating system” rights.
e End users must be domain users rather than local Windows users.

Privileges must be established on the computer running the application server (as opposed
to the NT domain).

Hyperion Analyzer Installation and External
Authentication Components

The following external authentication components are installed with Hyperion
Analyzer:

e A generic CssConfig.xml file is installed in the ..\hyperion\analyzer\conf
directory.

e Java Cryptography Extension (JCE) archives are installed in the
. .\hyperion\analyzer\css directory.
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Defining Hyperion Analyzer User Groups

Hyperion Analyzer privileges are assigned by user group. All users have the
privileges of the user groups to which they belong. The number of user groups
required is determined by the roles and permissions required for your
implementation.

» To create new Hyperion Analyzer user group profiles in Hyperion Analyzer
Administration Tools:

1.

Take one of the following actions:
e Right-click the User Groups folder and select New User Group.
e From the menu bar, select File > New > New User Group.

An empty user group profile is displayed in the Management panel. The
General tab is displayed by default.

Enter a user group name in the Name field.

Optionally, you can enter a user group description in the Description field.
Click the Roles tab.

Hyperion Analyzer has four defined roles:

e Administrator - Unrestricted

e Power User

e Interactive User

e Information Consumer - Read-only access

Detailed descriptions of the permissions provided through each of these roles

is provided by Hyperion Analyzer Administration Tools Online Help.

Note: Assign these roles conservatively. There are fewer consequences for
expanding permissions than restricting permissions.

To assign a role, click the role in the Available panel, then click the right
arrow button, to move the role definition to the Assigned panel.

The role is assigned to all users of the user group. Permissions are cumulative
for multiple role selections.

Click the Apply button.
Click OK.
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The Log panel confirms a successful assignment.

8. Repeat steps 1-7 for each user group.

Editing the CssConfig.xml File

External authentication is managed using a configuration XML file that specifies
the platforms and authentication providers of your specific implementation. Users
must establish the components used in support of external authentication, and then
coordinate them by editing the XML file.

Existing Configuration Files

Before you edit the CssConfig.xml file delivered with Hyperion Analyzer, you
must determine whether your enterprise has defined an external authentication
configuration file for previously installed Hyperion products.

Note: If this file already exists, do not overwrite it.

The Hyperion Analyzer external authentication configuration file is called
CssConfig.xml. Because files can be renamed, you cannot depend on a simple
file search to determine the existence of an external authentication configuration
file.

Note: To enable single sign-on where one Hyperion product launches another, you
must use a single XML configuration file that is shared by both product installations.

Editing the Configuration File

If no other external authentication configuration file exists, you can edit the
generic CssConfig.xml file installed in the . . \hyperion\analyzer\conf
directory.

In editing the XML file, you specify the following information:

o The sequential search order for accessing multiple external authentication
provider types

e The type, name, parameters, and number of external authentication providers

e The duration in minutes that authentication tokens persist when passed to
Hyperion applications (before timing out)

e Logging parameters
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e Optionally, the Web Access Management Solution used by your
implementation

» To edit the external authentication configuration file, open CssConfig.xml in
Microsoft WordPad.

Note: The application server must be stopped and restarted to reflect changes in the
CssConfig.xml file.

Configuring the Provider Search Order

The search order enables the external authentication mechanism to access multiple
providers in a sequential manner. Search order must be defined even if there is only
a single authentication provider. In this case, the search order property has a single
entry.

» To define the provider search order:
1. Open CssConfig.xml in Microsoft WordPad.

2. Locate the <searchOrder> tag in the configuration file.

Each supported external authentication provider is listed as an element of the
search order tag:

<searchOrder>
<el>ntlmServer</el>
<el>ldapServer</el>
<el>msadServer</el>
</searchOrder>
3. Cut and paste the elements, to reorder them.
Providers may be added or removed as needed.

Hyperion recommends placing the provider for most users of Hyperion
applications first in the search order.

The search order element name must match the name you specify in
subsequent provider definitions.
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To expedite editing, you can comment out elements using the following
syntax:

<!-- el>ldapServer</el -->
Add, remove or comment out elements as needed.

Replace the text between the <el> and </el> tags with the server configuration
name. Example:

<el>MYntlmServer</el>
<el>MYldapServer</el>

<el>MYmsadServer</el>

Note: You must use the same server configuration name when you subsequently
define external authentication provider configurations.

6. To save your changes to the configuration file, select File > Save.

Configuring an NTLM Provider
You must modify the configuration file to support NTLM external authentication
providers, if you are implementing them.
» To define NTLM external authentication providers:
1. Locate the NTLM provider tags in the configuration file.
The NTLM tag is <ntlm name="ntlmAuth1”>.

2. Replace the name value to reflect the name of the external authentication
provider.

Remember that the string value must be inside quotation marks, and must be
identical to the name specified in the search order tag.

The following parameters can be set for each defined provider.
e trusted - The trust relationship of this provider
e domain - The NTLM domain against which to authenticate

e maxSize - Maximum allowable number of users or groups returned.
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e remoteServer - For authenticating from UNIX, or for multiple Windows
domains without trust relationships.

Note: If you support Hyperion applications only on Microsoft Windows
platforms, delete the content of the <remoteServer> tags, because their
configuration applies only to support for UNIX clients accessing information
stored in an NTLM provider.

e location - Location providing the remote RMI authentication for NT

Do not delete parameter values only. In the absence of values, defaults may be
used. To delete the impact of a parameter, comment it out, or delete the entire
tag set (from <> to </>).

Edit the provider definitions between the <trusted> and </trusted> tags.

If a provider is a trusted provider, leave the value true. A password is not
present or required in the user authentication token when the value is true.
Users still must log in with a user name and password, but the password is not
stored in the token.

If the specified provider is not a trusted provider, replace the value with false.
A password is required in the user authentication token when the value is false.

If the entire tag is deleted, the default value of true is used.

Edit the NTML provider definition between the <domain> and </domain>
tags.

The NTLM provider is responsible for operations on the specified domain.
When no value is supplied for the domain element, the NTLM provider
performs operations on all trusted domains.

Edit the user value between the <maxSize> and </maxSize> tags:

e Replace the generic value with the maximum number of entries that can
be returned in a query.

e If the entire tag is deleted, the default value of 100 is used. Do not delete
the tag values solely. Setting the value to O prevents rows from being
returned to the application.

If you are using the Hyperion Remote Authentication Module (HRAM), edit
the value between the <location> and </location> tags (nested in the
<remoteServer> and </remoteServer> tags) to indicate the URL of the
Hyperion Remote Authentication Module.

<remoteServer>
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<location>//host:1099/NTLMImpl</location>
</remoteServer>

If this step does not apply to you, delete the contents of the <remoteServer>
and </remoteServer> tags.

7. To save your changes to the configuration file, select File > Save.

Configuring an LDAP or MSAD Provider

You must modify the configuration file to support LDAP and MSAD external
authentication providers, if you are implementing them.
» To define LDAP and MSAD external authentication providers:
1. Locate the LDAP and MSAD provider tags in the configuration file.
The LDAP tag is <ldap name="1dapAuth1”’>.
The MSAD tag is <msad name="msadAuth1”>.

2. Replace the name value to reflect the name of the external authentication
provider.

Remember that the string value must be inside quotation marks and must be
identical to the name specified in the search order tag.

The following parameters can be set for each defined provider.

e trusted - The trust relationship of this provider

e url - Provider server identification

e userDN - (Optional) ID of user with directory access

e password - (Optional) Password of user with directory access

e authType - Authentication type

e authProtocol - (Optional) Authentication Protocol

e maxSize - Maximum allowable number of users or groups returned.
e identityAttribute - Attribute which specifies the users identity

e user - Attributes defining user aspects.
Note: loginAttribute is used to identify the users login name.

e group - Attributes defining group aspects.
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Do not delete parameter values only. In the absence of values, defaults may be
used. To delete the impact of a parameter, comment it out, or delete the entire
tag set (from <> to </>).

Edit the values between the <trusted> and </trusted> tags:

e If the specified provider is a trusted provider, leave the value true. A
password is not present or required in the user authentication token, when
the value is true.

e If the specified provider is not a trusted provider, replace the value with
false. A password is required in the user authentication token, when the
value is false.

e If the entire tag is deleted, the default value of true is used.
Edit the values between the <url> and </url> tags.

Replace the tag value with the URL of the external authentication provider
location. You must include the domain component attributes (DCs) in the
URL,; for example:

ldap://ldap server:389/DC=company,DC=com

Note: Ensure that there are no empty spaces in the URL.

Edit the values between the <usderDN> and </userDN> tags and between the
<password> and </password> tags:

e Replace the generic values with information from valid user account with
read-only access to the directory stores.

e If you want to provide anonymous access, delete both tag definitions. Do
not delete the tag values solely.

Edit the user values between the <maxSize> and </maxSize> tags:

Replace the generic value with the maximum number of entries that can be
returned in a query.

If the entire tag is deleted, the default value of 100 is used. Do not delete the
tag values solely. Setting the value to 0, enables a result set size of unlimited.
This is not advisable, as extremely large result sets quickly consume memory
allocations.

Edit the user <authProtocol> and </authProtocol> tags.

Hyperion Analyzer Release 7.0 Administrator's Guide



Configuring External Authentication

e Replace the generic value with additional security protocols you are using
to secure data transmission to and from the external authentication
provider.

e The only valid value for this tag is ssl.
e If you are not using Secure Sockets Layer, delete the tags completely.
8. If you are using Secure Sockets Layer, also complete the following tasks:
e On the directory server, ensure that a certificate is installed and available.

e Onthe Java Virtual Machine that runs your application, create a certificate
database if one does not exist.

e On the Java Virtual Machine that runs your application, trust the
Certificate Authority (CA) that issues the server certificate.

The security platform uses the LDAP service provider from SUN to
authenticate users stored externally in an LDAP-compatible directory. The
LDAP service provider runs on the Java Virtual Machine for your application.
When SSL is used as the secure medium to connect to the directory server, the
security platform LDAP service provider uses Java Secure Socket Extension
software for SSL support.

9. Edit the user values between the <identityAttribute> and
</identityAttribute> tags.

Replace the generic value with the unique identifier attribute of the directory.
The attribute may be the DN, or a custom attribute such as employee_ID.
When the identityAttribute tags are deleted the default value is dn.

10. Edit the user values between the <url> and </url> tags:

e Replace ou=People with the directory server branch that contains user
entries. For example (if users are stored in a directory named People):

<user>
<urls>ou=People</url>
</users>

e The user url property is relative to the URL specified for the provider. If
you want the provider to search the whole directory, delete the <url> and
</url> tags. Do not delete the tag values alone.

11. Edit the user values between the <loginAttribute> and </loginAttribute>
tags.
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12.

13.

14.

15.

Replace the generic value with the unique entry attribute of the directory. The
attribute may be part of the DN, such as cn or uid, or a custom attribute such
as employee_id. When the loginAttribute tags are deleted, the default is cn.

For example, if users use the common name attribute and are identified by cn=
UserName, the following syntax is used:

<users>
<loginAttribute>cn</loginAttributes>
</users>

The sample above is correct if all user names are identified by cn=UserName.

This example highlights a subset of the DN. However, the loginAttribute
property can instead refer to an attribute under the directory node for the user.
For example, loginAttribute can point to uid.

Edit the user values between the <fnAttribute> and </fnAttribute> tags.

Replace the generic value with the attribute associated with first-name entries
in the directory. If the <fnAttribute> </fnAttribute> tags and their contents are
deleted, the default value for the first-name attribute is givenname.

Edit the user values between the <snAttribute> and </snAttribute> tags.

Replace the generic value with the attribute associated with last-name entries
in the LDAP directory. If the <snAttribute></snAttribute> tags and their
contents are deleted, the default value for the last-name attribute is sn.

Edit the user values between the <emailAttribute> and </emailAttribute>
tags.

Replace the generic value with the attribute mapped to e-mail addresses that
is stored in your corporate directory.

If the <email Attribute> </email Attribute> tags and their contents are deleted,
the default value is mail.

Edit the user values between the <objectclass> and </objectclass> tags.

You may add <entry></entry> tags and values if your corporate directory
schema requires specialized object classes to describe users, and those object
classes are not present in the existing entries.

The default user object classes for LDAP are person, organizationalPerson,
and inetOrgPerson.

The default user object classes for Active Directory are person,
organizationalPerson, and user.
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16. Edit the group values between the <url> and </url> tags.

Replace ou=Groups with the directory server branch that contains group
entries. For example (if users are stored in a directory named Groups):
<group>

<url>ou=Groups</urls>
</group>

The user url property is relative to the URL specified for the provider. If you
want the provider to search the whole directory, delete the <url></url> tags.
Do not delete the tag values solely.

17. Edit the group values between the <nameA ttribute> and </nameAttribute>
tags.

Replace the generic value with the attribute in the corporate directory through
which a group entry can be discovered. The default value is cn if the
<nameAttribute> section is deleted.

For example (if group names containing the relevant user entries are using the
Common Name attribute):

<group>
<nameAttributescn</nameAttributes>
</group>

18. Edit the group values between the <objectclass> and </objectclass> tags.

You may add <entry></entry> tags and values if your corporate directory
schema requires specialized object classes to describe groups, and those object
classes are not present in the existing entries.

The default group object classes for LDAP are
groupofuniquenames?uniquemember and groupOfNames?member.

The default group object class for Active Directory is group?member.

For additional entries you make, the <entry> tag values must be of the format
ObjectClassName?AttributeName

For example: where group is the name of the objectClass and member is the
attribute that holds the distinguished Name of the member of this group.

<group>
<entry>group?member</entry>
</group>

19. To save your changes to the configuration file, select File > Save.

Hyperion Analyzer Release 7.0 Administrator’s Guide W 47



Managing Security and Access

Configuring Token Timeout

When an externally authenticated user logs in to a Hyperion application, a token is
generated to contain the logon credentials. You can configure the token to expire
after a specified number of minutes instead of the default of 480 minutes.

» To define the length of time a token remains valid:

1.
2.

Locate the <token> tag in the configuration file.

Enter the number of minutes required to pass before a user is prompted to
authenticate again between the <timeout> and </timeout> tags, as in this
example:

<timeout>60</timeout>

To save your changes to the configuration file, select File > Save.

Configuring Preferred Logging Priority

» To configure the error level setting for applications supporting external
authentication:

1.
2.
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Locate the <logger> tag in the configuration file.

Edit the values between the <priority> and </priority> tags to specify the
level of authentication-related error messages that you want the application to
log.

The following values are cumulative and include the error messages of the
subordinate error levels.

e DEBUG - Include all information for the purposes of debugging.
e INFO - Include status information for select operations and requests.

e WARN - Include only cautionary information for select operations and
requests.

e ERROR - Include only errors pertaining to failed operations and requests.
e FATAL - Include only errors that result in disconnection.

To save your changes to the configuration file, select File > Save.
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Configuring for SiteMinder Single Sign-On

» To enable single sign-on to web-based Hyperion applications through SiteMinder:

1. Locate the end of the configuration file, after the <logger></logger> section
but before the line containing </css>.

2. Add the following information (indicated by bold) to The Security Agent
configuration is applicable only to web-based Hyperion applications.

<logger>
<priority>FATAL</prioritys>
</loggers>
<securityAgent name="NETEGRITY"/>
</css>

To save your changes to the configuration file, select File > Save.

The SiteMinder administrator must also configure a "response” that adds a
custom HTTP header. This HTTP header makes a login name available to
Hyperion application web resources. The header must include the parameter
HYPLOGIN, and the value of the login name of the authenticated user.

For example, if you use an LDAP directory and cn is the login name attribute
in the configuration file, then the HYPLOGIN header should carry the cn value
of the LDAP authenticated user. SiteMinder administrators can also configure
the header to SM_USERLOGINNAME, the user ID specified by the user during

log on.

For more information, see the "Responses and Response Groups" section of
the Netegrity Policy Design Guide.

5. Because all implementations do not use Web Access Management Solutions
such as Netegrity SiteMinder, you must edit the Analyzer.jsp and the
Administrator.jsp files. Two jsp parameters have been commented out in each
file, and must be uncommented before SiteMinder can be used. Search for the
following parameters, remove only the comment marks (<%-- and --%>), and
save the jsp files.

<%-- <param name = securityAgentToken value ="<%=
com.hyperion.analyzer.utils.general.HYAURLParamHandler.g
etSecurityAgentTokenParam(request, application) %>"> --%>

<%-- <param name = siteMinderSession value ="<%=
com.hyperion.analyzer.utils.general.HYAURLParamHandler.g
etSiteMinderSession(request, response) %>"> --%>
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Copying Archives to the Application Server JRE

» Copy the following Java Cryptography Extension (JCE) archives from the
. .\hyperion\analyzer\css directory to the application server Java Runtime
Environment \1ib\ext directory:

jcel 2 2.jar
local policy.jar
sunjce provider.jar

US_export policy.jar

Note: If these files already exist at this location, do not overwrite them.

Restarting the Application Server

» To reflect changes to the CssConfig.xml file, stop and restart the application server.

Specifying the Configuration File Location

Because paths for supported application servers vary, you must specify the path to
the edited CssConfig.xml file.

» To specify the CssConfig.xml file path:

1.
2.

Launch Hyperion Analyzer Administration Tools.
Select Edit > Authentication Services.

The Authentication Services dialog box is displayed. It features a General tab
and three authentication method tabs.

Select the General tab.

Notice that inside the Select Domain Types group that the Analyzer check box
is selected. Notice also that the checkbox is not selectable. This ensures that
Analyzer authentication is always available.

The Essbase check box may or may not be selected, depending on your
implementation.

Select the External check box.

This selection enables the External tab.
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5. Select a default domain type by clicking an option button in the Default
Domain Type group.

e If you want external authentication to serve as the default authentication
domain, click the External option button in the Default Domain Type
group. This sets external authentication as the default in the Login dialog
box. You must also specify the a default authentication server on the
External tab.

e If you want Analyzer to serve as the default authentication domain, click
the Analyzer option button.

Select the External tab.
Click the Set Configuration File button.
The External Authentication dialog box is displayed.

8. Enter the fully qualified path to the edited CssConfig.xml file that you
copied to the . . \hyperion\analyzer\conf application server directory.

9. Click OK.
The specified path is displayed in the External tab Configuration File field.

10. From the Default Domain Server drop down list box, select an external
authentication server as the default.

This setting, in conjunction with the Default Domain Type selection on the
General tab, sets a specific external authentication provider as the default in
the Login dialog box.

Note: This procedure is completed, but do not close the Authentication Services dialog
box yet. Keep it open for the next procedure.

Mapping Groups to User Groups

Externally authenticated users must be mapped to Hyperion Analyzer user groups
so that Hyperion Analyzer can appropriately control use and access to the
repository.

» To map defined directory server groups to Hyperion Analyzer groups, perform the
following steps:

1. On the External tab of the Authentication Services dialog box, select an
external authentication provider from the Group Mappings Server Name drop
down list box.
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This selection points the Group Mappings table to the external authentication
providers specified by the CssConfig.xml file.

The directory server groups for the specified provider display on the left side
of the table.

2. Take one of the following actions:

e Click the Mapped Analyzer Groups cell to the right of a Directory
Server Groups cell, and select a defined Hyperion Analyzer user group
from the drop-down list box.

e Right-click the Mapped Analyzer Groups cell to the right of a Directory
Server Groups cell, and select Map to Group and a defined Hyperion
Analyzer group.

Your selection is displayed in the Mapped Analyzer Groups cell.

3. Repeat steps 1 and 2 until every directory server group is mapped to a
Hyperion Analyzer user group.

4. If applicable, click the Group Mappings Server Name drop-down list box,
select a different external authentication provider, and repeat steps 1 through
3.

5. When all groups for all external authentication providers have been mapped to
Hyperion Analyzer user groups, click OK.

Secure Socket Layer

Hyperion Analyzer supports the SSL 3.0 security protocol. The SSL record
protocol encapsulates other protocols that enable client-server authentication and
establish encrypted data transfer.
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Administration Tools
Overview

This chapter discusses the following topics:

e Hyperion Analyzer Administration Tools Interface
e Application Window Title Bar

e Menu Bar

e Navigation Panel

e Management Panel

e Log Panel

e Managing Roles

e Assigning Roles to Users

e Removing Roles from Users

e Assigning Roles to User Groups

Hyperion Analyzer Administration Tools
Interface

The Administration Tools interface is composed of the following components:
e Application Window Title Bar

e Menu Bar

e Navigation Panel

e Management Panel

e Log Panel
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Application Window Title Bar

The application window contains all interface components. It features a title bar
with Minimize, Restore and Close buttons. The title bar displays the current
application name and features a right-click menu.

Menu Bar

The Menu bar is directly below the Application Window Title bar. The menu bar
organizes and provides access to principal Administration Tools tasks.

Table 1: Administration Tools Menu Bar

Command | Sub-menu Description
File
Login/Logout Connects to or disconnects
from the Hyperion Analyzer
repository.
Search...

Search Next

Import Imports an aru XML file to
automate the creation and
deletion of Hyperion Analyzer
users, user groups, and
database connections.

Export Exports Hyperion Analyzer
users, user groups, and
database connections to an an

aru XML file.
New
User Creates an empty user profile.
User Group Creates an empty user group
profile.
Hyperion Essbase Database Creates a new Essbase
Connection database connection.
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Table 1: Administration Tools Menu Bar

Command Sub-menu

Description

Hyperion Financial
Management Database
Connection

Creates a new Hyperion
Financial Management
Database Connection.

Relational Database Connection

Creates a new relational
database connection.

Exit

Quits the Administration Tools
applet.

Edit

Authentication Services...

Displays the Authentication
Services dialog box, enabling
you to specify authentication
methods and parameters.

Hyperion Hub...

Displays the Hyperion Hub
dialog box, enabling you to
configure a Hyperion Hub
server to work with Hyperion
Analzyer.

Directory Protocol...

Displays the Directory
Protocol dialog box, enabling
you to register integrated
Hyperion applications and
tools with the Hyperion Hub
server. Registration of this
kind supports Related Content
functionality.

Mail Server

Displays the Mail Server
dialog box, enabling you to
specify a mail server for
e-mail functionality.

Help

About Hyperion Analyzer

Displays the Hyperion
Analyzer About dialog box
that provides licensing and
verioning information.
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Table 1: Administration Tools Menu Bar

Command | Sub-menu Description

Contents and Index Displays Hyperion Analyzer
Administration Tools Online
Help (this guide).

Hyperion on the Web Opens a Web browser and
displays the Hyperion Web
site.

Information Map Displays the Hyperion
Analyzer Information Map,
containing links to the entire
Hyperion Analyzer
documentation set.

Navigation Panel

The navigation panel, on the left side of the Administration Tools interface,
features and interactive array of folders. Folders are node trees that organize and
control the following repository information:

e Users

e Roles

e User Groups

e Database Connections

e Report Groups

» To expand and collapse folder node trees, double click the folder icon or name.

A\

To create a new node in a folder, right-click the folder and select New.
» To refresh the navigation panel display, right-click a folder and select Refresh.

Nodes

Each folder contains nodes corresponding to repository information. The
Management panel, to the right, always displays an editing interface for the
currently selected node.
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» To select a node, click the node name.

A\

To delete a node, right-click the node name and select Delete.

» To refresh the navigation panel display, right-click a folder and select Refresh.
User nodes contain two additional options:

» To set user preferences for a specific user, right-click the user node and select User
Preferences.

» To copy a user profile, right-click the user node and select Clone User.

Cloning user profiles expedites the process of creating new users with identical
properties.

Default Nodes

In the Roles folder there are four default roles:

e Administrator

e Information Consumer

e Interactive User

e Power User

For more information, see “Managing Roles” on page 59.

In the User Groups folder there is a default Administrators user group node.

In the User folder there is a default Administrator node.

Note: Hyperion Analyzer is delivered with a defined user ID, Administrator, and
password, password. If you edit the Administrator user profile, do not forget the
Administrator password. Loss of the Administrator password prevents administration
until another user with an Administrator role privileges resets the password. For more
information, see “Lockout Recovery” on page 28.

Searching for Nodes

In large implementations, you may find it easier to search for specific nodes, than
to locate them manually.
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» To search for a specific node:

1.
2.

o g oW

Start Hyperion Analyzer Administration Tools.

From the Menu bar select File > Search.

The Search dialog box is displayed.

Enter a search text string in the Find text box.

Select node type checkboxes in the Search for group box.
Select a search option from the Option option button group.
Click OK.

The search engine locates the first node that satisfies the search criteria, makes
it the current node and displays the corresponding Management panel. When
no node fulfills the search criteria, the Search Results message box is
displayed, saying “No Items Found.”

To continue searching using the same search criteria, select File > Search
Next.

Table 2: Administration Tools Search Dialog Box

Search Criteria | Option Description
Find The text string for the search function.
Search for...
User Searches user nodes.
Database Searches database connection nodes.
User Group Searches user group nodes.
Report Group Searches report group nodes.
Option
Whole Searches for the whole member name or
alias.
Substring Searches for the first, last, or middle
part of the member, in the order entered
in the member text box.
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Table 2: Administration Tools Search Dialog Box

Search Criteria | Option Description
Beginning Searches for the start of the member
string.
Ending Searches for the end of the member
string.

Management Panel

The Management Panel is on the right side of the Administration Tools interface.
It is context-sensitive to the currently selected node, and features tab groups that
organize node properties.

Log Panel

The Log Panel, at the bottom of the Administration Tools interface, displays
client-server communication messages between the Administration Tools client
and the Hyperion Analyzer Analysis Server.

Managing Roles

Use of Hyperion Analyzer is controlled by Roles. Roles give or withhold
permission to perform Hyperion Analyzer tasks.

Roles can be assigned to both users and user groups, and the resulting permissions
are cumulative. The following conventions indicate the source of the role and its
permissions:

e Bolded roles have been assiged directly to both the user, and to a user group
to which it belongs.

e [talicized roles have been assigned indirectly through a user group profile.

e Plain Text roles have been assigned directly to the user profile only.

Permissions

Three kinds of permission can be assigned to a role:
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Object Type Permissions - Object type permissions enable users to manipulate all
objects of a particualar type: report, report group, database connection, user, user
group, or role. Object type permissions can be assigned independently of one
another.

Instance Permissions - Instance permissions enable user to manipulate specific
named objects. Administrators can assign Read, Write, Delete and Create
permissions to specific report groups for each user, for example.

Interface-based Permissions - Interface-based permissions enable or disable
Hyperion Analyzer functionality. Administrators can grant or restrict use of the
following functionality:

e Analysis Tools

e (Calculations

e Cube Navigator

e Custom Report Designer
e Dimension Browser

e Edit Data mode

e Personal Variables

e Point of View

e Restrict Data

e Retrieve Only Top/Bottom
e Save/Save As

e Select Database Connection and Connections User Preferences
e Show Hide Only

e Sorting

e Traffic Lighting

e User Preferences
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Hyperion Analyzer is delivered with four predefined roles:

Table 3: Default Roles and Permissions

Managing Roles

Permission
Role Type Value Permission
Information
Consumer
Object Reports Read Only
Report Groups Read Only
Instance None
Interface-based | Custom Report Designer | Disabled
New
Save/Save As
Interactive User
Object Reports ReadOnly
Report Groups Read Only
Database Connections Read Only
Instance User ID-created Read
Write
Delete
Create
Interface-based | Custom Report Designer | Disabled
Power User
Object Reports Read
Report Groups Write
Database Connections Delete
Create
Instance Power User-created
Interface-based No restrictions
Administrator
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Table 3: Default Roles and Permissions

Permission
Role Type Value Permission
Object No restrictions Read
Write
Delete
Create
Instance Administrator-created
Interface-based No restrictions

Assigning Roles to Users

» To assign a role to a specific user or users:

1.
2.
3.

Start the Hyperion Analyzer Administration Tools client.
Expand the Roles folder node tree by clicking the plus sign (+).
Select a role node.

The Management Panel displays the role’s tab group.

Click the Users tab.

The Users tab features an Available and an Assigned panel.

Do one of the following actions:

e Click a user name in the Available panel.

e To select multiple users in a series in the Available panel, press shift and
click the first user name in the series, and the last user name in the series.
The first user name, the last user name and all user names in between are
highlighted and selected.

e Press Ctrl and click to select multiple users in the Available panel. Only
the highlighted user names are selected.

Click the right green arrow, to move the selection to the Assigned panel.
Click Apply.

Roles have not been assigned until the Apply button is clicked and the Log
panel confirms success.
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Removing Roles from Users

» To remove a role from a specific user or users:
1. Start the Hyperion Analyzer Administration Tools client.
2. Expand the Roles folder node tree by clicking the plus sign (+).
3. Select a role node.
The Management Panel displays the role’s tab group.
4. Click the Users tab.
The Users tab features an Available and an Assigned panel.
5. Do one of the following actions:
e Click a user name in the Assigned panel.

e To select multiple users in a series in the Assigned panel, press shift and
click the first user name in the series, and the last user name in the series.
The first user name, the last user name and all user names in between are
highlighted and selected.

e Press Ctrl and click to select multiple users in the Assigned panel. Only
the highlighted user names are selected.

Click the left green arrow, to move the selection back to the Available panel.
Click Apply.

Roles have not been removed until the Apply button is clicked and the Log
panel confirms success.

Assigning Roles to User Groups

» To assign a role to a user group:
1. Start the Hyperion Analyzer Administration Tools client.
2. Expand the Roles folder node tree by clicking the plus sign (+).
3. Select a role node.
The Management Panel displays the role’s tab group.
4. Click the User Groups tab.

The Users Groups tab features an Available and an Assigned panel.
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5. Do one of the following actions:
e Click a user group name in the Available panel.

e To select multiple user groups in a series in the Available panel, Press
shift and click the first usergroup name in the series, and the last user
group name in the series. The first user group name, the last user group
name and all user group names in between are highlighted and selected.

e Press Ctrl and click to select multiple user groups in the Available panel.
Only the highlighted user names are selected.

Click the right green arrow, to move the selection to the Assigned panel.
Click Apply.

Roles have not been assigned until the Apply button is clicked and the Log
panel confirms success.
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Chapter Managing Users

This chapter discusses the following topics:
e Creating Users

e Editing Users

e Deleting Users

e Assigning Users Roles

e Assigning Users to User Groups

e Assigning Database Connections to Users
e Assigning Report Groups to Users

e Assigning User Preferences to Users

User Profiles

User profiles are created for every Hyperion Analyzer user. Anyone with
permission can create user profiles and use them to do the following tasks:

e Transparently process multiple database log ons
e Define groups of users
e Expedite report group distributions

e Coordinate User Preferences
Naming Conventions

Hyperion Analyzer user profiles now support the period (.), the underscore (_) and
the at sign (@), so that e-mail addresses can be used as user names and user IDs.
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User IDs with spaces () cannot be defined in Hyperion Analyzer, but user IDs
defined previously in Hyperion Essbase and Hyperion Financial Management that
have spaces will be recognized by Hyperion Analyzer.

Creating Users

Users with privileges have two options for creating new user profiles with
Administration Tools:

e Creating New Users from scratch

e Cloning New Users from existing user profiles

User Profile Creation and Authentication

Hyperion Analyzer user profiles are used by the Analyzer authentication method.
Hyperion Analyzer user profiles are also created from Essbase authentication users
and externally authentication users, when they first log on to Hyperion Analyzer.
Roles and permissions for Essbase authenticated and externally authenticated
users are determined first, by the user groups to which users belong.

Note: Please note that when Essbase authentication and external authentication are
disabled, or when Essbase authenticated users and externally authenticated users are
deleted from external repositories, the Hyperion Analyzer user profiles created for these
users persist. There is no substitute for user management using Administration Tools.

Hyperion Analyzer Batch Import/Export Utility via API Toolkit

The new batch import/export utility enables administrators to import reports,
report groups, user IDs, point of view definitions and personal variable definitions.
For more information, see the Hyperion Analyzer API Toolkit Developer’s Guide.

Creating New Users

» To create a new user from scratch:
1. Start Hyperion Analyzer Administration Tools
2. Do one of the following tasks:
e Right-click the Users folder and select New User.

e From the Menu bar, select File > New > User.
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An empty user profile is displayed in the Management panel. The General tab
is displayed by default.

Enter the user’s full name in the Name text area.
Enter the user ID in the User ID text area.
Enter a password in the Password text area.

Enter the same password in the Confirm Password text area.

N o o s

Optional: To prompt the user to change their password when they next log on,
click the corresponding check box.

Administrators have the option of completing additional tasks before clicking
the Apply button.

e Assigning Users Roles
e Assigning Users to User Groups
e Assigning Database Connections to Users
e Assigning Report Groups to Users
e Assigning User Preferences to Users
8. Click the Apply button.

A user profile has not been created until the Apply button has been clicked and
the Log panel confirms success.

Cloning New Users

» To clone a new user from an existing user:
1. Start Hyperion Analyzer Administration Tools
2. To expand the Users folder node tree, click the Users plus sign (+).
3. Right-click a user node to duplicate and select Clone User.

An empty user profile is displayed in the Management panel. The General tab
is displayed by default, but the other tabs contain the same properties as the
selected user node.

Enter the user’s full name in the Name text area.
Enter the user ID in the User ID text area.

Enter a password in the Password text area.
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Enter the same password in the Confirm Password text area.

Optional: To prompt the user to change their password when they next log on,
click the corresponding check box.

Administrators have the option of completing additional tasks before clicking
the Apply button.

e Assigning Users Roles
e Assigning Users to User Groups
e Assigning Database Connections to Users
e Assigning Report Groups to Users
e Assigning User Preferences to Users
9. Click the Apply button.

A user profile has not been created until the Apply button has been clicked and
the Log panel confirms success.

Editing Users

Users with privileges can change user profiles as needed.

» To edit an existing user profile:
1. Start Hyperion Analyzer Administration Tools
2. To expand the Users folder node tree, click the Users plus sign (+).
3. Select a user node.

The user profile is displayed in the Management panel. There are five tabs:
General, User Groups, Report Groups, Databases, and Roles.

Click the General tab to make it current.

Enter the user’s full name in the Name text area.
Enter the user ID in the User ID text area.

Enter a password in the Password text area.

Enter the same password in the Confirm Password text area.

© ® N o a &

Optional: To prompt the user to change their password when they next log on,
click the corresponding check box.
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Administrators have the option of completing additional tasks before clicking
the Apply button.

e Assigning Users Roles
e Assigning Users to User Groups
e Assigning Database Connections to Users
e Assigning Report Groups to Users
e Assigning User Preferences to Users
10. Click the Apply button.

A user profile has not been created until the Apply button has been clicked and
the Log panel confirms success.

Deleting Users

Users with privileges can delete user profiles as needed. After it has been deleted,
a user profile cannot be recovered.
» To delete a user profile:
1. Start Hyperion Analyzer Administration Tools
2. To expand the Users folder node tree, click the Users plus sign (+).
3. Right-click a user node to delete, and select Delete User.

The Delete User dialog box is displayed and requires that you confirm deletion
of the user profile.

4. Click OK to delete the user profile.

The user profile is deleted and the Log panel reports user ID deletion.

Assigning Users Roles

For more information on roles and role conventions, see “Managing Roles” on
page 59.
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» To assign a role to a user:

1.
2.

Expand the Users folder node tree by clicking the plus sign (+).
Select a user node.

The Management Panel displays the user’s tab group.

Click the Roles tab.

The Roles tab features an Available and an Assigned panel.

Do one of the following actions:

e Click arole in the Available panel.

e To select multiple roles in a series in the Available panel, press shift and
click the first role in the series, and the last role in the series. The first role,
the last role and all roles in between are highlighted and selected.

e Press Ctrl and click to select multiple roles in the Available panel. Only
the highlighted roles are selected.

Click the right green arrow, to move the selection to the Assigned panel.

Roles can be assigned to both users and user groups, and the resulting
permissions are cumulative. The following conventions indicate the source of
the role and its permissions:

e Bolded roles have been assiged directly to both the user, and to a user
group to which it belongs.

e [talicized roles have been assigned indirectly through a user group profile.
e Plain Text roles have been assigned directly to the user profile only.

Note therefore, that to control all access to Hyperion Analyzer both user roles
and user group roles must be edited. For more information, see “Assigning
Roles to User Groups” on page 63.

Click Apply.

Roles have not been assigned until the Apply button is clicked and the Log
panel confirms success.

Assigning Users to User Groups

Users with privileges can assign users to user groups, using both the Users node
tree and the User Groups node tree.

700
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» To assign user group membership to a user:

1.
2.

Expand the Users folder node tree by clicking the plus sign (+).
Select a user node.

The Management Panel displays the user’s tab group.

Click the User Groups tab.

The User Groups tab features an Available and an Assigned panel.
Do one of the following actions:

e Click a user group name in the Available panel.

e To select multiple user group names in a series in the Available panel,
press shift and click the first user group name in the series, and the last
user group name in the series. The first user group name, the last user
group name and all user group names in between are highlighted and
selected.

e Press Ctrl and click to select multiple user group names in the Available
panel. Only the highlighted user group names are selected.

Click the right green arrow, to move the selection to the Assigned panel.
Click Apply.

User group membership has not been assigned until the Apply button is
clicked and the Log panel confirms success.

Assigning Database Connections to Users

Users with privileges can assign database connections to users, using both the
Users node tree and the Databases node tree.

» To assign a database connection to a user:

1.
2.

Expand the Users folder node tree by clicking the plus sign (+).
Select a user node.

The Management Panel displays the user’s tab group.

Click the Databases tab.

The Databases tab features an Available and an Assigned panel.
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Do one of the following actions:
e Click a database connection name in the Available panel.

e To select multiple database connection names in a series in the Available
panel, press shift and click the first database connection name in the
series, and the last database connection name in the series. The first
database connection name, the last database connection name and all
database connection names in between are highlighted and selected.

e Press Ctrl and click to select multiple database connection names in the
Available panel. Only the highlighted database connection names are
selected.

Click the right green arrow, to move the selection to the Assigned panel.

Administrators have the option of completing additional tasks before clicking
the Apply button.

Optional: To set an alias table for a selected Assigned database connection,
click the Set Alias button. The Set Alias Table dialog box is displayed,
prompting the user to select the alias table from the drop down list box and
click OK.

Optional: To specify the login method used when the current user connects to
the database, perform one of the following tasks:

o Select the Use Analyzer Login option button. This option will attempt to
connect to the database connection using the user ID and password
specified on the General tab.

e Select the Prompt for Login option button. This option will prompt the
user to enter a valid user ID and password, before connecting to the
database.

e Select the Define Login option button. This option displays the Login
Information dialog box, enabling you to enter a valid user ID and
password for the database connection, if it varies from the Analyzer Login
parameters.

Optional: To change the login parameters used by the Define Login option
button, click the Change Login button and enter new parameter values.

Click Apply.

Database Connections have not been assigned until the Apply button is clicked
and the Log panel confirms success.
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Assigning Report Groups to Users

Users with privileges can assign report group access to users, using both the Users
node tree and the Report Groups node tree. For more information, see .

» To define report group access to a user:

1.
2.

Expand the Users folder node tree by clicking the plus sign (+).
Select a user node.

The Management Panel displays the user’s tab group.

Click the Report Groups tab.

The Report Groups tab features an Available and an Assigned panel.
Do one of the following actions:

e Click a report group name in the Available panel.

e To select multiple report group names in a series in the Available panel,
press shift and click the first report group name in the series, and the last
report group name in the series. The first report group name, the last
report group name and all report group names in between are highlighted
and selected.

e Press Ctrl and click to select multiple report group names in the Available
panel. Only the highlighted report group names are selected.

Optional: You can set instance permissions for the entire selection by clicking
one of the option buttons in the Permissions group box: Read, Update, Delete,
and Owner.

If no option is elected the user receives Read Only access by default. Note that
previous permission elections stay with each report group as they are moved
back and forth between the Available and Assigned panels.

Click the right green arrow, to move the selection to the Assigned panel.
Click Apply.

Report group access is not assigned until the Apply button is clicked and the
Log panel confirms success.
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Administrators can customize the Hyperion Analyzer display and behavior using
user preferences. These settings are saved as user profile properties, and can be
customized for each user. Users can subsequently fine-tune their own user
preferences using the Hyperion Analyzer Java Web Client.

For a complete description of user preferences, see Appendix D, “User
Preferences”.

User Preferences and Formatting Options

There are identical formatting options and user preferences. User preferences are
global settings applied to all new reports. User Preferences, however, can be
overridden by database connection formatting and report-based formatting.

Order of Formatting Precedence
1. Formatting options saved with reports
2. Formatting options saved with the database connection

3. Formatting options specified in the User Preferences dialog box

Note: Some user preferences may take effect only when reports are reloaded.

Accessing User Preferences

To display the User Preferences dialog box using Administration Tools, right-click
a user node and select User Preferences.

Editing User Preferences

To edit user preferences, navigate using the navigation panel links and tabs, set
parameters, click Apply, and then OK.
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This chapter discusses the following topics:

Creating Users Groups

Editing Users Groups

Deleting Users Groups

Assigning Users Groups Roles

Assigning Users to User Groups

Assigning Database Connections to Users Groups

Assigning Report Groups to User Groups

User Group Profiles

User groups are used to manage users collectively. User groups also expedite the
distribution and control of Hyperion Analyzer content.

Naming Conventions

Hyperion Analyzer user group profiles now support the period (.), the underscore
(L) and the at sign (@), so that e-mail addresses can be used as user group names.

Creating Users Groups

» To create a new user group:

1.
2.

Start Hyperion Analyzer Administration Tools

Do one of the following tasks:
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e Right-click the User Groups folder and select New User Group.
e From the Menu bar, select File > New > User Group.

An empty user group profile is displayed in the Management panel. The
General tab is displayed by default.

Enter a user group name in the Name text area.
Optional: Enter a description in the Description text area.

Administrators have the option of completing additional tasks before clicking
the Apply button.

e Assigning Users to User Groups

e Assigning Report Groups to User Groups

e Assigning Database Connections to Users Groups
e Assigning Users Groups Roles

Click the Apply button.

A user group profile has not been created until the Apply button has been
clicked and the Log panel confirms success.

Editing Users Groups

Users with privileges can change user profiles as needed.
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To edit an existing user profile:

1.
2.

Start Hyperion Analyzer Administration Tools

To expand the User Groups folder node tree, click the User Groups plus sign
().
Select a user group node.

The user group profile is displayed in the Management panel. There are five
tabs: General, Users, Report Groups, Databases, and Roles.

Click the General tab to make it current.
Enter a new user group name in the Name text area.

Administrators have the option of completing additional tasks before clicking
the Apply button.
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e Assigning Users to User Groups
e Assigning Report Groups to User Groups
e Assigning Database Connections to Users Groups
e Assigning Users Groups Roles
6. Click the Apply button.

A user group profile has not been created until the Apply button has been
clicked and the Log panel confirms success.

Deleting Users Groups

Users with privileges can delete user group profiles as needed. After it has been
deleted, a user group cannot be recovered.

» To delete a user group:
1. Start Hyperion Analyzer Administration Tools

2. To expand the User Groups folder node tree, click the User Groups plus sign
(+).
3. Right-click a user group node to delete, and select Delete User Group.

The Delete User Group dialog box is displayed and requires that you confirm
deletion of the user group.

4. Click OK to delete the user group.

The user group is deleted and the Log panel reports user group deletion.

Assigning Users Groups Roles

For more information on roles and role conventions, see “Managing Roles” on
page 59.
» To assign a role to a user group:
1. Expand the User Groups folder node tree by clicking the plus sign (+).
2. Select a user group node.

The Management Panel displays the user group’s tab group.
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3. Click the Roles tab.

The Roles tab features an Available and an Assigned panel.
4. Do one of the following actions:

e Click arole in the Available panel.

e To select multiple roles in a series in the Available panel, press shift and
click the first role in the series, and the last role in the series. The first role,
the last role and all roles in between are highlighted and selected.

e Press Ctrl and click to select multiple roles in the Available panel. Only
the highlighted roles are selected.

5. Click the right green arrow, to move the selection to the Assigned panel.

Roles can be assigned to both users and user groups, and the resulting
permissions are cumulative. The following conventions indicate the source of
the role and its permissions:

e Bolded roles have been assiged directly to both the user, and to a user
group to which it belongs.

e [talicized roles have been assigned indirectly through a user group profile.
e Plain Text roles have been assigned directly to the user profile only.

Note therefore, that to control all access to Hyperion Analyzer both user roles
and user group roles must be edited. For more information, see “Assigning
Roles to User Groups” on page 63.

6. Click Apply.

Roles have not been assigned until the Apply button is clicked and the Log
panel confirms success.

Assigning Users to User Groups

Users with privileges can assign users to user groups, using both the Users node
tree and the User Groups node tree.

» To assign users to a user group:
1. Expand the User Groups folder node tree by clicking the plus sign (+).

2. Select a user group node.
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The Management Panel displays the user group’s tab group.
Click the Users tab.

The Users tab features an Available and an Assigned panel.
Do one of the following actions:

e Click a user name in the Available panel.

e To select multiple user names in a series in the Available panel, press shift
and click the first user name in the series, and the last user name in the
series. The first user name, the last user name and all user names in
between are highlighted and selected.

e Press Ctrl and click to select multiple user names in the Available panel.
Only the highlighted user names are selected.

Click the right green arrow, to move the selection to the Assigned panel.
Click Apply.

User group membership has not been assigned until the Apply button is
clicked and the Log panel confirms success.

Assigning Database Connections to Users

Groups

Users with privileges can assign database connections to user groups, using both
the User Groups node tree and the Databases node tree.

» To assign a database connection to a user group:

1.
2.

Expand the User Groups folder node tree by clicking the plus sign (+).
Select a user group node.

The Management Panel displays the user group’s tab group.

Click the Databases tab.

The Databases tab features an Available and an Assigned panel.

Do one of the following actions:

e (Click a database connection name in the Available panel.
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e To select multiple database connection names in a series in the Available
panel, press shift and click the first database connection name in the
series, and the last database connection name in the series. The first
database connection name, the last database connection name and all
database connection names in between are highlighted and selected.

e Press Ctrl and click to select multiple database connection names in the
Available panel. Only the highlighted database connection names are
selected.

Click the right green arrow, to move the selection to the Assigned panel.

Because alias tables and user preferences are related, you cannot set alias

tables for user groups. To enable diverse login methods, user group members
are prompted to enter a valid user ID and password, before they connecting to
the database, but alternate login methods can be specified in the user profile.

Click Apply.

Database Connections have not been assigned until the Apply button is clicked
and the Log panel confirms success.

Assigning Report Groups to User Groups

Users with privileges can assign report group access to user groups, using both the
User Groups node tree and the Report Groups node tree.
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To define report group access for a user group:

1.
2.

Expand the User Groups folder node tree by clicking the plus sign (+).
Select a user group node.

The Management Panel displays the user group’s tab group.

Click the Report Groups tab.

The Report Groups tab features an Available and an Assigned panel.
Do one of the following actions:

e Click a report group name in the Available panel.
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e To select multiple report group names in a series in the Available panel,
press shift and click the first report group name in the series, and the last
report group name in the series. The first report group name, the last
report group name and all report group names in between are highlighted
and selected.

e Press Ctrl and click to select multiple report group names in the Available
panel. Only the highlighted report group names are selected.

5. Optional: You can set instance permissions for the entire selection by clicking
one of the option buttons in the Permissions group box: Read, Update, and
Delete.

Note: User groups cannot be assigned create privileges, or Owner permisisons.

If no option is elected the user receives Read Only access by default. Note that
previous permission elections stay with each report group as they are moved
back and forth between the Available and Assigned panels.

Click the right green arrow, to move the selection to the Assigned panel.
Click Apply.

Report group access is not assigned until the Apply button is clicked and the
Log panel confirms success.
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Managing Report Groups

This chapter discusses the following topics:

e Creating Report Groups

e Deleting Report Groups

e Assigning Users Report Group Access

e Assigning User Groups Report Group Access

e Reviewing a list of Reports in a Report Group

Report Groups

Report groups commonly contain reports relating to a single subject or common
analytical purpose. Report groups coordinate information, enable specific
distributions, and enable frequently updated reports to be located easily. Report
groups have properties governing their display and use.

Creating Report Groups

» To create a new report group:
1. Start Hyperion Analyzer Administration Tools
2. Do one of the following tasks:
e Right-click the Report Groups folder and select New Report Group.
e From the Menu bar, select File > New > Report Group.

An empty report group profile is displayed in the Management panel. The
General tab is displayed by default. Notice that the General tab is similar to
the Report Group Properties dialog box in the Java Web Client.
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3.
4,

Enter a report group name in the Name text area.

Optional: To hide the report group icon from the desktop, clear the Show on
Desktop check box, or to display the report group icon on the desktop, select
the Show on Desktop check box.

Optional: To change the report group icon graphic, click the Select Graphic
button, navigate to a JPG or GIF file and then click OK.

Note: If no report group icon graphic is specified a generic Hyperion Analyzer
graphic is used.

Administrators have the option of completing additional tasks before clicking
the Apply button.

e Assigning Users Report Group Access

e Assigning User Groups Report Group Access

e Reviewing a list of Reports in a Report Group

Click the Apply button.

A report group has not been created until the Apply button has been clicked
and the Log panel confirms success.

Deleting Report Groups

Users with privileges can delete report group as needed. After deletion, report
groups cannot be recovered.
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» To delete a report group:

1.
2.

Start Hyperion Analyzer Administration Tools

To expand the Report Groups folder node tree, click the Report Groups plus
sign (+).

Right-click a report group node to delete, and select Delete Report Group.

The Delete User Group dialog box is displayed and requires that you confirm
deletion of the report group.

Click OK to delete the report group.

The report group is deleted and the Log panel indicates report group deletion.
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Assigning Users Report Group Access

Users with privileges can grant user four kinds of access to report groups, using
both the Report Groups node tree and the Users node tree.
» To grant a user report group access:
1. Expand the Report Groups folder node tree by clicking the plus sign (+).
2. Select a report group node.
The Management Panel displays the report group’s tab group.
3. Click the Users tab.
The Users tab features an Available and an Assigned panel.
4. Do one of the following actions:
e Click a user name in the Available panel.

e Toselect multiple user names in a series in the Available panel, press shift
and click the first user name in the series, and the last user name in the
series. The first user name, the last user name and all user names in
between are highlighted and selected.

e Press Ctrl and click to select multiple user names in the Available panel.
Only the highlighted user names are selected.

Click the right green arrow, to move the selection to the Assigned panel.
6. Click Apply.

User access is not granted until the Apply button is clicked and the Log panel
confirms success.

Assigning User Groups Report Group Access

Users with privileges can grant user groups three kinds of access to report groups,
using both the Report Groups node tree and the User Groups node tree.

» To grant a user group report group access:
1. Expand the Report Groups folder node tree by clicking the plus sign (+).
2. Select a report group node.

The Management Panel displays the report group’s tab group.
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Click the User Groups tab.

The User Groups tab features an Available and an Assigned panel.

Do one of the following actions:

Click a user group name in the Available panel.

To select multiple user group names in a series in the Available panel,
press shift and click the first user group name in the series, and the last
user group name in the series. The first user group name, the last user
group name and all user group names in between are highlighted and
selected.

Press Ctrl and click to select multiple user group names in the Available
panel. Only the highlighted user group names are selected.

Click the right green arrow, to move the selection to the Assigned panel.

Click Apply.

User group membership has not been assigned until the Apply button is
clicked and the Log panel confirms success.

Reviewing a list of Reports in a Report Group

» To review a list of reports in a report group:

1.
2.
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Expand the Report Groups folder node tree by clicking the plus sign (+).

Select a report group node.

The Management Panel displays the report group’s tab group.
Click the Reports tab.

The Reports in Report Group panel list the reports in the selected report
group.
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Connections

This chapter contains the following information:

e About Database Connections

e Creating a Hyperion Essbase Database Connection in Administration Tools
e About Hyperion Financial Management Database Connections

e Creating a Hyperion Financial Mangement Database Connection in
Administration Tools

e About Relational Access

e About Relational Database Connections

e Creating Relational Database Connections

e Assigning Database Connections to Users

e Assigning Database Connections to Users Groups
e Integrating OLAP and Relational Data

e Creating Relational Drill-Through

e About Measures Formatting

e Creating Measures Formatting Definitions
e About Alias Tables

e Setting Alias Tables

About Database Connections

Servers typically use the server name, application name, and database name in the
creation of a unique identifiers. The nature of these components makes database
references less portable.
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Hyperion Analyzer uses user-friendly database aliases instead of long identifiers.
In addition to being easier to remember and more economical to employ, database
connection names enable the database to be maintained on multiple servers.

Users can manage their own database connections with the Hyperion Analyzer
Java Web Client and the Administration Tools Client. While the Java Web Client
enables users to create, edit, and delete their own database connections, the
Administration Tools Client enables management of all database connections.

Hyperion Analyzer provides several easy-to-use interfaces for creating and
managing database connections.

The database connection name of a report is always displayed in the Java Web
Client Information panel.

The Information panel features two database connection segments:

e The Information panel Database segment displays the database name for the
current report.

e The Database User Name segment displays the user ID by which access to the
database has been gained. Access is set by means of the database connection.

Three Kinds of Database Connections

Hyperion Analyzer enables you to create database connections to Essbase,
Hyperion Financial Management, and relational databases. Each of these data
sources has specific requirements and features.

Personal and Global Database Connections

Hyperion Analyzer users can connect to databases with connections they
personally created or connections to which they have access that were created by
the administrator.

Users can always set and edit database connection properties for their own
database connections, but they cannot reconfigure the properties for database
connections created for groups of users.

About Database Connection Properties

OLAP database connections feature properties that customize and control use of
database connections:

e User-friendly naming
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e Integrating OLAP and Relational Data
e About Measures Formatting
e About Alias Tables

Users can configure, edit, remove, and override database connections and database
connection properties on a report-by-report basis.

Java Web Client users can always set and edit database connection properties for
their own database connections, but they cannot reconfigure the properties for
database connections created for groups of users by an Administrator.

In the Java Web Client, a disabled Database Connection Properties dialog box tab
indicates that the database connection is global in nature. Users must recreate it as
a personal database connection to set different database connection properties.

Users creating reports to be shared with others should use global database
connections. Other users cannot display the report without logging on to the
personal database connection data source.

Note: If you change the Server Name, Application Name, or Database Name
parameter values on the Database Connection Properties General tab, you cannot load
reports created using different parameter values. A better practice is to create a new
database connection with the desired parameter values.

Controlling the Result Set

For more information on controlling the size of the query result set, see the
Hyperion Analyzer Administrator’s Guide, Configuration Options,
Analyzer.properties File.

Creating a Hyperion Essbase Database
Connection in Administration Tools

Users must have a valid Essbase user ID and password and be authorized to
configure database connections.

Configuring a new Essbase database connection requires the user to select Essbase
as the database, log on Essbase, and then select an existing application database.
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» To configure an Essbase database connection:

1.
2.

Start Hyperion Analyzer Administration Tools.
Take one of the following actions:

e On the Menu bar, select File > New > Hyperion Essbase Database
Connection.

e Right-click the Databases folder node tree and select New > Hyperion
Essbase Database Connection.

e Click the Add New button on the Connections User Preferences panel.
When the Select Database Type dialog box is displayed, select Essbhase,
and Click OK.

The Hyperion Essbase Login box is displayed.

Enter a valid Essbase server name, user ID and password, and Click OK.
The List Databases dialog box is displayed.

Select an enabled database from the list and click the green selection arrow.
Click OK.

In the Navigation panel, the new Essbase database connection is displayed as
a node in the Databases folder node tree. A default name is assigned.

Optional: Click the General tab, and enter a user-friendly name in the
Database Connection Name text area.

Click the Apply button.

The database connection name has not been changed until the Apply button is
clicked and the Log panel confirms success.

Administrators have the option of completing these additional ta