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B 1 B AR EOR XA P R AL (B R B BRI ) DU AT R E AT 55 T
(1R IECE PE R R, 27 P B ABOR SR A (B H % U 9 GRANTEETYPE ),
B AR SRR A B2 T P e 4l (Bl EH sk G 19 GRANTEETYPE) |, 0¥
By e, dAdin— el i me (BdEEE S R 1Y GRANTEETYPE),

EIEAR

U SRR Aoy A B4 T Kbl P A B 4% AT 55 0 s R B 2 e R SE B . B
EHEARZ 5 SYSADM 1 DBADM Y AR HA XA X5 (B 580 1 % et
KEIRFGAN ) BRAL, 4 A B ] Red e 4 B B9 AR [l ARG Y

A RR R TR AR e A, e R i 0 P A P e 2 4 R S R 7 R AT 20 LA O s
ol JoE AL FRAE T wT DL RGO AT s s, . dlsif @on] LR T 41— A4
2 2 R

o TESLBIR BRI BAURSN SYSADM (ARG HE 51 )

SYSADM B 2 32 A0 Kot 12 A8 BE 2 o B RN ZE i 2 iR ws IR i i i, REE B
45 f5 DBADM., SYSCTRL. SYSMAINT # SYSMON R, Ff-4F4% T FIHsY
DBADM #{EFI SECADM #{JH,

HA7 SYSADM  AUBR Y T~ 0 5t 8 il Ko gl 120 4 B 48 O 0 O 8l /O 22 R 5 8 4k
SYSADM UFRAERda 2 N 48 kX DBADM AURR, {HRAE R 4 P 2 ik e X
SECADM #{[R.

o TEBHE RS HRAE 14 BEASURR 27 5l
— DBADM ( il & #61)

DBADM PR AE B e i 1, 4R A A H5d e 0 8 AR, %R
MG QI . B e A R n] R A BT AR B R AL, B R A B DA
A LAFZ BRI CONTROL 1A G RRAL,

— SECADM (Z2MEH5)

SECADM MURZAERFESEH, BN HATRIPENMAE, nEL X &
THoRES, ZeiRTAME. ZeRuE L e S HATAE, A Gl ) R
PAEFRBIAR, B TR AE., L2 5 MR bUR IR, 70
JEF T A4S SETSESSIONUSER FfBUT 75 AR, HA SECADM AR Y HI P
IR AR TAA T X R a A, MATeT DI AUDIT 8406 s g 5
55 T R A B S AN PR X 5 G BK

SECADM #UBR B A 7 [nl A7 i 70 22 v 1Y 5008 10 ] A RE A, A 8 A JH Al BA i A 4
. SECADM R HAEHHA SYSADM R F#2 7. ATLL# SECADM #{
RETEMr, AR THAE., s PUBLIC,
o TSI ERAE ) R G4 IR L
— SYSCTRL ( &Z#41)

SYSCTRL HFREF 542 (T s2m R4t s YR e rd 4. #ilan, BA SYSCTRL #X

B P ar DLAE, SR, fash, (b sUMBR BRI, Rl nr DU Shei 4 ik

g, ERREVFIN FEEE, HA SYSCTRL AR M iAHA SYSMON #UFR,
— SYSMAINT ( &&4:4)



SYSMAINT A3 PR &% 5il4& (EAEFIT A 5 5245 SCHK B 85 P b A T4 3P4 A 35 R AR
HA SYSMAINT FUFR o] DU B Bds FEL . & Bl R sl R = |, &R
AR I B R, 2RI T SYSCTRL, SYSMAINT A48 4w 26 Hd 7 ]
B SYSMAINT R M HESA SYSMON AU,

* SYSMON ( &G M4 ) IR 5

SYSMON i L fift I %ctle o2 R 8 ME A A T e U ARR . EAESC B Z g A,
o K AR

THATH IR R e AR, S0E TR 8RR A RFR TG 3h, T 20 M AL
BR. @in, £ LOAD SAIREFHEIE R ARIRPHE LOAD HliFEMR (/7
EME AR F) INSERT AL ).

[ 1) 2650 B ACBR R LA RS e e R PR JE 2 ) Z I K R,

BUR 2 5) 2

\4

SYSADM

v

3~

\4

SYSCTRL > M e P
r> i <
.
SYSMAINT > "’
.
SYSMON > .
AV
Hdhs e

B

1 AR R
AL

FRAOESLVF P AT RO IR LE G 3. B ABUR P w DLBIEE RS e, A BT AR T304 9 &
FERTLAE T GRANT JEAPREXHATTE O %5 AR A AL i 2 HoAtl T

AT AN 7 4180 PUBLIC 4% TAFY, PUBLIC & — e A I (B4R R
JU) AR IRV, AR SRR AL, TR T AL A RS TR M A T AL AL

CONTROL ¢ AN N4 CONTROL AL A A A Vi IZ 8 EXT £, H#T
RIS oAt FH P X 12086 52 IR R A

iE: CONTROL R M IT3R. HHIE. AR, RIHREFH.
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TR A P 75 EEAE AT 4 CONTROL F§4L, AB4HA SYSADM & DBADM #Y{
R B BT DAFZ 74P 1Z4 4209 CONTROL FEAL, [HIE, ToikEsx 2 A &1 CON-
TROL $##¢, A[PIf# il TRANSFER OWNERSHIP & 4] 38 5 ol % 42 T A 3%

FEFLEEOLT, XRHQIEHE B sk 5 1) CONTROL 451X,

BN ] DL T A B AL S P R AR E X R BT R AT . HA S HAUR
(SYSADM & DBADM ) 5 CONTROL AL H H Fal DI 7 Faaids P A

AN SRR RURI B PR AR SRR S T RE,  (E S A A 4 3 A A TR R AS A B (9 AR
B, P HAMAK K, B BFEA, GREAFIIRAR AR T IS GRANT 15
#] Bff) WITH GRANT OPTION #Jg £ H Al Fi/m. {HJE, WITH GRANT OPTION R
RVFE TR NAER UG GHIZ AL, T84 SYSADM AR, DBADM AR X
CONTROL H§AUA fERUAH IZHF L.

XTRE P 61 2 I RE R B0 R ARG P B AT R e A AR A R AU, A AT TS
P X IZAR P b sl e o 8 A B R AR E AR, R AR A sl R B RS SQL B
XQuery i), IBAVZREFEBIPTA E AT T X IR, IR P s iR 0 & 3h s
SQL s XQuery 4], H8A T HEARURG A AR AUPR IR T et ShAS A I8 R B R e £
) DYNAMICRULES 485 BEMiBCE, FFHUR T X 838 ) 5t IEFE IR A b1 S0 i
FVZAR Fe A A

ATRLRE A R A EBUR A AL & #2 7 — D sl B X RO, X S
MEAHE, B, BRAFEATE AU — 3%, SPRRER T X% SELECT F#Al,

E AT AR T S AR 2 AR AR AL B B Z A PR 4 B A e
A, eV, FE, ATRUE AR A B — A P e, I B S E B
M AR 23 4 5% 1 B A A R AR AL,

REVOKE 84 I e 7 AR, SRR AR 424 O A 2RO B A AR 2542 T RO
@

TS A B 24 R B R BSOAS 2 UG A AT LAt S FRE 4 R (9 R AT RR A, 0H R A Pl A2 A PR 48 R 2
. 4N, & CLAIRE ¥ SELECT WITH GRANT OPTION #%¥ RICK, #kJ5 RICK
¥ SELECT #Z 7 BOBBY # CHRIS, U1 CLAIRE #i4§ RICK ffj SELECT %#4Y,
Ak~ BOBBY # CHRIS {3/ % SELECT 41,

LBAC i

TR SRR (LBAC) {ff %24 M4 B A REWS vERf i 2 0 T % AT % S R 51
[ P AL EA BT AR 7, 2 e B o Q1 % 2 R ORBCE. LBAC &
Ge. 22 IS A B R R WP L8 Y B8 7 [ R LE KR A S F L X AR T — A
%, AR — e R R E, (R R 2 n] DA AN R A 2 4 5 ms £ 3,

QI LR 25, e e R QIR IR % bR 5 AR R AR B X 5, X
X RE LR ARGy, Hebn Tk — AT e A, BRI — A H,
B, AESA BRI 7 V5 R] 52 22 4 s GRAP RO 2R Iy, AT B X 1% 7 LR
E

— HEIEZ2hn S, #nT LS & RN RAT A S LR 3747 e AR 2607 v 1Y
B, 2 Zetn SRR BRI 2 R B, et I sl 2 et s &7 T A



JFUORAVFZ P Ui Z A PR, 2P sl ] s R R ey, % % AR S
5 TR %R 09 % b S AT B, T AT BRI B4R -5 K5 BHL 26 — 35003 % &2 hm
5.

POE 3L

QI — RGN, FRRZXT R BT A RO BL g — D AR IR BT A BUR R P A AUE
FEATIE A SQL 50 XQuery /A 5 LR 5.

FERL N B X R, E3E ) (9 B2 AR IR 6 20 H A A i o el 5 s P B X 42
P BREAL, B, AR A ARab R B Y BT & s A CREATEIN 4§41,

i BRSSO o XA, BRERORIE . X R I AR A
olfes

QUEXT R, AR UR IO R0 E G, VALY, RIS ZE,
R AR R T .

FE GIAMEME: N CREATE SCHEMA iE4J#5% AUTHORIZATION jEIR, HF
M CREATE SCHEMA 845 %R 7 Q1 d i HAAE AT 4 i AUTHORIZATION £
16 E RN A, {12, ¥t CREATE SCHEMA #:4F 5 7R 2 Hh A 4 B AR A X 4
H1 5%8% CREATE 154 KRR E AR IR,

filtm, iE%] CREATE SCHEMA SCOTTSTUFF AUTHORIZATION SCOTT CREATE TABLE T1 (C1
INT) ks, SCOTTSTUFF F13¢ SCOTTSTUFF.T1, XMF X @ SCOTT Frfy. fRi%
F* BOBBY X| SCOTTSTUFF #isX#f CREATEIN 4#4{, -7 SCOTTSTUFF.T1 3 b4
&G, WARSIEHRR 2 Ea0E, FHit BOBBY 7E SCOTTSTUFF.T1 F#IHZS.

AR A5 B A X G A ) X R B A 3 A B R A

o WHETAIER R, BLIFEF U T CONTROL Fifl, MR AV ZAIEF T
D7 IR PEXT 4, JF4R T RO FCA ) P Xk X R R A, 2R A P BN
£ i) CONTROL #§fl, HB2HA SYSADM i DBADM AUFR i i/ /K CON-
TROL R TEM R, MREAE LM CONTROL 51X,

o WERXSZ A FEXEDE LI ITE £, MEFIEFRE A CONTROL H#AL, 4
XA R I B X8 7 CONTROL 74X,

o HAbXTS (infilkgs, BIFE. JFA. RERFZ ML) BAS5H LK CONTROL 4f
B B, XTI & H SR 5% 4 R0 & TR AL (FErT ] GRANT iEH] 1Y
WITH GRANT e ] oA FH P S X SO A (SR SCRe ) ), Ak, X4 fira &l L
AR S BRT 52, R SN R, X SRR X X 5 A R Bl Y R R

A & AT DA T X X G i BEBe e A (filtn, hAs %) , JFH.HA SYSADM 1 DBADM
FCRR 0 TP 0] DUSCER T A 8 R 0 G2 X R A, T 3 AN BB 37 00 X 4 1) i S AR AL
(Fan, FREFE) , It HARRERUGH T A & XA 40X e R4, f# i TRANSFER OWN-
ERSHIP B4R X SR ARG RS 45 55 — N P, BRI R, 1848 B AR IR I 4 1
EXE; BT, EAdENE2E, EaNEARIRERS RN E, |
&, U IFfeE OWNER 45E Uiy, mMFEFahr#s SQL 1A Al m )
ZWFT A% 2 OWNER 40 e, tAh, iR7E CREATE SCHEMA iE/A]H45 ¢
T AUTHORIZATION T4, JB47E AUTHORIZATION &85 48 0 HAY PR 44 2
LA E.
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4G P Lk 4 TS T DLl TRANSFER OWNERSHIP 8 41) 31 B B0 cde e v 42 11y
AR, R, 5B A R AR R A — /\XJ‘%{ 7 1 W B AR R AR BR 5 1) o
B4, SRJGMH ] TRANSFER OWNERSHIP 4645 Bl 63 X 1% X0 5 10 T A AU RS 45
FBRARR,

A E_E TR RIERRIR

20 dRrE R A v

AR IRA A H 9 AR R &, I, SR AR IR T 80 dh =AU
i,

TEREE LR So il AR IRES, B FR E XTI AR IR B 5 DIAR IR BR3¢, R B
TN,
FHERARIRA E T35 A

EX

RE AR
T HAT AT W2 R & (R AR IR, flan, FEiE b B A Az & CON-
NECT ###l., FEEHACBIHE UG FE S, #™EfF G DB2 i 24 BRI AL
iR, EARRFRR DB2 BRIZE RGN BISME I P ARIR, RERAGRIRE S A
R . f§i ] SYSTEM_USER % 2 fEte e &5 F R G AURR A 4 A A
NRE T MU FE N RGBT,

STERAURIR
T A TG A R ARIR, 205 AU 2 76 1% B A0 3 (R B AT 78 0 0
A EHRAT. SEREIRNBEEERE RN IRWME.,
SESSION_USER & H# 8 k& F SIE AR R4 Hi {5, USER % HZFfEa
) SESSION USER % JH2ifF 457 i), wJ LI il SET SESSION AUTHO-
RIZATION ifi/m) B = E AR R,

T2 7 B IRAARIR
T AR PP @ 90E 2 Bl AR B AR, N OWNER Z85E BESIY (B P 3 Ut #2
BARIR, B B B AR U I PR O R e 20 e e Jr sl 7 B BT A

BIRZITA EERURIR

FIRTERSG H S AE BT I SQL BRI T A & I AR,
12 TR FF 2 AURIR

P SQL Bl A ) Y v A EEAUAR IR,

5 AIEALARIR
SHFE SQL IR AISRBRAIEARIN, 108 A AT A AR R IS 2 I T
FEXTGHTARL. MG SQL ¥ R 2B WA R A PR SRR R 3R IO (L

. ¥4 SQL

it R 7 B AURIN,

« A SQL (FEAEWFIFE £ T 3eH)

T REIR T RGN TR AR IR
AF%HiEFEH DYNAMICRULES :INAIE | & FARIBRERIR
RUN SIEEARIR
BIND TP B ARIR




AFE&HEFEH DYNAMICRULES #%INH{E | & ARIERERIR
DEFINERUN fiI INVOKERUN SIERARIN
DEFINEBIND #I INVOKEBIND TP AR IR

o Zh% SQL (FEfIfE R )
R T EMEL TR ARR:

AFEHEFEH DYNAMICRULES #%INH{E | & ARIEBRERIR
DEFINERUN # DEFINEBIND BRI B AR
INVOKERUN #1 INVOKEBIND B FETR PR 32 AR R

fifi F CURRENT_USER % 75 {748 KA H 1B A AR IR S AT (E, AREEEE
UGB AUPRIR; DB2 $idE R Rk B s iz bR iR LR B AR SQL 1B AT
P,

SEAIZR A ALBR

ZSGEEENE (SYSADM)

SYSADM AU FR 20 51l i e i 43 (9 BEALER . HA7 SYSADM AUFR 9 i1~ m] LA A7 5K
REFF . Rt P AN Rt P B i 4, I U e i e L e 552 09 PR A A i P 4
b A5z LBAC fRAPAEATEE, &5 Btz hil S0 b Bra Bl X R IRE T, X LEx)
FUMERIRE, E. A K5l B, Bl WA, s, BdRSREL R
AR, fldr, RERL BRI XA, SR g

Xt sysadm_group T EZEHGE WA E SYSADM HUR, @l &1 TG Bl 2 4e
Ve H,  FER 2 PRAR S 2 2L A 185 BEA%

HAEA SYSADM BUR A A al LLRET T 51 D fiE:

o SEECHGIE PR ARG B O (fudfifeE A SYSCTRL, SYSMAINT = SYSMON %
PR A )

o BT HIH%E DBADM #UFR.
o ZTPHI4EY SECADM AR

HSR SYSADM AR At K ZHOLM AR IE LI RE 51, BB ARRAL SECADM AR 11T
fIfE 7. AR H A AR th R4t SECADM FUFRIZALAYAE J1. SYSADM AUFR th TLAL T
03 LBAC {f# %4,

i M EA SYSADM AUFRM B RN, B shiz T 1% P E R E L R
DBADM #U(FR. RN SYSADM 2[5k 25 8t et =, i ELAELB) 1B P AR R
DBADM Vi [n] %% %, 8407w X 344 - () DBADM AR,

ZgiREIRRE (SYSCTRL)

SYSCTRL R S 5 25 4% A R e P AR, S B4 A3t S 5 i e 38 5 5091 ) EL B
FE AT AR R 5 FRAR AR VR M B 7. S e e vl U R, (B R EIIHER AN
9 V7 ) SO P R B R0 A R 2 A B A SRR 1 B B 8
1 P T
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Xt sysctrl_group WEZHARERIAIEE SYSCTRL R, fnRsgE T —44H, Al
P R A 22 4 T EL RO A B A A 1 4L Y 8 A

HAHA SYSCTRL ALFR sl 3 i AR A I A7 R] LAShAT T 2145 A

o HUREdEE, s GE R SF (DCS) H ok

o i P RS

o O U R — Kl

o MER. BUEEAE AR

R4k, BHA SYSCTRL BRI H Al IPATH A “RGELEP AR (SYSMAINT ) Fl“%
2 WA AR AR (SYSMON ) (1 FH P 1 pR 5

HA SYSCTRL LR I A5 — A Hice 17 1 4 O B SRR A

£ M4 HAB SYSCTRL FUBR AP QIS s RS, K B shiz T b 8ot 4 09 2. X
DBADM R, #nS M SYSCTRL k2 7 AR G a3, 1 B Gt AR B (A AT 11
5 DBADM il iZ55d )%, A4 70 i {45t DBADM AR,

REGHEIPRR (SYSMAINT)

SYSMAINT B2 55 — 4% 51 R AR, AT 458 (1 X A P 10 ) J% L
FESAT LB RS2 PR R SR IO B A7, IS 4R AR T LU R R, (R EIDER i
PV ] RO PR RO, BRSPS P A
SR 5 R B S 1 0 S

Xf sysmaint_group FLESEHREMATEE SYSMAINT R, WRAEE T —-14H, B4
V6 AR 22 4 T B A8 B 5 A 4 i 1% A A AR RS
HAHA SYSMAINT = 55 RGEAPR Y FH A A] DLRAT T 41484
o SRR G E S

o OB P R A (A

o BRI R

o PATHIRE

o JashEUE I

o BR[N]

o IBATHRER

o A OB AR B S s R MR P T B A R M A R

HA SYSMAINT. DBADM & 5 s AR B A P a] DIPAT T 41454k
o EMRERIPRE

o BB H AR D sk s

o {5 R A ]

. HAE

* {fi /il RUNSTATS =t IR P H sk Ge it s B



HA SYSMAINT FUFR M - 5500 EE R, BT IPUT A <Rl
AR (SYSMON ) 4 5 B B 5.

Zg R (SYSMON )

SYSMON AR PR {3t 1 Fl 50 e A B 5 S 5 L5 ) 0 e R 9 M ML e B
SYSMON (FREL4MAi%: sysmon_group FiiE 28 &4l WAsE 7 — 44l T
LT A AR e 4 TR R PR 3 AN R L 4 B BB A

SYSMON AR {7 ] LIS AT T 4 i 4
GET DATABASE MANAGER MONITOR SWITCHES
* GET MONITOR SWITCHES
* GET SNAPSHOT
* LIST ACTIVE DATABASES
e LIST APPLICATIONS
e LIST DCS APPLICATIONS
* RESET MONITOR
 UPDATE MONITOR SWITCHES

SYSMON AR f 7 vl DAl 31 APL

* db2GetSnapshot - FEHUH

* db2GetSnapshotSize - it db2GetSnapshot() % Hi 2% i X i 75 ) K /)N
» db2MonitorSwitches — ZRE/HE 37 W5 #0 Ff 3¢

e db2ResetMonitor — &7 Vitles

SYSMON AR {f Fi] 7 T LAfE A 31 SQL 3% ek %k
s LHEWSEiz T SYSPROC.SNAP_WRITE_FILE [ i A FE 3% 5 5

SYSPROC. SNAP WRITE_FILE i&ﬁ%ﬂﬁaﬁc%ﬁﬁmﬁcﬁﬁxﬁ* LIEASTIBUREE PN

S B R AR

T4 EERINFE (SECADM)

SECADM (%28 51 ) ABREX M, wfF L TF30. Bk, 22l 5,
LR L2 T PATAIE, S48 GE ) FIMEREAIE T TR OAR, BT
FRES fAa, Z2br SRR, ) SETSESSIONUSER iU irds (AR, SECADM #{
B P57 () A7 At 7 25 v 1) 0 1 11 A R AL

SECADM IR AU SYSADM KR RATI I T, HLAUEE F4 17
RS TRASAE, TRT IR T TR

o B, BUAE, TERAIMIER:
- B SRS
Lt S A
- AR
- A LT
o Q. ERAMER
- e
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- TEhY
o T HIRGE:

- fifa

- AL

- BT

— SETSESSIONUSER ##1¢

it 5 I R G A o B R 3R R R

SYSPROC.AUDIT_ARCHIVE, SYSPROC.AUDIT_LIST_LOGS ¥

SYSPROC.AUDIT_DELIM_EXTRACT, i $b1:d 72 1 pf %5 H A iy e 2 P4 B 0 A
* (/] AUDIT 35 m)Hs St SRms 5 Ml 55 45 Hh A9 e HcHE e o8 e nf 4 S Bk
* X SQL i5/%) TRANSFER OWNERSHIP [H#ZAUFRIEASHA 1Y X G AT 1235 )
HABAT AR #B A RERR 73X 2EfE 77, HIfE SYSADM JRanit,

BT, SOl aE%AE SECADM #FE. SYSADM FfEW Ky HoAh Fi P #2 F
SECADM # [, H&E, SYSADM ARENMHEHCH T SECADM HKE,
SYSADM_GROUP HAEA i i #8 A SYSADM #UFR, [, W] LAt T %
il #2F SECADM #UR,

HIEEESIENIE (DBADM )

DBADM PR 2 X 45 2 S0 P 1 AR, 62 Ao P SR 5 e P e e e %
$eHR e fir 4. DBADM KU A VF Vs I B P FO AT 75 2 P 0008, B AR IZ80R 2 LBAC {3
1. EYiZ LBAC [RIPHOS0E, SAUEAAIE M LBAC FEIE,

£27 DBADM AR, 32 i 2CE T R 2d 2 1 A R AR (o DS e
DBADM MR, R H Sl X AR )

*+ BINDADD

*+ CONNECT

+ CREATETAB

* CREATE_EXTERNAL_ROUTINE

*+ CREATE_NOT_FENCED_ROUTINE

« IMPLICIT_SCHEMA

* QUIESCE_CONNECT

+ LOAD

HARA SYSADM RURE M A Al LI 7 855 DBADM (iR, HA DBADM X
B A T R L2 oA 7 X6 2 800 12 B RS, ] DAMAT AR P SO AT AT 4 A, 1
AERYER T,

JA XK ) DBADM . sl i A FR SR P X i 20l 12 AT 1 A1 A

o BECH RS

o B BIEMIMBR S LGS

HA X EdE ) DBADM R #H HA SYSMAINT AR o 8 @ AR ) i P ] DA 2%
B R RAT T B4R A
o IR AR



BB H AR ISR S

o (SR A ]

. K

i/l RUNSTATS IR P4 B SR GEHE E.

HI% DBADM AR A 50T LR it — 28 5 AR AR U RE 1, {HE A4 {t SECADM X
FRAYAEATRE T, AEATHAACRR thA$2 i SECADM AR S 41 (Y fiE

LOAD #fR

FERE S EAT LOAD AR AR 2 247 INSERT HAUHY i wl LIf# il LOAD fir 4
Hefs AR AR R,

TSR SR ) e AERAE S TR e At A B 84k, IS ATEdE g A LOAD #UR H
S FEHA INSERT 4:AU0 FH A 0] LIFAT LOAD RESTART i LOAD TERMINATE #
fE.

RIS B A LOAD R [FEF %% E4A INSERT #l DELETE AT H - o] DI A
LOAD REPLACE 1%,

UARSEHT I ARAE A, IR AN 1% M #F DELETE $§4%, %P A
fiE#h47 LOAD RESTART & LOAD TERMINATE #f,

TSRS S R VR AR B — 5000, B A X i R EA INSERT Al

HA AR A ] PI#dT QUIESCE TABLESPACES FOR TABLE, RUNSTATS A
LIST TABLESPACES 1%,

it EEAUR

BB AR A TE VA 1A PR A B2 BUhR PO B A Hdia 12 PAAT Rl R 2 R A 45
B, Bl EARSRECRE, J5 & FRVF R e i Ex & (BIInR e 5]) $hATHE
HRAE.

X AR,

SECADM
A HEREY TS L0, JFHREG A MM Zaxt g, 77
LM R R BOF R R FT AL, 2t B8 R B A {5 £ T
HOVE SR, B R LBAC R4 K,

DBADM
BI04 B A BUE 0B A B A A, R, B TR &R SECADM U
I BT A A e P AR

CONNECT
FVHIA & 2 B .

BINDADD
SUVEA & A2 B0 1% b AR .

CREATETAB
SV BB P R BT k.
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CREATE_EXTERNAL_ROUTINE
TV A i AR DL PR 1 IS PR AR Al P et .
CREATE_NOT_FENCED_ROUTINE
RVTFWHAEEME ARG € LK% (UDF) stad 8, #it
CREATE_EXTERNAL_ROUTINE Hoh& FAEME#RT
CREATE_NOT_FENCED_ROUTINE #{JE {4 i /7.

R RS ASBLIE KRBT UDE sl R V7 1R A A7 A
Pe, P, SUA AR B R R AR A M TTH) UDF,  SRJ5 fRfs H T
i Sl N TR Tl i D

IMPLICIT_SCHEMA
FVHAEAT P B U @ (] CREATE 1A BIEEXT R, JH48E M AR FEAE
AR ). SYSIBM simkE BRI BT A%, JFH#% T PUBLIC fEUt
B A X R AT REAL

LOAD Fuifdilfi & 5l A 2%,

QUIESCE_CONNECT
FEVFINA A Bl AL TS IR 2SI D [ 1% Bcdi

HAEWA SYSADM KRR ARIRA fiEfZ T SECADM #l DBADM (MR, Fr A HAt
IEREB AT LLH 1A SYSADM = DBADM R H AR IREZ T,

R, XERBAEE, B Sh T SRR AR £ 7 PUBLIC:
+ CREATETAB

*+ BINDADD

*+ CONNECT

« IMPLICIT_SCHEMA

WA, KT T AR

* X} USERSPACE! %% [H|fj USE ##X

© X ARG HRMUER SELECT AL

4 PUBLIC B ZALMAE AR, 146 DBADM 5 SYSADM AR fY £ AR IR A675
2 AR AR,

faX1EX47FE (IMPLICIT _SCHEMA ) ;¥==E1N

01 B SR FERS, PUBLIC 2:#4%F IMPLICIT_SCHEMA (it e, R HA I,
BB, AT AT i P 4 AT LS et B e — AN 4 45 58 AR AEAE B3t 4 el — At
SYSIBM i Jlast Qs (Bt i i A %, ¢ F4%F PUBLIC 72t op G 2 X1 42 1145
L.

MR ETFEER TR EE ST 2M A, F2aM 3N PUBLIC f4H

IMPLICIT_SCHEMA $#8 FEAR, — B3 TIZAR, 3 1A =Fhal s 0 40 7

%

o LAl P EB VT DIZE — 4 CREATE SCHEMA iE /) FAd AT C B4 4 e B — 4
R,

« (L 274 DBADM AR M H P AR AT DLE G @ Al i N FEAE AR, I BT DLk
FRGEE R —NHPERIER WG &,



HFFIN

* fEfEA DBADM AR MM #HA IMPLICIT_SCHEMA ¥dla (R (5 PUB-
LIC Jok) , X, AMLfI7E BIE H b Ktk e Xt G m] AGE FAE A 44 R e st Bl g — A
B, SYSIBM UMk UaI s (BRI BT &, i H PUBLIC HATFEMAA A A
XA,

ERARIR4ER
B AUbR R R BOAL 4G X 2 BCRR IR AT R AE. B R, BB — X R RR AL
SETSESSIONUSER 4%

AT LIFs SETSESSIONUSER A% T /7 sl 21 Fe i/ A 8 S b IO AR 42 7 T 1%
R AR, B Uil ) SQL %) SET SESSION AUTHORIZATION 5
JLH. SETSESSIONUSER #iAl HfEHI A SECADM AR #%F.

iE TER R 8 RYBURE AT R BIRA 9.1 B MR, X IZEHE A i DBADM
PR A B AR K8 B 3h#% T %) PUBLIC fJ SETSESSIONUSER $§41. X iy il 2T
HA DBADM B A EAUR LY B AR e Jo i K 2 T ASUbR IR B B AT AT 52 AR .
HEANFAAA SYSADM AUFRAE AR 3 # T DBADM AR, A2 kAL fif
L.

HEIAFL
BEARCRRUR T3 QAR 4R 5 2B 28 BT 2] o
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UPHD _ CONTROL —

#3D CREMD
I
|
ALTER
USE
|
USAGE
CONTROL CONTROL
CWERR) — —— CRLIED
| |
N
ALTER
DELETE DETBIE
INDEX INSERT
INSERT SELECT
N e’
REFERENCES e UPDATE
SELECT Fio
UPDATE
CONTROL ] XD
R
| I
F)?FI(,‘\{JDTF CO(%R)OL ALTERIN
Bl CREATEIN
i DROPIN
ALTER
SR TN DELETE
BRAL T7RD — INDEX
INSERT L UIR%s45)
REFERENCES
[ SELECT |
UPDATE
EXECUTE PASSTHRU

PR AL B B X — AN e R A S AT R B, T DU T R R AR AT — A4
75

« CREATEIN 7 iF F P 7EAE 0 A X 42

e ALTERIN 7F H P FERLA H el AR 42,

* DROPIN A M P AERL A H MR X 4.

B H BA A X SR, IF AR X SR AR T HAt i RE 1. ERE A R
FERAMXT R E AR, Kol BRA, BdRFE, W8 k. SR
2.

R = (4L
RS AR B e e vh 2 2 1] 4R V. AT LUK X 25 MY USE AU 3 Y, iX
FRWFENHEZR =R P AR,

KAEFMAEHE GEEZHEA SYSADM 1 SYSCTRL #[JEMGIHE% ) HA USE 4
B, BRI R TN, FEEEN T, 2400850 ER, ¥ESH
USERSPACE1 [ USE #5##7 T PUBLIC ( S AR A] RIS AR ),

USE FBURRERL &+ SYSCATSPACE mATfu] AR Gl 2 =3 [ .



TP EF
SRR B B % — A8 e 2 s L B AAAT Y B

F P 250 i i HA5 CONNECT AURR, 7 Al fii i T ST A — R4

+ CONTROL %] P42 X RaU B B A R A, 45 MR & DSR2 T R A 5l 2 4
e S1, WAEA SYSADM 5 DBADM #(fR, A n[#ZF CONTROL, — %[
Bl B IR CONTROL FEAL, {440 ] 1 A g 2 0 1 e S 5 | i T A
. YEIMEFREA CONTROL Fifuht, miftifilEA SYSADM I DBADM A
i, A B3h#%I CONTROL $#AL.

« ALTER AFFBSER, Han, AREmMAISME 255, BA ALTER FEUH ik
APl COMMENT ON —A~3&, siH RN 5. FRTREXNRIATHERME L, 1
%1% ALTER TABLE fil COMMENT 354,

« DELETE fuiF 5 A sl e B 47

« INDEX #RVFHI P A ERAIE RG], Rol8EEH S HARTIH CONTROL F#4L,

 INSERT AVF P HATHARSME, JFiafT IMPORT LT,

* REFERENCES fuif P A FIMER — >0, JFE iR AKX RPILER, AT
AE SO R E 19 819 AR AL

 SELECT A i m B8 E ey, XRAEME, 17 EXPORT SLHIFEF.

* UPDATE AP EMRSMETIEE, SRSB4l A ReE s 5
H. HP HEREXR E B 50 BERR AL,

WX SURF R T oA P (R AU T2 GRANT 354 EfiiJl WITH GRANT OPTION

4T AP SANEAFEN CONTROL 4RHUEF, ¥ WITH GRANT
OPTION H sh#% X% M T A HABRRAL, Q0588 WA F P a7 X% CON-
TROL #¢#L, %M P ISR 08 B shfz T i AR AL, BB (4 1] CONTROL A #%
TR RAL, A RS BIARA, SUEFE REVOKE 154) B4gE ALL JCHET,
i m:

REVOKE ALL
ON EMPLOYEE FROM USER HERON

i BRI, FORILIE YRR BUR A L

i E - RZREG WA — R TR HIE, T 2R 2 RS
—AHEER, B TR HR IR A F T BT (R AR A AR (R, R — A
THREFAT RO, I R E X% TR IR 1E.

1E—NRBZRE, RZEMHE R TFRLRZRFERE SELECT, UPDATE FI DELETE
XA B R AR E ) B AR RN A 7R (B5F) Hivfr. X7 AN &
g A, i, EEAE T — 4Rk Employee_t ) Employee %, BHARAEN
Manager_t [} F3% Manager, 223U —FRrZRAVER G, X &5 3ER Employee_t 5
Manager_t Z [A] ()25 HY/ KA R, FIXTWHITER Employee 5 Manager Z [8](1) 3/ 1
RRFRFR, HFXFLR, SQL #ifi:

SELECT * FROM Employee

Kz [m] R B ANZE BEAYXT R AR IAAM Employee_t JETE, eI, SEHT#RAE:
UPDATE Employee SET Salary = Salary + 1000
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g iy 22 PRRIIE SR 530 — e,

X} Employee HA SELECT $#AUH AT AFRATIX A~ SELECT #:4E, RIEARA X Man-
ager WA W3 SELECT ##fl. {HJE, B AARVFXEM T EHEX Manager FRIMAT
SELECT #:fE, W, XM KAEETIM Manager AT AE4kA& 1,

FAH, Xf Employee H A5 UPDATE FEAUM P A4 REAS 4] Manager 447 UPDATE #4:
YE, MM E LRI G fIZe 3, BIEI% P 4F Manager & A HAT W0 UPDATE ¢
BB, AR ARVFRX N B HX Manager 73T UPDATE #4F, Hi, X2
FUBFANRE BT BT Manager 2 AT IR 4K R 1),

12 Fr L4
FEFF I — AR EXT &, B Kl e B DU & T 58 B AR PP 1 die A 807 5
Vi BRI R i E B, P G AU T B B AN R AR P 4.

F P ont i 2 5 CONNECT PR, A n] i I~ SIAE A R FAL:

* CONTROL % M1 E B 4he, MBReHATREFRIRE 1, ISR IRSeRR AL 7 H
fl P RE . B EmelEE B sz b, HF CONTROL HRAUH H 8 %
F BIND A1 EXECUTE %8¢, B8] DU# H GRANT 15 )X SepE Az 7 HAth H .
(%l WITH GRANT OPTION # T454, JB4#k BIND mf EXECUTE 4%
R P B] DR UCRE B A% T oAt FH 77, ) 4% CONTROL 454%, A
SYSADM i DBADM #{[f.

o XTARFEAY BIND FRAL AL VF P BB 4052 ol 40 e AL e A DL s A AR R A2 44
A R 7 B A,

* EXECUTE #RFH P #AT80a1 T F 8.

i AR ORRGE T I A R R R A A MBI E R T VERSION,

Bk Se 7 fURFAL S, BINDADD Kffi A ASUE SLir i G ke 1 6 ol s i 20 e Al
JE R P A R L

LR CINlPOE SR DORINCREPOE FNEVE /RS TRINTIR v oSG L N = S I E NPV
X B P B4 R IR X S AT T R A A R 2 1

WETEFR IR PR REFR EHAEACE R, oS DB2 RAIERIHEE, DB2 Hiq
PEAE B, AEROR I TR P G R AU L A 1 AR, A Al e 12 2 e
BT IR P,

L1 EE2

R W RG [ MG EEE s iZ &5 CONTROL $##l, 5| CONTROL HFil
SChREMIBR LR B RE 1. B T X —1K5[ CONTROL Fifl, M UmiAEA
SYSADM #; DBADM #{[R.

F4 INDEX R ir H 3z R AR 5],
WeFrZ: INDEX 45414 P X HZ AR B s R 5 s,

FF 54542

FFAIR AN H s R 51 USAGE 1 ALTER $R#, EAFHFHI NEXT
VALUE Hil PREVIOUS VALUE #ix=®, FE AR USAGE R, B i = f



il NEXT VALUE f1 PREVIOUS VALUE #ik=, WK F44: 4% F PUBLIC, X
WAVEIrA B A 5 E AR R IA

JFHI LR ALTER UV AT 7 003 5 2 P 81 sl S BORe e e S 44 1 22 R 4T
%. FHIMBIE G ] DI oAb T ALTER 4540, JF H AR A WITH GRANT
OPTION, ARA3X 8 ] 7 ] DI UCHE X S AU T HAt

R4

EXECUTE $FAUH B i A5 2 iRe (B FErh i e, s BRI 5 ) BATHHRAE,

—H A% EXECUTE %4, Mt IV G, Bl TR T (U8 T %)
W PR L B AEATfAT DDL &%) (i CREATE VIEW #1 CREATE TRIGGER ) H&|
.

E ARt R, eRAR T B A T e EXECUTE WITH GRANT H5A. Un5RiE
il WITH GRANT OPTION ¥ EXECUTE $fU#z ¥ 5 — ), IAZ M A DMKIR
¥ EXECUTE Fifilsz 3 HAh .

W ITIETiE R USAGE 4511
BLREMS A A — TAEfAZR, Bl B vl DI ] GRANT USAGE ON WORKLOAD
BRI P, AT TAE A USAGE $54Y,

24 DB2 il AR5 & AL EC A TAE ki), et Sk &b A RS0 TR
B USAGE Ffl, WARSEM A AZ TAEREBEA USAGE Fifl, Hi4 DB2 #ik
ERGHAEA P RPIERT — ML IR TAE R, #aiEid, <P X AR
#% USAGE FRAUH) TAE BB U EARTETE — Rk X T,

USAGE $§ U7 BAFSHAEH &P, Ll SYSCAT.WORKLOADAUTH i RAF It
RS B

A LLff i REVOKE USAGE ON WORKLOAD %4 k444 USAGE i,

H7 SYSADM &, DBADM AR (1 F - w] DA F H 57 A A7 7 1 45 32 42 J kAR T IE 1)
HITET#E,

SYSDEFAULTUSERWORKLOAD T{Efi##0 USAGE 45

WRAERME A RESTRICT BEIM 1 &L T G Bl %, A48 a Bl et st 2% % T
SYSDEFAULTUSERWORKLOAD [#] USAGE ¥i#0# 745 PUBLIC, 70|, 2% E
# SYSADM = DBADM R H 7 2% T USAGE FFil,

TRAE ST TAE R (35 SYSDEFAULTUSERWORKLOAD ) #% 4 USAGE
FERL, B 25281 SQL £EiR,

SYSDEFAULTADMWORKLOAD T {Efi##1 USAGE 431}

ANEEF X SYSDEFAULTADMWORKLOAD ff] USAGE AU m#Z FAEM A, R
HRHT SET WORKLOAD TO SYSDEFAULTADMWORKLOAD 14 3 H H 4535 #%
BARREA SYSADM 5, DBADM #UFR (9 H /- A RE A F itk T A fZk.

GRANT USAGE ON WORKLOAD #I REVOKE USAGE ON WORKLOAD if/] X}
SYSDEFAULTADMWORKLOAD % 45 {T-fA] §4 1]
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ESZMFTEARR
FEARFTA YU ER LU 7 Ok K17 TAEIR ST, RIS TH WA, Sk seiiss i
HX I AT 55 A B 58 Pk BB AT 55 7 B A AR PR R A

K2 HIHRS. ALF LTI

% x5 WERIERL
HYmEEsiinl W RS, AR E SYSCTRL #(FR, MnfHETHHA TR
sef, B2k SYSADM AUBR.
AR T B B - BRI Z etk SECADM #{R,
B A L Y Wit kR, BEMgET — M | X — 24 5dEER DBADM F
2 SYSMAINT ([, FEERT, A
SYSCTRL #{JR.
RYGHAE WEAE A R I AT & D e SYSMAINT #[R.
N AR B TE 2RI Bt 1 4 Fas & AR 7, b | WA F ) BINDADD, BIND,
AT LA I A X — A Z A ZE R CONNECT I
CREATETAB, K ibfrgE iR, DU
T HE B R B R AL 51 35
] AT
CREATE_EXTERNAL_ROUTINE,
4347 R WA ARG H EE DR E LA | X HFEME R SELECT; X —A4-mk £
A&7 B 7 ok M EEER) CONNECT,
B PATI T XA F R EXECUTE; X —A~si £ 4
HEIFEM CONNECT, ESRILER
MR,
ElsG NI E AR BETRR, W@ | 6 — e A BdEER) DBADM AL
AL, 542 7 %8s ZEXT S i1 AL | FR,
SRR SR
il JH SQL iEARAER, WM. MIBREL | X — A s Z A B EFE N CONNECT;
OB, TRDR S AR R RORMAAE | XA A S AL A
CREATEIN; D K ¥ HE s 2 FIL I 1
SELECT,
INSERT, UPDATE. DELETE,

i WR N AR SA SQL A, IBACFEFHRZA Sk EXECUTE fll CON-
NECT #ha] e aEE H AR A (4 SELECT, INSERT. DELETE #1 UPDATE),
2F. HSEASEAHE A

ik 2

B TR R 2B X SRR, TP A X4 H A SYSADM AUfR, DBADM
PR, CONTROL FeAl; sk, WP WZifef ffi Hl WITH GRANT OPTION %7 [1%k
B, HABE T X A X4 IR AL,

Zf CONTROL HUSE T AL, ML 541547 SYSADM 5 DBADM AUHL.
Z7 DBADM i, M EA SYSADM AUR.
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GRANT JEH) RVFRAUN 2 TR T UE =SB Ao — MR U 7 — Pl 2
455 8T PUBLIC, SXMEZRRCAI LT P M, R B AT U5,
Wl P24,

TEAEAE B A MR AFRE A PRI B AE RS b, V448 € R R U T P i %
T4. GRANT Ml REVOKE ifit)#f 3 #7 KCH+ USER #1 GROUP, AR A fifi i £L ]
P AT, WA BIEE SR ERERE LM TH, Dfe N2 &R
FOREA, MAERALA T RERE 2 P XOEdH, IFafR B — DR, DU R B
EMPLOYEE #(f] SELECT 4##(4#%¥ /" HERON:

GRANT SELECT
ON EMPLOYEE TO USER HERON

PIF R %% EMPLOYEE %[ SELECT ${(#7F%41 HERON:

GRANT SELECT
ON EMPLOYEE TO GROUP HERON

FEFERIHLA, AT U iR R A B IeAs, R AR I AN MR R 1L A

A T ARG X X SO P X SRR AN, BAT TR B EIE A Z —, THELE T 515 5k

Lo AEfdFLA, I R B I R & AR A A XTSRS e, fin, <L
S,

2. HEZSRR.

BESCA e rb B BT A B Bl X i = R FE N A d s o,
3. AEEPST A AR RO IR G, I AT S L AR PR

AT TG 24 B R AL ETE AR,

RIS
REVOKE ) 72 B PP S 6 A 2L 527 6 P 045 A

BRI X B A SRR, % 2 H A DBADM AR, SYSADM #URR 5k
CONTROL F#fl, 7EHE, FAH WITH GRANT OPTION #Z27 HYRF I AS & DAY
YRR BN — AP S CONTROL $#AL, 2%iHA SYSADM i DBADM #{
R, ZisH DBADM AR, WZiHA SYSADM AR, HAREHRUE X BLA X 4 1 FRAL.

E: ~H7 DBADM #{[E, CONTROL Hr#lf /7, REERESMATME H WITH
GRANT OPTION PRI A4, BBHRGER B I TR AL BB AN S8 4
FEAL.

RN EA DBADM MR A — B TPHE (BHE) 1, BASNE
1% b ARG RRAL, X JE R AR R AT @ T DBADM AURRARE], FFA
el Bt 22 b AY R,

R 2 — AN T A MR AR — PR — A, YRS R R 2 254
GROUP = USER ¥4=. LI T R#EIM S HERON #44% EMPLOYEE %[ SELECT
LS

REVOKE SELECT
ON EMPLOYEE FROM USER HERON

DI TR ML HERON #45% EMPLOYEE %M SELECT H:fi:

REVOKE SELECT
ON EMPLOYEE FROM GROUP HERON
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R — 4P O R BUF AR REMZ AL R BT A 180 AP IZ R AL, SR AN 5 4958 2
HERT MR, IBAAFRE R E, H 2 SR IR AN LE.

TN — A TP OB 7 R, B2 U X% 7 B A AT A AR AR, X R
TOREHR R B2, R RER S 7RISR, AR IZ AR A B — R
RN EER TN, BRI ASERE.

AR — A P 8O T 3R, I8 2t da s X i F 7 B A AL AT A AT YRR A, X B R
TERGHA RSN, (B2, R AR TRIRLEAL mRIZE R — R
AP EEE TN, IRAR A SR,

EATRE BB LRI,  ALEOH — R AR 7 — A4, R (N — 4
SRR IZ R DU PR ST I B T A 2 B S5 1R 7B, SQLOSS6N:

o BT RBR Rz B, B8 A B B AT AL, IR A TR L.

o ATLAAAH AL, SRR AR T A B S (AR,

S YA PR — A R BRI CONTROL F AU, I P AT Ak S W 4 AL
BT HAM ARG, 44T CONTROL Fthf, Al af#lcffi i WITH GRANT
OPTION #{tpyir A HARAL. — B#H T CONTROL, HB4ffiH] WITH GRANT
OPTION 2ty A MR &R, —HB B ek,

IUDR T AR B R A A T A R P AR IE M e R, (RN — A HA A E AR A
HWAMECAN], WA IBRAR, WERE G SO ARG 7 R P g0 &, ol
AR Pt s AT BN AR b i A — A B AR 0. AR )L PUBLIC il
THAL, IBAPTA i HAEMRTE PUBLIC HFRU0E K - S0E RORR P (AR Joak. W2 A
JUHEH T DBADM MUR, IRz HE R T AR (IO, BLAE S i A S
FEFF AR IRLEAR e, T IR i I 3 O To A A o A K 5 1 2 4 ok ) B 4 o e A
Frtd, AR CEORT AR E R, IR A% A% (SQLCODE -727), fEXFHEOL T, 46
JBTHT EAN T AR Y T R S B R E R

© EFINERE T ERYAUR
o AR PP AL R A X 4 R0 4 AR

o7, 4 FE B R AU BB 0 X LA .,

UARAR S — A~ B2 MR ACE U A A% 80 SQL pR %, JF HAR &K TR BRI Y — 3l 2
AR, IS AARE FTZ A% 50 SQL BR %L,

181 B 2 N BR 3 S e E R AR AR

SO P 0 R e SUER TR SRS A DL R MR P e, R R . M H
SYSADM s DBADM fUHLHY P QIR S, SRR THREL 260U, 4 MbE —xd
I, WEBR 2 T

LR RIER, WAk, RoISREF R, AP SR ENz 21 CONTROL FiAL,
X GO RIENE, HAE MR IZ A E RS A %R, EARFR A A CON-
TROL $§U, A Bas#Z ¥ ALK CONTROL F#AX,

24 0 AR 4 — L), Bl ] WITH GRANT OPTION #7 Pt fr 5 %
ALTERIN, CREATEIN #I DROPIN #5fl, Fa=X )&t B A% F PUBLIC [
CREATEIN,



EBIREFEMETEN
BIND #1 PRECOMPILE 4@l do iy HfEFM, FEEM—1ramd L, #H
OWNER #EI00% iy 24 4= iU AR P (5 10 T &

i A4 P A 1Y B A A T LU
s AR A A COITAEE, WPRARIEE OWNER I, AR ARG H.

« HA SYSADM & DBADM HUREFRIAAT 6 ] OWNER 35 5 Al K AT ([ 2 AUFR R iy
BN,

FEARFTA AT DB2 K 7 7 il 98 8 AR T A I BAE RGP CFF OWNER B,

2 8 PRI

R A~ P e 20 (U () T LA R PR PP R, T 25 3 B T AR i A
TR iR SV RlITAbINE 2 €l 0 e SRS NGE TH XNk R
A TEA L

BTAERFEM A A, PUBLIC fiififn (XEMECHE T4 AR PUBLIC) (15
PR TAESEE A SQL Ml XQuery B A fs & ARR, @AM MmE (XE[ECET
S BHTIRRCA TR E# A SQL Ml XQuery 15 /A)I R B AR, BRAETES e 2
JPERTHEE T VALIDATE RUN, & 040@ % 5 6 B BAT A 8B AR R P 25wk
KB TFHITZREF AP TS SQL 5 XQuery EMIFHA4EREAL, i @id PUB-
LIC, C4Z 7% PUBLIC WM& 74 M MmapE g 7 OR MR, i
17 BIND W48 T VALIDATE RUN, fB2MHEF 6 H FEM A SQL 3 XQuery
TR ARG ER A & S50 BIND R, I H S7EiafTh EHRKIEX 2 SQL ok
XQuery 4], YK DI P B AERABR (BIND zt BINDADD $#42) k45
PR, PUBLIC, 4. MM Refl 2ok 2 3.

PRl & A SQL Ml XQuery i) RA L3 SQL Al XQuery if4), AR F
mASEMNRER M, AP AHENZEF AR EXECUTE $1L RE, MTiEZEFY
AL AR, S0 AT LB SRR (90 2 8 HOARR AR, (B 7 B e 0 P it
A BR A

MRBF UGN SQL 5 XQuery 1874]), ARATE4nIFI0 E R T Ea, Fragfe
T 5 DYNAMICRULES f5EM{E, AXREZGFE, HS R E LNSEIT
DYNAMICRULES % 5 it 3 5

X6 E BEFRAIAE Fr & RO Rl R4

P XA 7 P, X R T A A AL R L 2
47 P (0 R S0 (L S DR TR IR (L, L O R A A 7 KR IR A %
W2 | P 2 PR T 0 DAGE A6 25 SRR 7, (LR, R 6L AT 5 a0 S
R 5 1 A RO 25

fian, FUERFUAIEERN SQC XM E LA SQL B XQuery ifif]. — A H
SIRTAME. 75— FhBEM5IH TR, H0E R nt, iR FuadE
9 S ACHR PR B8 Uk X A b R R AR B AR AR, (ELAN X R AR s SR 8l R R AT A
5T IR R, Bt xt AR A EXECUTE $#L, IBAZ A
W I X 5 R R BT AR AT AR BRI R B A, (B, XTSI B ARAYIE A,
AT BCRE 6 09 1 200 1 80 YR ) DA BIEASE 2 R ARG 2
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24 SQC VA& EhZ SQL Fl XQuery 54 LA K F SUEFRAIE S5 I, XA H %}
SAIWEFRY DB2 Hd FERZ AUk A e, AR5 6 1 P 200 ik 7E 18 ) PR 1 T A (T A
X5 (RAE) BRARs s, IS EEE RN 2R R A (R 7 1 P b 2 i
TE AL S WEARAR IR 16 G2 1 BH WAk R DA IE A & PR AR A ), FEXPIFIME AL T, FP
() P #R s B A EXECUTE A%,

PP WA & B9 IR AT Y T B B e R R SR B, i s 1 P a3
AR B

£ AREFERRAS SQL A1 XQuery EAJHFEEWR PR, A BN EWE AR AR 7 64
DYNAMICRULES %£I% (%% % BIND),

B UERR AR PP AL W] RERY BHANEAUE IR, O8S DB2 RAIEEFLE G, DB2 Hfl
JPEREZhA SQL. FERRIatTRE P (YRR IR A 46 24 AR, A T AE 2 e I
AT IR 7 A,

1 R4 B = S 3 Ry ia)
MR A T — b7 3k ofe b % 2 19 175 ) )™ JR o R YRR AL,

o P T UG SR A Vs ] AT T 4 )

« RUMFERHEES.
Xt BR8] — AR AR E S F P RN AR Y, SR P AT DL — SR Ok
B i X 6 471 Ll 7 BB AT IRLE A5 1],

o RURERITATH T4,
I AE — MR E LTS E WHERE T4, BAUT M Al DR st — &
PIMIA9AT.

o R UF TRl TR s A P A0 AT SO — A SR R AR U T B T, IR 4 R]
PAGEE S FHVERRAY A< DB2 Kudle FEA AL, X SERRIAT al A — A~ e Bl I 5 | WA,

iE R AT LA — AR L X 2 A BRI AW ARSI, R R — AR
PV v) 24~ e PP O Rl X Se I RR O 2 B 20K — A A SR rp 4%
UK A SIME B eAE — BN, 80251 ™ R AE BB T A B 9 R S X 4 A R AR
i, X ZEAIAT AT LA A .
FRIEAIA, 20 AR IE E RS R R, LR SERR B SYSADM X
fX. DBADM ([, CONTROL m SELECT $§il, /7 ibs/MAEHS AL N AR IR E 1Y

A %, B, SIAR S E A CREATEIN #4003, iRt RTETE,
B2 ¥k e B4 IMPLICIT_SCHEMA #[R.

R E ARSI VAR A RIE, A EX I R e AR5 | B R I 5 (RAILE) A
HABALRR; (2, S4ALEE P U5 ) AR R, 2500 FE RO I X 5 A SELECT AL
FIR B S A1 B SRR 2531

USRS PRAE X ZE R R CRAILIE) oA A G RIRUR, w7 T 8154
L LUR Pl ] i Bl I8 3 v i IR 26 ) D S il B — Ml PR I

2. BT R XIARER) SELECT FiAl

3. AlE— 5| AR A BEFR



e FPAr A SR BWEAR Y SELECT 35 Rk 15[ ARLE 1],
AR 7 S48 7 el o 400 P oA R 7 1 £ B Y — N SR ) 7 091

PR RRE, P2 AaTRERG 25 STAFF R #yfE 8, Filin
o NHHERTHRERE BN R B AR,

it #2741 PERSONNL X} STAFF %M SELECT #I UPDATE %X, W LIRAE S
i 3 A2 L EEK:
GRANT SELECT,UPDATE ON TABLE STAFF TO GROUP PERSONNL
o BT BT E A A TR 51 TR B

] LGE R S AR B — LR B ER, fn, mTRURE TS ST
2 A an T A
CREATE VIEW EMPO51 AS
SELECT NAME,SALARY,JOB FROM STAFF

WHERE DEPT=51
GRANT SELECT ON TABLE EMPO51 TO JANE

HAERMN% JANE &K 14451 STAFF % — k451 EMPO51 L. 4350
STAFF #[f) EMP051 fEN, HWAEHAEFUTER:

e I& ERfL
Fraye 45150.0 Mgr

Williams 37156.5 Sales
Smith 35654.5 Sales
Lundquist 26369.8 Clerk
Wheeler 22460.0 Clerk

o T M PR EARAS R B HAMEL A, nTLIRYE STAFF £ NAME 41 ORG #M
LOCATION %t — K, FF@dmA-F4 EF DEPT Al DEPTNUMB Ji)4iX
AR, R R I Bk

CREATE VIEW EMPLOCS AS
SELECT NAME, LOCATION FROM STAFF, ORG
WHERE STAFF.DEPT=0RG.DEPTNUMB
GRANT SELECT ON TABLE EMPLOCS TO PUBLIC

G A-R AL N DRE SR e b )

s FRTEit
Molinare New York
Lu New York
Daniels New York
Jones New York
Hanes Boston
Rothman Boston
Ngan Boston
Kermisch Boston
Sanders Washington
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e PrEt
Pernal Washington
James Washington
Sneider Washington
Marenghi Atlanta
O’Brien Atlanta
Quigley Atlanta
Naughton Atlanta
Abrahams Atlanta
Koonitz Chicago
Plotz Chicago
Yamaguchi Chicago
Scoutten Chicago
Fraye Dallas
Williams Dallas

Smith Dallas
Lundquist Dallas
Wheeler Dallas

Lea San Francisco
Wilson San Francisco
Graham San Francisco
Gonzales San Francisco
Burke San Francisco
Quill Denver

Davis Denver
Edwards Denver
Gafney Denver

#=H|HMAE SYSADM Fn DBADM #FRAYA F#ATHIIE
(ST AR M LS P IS4 SYSADM A DBADM AU i) 1L Vit $cdf,

SR o AR G B GUMVECHE E  B AT RO ], AR T SRR

L Al sRng, FSkEMLEAEXTIA SYSADM I DBADM AUBR 9 A/ 4k i 3¢
.

2. FMHITRmES SYSADM AR A DBADM A FRAHSCHK,

3. -, I IZMER T DBADM R,

4. EN—AAE LRI FREIZ A RO IR S B SR EE

T AEXHEM EAGR IR R T MO IR 0 B, Xk, 16 Rl st aT
i LSRR, I RA AT A {5 BT S E A A g3k 74 DBADM fig
7.
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i WETOEAR Y HA SYSADM BRI A, HoAxLe P HAR A DBADM
FLRR.,
5. AT DU R AR Oy v Sk i B P ander s [l T 4 B R S

o BRAFN: A AIEME — R G LS YA S E B SR JE
FHUC FC i B RS, B DR ER, HBIRARXT A ivim AL,

o WA ill: i WITH USE FOR TAIfI# —Aalf5 B F3g, U SCaf DT it
A s LR SCHI A . B R, X 86 ] DUE G Y AR ok &
WEE SR, N RS BN EERE, Y EBERE, Y HRT
MR 21 P ARIR, R P O AT R

6. BIEEHIIHRME, Fok WAL GEAXT BRI {5 BRSO P AR S, R UL T R

SRS E R SOAE O BE,

7. WREA EEVE B, IBAERE AT WA EXECUTE 2K H 1T 5Rms, 35K

TSRS 5 S A A DL 550 () R AR SC I, EXECUTE R I 18 T A 20

[A)X 6 R F AT, Toie X Se A i ek A

iF: R IEPA SYSADM Fl DBADM AFR 1 F 7 5 [l X e & v ) Bcdle, vl % 18
Xt VS R R LBAC (TR AT ) %L,

iRz

BTGRP R AR ST, AT DA O MR N B R (IR )
ENCRYPT., DECRYPT_BIN, DECRYPT_CHAR #1 GETHINT. EXI{E%& S #l5 DB2
¥ e [l s s e A7 n, T A6 DATA_ENCRYPT JAGEZERY, &0 ] DB2
Bl R R " 2L T)Z" (SSL) 1934,

ENCRYPT [N & bR S IS T 200 1 I 7 VX B R AT N, 3 6 pR 45 o v /F s 2
WAL R, AR R ATE SR, — B, BRI AT v — oy U2
b IE AR ) R R AR, R R X S R AR O 3 B 12O I T Y R R R RE T
Bl A B EAT TR R

ENCRYPT m#f45 & VARCHAR FOR BIT DATA (f KK JE R 32631 F7),
HfEfN# CHAR, VARCHAR Hl FOR BIT DATA,
DECRYPT_BIN HI DECRYPT_CHAR bR $U{ff FFI 3 T %5 i i) ik 2 o B0 A7 M 25

DECRYPT_BIN 4%k [\l VARCHAR FOR BIT DATA, i DECRYPT_CHAR #5%5k%
il VARCHAR, [HH%—PHEASRAHERE CHAR FOR BIT DATA i VARCHAR FOR
BIT DATA, FrIFAES R S% 1 HZRARMIEN.

SRR TR T -4 8 FIRMFIE. S ki nS 5, ZRNKE
ARE RS B AR A b 40 FEin B2 4 8 FEATHA R, BiE, WREK
ek RS, SGRNKEVRESEALENKEME 8 L2 TF—14 8 &
RiBUR USR8

GETHINT pRAGR [0 B2 A R HR 7R, 8 i8R 7 i K 6 B Rl I A 3 [ I 2 i A A
i, AT UK iX A B A AR [ R F T R 4R 7.

AR S e 32 — i S 7 0 Sl i e 9 2 e
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o HIEARE, B YS A ENCRYPT st B L5 7 a8, 4 R E R %t
Bl AT I R

o B L I AE4%, SET ENCRYPTION PASSWORD &/ %t & (8 #E 17 a8, 3t
W TN 1R 3k R AR R B DI TE B AR AR A . R S S B0
ffj ENCRYPT., DECRYPT_BIN #l DECRYPT_CHAR @ %({fi /i ENCRYPTION
PASSWOED % Fl 277724 ¥ 195, ENCRYPTION PASSWORD % 2717 48 LDl finas
# A7k

L HAF ARG R E R — TR,

FHMASEKETE 6 F1 127 28], WHE 6 F1 127, FERMAREEESE 0 1 32 2,
35 0 F 32,

fi& DB2 LBIPHREEEFTE (SSL) X#F

40 R S

DB2 #iliJF R4t H5 SSL, XEWRFM A IBM e s & JDBC 1 SQLJ JKahfe /7
F & PN R PRI A6 SSL Efe v ik e DB2 ¥dfiE. #4E DB2 SLflHmH
SSL 3Zf¥, i DB2COMM (:fft RAZEUE Ny SSL, @ SSL AlE X, Ao Hr
RS,

TEMCE SSL 3k i

* ¥£ Windows [, #fiff GSKit FEEi2HIAE PATH 3552 EH; £ Linux Fll UNIX
I, #ff GSKit A% 2 I7E LIBPATH, SHLIB_PATH = LD_LIBRARY_PATH
WA R,

o TIPSR EREE S, R EAETERETS, B ASTE DB2 EH6H 5] SSL
Y FE.

B RS TiEBEP R, A% H GET DATABASE MANAGER CONFIGU-
RATION 4. MAHXEBENREZS%S MAX_CONNECTIONS [ kT
MAX_COORDAGENTS [{t, P4 C#iGEEEHL.

ScfF IBM #dlafi 5547 JDBC 1 SQLY JKShfRfF (4 Ji%fk) Ml DB2 i ih 2
Al SSL idAs.

R A DB2 il ss 4wy SSL SCHRHYF- 5 e
« AIX

¢ HP-UX on Itanium-based HP Integrity Series systems (IA-64)

 Linux on x86, x64, IA64, 64 fi POWER™ [z % #8fll 64 {ii zSeries H{ System z9®

e Solaris on x64
e 32 fii, x64 HFET Itanium ZR% [ Windows

SSL ilfF a2y FIPS 7. S TAF DB2 HdfiMessani@ it SSL Hf, WfER /"
PURIAR 554 %% IBM 2 /%2 T RH (GSKit) WA 7c. XFF Windows AMD64,
FHEAH GSKit 7d. A IBM M F#k5 FH GSKit MIRBRA: |hips:/

www 14.software.ibm.com/webapp/iwm/web/reg/pick.do?lang=en_US&source;=swg-dm-db2ldap

&S_TACT;=swg-dm-db2ldap|

DB2 Connect #J SSL H#F


https://www14.software.ibm.com/webapp/iwm/web/reg/pick.do?lang=en_US&source=swg-dm-db2ldap&S_TACT=swg-dm-db2ldap
https://www14.software.ibm.com/webapp/iwm/web/reg/pick.do?lang=en_US&source=swg-dm-db2ldap&S_TACT=swg-dm-db2ldap
https://www14.software.ibm.com/webapp/iwm/web/reg/pick.do?lang=en_US&source=swg-dm-db2ldap&S_TACT=swg-dm-db2ldap

MIA 9.5 116 2 Frih, anRAE Ak 5% 45 L4 ] DB2 Connect for System i, DB2
Connect for System z® E{ DB2 R 528k DB2 % S HLiERE 2 FHLE System
i BdEPE, 84 SSL SCHFAEDL AR —Be & al H:

* TE% FHLA DB2 Connect filt45#5 2 [H]
* 1t DB2 Connect filt 55 Flfilk 55 %5 < [H]
* TE%& FHLAI DB2 Connect g 4545 DB2 Connect iz 5545 FIflk 5545 2 [6]

O BEERETRARE LIS SSL i, BNFSNIEUR S e E SSL
HIRT A ESK, fian, i DB2 Connect E#HEF#HCTTIF, 4% DB2 Connect k55
B AMER AR SSL, (H2, 2 HAnMkss#4 00 uligkal DI SSL.

EE SSL %

LE DB2 L ECE SSL X f:

1. DI DB2 SEHpr A& B 5 %,

2. B SSL Mt &0t
e Linux #1 UNIX: INSTHOME/cfg/SSLconfig.ini
e Windows: INSTHOME/SSLconfig.ini
Hr INSTHOME J&5240 £ H 5%,
NS B SR AT A LB T SSLeonfig.ini H710], PR RSO R AT fiE A0 & R A,
fitn, QRS E R B, IR SO A M E AR B HI7E SYSADM 4,
A,

3. ¥ SSL 2% SSL BlE . SSLconfigini X FH & Fk3E AFE 3B SSL
) SSL &%k, SSL ZHJRUT:

# 3. SSL FUEXMFHHT SSL 2%

SSL ¥ &R iR
DB2_SSL_KEYSTORE_FILE Ak e 55285 UE 15 1) 25 B P AR HE S A 44,
DB2_SSL_KEYSTORE_PW AR 55 45 UE 5 10 %5 B P 1 2 A,
DB2_SSL_KEYSTORE_LABEL IR 55 $RE T AR,
DB2_SSL_LISTENER SSL {1 8% i IR 55 & PR o 11 5

iE:

o WRBPE AT B, DB2_SSL_KEYSTORE_PW ] DL 473 Jf 0] DI HE.

o tniR4Ams T DB2_SSL_KEYSTORE_LABEL 24, ¥fit & Ik F54iE 1. 0
RBH AW SAES, 24 SSL B ¥R,

« /T DB2_SSL_LISTENER Z ([ {H XA AT SVCENAME %4 4 & L 25 e
BSHPERME, mR2=R)55) DB2 26, H SSL Fl TCP/IP #RAE Ny [F —
Ui 15, B2 B SQL5043N £ i,

T2 SSLeonfig.ini SCAF Y 7 :

DB2_SSL_KEYSTORE_FILE=/home/test1/GSKit/Keystore/key.kdb
DB2_SSL_LISTENER=20397
DB2_SSL_KEYSTORE_PW=aaalll

4. ¥{H SSL ¥%InZE DB2COMM 4. it
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db2set -i db2instl DB2COMM=SSL

Hrp db2inst] & DB2 SEGIZFK,  BE S s o] IR S22 A uh, flin, 5
AT TCP/AIP F1 SSL B{E Whil:
db2set -i db2instl DB2COMM=SSL,TCPIP

5. HEHA3h DB2 s,

db2stop
db2start

# DB2 ZFYFEERZEEREFE (SSL) X

42 R A S

M DB2 fliA 9.5 114 2 JHh, DB2 BliEE Pl e E#F)Z (SSL),
FFiaET

TEfLE SSL 2 Al

« 7¢ Windows [, #fiff GSKit FEME2tHBIAE PATH 48 &Hh; #£ Linux Al UNIX
I, Wi} GSKit FERY 2 H BifE LIBPATH, SHLIB_PATH i LD_LIBRARY_PATH
WA B,

o WRE PRI S 00 TR P bLE b, B4 GSKit ¥ R4k — ik, WRIEFEH
B PV RAE HABALES B, MEEAEME AT C WE P, BafEwEa e -
% GSKit (WRET C WM& UL SSL S5k 55 & id 15 ). w N IBM T2k
vl S T % GSKit WGH A |https://www14.software.ibm.com/webapp/iwm/web/reg/|
[pick.do?lang=en_US&source;=swg-dm-db2ldap&S_TACT;=swg-dm-db2ldap|

KFIULAES

SSL Ef5 ¥ th&h FIPS 7.,

igiE

Bt DB2 &P HLIFECE SSL S

1. DI DB2 e i # 5 8 3¢,

2. g SSL Mg & it
e Linux F1 UNIX: INSTHOME/cfg/SSLClientconfig.ini
e Windows: INSTHOME/SSLClientconfig.ini

Hr INSTHOME JE5Ef) £ H 5%,

3. ¥ SSL ZHRME SSL & ALAL & SCfF.  SSLClientconfig.ini SCAF 6L FIRZEA
FiJash SSL ) SSL £%i. SSLClientconfig.ini SCFHEAG DI T &4

K 4. SSL FE/BLESLAFFA SSL 28

SSL S¥ &R G iR
DB2_SSL_KEYSTORE_FILE | 1} FEAit R 55 25 3E 5 1) %% BH R 1 A
HESC 4.
DB2_SSL_KEYRING |%& B s SC A AR T SR 44, 1B
_STASH_FILE S A A R DA 7 Tl i A

KME . X HE S
I SRR T BN 2 2
Al



https://www14.software.ibm.com/webapp/iwm/web/reg/pick.do?lang=en_US&source=swg-dm-db2ldap&S_TACT=swg-dm-db2ldap
https://www14.software.ibm.com/webapp/iwm/web/reg/pick.do?lang=en_US&source=swg-dm-db2ldap&S_TACT=swg-dm-db2ldap

i

o BT BRSO TR LG A

* SSLClientconfig.ini UG48 0] BN 0 E S, I BH I SO DT 5 AR 552 4k
BOZiuEds. DL B R & P LA E SO R R 2

(testl@db2serverl) /home/test1/sqllib/cfg § cat SSLClientconfig.ini
DB2_SSL_KEYSTORE_FILE=/home/test1/GSKit/Keystore/client.kdb
DB2_SSL_KEYRING_STASH FILE==/home/test1/GSKit/Keystore/client.sth

A5
B

5 H 5 BN E M SSL, et ki T HA — 182 SSL FRAHE
P SSL. X F A A4 ER CLI AR, ZEETA R EA — MR NAER G
i SSL myJ@tk, DI sl s ufr st TCPIP 35 S iif14m H

catalog TCPIP NODE nodename REMOTE ipaddr SERVER port SECURITY SSL
catalog TCPIP NODE mynode REMOTE 127.0.0.1 SERVER 50001 SECURITY SSL
catalog DATABASE sample AS mysslidb AT NODE mynode AUTHENTICATION SERVER

AR

AR T H S on v 2 B 8o

Strcpy(dbAlias,"myss1db");
EXEC SQL CONNECT TO :dbAlias USER :user USING :pswd;

CLI
SQLConnect ( hdbc, "myssldb", SQL_NTS, username, SQL_NTS, szAuthStr, SQL_NTS);

db2cli.ini

W TIERTAT R SECURITY=SSL Xt 24, SECURITY=SSL JCHES L m] DI
Jn% db2cliini, DL TFJ&fliH SSL [ db2cli.ini DSN £5H

[sampledsn]

database=sampledb

uid=db2instl

pwd=xXxx

hostname=myhost

protocol=TCPIP

servicename=50001
SECURITY=SSL

SQLConnect

PI'F SQLConnect 7-filfli Ff2 db2cli.ini H R —4> DSN £H.
SQLConnect ( hdbc, "sampledsn", SQL_NTS, username, SQL_NTS, szAuthStr, SQL_NTS);

SQLDriverConnect

PI'F SQLDriverConnect 7nfl{#i A& SECURITY=SSL i,

char * connStr =

"database=sampledb;uid=db2instl;pwd=xxx;hostname=myhost;

protocol=TCPIP;servicename=50001; SECURITY=SSL";

SQLDriverConnect (hdbc, (SQLHWND)NULL, connStr, SQL NTS, NULL, O, NULL, SQL_DRIVER NOPROMPT);

5 1 % DB2 Z4atEfin 43



Hit DB2 j&xf

DB2 EHiTigiti &/

A4 R A S

S TR ORI BT ], T DUGE A A5 R IR A7 T 42 SR ATL R o X 2 AT AT 4 52 /9 %
VT 147 O 3 SE O S Bt 4 . 5B Ak B e PR R SUOR W 2 AT e, R
SWABERTIN, T B AR AR 55, DB2 Hdln R RS AR T .

JIC) AW AN o S e U7 TR R G e 03 A, A ok o e U7 T (ol A 28 Bl Lk X
3 B9 B ] SORL O B R B A U7 e, R0V, R PP A B A P 1) (g R4
BRI ) TR OB I ARG Sh Y D oK.

DB2 Bt g — FR A il SORGe e A s T BR B, O ARVR R AT . Kk
TRA AT RAFAER T H RSO, X 230 5% 09 70 7 ol 8 s bn iR R e i A
AR, — BRI s, ] $AT Bk s D BR R X 2R R SR .

VROt 4 (A S AT A Rl R AT RO RO BE 0, IR A TR Sh A R R H AR
TSI IE SR T A SO RS R GG 3. RGO (f/ e S BI g SYSADM AU
BR) ATRA6E ] db2audit THEAESCHIZEC B/, FEmlCR XA HE BRI, R4
B OTRT LU ] db2audit TR AR SCEIRIECSE 2 8 i H A5 AT — 28 2 IS H 35
IR T K.

LAV (fi/ e BOR eI SECADM AR ) WTLUKH i 5m% 5 SQL i&E/4)
AUDIT — il ok e 8 JF 22 il 54> B e i d v h ok, 24 R4 3 ] DL
SYSPROC.AUDIT_ARCHIVE £, SYSPROC.AUDIT_LIST_LOGS 3 ki % Fl
SYSPROC.AUDIT_DELIM_EXTRACT f¢fi#id fesk HR 81T H . A4kl H 59
W s ECE] A DL T o A

e DA R IR AR, VR 2 n] B B SR A S P E R R BRI X (R
PR IX) 8H X CEENTARAMR R E X)) AL, XERERITC
] i 2 A HE R X A BRI A — B A T AR IR R R DX 2
Koy (PEAERTHE R X) KR,

TESIS%, WA4f# ] db2audit start Il db2audit stop 4> 3 i =45 1E U S % i,
TEJR SISV HR, B A TR EF R, B v iHiES DB2 dl &
M55 e oe, B DARDGE 45 1B 3% 52 B, s hke SR 2 TG sy, FHaL b, M5 1RiEsL
By, ARV B A A R, BEAERE RGBT R e S
(AT AT X6 52 S B

HiTIERAZES

A AR R BB B R, E P T A TR 2R kg, SRS

AN A4 FR T T — A B B O, B RS IRIZ R R R 28R, nl T S

R

« Bt (AUDIT), 4% Ui iFi & sl m it B dnr &4 s,

« AFRAA (CHECKING ). Xfij[nlai#g\ DB2 Hd X 4 sl ok i) 221 A T A B Ao A
W] A ek,

o XZZES (OBIMAINT ), 246082 o M Bk Hicdhe xob 5 DA B gl A i 26 0f 4 i 2 A= Ji i 5.

o iy (SECMAINT), 76 FHEA T &4 mid®



— T BRI B R A OB AR

— BT U bR T SR AL

- ARZAARR, MAEAPR B SR ] LBAC 224 SR 1 & 1
— #7E#% SETSESSIONUSER F#4Y1

- ®TEH4ES DBADM 5, SECADM #{fR

- BHRTIME—-KESH
SYSADM_GROUP, SYSCTRL_GROUP, SYSMAINT_GROUP if
SYSMON_GROUP,

o RSET (SYSADMIN), 4475 % SYSADM, SYSMAINT & SYSCTRL AR [
PRAVERT 2 A i 5%,

« HFIRIE (VALIDATE), 4iAiEH P 8k R R4 2 e AE BT & 4 i 5.

o #AE LT (CONTEXT), M A75cds B #EnT, A pic sk DU /R 1Z484E B R 3.
BN ARV H B TR, 45 HENEGMACHEHTFE R
i FHIE, W — 2 SR RS N B PR R O, B, A A AE A,
RS A AR P AR IR B v PUAT RO BRVE BRI F8 /84T (11 CONNECT ) ¥4 24t #r
G ESE NN '

i R ERME BT CE SQL 3 XQuery iEAIFTREIR K, JFRIFE CONTEXT icsk
W54 R, XA HE[H CONTEXT id AR f31R k.

« P47 (EXECUTE), 7E#UAT SQL & m)la] A s 5,

T ETEAT — RIS, G0 DU v 2 1 B A/ a8 2l B 40

TE B R 45 B BT AR B VR v R AR UL IE s, B H P AR R SERR I S AL

S0 S ol 17 79 W W i DS IRe i D Bl B G =9 %0 1187 s p oy R i R B o8
B, ERRMIEAE, S FHA. TR, WA E

BT SR g

274 VAR B DT DUGE BT VT SRR IE B AT R SE,  DUE SO 5 T 75 B B A &
A1 8.

e VR B AT LA A T S R P A B BRI N A, T A Rl LR
A IR B T S

© BABEE

AT, A RO P R I T A A

. %
HIIARIBIREIE S (DML) BRI EXH) . MQT (UML) S
B XQUERY Vjlil. EVTIIZENT, FUERLE SR 78R i) EXECUTE %514
PRERE, B SR 7 K B

« AT LT

ARG B T SR, KU Eh R S T AR TR SO SCHY AT SR N AR Y B T R TE ER
1.

o FoR AP HEURERRRR
AR TR, R R AR E TP R ShE BT R,
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46 udrEw e v

AR F VSR, o A O A S R B T B R S B A R R S, RS
(4 A SR BA B, i, ok At A 5 i 4.

i3 — A4 E AR GRS SR A5 R, AT RURE - A a2 B 0
AR B . B AZ T, 2 TAR B B AU B AR AR IR, i8]
REWS S b g 1, X nl e 2 TR AR I A RO R, s TR B T T X S8 At
JRYERS, RN RE M BAR (AMAER R OAY ) TARE gk, iR ok o7 SR ARIIE
AP, A,

* KR (SYSADM, SECADM, DBADM, SYSCTRL, SYSMAINT #1 SYSMON)

WA IR, B IAE TR E AR RS T A al B S 0E, BV AR
X FAF R AELTF AR, IR IR S DBADM AR CEE, AR 2R Hig 0t ik
W IR S H IR HA SYSADM BRI AP, oA e ] 4y B4 DBADM AL
FR.

LA PEE G a] AT 2B TR, G, BEPTE Y 28 R T RERR SRR B
BUREE, JF B —DRIORH T4 DBADM AR M G sh, W2 Awit i
i X — AR, IR 2K B T SR BRI BT A S (R —R).

N, AR PR A BT SR EOR B E R Y2 EXECUTE 4F, 3 H T AT
M EOR AR — R R M EXECUTE F, 8200 8 5 0] 1% 3 I 1) LD A 2k I

XFRER G, HEEA — AW IR R B, ARER A 28R S E — A

HF R AN AE -5 OL A S SR SC I, AR 2 Tl AR A SRS, K B T ) LA G IR T O
Wi 1) 22 ) PR L,

T RAR A 2 H i H TR T%R MQT, IR B -5 — 2K,
B2 17 4 R TR e 5 2 Tz R BT MQT KBk,

55 0 IE) AT B B R AR 555 JH AR I Y R e S HOSCREAT Y, B, AR e
PR PR BOR — ST VE SRS 5 P OGO B P 4 Ae T 9055 vh, AR 0% T TSR R
SRUTEVL I S N BT ROAE AR ). Bedb, 0o VR SR BT AR 1 B R A v e A
AR IR ZEYEE B ALTER AUDIT POLICY ifif), JRALZ WAL S5
AHERL.

ZeWEH ] CREATE AUDIT POLICY iEapRAIE®H 1Hms, H#H ALTER
AUDIT POLICY &/A]RMG S 1 e, X 4615 /a) ml DLAS &
o BEEHIVFHEAIRSM: o, L. RMENE,

ACH 545 IR A UG i () A B 1 S,
o BT HAE] R AR AR 1R 55 2R AT R,
GAEE B DU AUDIT 358 A6 8T SR -5 224 i 4500 e k224 A7 A 55 2% Hh 1R a0 e o 4
KR, REZXZRAEM AT, SR R X e T

BB E T, 2E 4 A HE 61 AT DIl F DROP 154),  ANREMIE 54T 4o 6 4 B 7 -
%Wg. {fiFl AUDIT REMOVE i&A] B &5 % fT M H A e Bk, E¥u 8RR s
Ve, et AT I ] COMMENT &47],



HRITEEEZERNSEY

X AR PAT I BRI DT T R IR A ) — L 00, ME— ] R A TR R B2 S
Bl PSR A M, R R R T X

F 5

=4 E e TR

CONNECT CONTEXT

CONNECT_RESET CONTEXT

AUTHENTICATION VALIDATE | 3X {3 45 7% 0 {5 12 #22 P 22 #2 F0 U0 46 FH 7 B9 18] B 0
Ik,

CHECKING_FUNC CHECKING | 2% {7/ /& SWITCH_USER,

K SRR 5 Bl A ST (Y BT VT SR o VX S, TN S AR AT A xR (i,
R AP A SRR ) SRBRA B RIS AT R, X AEE RN 4 1) CONNECT Al
AUTHENTICATION 4, fffi fISCOIg it e s, B2V geih o 1k, B v
S —UE R Bk ) ACTIVATE DATABASE fir & I B

Y45 F R R0

WRAE AT EZ NI ), IBAR =8 TG OEE R, EXFELT, K
A% 185 JEUA TP ORI B0 B T S, S ELRE AT X R EORT PR A IS Y R
(EROEERINEREE SR RN W H LR @

WA SET SESSION USER 4], Ai2 RO S AGRR. J5E - AR R
(REFAFR) BF RIS R AR, JF BBl A P a8 v ks, anRAE &0
W& H T 24 SET SESSION USER i&4), M2 RFZESEGH, ( REEAGRR)
MR (STERAARIR ) IR SR,

HIEE X IESRE
A € XiEF (DDL) i&4A)F5 8 AUDIT izl SQL i&4]:
« AUDIT

« CREATE AUDIT POLICY, ALTER AUDIT POLICY I DROP AUDIT POLICY

« DROP ROLE FI DROP TRUSTED CONTEXT ( 1 5[ i /i vl f% B R0
VTS K )

AUDIT /75X SQL iBA)7EM R HA —LefR i

o FAMEA G EALAEEA COMMIT &, ROLLBACK,

« REETERJmHE SN AR XEER, Flil, XA F5.

A X — R R ARFE — AR TESSH AUDIT i =X DDL &4, 1050 4 7 S2h

AUDIT 7550 DDL A IEfE$T, TRAJG4L AUDIT 550 DDL A4 551, H

#2477 AUDIT 5 DDL 54 7% S2al 88 A 1k,

i ERCREAHS, HELEEIUR AR, BN TR %5 5 # A,
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48  udi ek A v

BT 4 RE R AR ) B 7R 51

W% ke /A, 3t EMPLOYEE %A EMBURMII(EE, I HI%A TR EH
Ve SR FEATRITA SQL Vi, T BLi Fil EXECUTE 26 Bk IR BRAT 2200 47 i
iy VIR SQL AL, I AT LB AT ARSI A AR G AR (.

BRERZR LRGSR BT IR, 0, HethE B4 —MEE EXECUTE 3
PRI R SRG,  SRG 22 PR B BRI R I 5 R SR
CREATE AUDIT POLICY SENSITIVEDATAPOLICY

CATEGORIES EXECUTE STATUS BOTH ERROR TYPE AUDIT
COMMIT

AUDIT TABLE EMPLOYEE USING POLICY SENSITIVEDATAPOLICY
COMMIT

Bit SYSADM 3 DBADM #1THIEMER{ERIRHA

AT WL EGHKIER, —FRAR LI ERHEGEE WA ENHITE REE H
(SYSADM ) %l 2% # (DBADM ) R B ARLE A S AT A AT A0 Fl BT A 6 301,

BB T BAE, I EXECUTE Al SYSADMIN K51, 224 PR 8 b
B — AN X PR B R H VT e, 2P B BT LAl AUDIT 354K B ET VTR
5 SYSADM #l DBADM MUFRCHK. )5, #H SYSADM = DBADM #URR 4%
AP SAR AT B, DU s B s Qg X F 11 S 4 B 5 SYSADM
1 DBADM FR 3 Hk:

CREATE AUDIT POLICY ADMINSPOLICY CATEGORIES EXECUTE STATUS BOTH,
SYSADMIN STATUS BOTH ERROR TYPE AUDIT

COMMIT

AUDIT SYSADM, DBADM USING POLICY ADMINSPOLICY

COMMIT

BT E A BHTRE MR A=A

— RN A SRR ARV B PR AT Web BV HIRE PG, G Web B IR FF AR LI
AR, RAGER e, e T8 R AR, 122 8 f B AR i A
AT AT N B0, DU A A 192 52 45 2t o A 35 SR R i (At 1T . Web 1
JHRE PP ) Kl

EXECUTE J&5 1 5 BRESX AP O0 T 19 P i S it g, 56— 2 R AIEiE 4
HHRIE R e S Web I IR IT6E AU MRk (FEARBIH, f{h TELLER A
CLERK) :

CREATE AUDIT POLICY WEBAPPPOLICY CATEGORIES EXECUTE WITH DATA
STATUS BOTH ERROR TYPE AUDIT

COMMIT

AUDIT ROLE TELLER, ROLE CLERK USING POLICY WEBAPPPOLICY

COMMIT

FHMSEITAE

R E M A DI dbaudit configure i 4 BL & 15 sh® 1T H B C IHAH 1 H 2R 0Y #%
7, HREFH ESKENE I EBRE - AEME S, RS G E A1 )
FITHE, XK RV E T H R, AL I H BRI, &2 % 20
AXFEf, ELEEER RS ARGEEH RN T HEE, AT DR H R EdE
s s S, mr DK & S0 i e 2 A B DB B i b AR AT 20 AT,



P B T H RSB L B ALV 0K BT H SR A — MBOR ) R R B, ) R A
WY X UIREREIF (DPF) Z24&rP iR il FIRIR AORERE. 72 DPF BRI, (& h®
T H AR A ] DU X R i ME— R E b, (R 1Y R A — H SR A Bl T3l e 5C
e, RO RN S AR [l g

1E Windows #E RS b, Wit HEMBEEAEN instance\security\auditdata, Ti7E Linux
Fl UNIX #:4EZ& 4 LK instance/security/auditdata, WIS ASAR(E A OB, A4 DU
AR E S (WRAFEESMAE, TUTERS BAldss B DURES A E ).
B EWSEIEHEM EMCHRE I HEM BN ER, A datapath
archivepath Z4{ [ db2audit configure 4, LI T /REIH FrR:

db2audit configure datapath /auditlog archivepath /auditarchive

i/l db2audit BLE HY T H A Bl T S0 8 B e 1.

T RIS g A 2 A, IR AR SRR %A AN TR B B A A A,

DPF IMEFRAYEBNEHITHEAITE ( datapath )

f£ DPF ¥kirh, AR X B AR RIS sh & it H S0 E (i datapath 2%
BCE ). AR PR RSB H HY:

1. 18527 datapath 2400, 6 8RR IXRGE, AR o X SR A VR o)

XS B IEAE R H SO AR, R 45 R 35 1 B Ml 7 23 X B i AR R] B A
Ha

2. A FAERTA T R A R L K S &%,

A RIEXT datapath 284 i (6 P A4 (07 B8 I RCHE 2 o X 3Rk, i, fEdh =
RN RS E (PRI XS R 10) , DT
db2audit configure datapath '/pathForNode §N'

HeRIEE F AL
* /pathForNodel0
* /pathForNode20
* /pathForNode30

iE ANRE SRR A X A SO E A H S A (archivepath 247,
REEHEITAE

ARG AT U# ] db2audit T H R IFR S RIS E d 1T H 75 DA RME — R 25
BHERMBE I S, EAMEEHEITHE, 2288 o RfH
SYSPROC.AUDIT_ARCHIVE f¢fifiid#8, ZLH Al OB I 4 B AT A B @ 7S
th, 22 PEE A A LIE ] SYSPROC.AUDIT_DELIM_EXTRACT f7fi# it 2.

DUR 2 RS A B v H R 2 4 PR A P 57 7 G 1 20 3R

L. R AR DU A% 4 72 SYSPROC.AUDIT_ARCHIVE SRHUATIESIH I H &1
HALERY,

2. W BSE A C AR H & SCfF, ] SYSPROC.AUDIT_LIST_LOGS K eRHUR SR
A CIER T H .
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3. BSCHEE RS LY SYSPROC.AUDIT_DELIM_EXTRACT f#f#d LI H &
i OO K B AT A B RS

4. KRR AR DB2 K & DL T A

N BEAL BINKE C A H SO A BN R AR DU AT 204 T DU AT E T LAAE s R 2
fm, ay g R A EAEUEAT 2w W I A X B SO,

R A AL ] B (i, SR RSB AR TR R RS ], BUE IR R AN
1E) , IBAARSHEFRE RO AR T H B8 i e h A i e 422 bk il H
M3, #tn, dbaudit.instance.log.0.20070508172043640941.bk, TEfFeln) )G (8

R AE A B A P O O AR 6 22 R B R], BOE A QI AR ), TR B S H
B RIMEAR, SRE, W RUGO R s AR H S — AR R IZ H A

7 DPF IMERRIFEEHEITAS

£ DPF ¥REEH, WAL SE B IEAE IS AT S i s 4, TR A A R K 8 She A 1Y
M EIEAT, P s B R B A H RSSO 4 o SRR AR B T S, B, el =
M RARH RS L CRHREIRESX SN 10) , LITars:

db2audit archive to /auditarchive

B BIEE T 513

* /auditarchive/db2audit.log.10.timestamp
* /auditarchive/db2audit.log.20.timestamp
* /auditarchive/db2audit.log.30.timestamp

WAL LB A BT & AR a4, B8R DUE R 51 op—Fh oy vk 2 ) E A Ay A 78
R~ 5 _Bas g7

* ¥ node PEINYE db2audit iy 4 HLA 6 LU 24 11 S HAT IR A 4

o i db2_all A4 RIFEATA T S T I A 4,

i mn:

db2_all db2audit archive node to /auditarchive
XA B DB2NODE PR i AR 2~ 7E H Lo % ir 4 B9 79 1.

BEAR, AT DATEREAS Y b A BN IR iy 4. n:
o TEFIE 10 L
db2audit archive node 10 to /auditarchive
o fETT AL 20 L
db2audit archive node 20 to /auditarchive
o fEA 30 Lk

db2audit archive node 30 to /auditarchive
i YMBIRTEIZ T, A A B IERE T H RSO A B R C R R,
i ENFERT AT AR IR AR, (HIXR T,

i£: AUDIT_DELIM_EXTRACT 7#f#id #2841 AUDIT_LIST_LOGS 2 &% H e 50 24
Al COMRIAR ) 1 AT ARy B VA H 7530,



345 B S F R E IR E R PRI

— RN AR T WA RE S R A L H R DRk i, 77 EB AN/ —
ASHE T H &IPS BT # I H AR TR4E] WORM Bahgsrh. %A Rl ek Mg 1 0t
BN & T A% SYSPROC.AUDIT_ARCHIVE fEfig it B3 M. CIHEHEW
AR GR AT TG K42 /auditarchive, JFf H ISR S7ERT A 7 s BisqT

CALL SYSPROC.AUDIT ARCHIVE( '/auditarchive', -2 )

VB e B — &8y, A RIARRIRE SCT — & B H B ] BEAT o0 80 FL i /9 78 20,
o EAE A T X AT o S B, AR BRI — A A E H S A
Blle, BXBHIRACEAERRER T, AEHA SQL EifpkER XL, 1424w C
SE BRI IE BI85, I BAA TR A B I SR 5 28l e iR K0l e X 5 G K,

itm, ffi1aTRIE F SYSPROC.AUDIT _DELIM_EXTRACT 776 i 2ok M T4 7 A5 b 4l
WA M E IR H A&, X Sedi v H R  B E R FIHE #C 2006 4 4
H A

CALL SYSPROC.AUDIT_DELIM_EXTRACT(
"', '', "/auditarchive', ‘'db2audit.%.200604%', '' )

TES — A mpld, A1 LI SYSPROC.AUDIT_DELIM_EXTRACT {745 723 M
EXECUTE 25l U o S5 09 IE A 0%, M CHECKING 28531 Hh Jly Bk I
PR AR E IO, A TSR A s 1) B 1 SO R 2 VAR

CALL SYSPROC.AUDIT DELIM_EXTRACT( '', '', '/auditarchive',
'db2audit.%.20060419034937', 'categories
execute status success, checking status failure );

HitHEXHE:

B H SO A AR T X EAT DR S B E E RR PR H AR, FEAn IR e TR B Kol 1
SrIXIIRERRAE (DPF) PRIEEA MEAS3IX, O VIR I H RS0 SO0 44 J5 a1 ia AT
A 4 RO IS TRV ERLE.

mHEITEEXHA

T DPF iirh, & ah® i H R BSAR A DUEXT B X — 1 H 5%, DMERN XS
AEBW . AT HESRERR G IO, Ba XS aiEEdE it H &, 4
m, fEaIX 20 b, SEFIZRE T H &S0 4 db2auditinstance.log.20, X F I SE ] 4
A testdb HUEHEZE, HiTHHE SN dblaudit.db.testdb.log.20,

fE4F DPF 38, XSl 0 (F), Xl T, SOt H B340

db2audit.instance.log.0, X T ULSE6 4K testdb AYEHE &, it HESXHE N
db2audit.db.testdb.log.0,

CIAEHEITEEX 42

Wt HEEME, HSCHF LG EE MR T #2024 A7 6 ) 8
YYYYMMDDHHMMSS (K YYYY 24y, MM & H{r, DD /2H, HH 2&/N, MM
EAreh, OSSR,

VRS B T H 25 00 SR A A% U T 8 H RS 40
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EHIRKEAEHEITEE
S AR E I H BN SR
db2audit.instance.log.partition.YYYYMMDDHHMMSS,
HiEERCAEHEITEE
B ELCAMEIHEN R A
db2audit.dbdatabase.log.partition. YYYYMMDDHHMMSS,

TE9E DPF 359, partition WE R 0 (%),

I 1] B C Fe i AT IR iy 4 ORI, R8I Al Al o 3t S e H RSP fie i — Ao

RYIFIE], CUAA R I H RSSOl RE R & — ik, BRI R8O H &S0 4P Y

I ) Rl O M JLAR B, KR PR A

o FERMIAM AW, B BOMER A5 B S AL AT AR P E R S UG P AN A H &
S

o XA, AR LAY RGN ] A] RE S K IR A 4 RO LAR LR R SR (A]
ENGES

f£ DPF BRBEH, MNALa T IAM i &I i g5 & AR i tT, I8 A BaCEs Do X —

BOF SWAE AT U4 i 4 1) 23 DX R A2 Rl ik T RS

B RKEL DB2 Hit#E:

i FTBCHR P b OV MR 2 3, 7 O F R A . % FEE B0 5o
ke, DGR IR A RN A .

o AR BB AR, W26 CREATE SCHEMA i/,

o BRI EFEO AR, #2H CREATE TABLE /1,

o R R AR R AN, R EERRA I R R )

i EIE RGN B 1 R AR SRR A AT R P T RE AR AR IR]. R BB SN TR
5, SEBASINAR/NATRERAS, A db2auditdd] B E BRSS9 ok & d O,

BRI B AN ] R R A G SR SRR RIE SR, AR IEE,  n] DA A Sk
(EAEEEeE

TR OR AL 5k 6 S A v 4 35 B B A RHE IS 0] DL 2200 35 S B 51 B 97 7 B
BIERRLLgR . ARG RE LB, A5 BORE B e A G S8 3 i Y i 4
1. &y db2 4] JF DB2 @4 @,
2. Ak, AEBACREGNE, TR, #4445 AUDIT:
CREATE SCHEMA AUDIT
3. Ak, QREIE T AUDIT #EX, AE2AEQIE AT 3k 2 B bk 2 1588
SET CURRENT SCHEMA = 'AUDIT'
4. {74 db2auditddl DIGIERG S TSI K.

A db2audit.ddl i F sqllib/misc H5% (£ Windows >4 sqllib\misc) 5, 1%
A BE PR O AAAEJF B 8K REE ] . MTs 71 MAN 4 R db2 +o
-tf sqllib/misc/db2audit.ddl, %M A4 &1 £ FH:
AUDIT, CHECKING, OBJMAINT, SECMAINT, SYSADMIN, VALIDATE, CON-
TEXT #I EXECUTE,



5. BlEgEERE, RS AT LI SYSPROC.AUDIT_DELIM_EXTRACT f#{ifid 2
BRG0P G AT DL db2audit extract i A6 L IHRS T H & SO 8 0 % il
B s A SRR, T DUKE X 2 i B SO 1 B T O A 3 W N s 1 R R
i,

¥ DB2 EiTHERNEF:

FE B HRE R H RSSO IR B S E R SCrF e, IF IR T 8l o 2R 7 B AL
PJa, AT LR S SO R T R R ARl R R R LA AT A0

/] LOAD SZMR P i THBm e AR, XA R A IR A fr . TR 20
FRE LR —AHEAI, IEALAE S R LOAD iy 4 MUA A fE i he A K.
BEAN,  ANRAES R T BRI 18 5E T BR B (AN E R AT, IR AL G S Y
LOAD 54 [l As,

. K db2 A4 FTIF DB2 A .

2. BAEA AUDIT %, EkH T4

LOAD FROM audit.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.AUDIT

i¥: f7& DELPRIORITYCHAR 44 DL f 1 it dfr — i i Al

£ f8% LOAD fir4H) LOBSINFILE 1.Iﬁ (HTEAMRES], KX% 0 M
HABAR LR T 32K), 7ERLEENT, B fed E M H LOBS FROM BEI,

i HRE AN, M RARERAE A, B, K DB2 B R G LA
T Windows MJITEMI C: &L, ABAMNIEE C:\Program Files\IBM\SQLLIB\
instance\security\audit.del YEN audit.del C{FMIPRUERSTE 4.

3. B3 A CHECKING #%, &+ N4

LOAD FROM checking.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.CHECKING

4. B4 A OBIMAINT %, iE%&H Folars:

LOAD FROM objmaint.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.OBJIMAINT

5. FA: A SECMAINT #, 5% Tolérs:

LOAD FROM secmaint.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.SECMAINT

6. A A SYSADMIN %, i & i F5lr4:

LOAD FROM sysadmin.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.SYSADMIN

7. E3 A VALIDATE %, & H o4

LOAD FROM validate.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.VALIDATE

8. HiXE A CONTEXT %, ik H Folas:

LOAD FROM context.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.CONTEXT

9. EYA EXECUTE %, W& Tola4:

LOAD FROM execute.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.EXECUTE

10. FBAESAFEZIE, M sqllib HER) security/auditdata 1 H s EE .del ST,
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1L KRR AR, ] DU X 2638 h e £ 5l AEAT 047

R IE TR 2 J BT B AR, IR A {8 i) INSERT BEIFCHE B 1Y 2 Bl 5 fin 2 2
AREE, IR ENERPBRELIAT db2audit extract #RAEAYICKE, IFAM A REPLACE
IR R,

Bt I A TR

224 v E 5 e DLl A SYSPROC.AUDIT_ARCHIVE F1
SYSPROC.AUDIT_DELIM_EXTRACT f7fifiid#2PL &% SYSPROC.AUDIT_LIST_LOGS #
PR SO VA A At/ it 224 i 42 %) 5CHE PR ) B T E H R R 12 B P 1 S e B 3 R SO
W,

G VR P O3 DA T B B R A R A A X AT G i R A 2 pR Ok A RS 1l 41 R 1% Bl
FERHTEH .

UNACHE C AR B SO R B 5 — A Bl o R e, IR A ST AR LG A AR T I
i1, W PR Kide o A FRARTR], B L iy 44 SCPF LA A A ] B4 28000 P2 4 7.

XAt AR R ORI s R SE IR T H RS, ARG B B0 db2audit iy
AR IR R S B 2 W i H A

VA B 63T LU PO SO A7 R M 3% R BOR AT T 97 e
# 6. Wit BRI

TFETEANRF B a3
AUDIT_ARCHIVE IHES Y E v H AR, P AR AR HVE R A IRk 4R

IR B A, IR A BEA7 fif 1 B R
AT BC & SO AP Y A A,

BAERA T i B fr Ay 2
H B [ 25 1 ek ] i 38 i 2
HHEA.

AUDIT_LIST_LOGS TEFR 0 B A2 IR 8] 24 i 208 122

{9 2 IHH I H S8,




K 6. Wil RAFIHELRE (£)

i IRFIR R 1B1E TR

AUDIT_ NI E IR H RS APl O | IS S A A S DB2 Ml Ak

DELIM_EXTRACT P IR e 1A A B FOCHF | A9 E A% 2C0R A7 il RS RO I
. 3¢, i A HCTE B Y SO R

MG — A SCHE, Ak, K
@t auditlobs, DR ET 5L
P E AR RN . XA
bR

* audit.del

» checking.del

* objmaint.del

* secmaint.del

« sysadmin.del

« validate.del

« context.del

* execute.del

* auditlobs

R X e B AR, B A%t
H38 B S e R, S R
CONTEXT 1 EXECUTE Z&%5l,
B 245017 auditlobs CfF, Hfg
I B A E AR H
. OCHT I R Y T AR
HREE ST A,

HA e B A 3 m] DU BR 2 )50
A H .

AFHEit saL iERR EXECUTE 23
EXECUTE 5l fu i/ il m BB I % 0 SQL 4] (FERLA 9.5 i, /6t
CONTEXT 5k ).

It EXECUTE K5IHi#Rk SQL 41 30AR A BKCKs f BT 12 3 /R BTt F) 4 1 20 5 ML,
fltn, E AR A DU BRI s SELECT i5/A1R | i9AT, BENEiTIEN, 8P
OVUHRs B R S I B A 2 R I e TR AR AR S,

i i EXECUTE EH|HATH I, MEHEICFMASEIMCH AR, Kl wirSmshs
SQL Ay A 3CA,  n] il i A (E SO i i ARG B 21T Y. EXECUTE 2851,

T AW R,

Xt EXECUTE HAFHH IHEZ S5 N 4T (4§ SELECT 4, AR IR % ]
AT ), B A S e UN IRZS. B EXECUTE FAFRAESE MU & i, BTl
KW T A 25 BN E R H &
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e TG EE R AL AT B — BB, R 2 MO R A A T ISR (g,
SELECT AL ). X ZEWRE Tl g 2 S0 1] h T 42 AR 15 i SR IR 3 A) A2 2B 7 EXECUTE
FE.

“UAERG, TR R I A AR 7 BOT REX 4 E ATIE R R Xl
AR A S, BARICRRIIR Z A, WA SR, B2, B
— TR 2RI STATEMENT Jf HECAH. BSRTHY SN DATA, H—
13RS SQL IEAISRIR I BN RCR(E.  nT LURE 3 PR AR 5C DR A0 0 R e iR 7 Bt
STATEMENT Hl DATA fTHEHAE—i&, “WASCAR”, “IER B PO Mg 1 3R ba il ik
"HIANHBLAE DATA Fi{F,

By BV I B ) SCAS R AR (B AT B E R B I, e A1) 2 B 40 3 gl A 0T
(T BV 2 (9 7 B AT fef A s e A QR B ), SR i A Kl B9 1 0T -5 i e AR
TSR, 2R zREHELR; KEOCoR R BdE. oy M s Eia A C
RURETHH R, B DUEA SRS BT Bodi s 22 7= A e L

ROLLBACK #I COMMIT 7EN HEEFHATENI#EAT9, HBAE 5 — a4 o
BIND) #ja & ROLLBACK #I COMMIT W2 117811,

FEH TV EE IR E T T EXECUTE H40G, #8200 TAE BT P rmp et 1
M3 A 1B ), X 4EiEA] & COMMIT, ROLLBACK, ROLLBACK TO SAVEPOINT
Fl SAVEPOINT &4,

FREARAFR

AT DU R A7 bR iR 7 BRI EE % ROLLBACK TO SAVEPOINT /1) 54 (1541 ,

HfAy DML 4] (4 SELECT, INSERT 4§) M8t 4ififr sibnil, H&, XF

ROLLBACK TO SAVEPOINT i&4], Ko iR ER B A O mbni, I, fRAF

FARRR T3S TR RN E G R, WML R A, #hEaR TiERR

BT, RASAIRKRTEHSET 2 WrA FEBEER. RAE 3 CRESE -4

INSERT 1if4]) ¥ AFIE T1 h,

2 7. UiH] ROLLBACK TO SAVEPOINT 35 i34 R i35 f )7

&R RIESHRIR

INSERT INTO T1 VALUES (3) 1

SAVEPOINT A 2

INSERT INTO T1 VALUES (5) 2

SAVEPOINT B 3
3
2

INSERT INTO T1 VALUES (6)
ROLLBACK TO SAVEPOINT A
COMMIT

WITH DATA i£In

f§7 WITH DATA 55, ARSI AR AL, LOB., LONG, XML FIZ5/#{LE
B 40k W7~ 8 NULL,

H B, I TR AT ) B0 E 7 Bid s o 180 A%



WEARAE— Mg h 485 T WITH DATA, {BAES) — M P45E T WITHOUT DATA
IF HAZRME S AT SQL A Ty R xR CHK, A4 WITH DATA K5, Jf
Ho B iR B a8l . ilan, RS R T SCER Y B SR 45 € WITHOUT
DATA, {H5HEEEISEE WITH DATA, IFATEZ A VinligEn, #aitfT
IEIGLUE PN 68

Tk i R A O SR BOE BRI R R B R TR AT, SUERIATHIIRZ SELECT if
A, MAIESR A FETCH, 4 A, M4E EXECUTE o5 A e & i br T 1E
W17, DUGERGEMN, HAE%HE SELECT i 4% T fif n] fg 32 fni i 17 i .

BRI ER0iE SRR

TR R EIT, EH S KA A e R L2 K — BB, 1% m BERMA T B e 2 [l
1B 7 RIS O FE LR AR R AT AT R A TSR I RCR IV RE 1. Witk MfTRET T —
T, BESR B S HR VA Ay RO OCHK Y H AR SO, DA A A TRT DL B 4 A 45 1 A e
220 P 5P P, At AT B SR KA 2 R A AR 68 2 OC T O B I e i 1 BT SR IR
B, DU R VF 3OO 20 A X £ 520 D B9 AH O B5 s 2 & H AT AT i oK. H R RIS B i
AMhZAs SQL B,

BRI e SQL B AT A CAFAERY B TSR, DL T IR T H A5
Ja AR 23 Mk 28 H A5 25 3R,
L QEERATH I EXECUTE &5 i 5 T 3w - B SR R T Kodi e

CREATE AUDIT POLICY STATEMENTS CATEGORIES EXECUTE WITH DATA
STATUS BOTH ERROR TYPE AUDIT
COMMIT

AUDIT DATABASE USING POLICY STATEMENTS
COMMIT

2. SEBEA R H AR DU RS f AR,

LAE MGV E BIa T U ER], B, 8RR R R, X TSR I £
P, AT DU 7 B X 2 O IR Y SO O B AT A I ], PR AR AE (15
B E B -2) M SYSPROC.AUDIT_ARCHIVE DL 7R W 78 fr A 55 i k-
BT AR
CALL SYSPROC.AUDIT ARCHIVE( '/auditarchive', -2 )

3. AW G SYSPROC.AUDIT_LIST_LOGS ZFEERECEM M 2006 4E 4 A
A E I EE, DI E il H 0T Re S TR i A

SELECT FILE FROM TABLE(SYSPROC.AUDIT_LIST_LOGS('/auditarchive'))
AS T WHERE FILE LIKE 'db2audit.dbname.lo0g.0.200604%'

db2audit.dbname.l0g.0.20060418235612
db2audit.dbname.10g.0.20060419234937
db2audit.dbname.l0g.0.20060420235128

4. HEd ML, ZEERARALFTFNHE N IZE DA
db2audit.dbname.log.20060419234937 i, B (A& IC Wos bSO RAEH 1 AR A F 1Y
TR ARG SR ISR .

48 ORI SO 45 FIYE SYSPROC.AUDIT_DELIM_EXTRACT 7 fifid R A4 A,
USRS B Rl il s S0 PF R, i) DK 830 () 7 I 2k A 2] DB2 Kl
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P, SRIETEX ek rh A s DL A R T UBOGER BRE e 1 ). RIS T L R
XA SQL BRI, T BT B & TAERITHh Y 25 A),  DLBH i 21 ) )
TR HR ) 1) A AT AR S,

5. NTHEHOER, LR BLIIAT T IHRE:
o BV SR f E BR R HERR I A,
o RAEHIICR I E & BB R,
o HHTAIE M P AE R BB R P HERT AT AL, AR LBAC 3.
o SE M HE IO 4B S FT SET COMPILATION ENVIRONMENT %41

EEUE RSN

o BB R R B & HE I E BT AR I HERRR S,
h T SRR P RS, MR S — AR R R G BT TR S R A 1 A OE )
MR, AE N & B AT P IS AT Y 22 448 B 50 mT DA 8 ) 8 4t o &= Pk
A Ay AR B T % AR T ) SOAR R R B (115 ).

HITIR M EIE

58  ufrE kAt

HITIZMITA

ATBEREMST -HEEEE, BN MTE TR R HCRE A H SR 02
Bl FETERE; Ui B SO R AR RO SR 8 DA I S A AN R DL T S A AR
JRHY.

EREEITERE NGB ERIE

B BHICR 5 AT S H S5 S EUE IR C R (I F R AP R R, audit_buf sz %0
i A T A T B S RO (8 AT I BN IR SR

WA audit_buf sz W{EH 0, M2AREBALR. EREFITICROFHFEFICEBA
BN IR, SEMCRA R ER T2 DB2 Bl PR RE MR,

R audit_buf sz HIRT 0, MAREENLILR, audit_buf sz KT 0 W, %
(/2 4 KB 50— JIARIE RIS, o X TAAES — 4l T H R
N2 B R R F PHCR. T 0 SR ARH VT 0 3 R %
FPIZIORE S AR, B ARe AR AE,

TESFLEOLT, B HCS AR ARG K G DX AP (O B — BORHE), B0 1k X b 0 19 55
St el i, Aol P HEAR K 0 i 2 SRV, SO A AR UM Pt R
WAGERIEE WG IX, SO, e X AE IR AR e B i =

IR REREGARREREGA, MAEHRNELALAR, P, Wi
AR RER, WAHIHCRRES AW Z g7 e, fER 27k, mfE
A—MeRER, FuHRREHRIERZ - PMHIHOEEAL

EEHRITREEIR

ERRORTYPE # i1i% i 2 50 i 15 B A= Hl a5 DB2 %4 2 R AIs 115 it 2 [B] 3 B
PR ME LRSS, 3FH ERRORTYPE #iF iS5 & 2 AUDIT B, #4H
TRBEHAE R DB2 0 22 i AT An] HLAD BB — BEXTRE, XTS84 R B 1 ) AH S Y —



RSN, DAEATIHCE (ERZTAT, SE#LSE; ERPTAT, 5EF
W), eI sy, AEMEER R, #OK — 4719 SQLCODE &[]
A R TSR A9 ) B R AR .

WA PRSI A NORMAL, A 20K 2 R H db2audit FUMEATERLR, R FENZERAERY
SQLCODE,

REIER TERRIE TR

s APT s(E A M DL R BT BCE, WO AR — D UL ITHES, S0RA
Hitics, #l, BA—4 SELECT F#ififf) SQL UPDATE /A n] A M8 ic
%, —MERUEN — 1K UPDATE FeRUIBURKE &L R, 7 — Ml &xt—4
FH) SELECT Rl AU RKG A ST R,

XSS EARERAEE S (DML) 354, TEMER LR AN 20 Br A AR A6 A 28 iU HE
a, AEFEH R — AP IREIEA R M, FOVIN AT AR R A, (H, 0
REFHUERHEENHFRRZ —, LA T —DTAERICH, UK R AT
fzh SQL = XQuery AL, FFAIHE — Do Z N HH AR,

AL E S DML IEA AL A, AR A I R A ME — R R A R AR A
&, EEFMASESEAGITIERF WAL RS E LR AN, T
BFEHES SQL 8 XQuery i F) T it YA FRAS 2RI AT BE HY B IC R G-, w]
EXECUTE K5 # I 7EREF AN IATHIRTZ SQL 80 XQuery 4], 24 7 ARk
HERFPUN, SRSRNXFRIERTFUN, KovZiFE SQL m XQuery i H T
YA BRAG: 2 AR U T HE 3R

Xt FAE AT IE A I PRAT AL R A A 1) 35 ) (fidn, %l iES (DDL) . GRANT Al
REVOKE iE4]) , A& Il X i s), ARKAE iU 5.

iE: AT DDL I, FCigiZiEmmSEbr i S aeR 4, fERIHCRT ATAEE (B
BSOS ) LRI SHOR A E (0),

TR
FeE it BRI
7 A BV RSB, A BV H AR UTRSRS 208 24 B AV H BRI A 3, T

55 T 0 5 AR TG shai v H &, S0 & H S0P RY 2 R R A & — 1]
BiC, alH B AR U ER Y H RSSO DUEE K R 2t A7

TR, ERTREARR 2 41 C A SO IR A — i,

X BN EOGE CIARHE H A, SO E R AR 2R 40 P I R o 28 SR B
.

SRR IR

BIEEHF SRS, W 1% {0 AR 26 AUDIT, B IEAAEE 1 FUE — IR s e, 4l
n, WAREHRFEIE Y AUDIT Jf BT8R (Fn, #azsmael) , Bakz
[l G UR. AU TE B8 R 17 00 2 5 A REAR SR AT AL A FEA T o T O B0, (ER, BSR4
REMPCE A NORMAL, HRAICHK R, (EARZX R E R, f R AR
—FRAREIAT R AE.
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60 g et

USRS G I R R N = el sl v e T I - B R S W 2
18) , B AR RN R WO HAE R H s g i AR O F Y T 44 28 bk ilEIT H
Ok, #itn, dblaudit.instance.1og.0.20070508172043640941.bk, FEff k] Bi5E (3@
AR AR AR T i 2 08 Z RGBS ], BOE I B TR kAR ), A0 LIRS H
HH RIS, KRG, FTRMERRE S AR H & — AR % H .

DDL {ERIBR

EHAT —ADTAERILZ A, ¥R e XiES (DDL) &4 (FRh AUDIT i =

SQL ifA) ) A&k, Ht, @A ATX EeE A 24 v (1) &N 1E A 2 5l LR T

COMMIT iE4y],

AUDIT 725X SQL &4t :

« AUDIT

e CREATE AUDIT POLICY. ALTER AUDIT POLICY #l DROP AUDIT POLICY

« DROP ROLE #1 DROP TRUSTED CONTEXT ( {5 BEMx 0 M@ n(E - Fxs5
CiRAN S Q)

AFEHE 3SR REX RSN

e E M A I H SYSPROC.AUDIT_DEL_EXTRACT 7t #e ( REE B L

ffi i db2audit extract 4 ) B CIFRSE T H R SO 1 H T O S 46 21 2 A S,

AT DURF X B R R G H SR 28 A S DB2 FdiEE R DI T i, A ok A

g R 1 R A AE A R AT MR T REAR R TR,

81T db2audit.ddl, KCARREGRAN T A, 83 BA HIRYR/NAT REBUL.
{£f CHECKING E=#

TERZHEEN T, 4 H CHECKING FRN, Hiic s x4 R B e B A 1

X4, LT U A2 4 09 P bR S A 2677 R AR, lm,  an sk
2R R NGk As — A3, 4 CHECKING S48 0 5048 a1z 1 7 [ &

“ALTER”, HE/RA X4 M Z“TABLE” ( A2, B kA Y2 FREA ).

(B2, %0 A E R UE R 7 A7 A — e AR R SRV P A DR 0 e 8 5 ot 5
BRI, EORAFAEN IR P A A, R R B R 4 E AR, S0 E U BR
AXf g CiA R A5 ),

FEF LRI — RGN, FEAERTIRR, Pk, CHECKING HFA#HIR A
ZIEESEESithe MK il 4

tIEATFHEEFENFITIER

Y - NOAENETEE, S RZEFAR DROP 4]d OBIMAINT H{4H 11iC
S, KRG WIERFAEREIZA R CREATE A& % —1 OBIMAINT FH{Fitic,

EIR/GEA CONTEXT EHER

K e EF” (DDL) nJARpid s M) OBIMAINT 5 SECMAINT /4, {HZ,
EICRIZFME, FERENERTESFETENR., MG TRAEX S, 8



GRANT & REVOKE #AfEARAETEM. 1EXFMEALT, A CONTEXT H{FAEIRE
%, IXJ CONTEXT HMFHIHICR, FralRaiduz s rraifif, fn=l i BRiEm s
JRCPEST

ENTERF

HGE G4 A DB2 Hidl AR v 1 Fas B B VORI, B R 1% ) SR B Al
Y E FAF A GO, X v FEAIOE B SCPRI T 31038 A ok 58

db2audit extract delasc delimiter <load delimiter>
FEAERMATLUERAFAF (") 8RR TN sERIE P 45 5 (An“oxff”), A
R 4 7 2

db2audit extract delasc
db2audit extract delasc delimiter !
db2audit extract delasc delimiter Oxff

TSR A S i P AT AR B A E AT, I AAE LOAD iy % il MODI-
FIED BY X, N & “Oxff” ffEE R AR LOAD fir & i m i — o3
db2 Toad from context.del of del modified by chardelOxff replace into ...

DORS T BB R A TAT ERERAT T OG5,

% 1 % DB2 Z4atkgm 61
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R R SHEM I RE I EBA AR R, @ TR, A E RN I
TR AU P TE — R BR X %, nTDAME ] GRANT iEAMAEiEEs i, 4
PUBLIC o HAth f £a, ﬂgﬂuﬁﬂﬁ CREATE TRUSTED CONTEXT & ALTER
TRUSTED CONTEXT &M # B ESAfE LT3, ol DO TAE U a8E L iy
SESSION_USER ROLE j %E}ﬁ% EfM,

AESRALT —Sef, AEARAE B I R AR R 1R S A S

o R B BT DIR I SCWRA 7T A 20 2 45 A 1 Oy R4 ) bl 1A B U e) (AT AT
DAFE RS 2 rp B B i R 4120 ) AR AR RO FA € ).

o BT RSN TR ST M O B R BEAR, S TA) TARB ST AL,
AT AR T (58 b 45 T MR D A € PP A BB BEAS

o A THREARCH NS, B B B AT DUKE — AR AR T 4 SRR E TAEBRER — DA,
RIGHZ AR T TERRET RN, A AR B — AR AU T 4%
TARRRAE AR B

o ATRVEH A ORI, I BT TGRS R, R B R
A BB P BIR AL

o (R AlERE. BRMEAINR (MQT) | ##4 SQL F1 SQL IR i Zfi
B AR ECRIRR, (5 Al P 1 o] e T 4 2 AR R AR R

X2y DB2 Hide 7 AR G0 R i AL B4 BB SRR DI S, PR D 4L e B =5 B
(fin, #IERGS LDAP Hx) HH. T MEReldh ENE B, il DB2
Bl 12 2 g8 m] DU S AL PR AT I B O AR RSB HEAT A A IER T A M,
HH 5 A% FE 4L 5 P AR

o ARES T EITA MO Z R PR SLE N R, DA PR R R S IR R T
HER T AR ECRIAR, AhEE 208 A e,

o A VR B OURT LR A D B A A

B VB 51 (SECADM) AUFRAN, nl X M (a8 T RES A X0 E N 82 TR BT A DB2
FERURIACER.  tn, ] DU 7 A 0 T ST AT A BRI A
« DBADM, LOAD fll IMPLICIT_SCHEMA s % # R

CONNECT., CREATETAB. CREATE_NOT_FENCED, BINDADD
CREATE_EXTERNAL_ROUTINE & QUIESCE_CONNECT #i# /4 ¢ [2

o ARATEHE EXT 2R (5 CONTROL )

R B RAR R, K B BhE T R GO B TR A, AR E M SET ROLE
WERREIG G, fin, EEIEIE, BB (MQT) | filkd:, FEFAE SQL
BIRENS, i A EARB R AUE H, (R, BT 4 i T 1 2 A R BB R A
B AIE .

MEBGITEH. et EH A LIl GRANT &4 WITH ADMIN OPTION ¥
AR BEARLRFES  — A, DU A AT DL i A e A A B
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R )

FE A A Gt A — BERR
© fECRREA O X 42
o REEX MR T 22 E A (SECADM) AR,
o TERIEE NAVERPEXT R, B EH T 4 HH i AR A £
- WEHE SQL WREFH
- A
- Hixfb#EifE (MQT)
— fili k%%
- SQL il
FEQIH X Se X G F, R s a8 (fln, @ M2 E ) T8t
S0 F P e PUBLIC [ ffia,

FERBPEIZIE TN 5 R

64 g e v

ZetE AR, MR, B, BEAMERAC, ZetEEAMEA
GRANT (Role ) /45 (5 - Y LG AR T 240 — DMRAUR Ul REVOKE (Role)
RO B APR VRLLE A1 40 FR R B AR

i /)] WITH ADMIN OPTION % T8 EUbR UE M (4 (1 B0 0L ek, 22 s i
AT DL A 60 B 0T AR Y BN R FE A 1 AUAR IR, GRANT (Role) ifi#] ) WITH
ADMIN OPTION /)i HiAt I 5 w] A

o KEE T E A,

o MU HA AR A,

s ERAE.

WITH ADMIN OPTION FA) AN i Hofth FH 7 HAG T 51 Dy RE:

o MR A

o WUEHEEAURIRXT A WITH ADMIN OPTION,

« ¥ WITH ADMIN OPTION #Z P25 A A (WREBEFH SECADM HUR ),

TELZEVEE MG EIE T ME)E, BdlaE M on] LUE A GRANT 5 APR AR AR AL &
Zifta. Fr SECADM AUBRAL, WTRIXE M &5 F REG LRl 2 N4 T 90T DB2 H#AY
AR, ANREFF S ZAR (f4n, SYSADM AUFR ) 5 7E 4 M.

ZRWEM A NZ S E LM WITH ADMIN OPTION i HZ 3 1 i 8 1 il it
TAE AT P #RR] RLAE - GRANT (Role ) 154045 1% Ff €4 0 1Y) R 51 95 4 %2 77 25 oA
5. #1. PUBLIC Biffifa. mIfEC.{li f§ WITH ADMIN OPTION Jfi#ik PUBLIC, #
S B AR SRR T T A A I AR A

FE 2 P BB A M EAE I P @ SL 2 i B . 18 DB2 Bl RS B AR, 5
S M A ESCEE P AR EURAR, SRR RSE ] SET ROLE 35 Ak ik
R M., DB2 Hdfi/F R4 HF SET ROLE 2y 75l i SET ROLE ifi /) il H b
fhIEZE. 7E DB2 ¥l R4, SET ROLE MM E & R A e i, i
RN, L EH R R



R PR R, fetEH ASIAXIZMAE WITH ADMIN
OPTION *#:#UAY I/ a]fdi i REVOKE (Role ) 4],

oL

WARFEA A EEAG — AR, 28T 7 1A b Y R BEA% 1R P o bR X 28R
B, AR REALGE AR — A BORFBCE T46 € 45 5 — 1 P I R 638 B R AR
{7 R A €20 NE P — 35 B 9 R AR AR — 1 R A A € 19 B0 B o A Y R BT
T E2 T 2 HoAb L.

fi4n, W5 BOB Fl ALICE 7E#BI] DEV " T/, fhfilH A %3 SERVER, CLIENT
fl TOOLS fj SELECT $:fl, —K, &M A Bk eI s — N 5E0] QA, Hit
Bl 122 B B RS AT 1% % SERVER, CLIENT #1 TOOLS fj SELECT #§4X. J&
&, #BI'T DEV AT — (iR 5 TOM, %dis A8 Bl 5 62506 k6 SERVER, CLIENT
Fl TOOLS [ SELECT $:#U#% ¥4 TOM,

il A, FAT T 5155

1. Ze M A8 DEVELOPER:
CREATE ROLE DEVELOPER

2. ¥# DBADM FUFR [ %icd 2 % #E 6k Xf % SERVER, CLIENT I TOOLS ff
SELECT #$##(#% T4 fitt, DEVELOPER:

GRANT SELECT ON TABLE SERVER TO ROLE DEVELOPER
GRANT  SELECT ON TABLE CLIENT TO ROLE DEVELOPER
GRANT SELECT ON TABLE TOOLS TO ROLE DEVELOPER

3. GRS UK /it DEVELOPER #7453 ] DEV 1" BOB #lI ALICE:
GRANT ROLE DEVELOPER TO USER BOB, USER ALICE

4. X4 BOB #l ALICE ZJ1#6I] DEV Jg, ZaMEEH iM%~ BOB Hl ALICE [
ffifs, DEVELOPER:

REVOKE ROLE DEVELOPER FROM USER BOB, USER ALICE

5. X4%R7 DEV HgEf TOM B, a4 i M DEVELOPER # T4 MM
TOM:

GRANT ROLE DEVELOPER TO USER TOM

X—=MAORT 7 — AP AT, BT A E RS,

¥R resn - MaeE, F-MAekasdn—Mme. - Reakgtor
A — N AE AR, i, W3E A DOCTOR 2 T4 fifs SURGEON, HAFA41A
5 SURGEON {1 DOCTOR. fifs, SURGEON ¥4kik ffi {6, DOCTOR KA EA.

ARVFAEZREG R IIER. WRDESR A2 T aa, DUk - MR Ta
F-Af, MK EERTHRIERME, A BRER, G, Mt DOC-
TOR % T4 fift SURGEON, #RJ5¥# fift SURGEON % ¥[8l ffift DOCTOR, Hi#7E
AEZRE WP ICIERS, 2% R E % (SQLSTATE 428GF ).

W ABRX GRS
PR 7 1 St s B #ay a8 2R S MR R R B B v Y B2 7 401,

%2 % s 65



WX ET YAt DOCTOR, SPECIALIST #l SURGEON, i — N 4% —
A AT BUR PR R G )2 R S5 1. KMt DOCTOR # T4 ffifi SPECIAL-
IST, #RJG ¥ fifs SPECIALIST %74 ffifi, SURGEON,

¥t SURGEON #% 1454116 DOCTOR #TE M AGEF, X &R fLiFm,

TENE M T T8I SQL i AR M (B R RS
CREATE ROLE DOCTOR

CREATE ROLE SPECIALIST

CREATE ROLE SURGEON

GRANT ROLE DOCTOR TO ROLE SPECIALIST

GRANT ROLE SPECIALIST TO ROLE SURGEON

HsH R BRI = £ R R

66 g et

FEH R AU, A 2 FEONBEIR NS (Fin, WE, BFasiks) BRI
g Al A,

B 7 91 350 BT SRR AR TR R SR A L R 1ot o 0 s H A 7 3k A R AU R
JERS G 7 HE )RR,

1 F B AR LR 7R £
L ZefE G AI# At DEVELOPER JEXt /" BOB £ T I A (4 rh A A b4 B

CREATE ROLE DEVELOPER
GRANT ROLE DEVELOPER TO USER BOB

2. JiF" ALICE f#3% WORKITEM:
CREATE TABLE WORKITEM (x int)

3. BOE S BUK 32 WORKITEM () SELECT Al INSERT 454U#2 745 PUBLIC 3f
[l 4% 745 i DEVELOPER:

GRANT SELECT ON TABLE ALICE.WORKITEM TO PUBLIC
GRANT INSERT ON TABLE ALICE.WORKITEM TO PUBLIC
GRANT SELECT ON TABLE ALICE.WORKITEM TO ROLE DEVELOPER
GRANT INSERT ON TABLE ALICE.WORKITEM TO ROLE DEVELOPER

4. Fr BOB g —~ili 3 WORKITEM [{J#i[& PROJECT F1# T3 WORKITEM
HAEFf PKGI:

CREATE VIEW PROJECT AS SELECT = FROM ALICE.WORKITEM
PREP emb001.sqc BINDFILE PACKAGE USING PKG1 VERSION 1

5. LSRRI RS R R4S PUBLIC %3 ALICE.WORKITEM [ SELECT %, T
M % X BOB il HAE /i DEVELOPER H [l A BEAR AT L0757 IURRAL, BT
LI¥i[E BOB.PROJECT {#35 1 JJ HARF 6 PKGl Uik
REVOKE SELECT ON TABLE ALICE.WORKITEM FROM PUBLIC

6. NS ECHE A B R4 /i 5. DEVELOPER %36 ALICE.WORKITEM [ SELECT 4§
B, T EARF e X E BOB A MM H A kR LTFRAL, B I
BOB.PROJECT Z¢f53Au] HI3F HAE ¥4 PKG1 AR5 I0Ak:

REVOKE SELECT ON TABLE ALICE.WORKITEM FROM ROLE DEVELOPER



i35 DBADM #FRAY7RA
e R IF, i€ DEVELOPER 447 DBADM HUMLI: HLEVK % ff (4% 45 I P BOB,

1.

AP D A /i 5. DEVELOPER:

CREATE ROLE DEVELOPER

ARG 50K DBADM MR 745 /i 6. DEVELOPER:

GRANT DBADM ON DATABASE TO ROLE DEVELOPER

GRS T BN P BOB #2F IAf 5 Fb 1) g I 8 4

GRANT ROLE DEVELOPER TO USER BOB

P ALICE flj# 3% WORKITEM:

CREATE TABLE WORKITEM (x int)

/" BOB Qg —/ i i WORKITEM [J#LK PROJECT, T3 WORKITEM
T PKG1 DL A3 T3 WORKITEM Hjfil % % TRGI:

CREATE VIEW PROJECT AS SELECT * FROM ALICE.WORKITEM
PREP emb001.sqc BINDFILE PACKAGE USING PKG1 VERSION 1
CREATE TRIGGER TRG1 AFTER DELETE ON ALICE.WORKITEM
FOR EACH STATEMENT MODE DB2SQL
INSERT INTO ALICE.WORKITEM VALUES (1)

gr4 VAT RS P BOB [ A {% DEVELOPER:
REVOKE ROLE DEVELOPER FROM USER BOB

% /{5 DEVELOPER 435 f1/" BOB %7 DBADM YRR, X J& P Afss 1791
BUERRRE M, WEL TR il & 25 #0632 2520, s frs:

+ ¥ BOB.PROJECT 1/5H %K.

« FEF PKG1 ZBRI0AK.

+ fil%#% BOB.TRG1 /54K,

K BOB.PROJECT Filfii’k#% BOB.TRG1 W], WiFftFfl PKGl Au[fl, %%
DBADM HURET, Hiffi# DBADM AUBR 1 #2 BUhR R A A0 B fi e s % AN 32 5%
M,

{EF WITH ADMIN OPTION FAEIEAE 4

JEiH# ] GRANT (Role) SQL 4] WITH ADMIN OPTION F/h), Z4M4&H R
AT DL AR 0 R R A A BRI RIS 645 Hoftb .. WITH ADMIN OPTION /) ffi

i

— A BURs A RO SRS R T AT T SO A R A R AR A

HH BRI B A LA B TR R (LA A B3k 1% A €.

WITH ADMIN OPTION /) R4l 55—~ P A BCK X M) WITH ADMIN OPTION
BPHHEMA P, BhASH S—AH A BRI @ WITH ADMIN
OPTION,

1A WITH ADMIN OPTION FaJH) AixHIR 5l

1.

Vg R AIE /4 DEVELOPER i /f WITH ADMIN OPTION /)45 It
R T4 AP BOB:

CREATE ROLE DEVELOPER
GRANT ROLE DEVELOPER TO USER BOB WITH ADMIN OPTION

%2 % @ 67



Ji/7 BOB A LK% A 0 (9 80 BEAR 32 P45 Hef ™ (5, ALICE) FR4asH HiAth
PP A £ P B BB B4

GRANT ROLE DEVELOPER TO USER ALICE
REVOKE ROLE DEVELOPER FROM USER ALICE

1 BOB REEMIER 1% A 50 WITH ADMIN OPTION #7455 — 41 MF (HA
AP B O] APAT X PN HRAE ). BOB i H Y5 2 iy 4 2R U
DROP ROLE DEVELOPER - FAILURE!

- only a security administrator is allowed to drop the role

GRANT ROLE DEVELOPER TO USER ALICE WITH ADMIN OPTION - FAILURE!
- only a security administrator can grant WITH ADMIN OPTION

HT M BOB A Z4AMEEI I (SECADM) AR, Fr DAt/ it 7 fie it 44 £ €
DEVELOPER 1 F /' i) f (48 BERRAL (B WITH ADMIN OPTION #7), %4 BOB
R PUT A 4mt, 124K R

REVOKE ADMIN OPTION FOR ROLE DEVELOPER FROM USER SANJAY - FAILURE!

e T BT ISR B P BOB X ffi 5 DEVELOPER [ i (54 B AL () WITH
ADMIN OPTION #27 ) , J3XfHI/* BOB # 7 ffif. DEVELOPER:

REVOKE ADMIN OPTION FOR ROLE DEVELOPER FROM USER BOB

AN, N Le A P I RS I P BOB (45 DEVELOPER, fIi4 BOB ¥4
ZAE Nt DEVELOPER [ 52 B #8819 B A Fe AL i WITH ADMIN
OPTION F/mJ 4145 1 %] 1% ff1 €2 i) A PR

REVOKE ROLE DEVELOPER FROM USER BOB

ttAeSA

68 g et

fEAVEME, B fbArifi® (MQT) . SQL #If#, flA#HMEEHE SQL WEFE
I, A5 B8 T AL AR BRI RR ., e e P 7 €2 T A s 2 T 7 A PR .

Fe SRR P O L A AR R RO QR B R, XA DB2 Hide
FERGEER]., AN FE DB2 Ml R Geohm ), Bian, hRIERGE SN LDAP 55

o

¥ ARA R R AR BRRE)
7 1587 A £ P 1 e B

%4 =/-41 DEVELOPER_G. TESTER_G # SALES_G, /" BOB, ALICE fl TOM
SRS B R G, A0 R T R

# 8 HHH R Y]

i BT AR AR
DEVELOPER_G BOB

TESTER_G ALICE #l TOM
SALES_G ALICE Fl BOB

1.

L VR B 5 2 AR U 4119 /i {3 DEVELOPER, TESTER #ll SALES,

CREATE ROLE DEVELOPER
CREATE ROLE TESTER
CREATE ROLE SALES



2. A PEE T BUR X S A P B R AR T2 T (B E LA 9 T R AR R
GLiE B 6L R 9T

GRANT ROLE DEVELOPER TO USER BOB
GRANT ROLE TESTER TO USER ALICE, USER TOM
GRANT ROLE SALES TO USER BOB, USER ALICE

3. Bl R B AT UK ALUT A 1 AR B A R 2 P4 X s fa il n:
GRANT <privilege> ON <object> TO ROLE DEVELOPER

SRIE, Bl A B 50T DU AL X SRR A, R EOR R B BN R G R KX L
4.

1 Al f B IR EN AT AR B 3 Ak A 2R A R B3

7RG R~ P BOB i fif4 DEVELOPER #A A/ ReAUnt, 1% M F al LA 24l
Hfil % & TRGI,
1. B4, JAP ALICE f#% WORKITEM:
CREATE TABLE WORKITEM (x int)
2. MR, HIECIRES UK A ALICE (3R I AUZ T4 fi 2. DEVELOPER:
GRANT ALTER ON ALICE.WORKITEM TO ROLE DEVELOPER
3. |TJH/ BOB Zffifs DEVELOPER ARG IR, Fr DL Al/fh 5 6 il % %% TRGI,

CREATE TRIGGER TRG1 AFTER DELETE ON ALICE.WORKITEM
FOR EACH STATEMENT MODE DB2SQL INSERT INTO ALICE.WORKITEM VALUES (1)

ZEM IBM Informix Dynamic Server T#/G{ERAE

ISR E M IBM Informix® Dynamic Server iIT# % DB2 ¥ % 2% I B IFAE{ Fl A {3,
A2 M7 BT i — LE I,

Informix Dynamic Server (IDS) SQL %% GRANT ROLE #{it74] WITH GRANT
OPTION, DB2 ###/%E &%) GRANT ROLE ifi#)#& it H A MR DI RERY 74 WITH
ADMIN OPTION (%% SQL #riff ). 7 IDS iTF8 % DB2 %udli /% RG],
7t dbschema T H/: i, CREATE ROLE fil GRANT ROLE i&4]J5, dbschema T.H.4%
¥ H B E)AE{T WITH GRANT OPTION #4#%:4 WITH ADMIN OPTION,

1t IDS Bl e R 4tH, SET ROLE B AN HE & M@, DB2 M E R4 FF SET
ROLE %), HEEN T 5MAZ SQL i m iy H A= g 3He%, SET ROLE M &
WP T REM AR, AORAE, IRAE R [ R,

dbschema % 745l

7 IDS %tdE 74 fa {5 DEVELOPER, TESTER Fl SALES, 4 M]f* BOB, ALICE
1 TOM # 7 T AR i€, K DEVELOPER #2747 BOB, ¥4 ffif4 TESTER 7
T4 ALICE, ¥ ffifs TESTER fil SALES ¥ 74 TOM, EiTKZ%E DB2 HiifEZ
%, il dbschema T H A%dE/E4 K, CREATE ROLE 1 GRANT ROLE if4]:

CREATE ROLE DEVELOPER
CREATE ROLE TESTER
CREATE ROLE SALES

GRANT DEVELOPER TO BOB

GRANT TESTER TO ALICE, TOM
GRANT  SALES TO TOM

%2 % @ 69



WINAE DB2 Bl RGP QIR BRI, SRJG AT IR RO s T kil Ay, DLECH
Bl IR E M,

70 Sufire 4 v



% 3 B EHAELTXMAEER

FERESLY DB2 Bl R (e, a6 I AR e P9 K R AT DU 7 8 T (5 4,
LV RSERTLE ff i CREATE TRUSTED CONTEXT if41 DA K5 B 3 fY %
Y Ja P UG P Y AR L8 J ok E ORI 5 B R 30 GRS a2 5% 1),

ST HRIR AT R 2 APT IO T R B R P 268 2R 2
9% ).

WA EER G, R DU a2 R AR APL (352

B 3 ) ¥EEN AP ARETE R 5 — A P AR,

1. ZeMEH GEL M CREATE TRUSTED CONTEXT & mJ7E/R 454 H E ] {5 1
T, i

CREATE TRUSTED CONTEXT MYTCX
BASED UPON CONNECTION USING SYSTEM AUTHID NEWTON
ATTRIBUTES (ADDRESS  '192.0.2.1")
WITH USE FOR PUBLIC WITHOUT AUTHENTICATION

ENABLE
2. BESIW{EERE, RN AR R A A — A4 APL
priAl] ik
M FRRER API
CLI/ODBC SQLConnect FlI SQLSetConnectAttr
XA CLI/ODBC Xa_open
JAVA getDB2TrustedPooledConnection Fl
getDB2TrustedX AConnection

3. BUR RS A Ve SUREE DR 7, 16 R AR 7 AR R A A — A

APIL:

pridl] P

K RER API

CLI/ODBC SQLSetConnectAttr

XA CLI/ODBC SQLSetConnectAttr

JAVA getDB2Connection Al reuseDB2Connection

.NET DB2Connection.ConnectionString 58 F:
TrustedContextSystemUserID gl
TrustedContextSystemPassword

T B AR T P B AT RS T 5140 8 5 T3 B S T £ 1 F
SOMGRE S BTN, A R R T LR A BRSO

CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USER1
ATTRIBUTES (ADDRESS  '192.0.2.1')
WITH USE FOR USER2 WITH AUTHENTICATION,
USER3 WITHOUT AUTHENTICATION
ENABLE
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FELL T i, a2 R 55 4 e BRI A 7 A — SRR R oK, (HA 3 W] i
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AT DAFE R 12 AR 55 i BB — A nI A5 B SCXER, 1% G VR R ) JZ i 55 A L5 2L
PR A fF e, RSBl FER R, HEZ M55 A% o] DUR 1% 12 19 2 i
PRI R R ARIR, AT BRSO 2 M S5 R R R A AR IR, BUR CLI
ARAS B T Ay FAERTTET A2 3K 1 o AT £ TR 30 MYTCX SR S {F 144,
DAt er ) 48 52 ] 5 3% 8 R 2 ARG L.

int main(int argc, char xargv[])

{

SQLHANDLE henv; /* environment handle */
SQLHANDLE hdbc1; /* connection handle =/
char origUserid[10] = "newton";

char password[10] = "test";

char switchUserid[10] = "zurbie";

char dbName[10] = "testdb";

// Allocate the handles
SQLAT1ocHandle( SQL_HANDLE_ENV, &henv );
SQLAT1ocHandle( SQL_HANDLE DBC, &hdbcl );

// Set the trusted connection attribute
SQLSetConnectAttr( hdbcl, SQL_ATTR_USE_TRUSTED_CONTEXT,
SQL_TRUE, SQL_IS_INTEGER );

// Establish a trusted connection
SQLConnect( hdbcl, dbName, SQL_NTS, origUserid, SQL_NTS,
password, SQL_NTS );

//Perform some work under user ID "newton"

// Commit the work
SQLEndTran(SQL_HANDLE DBC, hdbcl, SQL_COMMIT);

// Switch the user ID on the trusted connection
SQLSetConnectAttr( hdbcl,
SQL_ATTR_TRUSTED_CONTEXT_USERID, switchUserid,
SQL_IS_POINTER

)s

//Perform new work using user ID "zurbie"

//Commit the work
SQLEndTranSQL_HANDLE_DBC, hdbcl, SQL_COMMIT);

// Disconnect from database
SQLDisconnect( hdbcl );

return 0;

} /* end of main =/
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e % v B G A T LUR RIS BRSO &

CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USER2
ATTRIBUTES (ADDRESS '192.0.2.1")
DEFAULT ROLE managerRole
ENABLE

WERF wserl M TP HbhE 192.0.2.1 3ERW{Fi%EHE, 4 DB2 HdE & RGu kR [F —
A (SQLSTATE 01679 1 SQLCODE +20360) DIfS/RAfesd a5k, P
userl {FRAFAAMGIER. (B2, WRMA user2 W TP Hilk 192.0.2.1 iR 0] {5 #,
BT AME B30 CTXT R R, Rl scslizigsk., AR user2 @577 1]
fHiEHE, oo/ BAE ] DIRICS W {5 B R SCM 8 managerRole  SCEKAY BT A 5 AUFIAL
B, 3K SO BORIR PR m] BB XTI v {5 7 #2E FSANY LP wser2 AT,

BEAELETX SR ABERREE

B B 24 A0 P AT DL a] £ R SOk B shakoR /@ D3RO AR AL, (HAT IR 2

UE AR A EL F 22 A B 8 G AR S AT A b S LR — 48,

BB LT, wIfE SRR RTA F P E ] DLAR M, 22 e vA B GUA T DU Al {5 b

T 3CE XRAR MR E T P Ak R Y R

TER] {5 RN, UG AChRIR T DUHIA /4 3 h f 6 38

o HAEBRAERREHE O R e, MKk

o AMF LR XCBE s fE LR SCR E T E (IR E T e

it
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o Gl AERBU AT G B SCRRUON 3 DML BEB R BN T F14 U8Rk
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~ dkEhA SQL (5 Rfitds SQL WA#H(E, B, BIND, REBIND, Kistiifs
. HRIVES)

KEAME LT3R E T A PRI

A PR B G T DUGE AL £ R SO SORME M@ 5l {5 BT SOREK,  DLE:
o BETELL T AE R BTA TP HRAT DLARR R E
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4] A #2 A P DT 2 — T B B AR IR HLX AT R AR IR A A ] A BT SR
ET PR Eny, aRAAERfE B SCBE A, IR E T TR f o6 B
R, WREIR R,

tlZiEERE ABEINGET A ANABRAE L TR

B % VA B G A T LUR RIS BRSO &

CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USER1
ATTRIBUTES (ADDRESS  '192.0.2.1')
WITH USE FOR USER2 WITH AUTHENTICATION,
USER3 WITHOUT AUTHENTICATION
DEFAULT ROLE AUDITOR
ENABLE

24 USER1 ST AMSHEN, #7456 AUDITOR [FR:RUE H A AR IRgR, [F
BE, MATEER LAY AT AR IR e £ USER3 1Y FH P ARiREF, X B45 AGA %
USER3 Zk7K, (WRZERM PR IRTE LI E D) #e 22 USER2, J§4 USER2 %
kAR AIE B R SCE4E M AUDITOR, ) %4 PR B v DIt #EiE USER3 4K BRI {5 I
TOCEAE AN 5 A A, AT AT DU R R AR R S 4G I T P OR S B
m, A FrR:

CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USER1
ATTRIBUTES (ADDRESS  '192.0.2.1')
WITH USE FOR USER2 WITH AUTHENTICATION,
USER3 WITHOUT AUTHENTICATION ROLE OTHER ROLE
DEFAULT ROLE AUDITOR
ENABLE

YA B B ST PRI 2 USER3, I P R0 {5 B SCEE fi . A
S, AATTRFAR R 22 2 R B DS 5 20 A/t A R 52 A 5 OTHER _ROLE,

AT EEXAMEERE L% A PFRIRRIAN

76 ufirE i e v

A FEEZ L, TR EEN AP AR E S — A P ARiR, (E 2 B R
oy,

Lo RO R AR M AT E SR K B, I Bz k% &1k 20k 554 DLk
TTALHE, AR A He s I P R [B] — 2545127 . (SQLSTATE 08001 FlIJEEAL A 41
f\) SQLCODE -30082 ),

2. WMRUHRERARERSH A L BT, F50 EEIFHZ UGG R R L2 RS
A DAHEAT bR, I8 20K il A T AR R S IR B — 5451210 E. (SQLSTATE
58009 FlI SQLCODE -30020),

3. R RE SRR MR R B, AN R ] — &5 1R TH B (SQLCODE -30090
FEFERY 29) , BienHREREREEE, BAFFERRESHFEARASHERLT
RIEFIRES, WAL 223K,

4. QRO RAE LB (AR BIEEERE ) ks, A% E K P R

] — 4£45% 94 2 (SQLCODE -30005 ),
R IE Sk R A E E B LR R R ARPR IR R Y, 840K AR (B R
(SQLSTATE 42517 fl SQLCODE -20361) F-{#iif 4 T R iEBARE.
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6. MRV E KM HAEIERE EAariad UGENEAGRIR A R, EREMHE
N HIATEA i, 23R [0 55 35% (SQLSTATE 42517 il SQLCODE -20361) Ff{#i
HERAT RIETIRE.

7. WEARSAEERECHN G BRSO A, IF B XRE R E SR A T U
K, B4R mI4E1R (SQLSTATE 42517 Hl SQLCODE -20361) JFffii i #4bT ok
AR,

FESKFREOL T, ME— B2 BT 7 i RO 4 S 1 nl AR EE 4 A9 7 d il el
APARIREYIER, AR B S T A fE A RN, IR AL AR J%T
WAATT A5 BT SC /e (CRFET(E bR SCos @M (E BTk TR
),

8. AR T 5 R H R Al 5 £ SO R REAUR IR YE, I H X%
R KM T UHE R, P AR R E R (SQLSTATE 42517 #1 SQLCODE
-20361) AT RIERRE.

FEXFREOL T, ME— 2 B9 DI 7 5SRO 46 8 5L T Wl AR 45 A0 7 dn il el s
FAPR IR, RO RS T A EE R P ARR, IR A P AR R R
MARARAT A AF BRSO (RS RIS B R SO i T 5 B SR E T T
).

9. MRMIBR T 5 A E RO AR BRSO R, R HXHZ AR E R T s
K, IB2HsR[EHE R (SQLSTATE 42517 HI SQLCODE -20361) JH{#i&E At T4
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TERX PG, ME—3 32 0 U0 P il SRR 48 8 5L T v 5 & B P AR iR sl s
H P RRiR sk, R £ @0 7 alEEZ N R, ﬁBZJﬁKHﬂF*ﬂRJ@T
PARATT I E B Se e (EHEE LR CE mafnE LT XRRETHPE
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10. SR UIHE SRR A E S RVF A P bR R ), BT P AR TR A N B
JE) CONNECT $¢AL, P 4K (% B b T R & Bk S IR [ — 55 1R E B
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1L AeRalfE B CARBEAGR I BIAE WITH USE FOR 14, #f2 DB2 Hfl/#
RGO I 38 R B 9 R G BRI IR B R D) ] R AR AR .
MR ATE £ SCRERARAR LB WITH USE FOR T4, IBAIRZAARVFY)
e 0] RGERAR BT PR, RV % RGERAR ORI UE AR A,

B AT RERIRSE, M-It RS SEER BSR4,
BUR FEEREAAEAE. ” (SQLCODE -900) AYifsk 0 4E:

© IR
+ COMMIT & ROLLBACK if]
+ DISCONNECT, CONNECT RESET i CONNECT ik

E AAEE LR AR IR S AR IR, TR R S R A BT A R
WA e, AL, DI P R PORE R A R I IR, B, AR Y
(B AT IF TARM G %50 WITH HOLD Jighs, A84 2 1% 85 a9 - ARiR bl 28
HPARIRRE, X LR OB IR 25 k.
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A AR ESE T ETAE AR X AT DAY TR B L R gl e A R, R 4T LA 4

7y dept WYL, SRJE & SGZA ML RIF LB ITTRAG E A Al P RIS E ], SRA,
K 4LfF dept fFEA1E % 2,

GRS A 1 0 VZ AT SUVR I — R E R

il FREEESINE bR S AT DA TUAICE: Top Secret, Secret, Classified Fl
Unclassified,

tlERrERSAN

MR 2 2 S B A Re Rl 24n 54k, i H SQL 5% CREATE SECURITY
LABEL COMPONENT Skl gt 2 2455 24 1.

B2 R S AT, A2 i

o IR

o HFRY2ER (ARRAY. TREE & SET)

o T ARVFICR MR YIFR

o XtF2H ARRAY FI TREE, /iR a o AL+ 0 E

Qg ets SAMFE, AR A R A ek, B e, R
EXIREESUTIAEE/ N

(el

A =R 2 b S A

* TREE: B4 TLRF AWM — 158

* ARRAY: B PNIGRFREMEZE LR —D A

* SET: BMILERRSFESTH—AHA

A SRR 70 A B 2 [ AR A 56 7 U AT e B, dn,  n SR s s 4 1 DUl ik
NEIFRE)—A B AR, BB AR LU F] TREE 28M 40, X2 P R il ol £ 4

R, ARG UFIRIE RS ES0, IRAF LI#E ] ARRAY 2EHY)
A, XRERN, MFAEAMMEELS, SA - ET R,

TR A E (RIEITRM I Z B R AR L ) FAE TN H K #
ik,

ERERSHYE

GEA S BN DI Bl ALTER SECURITY LABEL COMPONENT iE 4] % 0& ol 22 45
S,

il X YRR AN L

AU 2 A VA B DA BEMBR % 2 bn S 41 F. I SQL ) DROP KMk % 4xhr s
H1F,



LBAC

LBAC

LBAC

RERSHGEE: SET
SET % iR B4, EATLIEIE T IR S M7 HEH (LBAC) %% i
.

SET KA MR ICFRICRANZE, v DIXT IS ARG JC R PATROME — LA E 51 3%
REEEGHENITLE”,

ZERSHEZEE: ARRAY

ARRAY J& —FhZt hp 5 gl 2,

16 ARRAY ZSAUZA MR, QIR SR IC R NTF E X T2, H— IR E
MEE, B — ARG R AR,

R AR A A mycomp fE X

CREATE SECURITY LABEL COMPONENT mycomp
ARRAY [ 'Top Secret', 'Secret', 'Employee', 'Public' ]

WA R Te 22 4% LA 45 42U

Pl
g

;l::
'l

A

s

|‘

fE ARRAY BRI, JURM L Z AT DIA RSB A 5 &
BF  WRILE A £ ARRAY FHFHIAAEILR B ZAl, B2LR A mTIIR
B.

BF  WRILE A £ ARRAY FHFHIAEITLR B Z2F, B2XR A KTLR
B,

RERSHELE: TREE
TREE R —F 2 br B4R, I DIAEE TR SR VTR (LBAC) %% S ft
.

f£ TREE KMAMFr, JURGA N LI T ARSI, Fef5E TREE A A&
MIOCERI, BN E EEMP N ICR M. ME—BISMAYRSE — IR, 2R AR E
AP E) ROOT, iXHE, #UAEN LIS R T SORA LU R,

ol R4 mycomp g XK

CREATE SECURITY LABEL COMPONENT mycomp
TREE (
'Corporate’ ROOT,
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84

'"Publishing'
'Software'
'Development’
'Sales'
'Support'
'Business Sales'
'"Home Sales'

)

UNDER
UNDER
UNDER
UNDER
UNDER
UNDER
UNDER

'Corporate’,
'Corporate’,
'Software',
'Software',
'Software'
'Sales'
'Sales’

A R C 2 4 LA £ A 41 2

Corporate
I I
Publishing Software
I I I
Development Sales Support
I
Business H Sal
Sales ome Sales

{E TREE ZKAIR94H ¢+,

JERAR I Z [A] 0] LIA R A1 2B f 56 A

L WRITE B fELR A T, AR A LR B AL
{5 K E 5~ Business Sales JTTE AL
Corporate
I
I I
Publishing Software
I
I I I
Development Sales Support
I
Business
Sl Home Sales
FHR WRITE A fELE B M, MPALE A 2R B AL

Wl e s VAR




Al HEEIR Software JLER M FAL:

Corporate
[ |
Publishing Software
I 1 1
Development | Sales Support |
|
Business H Seiles
Sales ome Sales

B WREASTERAR DU, BB AR,
Bl AR Development G2 Y[R 4L

Support |

Corporate
[ |
Publishing Software
[ ' '
Development Sales |
|
Business
Sales

Home Sales

AR WRITR A EIXR B R, SFILR A 2 B MAAAC (KK
), IPaILRE A LR B M. HRICE M BT A H A DR A9

T WE R Home Sales JGE AYMHAL:
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Corporate |

Publishing Software
|
[ ' I
Development Sales Support
]gzigcss Home Sales

B WERITR A R B WL, SEWRTR A ® B MFAMFA (KIEE
), MB2TR A BILER B #YELL,

) WEIEIR Software JLE Y JE L

Corporate
[ |
Publishing Software
I 1 1
Development Sales Support
|
[ |
Business H Sal
Sales ome Sales

LBAC Z£i7S

FER TS ViR (LBAC) W, Zfn o2 ATk — 410 % 4 5 R e e
PO e IR VA I € I DN T A N EA (N S B DRl DN Db v I D B2 S
Hda.

4 2 ] 52 R IR, TR % bR SRS T AR PR RO 0 e bR S AT

F. MTF AT R % b SR L — B Zetn 5. R Y % ehn 5 pil
JE, VP TCIE VIR 1% R
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B LR S EENG R — 2 R A G, B T I% 2 A R R A AR
WE—ME Bt A TP ERIZA R LR 0 A EE A ITTRISIE,

ARRAY RRAMHMEATLIEE 0 Ali—J0R, HAEHAEATUA 0 S ®Z4 0
R, RUEAEMOCRAER A2 E.

f5l: iR TREE 28W4H 47 =4~JC2 Human Resources, Sales # Shipping, A4 1%
2H ) — S R 2
e Human Resources ( B{{Efif B PILE )

* Human Resources, Shipping ( 83 IFLE L RMAEMHMA F, FEAZXEIER —
TLER)

.l

A B R ML 5 — A, R B B o A L B T 9 2 S o
HEEM LBAC HUNERN G, 6 MITHE LBAC 22475 T st it T4 X0
AT MR A 5 A,

B 22 EAR T AR SUARFAF R, AT TS 22 R 5 (A 5 T il oA 1Y
%L

HERERS

B 7 g B A Rt L etn S, I SQL %] CREATE SECURITY LABEL
Kbl Z 2T, QRZeirsn, wERA:

© bR AR

o WEIZR T I L e

o GEERKHUE N -S4 E

XFARURIE E ERAF, BEENEAZEE, ZetnsUbiE/0H M EEE.

HERERS

RREM A L eAn s, Bl Z et 5 — ik E2Mere, REENG®E, B2, %2
A B B A DL Ff ALTER SECURITY LABEL COMPONENT 3E4] 348 B 22 b5 2 1
H1E,

MR R EHRS

AR 2V T DA REMIBR % 2455, ] SQL i %) DROP RMiEk%2tr5. Tt
5 M o I P SR O P KBl 2 mp AT A 7 B P O R Y 22 b 5 B S AR — s 24
iDRETI KRR T

BYRERS

B AR Z 2 E B R et g TAa R, dasmt, [/ SQL % GRANT
SECURITY LABEL R P4 2T, HFLein g, WL AR AN % 2 s,

Ui % etn 5l EF RSN ZenS® T, M TR-MynY, fHr. ddimne
AREPIA R — % 2K PR 2L etn 5,
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HERERS

RS R B A T A TR P . AR B Z RS, BN L RS,
 SQL if#] REVOKE SECURITY LABEL,

SREFSHREMNMEHRE

ARSI KA K  SYSPROC.DB2SECURITYLABEL, %7
SYSPROC.DB2SECURITYLABEL 5 VARCHAR(128) FOR BIT DATA 2 [a] 47 #iiE

et
BERPRBNRERS
AT DL P 28 SR B i P A 1 % 25

SELECT A.grantee, B.secpolicyname, c.seclabelname

FROM syscat.securitylabelaccess A, syscat.securitypolicies B,
syscat.securitylabels C

WHERE A.seclabelid = C.seclabelid and B.secpolicyid = C.secpolicyid

ZEIRSENEN

88  udrE ket

B bn g PR EA R DU AT B4 U301, a0, flH A E K% SECLABEL IFif i

Fb 3 O € b7 8 ke D I A =l S L N A

o AMERNEEIGHIIRE, I HIRNTS %2 %0 H) CREATE SECURITY POLICY
R PR A AL 81 78 WU AR [

© JLERH LRI AER

© ARAHKITRBES (1) 2k

o WERME - AAHEE T 20K, BAKBETREERES (0) FIHAES
(,) 7 H

o ZfEl—-XEES (0) Fon

Wl ZEERAE - NEeRY, BREKEKE LT WF I =4 A
Level, Department Al Projects, i%%4ahr5 & F4{E:

9. WIS IR P

B &

Level Secret

Department ylc]

Projects  Epsilon 37
* Megaphone
* Cloverleaf

X bR S EE MG L T EF
'Secret: (): (Epsilon 37,Megaphone,Cloverleaf)’



gnfrtk% LBAC ?téﬁ%

R i) 52 T AR ST 4 (LBAC) fRIPRYEERERT, #01 LBAC EiFk 5 —
Ai%fﬁéﬁﬁﬁﬁ%& DUAA R T BASE %5 M), LBAC SEIF & EI0G R 224
B I S 30 AT A AT AT S BR AL,

HAEIEAT RS AY LB, LBAC SRk n] A4S A5 W) % 2 hn 5 54T HU B, LBAC 4
e AT DS AN G ) 2 bR S AT OB, BT RIMBR R BN N R EIEE S, Kk
YRR BUEAT Z2 UK LU, R LR B e AT Y,

EANRERS

A EIA 2% etn s, WRA - ML 5a 5 TR 22T itT .

i AR 5755 T 91 A

o EUEFEMT ORI FTI AR 22 A R
ERFXZIIR R (FE) & T

IR EEA TG R RMN L et , ARG Zetns, AL
.

AT TEL 3]

Gabr g U BOEE AN HA AT, MR L2 S EANAERAE, St =
. XENHA TR AR, KA LBAC LA i S R 2 A HE
E?% AR AR S P R — A PFE A R URBLIE, WA E P28, 69 LBAC
FEUEL 2R AP % 2 hn 5 L ZE.

PEAT HER A IR LBAC MU SR AE 22 4 Mg R 2 1, 227 AR P 2 DA S g 2 AU
A PN TR], 357 L2 4 A i 3

BRI EL AR R B2 i

AR A T B AME B Y S BR AL, AR =it ATz b, IF HARE AP E
AP IEEH) 22 hn T fH.

~ffl: LBAC N4 /E DB2LBACRULES, Z42REAHMWANAM, — DA MmI2EA R
ARRAY, 7 —A@HMAMZAEA TREE, C# 7 X #L0 DB2LBACREADTREE 1)
BRAL, 1ZHNLE HLES TREE ZEBYZH (I A A2 U [ B0, 2R A1 P 2 e sz A 4
B, IBaTieiZ M TREE A AmE (R h=E) , WASBHE R, X2&R
A FZHN, PR ] DL O 58 2 U TR 5 19 ARRAY 2 141A.

LBAC # M &E#TiA
LBAC | 85 J& b it 2 4 b5 B Bl F A — A 00 SO, e X AN 22 2 hr -5 I UE AT
FLAEIE, (e PRI S ) — A 3 2 A e 5 — A 0 75 BEL 2 57— A

B4~ LBAC AU EEHDHE — B #FRbRiIN, FEQIRE 22 NI, G 2 B 1R L
fEHE LBAC MU, X iR BT 6035 19 2 b 5 AR HOAT A L BCHRKE i T i% LBAC
WIE S
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LBAC

LU £ F S A 00 4 O — 9 AR AR IR, AE XTI AT SR B A, B
I iy 5.

LU F LI LA B ft A R O S T i 0 0 8 ) A ] i A 22 4.

HAr, A -2 LBAC MN%, ZMNI4R %77 DB2LBACRULES,

#N|&: DB2LBACRULES

DB2LBACRULES LBAC MU (T — AL GE A0, s se LI F %22 5 A 1
AT, XA RE B Tl LM TS,

TEMTERNENX

EEMTSMGERT ARRAY KA, FHHOGEAT SRR, AT RIS
PR ER TR EN, MakAE LS, ST AP EdR R E DT ERER, ekt
TEH., REHLT, ARF LELEEARTFTE, XERE RS ERE R HE
i

FEXT [A] — AR P AMEUEAT BU B, (AL B o TALPF 268 (ARRAY, SET {
TREE) PIRPr 2@ 2R (30 s ), RIS TN, $878 76 & B0
IFIR], SRRl T %M A S 7 B 2E V5 0] 1 i A2

£ 10. DB2LBACRULES #L Il 4i E=

S #H AT
TELL B LR AR 14 | 1tk 28 177 1a) B
& RYERSE A & F Ll R L &R FEER
DB2LBACREADARRAY ARRAY 3 JHP BE/ N T E,
DB2LBACREADSET SET P T2 P A AR,
DB2LBACREADTREE TREE 1 P A A AR RE AN % AT AT — AR I E R B AT AT — A
AR AP A AELAT,
DB2LBACWRITEARRAY |ARRAY = F P B TFAR s 8 NF AR, !
DB2LBACWRITESET SET = FE—AWEZ AP A AR,
DB2LBACWRITETREE TREE 5 JHP T 10 830 R AS 45 A ] — AR 7 (0 R SR AT A — A
AR E B LA,
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£

1. L% DB2LBACWRITEARRAY HLUIFE BLHA AR A2 &, Herp — AN By
EFESTENEMNGEDE (E5) , A= H0EE E S8 T &R ML (T
5, FEPEAT UL A G Bk 2 AU, AT DA P G B A A A e e — A a4

b,
MM anfarabE=1E

Jfv A LU R AAR (] 09 J7 sCAR B2, 28 B A 2o B 26 Al A9 B, B A Ao A 2 BB
IE,



DB2LBACREADSET #1 DB2LBACWRITESET 7R

X RFI 2l s SR E 2 AP B P AR X R EIE e EJE T2k SET 1)
A, ZHMHEE TIIILER: one two three four

% 11. DB2LBACREADSET #F1 DB2LBACWRITESET HLJU i 1 H 7 41

ARyE RiPE =&HPAEGE?
“one” “one” ANBHZE, fHARIE.
“(one,two,three)” “one” APHZE, F P {E A 0 & “one”,

“(one,two)” “(one,two,four)” FHIE, JUE“Tour @ HFIEMIES, (HE
AR P RE .

O “one” PHZE, =(H2BAEM AR (HBHZE,

“one” () AR ZE, ZSEASHZEATATE,

O O RBHZE, 20 AR 2B ZEARAT (A,

DB2LBACREADTREE #1 DB2LBACWRITETREE

KBRS R HEATEE BV AR, X LR R E ()8 T 28808 TREE RY4LLF,
VAR AR LU Jr 30 SCRY:
CREATE SECURITY LABEL COMPONENT mycomp

TREE (
'Corporate’
'"Publishing'
'Software'
'Development'’
'Sales'
'Support'
'Business Sales'
'"Home Sales'

)

ROOT,

UNDER 'Corporate',
UNDER 'Corporate’,
UNDER 'Software',
UNDER 'Software',
UNDER 'Software'

UNDER 'Sales'
UNDER 'Sales'

X TR JUR R R T ARSI RY:

Support

Home Sales

Corporate
I I
Publishing Software
| I |
Development Sales
I
I
Business
Sales

% 4 % ETHRSHRER (LBAC) 91



2 12. DB2LBACREADTREE #ll DB2LBACWRITETREE LI 5 Fi 7 1]
APeE RirE = HEEIR?
’(Support,Sales)’ ’Development’ %€, JCZE“Development” A& H

FURIAE, “Support”Fl“Sales”#B A
J&“Development” [{j 11T,

’(Development,Software)’ ’(Business Sales,Publishing)’ | /A BH 2. JC &
“Software”J&“Business Sales” [ {H
.

’(Publishing,Sales)’ ’(Publishing,Support)’ ANBHLZE, PRI B F % J6 Z “Pub-
lishing”,

’Corporate’ ’Development’ AP ZE, MR R A A H A E 1
.

() >Sales’ %, =ESWHAAMIESEE
%,

"Home Sales’ () ABHZE. 2 (H AP IEAT .

OX O APLZE, ZSEAR S EEAE.

DB2LBACREADARRAY 7Rl

DREERGIOGE TR, X BRI E (s TR0 ARRAY MALPF, 124100 & 1%
AR 77 SLHESI R R A0 ER:

s

A

Top Secret

Secret

Employee

Public

H
|~

¢ 13. DB2LBACREADARRAY LI 54 57 FH 7 141

APmE RiFE R MEEEISE?

“Secret” “Employee” APHZE, JLE“Secret” & T JL X “Employee”,
“Secret” “Secret” NPHZE. (EAHF.

“Secret” “Top Secret” FHZE. JLZE“Top Secret”fH T JL2 “Secret”,
) ’Public’ PHZE. ZEESBARMEZS [HRLZE,

’Public’ X0l APHZE. ZEAZBHELM(E.

O O ANPHZE. ZEARPHEARATE.

Wl e s VAR




DB2LBACWRITEARRAY 7R

RETRGIOGE T 55T, X R G E ()R TR ARRAY f4L0F, 12410 &%
AR 77 AHES R R A0 R

I
A
Top Secret

Employee

Public

£

¢ 14. DB2LBACWRITEARRAY #LIW#g W FH 7745

APHE RiFE = ABMEETIE?

“Secret” “Employee” FH2E, JCZE“Employee” ik T J0 % “Secret”,
“Secret” “Secret” ANPHZE. {EAHF.

“Secret” “Top Secret” FHZE. JGZE“Top Secret”[m T JL 2 “Secret”,
() "Public’ PHIE. Z{H AT A2 (4 BH 2E.
’Public’ 50 APHZE. ZEA ST (E.

O O ANPHZE. Z{E AR 2B ZEATAT(H.

LBAC #0 RHY
TSR I 2 A SRR IR E LN B LBAC LA, I 4 iyl 52 1% 2e 4
TR AR T BRI, AN 2 ) S 1% )

TE HCBAT A 22 2 W 1A 22 e m S, AR A% 22 2 W A R 52 T S BRASUIR i 1 o 14 22 4
Hemg, ZBRAUR L .

pNE

AFAZE: TL M T2, Tl 224K PL R, T2 RZLERE P2 /Y, WAL
ERMEEAE — L, EIINAGEEE ARRAY B8, T1 Al T2 #{CE & — 1188,
FEZ W PL R, SRUIA MRl 2 2 SR SRR e T1 94T, FE 22N p2
H, B IR 2 RS AN RVFEXE T2 AT AT EE T ).

BlfE, 7E P1 o, f&#i#% FX%f DB2LBACREADARRAY [MHBRIL. A4, MuhnlDlis
B T1 94T, (EAREEE T2 HhR9fT, R T2 5% — PRk RiP, Mm%
FgH, A X DB2LBACREADARRAY  HUI i SR A,

AT LI 2 S BR AL, AR R 22 4 S 60 FH A 6 2 LRI AT S bR A, IR )
1222 4 RS DR AP BT AT 30 B 52 D I AL

% 4 % LTRSS (LBAC) 93



5% LBAC #IM|ER

B R A B A BT LBAC MUNIRERAL. ZET LBAC MUNGERAL, &
Ji SQL if%) GRANT EXEMPTION ON RULE,

£ LBAC MLNGRERAUE, B TSI R
 GBRBCITER LU

o BREREUITER N 1 22 4 SR

s PR TR, Asime

EEED: LBAC MU GERAUR AL TAER BRI VI, B, 527 RBRAUN 55 6+ 4p
TEIH,

54 LBAC MR

B R R B DA RER LBAC MU GRBRAL. L LBAC ML GBRAL, il
fl SQL %] REVOKE EXEMPTION ON RULE,

HE A PIRA AL SRR AL
T L FF LA AR 5 P 9 1 00 S B

SELECT A.grantee, A.accessrulename, B.secpolicyname
FROM syscat.securitypolicyexemptions A, syscat.securitypolicies B
WHERE A.secpolicyid = B.secpolicyid

AFEE LBAC RERSHINEERE

94 gk A v

24 T P9 E % SECLABEL, SECLABEL_BY_NAME #I SECLABEL_TO_CHAR 3
EHETI SIS (LBAC) Z2tns.

T HXEX =AU T A, RANREA UL SOL Reference,
SECLABEL

T A6 E 4 RS A AR S AL PFE,  BE PN B R BT DOR M L A S, a [R] {1 AR
i3 DB2SECURITYLABEL, Bt & 46 E % e P i Zetns, JFHEAR
ERAE. BAIREENZ2R 5 ABETFAE.

R T1 AW, -8R EdEIA S DB2SECURITYLABEL, 28 4l % 25 1
3 INTEGER. T1 ZZa%mg Pl i, HLZe2RG = MLeirs5Hd 0t
level, departments FlI groups, 1% UNCLASSIFIED 241 level AJILE, ALPHA A
SIGMA #2014 departments fILZE, G2 JEAHAMF groups FIIGE, IBAR DIRUNT
KA L 25
INSERT INTO T1 VALUES

( SECLABEL( 'P1', 'UNCLASSIFIED: (ALPHA,SIGMA):G2' ), 22 )

SECLABEL_BY_NAME

M B R Z 2RI 2R R Z 2 KT S ME e smanR. Re, E
WF8 L 2 hr5E~ DB2SECURITYLABEL R [|], e MG 22 4 br-5 1 A 2 B 2
T % DB2SECURITYLABEL (A5, 645l it R 5.



Bl E TL AW, E— SR EESA S DB2SECURITYLABEL, 4 41 a2 A
Jy INTEGER. #°4 L1 (W% 4br g2k P1 —&0, DIT SQL HEAHH A%
HRhRg:

INSERT INTO T1 VALUES ( SECLABEL_BY_NAME( 'P1', 'L1' ), 22 )

I SQL &R Lk IE # s 4T

INSERT INTO T1 VALUES ( P1.L1, 22 ) // Syntax Error!
SECLABEL_TO _CHAR

BN B PR ERGR 8] 22 A i 2 I 1Y A B 3RO,

E: FE T PR Cl A% R % DB2SECURITYLABEL, T1 2424 5EmE P1L i
I, R FEWE =L S 91%: level, departments 1 groups, T1 & —17, Xf
FTHEAHM, ¥ Cl FREAS AL E:

B TE

level SECRET
departments DELTA #I SIGMA
groups G3

A RVFEBGZATH LBAC SRR HUATLIT SQL i 4l
SELECT SECLABEL_TO_CHAR( 'P1', C1 ) AS C1 FROM T1

iy 3 R s
C1

'SECRET: (DELTA,SIGMA) :G3'

fEH LBAC Sk{RiFHiiRE

HTARFH VTR (LBAC) AT LT R BAEAT A1/ 808w 511, 2 b 9 Xt A g
PRAPIZ R 0 22 2 0ms BT ) & 1 22 s S0P, n] DIFE QU R AT Bdla R 40 TAE (&
A2 Ak ), UG AT DUl s FR AT I LA,

Al PITE[R] — 4 CREATE TABLE I ALTER TABLE i) b X} 2 1 N2 4 5w DL R A%
Pz B,

FERRE, ARAVFLLSHT LBAC SEIER ALV 5 HUR 177 50Uk 50,
X RN & KRS

A EN, W LIf# A CREATE TABLE iE %)) SECURITY POLICY /43 [m] 28
LR, AR ALTER TABLE &%) ADD SECURITY POLICY 1-/)%[n) ¥
BEREBMZEERNE, BATFELS SECADM HIRDS#A LBAC FEUEHL AT RIXTRE
Sry

AREX LBAC JoiEfRIP AR 2 2 ks, 20 LBAC A LIZREL LBAC Tt
IR R IR 51,

P22 I P e o5 LA | A R LI

% 4 % ETHRSIR AR (LBAC) 95



RIPIT

EAIEE RN, W DUE 45 $ i 24H % DB2SECURITYLABEL (451 3k 18 3 & 9 (047
ZA#Y1, CREATE TABLE iEAJ N 14 FIN N4 2 %0, AT EES SECADM
PR BN E E] LBAC SEIERE AT DLAIEXFE 1) 2.

A LLEE SR8y DB2SECURITYLABEL (31K et F LA R AP RUAT 2R, B
WIEFERY S, ZRDHC 2 2RI, HIEMIIE ALTER TABLE A8 2
AN Z RN % W, (ERMINZ S5, K6 Feir AT S5 ] Y % 5 5 R A 47 B
AEAENTT. AR TRIPIZENZ 2R RS RFET SN Z2ir S, B
LTCEB IEEE 268l DB2SECURITYLABEL (51,

HF S DB2SECURITYLABEL KBS 2 f5, il fEi% 5 76 % b5 k&
BT, AR AME S Z LBAC R MEdEm £ 8, ik TH LILEE T/
FRMEMEE, BUHHMESR LBAC EiF A BEK 4T A B [ & /K
DB2SECURITYLABEL [/j71f 3.

ARHEMIBR a2 0 DB2SECURITYLABEL H941, AN FERF H 3 B AT (o] HoAth i 56
H,

i iatll

TEA@E RIS, WTLI# ] CREATE TABLE iE4][{) SECURED WITH F1 IR AR 441,
" LLEEAE ALTER TABLE %19 {# i SECURED WITH BEIAR X LA [ 51 £
il

RRPBA R E LRI TR, AR FVFXZ % 2055 B (37 B9 s ST 5 1
fEHY LBAC LIk, AT EHEA SECADM AR,

SRR R R I %R I 2 R T & 2 R SR, TERIPRA B el &
951, SLVFELR] — A3 B A AR P A 22 4 SREm (9 3R (4P — S i 2 47,

AR PR AL H 095, (B — R REH — 22 in S IR,

iZE= LBAC {RiFRIEIE

96  MiudrE ket

2O T AR S R U 4R H] (LBAC) AP EEER, KL #AE LBAC fRikS
PRAPIZ R 1) 2 bn SR B, IR IR B bR 5 R BELZE A S0, W2 Fevr e
POZEdR.

XFZRPIIRYL, I LR S RAERN B E X, W TRBIE—17, 155

MR L 2 S EEME R, X T 2RIk, BRI Leim S MaETIIE A
DB2SECURITYLABEL (W39, FHa—F7 MR I % 2bn 5850l DIASH.

FEA RUMT LB LBAC Zatn S FAP R4 TH % LBAC (BRI -5 % 245 5047
EREGORESAIIENSY

I R IPRY S

Bz RPN, LBAC FEUEK S5 TR IMIZSII L etn S LB, e R
GiRMARR, ViR g B 2E s fe v, ISR VTR B 2E, iR g R, F HE AR
W, RO,V R IR AR SR IRAT .



S LBAC SEIEAR FL VRSB 514 5 O A1 1) 4 K
wl:
x® T1 AWANZHEIH, F Cl Z%ebs'S L1 £, 3] C2 2%4tr's L2 i,

BUEH 7 Jyoti FIA TEHAE LBAC FEIE, ESEIE RPN Z42t5S L1, (HARRVFI0
L2, 2R Jyoti KHLAIT SQL WA, BLIAAPK I
SELECT * FROM T1

H1F SELECT FH48& Tlmss (*) , HUILERass C2 4, Brllttif kK.

W Jyoti ZHPATF SQL 4], BLiEAIH &l o
SELECT C1 FROM T1

F£ SELECT A, ME—32fRIPHISIE Cl, Jyoti ) LBAC FEUEFLVFIIIREUIZA,
B RIPRIAT
R EBA VP — 47/ LBAC $RIE, JBAEATX T HOR B B AATAE —FE,

BERCZ R RATHS, 5 HUR[E LBAC SEIUE ARVF ATV M AR 247, BIflifE SELECT
Fad R FE E 258 % DB2SECURITYLABEL 41, 7R tnitt.

M LBAC ILHIARE, AR ER S ZRIPTHRT T RESF I ART. 6
m, R T A E AT, [ERAPIA A AR LBAC FEIE, A8
7 SELECT COUNT(x) FROM T1 ifAJAYHIM Al AE S aRAF AR Y& .

LBAC fEiE AN SELECT 4], &Ml UPDATE Al DELETE 2 2 HAth
SQL ifA), WREEA RFEEE —171 LBAC FEIE, #tICiEmiZ1T.

wl:

* T1 @& FHITME, ¥ ROWSECURITYLABEL fY5cdE 28/ h
DB2SECURITYLABEL,

K15 & TI PR RBIE

LASTNAME DEPTNO ROWSECURITYLABEL
Rjaibi 55 L2
Miller 71 L1
Fielding 11 L3
Bird 55 L2

i€ AP Dan (1) LBAC Gk it iz 22 brn's L1 (RPIEERE, (HA Rifhisi
Z L2 8 L3 R,

Dan &HLIT SQL 4]
SELECT * FROM T1

I SELECT i&/a)K Hik [l Miller AF—47. A4iR AT EE 1R T B 2 5,

% 4 % LTRSS (LBAC) 97
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Dan FH|HFE T1 &XFERY:

#16. £ T1 HETHIRGIE
LASTNAME DEPTNO ROWSECURITYLABEL
Miller 71 L1

Xt T Rjaibi, Fielding F1 Bird 3X =474, HTENTH %2 SHE TV, IR
ZIREX =17, Dan JoikMibR e BHX 4T, KBTS UL AR Eh. Xf
T Dan i, BUAFGRIFLEAT AT/ —FE,

Dan &HLIT SQL 4]

SELECT COUNT(*) FROM T1

B Dan HAEIZEL Miller A8—47, FrlASCiE AR EIE 1,
HE B & RPN SR IPIT

SERE ST, ATV R, AR EEVTRRIE LBAC FEIER R SR AP H A — A
WA 2 ehn T BL2E, B2 RI. BN, AR gk seiitT, IF H R E
LBAC $EiE FLiF b AT 135 M) (Y 2 A5 5 BT DR 4P AT

BNt

#£ T1 M%] LASTNAME %Z%45 L1 {#£3". 5 DEPTNO % &trs L2 f#7,
%] ROWSECURITYLABEL [ %3257 DB2SECURITYLABEL, T1 JH ORI T fr
TN

#17. # T1 PHRpIE

LASTNAME DEPTNO

% LI {747 % L2 R ROWSECURITYLABEL
Rjaibi 55 L2

Miller 77 L1

Fielding 11 L3

B H 7 Sakari () LBAC FEUERFEEIZ Zatn S L1 RIPAVEUE, (HASLIFEREZ
L2 2 L3 R4 EHR.

Sakari & HLAIT SQL 4]
SELECT * FROM T1

HF SELECT FA)ffi fl THEEAT (*) , X'SE$55] DEPTNO, fif UM iE )8 5
% DEPTNO #2%:44n5 L2 f£47, Sakari f) LBAC fEiFA AL EZ 2L 4hn 5.

Sakari #2F & H LT SQL i)
SELECT LASTNAME, ROWSECURITYLABEL FROM T1

SELECT A RA4E Sakari JoikiIAAEMTS], BBLIE AR AREeT, B, HiR
[ —47, RFCAHA R —fTHZ L einS L2 8 L3 /i,



18 £ T1 LA 02045 H
LASTNAME ROWSECURITYLABEL
Miller L1

A LBAC {RIPHIE R
HBANEIZRIPHFIH

ZIU A BRI A 2 RPN, KL SHAE LBAC SEIES TR IMZIIR 2% 2hr
ST, ARIR LCBCEE RO RIR], VDK bl P 28 B A

TEA RUNTHEE LBAC %255 19 AP f it 7 A AN LRI % 2 hn 5 1 VAR 15
5|

Jho

R I B ALVF, IS AZIERNE# AR SEhAT. IR DT PR ZE, mAR SR, FF
ERLSEEL

WREERA 17, EREUZEDIME, IE2KmAREE (ARG E). B

4R LBAC FEIEAARVEXZSIHATE I, HaRAXFEN, £ FIENT, Ak

AHIH:

« FBJIZFIAHE 2 T WITH DEFAULT BRI

© ZSRA RS

o VEHIHATIE Rl R A A R s (i

%A EdE 2R DB2SECURITYLABEL, 7EXFMEHL T, &40 1S Viln % 2hr s
SRR (E

BNEIZRIFAITH

WA A Z RT3 A TR, A4k DB2SECURITYLABEL 257 fif 542 A {f
WERE A HIZFRAEE, WA E R T EIA M SN Zaetns, mRENE
B Zeins, SR EER, JF Hf A SRR,

Wt P E R (It SECLABEL) |, A DL =42 it 22 2 45 5 DL Hodd A 2
DB2SECURITYLABEL &A% (B, XFEIETE20 AR 2 2hn 5 TR i) 5k
W, (4N LBAC BiE RV BIZEHER, A& AR Z2ins,

WERERM T LB AN Z S, a8k TRTRIPENZ 2K, R
%94 % B A RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL 70,
248 AN BRAERE R IOF R | 4R, W% %2 2K g A RESTRICT NOT AUTHO-
RIZED WRITE SECURITY LABEL #®7Ii, =%t H#A OVERRIDE NOT AUTHO-
RIZED WRITE SECURITY LABEL #tli, AS4¥ 28GR Zeins, WMRERS
EyilZeing, A EREe2ns. WRERA SN ZeinS, ok b
R,

BNl

# Tl Z4HK Pl WMLLKAT, GlE%% 2 RKIgHIR g E RESTRICT NOT AUTHO-
RIZED WRITE SECURITY LABEL ¥E5i., # T1 &5, (HARMESEMIT. X
7 LASTNAME #1 LABEL. %] LABEL [{%##25% DB2SECURITYLABEL,

% 4 % ETHRSIRER (LBAC) 99
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T Joe YA SN %S L2, RUE%etng L2 R 2% eir5 L2 R
BTG BAE, [ERARFMXZ 2255 L1 80 L3 R4 HBE IAT S H4E.

Joe KPITF SQL i&M):
INSERT INTO T1 (LASTNAME, DEPTNO) VALUES ('Rjaibi', 11)

24 INSERT f AR W &AM % 2bnS, BRI AE LABEL fTH#fiA Joe HI'51jH %
EX N
B, % T1 WHAs:

£ 19. 45—k INSERT HH 2 G0 T1 HAgE
LASTNAME LABEL
Rjaibi L2

Joe KMPLIT SQL M), fAEL% SQL A A 4R (1t T B4f A F1%1 LABEL 1
LSS IR
INSERT INTO T1 VALUES ('Miller', SECLABEL_BY_NAME('P1', 'L1') )

WiE AP ) SECLABEL_BY_NAME HUR ol — 24 s, EEehR 54N L, ¥
SRR PL AL RERSY. T AR Joe X L1 RIS HAT S HAE, FILA R
Vil L1 6 A% LABEL b,

NHTAE T1 WELEEEATEE RESTRICT NOT AUTHORIZED WRITE
SECURITY LABEL iEIi 55 F IR, FrLUEA T Joe B SN Z2tns, K
23R [T A R I A

BAE, ZRW TR

2 20. IR INSERT 5012 JGnPI# T1 HAgE

LASTNAME LABEL
Rjaibi L2
Miller L2

WA AR %R I % & i 2 /e 8 2 T RESTRICT NOT AUTHORIZED WRITE
SECURITY LABEL BESUHIHAL T @I, I2MmABRIEIM 2R, I HKRR B R,

3, Joe YA THUHA—A LBAC MIHIRERAL, BEHR LBAC UL fRVFflR 52
Zahrs L1 M L2 RIPEEIRIIT E#E, BT Joe MBI Zabn s ANVE, k2
L2,

Joe KPIT SQL M)
INSERT INTO T1 VALUES ('Bird', SECLABEL_BY NAME('P1', 'L1') )

Brit) LBAC FEULME Joe BEBXTRZZatnS L1 RIPIBIRIITEHME. KL, FLirds
A LI BUFE, WZRUWTFR:



#21. =K INSERT HHa] 2 JG~PI# T1 HA9E

LASTNAME LABEL
Rjaibi L2
Miller L2
Bird L1

E#®% LBAC RIFHIEIIE
LBAC SEIEM VM BURMERT SR, BOREA AR T BT ISR, 0538 00 0 22 R4
7. 2 LBAC SEMEZAA YR 1473 7 il
EHZRIPRIG

SRR Z AR B EE I, LBAC TEIEK 5 TR IZ5IR L ebn SR, 1t
FCBCR A X SR SEAT Y, WAR SV BT, sl AR, JFHIER R, A

YREE T HHT.

TR LT LBAC %4k 5 F bt T A% LBAC FEIEWT 5 %445 5 T
FLES RS .

wl:

fBEH — 14 T1, HARS] DEPTNO 2% 4tr's L2 fi7, 5] PAYSCALE 2%
IS L3 4. T DI R EERIT Frs:

#22. £ TI
DEPTNO PAYSCALE
R R
EMPNO LASTNAME L2 L3
1 Rjaibi 11 4
2 Miller 11 7
3 Bird 11 9

/" Lhakpa %A LBAC Eilk. fitk AT SQL i&4):

UPDATE T1 SET EMPNO = 4
WHERE LASTNAME = "Bird"

H T IR R R EOFAL M Z A9 951, Brl e AT A& . BUE, T WFpos:
#23. EHZIGHIE T

DEPTNO PAYSCALE
R R
EMPNO LASTNAME L2 L3
1 Rjaibi 11 4
2 Miller 11 7
4 Bird 11 9

4 B RTHRSIVIRER (LBAC)




Lhakpa ##H&IHPIT SQL f4):

UPDATE T1 SET DEPTNO = 55
WHERE LASTNAME = "Miller"

H1F DEPTNO {4, JfH Lhakpa ¥ LBAC gk, ATLIIE 7R MOIFR [ 55R,

i€ Lhakpa #{#% T LBAC fEiE, FfHAPLE LBAC TEUE b4t RIS 50], Xt
FTAIRGIRYL, A FRABLATIE AT AL %2 br 5 8 & LR 2 KM1EE B H AR

W

ATFRIPEIEN R EIRS BEIE? =BAE?
L2 7 b

L3 N =

Lhakpa FCEHPLIT SQL ¥ /A):
UPDATE T1 SET DEPTNO = 55
WHERE LASTNAME = "Miller"

XU, T Lhakpa ) LBAC FEiESLiFMxt TR DEPTNO 4 % 2455 B 4
RO R AT S8, BT DUZTE R RERS 58 lUAATIF AR A, MhRES BE 0% 89 A
B.OWAE, T1 AR XA

%24 HREHZIFHIE TI

DEPTNO PAYSCALE
(At RIEH
EMPNO LASTNAME L2 L3
1 Rjaibi 11 4
2 Miller 55 7
4 Bird 11 9

#£%, Lhakpa RHDITF SQL &4

UPDATE T1 SET DEPTNO = 55, PAYSCALE = 4
WHERE LASTNAME = "Bird"

PAYSCALE 4|3z %4f5% L3 &1, Lhakpa {J LBAC LUEARIFME LS. T
Lhakpa Joik51%581, BrlAHHTR RN, A2 SRUT ) 2ode.

B ARIPRIAT

R LBAC SEIEAAVFEEEI —17, IBAATH BRSO A AT AE—FE,  ILTCH
BORNZAT. XTREEERIATREL, BUEMARER B AT, XHA REERIZ1T.

ZIEHATH, SHEAME LBAC FEURK SR ZTI Zein SRR, R S
I, MAEPM R, I HE R BT, RSV MR ZE, ARt T H
.

102 god e e tidgm



B T AR RE 26y DB2SECURITYLABEL #4175 XA BT AR LASR, 04T 9 8T
AR ZARIP AT, MRR AR EZINE, B ek ENZENE
MBI Z2bn SRy, WRERA SN Zetns, WaRE R, I iRk
e,

T 5 PR R BB 258 ) DB2SECURITYLABEL ({31, AR 4% F- A6 2
LBAC fEilk, AR HATHY e A8 2457 LBAC FIEARFE AT, B4
SR HT TR R LR, MR IZL 2% HA RESTRICT NOT AUTHO-
RIZED WRITE SECURITY LABEL BGI, S4B H#fER R MO R E AR, WMRIEE
455 %A RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL j£I6, o #%
‘©HB%# OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL &I, AB4¥%Z.
WSR2 atn s, WREBEAEEVNZenY, BAKEHLE RS, MR
WA B2, Bk mlHik,

w:

BER T1 %240 Pl LR RIIF S 4% LABEL 1941, M HHIT N
DB2SECURITYLABEL,

T1 DI REE T frs:

F25 &£ TI

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 11 L1

2 Miller 11 L2

3 Bird 11 L3

fBE ) Jenni #9 LBAC EUERVFIIRE % %255 L0 Ml L1 {RIEEE, HAR
VRl 13 52 AL M 22 e hn S R P R B, RV AT B RAE R 22 bn St Lo, X T
ATRBIAL, A KA 5E & U AT AL R Z 2 in 5 W F TR 2 RN B A
HE,

Jenni ZHPIF SQL EA]:
SELECT * FROM T1

Jenni HE R FRH I —17:

% 26. Jenni [ SELECT #ifiz5#
EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 11 L1

HF Jenni () LBAC SEIEASRVFMEERZIRS L2 M L3 fRIPA91T, ArRUARLEtT R
FAEGIRED . XT Jenni K, MU ERRIFLEATARIFAE —FE.

Jenni & T3 SQL &4

UPDATE T1 SET DEPTNO = 44 WHERE DEPTNO = 11;
SELECT * FROM T1;

o 4 = LTS ES (LBAC) 103
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AR (5] ) 45 R AT B R

#27. Jenni 1] UPDATE I SELECT #rifj45 £

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 44 L0
R SERR BRI B

#28. % TI

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 44 L0

2 Miller 11 L2

3 Bird 11 L3

IR RAT A A, (ERRE —1T. T Jenni JoikiReH AT =17, I,
REENWE WHERE FAIF 50, 20 A AR S5 e RIE T E .

EE, 1 UPDATE EAIH AR EAMBCE LABEL 41, (HAEEHG 11T+, %511
O N, IO E N Jenni AN ERIEL LIRS,

WAL, Jenni $#% T LBAC ik, BRI AV AL AT % 245 5 (R 3 RO Bt by
H#MF LBAC TULRE N, MR AR5 Lo Al L1 {37 %,

Jenni FRREH DI SQL &M
UPDATE T1 SET DEPTNO = 44 WHERE DEPTNO = 11

XK, EHRAER TR —ATMIEE AT TR, Jenni REGEEARLEAT, [RIILIZIE A ESE TR
ST DI AT, (0, W TR TR Zetns L2 M L3 fR4p, B A TCiE S8
AT, BB IAT, IF HoRRR [ R,

BAE, Jenni ZHPIT SQL iEA]:

UPDATE T1
SET DEPTNO = 55, LABEL = SECLABEL BY NAME( 'P1', 'L2' )
WHERE LASTNAME = "Rjaibi"

1ZIEAHY) SECLABEL_BY_NAME MRECGRIE T 40 L2 445, Jenni 228 2
H B TIPS T2 2hr 5, Jenni () LBAC fEIE ALiF M s — 17, Rtk
FAZATRIX AT E 8, Y LBAC fEIE RIS Z % 4etrs Lo 9117, Wik
VRO R %47, (H0E, Wi LBAC EIEARTME 2L 25 L2 iy, HIEAR
FVRIlKs LABEL 1% & Wi%(E. BRI, I HRREE R, REEFZTHH
EREEIR

MAE, Jenni ZHPITF SQL i&H):
UPDATE T1 SET LABEL = SECLABEL BY NAME( 'P1', 'L1' ) WHERE LASTNAME = "Rjaibi"

HTHAES 52 2 ebn 5 L1 RIPEIET, BrLOZ A ).



WAE, T1 4R s

*29. &£ TI

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 44 L1

2 Miller 11 L2

3 Bird 11 L3

EHESZRIPIINZRIPIT

R ZAA TR A & Z AP AT R R Y2 R 4781, &R LBAC SEILMl /i fir B RN 52 1%
SO R AR M Z R 4P 5, 75 W BB R AR R, IF HORR IR Bl AR R, R ST R < 3 B
SEARAFEY ) — TR R TS O, RIVEE SR VR HUHT TR 2 SR R A R A 52 PR A,
AR HRERS B LBAC SRR LiF it RVFERIAT. SR R HR 2 SR IAT — 1Y
R A T X AT AL, To g OB R AR R AR 2 AR R A, X BOdE R
DB2SECURITYLABEL (941 203 J7 A H#R I AR [ .

W25 A 8 DB2SECURITYLABEL 4114 B2 24451, A4 LBAC FEUE470
RFEEIZS, & WJC3E R AR AT,

k= LBAC {RiPHIEHR
IR LBAC SEIEA SRR — 1T, IR AZATX BT A AL —FF, DI TT Rk
BRiZAT. BB GREMIEIUOAT, A LBAC EILEUA AT EEIET. BMRE T
A Z PR, ERAHNA RIS IZR T T 237511 LBAC EiL,

MR Z R IPEIT

ZIAMBRATES, HEAE LBAC TIPS HEIMZITN Z 2 SRR, R 2 etbs
ST LBAC fEIFZ T SiMAY, DELETE i&Ajst a2k, & E 4R, IF B A

BRALA AT,

B

ZHRYE T1 AE FHI&1T:

LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Miller 77 L1

Bird 55 L2
Fielding 71 L3

€ F P Pat 1) LBAC Sk SLvFtb AT T~ R T A48 Ry sl

RERS =B RIFEISE)? EBRTEIEE?
L1 = 2
L2 & 5
L3 %? i

o 4 = LTS ES (LBAC) 105
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XA, i LBAC Bk DL &2 br5 i Ui Edn (s B OF AN B 2L,
Pat ZHPIT SQL &7

SELECT * FROM T1 WHERE DEPTNO != 999

VIR RRAT IR [ DT 4 R 4

LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Miller 77 L1
Bird 55 L2

HI T Pat TLAGEE T1 WG —17, FTLLZAT REIEAESIRF. X Pat SR, AT
EATFAE—TE,

Pat ZH DI SQL i&%4]:
DELETE FROM T1 WHERE DEPTNO != 999

Pat LGS —-THE =47, XMWATHZ L2 fdr. Bk, RE M DIRIGX 8T, (3
il JC R MBR X 2647, DELETE iBAPH 2RI, AR MBRAEATAT.

Pat & H DI SQL A4
DELETE FROM T1 WHERE DEPTNO = 77;

BT Pat 85 LASTNAME %414 Miller (38—47, FFRISLiEM AT, Xt Ri%iE
AIEEERIME——17. BT Pat ) LBAC TEIEA ML LASTNAME %167 Field-
ing MAR—17, FrRARERRIZIT. BTFRASMERIZTT, IIAAS kAR,

BAE, REREE TS

LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Bird 55 L2
Fielding 77 L3

MER B =2 R AP FIRIT

TR % P AL A 2 RIS AT, B G IZR P TR 2 P 51
LBAC ik, R LBAC RIEAAVEE RS IEMAT, MERRIES 2K, I
2R (8] R

IR R A Z P I S 2 AT, IR T ER R E AT, AU i
EERPHEAZ R LRSS P EZMBR I TH LBAC FEik,

B



FEZRE T1 H, 5] DEPTNO %%Z&hns L2 {7, T1 & T4

DEPTNO
LASTNAME 2 L2 {ji LABEL
Rjaibi 55 L2
Miller 71 L1
Bird 55 L2
Fielding 77 L3

fEesE /' Benny (1) LBAC FEIE fLiF ot A7 T S 45 Y 15

RERES BE VTS ? REATTIE?
LI 3 I
L2 2= [
L3 i i

XFARG], Af) LBAC FEIERL K% ehn S U145 SO A E 2,

Benny & H DI SQL i&A]:
DELETE FROM T1 WHERE DEPTNO = 77

T Benny JLAUE DEPTNO 41, FTDLItiE A K2,
WAE, Benny [ LBAC FEIEC B, Atn] DIFEAT T 2 B 46 Y 1 [n]:

RERS =B RIFEISE)? AR EIEE?
L1 b 2
L2 b JE
L3 = i

Benny FRUCKHLIT SQL i fl:
DELETE FROM T1 WHERE DEPTNO = 77

X —I, Benny H A5 DEPTNO I, [KUtMiprfEriaksiiidt, DELETE 5]k Hik
# LASTNAME Ji{E5 Miller 17, H1F Benny [ LBAC FEiEA /il i
LASTNAME %1[f3 Fielding {HRYA8—17, FrUARESEIZAT. T HIE AR EREMER 1%
1, Bk, R4 Benny TL¥E AT, AU,

WFIIR— 1752 % 4hr'S L1 {17, Benny Y LBAC FEIERIFMEZ L1 fRIPHIEHE,
PR] A 3% 2.

BAE, T1 REBEE AT

DEPTNO
LASTNAME Z L2 R LABEL
Rjaibi 55 L2

o 4 B LTS ES (LBAC) 107



DEPTNO
LASTNAME Z L2 R LABEL
Bird 55 L2
Fielding 77 L3
A BR 32 R AP RO B 1R

BrdE LBAC SRIE VS 2 Z &R S RIFAYS, S IToE M ER %51,

Je ik A B s 258 % DB2SECURITYLABEL 41, R AE, HELMMNES
Ml 2 4 oieis. MBR 2242 SR JE, 1ZRAEZ LBAC {97, I HAIMBUR IR & H 2 M
DB2SECURITYLABEL {3} VARCHAR(128) FOR BIT DATA, #A/5 nf LAMER %41,

LBAC FEUEFFAEE 1h MR 5 sz (R4 Al 1 e st 12, R EEHEIE R DL F AL
MR R Bk o, IR AT EALAT LBAC SEIEA AT ISTIZ484E, RIGEIZERE R &%
PRI IR NE,

M#EHEE LBAC {RiF

108  Hofin e e tidg

A LA SECADM AR A RE M FHBR 2 22 2 0k, BNER PR 22k, nl il A
ALTER TABLE iE/A]f) DROP SECURITY POLICY T4, Xif4 [ shig % £

AITRIFTA SR IP,

BrREIFATHIGR TP

FEUHZRPTH RS, - TEOHhZetn SR, [k, TEXNS TR E
LBAC fR4F,

BrRAR AR BR & e dens, S NRRERAS ok £ 3881y DB2SECURITYLABEL HJ41],
BREXFFIHIGR A

AT L@ ] SQL iE/4] ALTER TABLE [ DROP COLUMN SECURITY 413k
EXPBNR R, BEBR EXT IR Y, B 7028 R 7 0 — MR BRI R Ak, b b7
A AFEES1Z50) LBAC fEiE.



%5 8 BHRZAFATREMER

A RBA R R B SIHE— PO RS H R LG P4E, RGH AL
AR R QI R, BERGH AR, F1. REI. B, FEECRIE AT 5.

AR IEN AN R AR 6 T PR R AL, 8 TR P AR RN G T A AR £
H.

B

SYSCAT.DBAUTH

B 7 B P
SYSCAT.TABAUTH

BRI R A
SYSCAT.COLAUTH

BIRBIA R
SYSCAT.PACKAGEAUTH

B e AL AR
SYSCAT.INDEXAUTH

BIZREGIRF
SYSCAT.SCHEMAAUTH

B 7 B URF AR
SYSCAT.PASSTHRUAUTH

BN AR 55 iR
SYSCAT.ROUTINEAUTH

SRGIRE R JPIEMAF i AR ) R
SYSCAT.SURROGATEAUTHIDS

B7R 53— A BRI AT 70 2 HACHE A AR IR,

REET P AU 1L SYSIBM 1E R4, SYSADM., SYSMAINT SYSCTRL #i
SYSMON K7 Z % H %H IR,

CREATE FiI GRANT EMFE RS HZH BRI, HA SYSADM F1 DBADM A
)R AT RLAZ T AR X R4 B SRR SELECT 4543,

F AR TSR RR &
ATBLE AT PRIVILEGES IS B TIOR3 5 4 o B TR BUR 49 £
E|

JBho

ftn, LUR#M PRIVILEGES 4 HUAR A AP G 2 B A B SR AR T 1 ik SRR AR 452
B R A B HAt 5
SELECT AUTHID, PRIVILEGE, OBJECTNAME, OBJECTSCHEMA, OBJECTTYPE FROM SYSIBMADM.PRIVILEGES

AT # i Hl AUTHORIZATIONIDS 7 BEAR P R A5 4 0T A O 52 3 AU BR A 42 AU
PUF R AT TR 28

© Copyright IBM Corp. 1993, 2009 109



SELECT AUTHID, AUTHIDTYPE FROM SYSIBMADM.AUTHORIZATIONIDS

W] Pl F SYSIBMADM.OBJECTOWNERS B E A
SYSPROC.AUTH_LIST_GROUPS_FOR_AUTHID #RHCEA k5@ MHLIER.,

FERA 9.1 Z i, BA RN RGEH AR &K T 2R E R, M T4 9.1 2§
FIRA, DR 8 A A 2R BAT AL B A AR 44
SELECT DISTINCT GRANTEE, GRANTEETYPE, 'DATABASE' FROM SYSCAT.DBAUTH

ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'TABLE ' FROM SYSCAT.TABAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'PACKAGE ' FROM SYSCAT.PACKAGEAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'INDEX ' FROM SYSCAT.INDEXAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'COLUMN ' FROM SYSCAT.COLAUTH
gE;EET DISTINCT GRANTEE, GRANTEETYPE, 'SCHEMA ' FROM SYSCAT.SCHEMAAUTH

SELECT DISTINCT GRANTEE, GRANTEETYPE, 'SERVER ' FROM SYSCAT.PASSTHRUAUTH
ORDER BY GRANTEE, GRANTEETYPE, 3

I 5 K LT DR R B 19 4138 5 R GL % et T H oo U L P AL 24 1 51 R HL B
SRIA, LIRS A R AR LE B2 AL 44,

E WPRESR IR R AR EE AL, AT R AR R T LE ST IR A, B
e R 2 i 55 B 3L

7/ DBADM PRkt ZRETH A

Wik AR R 3% T DBADM AR AT #2444
SELECT DISTINCT GRANTEE, GRANTEETYPE FROM SYSCAT.DBAUTH
WHERE DBADMAUTH = 'Y

F AR SR E T IA SYSADM FUR ifi iUk B DBADM AR (1 FLIR 44
iBEYSW

10 R WIEALI 0] =AY AR

110 ol e e tidsm

AT LI PRIVILEGES 1 Al 87 B P SR G 3R 5 T Bl 178 v 2 422 R AU AR 44 69 5

Jho

LR IE R R0 B AR AR N AR EM JAMES ()% EMPLOYEE fJRTERIRZ ( K
HEA) -

SELECT DISTINCT AUTHID, AUTHIDTYPE FROM SYSIBMADM.PRIVILEGES WHERE
OBJECTNAME = 'EMPLOYEE' AND OBJECTSCHEMA = 'JAMES'

XFRA 9.1 ZATHIRAS, DL AR ZR AR 65 R

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.TABAUTH
WHERE TABNAME = 'EMPLOYEE'
AND TABSCHEMA = 'JAMES'
UNION
SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.COLAUTH
WHERE TABNAME = 'EMPLOYEE'
AND TABSCHEMA = 'JAMES'



LT ERT DL E T R AR EST JAME [J3% EMPLOYEE, &N TG4

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.TABAUTH
WHERE TABNAME = 'EMPLOYEE' AND TABSCHEMA = 'JAMES' AND
(CONTROLAUTH = 'Y' OR

UPDATEAUTH IN ('G','Y")) UNION

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.DBAUTH
WHERE DBADMAUTH = 'Y

UNION

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.COLAUTH
WHERE TABNAME = 'EMPLOYEE' AND TABSCHEMA = 'JAMES' AND
PRIVTYPE = 'U"

P LR AR R AT DBADM AR R4 4, DI Rk H#%#% T CONTROL ¥
UPDATE $fAUHYIRLE A 7K, (B2, EAZREHFFA SYSADM AR A B A4,

ICHER LA AT DU, A o5

WREZ T 6 A PRETE Y
S AR F P TR, T T DR A TR A7 10 R0 81 R AL 1 3
fiFFL P O 112

T DI ] PRIVILEGES  F1H:Ath 5 BEAR A 2R 56 T 5008 22 v B 4% T4 BUR AR 44 1 15
. flin, DUF AR R R T ST S TE R AR IR A ARG

SELECT * FROM SYSIBMADM.PRIVILEGES
WHERE AUTHID = SESSION_USER AND AUTHIDTYPE = 'U'

L AR A S BT SESSION_USER Jit— & HZrf7as, B4F T 24 A ™ BALBR 22 HI .

XA 9.1 ZRIHIMA, FHURGHEAECER. fn, UM EARRE BRI
R 25 JAMES - B4 %cs 17 4 AU 41 2%

SELECT = FROM SYSCAT.DBAUTH
WHERE GRANTEE = 'JAMES' AND GRANTEETYPE = 'U'

DITiE AR R I AP JAMES HH:A2 TR FFL I 5113R:

SELECT = FROM SYSCAT.TABAUTH
WHERE GRANTOR = 'JAMES'

AN IEARGR H A JAMES  H 42 T B4 5 51 AR ALY 371 3%

SELECT * FROM SYSCAT.COLAUTH
WHERE GRANTOR = 'JAMES'

RiFZZHFUE
P T 20 BRI B P B8R %, TR R AT BOUBHR, ST
AT .

A LI il CREATE DATABASE ... RESTRICTIVE 4 S8 R 3 3 AU 4% T PUB-
LIC M. TEXFEM T, BAS BB ST IE 548 B AR

+ CREATETAB

« BINDADD

« CONNECT

« IMPLSCHEMA
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o X SQLY Hiy A it A EXECUTE with GRANT $#4X
o X#E SYSPROC H A R B FId FEf EXECUTE with GRANT 454
* X NULLID #i=rr @& A i) BIND FEAL

* X NULLID #rhalg A @i EXECUTE F§L

o X SQLJ () CREATEIN #$F4{

o X NULLID fj CREATEIN %4

* X[#7%3[A] USERSPACEI [ USE $#4(

* X SYSIBM H3¥3& % SELECT jj[n[4X

* X SYSCAT HEME R SELECT 1Rl

« Xf SYSIBMADM % HALIE ) SELECT iJi[n]4X

* X SYSSTAT H#iEIH) SELECT il

* X SYSSTAT H##iElIH) UPDATE 1ijj[n]4X

AR CLfE ] RESTRICTIVE IR GIE K%, I HARE A AR SR 7% F PUBLIC #
VEAIRL, 82T LU UR R Bk PUBLIC  A] DL [l Bip 2L AR

SELECT DISTINCT OBJECTSCHEMA FROM SYSIBMADM.PRIVILEGES WHERE AUTHID='PUBLIC'

OBJECTSCHEMA

SYSFUNSYSIBMSYSPROC

ZHEF PUBLIC {3%f SYSIBM HAMFEIAL, o LUk DU ARG A T 1 X%
SYSIBM fUMPLEREAL. SRR T 10 R MR E) EXECUTE H#AY.
SELECT * FROM SYSIBMADM.PRIVILEGES WHERE OBJECTSCHEMA = 'SYSIBM'

AUTHID AUTHIDTYPE PRIVILEGE  GRANTABLE OBJECTNAME OBJECTSCHEMA OBJECTTYPE
PUBLIC G EXECUTE N SQLO60207192129400 SYSPROC FUNCTION
PUBLIC G EXECUTE N SQL060207192129700 SYSPROC FUNCTION
PUBLIC G EXECUTE N SQLO60207192129701 SYSPROC

PUBLIC G EXECUTE Y TABLES SYSIBM PROCEDURE
PUBLIC G EXECUTE Y TABLEPRIVILEGES SYSIBM PROCEDURE
PUBLIC G EXECUTE Y STATISTICS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y SPECTALCOLUMNS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y PROCEDURES SYSIBM PROCEDURE
PUBLIC G EXECUTE Y PROCEDURECOLS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y PRIMARYKEYS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y FOREIGNKEYS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y COLUMNS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y COLPRIVILEGES SYSIBM PROCEDURE
PUBLIC G EXECUTE Y upTS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y GETTYPEINFO SYSIBM PROCEDURE
PUBLIC G EXECUTE Y SQLCAMESSAGE SYSIBM PROCEDURE
PUBLIC G EXECUTE Y SQLCAMESSAGECCSID SYSIBM PROCEDURE

i A DB2 HdRZFEEHAMA 9.1 JFifh, SYSIBMADM.PRIVILEGES % A0 ] n]
.

XFF DB2 Bl R B RA 9.1 ZRTRIRRA, EQUEER IR, 20K R H el
KI#9 SELECT F¢filZ T PUBLIC, RZXGIL T, BAEMAZ5IEATAT 22 2Pk AL,
(B, X T4 BIOR A s, X RTREAR A, PO X SR R B v B X AR
WASE RO, 2% IS PUBLIC {4 SELECT Fifl; SRJG#4 20K SELECT 4§
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B TR, BZTHRE 25 H FEE R SELECT 5% HT o] H AR & 157 T Fdss
IR R AHE, [BIEsiEA SYSADM o DBADM AR, 7 0] #47 M iR1E.

B, AR AT T PP 0 EC A PP B R X e, % R AR 9
R A BV ] A

e SYSCAT.COLAUTH

e SYSCAT.DBAUTH

* SYSCAT.INDEXAUTH

* SYSCAT PACKAGEAUTH

e SYSCAT.PASSTHRUAUTH

e SYSCAT.ROUTINEAUTH

* SYSCAT.SCHEMAAUTH

e SYSCAT.SECURITYLABELACCESS

e SYSCAT.SECURITYPOLICYEXEMPTIONS
* SYSCAT.SEQUENCEAUTH

e SYSCAT.SURROGATEAUTHIDS

* SYSCAT.TABAUTH

* SYSCAT.TBSPACEAUTH

e SYSCAT.XSROBJECTAUTH

e SYSIBMADM.AUTHORIZATIONIDS

* SYSIBMADM.OBJECTOWNERS

* SYSIBMADM.PRIVILEGES

TR B3 1B A 5 P AR5 A8 £ S X0 AT 375 ] 32 0 126 18 A A AT A,

NG A X R G E B RS, IERAE RS H P i L0 5 B 5 T R R R
B Y BURME B RO BR(E, PRI T HE S URSE, TR 2\ PUBLIC Hi(5H
¥ SYSCAT.COLUMNS #I SYSCAT.COLDIST H#ME R SELECT 454,

WA A BRI R H R RV, T LUE XA, SRiERRIAKRRA KRE
H ORI B

i, ALK MYSELECTS S &R ERY R HT A B FAFK, TR %K SELECT
FREER T T — D i3 4

CREATE VIEW MYSELECTS AS
SELECT TABSCHEMA, TABNAME FROM SYSCAT.TABAUTH
WHERE GRANTEETYPE = 'U‘
AND GRANTEE = USER
AND SELECTAUTH = 'Y'

HIE A Y GBS USER 45T 24 i 3 1% KRR 44 1 ..

N e o AR P T3 g A 44 4
GRANT SELECT ON TABLE MYSELECTS TO PUBLIC

feha, MACHEEGE I S0 A AR X LA RIS AR R SELECT AL
REVOKE SELECT ON TABLE SYSCAT.TABAUTH FROM PUBLIC
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REVOKE SELECT ON TABLE SYSIBM.SYSTABAUTH FROM PUBLIC

ZEMHTEEM
SN E B ek, TR T Al DB B ] T R R . A, W
T A B R JOHR N T X R R G R 1 B R

B A% 77 AR B R
H P AT LA i B R T T 6
« BRUE:  DB2 HlEE ARG L 7 OB R B O I L X E

114 i tedsm

MIEHIA SELECT Vsl ACHY ™ ol DIFE — B b T it A ek Ul a9 8t T
RELett, ROZER R SR A RV E R,

7¥: 1£ DB2 Universal Database ffi4< 8 S WhiiAcHr, G TELL T 28 H SR E
SELECT {jj[n#{# 7 PUBLIC, £ DB2 V9.1 i & WA M 8H 1 R ge b, il i
fl CREATE DATABASE 4 [ £3 RESTRICTIVE, i afPliti Ea%HE %
MM SELECT iJj[n]#(4%F PUBLIC,

* Visual Explain: Visual Explain /R #0010 & ke & A flde B m D5l 77 5. Visual

Explain fg RIS WIEE B 5 AN EER. XEGEHE R e 2Bk A RENE
iDE P

 BRARER: BIMIPRIEUE BN SQL s XQuery AR RAE R R, SLEEMER =

BERIK A% (BLOB) f#fiff EXPLAIN_STATEMENT %, B &HSiHEE, M
G E RS ERE X TREEMGEL. M TREZ2ME, RNV IR
] A T GRS A

- BEREREL: RS ARGE TR BN RE, JF LA B H BT A%

A, AATREREVS IR T e T AT TR A Rl T 81 ek R I H R

R HATIZ R E TR RIALR
db2ReadLog SYSADM 1, DBADM
db2ReadLogNoConn T

o E%): RN, R EdE AR E M, N TR&HZeME, M

A O F AL B 2 /05 P B [ 22

© RER WCREBEBIRRARBIGE T REER, AR R RN 5A

AT RE T AT M A5 R O THR R 2 tt, R Z0Rs S R 9 15 ) SR 7 2 AU
A 1 I 9 B2 B D P VAVAI I ]

© BEMRTESEIERE: AU E G 6 09 REW QI Bl SR A A (L

FALAT 32 AR AR ) R R S R E AL, Oy R RE L A ok LA T
[ 9 50

¥4 SYSADM. SYSCTRL & SYSMAINT HBE P o] DIHAT 510 i 2.

o ZELSIEMNIR: 7F DB2 Universal Database A 8 i B4, HA DBADM 1

B A4 - wT DA F SET SESSION AUTHORIZATION SQL. i /) 3k ¥ B AT Al i ffi 4
PR EARARIR, 7E DB2 VO.1 B S AR B R g, 4/l GRANT
SETSESSIONUSER iff ) S 0 F P A, XA HBATIA I B 2 I AR IR,



BE, [EHIANRA 8 ¥k FETH#E DB2 V.1 5 & A MBS E RSN, W4
A WX DBADM (R (4N, £ SYSCAT.DBAUTH H#Z 7 TR ) #9147
RE S 1 TR B APR IR B AR B 2 . AR AR B YR B AR
hRERE IEH 1247, T REB IR ESIHEAGRIR, BT i P U7 nl e A 52 4%
s, hTHREZeE, TLOESHIT REVOKE SETSESSIONUSER SQL ifi#) >k
B E.

« EAFSEHIMSA: /£ DB2 U AEEEARSMAP MG s, WiRiEE T WITH
VALUES 4], MiaHSSE0RCHCNES 2 EMHEE. T%, AB Ui Ik
B9 P S RE D [ At AT T 0T BB JC A V5 [R] 19 15 8.

o IRER: REVIRESEEREIE. TR, BTSSR ER M B RE VT M AT ] RE
TRV 115 ..

o BEAESH b TE TR LR A, DB2 B R S AT RESFE sqlTib\db2dump H
SEHVAE BN AR A SO, XSO AR R A SO T RE 60 & R A, TEXPMEALT, REGS
Py [l S8 S 1) P s RE VT A TRT RE TC AT M R B, R TR EL e, WiER
% sql1ib\db2dump H E 1],

+ db2dart: db2dart T Hi A5 RS BB R MTIA R AR, T AT RIYS
M ZREdE, H DB2 AXFiZVin s fl L vim4ahl, T2, AH0s{T db2dart T HEY
AR5 db2dart i A9 PR EE G [RAEATT AT BB S ACTT IR 945 B

* REOPT #FEIEIN: f5& T REOPT 4@ ibIiiff, TEisfriy, &/~ nl Bt ey
465E SQL 15 /A (1 i B IR IR A B PR AAAE Ui Bl R, BERA PR A 2 /R f A SR (8.

« db2cat: db2cat T B DR MRIEAHIATT. ROEHHAFOERIMEL, X
SGItERENRESERARXRANENELE. T2, 317 db2cat T HBCH AR %
B9 P S RE I TR ABAT T 0T B8 JC AU [R] 19 1 8.

Bl R B 42 T YR & 454

DU O H0H e 2 I 2 7 AR 6] L 28 JR 50 3R 1Y) A8 R AL
1. SYSIBM.SYSDBAUTH
o B PEQIEFE WA T R YR
-~ DBADM
— CREATETAB
— CREATEROLE
— BINDADD
— CONNECT
— NOFENCE
— IMPLSCHEMA
— LOAD
— EXTERNALROUTINE
— QUIESCECONNECT
o ¥EBR4] PUBLIC ##2 T F AL
— CREATETAB
— BINDADD
— CONNECT
— IMPLSCHEMA
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2. SYSIBM.SYSTABAUTH
o ¥ipk4l PUBLIC #i#% T R4
— X}FTH SYSCAT F1 SYSIBM #f# SELECT 4541
— XIPTA SYSSTAT %) SELECT #il UPDATE H##{
3. SYSIBM.SYSROUTINEAUTH
o 4Rk4l PUBLIC ##% T T AR
— X T A i EXECUTE with GRANT #34
— Xt SYSFUN AhfirA ei M #2 % SQL) EXECUTE with GRANT $54X
— XA SYSPROC A R BAIE #2 ) EXECUTE with GRANT FFAY
— X SYSIBM H A R k%) EXECUTE 7L
— X SYSIBM i HAh it 72 EXECUTE $#4X
4. SYSIBM.SYSPACKAGEAUTH
o B PEQIEE AR T T YIRAL:
— X NULLID #2:rh Al A S CONTROL F#L
— % NULLID POl i A 4 BIND with GRANT $#4¢
— % NULLID #5= P el pr A i EXECUTE with GRANT 434
o F5pk4l PUBLIC ##% T F AL
— % NULLID #X a2 prA i) BIND FiAL
— % NULLID #=X @]/ pra ) EXECUTE F#Al
5. SYSIBM.SCHEMAAUTH
o F:ik4H PUBLIC 4% T FHIHAL
— X#Et SQLJ ) CREATEIN H:HY
— X NULLID {J CREATE IN $#4(
6. SYSIBM.TBSPACEAUTH
o FR5k#4 PUBLIC ¥{4% T F IR
— X}#%5[A] USERSPACE! ) USE $5l
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£ 6F X

a7

By K G — RS R Y, LT M2 W SR o5 A% B, TR B 1k Xt 2R e i 56 i 47 R 4%
AR

A DU 1 B K S5

Lo R, ok S o5 e i v i By i

2. SRR AR R g I ACER Bl K e

3. FLE R ) e B AR TS K S5

4. AIREHZZKA (SMLL) B kG

FAAE B By K= dh, B I A BRI H A — RSB B ko, iR 2 &3R0S
TN ) A BTy K S i

[ i % EH =3 B X3

i e 6 P i 915 2K S Ay ) 5 % ) £ B A e B A g, s e Bl K e ) A O SR
MR U B R (5 B, Bl Y b DU ol fE G A5 IR H At ik, PSR,
R A 1 2R S HA R 5 T Y S k.

Xt HTA BT Kk Tr % (SOCKS RN, G Eififr DB2 Kdls 4 6 A B i 1 4
AR R Bk, DB2 Ak m 523 JT DB2 EHR %S & (DAS) , It
DAS {1 DB2 %ffi /e TR, sl ) services UMK M 55 & Budhe e o LA il
ST B i 55 8 PRI SRS 22 H b 15 A < BT A IR 95 48 S 91 6 PRI ) o 1

Rz AT RIER KA

REL IR S5 32 — PR, B Web ZFHLS Web MRss#nZ HM B, (CH
B kTR RSE, T ROk B & LI E K.

By G HEWC RN R LTSRN, e AR R B MR 55 4 H At ik, R R AR AR
FE DU, PATHT RS, s (ARTGE) FHFEE 25548,

B K dbllas £ DB2 Connect = ff il LIFe 24 H AR 55 # (9 1CHE, 54h, 7EB; kdis E5o
R 2 H AR 55 25 0 Ak BOIR 55 4 69 DB2 Bl 2R AR 55 5t 2 . AR ARSI A £

FE % 2R 7l By K A

FEL St 200 331 75 K St R g a2 BT ACBL T K i

175 B AR B B KB5S 2 08 2 A B IEFIAR R BT 75 2 AN g SR sl 2, 7 B AR BT ok 5% 11
— N RPJE SOCKS,

DB2 i E R4 SOCKS V4,
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BRENZERE (SMLI) BriE

ARENZZFAE (SMLL) By K5 5 B 8 19 58 3 8 2Ok F A 4L TF sl &
GLHE” (OSI) BARIKFTA L2,

fr R — A B IS A B A B R C ARSI AT HUBE, R % ph A% Bl K ARG A
FEESL, T SMLI Pj ke a i B A, mmEdh.
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£7E RE=HEM
DB2 HelfF REMIERAE 2 AR, S RAAER TS A, &
B2 2 5

DB2 Hfla i RGGAE T T HI AL R I 1F:

o QRN KRG E M A AR RS
o BPHUAERF: EH DB2 & AL EAIAIE.
o MRS EGERM: EH DB2 M ar ERIAIE.

DB2 SCRF LA PRI R S AT 3 R IAIE:

A PHRQZRSIAE
X K E AR AR IR AN B R HEATIE, R AT A R AR R
(NI GRS NiE
- CLIENT
- SERVER

- SERVER_ENCRYPT
- DATA_ENCRYPT
- DATA_ENCRYPT_CMP
X BB AIE ST B 2 WART (E AT DA B AR AT AR 147 F P DA E, i F R DIE S8 B ke F
H s S BRI B S8 authentication $8EMIMNIERT, MRIEET
SRVCON_AUTH 2%, B AfEAb#E BAERN E ¥ 86T AUTHENTICA-
TION.,

GSS-API \iE

GSS-API 1EFR Ky K@ L4 VIR 55 b HFE P e £% 1 Jle A< 2 (IETF RFC2743)
M2 RS APL JRA 2: C #5% (IETF RFC2744), Kerberos AIEH 2
i GSS-API LR, FHIIESRAZ M ] GSS-APL DE AR SCBLAY:

- KERBEROS

- GSSPLUGIN

- KRB_SERVER_ENCRYPT

- GSS_SERVER_ENCRYPT
KRB_SERVER_ENCRYPT FI GSS_SERVER_ENCRYPT [F]H}3z#F GSS-API A
TEATF P RRiR/ RS IAIE; {2 GSS-APL TAIEE 1 BEIAIE2EHY,

FE IEZEA R E AT A UE DA S AR AT AL DA GE P, B0 AR DI, 3 B A
JEE 45 PRAR I B 280 authentication,

TR T DL, ] S AR B — A s R AL lan, eT AR
IR S5 2 DI R R e & P UUMZLIER) DB2 B4, =i, EHEEAR — D
HPAESEE, HA GSS-APL WAL A [a] I 5 2% T AIUMIAR 55 2% 4 1F .
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BB AT A A I SE B F I E I 0 R FAPLERI F F bR iR a3 4, 7E R R AT IR
W BT R B FRE R GINNE, WA TEFSEEL. 7E Solaris, AIX, Windows
A Linux #4F R 5 BARIRAE T P Kerberos SZFF, X1 Windows -5, HAA A
TJEMT Kerberos ZHF,

DB2 #ffi e RGP W AT AR, PRI UGEA Kerberos TAIERY Z2 416 1+,
EBZ et ARG, TR TR E O A sl 18] 26 = 77 W S {4k 2 i) DB2
IR 55 28 A UEAT .

# DB2 E Pl LEER &M

DB2 & FALAT AR — A dAidE, — PR e 4 HoK S5 DB2 MR 5454t
XPFEE GSS-APL i fF b T, FEM PRI FEd, DB2 e 5585 B2 P UL 34 2 e 8
9 GSS-APL fE{F5115, DIFREISE — A5 0% P L 528 A DA A 24 F0 VT BC A9 DE i
PEAFR, R 55 25 0048 1 1 RS T R 28 B AR IC B S8 srvcon_gssplugin_list ({45
EW, BESERSS LA 4R, TEZ%Z T DB2 KL ER e
1) SRl 25 4.

DB2 % /)AL

F bR/
BT ]

LA

Kerberos GSS-API

B EE ]

GSS-API
=LA I

HIEGHES —

[l 3. 7 DB2 F PP L #pE %2 fifF

120 sod e i tidgm

7 DB2 k55 LEERE MM

DB2 e gs#5 ] DI — P idi . — D AP As RS ARG 4 F1 21~ GSS-APL #if4.
%21~ GSS-API i {4 & 75 50 48 AR L B S 5L srveon_gssplugin_list BI{EHAE R — 151
FkIgEM., HHNFEF HEEH —1 GSS-API fiff/& Kerberos .

Bk TR 555 L i A LA, T REIE T EAE A AR 55 A B E R P AL AUE . 4
IEATIELN db2start A1 db2tre S5 SLHIZ I AIHRAERT, DB2 Hdié 48 B A & F LA
UEAE X X SR E A TR AR A, BRI, 24 2 S 400 R 48 AR IC B B 80 authentica-
tion ¥8 %€ W R 5524 LR AR B 1 28 P WLAIESR 1. authentication 5 srvcon_auth 2 [A]fF
EEEMX R, SRHET U E T8 B AE M, R — Rl S A E £t 2



AR, WA S — LR AT A AL, W UL S K srveon_auth R A
GSSPLUGIN, i authentication V% E 3 SERVER, WIRLEHIE FEIR 5548 R %
BUAIESG 4, B2 1810 db2start 55 S5 B985 E K e W, am,  an R A 2875
SERVER I H A i M P24 m & FALdfF, A4 DB2 #dli i Rk il 1BM
RO & PULERE RS, TRHi%Z T DB2 R4 E& S kL1,

DB2 JI55
P bRR/ FH P bR/ a5
E IRV Ik LR T — WSt
LA
Kerberos GSS AP| —————— . —————  Kerberos GSS-API
7 P ——— FRE ——— it 55 A

GSS-API
H P 0

GSS-API
5w A

EiRGHCE

[5 4. #& DB2 M55 k& % el tF

T AROR N A R AT S gD, AR, IR AR DB2 Kk
JERG LM SERENE, DB2 Bl ARG al Wbl A AR VF 2 H DRI AU, (ERAEHRE
FH 905 19 % 24 PRI B R A BE DR IR 52 B 4

ERzEEN

FGu A O AT DL gk B R R A S 4 A OC By Bl R AR G B S ROk 1R B T R
IEVUHI A IE 4 2 PR, G XSS HOR S, IBaXt TAHRE. 1 AniR %S B e
Kerberos ( UIHRTEMR 4575 F authentication 1% & & Kerberos) XU ECK G4 8 DB2 12
BRI, DB2 AR {ltik4y GSS-API #fiff, Ht, WRRGEE AT authentica-
tion ZHHIEE T GSSPLUGIN TNIEAL, A AMATIBLIAE srvcon_gssplugin_list
6 & GSS-API WIEA 1.

DB2 INfi \Z&f4

P e A B AR 0 B 2 RO LR T A 52 S A 3 1 R A R A B AR R i A
.

DB2 & UK RIS & TAEPATIE SRV A5 1 55 A Vs 9 22 = PEAL IO IR AR, %
LR PR B ol DL A5 ] I ACRIGE I 2 A e dl k. i, A6 — 9 R B 2R 52
1 R AN [ e e 11 22 SRR R v gl 2 R A IR AL

Bk T & BAE 2 AN HA SR 7 B A (an, SR B A AR . SR
A Hs RS FRAS DL AT PRI SE ] DB2 JRER ), X TixX4u#fE, DB2 & AL TR A
R - PMEIREEHBRESSPRENEF. R authentication WEH
GSSPLUGIN, Jff4 DB2 ##&/E% M local_gssplugin 48 W@ F, WR

%7 % weme 121



authentication 1% # 5 KERBEROS, W4 DB2 %udEEE M Al cint_krb_plugin
FREMAEME, B0, DB2 RS BRI clnt_pw_plugin 15 & W3 1.

AL IPv4 P58 IPv6 BT HIZ 2 fF APL IPv4 Milbie—> 32 fiiliht, BH
AT HRENEL abed, Hrf a 3 d WEANFEEFR - DTE 0-255 JuE AR+
Hil%, IPve bl —4> 128 sk, HAEAX K abiedefigh, He a | h EHF
BRI 4 oS HERIECE.

FrEEMmMY

MR EEIF R 22, BAFESI DB2 B PR Mg FH M FRE A E DI GE,
RAETEME T E C e 22460, ABan DIfElE CLP & connect 1M 3I4S
SQL Em) B B KK BN 255 AFAFR BRI, X TRl A6 R 2R, AR st
WA e
AR U AR A5k,
A P#RRZRINGE
o PRIHBRE A B SC (BGE T & L),
o BUEEADAT (RIIE) B D,
s HiESEMTFA R RE IR - DAMIE (OUE T MRk 5548 ).
o BlE L EIRAE AR IR EUER, REFHRTERERRS S (CGEHT
B,
« JRE5 45 P AHSCERR) DB2 HAURIA.
GSS-API \iE
© SLHALTHM GSS-APL JJRE.
o PRIRERE LA RS0 (PGE T L),
o HRIE P RREFN ROk AR AR R SR IE, 3B AT DABERR R E RS (GE TR R
M.
o QI Z 2 TR,
« RE5%E GSS-API %4 F N CHEEKA DB2 AR,

REMUEMLE

122 i e tidsm

TERICZ 22 G (e EEEC HFRMIEENE =F LR ), ik erE sz
Bt PE R 55 4% LA LR

DB2 % FHLERL T H st & 4% 7 o FH P AR

e 32 fi UNIX: $DB2PATH/security32/plugin/client

* 64 i UNIX: $DB2PATH/security64/plugin/client

e 32 fifll 64 fii WINDOWS: $DB2PATH\security\plugin\instance name\client

£ fEET Windows (P55 L, AN&HNEE instance name F client iXFHATH 3%,
S A 3 T A X A B 5.

DB2 Hdfs A B AR 7E LU B sk & Ho i 55 4% i T P A UEAd
e 32 {ii UNIX: $DB2PATH/security32/plugin/server
e 64 {ii UNIX: $DB2PATH/security64/plugin/server



e 32 fifll 64 i WINDOWS: $DB2PATH\security\plugin\instance name\server

i 7EEETF Windows BIFS L, RNEBHhE instance name 1 server XHA~T H 3%,
S i A LR T S B A H R

DB2 #ifla P BEASAE DL E H sk rp A R A 4 1

e 32 fii UNIX: $DB2PATH/security32/plugin/group

e 64 fii UNIX: $DB2PATH/security64/plugin/group

e 32 fifll 64 i WINDOWS: $DB2PATH\security\plugin\instance name\group

iF HEET Windows 5 E, ANEHSIEIE instance name 1 group X AT H 3%,
SCEAG) i A AT sh B X A B .

RERHHBBAE
BRI EARE T FERXHY RA, M C 8l C+ iGEwmER L IE
WATRA R E T G S 44
* Windows: .d11
* AIX: .a 3 .so; MIREWANYRAEAAE, W2KEN .a ¥Es.
e Linux, HP IPF #1 Solaris: .so

* HPUX on PA-RISC: .s1 3 .so; UMY AL, I2KHEH .51 U
2.

i HFPEnTRI#E ] DB2 i JH JDBC I sh#e 7ok k& e .

fltn, ABEAFAE— PR R MyPlugin BYZ2AffE e, X842 SR RIIE RS, MV
R SCAE 24 S TR BT s

* 32 {ii Windows: MyPlugin.dll

* 64 {ii Windows: MyPlugin64.dll

e 32 fidl 64 fii AIX: MyPlugin.a 1§, MyPlugin.so

e 32 fimf 64 i SUN, 32 fig} 64 fi Linux, 32 fiaf 64 {ii HP on IPF: MyPlugin.so
« 32 fiimf 64 {ii HP-UX on PA-RISC: MyPlugin.sl & MyPlugin.so

iE: HA 64 i Windows A R 441 fo B4 75 B <647,

24 {7 22 44 F 42 o B B0 P A B AR G BN, B R I & AT R 4647, IF
H AW AZ A BRI SO 4 FE AT R SE B AR 00, TCIe IR #RAE RS, #RK T
PRTEMFR 9 MyPlugin (1922 4x 4

UPDATE DBM CFG USING CLNT_PW_PLUGIN MyPlugin

L AR R/ANGRY, I H A5 AR FIL A, DB2 Al 4 REEM AR AL
P BRI S RO R AL 5 R AR, SR 5 O R IR AR R RN A 1R IR

N T R R e AR R, IR AR AT R A UE T ik DA e G S A R A 2 ] IR

PSSy %A, B, R Foo, Inc. ARIWE T —/NHT 528 FOOsomemethod
IE T R, 82080 v LUK 1248 £ 4y 444 FOOsomemethod.d11,
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AR KL (NSO A MG 8647 ) HAEN 32 A, X 4diF
e 554 T LA SRR (9 B KA PR EOBCA PR 5 (ER, e R BRI B, HiE S5k
O PRI R BRI 255 A3, LT R &S sqlenv.h HEIFAS define 717
T RX P A B -

#define SQL_PLUGIN_NAME_SZ 32 /* plug-in name */

#define SQL_SRVCON GSSPLUGIN_LIST SZ 255 /* GSS API plug-in list */

B AR S AURA T SIS Al AL

. SR H A

© ARG EMETA PR ROZ S,

o RS LHFTA IR T 01

“FERS” A PR R E R
f Windows ., DB2 HCifiFe/B B 8% 3 R0 AR PEARAY FIPRIR, JEAE IR 47
U ER U H R P T

% S BN P AR IR AR Windows  #:AE R GEME D AR, BT MEDWAY\
pieter. fEARBIH, MEDWAY &Ik, pieter EHI/" 4. 78 DB2 HdlafE R4, wlld
FERE YK L PR 7 P A PR A 2 — 0 B AR P 2 PR R R AR IR,

ifﬂ%’r TR P AR PR PR AR IR, (HSOR R BT . BT,
— B P AR AT PR 5 P AR SRR R — R AR, SRR PR RO
PR B PR ER BRI, (R SE TN,

KPR P AR IR 20— 00 P AR P — B USRS SR e P 6 LT i 4 4%
EhiciEa

db2 connect to db user MEDWAY\pieter using pw

FESLIEDLT, AREE A TEE1T e, IBA AR MEDWAY\pieter Bl it A AURIN
PIETER. QNS SZHRKE“PATRI 7 bR W 2= PRI BAUARIR, I8 A AR K Ny
MEDWAY\PIETER,

Biffi DB2 GERSKG PHEAY P AR IR S P ER A AR N, F4 DB2 HRRALFZLIA

U1

o — G RO TOR— 00 P AR IR 2 — B8 B BUAR IR DA RO < RS 4 FH P
A S E YN

ey
o TR T A B R AR % P H B A
.

U AT DLKE S B FE AR BR8P (9 — S P 4 WU A R [ o B 5 LR Z2 Ak (4
mn, AHI T B AR AE B ), A R DU RE SRR P ER T R AR TR /Y
fifF.

—EEVER, BB EARIN (Fan PIETER) 5 i IHT P AR ALA T R P R
CEARIE (F0, MEDWAY\pieter) /2 IRE#SA AR M RN, 5 — AR
P B 1 R ACEE 1T L5 B 5 — S 2 B IRR S R I R AR 58 2 R TR) L i - — 3k
BRI P ER 5 B AR IR B /L,
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TR T DB2 i A R SR AL A S DL R s DA UE SE IR A 1 24 FR.
7 30. DB2 Z41H M

TNIEZEE “—Ea A PFRREGRRTR  FERS” A PR SR B R
MR (L) IBMOSauthclient IBMOSauthclientTwoPart
PRI (5545 ) IBMOSauthserver IBMOSauthserverTwoPart
Kerberos IBMkrb5 IBMkrb5TwoPart

iE: £ 64 fii Windows P85 L, 20 AL GI7R (46 1 44 PRI 5 28647,

W E T ] PR S R B Kerberos i AR AUIAIEZEEIRT, BRag 150 T at &
bR —aRor P AR IR AR Y 43 551X — 51 Hh i 817 48 1F

SR PRI P AR I PR EAARIR, AR E R P A (R

BB ). At PR AR SE IO e B S 2 e A G Y Bl i LA i B S Ok
FREM, W R

B <P ER A P bR TR 2 PR R S AR IR I IR 5548 UIE, IR T T 31 B
* ¥ srvcon_pw_plugin i%'& >N IBMOSauthserverTwoPart
e ¥ cint_pw plugin ¥ & & IBMOSauthclientTwoPart

Xof TR PR R AR TR B S 22 P ER > SRR B & FALAIE, AT T AR A
« ¥ srvcon_pw_plugin ‘&N IBMOSauthserverTwoPart
* ¥ cInt_pw plugin ¥ & & IBMOSauthclientTwoPart

XF TR PR ER 2 P bR IR S 2 PR R AR IR Y Kerberos AIIE, WAZRHEAT T 513k
B

e ¥ srvcon_gssplugin_list % & & IBMOSkrb5TwoPart

e ¥ cInt_krb plugin ¥ ¥ & IBMkrb5TwoPart

LY R % R H5 Microsoft Windows Security Account Manager % 4% 2048 &
B PR P FRIR, filan, SRHPIT# K domain\user ID, #E#:WF, DB2 NUEHI#Z
ASCHE AR (0 S8 AN P bR iR

QIR BRIy, W RSB PIER IO, DL S S B Bl A — O AL
PRIRE A PR, L ZAE 5 i T — B0 R AChR R Y Kl 128 P 1 S0 AN ] 1A 552 451 P 1 7
PR o AR PR KR

ZEWM APl RRZRES]

DB2 #fiiJE R4 SR L adfift APL BRIA AT, X DB2 UDB hiA 82, iX
BERRAC S 1 IR AL,

DB2 feibfa ettt APL fMRASZE DB2 a[DISCHFHY AP M mAS, XMT
SHMRAA S, IREIEAT LR R APL A, BAESHGR[E DB2 Bl R MR
AH R BAREE. IR OO EARBAR) APL A3 4 B3R 70 AR AR 1Y R B
Bt AEALA —FEOL T, ZedhE APT HER AL pR K& A Y A 7 Be Pk ] e APT 30§
A,

%7 % wemmte 129



X DB2, (AT ENA TS ZEMmFRMAS (Fin, TS T APL HIZHI ). R
ARG AL DB2 KATHLS — ik H 3 .

32 iFl 64 LREMEFRITEEIN

M, 32 { DB2 SLffE A 32 fiZaflifF, M 64 i DB2 L] 64 el
., (B2, 7€ 64 sl b, DB2 W34y 32 iy HRRF, XEepy PR 2 32 filf
T2,

RERT DLz AT 32 v AR T AT RListT 64 A AR 3 i £ e SE il fR i & s,
RIEGEA R G LW BATHSAT 32 R F, IR 32 fififh H b a2
FW 32 ek, A TAE Linux Fl UNIX #:4E &% ({HRf3% Linux on IPF) L
BFTIY 64 i DB2 524l #H I security32 il security6d XA HF. X T7E Win-
dows on X64 #{ IPF Fiz4THy 64 {i DB2 Sfdl, 32 fiZe4ifibfl 64 e fir#s
TR —Hr, (B o4 fiiffifF#firBAES 047,

RN 32 SOl E] 64 Nisifl, ARARIRAFHRS 64 (7S 5T 4w 1 (1 45 i AR
AN 1 % 2 1F

RGN — AR 64 (LIE1FZE AR R ARG T el i, IR ARnT DLSEais $hAT
32 (i REFR 64 MifriR. fEMAEOLT, ZetliR — MoMR P AR — %,

REFMMUOATEE
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B PR A A T U T DA PR 7 SOk 9 — oy Ui SQL ik, i
b7y 2R i HE A H &

DI 5L 2 4i 5 SQLCODE fH:

o WRAEPAT db2start B db2stop HiEAE 1 A A4 1%, A%z [E SQLCODE -1365,
o B RAEAMBAL N BN 2R ] SQLCODE -1366.

o AR TART SR SR %, #B¥$R [l SQLCODE -30082,

& By B 0 H B AR A S i A B2 24dfF. 78 UNIX b, EaEFEHEEMAE, &
1 E sqllib/db2dump/instance name.nfy, {E Windows #:4E &% I, B FH 4 FHIE
Hi&, mfii<sEfase TH, s N Windows #1E RS TG M FM R E
-> IFHER > BETE > SHEESRIFIAEFR TR, UITES5Laem
AH I Y B A H AR
13000, ‘EHEnE & ARV GSS-APL %4 ffi{F API LI, I HiR [0 — 555
ME(TﬁL

SQLT_ADMIN_GSS_API_ERROR (13000)
/" "plug-in name" B GSS API" gss api name"FRIZUTE)EIRKAS "error code",
RIS B A error message”

* 13001, EfeREAAELRTIH DB2 Z4aifff APL KM, JFf Hik [ — 45 R 1H B
(k).
SQLT_ADMIN_PLUGIN_API ERROR(13001)

$H"plug-in name™ H\ DB2 yéﬁ# API"gss api name"FRIZUSEEEIRCED "error code",
FEEREIRE B A error message"

* 13002, 'B15/" DB2 AKAEHIZEFAE 1,



SQLT_ADMIN_PLUGIN_UNLOAD_ERROR (13002)
ToiREFE A "plug-in name" . RNEFIHITH—HAIIRIE.
+ 13003, EfRRFEERATRE IR,
SQLT_ADMIN_INVALID_PRIN_NAME (13003)
BF"plug-in name"FIEERZFR "principal name"F 3. BEIE L EEZFR,
* 13004, BIEREFATRICR. AR A R AR WA (72 UNIX FoA7,
£ Windows [ h\),
SQLT_ADMIN_INVALID_PLGN_NAME (13004)
WERFR plug-in name" 5L, BB LR ZFR.
* 13005, EfERARRERA LR, NMERIEAA T IES D F, BB T AN
Bt RS PRSI B S
SQLT ADMIN_PLUGIN_LOAD ERROR (13005)
ToRFENEE plug-in name". EWIRZIAGEEFEURERMENE RETIER.
« 13006, BienLeft gL TEIMER, HIWENA db2support 15 E, WIRAAIfE,
A PIAR db2tre, SRIGECE IBM SZRpIUA DIREE — 25 %5 B

SQLT_ADMIN_PLUGIN_UNEXP_ERROR (13006)
WmURETEINGR. 55 IBM NGB R DREE— SR .

i WPREEIEAE 64 L Windows Kudla 4 it 55 a4 b — se e e dlif, I HERBAEA
BRI RAE THRARR, BAWHSHAK 32 MM 64 AiyE S F UL 4 1 iy 4 24
SERYERE, 64 (N R BOR A A & R 8647, (HR e h i A AR L B2 A
ENIVESERNVE 7N AR S

RS

MEHCREN
il DB2 %A RAEMAKERITH, EATLUFLE CRARRIEF, Wi =)

TEPAHE & TP 8 ARG AR R IEF g, wln] LR sead (.
o SRR MR S5 s EERE ARG, T PAT T AR BR:
L R AU B A O A2 1 21 Mk 55 B AL 1 H .
2. BBURPEE RO E S group_plugin BB AT Y 47K,
o BTEHARIER PO EERE ARG, EPAT T IBER:
LRz AU R A O R A 2% P DL AL H .
2. FERARIER L, F5 X P B ARAC B 2 group_plugin HUH AR I 445K,

#BE“ A PR R
T DB2 %4 R PRR BT IRy, S5PTLUIFR F B PR
PYHERGFF, AT 5 = 7K,

JT A 25T P bR iR 2 S A DAE A7 14 0 0 250 R & ML A B 51 R 45 i 3 1R H SR
W, R IR T T ER i R SR R 1 O . A0SR — MR CE R P L R B SRR, TR A
AR T AR AR, S% P LEiE S 2RS4, AR AR T 580 it
AL, AR R RCTE R S5 S AR B SR, IR AE R T AR 5 R 55 A AR &
¥z, JFH, B4k 1 GRANT BB AR & CH S USER 5 GROUP B}, it
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TR AR R RE BRI AR, ERZEANOT, s/ AiE 2
i B A5 A R, R PO AR I, IR AT LR B AL ARy
WA, R BORE LRI 5 L ELA AR T A B P AR DA R AR AR AR R A L,
{ER RIS T DLIREAt.

iE S AL AR DB2 i 55w AL AT Y. PR P 2 J5 A R R B A I R A BT RROA
RE AT RS R - MR BA THRA (BHRAZ) , M ER7E
o e 1F, IR 202 UEATRR ), 24 S T8 4 1 3 R 8 R A R, B PR e
AL,

TERAFE & T TSR EE B RS P bR/ B i Db f 4 2 Ja,  winr DUARE X
SOgE 4,
o BRI IE R 5% LERE P AR IR R GEREF, SR IR R S5 a L AT TR
B3 %
1. RIS 248 1 H s 10 F P s TR/ A DA TR a6 14 .
2. KBURPEE BB S A srvecon_pw_plugin B MRS GG PFIO A FR. k55 4%
Qb3 CONNECT il ATTACH i K I3k £ fff 4 1.
3. BUATRL N HH AR
- BEEAEEHRSBEE SN srvcon_auth wE N
CLIENT. SERVER. SERVER_ENCRYPT., DATA_ENCRYPT &
DATA_ENCRYPT_CMP A\IEZRA! o & #4700 T B 1E:
— BB EE BN E B srvcon_auth %8 H NOT_SPECIFIED, % authen-
tication ‘%A CLIENT, SERVER, SERVER_ENCRYPT, DATA_ENCRYPT
i, DATA_ENCRYPT_CMP \JFZHI,
o BERIRIER PALERRE ] PRI GER A, EEEE R P YLEIT A
.
1. ZHH%& P UG E s i P As R i AR i 4R
2. BEE PR BAR L B B clnt_pw_plugin BB R PG AR, Toie7EME
HATVIEER S AFEJR AR, A2 R BER E L B 280 authentication % E
i CLIENT A & ik A
o BRI P ARRAE R A A P AL RS B 56 B T AR BB AL, 1EHE
BAE L. RSN 5 BT 2104558
L ZHNERE AL M55 M 56 b i & PSR E S 0 P AR TR i DA IR A 4
JE.
2. W BOEIEE AL B S cint_pw_plugin HHT HAR A B A TR,

3. BEHEFEETHSENE S authentication wE N
CLIENT. SERVER, SERVER_ENCRYPT. DATA_ENCRYPT &§
DATA_ENCRYPT CMP,

=2 GSS-API fFHt
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ZUEN DB2 ZARGMIANIEST N, ZnT LI A GSS-APL R JT kA CHINIERF, 0
] RATa) 8 =07 WK,

Xt Kerberos Z AMNAHEIFIHL, (a5 FALHIR 55 6% 625 B AT AR T B (14 466 1F 44 PR AT AR [+]
A PF R, & LRI 55 &% L RO HE CF A ook B TR — A RLRY, EJ B AT U4 BRI
HHEA T GSS-APL 4 f#, T Kerberos it #FC SLBnEML, FIE, ARl %



HUMIAR 55 4% EFBZ ) Kerberos IFHEREA G, B2, A KIRHER GSS-APT HLHIHIA
FSEH (flan x509 IEF) rTRE RS DB2 i R4 il 4. Fif GSS-APIL A
Ao E AR AR R S LI H S sOIR 55 5 370 1 S, 3 IR T SO0 B2 5 B4 1 7Y
Tk, RS PG E SR, I A R R T AR ARG R, HF
JOL A R R A5 S R N, R B RO R g5 AR A E R, IR AE A
TSGR a A ik, JFH, B4 GRANT IEAITBEA 48 E KT USER
GROUP I}, 8t 2K i 4 T A B AU PPV A £ T AL,

iE R L T P DB2 A 55 A sl AT A I R P 2 J A RE R BEA R Y BT,
REXHAT A AR - R RA TIRA (BRAZ) , MR e
A F, B2 = BEATRR . 2 S R 47 1 3 Rl A R, B PR A
AEAE .

FESRAFE A T e 50 PR BLARGE Y GSS-APL WIESRF 2 J5, 3t vl DLERE X La i .
o SRR PENR 55 A% B ERE GSS-APL WAL, HAEMR S5 a% AT TP R

1. BHIRS 46 H 1 GSS-APL WAIEREFE, LUK 52 GSS-APL i1+ & 1l

F L H P,

2. B BUEEE I E S srvcon_gssplugin_list i N—1MEFH. LILIESHFEH

Yi|F%, BLAIFEH AL GSS-APL i1 H S 1 & AN R 1 A R AL,

3.0 PATRAT HAp — AN HAE:

- BBIEEEMHBNESE srvcon_auth % H N GSSPLUGIN &
GSS_SERVER_ENCRYPT gt n] DL [l 55 ¢ fE % i 1 GSSAPI PLUGIN Ak Jr
%, BCE AT T ERAE:

— WBURE P E TRAS L B S50 srvcon_auth Y8 ) NOT_SPECIFIED, ¥ authen-
tication W&} GSSPLUGIN 1§ GSS_SERVER_ENCRYPT, iX#fik ] DLf# i
L9885 08 ] GSSAPI PLUGIN JAGIE /7.

o WAERIRER P AL LEERE GSS-API MEHEF, BESER L LT R4 %

1. ZHI%E PG E S R GSS-APL W IEE R E. 7T DIK 52 GSS-APT {442 il
FIILHFEHR, BPYGEERE P LA R 55 g i R A R R A E A — A
GSS-API #fifd sk # % 4F CONNECT 8 ATTACH #:AEHI[EIIAIER) GSS-API
4,

2. A XE UK R EE AT E, HERE PR A% GSS-API AL
PEFE DL, 2
CATALOG DB testdb AT NODE testnode AUTHENTICATION GSSPLUGIN

o BAEMH GSS-APL LR FHYE AL, 55 &l 5 AT AR AR AL, 10T T 41
LI
Lo BZHNZE L MR 55 s 56 B R P L CE H sk R GSS-APT DIEHHF%.
2. W BE R PR IL B S AL local_gssplugin HEHT AR 1 B £ 75,

3. BEWEEHENE S authentication % H N GSSPLUGIN &
GSS_SERVER_ENCRYPT,

#BZE Kerberos ik

BLET DB2 “Z4 R4 Kerberos WIEAT A, AT A H O Kerberos AIEAHF,
WA PRI 58 = WL, &, Kerberos Z 2l A FF IPv6,
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E S AL T P DB2 B 55 A s AT B R P 2 J A RE SR B R Y BTRRAS,
RE KT A R - DHEFEERA THRA (BRAZ) , AR
(oA 1, IR 20 2 HEATFR A, 24 S R84 1 Rl A R, PR A
AELE .

FERRAHIE A T T e B 228 P RS Kerberos IAIERRMFZ JG,  # AT DL 68 X 2L 4 {5,
o SRR 55 4% L ERE Kerberos LI, THAEMR 554 LT TR

1.

2R 55w AG 1 H SR Y Kerberos TAUE 4%,

2. HUBRORE B PR G B 250 srveon_gssplugin_list, TN AR, DIEE

SRS R, B Kerberos R weififh &FR, MHIEF Higs —1
it 2 Kerberos i/, R IIFE A= HH H authentication &K
KERBEROS 1, KRB_SVR_ENCRYPT, HE4¥ffi 4 DB2 Kerberos #fiff
IBMkrb5,

WL, T RCE RO A PRI B 24 srveon_auth DUEIEE M FTAIEZRRL, 40
ARV BB S H AL B 280 srvecon_auth, 704 DB2 il 7R F g6 4
il & 2% authentication [1{f. UNEAL & S %4 authentication X4FjiX & AL T
FE— NIRRT, AR A BRI DAFEE I A Kerberos i ff:

KERBEROS

— KRB_SERVER_ENCRYPT

GSSPLUGIN

— GSS_SERVER_ENCRYPT

TR B A AT AUEZR A, IR AT B B 240 srveon_auth % By T i Hrp —
FhIAUE AL

KERBEROS

— KRB_SERVER_ENCRYPT

GSSPLUGIN

— GSS_SERVER_ENCRYPT

o BAERARPER FHLEERE Kerberos WILHMF, WHAERSHE Pl LT THILER:

1.

SHE P ALIECEH ) Kerberos I F /.

2. BEE PR AR AL B S 41 cint_krb_plugin Hfi Kerberos ffiff () 47K, U

cint_krb_plugin K=, JB4 DB2 % FAUUARRES H Kerberos tAIE. 0%

Ml 554 A e SCRFG AT, BLIE A E . IR S R P ALER S e A,

IRLWGAER IV clnt_krb_plugin FEli b F B4 IR 55251614 1IBMkrb5, e ff

JH Kerberos TAIEFHAFMIZ FAL, MRS A 8 56 ERETAR AL, 1EAT F A1

%

a. BHNZE L RS L LR P UEEE 1 Kerberos TAIER .,

b. KBRS L B S 40 cint_krb_plugin BT AAE A4 1 45K,

c. VB FEEHEE B 2% authentication % ® J KERBEROS &
KRB_SERVER_ENCRYPT,

Al P& LR T IR R PR TR E, FR R & PR L] Kerberos TAIETH

4. il n:

CATALOG DB testdb AT NODE testnode AUTHENTICATION KERBEROS
TARGET PRINCIPAL service/host@REALM



i X FSHF Kerberos H°F-f5, I1BMkrb5 FEKFAFAET & M ALIGIFH k. DB2 2t
PEPUN A 2L GSS-APL ffifF, XJE[H N Kerberos {2l i GSS-API ffifF5LBL,

EF LDAP RJINEFNAE AT IF

DB2 $##/EE #H#Fl DB2 Connect il f] LDAP &bk 2 f:3T LDAP
FIAIERIZH A I RE, WBITHE 4 FFih, &R LDAP AIEBLE R FE AIX _Eff
2T LDAP MihiE, MALE o ] DB2 LDAP Z2 Al DB2 ki,

AIX #ERG EOH TR T LDAP HINIESZ ¢, LDAP BU7E i &R (1) LDAP
YEXT F I UE RN A 03 eA% JEA TSR 45 B, wT DA DB2 SEl L & oA i E R 400k
EH PRI A, K5 AIX #BERS T LDAP R4 PUTIME. Ea
#EWIH LDAP TAIF, ¥ DB2AUTH {FMI#£As&i%E F OSAUTHDB,

SEHHET LDAP HIAERYSE — A Jr ik Rl f ) LDAP 24 EififF. LDAP Z2ififf
B vF DB2 Bodls R FAR X LDAP H Serh i S AP BEATIAGIE,  BR EXHRAE RS E
SCH PRI I EER, 32 SRR AR R e A4

« AIX

e HP-UX on Itanium-based HP Integrity Series systems (IA-64)

e Linux on IA32, x64 1{ zSeries {4

* Solaris

* Windows

TESE YT H S (B, aix64 Hl win32 4545 ) AR EX L2 S5 6 19 B g it
AR,

A5 2 G RUREC & 6 Y LDAP IR 55 &5t 45

+ IBM Lotus® Domino® LDAP Server V7.0 FlIT &g A

+ IBM Tivoli® Directory Server (ITDS) V52, V6.0 FlIH & A
 Microsoft Active Directory (MSAD ) V2000, 2003 FIt & A

+ Novell eDirectory V8.7 FIH & A

e OpenLDAP Server V2.3.32 FIH & kA

e Sun Java System Directory Server Enterprise Edition V5.2 Fl1H & biiAS
¢ 7/0OS Integrated Security Services LDAP Server VIR6 FlIHH i ffi 4%

i i LDAP fGPFBIH, M7E LDAP R 4588 15 SC5 8008 e AR X1 i A
. X AafE DB2 SLUIETA EARIURIZE I . GEH, FERRAE ARG E LT IXE
F1, ABREEATE LDAP g SGREEH M, ) [AIRE, W2REEH LDAP 4 #ith,
2670 7E LDAP [l 55 i 1 SCRAUITRT LA PTA AL, XS] 15 1 i 2 8 B 0
€ L[] SYSADM, SYSMAINT, SYSCTRL Fll SYSMON 4,

DB2 Zaffi PRI ] F T IR 55 dim Dk, & P AR A3l (R i b p g ). AR
PRSI e R R E PR, TR BEAE I — b, PR OB A X = Fh Y A 4 7

LA DB2 Zeffifiiisk, w5 FIISR:
1 B RHEMRSSE. FIVSE R, DR HEX RSP,
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2. it E IBM LDAP %44 R0 B S0k (4 4%k % IBMLDAPSecurity.ini) [
(EORMAC BB, EFHFEE M LDAP & 2 01 DI E iE 24 (e,

3. o SRR

4. &R LDAP Fi P hRii it 4,

AR S22 HE 4

HR 45 22 ) IE IR (R B & I HLZE CONNECT iE4)H1 ATTACH 4 E4 4t P 4Rin
AR AT S5 S0 360, BN, iRt —Forl LDAP ) dsiimtt £ DB2 #%

ORI, N EARLE A P il A6 LDAP F P iR R i 16 DB2 Hs e Pt i 47
WNIE, R A3 A T B 55 A A AR R,

& PHUNEfR S

F PHUAIESE B % PRSP AT P R IR R S g e A s gy B, fdE A
srvcon_auth © authentication {% ¥ CLIENT E[llE DB2 WRE4sfIHL 7. & 4L
¥4k CONNECT i5A)8 ATTACH fir % b 4@ 4 A4 F P AR iR M A, JF6 1~
FRRKE R DB2 4548, &, CLIENT WERYZMRMEMRIE, 8% 8 IO X
FRIAIIE,

AR R 12 i 55 i L AR A R8P AR RO [ 1 5 X 8 i PR R IR ) DB2 B2 AR
W, IR AR RER T B DU UER (A, 7 X Bodi e i 55 & AR st din % (i,
db2start ) PRATEAGE Z AT, AT RLEE S ) i P A s B R G P AR BT 25 DB2
EAURIA,

HEWEG

HAEE N LDAP it 55 d R i H YR B AR (R R R EAE ] LDAP
KR ALE X, B2 R LT, Fh WA D2
© FTA R P FAEEAE LDAP 5525 b & S,

o TEBHEEMR 55 a% LARME AT R (FESEBIra ZE M2 ) 76 LDAP fik
4w EAE LR — F P ARiRE LI,

* 7£ DB2 R4 EifffrHad it (R, 7EMRSS#%1 DBM AL & SCfF+4¥ authentica-
tion =i srvcon_auth [{H X B & SERVER. SERVER_ENCRYPT &}
DATA_ENCRYPT,

I, ORI S5 AR AL P B RAT Af F 2 e e S5 A LR T, DB2 &
HUE AN TE E 4% LDAP i {F Rk,

Al PISCK: LDAP 20 A 1A (R A b 5 st oA T2 5 ARG 4 (41140, Kerberos {4 )
HAEMHMH., FEXFEN T, LDAP 42 M Hibur i 4t 5 54 P A G B ) DB2 #2
BARIR, B TE LDAP Hrh8 R A A HHILELH) AUTHID_ATTRIBUTE HY ]
P, SRJE KR 510 PO A e 4.

BiE LDAP &R

132 ol e e tidsm

W E LDAP ffifFfitk, TEEH IBM LDAP & E CFRIE & A5,
REBEHT, BFHEE M LDAP & 8 51 DU 16 24 1 e & (.

IBM LDAP % x4 {4 iC B SO Y B A 24 PR A0 B e
* f£ UNIX _L: INSTHOME/sqllib/cfg/IBMLDAPSecurity.ini



* £ Windows [: %DB2PATH%\cfg\IBMLDAPSecurity.ini

(A& ) AL il DB2LDAPSecurityConfig FRIFAR 548 E L SCAF AL B, 72 Win-
dows I, WAEL R ARG E DB2LDAPSecurityConfig, LAIHfiff DB2 ff 4L fi

Hl.

A FER AL T F B RS B A A 5 1 T
% 31 SIS E

LDAP_HOST LDAP Jli45#% (1 4 F5%.
g — A AR LDAP IR 454 EHL 45 IP ik
(BAFLA TP Mk IE n] DU — AN 145 ) 15155,
fian: host1[:port] [host2:[port2] ... ].
g 0502 389, WIRBA T SSL, MRABE SR 636,
ENABLE_SSL B SSL S, W ENABLE_SSL %% 5 TRUE

(Wh2%%% GSKit ),
BAE—AATEESEL
T4 N FALSE (B, ¥%# SSL FiF).

SSL_KEYFILE

SSL IR EEAR.

{24 LDAP 5545 IEFE (i H] GSKit %%

AN B SE IR B I A 7 B B S0,

fh: SSL_KEYFILE = /home/db2inst1/IBMLDAPSecurity.kdb

SSL_PW

SSL #4FR% 6L, filtn: SSL_PW = keyfile-password

#32. S HRAE

USER_ FAT A LDAP %42k,
OBJECTCLASS  |j#%, ¥ USER_OBJECTCLASS %' J

inetOrgPerson ( Microsoft Active Directory FYJH ™),
#in: USER_OBJECTCLASS = inetOrgPerson

USER_BASEDN

R M BT EAE I LDAP 4% DN,

WERAEE, BN LDAP HEWIR R R
ilal

K26 LDAP Ik 55 g5 2 EOR BN LS BUE E .

fitn: USER _BASEDN = o=1bm

USERID_
ATTRIBUTE

MFm AP BRI LDAP sk,
L AR E F P ARiR & ) DB2

CONNECT &/, USERID ATTRIBUTE Jg#:¥55 USER _OBJECTCLASS
F USER_BASEDN (UHREE T ) #HATH A KA LDAP R IER.

#itn, S USERID_ATTRIBUTE = uid, HP4%H LA TiEM:
db2 connect to MYDB user bob using bobpass

s 3 DL R i g

&(objectClass=inetOrgPerson) (uid=bob)

AUTHID_
ATTRIBUTE

MT 3R DB2 HAURIRH LDAP @k,
W, WBEAES USERID_ATTRIBUTE (f{EAH[H.
fffiH: AUTHID_ATTRIBUTE = uid

87 E RAem
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# 33 GHAMKAIE

Y it
GROUP_ HT 4 LDAP %42,
OBJECTCLASS WHIXE groupOfNames Y groupOfUniqueNames

(% Microsoft Active Directory, ‘E°A group),
fi%0: GROUP_OBJECTCLASS = groupOfNames

GROUP_BASEDN

HWRAREMH A LDAP #A4 DN,

WMEKRIEE, 2K LDAP HFEHHRE FIFHIERA,
B4t LDAP Iz 55 2 SR NI S HHR EMH.

#iin: GROUP_BASEDN = o=ibm

GROUPNAME_ AT FRRAR£4FR1 LDAP HJE k.

ATTRIBUTE fi14n: GROUPNAME_ATTRIBUTE = cn

GROUP_LOOKUP_ iff 5 F Sl % H P AR D 9 AS 19 vk, AT RE YA L 45:
METHOD

* SEARCH_BY_DN - $5/REHEZMG M VIR B A, B 5E
¥ 2 % L GROUP_LOOKUP_ATTRIBUTE [WZHJ/EH: (GEH K
member 1 uniqueMember) F5/RM.

* USER_ATTRIBUTE - FEMGH, PB4 EE R P XA SR
HERF AR, R EESEERE LA
GROUP_LOOKUP_ATTRIBUTE 4 il @t LIZRIUT P 4] G,
X}F Microsoft Active Directory & memberOf, X7 IBM Tivoli Direc-
tory Server Jfj ibm-allGroups ),

{4 1: GROUP_LOOKUP_METHOD = SEARCH_BY_DN

GROUP_LOOKUP_METHOD = USER_ATTRIBUTE

GROUP_LOOKUP_
ATTRIBUTE

JA K ol 5 41 R BB A BT T R 4 R
GROUP_LOOKUP_METHOD # 47k,

Xt F

i
GROUP_LOOKUP_ATTRIBUTE
GROUP_LOOKUP_ATTRIBUTE

member
ibm-allGroups

NESTED_GROUPS

1R NESTED_GROUPS 3} TRUE, 84 DB2 Huffi 224 #a kil if 2%
A RPN I 1AL B 2L B B A% SR i I 2R 4 Bl B A

IEFALEE T IR (i, A J&8T B, T B XJET A),
WS HOE T EER), LB (N FALSE,

% 34. HAb(H
S iR
SEARCH_DN FlI | i} LDAP 4548 A2 H50E 2140, s eI R sl miE 2R,
SEARCH_PW B2 0] DL e SOR F SR ATIE 2R 1 DN % AY,
Fn:
SEARCH_DN = cn=root
SEARCH_PW = rootpassword
DEBUG ¥ DEBUG # # & TRUE, IHHEZEESA db2diaglog, MTiHE B
5 LDAP HH 5y n] i,
J 2B NE B8 E4E DIAGLEVEL 4 (INFO) idsEn.
DEBUG ZEish4E R false,




JaF LDAP fE{FHELR
7 DB2 S F e R ) T E 4R A LDAP 5 sk,
AU HBYI T4 LDAP J{FELITE DB2 S HEAL Y (.

# 35 X T 64 {7 UNIX Hl Linux #ER%;
BHEERER |GE

e 55 4% /sqllib/security64/plugin/IBM/server
L /sqllib/security64/plugin/IBM/client
A /sqllib/security64/plugin/IBM/group

#36. X T 32 {7 UNIX Hl Linux #ER%;
BHEERER |GE

A 45 4% /sqllib/security32/plugin/IBM/server
L /sqllib/security32/plugin/IBM/client
A /sqllib/security32/plugin/IBM/group

737 XIF Windows $&1EZRZ (64 (i fll 32 {v)
BHEERER |GE

M55 4% %DB2PATH%\security\plugin\IBM\instance-name\server
L %DB2PATH%\security\plugin\IBM\instance-name\client
2 %DB2PATH%\security\plugin\IBM\instance-name\group

i 64 i Windows {R{FRBIHLA S 4P AR 64.

] DB2 i 4 A7 40 B 45 oA ST Rodi 4 B G A LUS A RO i P A B
o XRS5 A AR R
UPDATE DBM CFG USING SRVCON_PW_PLUGIN IBMLDAPauthserver

o XFFE LR S
UPDATE DBM CFG USING CLNT_PW_PLUGIN IBMLDAPauthclient

o TR R
UPDATE DBM CFG USING GROUP_PLUGIN IBMLDAPgroups

i i} db2 terminate AT 4 K4 LT EAEIBITH) DB2 A ATALFL g5 b AL, SRIG1f
i db2stop Fll db2start fir 4> {57 1k I F B I sh L1,

/M LDAP R PiRiREt TERE

—HAE DB2 SLHIHECE T LDAP Zatiddifr, At ] DUGE A2 FOR [ 9 - 74 e
UL C/LN

X% LDAP Hgrr i &2 HEH 4T (DN) & XH), DN JEH & — i Zabr4
AR, ERBIERZ R G,

cn=John Smith, ou=Sales, o=WidgetCorp
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PR E S F P XA A E . GEH 2 uid JE1E) & XHY., BRIDLZ— R
FAF A Bl jsmith) B H F & RAG — A F W0k bk 6,
jsmith@sales.widgetcorp.com ) , ‘& BRA L2 IR S5 — &R,

— AN DB2 #2A0FR R DB2 K A 5 1% T R DG HR 1 £ 7K.

UEﬁ F P SRR 55 28 10 EALEAE R L, JF B PR 5 8 AGR IR AE R

ERAGRRER KA KE), DB2 LDAP i HE i fEE95% LDAP H /" X &1
KEJJE@ S5 M PARRAE AR IRA K, K2 T, MR AR R T L&
[E—MF4E, HHATRIXT USERID_ATTRIBUTE fil AUTHID_ATTRIBUTE fifi FI4H[A]
g4, (B2, FEEITARNHRES, WA AR IR SR L R
Lo N S 71 ) W o o T el i e i N i )
AUTHID_ATTRIBUTE, AUTHID_ATTRIBUTE J& 11 & MR S48k 2, IF 1E
P RN ES DB2 £7R.

i, 40 R LDAP P AR R R R AR R b O,
jsmith@sales.widgetcorp.com ) , {HJZRAE FH M 65> (B, jsmith) FfE DB2 A%
W, B2 BER] DU s ok 23

1 608 H 4 A PR T EYE S LDAP R 458% LT A I P 0k 4k ek

2. HBEH B YR # PRk E AUTHID_ATTRIBUTE

T, PR E AT % LDAP J F iR iR i sl RE a8 4 & DB2 Hdla &, #
an:

db2 connect to MYDB user 'jsmith@sales.widgetcorp.com' using 'pswd'

{HJE, DB2 i Feds B gaAE N &0l Flifid AUTHID_ATTRIBUTE & 3 A48 4%k (1F
eI jsmith ) RFER1ZH .

FEJA MG B A~ LDAP hfFRE 2 o, 7 T DG 2 F0R [ B9 74 #1352 DB2
Holla i
« SE# DN, fldn:

connect to MYDB user 'cn=John Smith, ou=Sales, o=WidgetCorp'

* #ksr DN, W TES> DN S SRR 5 0F DN (URESCT ) RiE% LDAP H
%, ot AERE| —ILRIE,

connect to MYDB user 'cn=John Smith' connect to MYDB user uid=jsmith

o RIRTATEH (AMUEFES ). H USERID_ATTRIBUTE KRR E 12745 & 4 1E &R
DN SRXffE, il

connect to MYDB user jsmith

i WRAE CONNECT 1EH) ATTACH fir 4> b3 A I A A] S4B v A 28 254 R ik
TAE, AB AT 5153 1% 7 AF H AT A

HEHREEEM
LA GO A (5 ELBATRRAE LDAP MR 5528 A 1P A G H AL R 4 3
o PR R

HAF PR EBA — /A GROUP_LOOKUP_ATTRIBUTE (/)@ t:, W LIA L
JEMEDIRE R 1Z P 10 i A 4 B A
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« fE AR RN

AN EEA — M FR N GROUP_LOOKUP_ATTRIBUTE (1)@, wDIE FH
JEM ORI RAE AZA R R DR T P x5, AT DB R E P S 28RN
R O3 4 i A 4 R M2 1% P i e i 4.

V% LDAP Hig 55 45 #8 ] DUR B ME — Tk AT RO B, K28 LDAP 55 73 S35 R i
R EARFF O A TRCE, HE M LDAP 8 5 DI 2 81 LDAP i 455 & anfrfic
B,

Bl & LDAP ffifFsitkns, wl DI H GROUP_LOOKUP_METHOD & ¥k s i b 1% anfn]
AT A
o INRFTFEM X4 GROUP_LOOKUP_ATTRIBUTE J& 14 i £ #k 4 A 1 94,
23538 E GROUP_LOOKUP_METHOD = USER_ATTRIBUTE

o HNERSEE N4 GROUP_LOOKUP_ATTRIBUTE J@ P A 41 i A %A%, B
2351% B GROUP_LOOKUP _METHOD = SEARCH BY_DN

% LDAP JR425(H FZH% 41 GROUP_LOOKUP_ATTRIBUTE J& I S0 & i i %
¥, AT RIEE DL s A T R e AT AT G

GROUP_LOOKUP_METHOD = SEARCH_BY_DN
GROUP_LOOKUP_ATTRIBUTE = groupOfNames

Microsoft Active Directory i # K 2 5 i B A6 VE A P JE Mk A7, I HonT DA DL T 7w
51 v e 7S SRR B AT A T I

GROUP_LOOKUP_METHOD = USER_ATTRIBUTE
GROUP_LOOKUP_ATTRIBUTE = member(Qf

IBM Tivoli Directory Server [A]lfSZH¢ FaRpifh ik, ZA I B4 AL 5L 5Eak,
A DAR ek P J@ P ibm-allGroups,  1PL R 7 il H iy 7

GROUP_LOOKUP_METHOD = USER_ATTRIBUTE
GROUP LOOKUP_ATTRIBUTE = ibm-al1Groups

HAth LDAP It 55 ol e 2 3@ B RO RF IR IR VRIS B s 4L R ks, 8%, s
JRMEAAG 2R A 51 TS FLAR 20512 )7 B 75 DA J8 6 14 A A sk 2 R

JHAME LDAP F A6 Z 4R 7= 4 19 (o) SR T & 12 B

WRFEIE LDAP 7 8GR EA TR A =4 T, H84 DB2 izl H & db2diag.log
A H HA RAUE 215 ok I ST i 12 W7,

KA, LDAP {R{FBIHUE F K 05t LDAP REIfY, {8 %l g DK HAoh A
. ARG LDAP PR B SO Y DEBUG W, IR 2SR AE db2diag.log
IFPIERELZEE, BRI TEEISWT, (B EBUREAE R R 5
ik, KR RO B A A G R %A$A11¢qﬂ/\i*ﬂﬂﬁéﬁo

i o Kt R B AR P i diaglevel FiC B2 HULE N 4, DIMEHEHAE LDAP i fHHEH
TR BT AT B
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BN R A A A R 2R 1 YRR 8 4 PR 0 46 K ek A
o MR&feumiAiEdGEF: db2secServerAuthPluginInit()

o FumAIESGE: db2secClientAuthPluginInit()

o A4ffF: db2secGroupPluginInit()

I eR B FR A AR A A R . A E R0 46 1h R BCRE A 2 HE R 2R AT D 4G 4k, JF A DB2 42
B T A 1 0% ok B I 7R B R R A Ak pR B 32 S U S 8
o PEHIZAGAFR DB2 SE AT LSRR Y 5 e A 5 09 BRI BCRR H4 AA

o JRE - ADEMNTRE, RS SRR TR APL 455
« FRMATHHENERME db2diaglog A H eREL 5

o FEMET IR B FEAT R R

o BRRIE R E

AR s — AU 24 1F B9 00 46 fh R K Y R BORFAE £

SQL_API_RC SQL_API_FN db2secGroupPluginInit(
db2int32 version,
void *group_fns,
db2secLogMessage *1ogMessage_fn,
char *xerrormsg,
db2int32 =xerrormsglen);

i ARG IR C+ BT, B2 extern "C" R HIITA BREL
DB2 {KiURZ B E RSN RAGRAE I D C+ S0 G RO CFZE P B i IR Cr #

PR A BRSO A 1 122 Fh B M AE R 044 RO PHE — pR R, A A 1 R R8O 3 o A0 4 1 i
BR8] ) R B R SR, 25 DB2 5548 Ja shinhl 2 A M5 detdi fF. % bl b
T B PO AR 24 AR B3, 78 DB2 ARG, Bt LRI
A6 1 bR KB AE B 0 B IR L e, R R B R R AT 55 D A s

o RSB0 R B B 00 S R e e Dl 4 1 eR KA A

o THFUHR % R A R A R AT

o G IEAEIR ] ) oK KR HH A RA S

DB2 W] LA AEH 2 U G F I a f s B, 40 IR P s 38 A DB2 & U, 1%
B, MEFEAE, RIGTEEPRA AN Z 5 #AE R 1 P AT AR R BN 2 A A
XA OL. XA OLT, AREA & TR IR G R AR (B, AT N
EIAE RGN AR AR,

TEPATAE G PR B & R G0 0H ], DB2 W xHif s b R ok h 2R, S
JEMR 55 A Bal AT L, A0SR AR i 55 A B B9 7 DURIIR 55 s 48 144 B - [R] —
I, T8z DB2 Al DL i CF 40 46 1 s AR,

TRZAG RIS Z R JE T db2secGroupPlugininit, IRAE M iZEIERE LK IEITE
VIR R — AR AL BRI 0, [RRE, TEFUCGR [B] pRBCEE 5146 2 0, G40 bRk
PRV $AT T db2secPluginTerm WREEHUAT AN THRAT 5.



TEFTF UNIX 8f Linux R9#E RS Lizf7H) DB2 fless#s b, DB2 n] DITEAS[E A2
LR TETEHEE A TR0 UG A3 1 2.

T &R EmEERIR

AR 2 T A48 1 I 777 £ PR .

C #i#%
WPFELAY C SR AR, Sk SCORRe 4R AL SRR S 1 o = L 00 B 45
t, FFHAOY C/IC++ FRALET RS L, ARG PR AE R C++ AUk 4mik
1, AE2wbZifd i extern "C” RN DB2 TE%E ANPKEfEHT 0 pR%L,

AL NET AHEFIZITH
NET A5 F Iz 7H (CLR ) A SZHREgaide FlAE #2460 18 4 1Y AR,

ESRIBER
P — AR LG TR P 8 Wl fE 5, R 5 DB2
PESACEAR 7. WitG DB2 {55 A0 F i &/ E 456F DB2 [+ fig IR
FRIFATIRE AR ) (RS SA & ), iR R Rz AR C++ 7
W, X AU DB2 Ak iR BEEE 1.

®ERE
WA L2 I ] EA, MG R BUEME - AR EE AL
APL, ] DUFE AR [R] (1) R v e 22 U8 HIAd R 0 G A pR G ZEX RS 0L T,
A s BT A A T A B IR 0E 0 B A S R AT dn Ak,

HOAEREFMBSERE C EURRIERSEAR
WA B S C PESURIE RGN, iR AN 2248 O AL PR Fp
pthread_atfork AbFEARF. ANHEFME A OACHAER?, XEFE A EANHEREFER
Hh 2 B T REA K.
PRSI0
£ Linux 8 UNIX b, BFASEFERHERATLUE setuid 50 setgid, XK
FHUN I AFEMHT $LD_LIBRARY_PATH, $SHLIB_PATH = $LIBPATH PflgAs ik
AARBHZE. B, IR AR AR T AR R, BR AR T Dd i HoAl Ty ik (i
R AN ) SR [ AT A DA i
« fiF /1ib & /usr/1ib HEH
TEBAE RGE I NIR @ ENTATER H o (fl4n, 7 Linux R4 LW
1d.so.conf CffH)

o TEFEMFEA G RPATH H35E
PR HIAE T Windows #:E R %8,

BFEimzE
N7 AT R RE FRAR R AR 55 wh 2 (1 0] e M AT Ar) o] JHEI00 (il dm, ] gk 2D fi
B8 2 SNERAT 5 5 | TR AR LE LT ) S dmid MBEREfmF A, #lt, 7F HP, Solaris
Al Linux FAff A "-Bsymbolic” HEHFEFHE00A B T B 1k & 4 SHF 5 a1 1
A, (H&, XT7 AIX R, ANEDASEAMER "-brt1" g%
&P P,

32 {0 64 (I AR
32 R R T 32 idfitE, 64 (i UM 64 (i, i
ZA KR 32 (F 64 (L FFE R B S0 DL T 2N B
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MNARFHER
FERBE RS ASCAR AR — LD null Z53, Buah, 7 8 R AT E L
null 4550, (B2, NErAATA RS E TRAKE, HOPEREMRESRE T
Eid kS VORI

R BNIRASH
DB2 {4 B4 AR R (authid ) B0 GXJE— M A authid Z280) ¥
BE AN KREMERIRR, FHSBREHETW=H, miGfREZ DB2 1y
authid 240 (X2 — i authid Z50) A7 EEMFRRAAR, {22 DB2 ¥
FEARNTE DB2 ARifEds authid F46 o K 5 It 25 0 4 B SR,

XTSEHI K /NR I
flifF APL XS RO LAY BR U0 T

#define DB2SEC_MAX_AUTHID_LENGTH 255
#define DB2SEC_MAX_USERID_LENGTH 255
#define DB2SEC_MAX_USERNAMESPACE_LENGTH 255
#define DB2SEC_MAX_PASSWORD_LENGTH 255
#define DB2SEC_MAX_DBNAME_LENGTH 128

R B4R 1 S BT RE 2 R s SRR AR IR, P bR RORI S A 0 /D Y A

R, JoHR, e R REILT ERR BT, B DB2 HdlifE R4t

NS (S NI G B 2tk (N2 ) 1 0F = NG DN R 1

2 TR JEE PR

AX RHREFEEET RS

e AIX ARG, ZeflfENSIHT RN o 80 so, RFEALME

AL IR 2 B i A9 7 e 24

o XHYRAN a BRI REBOARA E IR RO B JIA, XA A
w40 shr.o (32 i) B shr6d.o (64 fii), B AT UF 15 32 fif
64 MLEIRLGT, HIRVPR ERbEEMRRER -5 L.

filtn, Zrgd 32 ALV A A

x1c_r -gmkshrobj -o shr.o MyPlugin.c -bE:MyPlugin.exp
ar rv MyPlugin.a shr.o

o HYRAN so B EBOA R AT SR AL EX R, X R 32
Pisl 64 A, PTG TG ) 2 56 A AT AR P R L, 491
un, EAE 32 NI

x1c_r -gmkshrobj -o MyPTugin.so MyPlugin.c -bE:MyPTugin.exp

TEBR AIX ZANOFTAT £ L, %4 0 PP 20 A 2 AT 065 A 3622 01
4.

2 & EaIRR
DL 2 1) 22 4 J A I 2 1 R )
DB2 #EEZ 53 #0R

Afefd  GSS-API itk >kiMiF Linux, UNIX I Windows L[ DB2 & FHl5 % —4
DB2 ZW|R44% (Fl4n, DB2 z/0S ff) ZMFYERE. AR NIEN S — T4 )L
) DB2 U E 2407~ 5 Linux, UNIX 5 Windows [f{ DB2 H§45#% 2 [6] A4 3% #%.
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WERM ] Linux, UNIX X Windows [ DB2 & HLRiER: 2 HAM DB2 HiiE &R
GRS, AB20] DU FAZ P i P bR VAR RS i A (itm, TBM SRR ERVE RS0
W), Wl S AE O R P AR/ e fiee, i8] DI AN E Kerberos i1,
WA PISEE A H 1Y Kerberos fifF,

XtF Linux, UNIX 5 Windows L) DB2 % f#l, ARffi i GSSPLUGIN iAJF2HY
K H Hde

Xt AUTHID #RiREIBRS): DB2 dla e RERIMA 9.5 AN mhA RVFERA 128 4
THRRAARR, (B2, BREGRIRGRR v #RIE RGP in i a4l 2, Y s %
YERGE i MR (B, AP AR RSy 8 2 30 A, 44508 30 74T ),
P, BRI T —A4> 128 FHRYERAURIR, (ERMES — D BA ZE AR
F, BETCE A TE R, WREH S H QR E R, IBARIZEE W 50 M R AR
PP R/, B, Een] DO e dd 8 E — 4 30 FH AR, I HAEEN
[A]E AR 2R [ — A4~ 128 FATHEAGRIR,  Gon] UG AR IR AT 12,

WebSphere® Federation Server 373%R i

DB2 1T A3 GSS_APL i 14 A ZAT FEUE R A 325 Mla YA Hh ol e 4. S5 8RR
[ e M4k Siqli i CREATE USER MAPPING fir %,

iR EEIEAR S IF R &
DB2 R4 5% (DAS) R4 fiE. DAS (U HHEIE RS IIEHLA,
DB2 E F#lMZ &ifEmBmFfR %l (Windows )

TEH R EBETFE Windows #E RS LY DB2 & P AL Z 2G0T, A B EHISE
L R AT TR B . SRR S T G R B & P L2 e A, BAs sy, «
P FRIRE RS i F. Kerberos A1 GSS-API it i TF1EEf Windows F-4 _E#S
ALV XS APT (5111, db2secPluginTerm, db2secClientAuthPluginTerm /I
db2secServerAuthPluginTerm ) , K, T EPHATIE 24 A0 PR TG 4.

BEBE IR 5 1%, Windows A5 DLL A G A% 7 B 0] S5 AH ¢,
£ AIX EEANYVERZA .a 5 .so HiEHE

£ AIX b, ZeFERSUHFY AT N ca 50 .so. RIS AL HI
TR YR 4

SRR e B

XY AN a B RGO N R S X GO A RIS, XA B 45
shr.o (32 fii) = shr64.o (64 i), FAAEH R LAFERG & 32 AT 64 A AL
b1, HAVPRERRE MR & L,

ftn, BAEE 32 CLARSTE S A I 1R

xTc_r -gmkshrobj -o shr.o MyPlugin.c -bE:MyPlugin.exp
ar rv MyPlugin.a shr.o

© XA N Lso B
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YA so R EPON AR S AR X4, XSO 32 fusl 64
DAY, IR RS RN A 20 8 S R B SRS PP 0, T, BEAREE 32 fif
FO A

xlc_r -gmkshrobj -o MyPlugin.so MyPlugin.c -bE:MyPlugin.exp
TEBR AIX ZAMURT A6 b, ZetliiF e a Aol R il sh R AR I =X 4.
GSS-API ZEFEMHAZFIEEMENES
T BN %5 2 7F GSS-APL % &4 £ 70 R a] f.
REHHFRIRER
I 2 tifE APL R 0] — D HEEBUE DR R HAT1Z APT B it i R, 3 ] i {E

0 HE/RE MafTiz APL BRT -3, -4 Ml -5 ZAMYFTA TUB0R Bl S # R 7R APT &4
TR,

Mz addifE APL R [E Y T A GR |IAY (-3, -4 Al -5 BR4L) ARt & SQLCODE
-1365. SQLCODE -1366 I SQLCODE -30082. -3. -4 fl -5 iX =/ME HI R38R
PR 2R AR B4

P &2 diE APL 1R [FIRSESZTE db2secPluginh U E X1, FTLIFE DB2 & H
5E SQLLIB/include H 483t e fF,

TERPRM T S5PA LR E A A TR B

K 38 HRtfFE A Y

iR [EF EX{E ZX iERA API
0 DB2SEC_PLUGIN_OK WIHAT T 41 AP gl
-1 1 APL KA T REAME R, sl
DB2SEC_PLUGIN_UNKNOWNERROR
2 DB2SEC_PLUGIN_BADUSER R SUVE A A A% A T PRI,
db2secGenerateInitialCred
db2secValidatePassword
db2secRemapUserid
db2secGetGroupsForUser
3 BOA XA H 7 i,
DB2SEC_PLUGIN db2secDoesAuthIDExist
_INVALIDUSERORGROUP db2secDoesGroupExist
-4 ARHAA FARZS. DB2 JFANIA X2 | db2secDoesAuthIDExist
DB2SEC_PLUGIN — AR GRANT i /a)(fi e ok
_USERSTATUSNOTKNOWN Wi authid 37— PR
ARG
-5 KENAIRA, DB2 HARIANXE— | db2secDoesGroupExist
DB2SEC_PLUGIN ANEER GRANT /)i 2 Sk ff
_GROUPSTATUSNOTKNOWN % authid 2ER— P BLER
TERGA.
-6 DB2SEC_PLUGIN_UID_EXPIRED FHP RIS,

db2secValidatePassword
db2GetGroupsForUser
db2secGeneratelnitialCred
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K 38 HRMGFREY (48)

iR 155 EX{E aX iER API
-7 DB2SEC_PLUGIN_PWD EXPIRED G UER R
db2secValidatePassword
db2GetGroupsForUser
db2secGenerateInitialCred
-8 DB2SEC_PLUGIN_USER_REVOKED BT A
db2secValidatePassword
db2GetGroupsForUser
9 ML,
DB2SEC_PLUGIN db2secValidatePassword
_USER_SUSPENDED db2GetGroupsForUser
-10 DB2SEC_PLUGIN_BADPWD HRIHR,
db2secValidatePassword
db2secRemapUserid
db2secGenerateInitialCred
-11 ER AL
DB2SEC_PLUGIN db2secValidatePassword
_BAD_NEWPASSWORD db2secRemapUserid
-12 NS U,
DB2SEC_PLUGIN db2secValidatePassword
_CHANGEPASSWORD db2secRemapUserid
_NOTSUPPORTED db2secGenerateInitialCred
-13 DB2SEC_PLUGIN_NOMEM HTHNEANE, FHEFZKE | rE
AR
-14 DB2SEC_PLUGIN_DISKERROR BB T HE RS IR, K]
-15 DB2SEC_PLUGIN_NOPERM T AT A SO ATAEE | TR
e, PR AR 22 ) 32 SO 2R
.
-16 DB2SEC_PLUGIN_NETWORKERROR B R TR, ]
-17 TR AR AT Y PE,
DB2SEC_PLUGIN db2secGroupPluginInit
_CANTLOADLIBRARY db2secClientAuthPluginInit
db2secServerAuthPlugininit
-18 WA TCEFT T IR B SO, B | BT
DBZSEC_PLUGIN_CANT FFAIE B i A5 S B SR
_OPEN_FILE R R,
-19 DB2SEC_PLUGIN_FILENOTFOUND T PFICIEAT TP B O A ST, el
NS RGE R AAFAE LT
20 PR B, RO VPR | BF AT 55 20 1F APL
DBZSEC_PLUGIN 172 Bt 22 SR, 5% TCP/IP
_CONNECTION_DISALLOWED Hih A fie 4 2 T T
21 DB2SEC_PLUGIN_NO_CRED T GSS API i GR/DHih
% PHLEIE, db2secGetDefaultLoginContext
db2secServerAuthPlugininit
22 DB2SEC_PLUGIN_CRED_EXPIRED T GSS API #fifF: & FHLE

UEFI .

db2secGetDefaultlLoginContext
db2secServerAuthPluginInit
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K 38 HRMFEEITY (4E)

1R @75 EXE ax & API
23 {UXFF+ GSS API ffiff: FIRZFK |db2secProcessServer
DB2SEC_PLUGIN Tk, PrincipalName
_BAD_PRINCIPAL_NAME
-24 MR [EfGH db2secGetConDetails |db2secGetConDetails
DB2SEC_PLUGIN EJEEE (I, MK DB2 RIE 4
_NO_CON_DETAILS FifF) . LI DB2 JoikiE &
FHLE TCP/IP Hiuht,
25 WA APL I, HESETR | A
DB2SEC_PLUGIN B RIEAE.
_BAD_INPUT_PARAMETERS
-26 WS APL MARZAS DB2
DB2SEC_PLUGIN I, db2secGroupPluginInit
_INCOMPATIBLE_VER db2secClientAuthPluginlnit
db2secServerAuthPluginInit
27 DB2SEC_PLUGIN_PROCESS_LIMIT WA R TR QIdssr | il
YRR,
28 DB2SEC_PLUGIN_NO_LICENSES WOREE T YRR e, wRe | TR

JRJZMUHVF ATIE £ 25 B R .

B RE AT RIS

Yz afif APL RAHIRES, It API &7 errormsg

IRHE

PEHS, B HUa ] e X (] 4R A BT LA A8,

TFEHR[E —4> ASCIT SUA

N, errormsg FAFEF R DIA S "File /home/db2instl/mypasswd.txt does not
exist." DB2 KHEILFAFH 5 ® i 5 A DB2 & HUE A H &, 7L SQL . hik¥
AL HF AT R B BURAE o — M hrid. B2 SQL I B BIAR A BE 32 B BRI, i
DL 526 263 B AR 47 U B, I sk 2838 5L BY AT DA Bl A8 1) B B 00 B 6 T 1 AT H Y
B, o T BIRAR, RIS R A AR Y A4 RS I R SR R B

YIRS AMEEE (fln, SRR ), (SRR S RN B 2% DIAGLEVEL
WEN 4 WA R4S errormsg AT HR,

LA B TAEOX e R I BN, B, AR RIS ER LD APT Rk
L7 db2secFreeErrormsg,

{024 APLR[EIEE 0 {4, DB2 A 4fidr errormsg T, B, WARBA RAHIR,
AFRAPF AU AN L g 3 [ 8 s 8 12 T 6 20 e LA

TEWIIRALI, 20T B0 R B84 TogMessage fn AEEZA2H. & FHLFIIR 55254 1.
XSO T DL P O R K BT A A E B C sk B db2diaglog T, filHn:
// Log an message indicate init successful
(*(TogMessage_fn)) (DB2SEC_LOG_CRITICAL,

"db2secGroupPluginInit successful",
strlen("db2secGroupPluginInit successful"));

A% db2secLogMessage FREUMIEASEME Z1FAME R, 1ES W B FE 4R w46

1t APIL,
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ZEHFY APl BRI

PITR & DB2 Kidls e PR A F I 2 24dF APT I 7e Y 3 2237 5t

o 5 (RAFER) BdeEERNE FLE
— CLIENT
— HETFHRS % (SERVER, SERVER_ENCRYPT #I DATA_ENCRYPT)
— GSSAPI H1 Kerberos

o TEARMBANE P AL M54 s 56 b

o TEEE PR IR 55 A

* 1 GRANT B %5 & L

o TEERPAZ AR R T R A 1 51 R 1 ik 55 4% b

iE: DB2 B MR SS 2 G & P VLY IR T — R X iy B A M2 A e e A, il
db2start, db2stop Fl db2trc,

X T Bk — A, DB2 Kol A SR R i AP BUNFF R ARE R, LT 2
1E_EiR BRI 5T DB2 Budls R4 BAR A - APT ()0,
CLIENT - P&z
2 AR E I INIEZER S CLIENT B, DB2 & UL AR 7K 8 F T 912 4 4
{4 API:
» db2secGetDefaultLoginContext();
e db2secValidatePassword();
e db2secFreetoken();
XFRRAIE, B, FEARTEE R & M AR i sUE R T 00 T ST R, R
TRIEAEE P bR i idifr, B2 )8 db2secvalidatePassword API, Uit
APL SV PF TR R B A B A5 11 B AL,
CLIENT - &R
e VERE, B, RIS E T R Bn VORI A5 00 155 O T 12 $2 22 5iHis R I
R authentication $¥is PE/E PEAS I E 2 80% 4 CLIENT, f8Z DB2 % i)l
I AR 74 2 0 R A Adi v APT (AR SE ORI AR -
* db2secRemapUserid();
e db2secValidatePassword();
e db2secFreeToken();

EFARLZ % (SERVER. SERVER_ENCRYPT #1 DATA_ENCRYPT) - f&zt
ERCER, M4F PRI S8 CE i TP bR S ERS (i,
S sl srvcon_auth SRR E RN
SERVER, SERVER ENCRYPT. DATA_ENCRYPT 1§ DATA_ENCRYPT CMP
i), & PN AR R R R 5% &4 fF APL
» db2secGetDefaultLoginContext();

e db2secFreeToken();

HFBRSESE (SERVER, SERVER_ENCRYPT #1 DATA_ENCRYPT) - &z
TEEAER, Y& VAR S E L 7 P R/ e )Rt (4,
YRS #H ) srveon_auth BHOLE N
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SERVER, SERVER_ENCRYPT, DATA_ENCRYPT & DATA_ENCRYPT_CMP
i), B IUR R P TR R A1 22 a4 - AP

db2secRemapUserid();

GSSAPI F1 Kerberos - [a=
TEREONERE, S5 P HIRRS A E LR T GSS-APIL 5§ Kerberos TAIERT (4]
m, YREHEdhn srvcon_auth SHERN
KERBEROS, KRB_SERVER_ENCRYPT, GSSPLUGIN B
GSS_SERVER_ENCRYPT ) , % AL HFE K8 T 1% 246 AP,

(M gss_init_sec_context() Bf44{#i Fl GSS_C_NO_CREDENTIAL £ M A%

ik, )

db2secGetDefaultLoginContext();
db2secProcessServerPrincipalName();
gss_init_sec_context();

gss_release buffer();

gss_release name();

gss_delete sec_context();
db2secFreeToken();

GBI Z 3 GSS-API 24, AIRLZRIMM gss_init_sec_context() (LI
BR XA ).

GSSAPI #1 Kerberos - £z
MR PRI AIE2EA 2 GSS-API 5 Kerberos, AB4% AL FAFERE# i LA I
JFUR I GSS-APL ffifF 1) Mol % 24t APL BRAESA AR, HNEXLE APL
(] s P T B =0 . A E,

db2secProcessServerPrincipalName();
db2secGenerateInitialCred(); ({& T 2=INIE)
gss_init_sec_context();

gss_release buffer ();

gss_release name();

gss_release _cred();

db2secFreelnitInfo();

gss_delete sec_context();

db2secFreeToken();

TN2R M 55 A 2 ] 7 AH EAGE 2 WO HSE Mt F5 2 e, AT RE= 2 K A
gss_init_sec_context() API,

EARMTNE AL, RSHTIIMK L
XETAMAZAL, Pl i DB2 A 44518 1 T 5% &4 APL

db2secGetDefaultLoginContext();
db2secGetGroupsForUser();
db2secFreeToken();
db2secFreeGrouplList();

X P AR IR/ ZE R0 F1 GSS-APL D IEMLHIHR K VA Fx 26 APL
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ERREEEENRSSEL
F T B0 R 4528 b iSRS, DB2 eI R s R R 0 P AR iR/ g
INUEALHIR R 9142 2 4 1 APL
+ db2secValidatePassword(); ({C4%HEAENLE S48 authentication ANJ& CLI-
ENT i)

e db2secGetAuthIDs();
» db2secGetGroupsForUser();
e db2secFreeToken();
* db2secFreeGroupList();
B (CONNECT) Z%dE/E, DB2 QIR s FEM X GSS-APL TAUENLE]
NI AE 1 APL
* gss_accept_sec_context();
* gss_release_buffer();
e db2secGetAuthIDs();
* db2secGetGroupsForUser();
» gss_delete_sec_context();
* db2secFreeGroupListMemory();
# GRANT EAREHL
XFARYEE USER #{ GROUP KHETF ) GRANT ififi] (filll, "GRANT CON-
NECT ON DATABASE TO userl”) , DB2 {tHgtfiai G FLLAEW i E userl 2
— MNP AVEAH, Bk, DB2 ACH R s ZARF T T 512 246 APL
* db2secDoesGroupExist();
e db2secDoesAuthIDExist();
HEERBUZRGRMRPTBAER S RAARS s £
TERHE M S5 dh, AT R IR B S 2H A 5135, DB2 AU AR aL
SADE T A2 G0 APL I B FUKHZ AR RAE e A

* db2secGetGroupsForUser();
P8R K B HAD 22 4 1 A R
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% 8 & R=fMt API

T ERRE S E ] DB2 B A RS IR RIZE B AR AT R, DB2 K R A
T4 APL BRI RURE X8 APT Ofefs ob B $7 1 A Hhe sl 3 A S 0 119 2 A (R A e

TPk A AU, 5B S DB2 Mol A BAR K U8 FH A o DA G A AR 67 A A
WIRE. X T =l R BRSBTS e
HWZ BREGE M A A BTG SR E S 2 T R R B RR — DA 4,
A PRRIREZRDIAE
XA UERE A E R4S 22 RS0 (PLGE TR UL . RUESAA (Agk) &
HOEY, BESE R TR SRR - MERONS ((GE AT AR ) o FEH
& PALE SR AL AR IR SO Y 0K B IR 55 i ATAE e P AR R U S ()
BHTHEI) . RES % E HPAREKE DB2 AR,

GSS-API JAIE
RXFIER SEIAL T GSS-APL Jjfig, Wi sk E 22 LT3 (fLE %7
) . ARYE PR IRAE RS A R B FEIE,  (RTEE) SEECER ((LE T E
i) QUEMHEZ Z TR USR5 E GSS-APL %24 E T SCHISCECH) DB2
EARHRIN,

PUT XA R APL ISP 0 A (9 E X,

i DRSS AR, DB2 F 3 AIZE LAV ] ™ 2 5 A DA GIE sl 4 R 5 B
AiIfE.

R zCIME
FEARSE RE AR PR 0 5 09 1 DL T 2 1 2 B .

230AIE
TERIHEE T AP AR IR RS A 5 DL T 2 4% 2 800 2.

Authid
— A AERER IR, R AR A R A SRR MR R T A O NS AE N,
DB2 authid ${## RS, HE/MEN 8 54 (RE 8 A4 NIH T
). M55, DB2 FEALIA 7 {1 ASCH F/RMBAHRA, AR, %,
4, AR A A,

AL
TESLBLZ AL 55 4 B0 P ILA B EAT RO BA, KA P R A A AT BR T
R RAR I Z SRR, B, S sh AN kB R AR, AT IPAICH] DB2
SRR B SR RO A B A AL L

BRR=E
HirZ M AR EGSH, g s iR EB L aUErE — 1, 2=
[B] 15 W~ 36 Windows I Fll Kerberos i, #l41, 7 Windows I
“usa.company.com”H, Fr G M 4 ER A A2 ME — /Y. A0,
“user] @usa.company.com”, {HJ&, 55— PEPHERE—4HAPRE (Fan,
“user] @canada.company.com” ) HIE R 55— AP, b A PRRARE P bR
I FRaS a5 filhn, “user@domain.name” 8% “domain\user”,
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BWIN  fE DB2 M iAeflift APL ZHURFU(H.
WMy RREEFM APL ¥ APL BHUHTT(E.

B EIEHH AP
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XF ARG B, FHELI T APL
e db2secGroupPluginlnit

iE: db2secGroupPluginInit API i@ id DL T JRALK 8 API AF5%F *1ogMessage fn 1E
FA:
SQL_API RC (SQL_API FN db2secLogMessage)

db2int32 level,
void *data,
db2int32 Tlength
)s

db2secLogMessage API FRVFE 41 Bic5%F] db2diaglog 1, DIE T #EATHRIAEE
2%, It APL JEH1 DB2 Hdli/E R ALY, FLEART ESCMt AP,

db2secPluginTerm
db2secGetGroupsForUser
db2secDoesGroupExist
db2secFreeGroupListMemory

db2secFreeErrormsg

ME — A LA ANER AT AT APL 2 db2secGroupPluginInit, Mt API ¥R void *
SR, KT SR IR A Ry DL 2R

typedef struct db2secGroupFunctions_1

db2int32 version;

db2int32 plugintype;
SQL_API_RC (SQL_API_FN = db2secGetGroupsForUser)
(

const char *authid,

db2int32 authidlen,

const char *userid,

db2int32 useridlen,

const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char xdbname,

db2int32 dbnamelen,

const void *token,

db2int32 tokentype,
db2int32 location,

const char *authpluginname,
db2int32 authpluginnamelen,
void **grouplist,
db2int32  *numgroups,

char **@rrormsg,

db2int32 *errormsglen

)s

SQL_API_RC (SQL_API_FN * db2secDoesGroupExist)
const char *groupname,

db2int32 groupnamelen,
char **Errormsg,



db2int32 *errormsglen

)s

SQL_API_RC (SQL_API_FN = db2secFreeGroupListMemory)
void *ptr,

char **kerrormsg,

db2int32 *errormsglen

)3

SQL_API_RC (SQL_API_FN * db2secFreeErrormsg)
char *msgtobefree

)3

SQL_API_RC (SQL_API FN * db2secPluginTerm)
(

char **errormsg,

db2int32 *errormsglen

)s

} db2secGroupFunctions_1;
db2secGroupPluginInit API 5% 1 AMEH] F A H A o6 Ky gk,

E L RS 1 APL AHX I AYEEH,  JE S 0 RAS (99 R A R R
2. 3 FE,

db2secDoesGroupExist APl - KEHEEEE

W& authid EHFER— 4.

WERA AT, A APL AAZREWS R [A {6 DB2SEC_PLUGIN_OK DIf&/m 2. gk
HA4TER, AT IBLARE IR [ { DB2SEC_PLUGIN_INVALIDUSERORGROUP, 11
R EMm A LT EAMAWA, B2 niFl API QI e
DB2SEC_PLUGIN_GROUPSTATUSNOTKNOWN, 405 & [ 7“4 I &%
» (DB2SEC_PLUGIN_INVALIDUSERORGROUP) = & “KH4AH

” ( DB2SEC_PLUGIN_GROUPSTATUSNOTKNOWN ) {f, HABATEAH X4 USER A
GROUP HJfEHL T A& i GRANT 54, DB2 WREJCILHAE authid & —HIEZH T,
OB SO PR [E] SQLCODE -569 3% SQLSTATE 56092 4%

APl FOEIBEEMIEE

SQL_API_RC ( SQL_API_FN =db2secDoesGroupExist)

( const char *groupname,
db2int32 groupnamelen,
char **kerrormsg,
db2int32 xerrormsglen );

db2secDoesGroupExist APl £

groupname
A, —EARR, RARE, JFHEA RS
groupnamelen
fwA. groupname ZHUHMIE (LF Tt ),
errormsg

Hidh., R HRAECE LR ASCIL 85 iR1H B 4T 5 Hu kW d8 £, R AT
db2secDoesGroupExist API ALY, B2k [l a5 1R 1H B
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errormsglen
. fem—HTHER errormsg SR RYES RN E FAT R KIE (IFTH)
BB 54T

db2secFreeErrormsg APl - BHEIREEHNTE
BB RAER BRI APL B 2B B BRI BN AF. X ME — AR I A5 1R TH B Y
APL, SRt API R [B] T45%, 84 DB2 Kicsg AR PR EHE1T,

AP| FOEIREMIEE

SQL_API_RC ( SQL_API_FN =db2secFreeErrormsg)
( char *errormsg );

db2secFreeErrormsg APl parameters

msgtofree
Wi, 810 EYIE A APL I 23 B0 A 15T B g

db2secFreeGroupListMemory APl - FERZH5|RAF
B kA7 T B8 A db2secGetGroupsForUser APL [N 3545 4 40 51 55 (1) N 77

AP FREIRZEINEE

SQL_API_RC ( SQL_API_FN *db2secFreeGroupListMemory)
( void *ptr,
char **@rrormsg,
db2int32 xerrormsglen );

db2secFreeGroupListMemory APl £#{
ptr A, FRIVERA AR

errormsg
it fEI A BN ASCIL £ 1R1H B 4T B H it iy 48 5, a2l PuAT
db2secFreeGroupListMemory API A3, #i&iR BlIAR1RH 5.

errormsglen
. fEm— P HTER errormsg S RIS RN E TR KE (LIFAIH)
R 54T

db2secGetGroupsForUser APl - 3EYA FRIZERY%FR
3 [a] i P i e Y 2 A 1)K

AP FREIRZEINEE

SQL_API_RC ( SQL_API_FN xdb2secGetGroupsForUser)

( const char *authid,
db2int32 authidlen,
const char *userid,
db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char xdbname,
db2int32 dbnamelen,
void *token,
db2int32 tokentype,
db2int32 location,
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const char xauthpluginname,
db2int32 authpluginnamelen,

void **grouplist,
db2int32 *numgroups,
char **Errormsg,

db2int32 xerrormsglen );

db2secGetGroupsForUser APl &%

authid fij A, WSEEHZE 1 SQL RAURHE, XEWE DB2 &% T A EHD
BRI R G F45 8. DB2 tA4E04 K authid S50 tIEas (4, Itk API L0 fE
5IR ] authid P @ A2 00 51 2100 RO T H Al 5 A S5 ISR AR & I 2]
%2, WARVFRE — 455 R e s 51 3%,
MR M P RNEE, Bariz API & (8] ) R[] R b 20 SR
DB2SEC_PLUGIN_BADUSER. DB2 F:ANiA B P ASEAE X PG I 2 — 4
w, FECAE R authid E&AEMAHCEA, #ih0, db2secGetAuthids API Ff
A DU | #E RS EARAER authid, U6 authid SATMZARAAHSCEE, [HIE,
18R] DL 3 A E 8 E R AL
R APL 3@ A authid AfEIR BT F) 5286503, A0 T 54 7 H6
KL SQL pRECH A —LLfR &, AR RES KA S FIRBRSIR, ESH
A FH il F DB R

authidlen
fi A, authid Z2HEMEE (DIFIT), DB2 Bl EE A2 authidlen
SRR AE 0 {A.

userid i A, XJE5 authid AXFTEYH AR, UTEIR S5 s EAEAEE R BRI
APl i}, DB2 A& SEL

useridlen
fi . userid ZEUAMKE (LIS,
usernamespace
N, MWHAIRG R P PRIR R 2R E]. AR ARIRE, DB2 Bl
M ASHTI S
usernamespacelen
f . usernamespace ZEEMEE (LIFA5I),
usernamespacetype
A, PR EAZEAL, usernamespacetype SEEA FAIAMME (EITZETE
db2secPlugin.h H15%E 1)) :
+ DB2SEC_NAMESPACE_SAM_COMPATIBLE X T — PR U T domain\
myname [ Ji] 7 44
« DB2SEC_NAMESPACE_USER_PRINCIPAL XfM F —PEEA LML F
myname @domain.ibm.com [ ff J? 44

HHi, DB2 #di/FE 24X+ DB2SEC_NAMESPACE_SAM_COMPATIBLE
., BREMHPIRIRE, usernamespacetype S EH NHE
DB2SEC_USER_NAMESPACE_UNDEFINED ( . {H2&7F db2secPlugin.h H5E X
).

dbname
WA, BEEERNBIEERN AR fEAREE T, ST NULL,
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dbnamelen
fi A, doname ZEEMKSE (LIFIF). W dbname SHEIEEHE £
A NULL, B2aMZEEE N O,

token i A. R HE VRS HRMABIERIFEET. DB2 AN S . B RS
HREBIHEM A MAGE. TRASTEMA B TRt a8 (F, 78
EEE T PRSI ) . FEHIEN T HSECKE A NULL, 448 A AGIE
FHT GSS-APIL, R4 KK E N GSS-APL L F A (gss_ctx_id_t),

tokentype

f. 487 UCIE S AR B A R Bt Y 28 B, A SR AR A UIESE R T GSS-
APL, S 2% WA Bl GSS-APL RN SUAIAE (gss_ctx_id_t), HIRAE A IIE
WOFRETH PR IR I, A BRI @A, tokentype ZHAA
THHERE (CENPELE db2secPluginh g L) -

* DB2SEC_GENERIC: #8574 iRk H T3+ H AR R/ A% RS Y4 1T

* DB2SEC_GSSAPI_CTX HANDLE: #5/x4 Mk EH T T GSS-API (f34% Kerberos)

HUEGIE

location
SN, 578 DB2 JRTER A5 B L APL location Z¥(HA T4
BHRE CBENTETE db2secPluginh H15E LK) -
* DB2SEC_SERVER_SIDE: F/RE7EHdE Nk 55 ¢ LA it APL
* DB2SEC_CLIENT SIDE: FE/REALER FHL EJETIM APL

authpluginname
f AL BT A R A B B AR R B £ F8. - db2secGetGroupsForUser API AJ
AE2 T AR B R IE B Y L A 1 %A, AR AR IE authid (40, 7E authid
5YRERN AP ARLRERELT ), If4 DB2 MiASHAH S,

authpluginnamelen
i A.. authpluginname ZEEIKSE (DIFA51).

grouplist
fith, M TR MBIER, AR IIRLTUE R — a5 R B, ZFREE R H
W& 2B varchar BE 0 BCRINAF B, varchar J& — D5, Hrp
S — PN F R ERHEANT S, KEZ-DIEMASE (1 A5, JF
¥ groupname FJf KK RGN 255 AF4F. #lan, “\006GROUPI\
007MYGROUP\00SMYGROUP3”, A Z#BM 1%t — A2 DB2 # Atk
W WA B S BE N A, BRI, PR I — A APT (fFTm,
db2secFreeGroupListMemory API) fit DB2 i HLIBE N AFE.

numgroups
fiti. grouplist ZAH AL H HIALHIRH .,
errormsg

Fih, fRm b ECR) ASCID iR TH B A7 B bk 9 45 51, R AT
db2secGetGroupsForUser API A Y, Ht4 R Bl IRTE E.

errormsglen
. fEm—HTHER errormsg ZHH RIS R E FAT R KIE (LIFHiH)
RS GiNER A



1 Fi AR

PDITFRUNF L APL K AR EREAALHFAR [ 45 DB2 4 S A= [l B 45 Fl i 1 1 51) 35

* i DYNAMICRULES BIND [z A SQL W HF 7 (WA P EIELElE T
N RFEFIE4T, IB48t &4 DEFINEDBIND & INVOKEDBIND [ift At SQL iV
MFEF ). DB2 #fuft SYSADM A b1 %its, RN R FHO8 T HAE R SYSADM
R M TR DBADM AR, A 1% M FARE 547 25 K,

* 1 CREATE SCHEMA A/ H 4t T 8 HAR, 1R CREATE SCHEMA i)t
£ 7T CREATE i&4], 4% % AUTHORIZATION NAME £ /74 4%,

« #74 DYNAMICRULES DEFINERUN/DEFINEBIND [fifi Az SQL W JAFEF, 0
IR — /I L 0hizafs, DB2 KA fIREE X&) SYSADM i i w4,
AR N AR PO T HAE S SYSADM 41 i A 5 1 4% T (B2 X DBADM AR, B4
VI R 76 R I,

* 1£ MPP FRlrp b3 JAR CfF. 78 MPP FREEr, JAR Ab3E K@ S 1E AU
NIRRT Srp Rk gy, H S s g sk, IHRIE SR AGRR (ST JAR
EPRE SR ) R BORAEEE JAR ST,

- ZH JAR M. SEBRAURATFRERA FUIRRZ —: SYSADM, DBADM &
CREATEIN (Xf 7T JAR #X ks e U ), Wik EARRTE T4 THEE S
ERAGRRA, (AR REAER FASERAGRE, SFE MR R EA SYSADM
W, LB R, XIS SYSADM A 5t % 2 b B0 e e B 2 800 & X
) 2L 1 B A it Y

- BrZ& JAR Uff. SEEAGRATERA TAINRZ —: SYSADM, DBADM &
DROPIN (Xf T JAR #ixX 1y fa s 2 AR ) 8038 S1EE AR RS JAR XY
EE, MR ERNRE TE T EESIERMGRRNEA, HEREARTES
WHRAARR, HFHMESIERARIEA R JAR XM E XE, giEx AEfA
SYSADM #UfR, A2 Z4AER R, XJEFE A SYSADM i it E4% 2 Hh 4ichiE R I
BT S 2R ) R R TR B E

— B JAR SUfF, X 5FBRE1Z JAR SUfF, ARG R EBIEEE JAR SUHRIRCR A
[, 33X P I 44 s .

o FHAMME. H#E{EREH ALTER TABLE, ALTER COLUMN & SET DATA
TYPE VARCHAR/VARGRAPHIC ifi#)fil & 1Y, SCE ZIETHBIEITH, DB2 &
JE G T A K AL E X SYSADM A B ek, G0 SR R F R AR T R R
SYSADM A i) 1 A 4% T i B =0 DBADM #UFR, TR -2 1% W HIAR K 2k

+ J i SET SESSION_USER iEmji}, JE4ERy DB2 #AERAE G 46 & B4R IR
1) EFcHiztT. WA SESSION_USER [ — A2 Fr i A (1 D e b 2 57
T4 SESSION_USER #ZAUARiR, JBA X BuffE R 2R .

db2secGroupPlugininit APl - i LBIEE
AR R a4 APL, DB2 %d A8 R R4 A %A 1 2 5 B0 RIE L AP

APl FNEHRLEIEE

SQL_API_RC SQL_API_FN db2secGroupPluginInit
( db2int32 version,
void *group_fns,
db2seclLogMessage *1ogMessage fn,
char **Errormsg,
db2int32 xerrormsglen );
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db2secGroupPlugininit APl $#{

version

BN R AAZE R ST LB ) APL BIdR A, db2secPlugin.h HAY
DB2SEC_API_VERSION {4 fJ ¢ DB2 % 2% F a8 24 1 17/ APL 1587 i
AR,

group_fns

it . #8m db2secGroupFunctions_<version_number> ( #HF5 N
group_functions_<version_number>) %5 # 745 &l .
db2secGroupFunctions_<version_number> 54460 % 48 [n] WK R AG F LB API
SEOJE T M A T I == 7 N o 1 NI APIL ( 7l tn
db2secGroupFunctions_<version_number>) , K It, group_fns ZEw o 2R §4
¥ R4 1] S 4 © SE B RRAS A XS A 1 db2secGroupFunctions_<version_number>
ZEMIRYFEET.  group_functions_<version_number> Z5HJH) 55— S E0K X DB2 &
HEFCSEILE AP BYRRAS, TEE: {04 DB2 WA s T el s Tl 2 ey
APL AR A TR G T e, A S RRH G SCB APL 1A, Jf
H pluginType Wi% & & DB2SEC_PLUGIN_TYPE_GROUP,

logMessage_fn

. 1Rmh DB2 il FERGEIA db2secLogMessage API {84,
db2secGroupPluginInit API #] DL ] db2secLogMessage API DI Eic % 3|
db2diag.log 1, DIEFHITHIAE#E S%. db2secLogMessage API H)%5—4~%:
H (level ) $EEAHIETIE db2diaglog APPSR, TR M S50
B FRIRTH B TFAT R A, dbesecLogMessage APL {55 — NS4 A T AIIA
Bl CENTRETE db2secPluginh & XY ) -

* DB2SEC_LOG_NONE: (0) Aifs¢

e DB2SEC_LOG_CRITICAL: (1) % 45#8 &k E4E{%

* DB2SEC_LOG_ERROR: (2) A& A:4i%

» DB2SEC_LOG_WARNING: (3) &4

* DB2SEC_LOG_INFO: (4) &%

V4 db2secLogMessage API ffj“level” Z:4/NF 5 &8 T 5 PR B AR L B 2 5L
diaglevel HJ{EHI, diag.log WA WA E A, Fla, M H
DB2SEC_LOG_INFO fH, MB-A(0 4 %kdhs P PRI B 240 diaglevel W E N 4 I
A 4:1E db2diaglog R R E A,

errormsg

s, fem G BCR) ASCIT 5 R TH B 747 B bk i 8 41, 2R AT
db2secGroupPluginlnit APT AT, w4k [ AR R S,

errormsglen

. fE51E— TR errormsg ZHCF MR R FAF A KE (LIFt)
{OEiS 4 GDE R 8

db2secPluginTerm - FRAFHEE
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AL TFFT RS SO, P4+, 4 1 70 57 8 X 20 0% 0t DU {8 788 il 3 46 9%
TEALAT Windows & FHRAZSI L API,

AP| FOEIEEMIEE

SQL_API_RC ( SQL_API_FN xdb2secPluginTerm)
( char *%@rrormsg,
db2int32 *errormsglen );

db2secPluginTerm APl £#

errormsg
Bds. AR AR PR ASCID S5 R T B F AT B bk i Fe 5, W R AT
db2secPluginTerm API AhH, #t4R A IRTEE.

errormsglen
. fem— A HTHER errormsg AP RYEE R E FAT R KL (LIFHH)
OSSO Ea

A PFRIRERSIAIEE R API
XFF R P AR RS R AR, 5 BESEHL T HI% P APL
e db2secClientAuthPluginlnit

i£: db2secClientAuthPluginlnit API i DL T B API [#84F *1ogMessage fn 1E
A
SQL_API RC (SQL_API FN db2secLogMessage)

db2int32 Tevel,
void *data,
db2int32 Tength
)3
db2secLogMessage API FLUFH R IH Bic % 2] db2diaglog H, DIE T H#EATIRIA e
2%, It APL JEf1 DB2 HfiE Rgeie by, FUELECRTE LI APL
* db2secClientAuthPluginTerm
+ db2secGenerateInitialCred ({¥ T gssapi)
e db2secRemapUserid ( A% )
* db2secGetDefaultLoginContext
* db2secValidatePassword
+ db2secProcessServerPrincipalName (3%{d fl T GSS-API)
+ db2secFreeToken ( JHTREjik DLL (& FHRYPIAE R B %)
* db2secFreeErrormsg

e db2secFreelnitInfo

o ME—FELEHNEBAT BTN APL 2 db2secClientAuthPluginInit, It API % void
* R N R R R S A — T

typedef struct db2secUseridPasswordClientAuthFunctions_1

{
db2int32 version;
db2int32 plugintype;

SQL_API_RC (SQL_API_FN = db2secGetDefaultLoginContext)
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(

char authid[DB2SEC_MAX_AUTHID_LENGTH],
db2int32  =*authidlen,
char userid[DB2SEC_MAX_USERID_LENGTH],

db2int32  =*useridlen,

db2int32 useridtype,

char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],
db2int32  *usernamespacelen,

db2int32  *usernamespacetype,

const char xdbname,

db2int32 dbnamelen,

void *xtoken,

char **Errormsg,
db2int32 *xerrormsglen
)s

/* Optional */
SQL_API RC (SQL_API FN * db2secRemapUserid)

char userid[DB2SEC_MAX_USERID LENGTH],
db2int32  useridlen,
char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],

db2int32  *usernamespacelen,
db2int32  *usernamespacetype,

char password[DB2SEC_MAX_PASSWORD LENGTH],
db2int32  *passwordlen,
char newpassword[DB2SEC_MAX_PASSWORD_LENGTH],

db2int32  *newpasswordlen,
const char *dbname,
db2int32 dbnamelen,

char **errormsg,

db2int32 xerrormsglen

)s

SQL_API RC (SQL_API_FN * db2secValidatePassword)
(

const char *xuserid,

db2int32 useridlen,

const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,

db2int32 passwordlen,
const char *newpassword,
db2int32 newpasswordlen,

const char xdbname,
db2int32 dbnamelen,
db2Uint32  connection_details,

void *xtoken,

char **errormsg,

db2int32 *xerrormsglen

)s

SQL_API_RC (SQL_API_FN * db2secFreeToken)
void *xtoken,

char **errormsg,

db2int32 *xerrormsglen

)s

SQL_API_RC (SQL_API_FN * db2secFreeErrormsg)

char *errormsg

)s

SQL_API_RC (SQL_API_FN = db2secClientAuthPluginTerm)
(



char **Errormsg,
db2int32 *errormsglen
)s

}

o

typedef struct db2secGssapiClientAuthFunctions_1
{

db2int32 version;
db2int32 plugintype;

SQL_API_RC (SQL_API_FN = db2secGetDefaultLoginContext)

char authid[DB2SEC_MAX_AUTHID LENGTH],
db2int32  *authidlen,
char userid[DB2SEC_MAX USERID LENGTH],

db2int32  *useridlen,

db2int32 useridtype,

char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],
db2int32  *usernamespacelen,

db2int32  *usernamespacetype,

const char xdbname,

db2int32 dbnamelen,

void *xtoken,

char **Errormsg,
db2int32 *errormsglen
)s

SQL_API_RC (SQL_API_FN * db2secProcessServerPrincipalName)
(

const void *data,

gss_name_t xgssName,

char **Errormsg,

db2int32 *errormsglen

)3
SQL_API RC (SQL_API_FN =* db2secGenerateInitialCred)

const char *userid,

db2int32 useridlen,

const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,
db2int32 passwordlen,
const char *newpassword,
db2int32 newpasswordlen,
const char *dbname,

db2int32 dbnamelen,
gss_cred_id_t *pGSSCredHandTe,
void *xinitInfo,

char **Errormsg,

db2int32 *errormsglen

)s

SQL_API RC (SQL_API FN * db2secFreeToken)
(

void *token,
char **Errormsg,
db2int32 *errormsglen

)3
SQL_API RC (SQL_API FN * db2secFreeErrormsg)
(

char *errormsg

)s

%8 B LA API
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SQL_API RC (SQL_API FN * db2secFreelnitInfo)

void *initInfo,
char **@rrormsg,
db2int32 *xerrormsglen

)3
SQL_API RC (SQL_API FN * db2secClientAuthPTluginTerm)

char *%@rrormsg,
db2int32 *xerrormsglen

)s

/* GSS-API specific functions -- refer to db2secPlugin.h
for parameter listx/

OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
}

MRBEERS H AR/ EWSE A, 4N H
db2secUseridPasswordClientAuthFunctions 1 £5#y, IR IFEAE9E GSS-API (4
15 Kerberos) ffifh, AB4MNffH db2secGssapiClientAuthFunctions 1 544,

gss_init_sec_context )(<parameter 1list>);
gss_delete_sec_context )(<parameter 1ist>);
gss_display_status )(<parameter list>);
gss_release buffer )(<parameter 1ist>);
gss_release_cred ) (<parameter 1list>);
gss_release name ) (<parameter list>);

X T P AR AR R, R T BT S S5 i APL
* db2secServerAuthPluginlnit

db2secServerAuthPluginlnit API it T 3| JFEEDK db2secLogMessage AP 1454}
*TogMessage_fn DI Iz db2secGetConDetails API fiJ45%l *getConDetails_fn fE Ak
A

SQL_API RC (SQL_API FN db2secLogMessage)

(gb21'nt32 level,

void *data,

db2int32 Tength
)s

SQL_API RC (SQL_API FN db2secGetConDetails)

db2int32 conDetailsVersion,

;onst void *pConDetails

db2secLogMessage APl FLIFHd K H B id % 2] db2diaglog v, DIE T A7l sl &
%%, db2secGetConDetails API FLiV/Ffi {3k B SR 221 g S 800 P iE 32 10 % P LY
4115 B, db2secLogMessage API FlI db2secGetConDetails API #}2:f DB2 %)%
R, FILEATELIX M APL 1 db2secGetConDetails API KK &
% — A~ 240 pConDetails 45 T 51 H b — Mt i 45 41

db2sec_con_details_1:
typedef struct db2sec_con_details_1

db2int32 clientProtocol;
db2Uint32 clientIPAddress;



db2Uint32 connect_info_bitmap;
db2int32 dbnamelen;
char dbname [DB2SEC_MAX_DBNAME_LENGTH + 1];

} db2sec_con_details_1;

db2sec_con_details_2:

typedef struct db2sec_con_details_2

{

}

db2int32 clientProtocol; /* See SQL_PROTOCOL_ in sqlenv.h =/
db2Uint32 clientIPAddress; /* Set if protocol is TCPIP4 */
db2Uint32 connect_info_bitmap;

db2int32 dbnamelen;

char dbname[DB2SEC_MAX_DBNAME_LENGTH + 1];

db2Uint32 clientIP6Address[4];/+ Set if protocol is TCPIP6 */
db2sec_con_details_2;

db2sec_con_details_3:

typedef struct db2sec_con_details_3

{

}

db2int32 clientProtocol; /* See SQL_PROTOCOL_ in sqlenv.h */
db2Uint32 clientIPAddress; /* Set if protocol is TCPIP4 */
db2Uint32 connect_info_bitmap;

db2int32 dbnamelen;

char dbname[DB2SEC_MAX DBNAME_LENGTH + 1];

db2Uint32 clientIP6Address[4];/+ Set if protocol is TCPIP6 x/
db2Uint32 clientPlatform; /* SQLM_PLATFORM_* from sqlmon.h */
db2Uint32 _reserved[16];

db2sec_con_details_3;

conDetailsVersion SEEREIRY
DB2SEC_CON_DETAILS _VERSION 1, DB2SEC_CON _DETAILS_VERSION 2 A
DB2SEC_CON_DETAILS_VERSION_3, Ef{1#mx~ API By,

iE: f#i ] db2sec_con_details_1, db2sec_con_details_2 B db2sec_con_details_3 I, SV
- E

LY db2GetConDetails API B, ffi | db2sec_con_details_1 %5 Fl
DB2SEC_CON_DETAILS_VERSION_1 {H A i K Ak S AG fE A 8.2 H — 4
TAE., WRFE IPv4 EE ERIA TG APL IBAMAEIZE M clientlPAddress
BrdraR [l 1P Hbhtk, wniiAE 1Pve P& IR T APL JRAFE clientIPAddress F
Btz A 0, BHAE IPv6 V& FRRE AL 1P Huhk, RO 22 oA B ek
M{# A db2sec_con_details_2 ZEH4F DB2SEC_CON_DETAILS_VERSION_2 {H,
B E I A db2sec_con_details_3 £5#4#]1 DB2SEC_CON_DETAILS_VERSION_3
{H.

HridiE R fd A db2sec_con_details_3 £5#4F1 DB2SEC_CON_DETAILS_VERSION_3
H. WA 1Pvde F& LA T db2secGetConDetails API, 4% 1E
db2sec_con_details_3 541 clientlPAddress FBeHuR [E & 4L 1P #idl; Unsqe
IPv6 4 EEA T APL AR 4%AE db2sec_con_details_3 £5#4F{ clientTP6Address
FERAREZ P P Mtk EREFAE BN clientProtocol FEK E A

SQL_PROTOCOL_TCPIP (IPv4, HHE V1 (45 4 ) .
SQL_PROTOCOL_TCPIP4 (IPv4, HH V2 ) 454 ) Bl

SQL_PROTOCOL_TCPIP6 (IPv6, EA V2 = V3 fgif) fHhz —.

BT FHX — S AR Z 46, db2sec_con_details_3 ZEf45 db2sec_con_details 2 ZE#4
SE4fE:  db2sec_con_details_3 Z5H0L T —ANESMNF Bt (clientPlatform) , M5
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Bl JHTE sqlmon.h g LAY A KRB 2y (#1111, SQLM_PLATFORM_AIX) >k
PRRE PG 2R (SEERRER —FF).

e db2secServerAuthPTuginTerm

* db2secValidatePassword

* db2secGetAuthIDs

* db2secDoesAuthIDExist

* db2secFreeToken

* db2secFreeErrormsg

ME — 7= ELAEANFR A BT A APT &2 db2secServerAuthPluginInit, It API ¥3% ] void
* R, T SR 2RI A T A Hd — T

typedef struct db2secUseridPasswordServerAuthFunctions_1

db2int32 version;
db2int32 plugintype;

/* parameter lists left blank for readability
see above for parameters */

SQL_API RC (SQL_API_FN =* db2secValidatePassword) (<parameter list>);
SQL_API_RC (SQL_API_FN = db2secGetAuthIDs) (<parameter Tist);
SQL_API_RC (SQL_API_FN = db2secDoesAuthIDExist) (<parameter 1list>);
SQL_API_RC (SQL_API_FN = db2secFreeToken) (<parameter Tist>);
SQL_API RC (SQL_API FN =* db2secFreeErrormsg) (<parameter Tlist>);
SQL_API RC (SQL_API_FN * db2secServerAuthPluginTerm)();
} userid_password_server_auth_functions;

ol
typedef struct db2secGssapiServerAuthFunctions_1

db2int32 version;

db2int32 plugintype;

gss_buffer_desc serverPrincipalName;

gss_cred_id_t ServerCredHandle;

SQL_API_RC (SQL_API_FN = db2secGetAuthIDs) (<parameter Tist);
SQL_API_RC (SQL_API_FN = db2secDoesAuthIDExist) (<parameter list>);
SQL_API RC (SQL_API FN =* db2secFreeErrormsg) (<parameter Tlist>);
SQL_API RC (SQL_API_FN * db2secServerAuthPluginTerm)();

/* GSS-API specific functions

refer to db2secPlugin.h for parameter Tistx/

OM_uint32 (SQL_API_FN * gss_accept_sec_context )(<parameter Tist>);
OM_uint32 (SQL_API_FN * gss_display_name ) (<parameter 1ist>);

OM uint32 (SQL_API_FN * gss_delete sec_context )(<parameter Tist>);
OM_uint32 (SQL_API_FN =* gss_display_status ) (<parameter Tist>);
OM_uint32 (SQL_API_FN * gss_release_buffer )(<parameter Tist>);
OM_uint32 (SQL_API_FN * gss_release _cred )(<parameter 1ist>);
OM_uint32 (SQL_API_FN * gss_release_name ) (<parameter 1ist>);

} gssapi_server_auth_functions;
MABELERS M P br R % W46 F, I8 2 Wl

db2secUseridPasswordServerAuthFunctions 1 #5#y, IR IFAE9E GSS-API (4
15 Kerberos) ffifh, AB2MNffH db2secGssapiServerAuthFunctions 1 544,

db2secClientAuthPlugininit APl - #JA%E AHLAEREE

B PHUAESG R4 APT, DB2 Kl 4 B 1020 A3 1 2 Jo it 52 RV itk
API,
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APl FOEIEEMIEE

SQL_API_RC SQL_API_FN db2secClientAuthPluginInit
( db2int32 version,
void *client_fns,
db2secLogMessage *1ogMessage fn,
char **@rrormsg,
db2int32 xerrormsglen );

db2secClientAuthPlugininit APl £#{

version
i\, DB2 BRI A YR KN APL (UM iA 5. db2secPlugin.h H1[1
DB2SEC_API VERSION {Hfl % DB2 Y4uiZH1 APl WA,

client_fns

f, WRMAT GSS-APL IAiE, 2SR TE 1 DB2 $idls g s A
db2secGssapiClientAuthFunctions_<version_number> &5t (LR K
gssapi_client_auth_functions_<version_number>) &L N 7E 38 4t; a0k {E A
TMPrRiR/I B NIE, BaSEERRIEN DB2 iR EEHSE N
db2secUseridPasswordClientAuthFunctions_<version_number> ZE#) (L HK
userid_password_client_auth_functions_<version_number>) $& L[ N FERTFE 4T,
db2secGssapiClientAuthFunctions_<version_number> £ fl
db2secUseridPasswordClientAuthFunctions_<version_number> 544 Bl 43 & 8 1]
i GSS-API YRS A F0 F P AR iR/ 2 RS YOG A S5 300 APT U485, Tk
) DB2 JAHr, WIREA ARIMUAL) APL Kt client_fns Z%0 o il S Y 4
HJ 8 10 5 4G A © OS2 B R AR AR X R [

gssapi_client_auth_functions_<version_number> 5 HJF5 4.

gssapi_client_auth_functions_<version_number> el AT
userid_password_client_auth_functions_<version_number> £& #4455 — S H0R A0

TPFESEBLY APL MORRAS T 1% DB2 Hfi 2 Bl 4.

i {04 DB2 AT HEFE TR SCBEY APT AR A2 IEAT 56 il A0 4
.

T1E gssapi_server_auth_functions_<version_number> 07
userid_password_server_auth_functions_<version_number> 54+, [Kf plugintype
Z 8 ®E N DB2SEC_PLUGIN_TYPE_USERID_PASSWORD,
DB2SEC_PLUGIN_TYPE_GSSAPI 1, DB2SEC_PLUGIN_TYPE_KERBEROS,
AT DATERE SRy APL R b U A {

logMessage_fn
Wi, fRIH DB2 Bl H A I LAY db2secLogMessage API 454t
db2secClientAuthPluginlnit API W] D& db2secLogMessage API DL#57H B i %
F| db2diaglog ', DIEF TR E 2%, db2secLogMessage API [1)%f —
N2H (level ) F8E R ILRAE db2diaglog XA IS IR, BIEMAINS
o F R BT MK JE, dbesecLogMessage API HJ%: — S8 HA T
FIFRE CEfTZLE db2secPluginh HE LAY )
+ DB2SEC_LOG_NONE (0) Aifs#
« DB2SEC_LOG_CRITICAL (1) fIR % #% &t 15
« DB2SEC_LOG_ERROR (2) k4:4i%

* DB2SEC_LOG_WARNING (3) Z/&
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« DB2SEC_LOG_INFO (4) &%

¥4 db2secLogMessage API [F)“level” & /N T 8 55 T % 5 BLAS L & S 5
diaglevel [{HK}, db2diag.log A& W/ ESCA. #lun, w4
DB2SEC_LOG_INFO fH, HBAfY%deFEE HA A & S50 diaglevel &R 4
I A 2:7E db2diag.log T iRl E A,

errormsg

Wi, FETHEG R ASCIL #5174 B4 5 hk i 45 4, R AT
db2secClientAuthPluginInit APT RGN, #t4xi [ b4k i ..

errormsglen
. fem—HTHER errormsg ZHHRYE RN EFAT BRI (LIFTH)
AR 54T

db2secClientAuthPluginTerm APl - &F%&E PAHLIAEEEZRE

R P LRI £ B (8 B9 B

DB2 #ff R4 Bl AR R & P UL RS AF 2 B JE it APL % DLt — oy 20k 5K
WE: B IETE RGO EA ARSI, Fan, BB A B AR AT AR, 6
FATSAE T 4T AR B SCfF,  SC P M 28 7 45, 4 A 070 57 B B X 80 W 9050 DL {6 85 i 5k 26 ¢
. FEfEf] Windows “F-&5 BECASWALL APL

AP| FOEIEEMIEE

SQL_API_RC ( SQL_API_FN =db2secClientAuthPluginTerm)
( char *%X@rrormsg,
db2int32 xerrormsglen);

db2secClientAuthPluginTerm APl £#]

errormsg
Hth, MBS ECH ASCID BRI B AT B 9 48 £, an R AT
db2secClientAuthPluginTerm API AT, wh4s i [ AR5 B,

errormsglen
f. 80— HTHER errormsg SRR RIH R E FAT R KIE (LIFHH)
AR R 4T

db2secDoesAuthlDExist - ®ZINFFRIDE S L
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i authid 2B FRANHS (FlU0, API o] LUK authid Bt 2 858 H P AR ).

TSR authid A2k, A4l API Wik[a{§ DB2SEC_PLUGIN_OK; 1% authid Fo%k,
B4 API W3 [f] DB2SEC_PLUGIN_INVALID_USERORGROUP; U ANHEME authid
REIFAE, B4t API WiR[A DB2SEC_PLUGIN_USERSTATUSNOTKNOWN,

APl AN HRLGHEE

SQL_API_RC ( SQL_API_FN *db2secDoesAuthIDExist)
( const char =*authid,
db2int32 authidlen,
char **@rrormsg,
db2int32 xerrormsglen );



db2secDoesAuthlDExist APl S%f
authid fij A, EEUERRAGRIN, R RAKE, FHEAERBIHEHE.
authidlen

fiA. authid ZEEEKE (DIFEWIT).

errormsg
i, fgm s R BCR ASCIT B5iR 7 B B bk a9 35 41, o Rt
db2secDoesAuthIDExist API ANy, k4R [t AS R E.

errormsglen
it 81— AT HER errormsg S AR AR T B TAT 8 I BE M B 4
.

db2secFreelnitinfo APl - [ H db2secGeneratelnitialCred
ERNRIE

B db2secGeneratelnitialCred API 43 it AR P55, X S8 B85 mT DL AL 35 S JZ L6 B
TR AR E 7 GSS-APIL FEiIE 5 3 S A7 B B FE T 5 i R AE

APl FREHREMIEE

SQL_API_RC ( SQL_API_FN *db2secFreeInitInfo)
( void *initinfo,
char **@rrormsg,
db2int32 *errormsglen);

db2secFreelnitinfo APl &#{

initinfo
WA, T8m DB2 B R FLE AR HGE AR AR AT, T AT DUGE e N A7 Sk 2
e A R IE A AR R R T B A YRR A1 2%, R A APT SRR il 4L %

errormsg
. B EEHSBECR ASCI 1R 8755 B bk i35 £, R AT
db2secFreelnitinfo APT A%, #i<ik vl bbekiRTE S,

errormsglen
. f&EmE— P HTHER errormsg ZAHRIHE R E PR KE (LTI
BB R T

db2secFreeToken APl - FEHHFICH ANKTE

R ARSI FRYAAE, 24 DB2 M R B AT 2 token ZHUIT i A4 N 77 I
2V L APL

APl FOEIEEMIEE

SQL_API_RC ( SQL_API_FN xdb2secFreeToken)
( void =*token,
char **Errormsg,
db2int32 xerrormsglen );

db2secFreeToken APl &%
token fij A, T8 BRI N RIFEET.
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errormsg
., FEMEBEFSECR) ASCIT 45i%7H 8 74T 8 bk A9 F8 &0, W R AT
db2secFreeToken API ALy, w4k [l b4 1RTE 5.

errormsglen
. f8m— P HTER errormsg ZHHRIHERIHE PR KE (LIFAH)
R 54T

db2secGeneratelnitialCred APl - 42 F{#II&EIE
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MR A AR P AR R AU R R i GSS-API #EIE, X T Kerberos, XJE#% 71%
R (TGT ), pGSSCredHandle Z:4HR | ) FEUE R &S gss_init_sec_context API
B & A miAs, FF H 6202 INITIATE 5 BOTH Gk, (U444 T P 4siR (iEn]
ARt T 210 ) WA <188 db2secGeneratelnitialCred API, &N, M
gss_init_sec_context API fif, DB2 #fli 2% FHE R 45 EfH GSS_C_NO_CREDENTIAL,
DU 7o i TN 24 08 57 B SCH R IR B4 ST IE.

AP FNEIRZEIIEE

SQL_API_RC ( SQL_API_FN *db2secGenerateInitialCred)
( const char *userid,

db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,
db2int32 passwordlen,
const char *newpassword,
db2int32 newpasswordlen,
const char *dbname,
db2int32 dbnamelen,
gss_cred_id_t *pGSSCredHandle,
void *xInitInfo,
char **errormsg,
db2int32 *errormsglen );

db2secGeneratelnitialCred APl £#f
userid fii A, ZAEECE R 55 g LS IE B RS Y P AR,
useridlen

fA. userid ZHUHMKE (IFT91t ).
usernamespace

. AR AR IR 2R,
usernamespacelen

f . usernamespace ZEEHMKE (LIFA5I1),
usernamespacetype

BN, ZFRAS[H A,
password

LN TR T
passwordien

A, password ZHUERYKE (DI,

newpassword
FA. —AVE RS COREEBUERD ), ARRITK E U6, B4 newpassword



BRIV E R NULL, GRE RN NULL, A5G AP 7EKE H % 0% & A
W B R 0 UE[H A, 06 APT A ARAR S8 MO el B A 35K, (R AR R 5E 1
T T N /) VARVl | B G
DB2SEC_PLUGIN_CHANGEPASSWORD_NOTSUPPORTED  ifij A~ JiE [ #75.

newpasswordlen
fi A, newpassword ZEUEMKE (LLFTTI).

dbname
A, EEEENEIRIEN SRR, L APL fJRIZBS LS H, R APT Bf
i R R TR S T U N 7/ o] I B R T )
DB2SEC_PLUGIN_CONNECTION_DISALLOWED; 75X 6 H F¥é: B /5%

A,
dbnamelen

i A. dbname ZEEMKE (DIFTI).
pGSSCredHandle

B, ¥819 GSS-APL fEIE GRS 4.
Initinfo

Hidy, Fgra DB2 ANHIE AR FREE. 31 AT DU e ARk 24 AE AR R IE
AR AR R AR B R IR A A 2R DRI RS R, DB2 Bl A H gk
db2secFreelnitinfo API, IHEPRREHGXLEFEY, IR db2secGeneratelnitialCred API
AT B IR, AT NMi%R R NULL,

errormsg

i, fEm A BCH ASCID B iRE B 747 B bk i F8 5, R AT
db2secGeneratelnitialCred API AT, Hi<ak | ik iRH 8.

T MU APL IRGR RHME SRR EE U AR IR e Y, IS A A R
B A0 APT A T — A P U AT BEL Lk & TR 58 U, A R i fe] — 5%
BRI B

errormsglen
frth. 4810 — TR errormsg SRR ISR B FAF B RIE (RIF1IH)
UES A GRER A

db2secGetAuthlDs APl - 3REUAEARIE

R EER P ES SQL SRR, X T P bn i1 Ml GSS-APL IAIETr %, 1E
A SRR P 4 IR A 1R G APLL

APl FREREMIEE

SQL_API_RC ( SQL_API_FN *db2secGetAuthIDs)

( const char *userid,
db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char xdbname,
db2int32 dbnamelen,
void *xtoken,
char SystemAuthID[DB2SEC_MAX_ AUTHID_ LENGTH],
db2int32 *SystemAuthIDlen,
char InitialSessionAuthID[DB2SEC_MAX AUTHID LENGTH],
db2int32 *InitialSessionAuthIDlen,
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char username[DB2SEC_MAX USERID_LENGTH],
db2int32 *usernamelen,

db2int32 *initsessionidtype,

char **errormsg,

db2int32 *errormsglen );

db2secGetAuthlDs APl &#]

userid i A, CIEM A, BrAEE X7l B SC ARt O04 F  EAET TR
PETIE, B, @ A SEHT GSS-APL AIE, 7EXFENT, &%
U P SR SR ARG P A B S KR

useridlen
WA, userid ZEUHMKE (LIFTIT),
usernamespace

A, MWHARATH P PRIR M 2 FR2S ],
usernamespacelen
i A, usernamespace ZHUEMKE (IFTIT).

usernamespacetype
oA, ZFRSEEME, HAr, M2 R 4R as E R E 2
DB2SEC_NAMESPACE_SAM_COMPATIBLE ( %} 24{lF domain\myname ]
M2k,

dbname
A, BIEEENBUREN LR, I API Al DIZBS IS5 4R — P EER
AFEARE RS, it APT v DLR EURE A B APR IR, BB 5RTPL ks NULL,
dbnamelen

fij A, dbname ZEEHMKE (LIFIIF), WA dbname 2408 NULL, A4
HWESHE N O,

token i Amifit. HfFRI LI db2secGetGroupsForUser APL 1% 15 dE, X F GSS-
APL, X BN SCHRA (gss_ctx_id_t), 1H%H, token j&— MU ASEL, BEM
{ & M db2secValidatePassword API H3REU), 4FE% P AL ST ) GE R It
MR db2secValidatePassword API I, MEEtr DI EMid S5 fEE X
T A5 B R SCOF A VR AT U0 R P B AR TOC &R N IR B 3R 8
db2secGetAuthIDs API WAAEWS 1% 1L token BN NULL, I HAEHSHR
P& & userid HI useridlen fii ASHORIRAE RGEFARIA.

SystemAuthiD
fi, HEAUER P AR TEA R R AR IR, RN 255 A,
B2 DB2 ¥ FEds Bgs M Hi (Ul Kl 30 DM FTH RERBURIA.

SystemAuthlDlen
i, SystemAuthID ZHUEMKE (LIFT551).

InitialSessionAuthIiD
Fidi, MTHGERESIENREGRA, EEHE S SystemAuthlD S5, {H2
FER BTGB I AT DIRATE, filtn, %4 SET SESSION AUTHORIZATION i
AR ATDURARE, FUk/N ol 255 A5, (R DB2 Kl peas FLAs 4 i L {
MEKH 30 MFEIFHRGEEARIA.

InitialSessionAuthiDlen
Hith. InitialSessionAuthID ZHUEMKE (PIFAT),



username
k. S e P AR AR AR R 47, RO TR, OF B
JE5RFE CONNECT 3 A (Y Ok P A P AR U7 Berp, A2t APL RIR
7€ username 2%, A2 DB2 Bl B G userid ZH0HE Ml S 8.

usernamelen
frt, username ZHUEMKE (IFTIT).

initsessionidtype
fidh, STERAGRIRZERIAE/R InitialSessionAuthid 2 HUE — A M EIE R B AR
Pt APL R [E FUIE 2 — (X EAE db2secPluginh HiE LAY ) -
e DB2SEC_ID_TYPE_AUTHID (0)
* DB2SEC_ID_TYPE_ROLE (1)

errormsg
Frd . e AR EC R ASCIL 5% 75 B 747 8B H bk (0 48 41, TSR AT
db2secGetAuthIDs APT ALY, wh4sik [ AL 1R 1 E.

errormsglen
. fem AT HER errormsg P RYES RN E FAT R KE (LIFHH)
BB R 4T

db2secGetDefaultLoginContext APl - ¥(EUEEF LT
i SEVE B Sk BRSO SRERI R P, e aris i, B A B aUTE PRI (W)
g AT RO IE, SE TR E) WA T DB2 A PR DB2 %
AFRIN, B APL A2 [R] Bsfa (8] 42 AR IR ATH P AR,

APl FNEHREGHIEE

SQL_API_RC ( SQL_API_FN xdb2secGetDefaultLoginContext)

( char authid[DB2SEC_MAX AUTHID LENGTH],
db2int32 *authidlen,
char userid[DB2SEC_MAX_USERID LENGTH],
db2int32 *xuseridlen,
db2int32 useridtype,
char usernamespace[DB2SEC_MAX_ USERNAMESPACE_LENGTH],
db2int32 *usernamespacelen,
db2int32 *usernamespacetype,
const char xdbname,
db2int32 dbnamelen,
void *xtoken,
char **errormsg,
db2int32 xerrormsglen );

db2secGetDefaultLoginContext APl &#f

authid #iiti, NOR[EHEZAGRIREISEL. R B E LT & DB2 SRR IR d 45 LI,
LR A2 B P AT B i SR Y 4R 1.

authidlen
fi. authid ZEEMEKE (LFE).
userid i, MR [ 5EE BAE S SR R SO SRR P AR IR S 5L

useridlen

fiti. userid ZHUAMKIE (LIFIit).
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useridtype

fA. ARIRTEE R IR PR IE R A BN P RIR. fE Windows |, H
AESE P PRI, UNIX Ml Linux b, QRN AREFH uid PRI SR
izt 0 P AR IROR TR, 8 252 P AR IR 5 &M P Fs IR AT DU A],
userid ZHAA THARIE (ENELE db2secPluginh g XHY) -
DB2SEC_PLUGIN_REAL_USER_NAME

Fo/RAE E 1Y 2 5 PRI,
DB2SEC_PLUGIN_EFFECTIVE_USER_NAME

T8 7RTR E B2 A RH FARA,

7B SO RS2 B ] BE AR XA S P AR IR ATE BOH P AR IR R
2 O AMERA R UNIX 8 Linux 55 %857 DB2 HAARR G 1F
aJ DL 224 M Z 0 1k 22 5],

usernamespace

. AR A AR T,

usernamespacelen

ki, usernamespace ZHHMKE (LIFFIT). H T4 usernamespacetype
BRI E A DB2SEC_NAMESPACE_SAM_COMPATIBLE ( JH{f &7E

db2secPlugin.h H17E SCHY ) X — bR YE, RIS A SRRy 15 575,
usernamespacetype

Wi, A EEE, HAr, M- 2N ARS R R

DB2SEC_NAMESPACE_SAM_COMPATIBLE ( X} 258l F domain\myname f{]

P ).,

dbname
BN, BB R R EE PR AR (CAn SR B A R SR A
J). X T AR PR S LFiEH, WESHULE N NULL,

dbnamelen
. dbname SEEMKE (LIS,

token i, X — M8 G R EC I BAR (0 Fe £, TR il RE S AR 1B 45 1% 4
PR s EE H, WA W REw LB A AR R AT, LRI 1) 45 48 Hh 3 1R g
EEME,

errormsg

B, FREMEAE IR ASCI B H B0 8B bk iy 35 £, SR AT
db2secGetDefaultLoginContext APT A3, #i2sik [\ 45 iR TH .

errormsglen
. f8m—PHTHER errormsg ZHHRIHE R E PR KE (LIFAiH)

R RE ) R 5.
db2secProcessServerPrincipalName APl - hEMARSSERIR(E]
HIAR S E k&R

A0 3N iz 55 5 0 8] IR 55 AR A PR, A gss_name_t N EBAE 2R (B 2 X
gss_init_sec_context API ffi fif) =K Z#. i/ Kerberos IAIEH,
db2secProcessServerPrincipalName API 142403 SR 78 H 5540 B 19 IR 55 £ 1R & 7%,
HHE, B A gss_import_name API, #57 FF X225, Ki@id#H gss_release_name
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AP SRBEJL gss_name_t X%, W1 gssName SEIRM AU GSS #H#, M4
db2secProcessServerPrincipalName API #43& [f]{f DB2SEC_PLUGIN_OK; 4 F 1k & F%
Tk, A4HKR [ DB2SEC_PLUGIN_BAD_PRINCIPAL_NAME 452 CHY,

APl FREREMIEE

SQL_API_RC ( SQL_API_FN xdb2secProcessServerPrincipalName)
( const char *name,
db2int32 namelen,
gss_name_t *gssName,
char **Errormsg,
db2int32 xerrormsglen );

db2secProcessServerPrincipalName APl £#j
name #ijA. XM GSS_C_NT_USER_NAME ## {45 AN SCA &%, Billn, ser-

vice/host@REALM,
namelen

fiA. name SHAMKE (DLFHiH).
gssName

itk IR GSS-APL P abH =M IR 5 & P SRR 03
errormsg

Hil, B EEABCR ASCI HiRH B F/F S g is &, R AT
db2secProcessServerPrincipalName API A, #i<sik [l AR TS S,

errormsglen
fth. 4810 — TR errormsg SRR R B FAF B RIE (RIFHIH)
UES A GiDE R

db2secRemapUserid APl - =3t AFRIRFIZAL

% rim et DB2 Kl PR B G R L APT K45 5E 19 P AR iR RS (Al B8 AT
FAARRASTE] ) EET 2 G RN A E R IR LS AN AR R R, DORAEERENHR A T
PRI RGN, DB2 Bl A Bae A S AE % T v FE APL 20 By LR 3 40K 7 AR
PR B FRWL 2 P AR RS X, i APL 2 RTEERY, WERE A B i R Ak ek
KA, B2 I L APL

API FERAIE
SQL_API_RC ( SQL_API_FN =*db2secRemapUserid)
( char userid[DB2SEC_MAX USERID_LENGTH],
db2int32 xuseridlen,
char usernamespace[DB2SEC_MAX USERNAMESPACE_LENGTH],
db2int32 *usernamespacelen,
db2int32 *usernamespacetype,
char password[DB2SEC_MAX_PASSWORD_LENGTH],
db2int32 *passwordlen,
char newpasswd[DB2SEC_MAX_PASSWORD_LENGTH],
db2int32 *newpasswdlen,
const char xdbname,
db2int32 dbnamelen,
char **@rrormsg,
db2int32 xerrormsglen);

db2secRemapUserid APl S#{
userid i A, ZEHMUR P PRR R AT P ARIRE, B4 APT &%
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Jpge At — A R AR, St P R R E AT S 2 A T AR R E AR ()
AlF, WERBA AR ARRME, IEAlL APT RRGR [ i P R iR .

useridlen

fr A, userid ZRUEAIKE (LIFTH).

usernamespace
WASE G, HPARIRR AR ASE, (ATgE) aTDLE R i, R A 48
ERASHUE, HRERE T HEE, 4 DB2 HdE e A &K 2
usernamespace T CLIENT ZERIDGE, XF T At A ik 28 Y %8 25 2%
usernamespace 2 #{(,

usernamespacelen
NS4 . usernamespace ZHEMNKE (FWit). HTHTE
usernamespacetype SR E N
DB2SEC_NAMESPACE_SAM_COMPATIBLE ( It { &7 db2secPlugin.h H5E L
1) X — R, FHCYFTC R R RKE R 15 5795,
usernamespacetype
NS, HRCE 0 AR E2ERME, HAT, ME 23R AR s (] 2R R
4= DB2SEC_NAMESPACE_SAM_COMPATIBLE ( %} 25l F domain\
myname [ Ffj P A,

password
A SR, AR, BB RS SRS, AR A, R
LERC BB, RIS EEEE T A, Al APL RESS
RS AE AR R A, PREA R E R AE, A APT —EAAEIR
[m] i 14 5 .

passwordlen
A K, password ZEUE MK E (RIFI51H),

newpasswd
fw A, WRIE A, AT RER BB EN. WRE R, B4
JE 223 B B R .

i X2 DB2 HuE R ML B R P LB S g (HU T A R I
£ authentication HY{H ) A db2secValidatePassword API f{ newpassword %
BB, AR AR R AR, IS4t APL DAZRE % % [ i
8, JFH %R ETDURANE RS, R B A S E v AfLidny,
2 AP R [A] 4 H T 35 A,

newpasswdlen
fw A ek, newpasswd ZEUE I E (DLFA531),

dbname

WA % PLEE R 5 B P 47,
dbnamelen

A dbname ZXUEMKE (DI,
errormsg

fydh, FE AT ECE ASCID 45 iR TH B 747 Hf Lk 09 48 41, W R AT
db2secRemapUserid API AN, #ia iR ] AR R S,



errormsglen
. fem—HTHER errormsg ZHHRYESRINE FATR R (LIFTiH)
BB 54T

db2secServerAuthPluginlnit - #I&4LARES=INIEE S

e 55 g5 IR A B B A APL, DB2 % 228 H a8 70 3 A 1% 4 18 2 J5 50 7. R itk
API, X+ GSS-API, TEWIGRALES, 1Z4d{4 71 5i7E gssapi_server_auth_functions £5#)H
K serverPrincipalName Z:UHIH 7 Ik 55 %5 ) AR ZFR, FFAE gssapi_server_auth_functions
ity serverCredHandle Z Hrvp 2 ik 5 &% @0 FEAE AJ AR, 46 26
db2secServerAuthPluginTerm API Jfid 78 H gss_release_name F/ gss_release_cred iX
A APL SRR 23 B0 4 T A7 15 AR AR AR R AR Y Y AE

APl FOEIREMIEE

SQL_API_RC SQL_API_FN db2secServerAuthPluginInit
( db2int32 version,
void *server_fns,
db2secGetConDetails *getConDetails_fn,
db2secLogMessage *logMessage_fn,
char **@rrormsg,
db2int32 *errormsglen );

db2secServerAuthPlugininit APl &%

version
N, DB2 i AR SIS R R APL MR AT, db2secPluginh H1
DB2SEC_API_VERSION {tifl# DB2 #ff 4% Pl ot A i Sz :5 (0 API O HT R
ESEN

server_fns
Fidh, WM T GSS-APL NI, IPAMSEFR RGN DB2 Bdi A B A%
db2secGssapiServerAuthFunctions_<version_number> #5#) (LFR K
gssapi_server_auth_functions_<version_number> ) & HLPNAFR$E 45 a0 H
TM PRI NIE, A SRR M DB2 HEEE AN
db2secUseridPasswordServerAuthFunctions_<version_number> %51 (N
userid_password_server_auth_functions_<version_number>) {17 A9 45
. db2secGssapiServerAuthFunctions_<version_number> &5 Hl
db2secUseridPasswordServerAuthFunctions_<version_number> %5 #4773 Il 3 & 8 [0]

4 GSS-APL YA A P AR iR S DGR A SCBERY. APT fYFE 4T,
server_fns 2 B o il 28 BB e O i 100 5 46 1R © 5 309 RUAS AR X R B

gssapi_server_auth_functions_<version_number> &5 #) #3541 .
gssapi_server_auth_functions_<version_number> el AT
userid_password_server_auth_functions_<version_number> £ 4[] 55 — S0k A0

R SEBL APL (IRRAS S 1% DB2 Hofe 2 Bl 4.

iE {4 DB2 WA T H T IRFC SR APL AR A2 JEAT 56 il J 0 4
i,

TE gssapi_server_auth_functions_<version_number> By
userid_password_server_auth_functions_<version_number> 54, [Kf plugintype
Z8i% H N DB2SEC_PLUGIN_TYPE_USERID_PASSWORD,
DB2SEC_PLUGIN_TYPE_GSSAPI 1, DB2SEC_PLUGIN_TYPE_KERBEROS,
A DITERE R APL RRACH & CH A,
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getConDetails_fn

A, Ml DB2 EMAY db2secGetConDetails API FJH5%F.
db2secServerAuthPluginlnit API u] DL FH HAWALA] — N IAIE APT A7)
db2secGetConDetails API, DIZRIS Bd FE A HEARSCHY I EAITR . XL A(E B
G G G EHACE @ EALRIRE S (BN, FEf ] TCP/IP Py 1P
Hihk ), A S B AR DGR E N O] RERR S X SR (G . B, i
P DIORSEAZ ok B R TP s, BRAEZ R P RN 1P Hihk i A7 421,
25 db2secGetConDetails API & A] BE[Y,

WERAE AR KB B P R 15 0L T A A db2secGetConDetails APL, 4B ¥
3R [F] DB2SEC_PLUGIN_NO_CON_DETAILS, 7T ¥7ER IR A 0,

db2secGetConDetails API BF LI N4 AS4: — 4~ & pConDetails, Ej&fi
M db2sec_con_details_<version_number> I8 E: B — PS5
conDetailsVersion, ©2&—MWAS, HAFEREMM WA db2sec_con_details 45
f, 244 H db2sec_con_details1 BF, HAE A
DB2SEC_CON_DETAILS_VERSION_1; 4{fi fi db2sec_con_details2 fif, Hff
47 DB2SEC_CON_DETAILS_VERSION_2, #i{ff R A5 &
DB2SEC_CON_DETAILS_VERSION_2,

M TR F B, db2sec_con_details %54 (db2sec_con_detailsl 5§

db2sec_con_details2 ) K5 AT E B:

o AT EERRFSHUML. WTUTEN TRE H%H sqlenv.h SCAFHHRE]HRY
FE XFFE (SQL_PROTOCOL_*), A5 H EFE clientProtocol S B I FEHY.

mHE  clientProtocol N SQL_PROTOCOL_TCPIP &
SQL_PROTOCOL_TCPIP4, HR2MZ KR 555w I AE &) TCPAP M
Ik, MASEJRTE clientPAddress 4+ I FEHY.

o BPUTEEIERE R EIE E AR, AT AE RN A SR EMER, HE
B JEAE dbname F1 dbnamelen & IE MY,

o HERERENK, BHES db2secValidatePassword API [ connection_details
SRR B AR (5 B, {5 BU&FE connect_info_bitmap Z4iH
e,

« fIR clientProtocol 4 SQL_PROTOCOL_TCPIP6, HB4UtE ¥ F 5K %5 4%
A ZEHER) TCPAP Huhk, MAFEJRTE clientP6Address ZEHIH AN, (L
x4 DB2SEC_CON_DETAILS_VERSION 2 HF db2secGetConDetails API
A gt fE S

logMessage_fn

fiA. fEmh DB2 KdE R MR SC LAY db2secLogMessage AP 454,
db2secClientAuthPluginInit API A DIJHH db2secLogMessage API DUK:IH B ic 5%
#] db2diag.log ', DIEF TR E 2%, db2secLogMessage API [1) % —
B (level) FHEHFILRAE db2diaglog S RIZETEREM, REMH 2
B BIFERE BT M H K B, dbesecLogMessage API [%5 — NS5 HA T
SIERME CEfTETE db2secPlugin.h HrgE LAY )
DB2SEC_LOG_NONE (0)

ANk

DB2SEC_LOG_CRITICAL (1)
i 55t 5 PE B R



DB2SEC_LOG_ERROR (2)
KR
DB2SEC_LOG_WARNING (3)
ik
DB2SEC_LOG_INFO (4)
2%
{24 db2secLogMessage API [¥“level”Z /N T 855 T A4 8 B4 L B 2 4K
diaglevel [J{EI, db2diaglog A 4 Rl B A,
fltn, tn{f f DB2SEC_LOG_INFO f{#, ABA{ 4 %04 745 F e it B 240
diaglevel BB N 4 WA STE db2diaglog H i /niH B U,
errormsg

Wik, fRm A BCH) ASCID B R TH B A R 9 48 5, R AT
db2secServerAuthPluginlnit APT A2, #i&aik BlASRE S,

errormsglen
frth. 4810 — TR errormsg SRR AR B FAF B RIE (RIF1IH)
UES A GiDE R

db2secServerAuthPluginTerm APl - j&ERAREZS2INEHHERIE

R 55 R LR F BT 6 A B0, DB2 Bodfe A 2 dFs 72 S0 B 55 a DA UL 1 2 T
F APL R 3% RUXAE — ROy sORSEEE: BH IE 0 T PR A O RS AR B0,
N, BT H A B AT AT AT, SRHIUSAE TAT IR SO, R g, P
TDTER Bk Le GE P LU AR OX L BT, FEAEAT Windows F-f5 LA L APL

APl N HRLGHETE
SQL_API_RC ( SQL_API FN *db2secServerAuthPluginTerm)

( char *%@rrormsg,
db2int32 *errormsglen );

db2secServerAuthPluginTerm APl $#{

errormsg

fid ., FEI AR ASCIL £ 1R1H B 4T B ik iy 48 4, an R AT
db2secServerAuthPluginTerm API AALZ, Hl2 [F 4 1R B,

errormsglen
fth. 4810 — TR errormsg SRR SR B FAF B RIE (RIF1H)
S GiNErR A

db2secValidatePassword APl - B&iFZ3AL
R AL — e SR P 1 AR R ST T P A iR R s i AR A9 7 1.

i ER PuHsATI APL I, 4 T CONNECT iE /) i i P (A k54T APL At
fih, 1424 authentication it & 24X E A CLIENT WA S7E% P it APIL

FEML S5 f e AT 0t APL I, CKf 6 FASE B AT A & R R BUR 24T APT RHY.

IR IEFREARERAEAL (0, 16 UNIX ESFTRIGIRG VI ) , B A4S &N
% & FAFIR,

5% 8 % 4dEe ap1 175



IR AR, b4l APL 243k [A{ DB2SEC_PLUGIN_OK ( F/pRmY)) ; s
sk, 2l APL WZ50R 45 1R A (140 DB2SEC_PLUGIN_BADPWD ),

APl FOEIEEMIEE

SQL_API_RC ( SQL_API_FN *db2secValidatePassword)
( const char *userid,

db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,
db2int32 passwordlen,
const char *newpasswd,
db2int32 newpasswdlen,
const char *dbname,
db2int32 dbnamelen,
db2Uint32 connection_details,
void *xtoken,
char **errormsg,
db2int32 *errormsglen );

db2secValidatePassword APl %]
userid i A. TIGIFH B AP ARIE,

useridlen
A, userid ZHHEMEE (LIFIT).
usernamespace

A MWHEHARAG PRI 2R =S ],
usernamespacelen
f . usernamespace SZEUEHMEE (LIFI1),

usernamespacetype
A, PR EAIZEAL, usernamespacetype ZEEA TFAIGMME (EIETE
db2secPlugin.h HE X ) :
+ DB2SEC_NAMESPACE_SAM_COMPATIBLE Xf® F — P HEX 2T domain\
myname [ 4
e DB2SEC_NAMESPACE_USER_PRINCIPAL XN F — AR BT
myname @domain.ibm.com [ ] /7 44

Hi, DB2 i R4 DB2SEC_NAMESPACE_SAM_COMPATIBLE
B, BAREMT 43R N, usernamespacetype ZHKWEHEHNME
DB2SEC_USER_NAMESPACE_UNDEFINED ( Bt{H &7 db2secPlugin.h Hi5E X
).

password
LN TaTR O T

passwordlen
. password ZEEMKE (LIF1IT),

newpasswd
BN, —AFER (AREEAUER ). WARCRERE R E, BB H0R
BN NULL, WRHSECAR A NULL, A2t APL 72K H %00 5 SO BT S 2
HI IR IHE . 1t APT A2 RS 58 BUH SO g A E oK, (ER TR R 58 B i

176 Hoi e e tdsm



B 170 vAY Al (B =R T )
DB2SEC_PLUGIN_CHANGEPASSWORD_NOTSUPPORTED i A% [H 254,

newpasswdlen
fiA. newpasswd ZHUERYKE (LIF51T).

dbname
A, EEERNBIEEN AR, APL AfLIZ0 dbname 241, WIREHAMR
NI R R L U B/ < B 4 1 K
DB2SEC_PLUGIN_CONNECTIONREFUSED; 73X £ F /¥ BLA B 5%
i, WZHATPLN NULL,

dbnamelen
FiA. dbname ZEUEMICE (L4511 ). W2k dbname 244 NULL, Jf4
WEHIKEN 0,
connection_details
A, XA 32 LS HL, HETEE A 3 ARAEELL TR B
o A NI —0 8 PR RTESE db2secGetDefaultLoginContext API H i it
BH, BRI 2 LR,
o GRS AR RE AR E R (RS (IPC) MR
I3 X HHE PR Y db2nodes.cfg Y H AR — AN A THY R ) I8 RIT
FEIERE RS M BSEAIEATIERE ). XM API BB JLE R —Plas L%
FUUER iR il DI 2 DB2 454, W THAEETERIERSM
B AR IR R A, SRV R — PLAS BB E L AT A i
e o f R L3S (BoE P HAA B AL ).
o HIEE =R DB2 Bl PR B gt AR 55 il i & P g G AP
fi{HFETE db2secPlugin.h H15E L HY:
* DB2SEC_USERID_FROM 0S (0x00000001) F&71 I /' b iH & I HRAE 245 FR AR BT,
M AZfE CONNECT 54 bW 045 5E 1Y,
* DB2SEC_CONNECTION_ISLOCAL (0x00000002) #&7m7shi% 2.

* DB2SEC_VALIDATING_ ON_SERVER SIDE (0x0000004) #§7~ DB2 %#t /4 Ml 4%
B MRS Al i & P o s M APL USSR RS, QR E TpifE, A
DB2 il e/ B e A o5 e sm R A7 0 ;. 00, B A P o AT 0 .

DB2 Hufli e R e 2R R BB AT R i I A AT T A S i, (R,

i Cab IR e RV Vo = o N VR 2 o i S V7 NG 1T > W L LK i/ N S -

DB2SEC_PLUGIN_BADPASSWORD i,

token i A, FRIAIEE LUT S0 BR RO TR ST T ATERBIE], W] DR R AR
SRE s e s APL 1. AR APL f93% db2secGetAuthIDs API #l
db2secGetGroupsForUser API,

errormsg
W, B HmEASECR ASCH B iRTH B FAF B kg8 5, R AT
db2secValidatePassword API A F), #t2xiR B b4 iR TE E..

errormsglen
. fem—HTHER errormsg ZHHRIEE RN E FAT R KL (LIFHiH)
BB R 4T
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GSS-API J\IEFEHERHE APl FIEX
PITE DB2 L0 n GSS-API 5288512,

TN APL BAE NAHIVE: KE LRSI R P O RA 2 (IETF
REC2743 ) MIKJFLLVEIRS API Ji7s 2: C #5%F (IETF RFC2744), FrscPi%T GSS-
APL [P/ 2 Hi, AR T X SE A3,

7 39. GSS-API hiF {770 AP FIE X

2R ik

% P API gss_init_sec_context {5 FRIRT 2 1 FRRE PP o i 3h 22 48 B TR 3C.

I 55 #53ik API gss_accept_sec_context ez R 2w IR PP FR sl 24 BT 3L,

IR 45 233 API gss_display_name W A BB AR XA PR A SOAR,

A4k API gss_delete_sec_context MR C g SR %4 B R SC,

A4k API gss_display_status IRHE GSS-APL ARAADAH I Y SCA 1R T B

A3t API gss_release _buffer o 222 i X

N4 API gss_release_cred BEHS GSS-API FETEAH B A L B50de 25

At API gss_release name MR P9 B4 =X 2 TR,

UFEREX GSS_C_DELEG_FLAG TR,

Do R X GSS_C_EMPTY_BUFFER FIR gss_buffer_desc ANAL& A,

W 5E XL GSS_C_GSS_CODE R/ GSS FHRAEH,

W i X GSS_C_INDEFINITE TRARHLHIAS SR £ SCEN .

W E X GSS_C_MECH_CODE fn GSS WHEARE,

DEE X GSS_C_MUTUAL_FLAG TR T A IE,

WFEHISE L GSS_C_NO_BUFFER Fr gss_buffer_t ZHIFAIRIEAMA gss_buffer_desc
Gy,

T RE S GSS_C_NO_CHANNEL_BINDINGS BB R fREIE.

LB X GSS_C_NO_CONTEXT FR gss_ctx_id_t AR FHAFEMAN LT L.

T E S GSS_C_NO_CREDENTIAL FoR gss_cred_id_t AREIFRR A L FEUE A,

W E L GSS_C_NO_NAME FoR gss_name_t AF & FARTE WA L FRAFR.

WEME X GSS_C_NO_0ID il TGRS A TEL .

WL A E L GSS_C_NULL_0ID_SET o R A B,

DT E X GSS_S_COMPLETE SR II5E R APLL

WY 5E GSS_S_CONTINUE_NEEDED ARIE AL, WU FH D[R] 0 H2 U0 194 17 2 4 WA SR - 3 T
API,

GSS-API I EH 4RI PR
TZ GSS-APL YA A7 7E 1 BR il ) 51 3.
o IRARE R HERE e ELE;, FIE, AEAE OID S,
* gss_init_sec_context() Hi&EKMIME— GSS MR EM EYGEAFZFL, DB2 ¥ %

G LR R DUMEEAL,  H R AN 1% 58 B A B Y S R
o {IER TR LR SCIN (A,
* K¥ gss_delete_sec_context() HAY LT XARCAE FHLAIR BRIk S &, RZIRA.
© AXFFEA,
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o ALFHHELE.

o WARPILGEUER B, B4 DB2 HdlE I MR A S B I AT T RH.

* GSS-API #lyu#izE, BIfff gss_init _sec_context() =k gss_accept_sec_context()
KW, A — BRBAB AR ] — MR AR L R R, B2, HTF1E DRDA JafRH,
R, 1224 gss_init_sec_context() ZRIIF H7E & H A bRichs, DB2 %d
EHESA S RIERIC.

88 & w4l Al 179



180  Hofin e i 4 tids



£ 9 B HiTigic®mE

AT H B RE R, MO B TSR RoRr s — g, &
ANFRATTARA — AR,

ZIEsE A — TR BOREM G R, —KBR —4T, R RIS T S
BUHRAE J5 45 THAE 8 5 SC A HP 1 i 18 050 e A ]

iE:

L. FFIEREEAIE R T F BUER A .

2. R B (XM vime) DUEREY ASCH A% XAFH K, (B2, TR
HOCH, X BOR R o — 4UEAT R, ORI fE.

CIR ARt SO EE il
TRIER T TEMFEITHOEN 2 KA, EREGLIA M CHECKING, OBIMAINT #I
SECMAINT Zf%:,

F40. BT AU FAFRIH IR 5 2T

POEE 10 CHECKING =14 OBJMAINT Z4# SECMAINT =4

ACCESS_RULE X

ALIAS

ALL

AUDIT_POLICY

BUFFERPOOL

CHECK_CONSTRAINT

DATABASE

DATA TYPE

EVENT_MONITOR

FOREIGN_KEY

FUNCTION

FUNCTION MAPPING

GLOBAL_VARIABLE

HISTOGRAM TEMPLATE

INDEX

INDEX EXTENSION

INSTANCE

JAR_FILE

METHOD_BODY

NICKNAME

NODEGROUP

NONE

ol Il Rl s

o

o

>
>

e

XX <X

R e R A R R e R R R e

o

X R |
M| R R R
>
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K 40. HTH I HFRH DR R R (4E)

FRAER CHECKING =4 OBJMAINT =14 SECMAINT =4

OPTIMIZATION PROFILE X

PACKAGE X X X

PACKAGE CACHE X

PRIMARY_KEY X

REOPT_VALUES X

ROLE

o

SCHEMA X

o

SECURITY LABEL

SECURITY LABEL COMPONENT

SECURITY POLICY

SEQUENCE

SERVER

SERVER OPTION

SERVICE CLASS

STORED_PROCEDURE

SUMMARY TABLES

TABLE

AR RS

TABLESPACE

AR e R A R R e A R R

THRESHOLD

TRIGGER

TRUSTED CONTEXT

o

TYPE MAPPING

ke

TYPE&TRANSFORM

o

UNIQUE_CONSTRAINT

USER MAPPING

VIEW

WORK ACTION SET

WORK CLASS SET

WORKLOAD

WRAPPER

R R R R R R R R R R e A R e R R A e R R R e A R R e R R R e A R R e R e A R R e A R R A e

R R R R R e

XSR Xf%

AUDIT E4MHEITIERGE
FFEERT AUDIT FHM4WEH HOEA R,

FEA %

timestamp=2007-04-10-08.29.52.000001;
category=AUDIT;

audit event=START;

event correlator=0;

event status=0;
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userid=newton;
authid=NEWTON;

application id=+*LOCAL_APPLICATION;
application name=db2audit.exe;

# 41. AUDIT H AR 1T i0 %A Je

B B Ei::puy
I ] CHAR(26) B0 H B A ],
25 CHAR(8) B ERRIZE ), ATRE A (E A
AUDIT
i VARCHAR(32) R R TS,
BRATREMEMFIE, S REE 207 TR 1 B {F 1 f AUDIT 285
U
AR T INTEGER IEAERVH AR AR AR, T HRAR AP L B O 5 5 B F AR
x.
FRE INTEGER FIF SRR, i SQLCODE #Rk, Hrh
IR A > =0
KM FE < 0
M FARIR VARCHAR(1024) HF SR AR 0 P AR,
FARIN VARCHAR(128) BV R AR AR IR,
B R 245 CHAR(8) S HC A B IR O B FE O AR, IR R S B AT I S, IR Ak
Z=H,
JE AR S SMALLINT BT SRR A TR T R
AR P S SMALLINT PR T ST S
1 AR P ARiR VARCHAR(255) BVE SR R A I IEAEAE A R AR hR ik,
J IR PP 44 5 VARCHAR(1024) BV R AR ETE A I Y AR 7 247,
[N VARCHAR(128) BV SR A I IE AR AR P R A K
BRAF 0 AR VARCHAR(128) B R AR ETE A AR AL 0 24 K.
A SMALLINT B S RAE IEAEAE AR 7 L AT
R i VARCHAR(64) BTV P 2 AR B A 8 ORI S O R A,
A 5 5 RN VARCHAR(10) FOR | it 90 4F & A 0T IEAE 6 A A 35 55 hRil, SORAE N 9055 H & —#4
BIT DATA i SQLU_TID 544,
2 JRF SRR VARCHAR(30) FOR | #it S fF &AM EAEME 2 R 9 55 hnil, X2 b 55 H & — &0
BIT DATA fi1 SQLP_GXID £ e i it 5 Bt
AL P ARIR VARCHAR(255) FF & 4T CURRENT CLIENT USERID % JH2F 17 % (I 1H.
H LA, AR VARCHAR(255) FitF 4 & Ef CURRENT CLIENT_WRKSTNNAME 4 [ 2517 8% (1)
fH.
%O AT #F% | VARCHAR(255) BT BF & 4 CURRENT CLIENT_APPLNAME % H %5 47 i (118,
PO T R VARCHAR(255) Wit H & 4R CURRENT CLIENT_ACCING % JT 25 f£ 48 14,
LIRS &2 VARCHAR(128) SEE RS A AT 5 B R S A4 TR,
BEEFAERR INTEGER ] A L 45
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
EEGUpTEREl VARCHAR(128) A E AR I A,
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#41. AUDIT HAFHiFIERA R (5)

1 IEEN iR
TR VARCHAR(128) I 4R,
FHUESITSE S S| CHAR(1) S IO B T T, A (L 3
© N = BBk
¢ S = MQT
o T = % (M)
i = BAURR
+ g= MR
« x = MEEFX
.« ZH = B
HEE K T RIS | CHAR(1) SRS G T X R R X RAR 2 BRI , I
VATI: (ORI ROK (7T
« U= R
- G=4
« R=fifa
R R IR G 44 VARCHAR(128) T M I B 42 H A4
S IR G VARCHAR(128) SR IR G R R 4%, TR I G SRR U R
WIS, WAEH N NULL,
RS CHAR(1) M AUDIT RBIPRZS, ATRER(E (45
- B - Fi#
« F - kI
N - %
© S - I
BARZS CHAR(1) HiT M P CHECKING 2 BIH0R A, AT Al M9 1 f 4
- B - i
« F - &I
'N—ﬂf}
© S - Y
BT SORES CHAR(1) HHHEms T CONTEXT KBIRRZS, TTREM(E 4%
- B - Fi#
« F - R
N - %
© S - WY
PATIRZS CHAR(1) #iTEmsf EXECUTE KBIIRIRZS, ATRERY(H (45
- B - Wi#
« F - kI
'N—ﬁ
© S - Y
i AR A CHAR(1) #it5emsh EXECUTE 2516 WITH DATA JEI0. ] Ak {045

<Y - (AR
o N - Nfii SR
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K 41. AUDIT HAFRTH IFICRA e (4E)

2 B ik
Objmaint k75 CHAR(1) HITHRMH OBIMAINT JEHI IR, ATREMY(H A 45:
« B - H&
« F - K
* N - &
S - I
Secmaint R4 CHAR(1) HEENH SECMAINT KBRS, 2 M HiHRAE" 5 BT ]
REMYMH.
Sysadmin R 7 CHAR(1) HiTSEmEh SYSADMIN 2 BIHIRAS, W] REAY (i (O 45
- B - Hi&
« F - KW
* N - &
S - W
Validate 17 CHAR(1) BT SEME T VALIDATE E3I00RAS. T RE M 45
B - M#H
« F - kg
* N - &
S - W
PR CHAR(8) FOT A R B RRA, aTRERY (6 645 AUDIT A1 NORMAL.
Hodl 42 VARCHAR(1024) db2audit configure 4 TR & MG s AT IF H I B2,
ST e VARCHAR(1024) db2audit configure 4> B8 & 1Y C TR T H Z5HY B A2,
CHECKING E#m®EHIHERTE

THE/RT CHECKING HAFRH THORM L,

FEAH THOR:

timestamp=1998-06-24-08.42.11.622984;
category=CHECKING;

audit event=CHECKING_OBJECT;

event correlator=2;

event status=0;

database=F00;

userid=boss;

authid=B0SS;

application id=+*LOCAL.newton.980624124210;
application name=testapp;

package schema=NULLID;

package name=SYSSH200;

package section=0;

object schema=GSTAGER;

object name=NONE;

object type=REOPT_VALUES;

access approval reason=DBADM;

access attempted=STORE;

%9 B ORISR AR

185



£ 42. CHECKING F{FRyH 10747 Jiy

B B3 iR

IRRCTEE 47 CHAR(26) BTSRRI ],

25 CHAR(8) FOTF R0, TR A 15

CHECKING

G X VARCHAR(32) R I TS,
AN REA A, 1SR 207 SUKY 1 #ESEfF 1 i CHECKING
FHN I FST

AR T INTEGER IETERVT A AR AR AR, AT AR IRIP Lt T E 5 5 B J AR
x.

E SRS INTEGER B SEAFRIRES, B SQLCODE #7R, Hrf

IR FE > =0
KM FE < 0

B AR CHAR(8) HHARSOZFAFR BRI AR, IR TR SE IR FAE, AR
ZH.

AP HRIR VARCHAR(1024) BV R AR PR IR,

BRI VARCHAR(128) BT & A B B B BRI,

JE AT SMALLINT FIVE A R A AR 0 5 S

PRRRE Y A SMALLINT PRI 1Y RO

[ R AR iR VARCHAR(255) BV SRR AR I IEAEE Y R AR AR ik,

J AR Fr 24 7R VARCHAR(1024) HOF S R A I A A B AR 7 4.

(R gar VARCHAR(128) BV SRR AR I IEAE O AR 7 e R K

A0 R VARCHAR(128) HOE S R A I IETE A RO AR P LAY & 7R,

BFaS SMALLINT BV SRR AR EAEAE R T b i 1 5.

X g VARCHAR(128) R A U SR I 6 G

W4 4 VARCHAR(128) S LA BT S B G Y R

PO A VARCHAR(32) HHA VSRR SRR, ATREME RS BORTERR R 1
THCRXT R KA 0 /Y F 8 ALY,

U [ 4 S R CHAR(18) F87R B A HEHE VT IR B S, AT REAE s oRAErs
r ATRERY CHECKING 5 [ml 3t fE 7 F 19 3136 o 1Y 3 v i IS LE 1.,

i CHAR(18) foE BT 2R, ATRER RS WORTEARE R 1 AT REMY
CHECKING Jjj ] 2212V 4138 0 4 32 e A IR 21,

[EHEINTEN VARCHAR (64) BIVE S R A I IEAE A AR P 6 A AR

KA AR IR VARCHAR(128) B AR IR G AR BB AR ORI, K AR IR,
fn, EW P& TRANSFER OWNERSHIP i 4a)H 1) H A5 A 4.
vk d4 o SWITCH_USER R, M5B #om tiik 2 iR AUR IR,

%S LE SNl VARCHAR(10) FOR | # it F & AN IEAEME R AH S 5 hriH, X RAE NS5 H & —#5

BIT DATA i SQLU_TID 544,
EALES 2 Ty VARCHAR(30) FOR | #it S fF &AM EAEME AR 2 RS 5 inil, XEE R $ 5 HE— 0
BIT DATA {1 SQLP_GXID & e i it 5 Bt .
AL P AR VARCHAR(255) FiFF & AT CURRENT CLIENT USERID % F 277 #8i01E.
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76 42. CHECKING FFHH it #7 7 (££)

B & iR

%P TAER A VARCHAR(255) BV FE & ERF CURRENT CLIENT_WRKSTNNAME % J 2577 g (1)
{H.

%L MFRF &% | VARCHAR(255) B EE A L4 IF CURRENT CLIENT_APPLNAME % JH| 2 17 25 i {8,

& PG AT VARCHAR(255) FFF 4 & 4R CURRENT CLIENT_ACCTNG % IFFfE#R Y.

LIRS &2 VARCHAR(128) SRR B ] A BT S0 &R,

HEGEEY INTEGER FIRE (Y B f 45
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

IR I F1 VARCHAR(128) W W] F AR I A,

CHECKING iAot &R E

DI R332 5% T A RERY CHECKING 15 [ it JRL A
0x0000000000000001 ACCESS DENIED

RACAEVTR]; BREIHLE, s T ).
0x0000000000000002 SYSADM

HAEVIIE]; % HFEF ST P HAT SYSADM AR,

0x0000000000000004 SYSCTRL
HEHET; 1 R P U A SYSCTRL AR,

0x0000000000000008 SYSMAINT
HeHEVIIE); 1% RS P A SYSMAINT AR,

0x0000000000000010 DBADM

HeHEVsIN); 1% AR FF S P A DBADM (R,
0x0000000000000020 DATABASE PRIVILEGE

HeWE ), 1% R Pk R o B 0 A% 50 2 1 2 2R A,
0x0000000000000040 OBJECT PRIVILEGE

HEHEVEIA]; 1% FHAR a0 R P %12 0 4 s oy fig LA R AR,
0x0000000000000080 DEFINER

HeHEDTIR); 1% 0 AR Pl F P 2120 4 s T RE 1Y E L
0x0000000000000100 OWNER

HeHEVsIR); 1% AR FF SO PR S SR T &
0x0000000000000200 CONTROL

MHEVTIO]; 1% AR RE e okt 4 s o fE FLF CONTROL 4%,
0x0000000000000400 BIND

HEUHEVEIR]; 1% FHAR R ul F P %% A8 P A0 1A 408 R A,
0x0000000000000800 SYSQUIESCE

HeAETTIR];  fn S S sl Bl AL T 5, N AR R T,
0x0000000000001000 SYSMON

eV, 1ZY B S B SYSMON FUBR,

%09 B WITBEIC AR

187



0x0000000000002000 SECADM

HHETIIR]; 12N AP U A SECADM AR,

0x0000000000004000 SETSESSIONUSER

HEAEVTIH]; %0 R P U 7 H A7 SETSESSIONUSER  AXFR,

0x0000000000008000 TRUSTED_CONTEXT_MATCH
HERRESTE DB2 IR 55 & o SLAOME — R {7 1 S JE DL .

0x0000000000010000 TRUSTED_CONTEXT_USE

Bt D ] DLRE e i RT 5 B R 3.

CHECKING if|o) & E
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DIFAIE SR T EERY CHECKING a2t 25900

R4 F & CHECKING_TRANSFER, A48 111006 S M 7540 A HE AL

0x0000000000000001 CONTROL
LRI E 2 S5 I4E CONTROL 474Y,

0x0000000000000002 ALTER
AT S & CHECKING_TRANSFER,
ALTER F##L,

0x0000000000000004 DELETE
IR H V342 CHECKING_TRANSFER,
DELETE $##U,

0x0000000000000008 INDEX
W34 2 CHECKING_TRANSFER,
INDEX F#4L,

0x0000000000000010 INSERT
AT S & CHECKING_TRANSFER,
#4H INSERT H#AL.

0x0000000000000020 SELECT
WRH 2R CHECKING_TRANSEFER,
#14A SELECT H#AL.

0x0000000000000040 UPDATE
W32 CHECKING_TRANSFER,
=T UPDATE FRAL.
0x0000000000000080 REFERENCE
R H 2 CHECKING_TRANSFER,
WK IE 14 REFERENCE H:A,
0x0000000000000100 CREATE
SR — PR,
0x0000000000000200 DROP
SR — SRR,
0x0000000000000400 CREATEIN
SRAE 7 — MR AR — X4

IR 22 A 3 G s B Ul A

B 22 T B3 3 G sl B S 5 A

IR 221l R 5 SR U S A

IR 2223848 AT X G rh s 2

AR 222 A 0 2 s P e M

R 222 1 ST 0 G P A B s ik

A8 222 AEXT G Z [R5 5 | 293K



0x0000000000000800 DROPIN
LA MIBRAE 55 — A R B XS 42
0x0000000000001000 ALTERIN
A U A8 A 5 — R N R B XS 4.
0x0000000000002000 EXECUTE
ISR H T 24 & CHECKING_TRANSFER, JB4 22X T80 17 FIFE 7 5 i
FEIRE, Bl T HIRER R (OGE T 8% SFEfE{T DDL &4+ 5|
1, SRR RIA EXECUTE Fril,
0x0000000000004000 BIND
ARG WA — Y AR .
0x0000000000008000 SET EVENT MONITOR
Z B F A A T OE.,
0x0000000000010000 SET CONSTRAINTS
ZAA B X — R ZR,
0x0000000000020000 COMMENT ON
LA A K — DR IEFRE.
0x0000000000040000 GRANT
AR — X R R AU T 48 5 — A B AR,
0x0000000000080000 REVOKE
A X S B BURR IR R AL Bl A £
0x0000000000100000 LOCK
R PUE — XA
0x0000000000200000 RENAME
ZE M — A,
0x0000000000400000 CONNECT
RS — A G,
0x0000000000800000 SYS ZBHIRK 5
A Vr ] s B SYS ZH A0 bt
0x0000000001000000 Access All
ZAPATIE R, XRTL WA LA R ({(XHT DBADM/SYSADM),
0x0000000002000000 Drop All
ZA MR 2 AR 42,
0x0000000004000000 LOAD
e R P2 A R,
0x0000000008000000 USE
WA I $ 42 CHECKING_TRANSFER, JI§4 208 75 ¢ 25 0] o A1 i 22 s 3 ik
A USE $7FL,
0x0000000010000000 SET SESSION_USER
238347 SET SESSION_USER /4]

0x0000000020000000 FLUSH
2 PAT FLUSH 4],
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0x0000000040000000 STORE

2 &% EXPLAIN_PREDICATE FH 8 HiL15 A {E.
0x0000000400000000 TRANSFER

ZARALIE — R4,
0x0000000800000000 ALTER_WITH_GRANT

ZRIGIE G A ALTER with GRANT 454X,
0x0000001000000000 DELETE_WITH_GRANT

2L F 75974 DELETE with GRANT H54,
0x0000002000000000 INDEX_WITH_GRANT

R IEE S INDEX with GRANT AL,
0x0000004000000000 INSERT WITH_GRANT

ZRBIE S IA INSERT with GRANT 45A%,

0x0000008000000000 SELECT_WITH_GRANT

ZARIE & A SELECT with GRANT $5:4Z,
0x0000010000000000 UPDATE_WITH_GRANT

LR IGIF R A UPDATE with GRANT 474,
0x0000020000000000 REFERENCE_WITH_GRANT

2R IGE & 51 REFERENCE with GRANT 454U,

0x0000040000000000 USAGE
AT S & CHECKING_TRANSFER, 2248 i /7415 XSR X 45k
HIRIEREHH USAGE FRIL,
0x0000080000000000 SET ROLE
Zi B A,
0x0000100000000000 EXPLICIT_TRUSTED_CONNECTION
ek e o WA F R,
0x0000200000000000 IMPLICIT_TRUSTED_CONNECTION
e AVA S S WIE U
0x0000400000000000 READ
SR SR A SR AR &
0x0000800000000000 WRITE
IR B AR &,
0x0001000000000000 SWITCH_USER
S e A AT (E i B P AR IR,
0x0002000000000000 AUDIT_USING
SRR T RIS S — DX OCHR.
0x0004000000000000 AUDIT_REPLACE
ZARB R — R ORI T R
0x0008000000000000 AUDIT_REMOVE
SRR S Qi 1
0x0010000000000000 AUDIT_ARCHIVE
LA H .

190 Hof e e e tidg



0x0020000000000000 AUDIT_EXTRACT
SR T H A,

0x0040000000000000 AUDIT_LIST_LOGS
FHAURHTH AR,

OBJMAINT E4EIHIRHE
TEE/RT OBIMAINT FH/ATEH 0545 2,

FEAH O R:

timestamp=1998-06-24-08.42.41.957524;

category=0BJMAINT;

audit event=CREATE_OBJECT;

event correlator=3;

event status=0;
database=F00;
userid=boss;
authid=B0SS;

application id=+*LOCAL.newton.980624124210;
application name=testapp;

package schema=NULLID;
package name=SQLC28A1;
package section=0;
object schema=B0SS;
object name=AUDIT;
object type=TABLE;

# 43. OBIMAINT HFAFHGH T ICR A e

AR =X ik
A [ B CHAR(26) BT SRR H BRI A
25 CHAR(8) WP HAFM A, ATREM (E [ 15:
OBJMAINT
FF VARCHAR(32) M H T,
BRATREM A FI, ESREE 207 5UAY 1 8 {F 1 f OBIMAINT
SIS
FHAIFA A T INTEGER EFEH AR A AR, v FRARTRBRLE 6 1 % 5 B A = 1A
*,
HIPRES INTEGER I HAFAIRA, B SQLCODE 7w, Hi
WU EME > =0
R HEMF < 0
I I £ R CHAR(8) SR O B ) 2 AR, IR T REEIG R T AR, IR
ZH,
RN VARCHAR(1024) B S AR I R P AR R,
BRRIA VARCHAR(128) BV S R A AR IR,
G 52 SMALLINT HF R AR ITE R T
IR R SMALLINT PIRIAR 1 S S
N AR RN VARCHAR(255) VTR R AR I IR A R R AR AR .
N R Y 2 7% VARCHAR(1024) BT AR R AR AR R 4.
Fs ROt say VARCHAR(128) BT AR R AT IE AR AR T A A K
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# 43. OBIMAINT FAFRIHCRA G (4E)

B &3 iR
BAF AR VARCHAR(256) BV SR AR I IE AR AR 7 0 A4 7.
BROs SMALLINT RS SR I T AR O P R R 4 5,
XA VARCHAR(128) o HA A SRR SRR
54 VARCHAR(128) Sy ECA T S B B 1 R
PIp TNt VARCHAR(32) AR A VSR SRR, ATREME S BORTER Y 1
THESEXT R 0 Y 3 A ALY,
TP A VARCHAR(64) TS R A I IETE A RO AR P G A LA,
o A VARCHAR(128) LR A (IR XTSI E TABLE I HiZ RS %4 KA <
1),
AR A VARCHAR(32) B MU AR
] A (4
+ ADD_PROTECTED_COLUMN
+ ADD_COLUMN_PROTECTION
+ DROP_COLUMN_PROTECTION
+ ADD_ROW_PROTECTION
+ ADD_SECURITY_POLICY
+ ADD_ELEMENT
« ADD COMPONENT
+ USE GROUP AUTHORIZATIONS
+ IGNORE GROUP AUTHORIZATIONS
+ USE ROLE AUTHORIZATIONS
« IGNORE ROLE AUTHORIZATIONS
+ OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL
+ RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL
ZARHI A % VARCHAR(128) mE kA #fEE  ADD_COLUMN_PROTECTION &
DROP_COLUMN_PROTECTION, JII{ 4 3% & 52 5 i 14 51 4% .
G4 4 b VARCHAR(128) BAP B 27 F B b iR € VI 2 255
BRRTH %4 VARCHAR(128) 5 RITI L 25 1 51 4,
%S LNl VARCHAR(10) FOR | H T3 F & AN ETEGE IR A M S 5 briH, X EAE RS 55 H & —#5
BIT DATA ) SQLU_TID &5#4).
2 R # 45hRIR VARCHAR(30) FOR | #it 5 fF & RN EAEME R 2 RS 5 inil, XRE RN $E 5 HE— 0
BIT DATA {1 SQLP_GXID £ e i it 5 Bt .
% FALT PRI VARCHAR(255) B BF & 4 CURRENT CLIENT USERID % FH 27 /7 i {H.,
B P AR 2% VARCHAR(255) BT & R CURRENT CLIENT_WRKSTNNAME % J 2% {7421
{H.
KPP HEEF 458 | VARCHAR(255) il % 4] CURRENT CLIENT_APPLNAME % 27 /7 2114,
& P HLC K A4 R VARCHAR(255) HiTFF &4 CURRENT CLIENT_ACCTNG % 77 f7 4 1.
CIECES &4 VARCHAR(128) LIRS CE S T LIE N ol N g iRy i
HERFERR INTEGER ] HE A A 4

IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
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# 43. OBIMAINT HA{FRYH I iCRAT ) (4£)

AR #3 i
Ak 1 f 2 VARCHAR(128) I I TR AR 0 A

SECMAINT E#4mHEITEERE

FEE/RT SECMAINT FH 41 iic 45 2.

FEAH O R

timestamp=1998-06-24-11.57.45.188101;
category=SECMAINT;

audit event=GRANT;

event correlator=4;

event status=0;

database=F00;

userid=boss;

authid=B0SS;

application id=+*LOCAL.boss.980624155728;
application name=db2bp;

package schema=NULLID;

package name=SQLC28A1;

package section=0;

object schema=B0SS;

object name=T1;

object type=TABLE;

grantor=B0SS;

grantee=WORKER;

grantee type=USER;

privilege=SELECT;

# 44. SECMAINT HAFRGH T IEFAT &

AR & ik
inRLETE T CHAR(26) BT SRR H AR ],
25 CHAR(8) AR 2R, o RE M E R
SECMAINT
Wi FA VARCHAR(32) R T,
BRATREMLMFIE, S REE 207 5 1 85 {F 1 f SECMAINT
SN S
HMEE T INTEGER BRIV AR AR AR, AT TR AR RS w15 5 A4 2 A
*.
PR INTEGER T HAAIRES, B SQLCODE #iw, Hi
B EMSE > =0
KM EH <0
B PE 4475 CHAR(8) o H A BOZ S AR PR R, AR RS T, Bk
=N
AL VARCHAR(1024) B R AN P RR IR,
BARIN VARCHAR(128) B IR AR BRI,
JRIG T A SMALLINT B R AN TR S
PHIRAR T AT SMALLINT PRIAR 3 1 S
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# 44. SECMAINT FAFRGHHCEA G (%)

AR

%3

iR

I AR AR IR

VARCHAR(255)

VR R AR I IEAE A B R PR R,

P R PP 44 95

VARCHAR(1024)

BV 51 A I TEAE T B2 PR e 4.

R LN

VARCHAR(128)

S A AR N IEAE (8 A0 P AL

LIRS

VARCHAR(128)

TS A AR I TEAE B T AR e B A A4 K.

BFUTS

SMALLINT

VSRR AR I IEAE A R L S

X GA

VARCHAR(128)

Oy A RV SR R X R AL

WA X% HEAF Bl ACCESS_RULE, A M7 Br A & 5 MU S
L, LN A A PRI AR X G 7 B

A x4 M7 Bl SECURITY_LABEL, R4 TFEAL & §A %4
PR IR R BFR, LRI T W BRI EE X 5477 B,

X5

VARCHAR(128)

O H A PR T SR R A 255K

YR TN, ERRAEL
ADD_DEFAULT_ROLE, DROP_DEFAULT_ROLE,
ALTER_DEFAULT_ROLE, ADD_USER, DROP_USER,
ALTER_USER_ADD_ROLE, ALTER_USER_DROP_ROLE &
ALTER_USER_AUTHENTICATION,

X5 A7 By ACCESS_RULE,  HF 4 I Betd & #LIN i 4 7K.
5N S IR 119 ¢ 4 R 44 A7 B R R R A7 B,

RN} 52K E Byl SECURITY _LABEL, IPALFBHE &% trs
ZFR. OH TS 0242 G 1 B R S 02 B,

PIp TSt

VARCHAR(32)

D HAE TSRO R, ATRERIE A BRAERRED ¢
THESRA 2 1 A 8 B AR LE (.

LR R T — (I, E{E

ROLE: ADD_DEFAULT_ROLE, DROP_DEFAULT_ROLE,
ALTER_DEFAULT_ROLE, ADD_USER, DROP_USER,
ALTER_USER_ADD_ROLE, ALTER_USER_DROP_ROLE &
ALTER_USER_AUTHENTICATION,

=

BRE

VARCHAR(128)

RSB 1Y B2 AU S 5 AR .

Y pE

VARCHAR(128)

B T SRR AR R A BB AL E AR .

LA TIUE—ER, EFRRAE T4
ADD_DEFAULT_ROLE, DROP_DEFAULT_ROLE,
ALTER_DEFAULT_ROLE, ADD_USER, DROP_USER,
ALTER_USER_ADD_ROLE, ALTER_USER_DROP_ROLE &
ALTER_USER_AUTHENTICATION,

3=

(e e St

VARCHAR(32)

BB T SRR A B BE AL, Al B A E A

USER, GROUP, ROLE, AMBIGUOUS & TRUSTED_CONTEXT
CHE I T BIME — (R

ADD_DEFAULT_ROLE, DROP_DEFAULT_ROLE,
ALTER_DEFAULT_ROLE, ADD_USER, DROP_USER,
ALTER_USER_ADD_ROLE, ALTER_USER_DROP_ROLE
ALTER_USER_AUTHENTICATION ),
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# 44. SECMAINT FAFRGHCRA G (4)

AR & iR
R Al A R CHAR(18) FEREE T U I R A A PR 1 258, P RE Y L 4E:  RfEAR N
r ATRER SECMAINT FrAUsiA R A9 5156 o /Y 2 b g iR 2.,
L AUE— (8K, 1% % ROLE
MEMBERSHIP: ADD_DEFAULT _ROLE, DROP_DEFAULT_ROLE,
ALTER_DEFAULT _ROLE, ADD_USER, DROP_USER,
ALTER_USER_ADD_ROLE, ALTER_USER_DROP_ROLE
ALTER_USER_AUTHENTICATION,
P A VARCHAR(64) BV R AR N ETE AR 60 A hiAs
i EEST VARCHAR(32) F T G AR S T A 25,
Al RE R A
« READ
+ WRITE
« ALL
AR 22 4 SR T T R 2808, T RE 0
+ USE GROUP AUTHORIZATIONS
+ IGNORE GROUP AUTHORIZATIONS
+ USE ROLE AUTHORIZATIONS
+ IGNORE ROLE AUTHORIZATIONS
+ OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL
« RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL
AR B AR IR VARCHAR(128) LFZT Y FEAL N SETSESSIONUSER AU, X J2 VP E X & N
3G P BRI,
A H 55 R VARCHAR(10) FOR | # it & AN ELE T A 45 hRiR. XEIE NS HE -0
BIT DATA ] SQLU_TID %5#4.
EVGE iz VARCHAR(30) FOR | #itF L&A ELM TN 2 R/F5mR, XEERSFSHE - #0
BIT DATA 1) SQLP_GXID &4 (i dit 7 Bt
BAE LT VARCHAR(32) BRGERREL, FREM(E 245 USER,
B FPHUUH P ARIR VARCHAR(255) AT EF & 4EIF CURRENT CLIENT USERID % Jf 75 77 £ Y (8.
& POL AR, 447K VARCHAR(255) TS KR ERT CURRENT CLIENT_WRKSTNNAME % I 2F 42 24 1)
{H.
EPON HEEF4F8 | VARCHAR(255) it HE M &4 CURRENT CLIENT_APPLNAME 4 JH 2577 # (48
& P K 4 VARCHAR(255) Bt H A & 4 CURRENT CLIENT_ACCING % JT 25 1 23 114,
A BRSO VARCHAR(128) FRIN4 BT SE ADD_USER & DROP_USER [ A {5 R 3C /.
A5 EFSCAMIAE - | INTEGER HEL It HER ADD_USER, DROP_USER 9
ALTER_USER_AUTHENTICATION I} ] {5 b F 3 /2 ARV B
1 TEINIE
0 : AFEINE
g BT AR VARCHAR(128) Sl fE R0 a5 BN SCm 4 RR.
R R INTEGER N R ER 2R

IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
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£ 44. SECMAINT F G074 7 (45)

AR

%3

B
i

MR G

m /-

VARCHAR(128) T8 o W] R ) A

SECMAINT 43 AR

196 Hofi e e e tidgm

PLTFAIRE/R T A RER) SECMAINT Fr A s A f.
0x0000000000000001 Control Table

BT 00 AR B9 0T 2R SO P A 4 TR AL
0x0000000000000002 ALTER

B2 1 B Y Bl 3R B DY R AR,
0x0000000000000004 ALTER with GRANT

X VR TR — A REBUFH, %7 0 SRS Y 2 1% 3R 80T R AL
0x0000000000000008 DELETE TABLE

BT B SR B I B 2 SRR 1A F) R A
0x0000000000000010 DELETE TABLE with GRANT

XFF VR TR R, BT R SR 19 I BR 12 R R AL,
0x0000000000000020 Table Index

BT SRS B X R S TR,
0x0000000000000040 Table Index with GRANT

T ARV TR RG], BT R SRS %R TR,
0x0000000000000080 Table INSERT

B2 1 SR (4 0] 2 s P R AT R A AR AL,
0x0000000000000100 Table INSERT with GRANT

XFF VR TR R, BT A SO0 B 1% 3R EA T AR R AL,
0x0000000000000200 Table SELECT

P27 (1 SR B X R AT B R AL,
0x0000000000000400 Table SELECT with GRANT

T RVFR TR R, 45T 1 SR Y0 1% 3R AT e R A R AR
0x0000000000000800 Table UPDATE

B2 1 AR 1 KT % SRR P R A 5 A AL,
0x0000000000001000 Table UPDATE with GRANT

X VR TR R B IE], 4327 B SRR O 123 SO T E AT BB A R AR
0x0000000000002000 Table REFERENCE

P27 W SR B X R I T S R,
0x0000000000004000 Table REFERENCE with GRANT

T VR TR R, BT IS 1% R R T 5 AR AL,
0x0000000000020000 CREATEIN Schema

BT SUREE XL CREATEIN 74,

0x0000000000040000 CREATEIN Schema with GRANT
X ARVFETRBGBL, 87 08U %8201 CREATEIN #§4L,




0x0000000000080000 DROPIN Schema

BT [N SR I X B DROPIN F#AR,
0x0000000000100000 DROPIN Schema with GRANT

XF IR THRRUOR, 527 M SR BT XHZ AU DROPIN AR,
0x0000000000200000 ALTERIN Schema

BT I SR I X BE). ALTERIN F5AL
0x0000000000400000 ALTERIN Schema with GRANT

X F R TR, 8T A SR A2 A ALTERIN F7AL.
0x0000000000800000 DBADM Authority

T IS DBADM AR,

0x0000000001000000 CREATETAB Authority
BT IS Createtab AR,

0x0000000002000000 BINDADD Authority
TR BEE R Bindadd AUFR,
0x0000000004000000 CONNECT Authority
BTSSR CONNECT FUBR,
0x0000000008000000 Create not fenced Authority
BTSSR Create not fenced AR,

0x0000000010000000 Implicit Schema Authority
BT s s E Implicit Schema FLBR.
0x0000000020000000 Server PASSTHRU
B2 7 0O SRS B XTI R 55 2% CHK G B PR AR ) 6 %38 (Pass-Through )
THABFAL.
0x0000000040000000 ESTABLISH TRUSTED CONNECTION
OO T (5 42,
0x0000000100000000 Table Space USE
27 0 sl AR 1 7E 2 S [E) P A R A R AL,
0x0000000200000000 Table Space USE with GRANT
B2 7 (1 SRS 19 7E 3R 25 [B] TR B 2 0T A AT R AU AL R AL
0x0000000400000000 Column UPDATE
B2 7 W SR BOXT — R — A B AR B AT BT AR AL
0x0000000800000000 Column UPDATE with GRANT
T AR TR R, 527 S 1% R 1 — A s AR e S 31T 58
R,
0x0000001000000000 Column REFERENCE
BT 0 sl X — SR — A s AR AT 5 AR AL
0x0000002000000000 Column REFERENCE with GRANT
X VR TR, BT S %R0 — A s 2R s 5
RRAL.
0x0000004000000000 LOAD Authority
BT SEE1 LOAD FUR.
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0x0000008000000000 Package BIND
BT 0 s X R P LR BIND HRAL,
0x0000010000000000 Package BIND with GRANT
XF AR TR T, &7 xHZ 7 r BIND R,
0x0000020000000000 EXECUTE
7 0 SR M RR P (LB I FE ) EXECUTE $#AL,
0x0000040000000000 EXECUTE with GRANT
ST VR TR A AR A B AR, 2T A0 S G 6 1% AR A B AR 1Y
EXECUTE #5#Y,
0x0000080000000000 EXECUTE IN SCHEMA
B 1 sl B B B T BIAR R EXECUTE $RAL,
0x0000100000000000 EXECUTE IN SCHEMA with GRANT
DO R VR4 o O W B S T S T S e A O < R U D O B R I ]
EXECUTE 4547,
0x0000200000000000 EXECUTE IN TYPE
27 0 SRR i R S 2 e i A AR Y EXECUTE RF AL,
0x0000400000000000 EXECUTE IN TYPE with GRANT
T R T R AR ST R A IR, A% T 0 BN G R X B 4 R 1
EXECUTE 42,

0x000080000000000 CREATE EXTERNAL ROUTINE
7083441 CREATE EXTERNAL ROUTINE 4#4Y,

0x0001000000000000 QUIESCE_CONNECT
T RIS QUIESCE_CONNECT ##4X.
0x0004000000000000 SECADM Authority
BT a1 SECADM ALRR,
0x0008000000000000 USAGE Authority
BT S 0 FFA1H) USAGE F#AL,
0x0010000000000000 USAGE with GRANT Authority
XFF VR TR RS, 57 B SEREE A 1% 7 501 USAGE $FAL,
0x0020000000000000 WITH ADMIN Option
BT B SR RN A 459 WITH ADMIN Option,
0x0040000000000000 SETSESSIONUSER Privilege
BT a4 1 SETSESSIONUSER,
0x0080000000000000 Exemption
BT B SRR B SR BR AL
0x0100000000000000 Security label
BT SR B2 bR
0x0200000000000000 WRITE with GRANT
XF RV TR 2 R R, & 7RSS A% R &R
0x0400000000000000 Role Membership
BT B SRR 4 AR R A



0x0800000000000000 Role Membership with ADMIN Option

B B SR B9 A (R BER with ADMIN Option,
0x1000000000000000 READ

B2 1 s B0 1 B4 R R A,
0x2000000000000000 READ with GRANT

XFF AR TR 2 RS R, 5T 0SB R S EOL 2 /s B IR AL
0x4000000000000000 WRITE

BT B S 1B A 42 R AR AR AL,

SYSADMIN E=HRIEHITERH B

TEEBRT SYSADMIN FHAFRH 0T &,

FEAR O
timestamp=1998-06-24-11.54.04.129923;
category=SYSADMIN;

audit event=DB2AUDIT;
event correlator=1;

event status=0;

userid=boss;authid=B0SS;
application id=+*LOCAL.boss.980624155404;
application name=db2audit;

# 45. SYSADMIN FA{Fi]# i1 iCR A )

AR &3 iR
A A e CHAR(26) BV EAY H SRTE
2557 CHAR(S) I HAM A, ATREM(E 15
SYSADMIN
Wi F A VARCHAR(32) FEE M E TS,
TR FIZE, ESMES 207 TUHY 1 B34 ) P SYSADMIN
NI
HIFA R T INTEGER IEFEH T IR A AR, ] FORARTRIRLE 8 110 5% 5 B A S 1A
x,
HRE INTEGER IR, B SQLCODE #i, Hrh
M FES > =0
RIKWFHSF < 0
AE L CHAR(8) A O SRR BAR T A AR, IR T RSB T AR, Ak
=]
P ARR VARCHAR(1024) B S AE R AR AR,
BRBRIR VARCHAR(128) BT S A R B2 AR IR,
G 52 SMALLINT H G R AR e T NS
PIIRAR P S SMALLINT PIRAR 3 1 S
N AR FFARIR VARCHAR(255) BV & AR i A A S TR AR,
NIRRT 275 VARCHAR(1024) BT AR R AR A R 4.
ISR S VARCHAR(128) BT R AR IETEE R r B,
AR R VARCHAR(128) BT AR R AR R R R AL AR,
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# 45. SYSADMIN FHAFRY AL RA 7 (£5)

AR &= iR
BFEaTe SMALLINT BT SR R AR IEAE M AR T TS,
(ISR TNTTRIS VARCHAR(64) HE R R A I IEAE A A A L AR,
A HF 55 HRIR VARCHAR(10) FOR | fF S kAW IETEAE ] A 3 54710, XORAPE RS %5 H & — &840
BIT DATA i SQLU_TID #i#y,
NCE % il VARCHAR(30) FOR|# it kAR EEMTN 2 REHSRIR, X EENFSHE 55
BIT DATA 1) SQLP_GXID &1 i 5 2 Bt
& FHUH P FRR VARCHAR(255) it 3 F &£ CURRENT CLIENT USERID % 277 2efi (i,
K PHL AR 24 VARCHAR(255) Bt #HF &£ CURRENT CLIENT_WRKSTNNAME % JT 25 £ 4411
{H.
B PHLY HFEF 458 | VARCHAR(255) il k% 4R CURRENT CLIENT_APPLNAME % 27 /7 2114,
&P HLIEIK 4T H VARCHAR(255) FiFF & 4T CURRENT CLIENT_ACCTNG * 75 f£45 M 1H.
alfE BT S AR VARCHAR(128) SalFE I Al E BT S 448K,
G IR INTEGER A e M f 45
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
EL QiU ERE) VARCHAR(128) BRI K ERCE: 32 iUy R

VALIDATE E4MEHEITIERHE
T#E/RT VALIDATE FHARH T IE 548 2L,

FEAH O R

timestamp=2007-05-07-10.30.51.585626;

category=VALIDATE;

audit event=AUTHENTICATION;

event correlator=1;

event status=0;
userid=newton;
authid=NEWTON;

execution id=gstager;

application id=+LOCAL.gstager.070507143051;
application name=db2bp;

auth type=SERVER;

plugin name=IBMOSauthserver;

£ 46. VALIDATE FA{FH# 10 745 )&

AR %X i
I e i ic CHAR(26) VTSR H A A
eS| CHAR(8) FF SRR, AT REAY (E R A5
VALIDATE
WS VARCHAR(32) FEE B S
AT RE A fE AL

GET_GROUPS, GET_USERID, AUTHENTICATE_PASSWORD,
VALIDATE_USER, AUTHENTICATION F
GET_USERMAPPING_FROM_PLUGIN,
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¢ 46. VALIDATE FH{FRI#H I I07 G (4E)

B B=X Ei::puy

HAR T INTEGER IETER VAR AR AR, T HRAR R SE 8 10 7 5 S F AR
x.

RS INTEGER B HFAIRA, H SQLCODE %Rk, Hrf

WU EAE > =0
R FE < 0

B P 24 R CHAR(8) N HAE B AR R R AR, R B RSB GOH TEEAE, IRAk
ZH,

AP ARIR VARCHAR(1024) HT SR A 0 P AR

FARIA VARCHAR(128) HT SR A B RUR IR,

HUTFRR VARCHAR(1024) BB & AR I TEAE A A A PATAR IR,

JE IR i SMALLINT W SRR AR TR T A

PhIEAR T A SMALLINT PIRIAR 3 1 S

I FHFE A IR VARCHAR(255) VTSR R A B IE AR N AR T AR s,

SIS A VARCHAR(1024) FVE SR AR I AR T R AR P 44,

PNTET VARCHAR(32) FVE S R AR AT 282,

e P A VARCHAR(128) BIVE S R A I A AR R A A

LSRR VARCHAR(128) BV SRR AR I IE AR AR 7 L A £4 7K.

FEFF AL 15 SMALLINT BV SR R A I IE AR R L T,

TP A VARCHAR (64) BTG R AR I IEAE A AR 7 6 A R

{1 4% VARCHAR(32) VS A I LA 4 1 14 24

A Hi 35 55 BR R VARCHAR(10) FOR | f T3 F & AN ETE M A A M S 5 bRiH, X EE NS5 H & —#5

BIT DATA ) SQLU_TID &h#4),
2 R #E5 R VARCHAR(30) FOR |# it fF &N EAEME B2 RS 5 inil, XEE NS5 HE— 0
BIT DATA ] SQLP_GXID £ i1 i 5 Bt .

& FALT PR VARCHAR(255) B BF & 4 CURRENT CLIENT USERID % 27 /7 .,

B P LA 25 VARCHAR(255) Wil E % 2P CURRENT CLIENT_WRKSTNNAME % 25 47 #4119
fH.

ALY TP &Pk | VARCHAR(255) il % 4] CURRENT CLIENT_APPLNAME % H 25 /7 2 (114,

& ALK 45 VARCHAR(255) HIF G K4 CURRENT CLIENT_ACCTNG % 27 #7451,

CIEER ' &4 VARCHAR(128) S AE G n] 5 B SC 44 FR.

B AR INTEGER A RE A1 B4
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

U PRl VARCHAR(128) R ATE B SCARAR I L 44 FR.

CONTEXT SE#RHEITIERME

THRE/RT CONTEXT HHFAYRTIHCRA A,

FEAH R
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timestamp=1998-06-24-08.42.41.476840;

category=CONTEXT;

audit event=EXECUTE_IMMEDIATE;

event correlator=3;
database=F00;
userid=boss;
authid=B0SS;
application id=+LOCAL.

newton.980624124210;

application name=testapp;

package schema=NULLID;
package name=SQLC28A1;
package section=203;

text=create table audi

K 47. CONTEXT HA{FRH il %A )

t(cl char(10), c2 integer);

AR 520 iR

i ] i CHAR(26) BV H A ),

el CHAR(8) FOT ORI, nTRE A 45

CONTEXT

CiRag: 2t VARCHAR(32) A T A,
AR MFIE, HSRE 207 T 5 B30 P CONTEXT 2
RS,

FAEH L F INTEGER IEAEH VT IR A AR, AT ARAR RIS A F A
x.

B B AR CHAR(8) A OZF A B R AR, IR TR S BIRE EEAE, BAk
ZH.

MR VARCHAR(1024) BV LA B AR,
MV SWITCH_USER, L7 B #m U040 2 19 P ARif.

BRARIR VARCHAR(128) TV & A I BB AR,
T8 SWITCH_USER [, M BFR R 2 AR,

B SMALLINT BT SRR AN TR T S

AR A SMALLINT PR AT A

I AR bR iR VARCHAR(255) BV R A I IEAE A 5 AR P Amif.

N AR PP 24 75 VARCHAR(1024) VTS R A I IE A A B R 44,

(NS VARCHAR(128) FVE S R AR B IR AR TR A A X,

A 25 VARCHAR(128) HVT A R AR I IEAE A R 1 AR,

Brans SMALLINT FVE S R AR IEAE R B iy,

1B SUA CLOB(8M) SQL 5 XQuery EAMHYICA (WIEEH ). @R SQL m XQuery 1
A SCARANAT L, B4h NULL,

FEIR RN TN VARCHAR(64) AV R A B IR AR TR 7 A R A,

Al 4 55 B iR VARCHAR(10) FOR | # it & AN ELE M A F 5 miR, X EERNFS HE -0

BIT DATA ] SQLU_TID %#4.
2 RESFRR VARCHAR(30) FOR | it $r & AR ELAM AN 2 RFEHFmR, XEENFSHE - F5
BIT DATA 19 SQLP_GXID &4+ (1 i Bt

& PHUHFARIR VARCHAR(255) FiFF & 4T CURRENT CLIENT USERID % JaF A4 iY1E.

& PR TAEE 4 FR VARCHAR(255) TS K ERT CURRENT CLIENT_WRKSTNNAME % 2042 2419
fH.
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7¢47. CONTEXT H{FRI#HIHICF /G (4E)

AR 183X iR
BN FEF 2R | VARCHAR(255) TS % 2ERf CURRENT CLIENT_APPLNAME % {25 fE RS {4,
FPHLCIK 4 VARCHAR(255) B F kAl CURRENT CLIENT_ACCTNG & & 1748 MHE.,
g BT SR VARCHAR(128) S5 B AT {5 B S AR,
R E AR INTEGER CINTEiORERDE RS

IMPLICIT_TRUSTED CONNECTION

EXPLICIT_TRUSTED CONNECTION
AN T VARCHAR(128) T W] AR T A

EXECUTE EHRIHEITIEE/RE

TEMER TYE N EXECUTE 2858 —F04r H i1 1 T F B,
FEAHITC 5%

i SHAME I EAARR, EAERME ST HEN, EXECUTE KB REs EnRE
TR — A FAF, 5B — F0 R R S, I A H Y T STATE-
MENT, HARTHASHERCSR £ R, 403805117, FALEMNNHEHNEE
FHEF DATA, DREHAEFHITHEN, F—F£ids, BERiEfAEAREZA 5
H. DATA XHEF H i IAE R,

timestamp=2006-04-10-13.20.51.029203;
category=EXECUTE;
audit event=STATEMENT;
event correlator=1;
event status=0;
database=SAMPLE;
userid=smith;
authid=SMITH;
session authid=SMITH;
application id=+«LOCAL.prodrig.060410172044;
application name=myapp;
package schema=NULLID;
package name=SQLC2FO0A;
package section=201;
uow id=2;
activity id=3;
statement invocation id=0;
statement nesting level=0;
statement text=SELECT * FROM DEPARTMENT WHERE DEPTNO = ? AND DEPTNAME = ?;
statement isolation Tevel=CS;
compilation environment=
isolation Tevel=CS
query optimization=5
min_dec_div_3=NO
degree=1
sqlrules=DB2
refresh age=+00000000000000.000000
schema=SMITH
maintained table type=SYSTEM
resolution timestamp=2006-06-29-20.32.13.000000
federated asynchrony=0;
value index=0;
value type=CHAR;
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value data=C01;

value index=1;

value type=VARCHAR;

value index=INFORMATION CENTER;

# 48. EXECUTE H 1R i iC7 A oy

AR &3k iR

B (]380 CHAR(26) FF SRR H A e

el CHAR(8) I H AR, TRERE R
$%: EXECUTE,

i FAF VARCHAR(32) i M ETE
XA AI%, W2 E]
Ro7 vy v WA |k
EXECUTE 25315643,

FHAFAH R T INTEGER WEAE T G R A A AR e ARiR,
A AR IR RS F il S
A FAFAR S,

R INTEGER FITEGWRE, H
SQLCODE #JRr, HAF IR
HM > =0, KRMWEHS <
0,

Bds E A4 R CHAR(8) Sk H AR A T A 0 BT R Y 44
FR. 0 e se ol g ik
, 2K =l

AP ARiR VARCHAR(1024) BTSRRI R P AR,

BAFRIN VARCHAR(128) BT S A I I ) 4 BUbr
M,

SRR BRIR VARCHAR(128) B & AR 2 3 AR
M,

JFIRTT R SMALLINT B VE 3 & A BT A Y Y R
.

R SMALLINT PIVRAR 1 ST S

N FARIR VARCHAR(255) BT S AR I I AR R R
FARE RN,

N AR F 4 R VARCHAR(1024) VT ZE 1 2B I TE A 0 R A
P 4.

&AL P ARS VARCHAR(255) Wi KA CURRENT
CLIENT USERID % 257758
iEE

& FHLICIK AT VARCHAR(255) WS % 4T CURRENT
CLIENT_ACCTNG % & s
HIMA.

B PHL T AR 44 VARCHAR(255) BT E K 42 F CURRENT
CLIENT WRKSTNNAME % ffi
AT,

FPHLY AT 2R VARCHAR(255) HITH A AR CURRENT
CLIENT _APPLNAME % & 7F
A E.




7¢48. EXECUTE H{FHI#H Il 7 (4E)

AR &K iR

g BT SCAR VARCHAR(128) Sl EE S LM F LR
1) £ FK.

R E AR INTEGER A fig M G35
IMPLICIT_TRUSTED_
CONNECTION #i
EXPLICIT TRUSTED_
CONNECTION,

AN T VARCHAR(128) TH W] AR ) A

FEIR DR S VARCHAR(128) HVF A & A IE AR A
PRI,

LI QLA VARCHAR(128) B R AR IE A R
AL A FR.

PR AT SMALLINT B g R AR I I AR A T A AR
FAFRTS,

7 A VARCHAR(164) BF R AR IE AR A
JP AL RRAS.,

AL S ARIH VARCHAR(10) FOR BIT| & 34 & A W 1F 76 06 T 1Y A

DATA M5 R, XRE RS H

F—EB4Y SQLU_TID 4514,

EDER Nl VARCHAR(30) FOR BIT | #1354 & LR IEAEM# K42

DATA

Fig AR, XA H
B —#BsTHY SQLP_GXID £y
B R 7 B

UOW #5iR

BIGINT

P B TAEFOLAR N, I
{EAE A TAR HLOT R B AR
PRI SEE — 9,

G RN

BIGINT

AT N Y E — T ShmiR.

R AR IR

BIGINT

61T SQL A MY BIAE IR AR
L AR R E 4 AR E 2
PEATH GIRE R A K, X st i
PG AE B R PP o 1 30
W UEAT Y. AT RUH TR 5
VR R B ) — R
—HRIRERE SQL A .

BIGINT

1B 4TI A A R i B B I
gl B IR E PO R — A
A7 fiff i B 0 P SCRY oA

(UDF) {9 gk I3 .
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7¢48. EXECUTE H{FHI#HIHIC R/ (4E)

AR

%3

iR

(CEIESI

VARCHAR(32)

St

AT AR A (A B
+ READ_DML
+ WRITE_DML
- DDL

+ CALL
 NONE

AR

CLOB(8M)

SQL 1 XQuery i) fy A
(QUESTH DA

QIS

CHAR(8)

IBAT B A X 1% A R B
B,

T RE A E B 45

* NONE (A48 7E W #450)
* UR (RSB

« CS (¥batasEtt)

* RS ()

* RR (A[E&EE)

BLOB(8K)

ZiiF SQL IE A FHI 4 A
B, WAL ZAEN
COMPILATION_ENV R
A, s{EVEHN SET COMPI-
LATION ENVIRONMENT SQL
BRI

LB G

INTEGER

WEH T IR,

N HCH T AT R

o TEMIBR SR 5 5 AT
4R

o QR T Y i A Ak
fy SQL i#H)

MR T4 A SQL 5], AR
LERE I TR A X FR AT
B EH, fEREERT, 1
RN, HEBRAS 4
TEE, RN AR RIEE.
BEEAMY T SQLCA
sqlerrd(5) F.

iR [ AT 5K

BIGINT

AR (] AT
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7¢48. EXECUTE H{FHI#H Il 7 (4E)

AR %3

iR

PRAT bR IR

BIGINT

BTV RIS X% A A R
E=R TR A UE R R L)
SAVEPOINT,
RELEASE_SAVEPOINT
ROLLBACK_SAVEPOINT,
WA PRAT RAR IR IY B IEAE
B R E R B R AT A

HAEHRG

INTEGER

SQL /) (i Y i A 2 5hm
AR,

0 (2670

CHAR(16)

5 SQL ) I A e fE S
74T B KR, A RE A (7R B
4 INTEGER 3 CHAR,

G IRV €T

CLOB(128K)

SQL &M BRI 1 F4F #f 3R
7~. LOB, LONG, XML fi&;
M ER S HORFETE. H B,

o T 0 B 1] 3830 7 B il sk i

ISO ## 3L,

et

XEF RG], B G S al QR B TR,

AUDIT ZE5RIEH

ALTER_AUDIT_POLICY
ARCHIVE

AUDIT_REMOVE

AUDIT_REPLACE

AUDIT_USING

CONFIGURE

CREATE_AUDIT_POLICY

DB2AUD

DROP_AUDIT_POLICY

EXTRACT

FLUSH

LIST_LOGS

PRUNE (TEMUA 9.5 FIHH &y htAs opOR AR G ).
START

STOP

UPDATE_DBM_CFG
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CHECKING FI89E4
* CHECKING_FUNCTION

¢ CHECKING_MEMBERSHIP_IN_ROLES

* CHECKING_OBIJECT
* CHECKING_TRANSFER

CONTEXT £3589 4

7 49. CONTEXT K395 14

CONNECT

CONNECT_RESET

ATTACH

DETACH

DARI_START

DARI_STOP

BACKUP_DB

RESTORE_DB
ROLLFORWARD_DB
OPEN_TABLESPACE_QUERY
FETCH_TABLESPACE
CLOSE_TABLESPACE_QUERY
OPEN_CONTAINER_QUERY
CLOSE_CONTAINER_QUERY
FETCH_CONTAINER_QUERY
SET_TABLESPACE_CONTAINERS
GET_TABLESPACE_STATISTIC
READ_ASYNC_LOG_RECORD
QUIESCE_TABLESPACE
LOAD_TABLE
UNLOAD_TABLE
UPDATE_RECOVERY_HISTORY
PRUNE_RECOVERY_HISTORY
SINGLE_TABLESPACE_QUERY
LOAD_MSG_FILE
UNQUIESCE_TABLESPACE
ENABLE_MULTIPAGE
DESCRIBE_DATABASE
DROP_DATABASE
CREATE_DATABASE
ADD_NODE
FORCE_APPLICATION

EXECUTE XFIHEH

SET_APPL_PRIORITY
RESET_DB_CFG
GET_DB_CFG
GET_DFLT_CFG
UPDATE_DBM_CFG
SET_MONITOR
GET_SNAPSHOT
ESTIMATE_SNAPSHOT_SIZE
RESET_MONITOR
OPEN_HISTORY_FILE
CLOSE_HISTORY_FILE
FETCH_HISTORY_FILE
SET_RUNTIME_DEGREE
UPDATE_AUDIT
DBM_CFG_OPERATION
DISCOVER
OPEN_CURSOR
CLOSE_CURSOR
FETCH_CURSOR
EXECUTE
EXECUTE_IMMEDIATE
PREPAREDESCRIBE
BIND
REBIND
RUNSTATS REORG
REDISTRIBUTE
COMMIT
ROLLBACK
REQUEST_ROLLBACK
IMPLICIT_REBIND
EXTERNAL_CANCEL
SWITCH_USER

¢ COMMIT #47 COMMIT 4]

« CONNECT & 7 ¥ % 1%

« CONNECT RESET % || ${# J28 % 42
o DATA B 348 B ol S Bbric B
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PEE AR xR AR R R R R S HARICEA,

HdH,
GLOBAL COMMIT 7E4: Jay 545 AT 52
GLOBAL ROLLBACK 7E4: J& 54 N #4710 &

B R B E S IR

RELEASE SAVEPOINT #ifT RELEASE SAVEPOINT if %]

ROLLBACK #47 ROLLBACK i)
SAVEPOINT #47 SAVEPOINT 1% %]
STATEMENT #f7 SQL %]
SWITCH USER 7 7] {5 & 45 N Y14 I -

OBJMAINT B =EH

ALTER_OBJECT ({324 ¢ A5 32 {97 i) Fe i A A2 A )
CREATE_OBJECT

DROP_OBJECT

RENAME_OBJECT

SECMAINT ZFEH

ADD_DEFAULT_ROLE
ADD_USER
ALTER_DEFAULT_ROLE
ALTER SECURITY POLICY
ALTER_USER_ADD_ROLE
ALTER_USER_AUTHENTICATION
ALTER_USER_DROP_ROLE
DROP_DEFAULT_ROLE
DROP_USER

GRANT

IMPLICIT_GRANT
IMPLICIT_REVOKE
REVOKE
SET_SESSION_USER
TRANSFER_OWNERSHIP
UPDATE_DBM_CFG
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SYSADMIN ZEHIEEH

7 50. SYSADMIN 25 31|19 3 {F

START_DB2

STOP_DB2
CREATE_DATABASE
ALTER_DATABASE
DROP_DATABASE
UPDATE_DBM_CFG
UPDATE_DB_CFG
CREATE_TABLESPACE
DROP_TABLESPACE
ALTER_TABLESPACE
RENAME_TABLESPACE
CREATE_NODEGROUP
DROP_NODEGROUP
ALTER_NODEGROUP
CREATE_BUFFERPOOL
DROP_BUFFERPOOL
ALTER_BUFFERPOOL
CREATE_EVENT_MONITOR
DROP_EVENT_MONITOR
ENABLE_MULTIPAGE
MIGRATE_DB_DIR
DB2TRC

DB2SET

ACTIVATE_DB
ADD_NODE
BACKUP_DB
CATALOG_NODE
CATALOG_DB
CATALOG_DCS_DB
CHANGE_DB_COMMENT
DEACTIVATE_DB
DROP_NODE_VERIFY
FORCE_APPLICATION
GET_SNAPSHOT

LIST_DRDA_INDOUBT_TRANSACTIONS

MIGRATE_DB
RESET_ADMIN_CFG
RESET_DB_CFG
RESET_DBM_CFG
RESET_MONITOR
RESTORE_DB

ROLLFORWARD_DB
SET_RUNTIME_DEGREE
SET_TABLESPACE_CONTAINERS
UNCATALOG_DB
UNCATALOG_DCS_DB
UNCATALOG_NODE
UPDATE_ADMIN_CFG
UPDATE_MON_SWITCHES
LOAD_TABLE

DB2AUDIT
SET_APPL_PRIORITY
CREATE_DB_AT_NODE
KILLDBM
MIGRATE_SYSTEM_DIRECTORY
DB2REMOT

DB2AUD
MERGE_DBM_CONFIG_FILE
UPDATE_CLI_CONFIGURATION
OPEN_TABLESPACE_QUERY
SINGLE_TABLESPACE_QUERY
CLOSE_TABLESPACE_QUERY
FETCH_TABLESPACE
OPEN_CONTAINER_QUERY
FETCH_CONTAINER_QUERY
CLOSE_CONTAINER_QUERY
GET_TABLESPACE_STATISTICS
DESCRIBE_DATABASE
ESTIMATE_SNAPSHOT_SIZE
READ_ASYNC_LOG_RECORD
PRUNE_RECOVERY_HISTORY
UPDATE_RECOVERY_HISTORY
QUIESCE_TABLESPACE
UNLOAD_TABLE
UPDATE_DATABASE_VERSION
CREATE_INSTANCE
DELETE_INSTANCE
SET_EVENT_MONITOR
GRANT_DBADM
REVOKE_DBADM
GRANT_DB_AUTHORITIES
REVOKE_DB_AUTHORITIES
REDISTRIBUTE_NODEGROUP

VALIDATE ZE3IHE4

+ AUTHENTICATE

¢ CHECK_GROUP_MEMBERSHIP ( fERA 9.5 FIH & iAo A4 )
+ GET_USERMAPPING_FROM_PLUGIN
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* GET_GROUPS (fEMiAS 9.5 FIHH & f A A A L)
» GET_USERID (fEJfi7 9.5 FIHE & A rh A4 )
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% 10 E EFHERFREREN

BAE RGP Mt L 2 VRN RERROE, AT LURE I E T IR SCRe ROl R 223 i 22 e 1

DB2 #1 Windows Z £t

Windows it i 45 HME — B9 2 0% 5| & P ALRIIR 5 AR 9 4L 45, HAE SRR %4
Vil A" (SAM) RJSA K Bl e, P ay s — it R PUR sl g, i
il 8 B 7 s AR PR A DT

o ) e 7 PR P e S P v A A B R VIR Sk S L X R, #B
A =D R REE (PDC), Telih, &0 DUA & 54z il d: (BDC) ,
BB 32 3l ) g B Sl g8 N AT AR ik P S R SR A Win-
dows Security Account Manager (SAM) Hdli FEfEIA, %% PDC F#Y 3 EIAS & 1
Al 4.

St AR e b ORI P AR RURIE it m] DA [ S8

i¥: CONNECT ififyfll ATTACH iy % 33 M b ALY Rl 5 SAM A HY
F PRI A R A T e — S RE N “Domain\User” [ £ 7%, HE KK ER 15 A4,
X224 Windows i 55 #wif B BE B AR, W] ISR AR T AN 4

o FEFTHECR B T i A

o TEE R AR A O b8 il A

o FEC HI AR ST R 55 A

T B ) 2 B MR A5 O T i

P AT RE BB SRA AL A, o 4 7E Windows I Hh 2 HLARINE, P AT RE LR S
B, BOAUEA, DB2 HIRAEAMILAR, SRE R Y AT B g, e R
PR A AR A — e nl 5 4,

2 TR Nl AT Y, B DB2 SRR B 45 4R AGE. 1T E AR R
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JLip—
=| kR Eat | KA | = ARG
i | “Dc1” | , [i) “TDC2”
? A
B F
o1
v
g # UL Bl
lvan NTR i
*
Bl B ok
v v
=i| windows |
i—| Mg “servr” | E “ﬁiﬂ”
GT—ﬁ%ﬁﬁ* r>

& 5. i H Windows 1 BY3A 1iF

BENMEA — e EdEE, W2t E” (SAM), DC1 ZhfEfkle, H
HEIE TR L Ivan Al DB2 HR%5#% Servr, TDC2 J& DCI M —Ar{EH, &1l
Abdul & TDC2 Ay H) — R .

INERZE
BEHRSFINERNAE (Windows )
1. Abdul %35 TDC2 B (HI, ©FF TDC2 SAM %dk/Erh 2 aliH 56y ).
2. Abdul #Rj55 —1 DB2 /i s:, PSR4 H I T SRV3 L

db2 connect to remotedb user Abdul using fredpw

3. SRV3 #E %] Abdul WL E, MTAKILEER APL §o@RAMLEG
(SRV3) , SIFHREELER G (DC1) , FEZHEREMAEE, £ TDC2 £
B4 Abdul, B9 50 B 7 ANALEY) AN RS ],

4. K5 SRV3:
a. £ TDC2 LI&E 7 2 F%H,
b. LA TDC2 3k T Abdul J& 7528 5,
c. JEiLifIM] TDC2 k326 fiif Abdul (4.

BEEZANGNEF Windows Z AN AZER
1. % Dale B3t SRV3, FRREEc ST DE B k7 P

db2 update dbm cfg using authentication client
db2stop
db2start
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2. Ivan 7 Windows & F'HL E& 5% DC1 & (B, fhife DC1 SAM 3R Ed 2 ml iR 5
7).
3. Ivan X555 —1> DB2 il ks, ZHAEE¥ 9 E M T SRV3 L

DB2 CONNECT to remotedb user Ivan using johnpw

4. Tvan MIMLARIGIE P MRS, T AERILE R APT H R RAMLE (Tvan) |
AR E 4 (DC1) , FfaZEREMa{F, /£ DC1 L3&E M 4

Ivan,
5. SRJG, Ivan HIPLES T DC1 SEEGIE 2 44 f5 65,
6. K5 SRV3:

a. MR A] Ivan MUNLE,
b. JEidifiA] DC1 Sk Tf# Ivan 2 A2,
c. JEILIME DC1 RKFNZEFA Ivan (4.

i fEliE R DB2 Bl E T, AT R DB2 waeliss. “EeMREIRAERN
Windows ZERE [ —FBr LT, ARG 4036 DB2 ¥ B M A Windows IlR%, (B2
EASHNES. EH3“DB2 Z4a ks, ik A NET START DB2NTSECSERVER fir4,

M FHEMLZFEF (£ Windows )
DB2 ¥l E R % X R,

LR, LA RAUEE A4S, 2 DB2 Bl A B BCE R A
Prig& @ pr A 4int, EWsn i A A (T - e R4d, mizem
A G — A B ADA AL R ),

AJALE AT fE A9 7 5 P 4 SR L
o IRTEARHA R, WO BEA A TV AT A,
o GRRTERET S b, AU I 4 R B T VR R AL

Windows _t#j DB2 FFIAIE

ARZTEZRS (Windows )

A — 4R T Windows FREEAYRFRYE. B AHE HHL DB2 X4y 24 ML 5 T,

* Windows TP AARG KNG, (HE, X5 KNE,

« MPBRAZTERSFA S/ NEFRMAE, (B2, 47 DB2 Hdl e i T,
ARSI A K EFRF, i, R EEEE 8@ % schemal.tablel, A4
H#&AE# SCHEMALTABLE] fAE7E8dE e, (IR ESHEMN/NEN 24, T4
A AT g K i A IR S BAELES 5, Sl %S =J7 ODBC i T.H., )

« MPARRET 64 A4DlE,

« DB2 H M LR A FasE, B, FEn(E s s T, MR SRR P
M PRI AE Z AP AEAE ST IR 55 2R 1A SAM F 55 — S A7 A,

Windows _FRIZRFNA FIAIE

TE Windows I, b FHFR b H P& #E R Windows 45 T HAIH H ik ok e X
R, s HAK P (SRR ARG ) Mk P — A4
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A feiF Windows B B O [F] IS AS BRIV AR T 4L A A9 454 FELPY i S e 43 47 4

P SRS — R, dURAEZ 2T B (SAM) B 7 g SO ZE 4

.

A PIRRE R A 24

o ALl Asgln] DU RS AEAR K S A P R R R T T R A A A B
ARG -, IC2AMAIRRT RIS Windows b i sk o FfIZH,  Qnif A i 2
FE ARG ERIRERY, HRAERRE TIZ TARR.

« RRH. 2RERAETEERS L, HASEN SAM BdiE R A ke, B
ERARUSERL LRI E s Bk EAREE ST AL AL 5.
AR R 4L E O A0 AR 55 24 A AR ik DL OR] A5 el i A 4 R 4L

Windows _FHig 2z BIRI{EHI X F
1350155 Z 2 P A S 2 A 0 BRI £ e s PRS2 A 11 45 606 2R o Ve s S P i
PR AR S P 4 SR

FE M 5 B DL AT A5 ok P R 22 DR A P P A 4 SR 4L AR A AT AL, i Aok
FRal 1o P A~ 2 A £ RS B B TR R 4K R A L

T R AR A A Jak:

o fEMUE. REEEUS — ARG E TR,

o Al BREANER (fEW) 5 — e ),

R R RAT AL B, X R R T AL A S 2 [R5 A T ) bl 57 AR R &R
i, FA I AT EAS — R S Al k.

DB2 ¥iEEZ%F Windows Z£RE
fE DB2 MURIERG R, B 4RSI E S R E“DB2 R H i 8 h,

R E P ULSECE T CLIENT DAUEAY AR 55 dn I A BOR <2 22 ij 557,

& LA Fnig = £ HATIAE ( Windows )
PR SRR LT, DB2 ¥yt i 250 7 148 o A M 4 5 4 SR 41,

AN A R AE A 4 JR A R R AU SO, BOE A D E SO AR i A R BT Y &
Jry 2R BB A SRS, IR0 P R L A A

DB2 Bfli 4 B S8 T 112 2
o Al

s &Rl

o VENAHLA B Y 2 R

DB2 $id e 48 BEARE F T P A7 1 e e MR PR M A sl 2 Jml, i T P X
SO R 1, DB2 R R RGO T —ME S, JCie Pk P AL B AN, PSR IAE
ZAE T DB2 BEERAH Windows HR45# FAHCZEA, vl UG T %44 Sk IH RS I
Vi
- XFeRkE:

db2set -g DB2_GRP_LOOKUP=1ocal



- Ml
db2set -i <instance_name> DB2_GRP_LOOKUP=Tocal

KA 25, Wk DB2 K FEsedl, RIERe A e E A sk, A

Jo, QA 20 J-H ik 54 R A A TE A Al
EEFEREMNTE DB2 ME M EE R, WA

db2set -all

sk DB2_GRP_LOOKUP HEE S F MR &% B R local, 4 DB2 %ufl & Hazi
TEARMMLER BRI A, R KRR % P AR o 4 R dl iy ot dMezé
BAERE SR, DB2 AReZd e 15 5 — Vias b alire s il o8 bMes 1z H i 4.,

AR E DB2_GRP_LOOKUP MEE ikt &2s &, 4:
1. DB2 ¥R E RS H fes il Em — Wl as AR,

2. R P AR DAl g e W, IR 2 RhAs gy AOAE L .

3. GRDIARH R AREZH P, B4 DB2 i R 275 B Mk A iz
&, SRIGTET {5 B A 4R,

U2k DB2 Kufl R B AE A D W U5 e s ) i s O I a0 AL & s AT,
2E RE G PRENAL ) A] 7 0 B A A R A SRR Y S R R AT e A o O e
o F IO 22 B OO E Il g il e 1A REA A1,

IR DB2 Bl PR B B AR il A LAs AT, BARK
db2set -g DB2_GRP_LOOKUP=DOMAIN

B4 i UF DB2 Kol 4 AR G0 A O A0 Ao Jalep ol 48 oA 2 e 7 Jal m Jolep ol 45
R, BRI, 24 DB2 Hdle i A BB P TR AR x AP LRI, B 2R IR AR
G OB AR RIS, AR AR x ARERIRS. AR e S B g il
MBI, HHIZ AR EIAIE1T DB2 BUREMNLE. o7 kAa A A

12 e AN PP, R R A A .
2. BB G B AT ICAR A B, R PR A S

1 AEHFRIESIREITINE

AT b e BT 2205 SO P BRI, T A A R 2 AT D A 4

S b A B0 PR PR AT R R R kb 55— 9 PR ST
&ﬁ?ﬂﬁﬁﬁ,ﬂ%@ﬁ@%m.

o DESA AR PR A BT AR R B i 2 P

o AiFEAR, DUEAURALE T ARG,

- KUEHH.

o PR ZE

T S S b o R 2 A P P B A AR R P BRI S DR R, P db2set T Fs R

DB2DOMAINLIST & XA HEFIESEE. BT, HiE Sy a8 e, A
TE A FTES, A 8 2 A I 1 ) T 2 ) o

U 2R A UE IR 51 2 T i B A P AR IR DL ], IR A A J0EE i 440X 48 i P AR

1/\0
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BRI Fan, R R ECR SR, IR R RE

EH.

FE AOYEOE RS A B i B T CLIENT AJERT, DB2DOMAINLIST /i #E408 &
AH#, WHE Windows P T EMN Windows FMHHSHFFR, HAHTFE

DB2DOMAINLIST i} 3245 .

DB2DOMAINLIST 32 H- 46 A DB2 iz 55 4% 32 FF,

HZ, WREFFULAR S8 ANM T Windows B, 8206 A 2 i il 6

DB2DOMAINLIST,

WEZEEMFZHF (Windows )

AR /RG] T DB2 Hodle i B AR G0 o] DUANA 3245 Windows (%22, PN 44
SAMALER — 8 L, BT DL R,

TEAUT 7 %8, BN S5 AM s 4 RATER — 8 b, FrRiaT DLt

.

EE, M54 82 R4 0 e 18 17 2800 PR 55 A i kB2 S, (B A T 2L ]

— N,
e S1. i FHIAE A 1Y T 2 1%

Domain1

Domain2

15 Domain2 HIfFHiE R,

* fF{E5 Domainl HIfFHICR,
o ENTAMBARA grp2.

« EXTHF4 id2,

s W4 id2 i ogrp2 Bk,

DB2 kA8 7E sk isty, M+ & T %] DB2 1y
A

REVOKE CONNECT ON db FROM public
GRANT CONNECT ON db TO GROUP grp2
CONNECT TO db USER 1id2

PAM S e R, [HHERAR 1d2. HiiZ et

R IR E 4 id2, DB2 $REUET 00 2 HAtE
BOCH, B4 grp2 1Y —#85 ).

WP A5 A4 o 4 AL e ] — 3k, B DART RLE AT %
.

{ERBR<EIKEl Windows A FHJAEEE

I 4 R R R B R R 1 22 4 B SCRIRS 42,
R SCIA HI P i P AR LRI AL,

Vi) 4 AR A £ B R0 S R ik

ORI, ARG Y 'ﬁiré‘%ﬁlﬁﬁ?tPﬁﬁ%E’Jﬁ BRI IE# RS, A0SR 5% 15 2] A

Wk, B2 FRGER 2 s ] 4 R
IEARECT ) & il RGUNIEZ G, #AF R 2w E A

Al AR o g A7
958

Vi) 4 AL 15 P e 4 P AL A A7 K AR B

4H).

Tk, ARSI, ATRAE R AP G A L

RIa AT B RE S o FH L5 ] 4 o AR

YOG SR I V5] 4 .
DRI AL (Rl AR 4 A A

5 S B 5 <21 D KU = D I TR - R DS R VIR 7 T D <R SR N

fF.
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G VT4 W SRR, U A db2set fir 4 BT DB2_GRP_LOOKUP T fift £As &, &
BT CTE MR A B Y R
* TOKEN

PR IS VT TH) 4 R SRy, DAAEA LR DA S SO ik P B A E (ISR sk - 2
TEBE SCHY ) A B R A 4.
* TOKENLOCAL

WL TGS P R) 4 RS DAAE. DB2 $di e i 55 4% L2 4 T B s ) 4 A s 41,
+ TOKENDOMAIN

WESBE I F P T 4> it S AR R SCHT P e P B 07 B 2 4 - B s i Bl B &
W HALT DB2 Kl AR 55 45 I B el A 4,

[ % p&f# | DB2_GRP_LOOKUP {Efft A IR E 4l A E, LI4E/R DB2 Hda/E
RGN FAIRCE L s AL &, i,
db2set DB2_GRP_LOOKUP=LOCAL , TOKENLOCAL

ROHE FE I ] 4 RS DIBCE A M 4.
db2set DB2_GRP_LOOKUP=, TOKEN

ROKF S V)2 M SCHE,  DAFEAR AL DL B SCH P AR IR 00 & (AR Btk e it 7 1R
HE LY ) R4,

db2set DB2_GRP_LOOKUP=DOMAIN, TOKENDOMAIN
OB IS VIR A R ks, DUFE 2 SCR P AR IR A B A 26 ek 4
Al DU A AIEZEA] (CLIENT SAGERRAN ) 5 Fi 0] 4 hi S 15,

APH Windows E&ZEMTEEMN
QAR A BE EE FLAR I B S8 sysadm_group f5i T NULL {H, ABA%EE ¥4
4 SYSADM H(R,

XL Py

o Kl Administrators ZH 1) i 7

o SRS Administrators AL G (75 DB2 Kl 2R P A8 0 B oM TR & SCH P AR
25 P 2 )

* DB2ADMNS ARG (FE/5 T Windows 7 J@ 22 ki ), DB2ADMNS 41107 &
TE L2 A 5

* LocalSystem ik f*

TERLEHLT, DLEBVETT MIEA A, AT DU LT 507 vl Aol A 2 4 e
BZ % sysadm_group 7 i AT N:

* f£ DB2 Hied5 &% L EIEAAL I [m 2 A B AR L HAT A SYSADM AR (I
R aiA ), DB2 Kl A B & B G B R e A AL & RO P 4.

o QIEA I AZAR AR B HATE SYSADM AR /1, DB2 i 4 FLas b it
B E U AR P 9 AL
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SRJE DL iy 4 Xt e A B 4% G B 2 M0 D

db2stop
DB2 UPDATE DBM CFG USING SYSADM_GROUP group_name
db2start

s R DLE S AR & DB2_GRP_LOOKUP fit & DB2 ZH 2.

Windows LocalSystem It A3 4%

TE Windows “T-5 L, DB2 $di e R4 32 F5 b R 30 A b B =X e e AR L R ek
(LSA) ¥4% Fizf7. LocalSystem Wk /7 F#ZAUARIRZE SYSTEM,

2B RS T BRI B 28 sysadm_group ¥ B~ NULL I, LocalSystem M ' 2x#iA Ky
RRHEEH R (P1H SYSADM AR ).

i SRR PN s TR AR FP Y TR & R B8 DB2 Al 4 R XA 4 LIS YS I

KX G A —Lefl ], b, NS RS Al DB2 X 44 DDL, ARAN

nrgmE:

o XTEAAN, BEAVI%YS QUALIFIER EIRMI(E (MAZHEE SYSTEM) 485E
TE— e,

o XTI, FEAIEIIRT SN DB2 HIEES A LA 2 B AR E, &
H WM CURRENT SCHEMA Zf7fsi% B 7 DB2 Uil 4 Mo L mfi L 4.

DB2 Bl RSBl ash)E, SAEHATH A A MIE RN LocalSystem ik Y4115 .,
- HLEHT R S 2 B A2 Rl e R

{£ /§ DB2USERS #1 DB2USERS ZHiy# B Windows &£

220 iRt AE

XtF DB2 Buff A B A RO AR A, BE ROl T E RS Y R R ek, (B2, X
TERPYURA, BETOL T CRSZEHY R e t; e 23 R e A i R %
R ER .

BAER PR T DB2 e g Y R ek, ittt DB2 MR ERRERS
ZEMER N BRIRERFREME EE, WEBETA0/EM A H4: DB2ADMNS #il
DB2USERS, DB2ADMNS #l DB2USERS ZHt &4 44; W] DABEFRAE Z2%E0T X L 4] 45
SEARF R AFR (USRS B 2o, BT DUTE G By SO P 3 B B 24 8 ), s
WM RS O AR, A0 HHE X A 2 18 DG S 20 R A, AR 0 7 X
XL T T F PRI RAL, AT X S 2 T 78 2 0E R b T4, T
5 DB2 RS (#ln, SYSADM, SYSMAINT Al SYSCTRL) ¥ A{E{XE, {H
B, BRI DRT DIAR R e o B L R — A8 r A DB2 AR 218
DB2ADMNS 4, T A% FE4 Administrator 21, R ESSE SYSADM 4, FB4M
i1}l DB2ADMNS 4, %20 ] DL7E 2224 i 1A) 5 2256 DU b 78 B 01 g o7,

iE: ATLLK DB2 141 (DB2ADMNS B 7544 MM L FE Y 45K ) Al DB2 Ji
41 (DB2USERS &£ 23 IRIEPERY 247K ) 5 WA A s, XA Ab 25w T
Al —260, R, BAERREAMA, EHAHGEHA.

TSR E M B4R, I BT E14] DB2ADMNS fll DB2USERS & A #2414,
B2 B4 Rt 32 DB2. ADMINGROUP #1 DB2_USERSGROUP, HE{EFHE M4
J& BB M A B E A s B, EE TR T A

L T a4 4R 7R AT,



2. 1517 db2extsec i A DL B LM E:

db2extsec -a new computer name\DB2ADMNS -u new computer name\DB2USERS

iE: WEAE Windows Vista [ DB2 Bdli =i a7 L e, BaRGRT
DB2ADMNS M A lizf7 DB2 EJEEH T H, B4, DB2ADMNS 4 AL 51
WEPIEEF MRS s T B, af Rl A s sy o, SREEEUIEHE R 5
B f7 R 5E .

1B DB2ADMNS #1 DB2USERS #B3:1589IN5E

DB2ADMNS #I DB2USERS 4 (15 5124 DL T Uhg:
« DB2ADMNS

SEEBEHIFA DB2 X4 (ES M Tl i)z R 2513 )
- DB2USERS

XTSI H %A BT DB2 MR BA AT AL, EXEE R 5H
KT ZBA VIR, X IPC BEAA AR

X RLERS G, B AT DIGR AL AR A (BN, ERRRL N IO SRR AL AR
55 ). BRALAP A SCG T BT TR Bl AR GE H SR PRI &,

e PATUIRRY S SO XR i, T il 3 .exe SUIF, BAAPETIRIAL
FOREABPITIZSUE, BEREXTH, CRREARNKIZHE .
BARNEBLT, BT DB2 B GUARY %2 DB2ADMNS 41 A5 (Rt 2744 Admin-
istrators ALAALGY ), (HSEhR EXTHEIBCA 5 BOK. W BT DB2 B 2 R G H AL
NHBL6Z7)E DB2USERS AU MLBY.  B0KE s ) Herp — A~
JE Bl R R A TR
MBI PR B I P 4
R, FERMEE O, el B R,
e A BB AL
AT RLAIER e 7 9 4.

ERERRNT BZeMH (db2extsec %)

WRTER B B2 EN FT4% T DB2 BiEHE RS, 54 LIl T
db2extsec 74 (TERREITHHEFR N db2secv82) b = 1], F T db2extsec
i, WURAR Administrators ZH AL A, XFEERA B RUECZ AT L H) ACL,

AR S e

TR TR E 2Rz T db2extsec 14, (Hizfrwz)a, K ARRESE MY B2 e,
KAETE AF K PUUT db2extsec 2 5 R4 db2extsec —r T4,

BRET RREN

===
EE:

ERRT RREMZE BAEREYTRBZEYN KRIFEWNTEIHEMY.

LT db2extsec -r S REREY R L e, B, RAEBAY RZeER
W R DT HAD R 4R A (Biltn, QU B e, QB A9 Se AT fn e =< A 47 4% ) i
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Bar &AM, TR EY 2RI i 22 1 T 2 DB2 Rl R4,
R T A ARG DB2 Ha (R R) , REEANE Y RZ2mNEI T E
H2ee DB2 Bl R4,

ZRIFAIXER

A LL{# Jl DB2ADMNS FI DB2USERS £ {£ 41111 i 50 4 4
© UHERG
- XfF
- H#
< k5%
© MR
A DL{#i il DB2ADMNS F1 DB2USERS AR 41 s 40 % 4
« IPC %I, Xfufs:
- Bl
- 5%
- HF
o HEENF

DB2ADMNS #1 DB2USERS B HHI4F

T E¥5R TH55EY% DB2ADMNS il DB2USERS 4 (4L

72 52. DB2ADMNS #] DB2USERS 4L

L DB2ADMNS |DB2USERS |[EH
B A5 i X & Y N PRCAb B (FEEbRiC A B RR 2L, T IAIE
( SeCreateTokenPrivilege ) AL )
B e ik B 2 AR g Y N PUS —> P S0y Bl e AR
( SeAssignPrimaryTokenPrivilege )
BaANFR AT ( SelncreaseQuotaPrivilege ) | Y N PLS —AN 7 S e ik i
1F A #:4E &R 48 1 %6 1 Y N LogonUser ( Windows XP 2 i (i A N T k4T
( SeTcbPrivilege ) WA #FF LogonUser API I 7% )
A% A Y N AbBRHTVE A 2 H R
( SeSecurityPrivilege )
WHCHSHMMFEHAEN Y N B4 ACL
( SeTakeOwnershipPrivilege )
DN B T Y N & ek i TARE 4
( SeIncreaseBasePriorityPrivilege )
A SCHERTE 5 (SeBackupPrivilege ) | Y N AR/ B A T (PhAT R P A
FVE I 2 Ab B ) R AR R
LoadUserProfile, RegSaveKey(Ex)
. RegRestoreKey, RegReplaceKey F#
ReglLoadKey(Ex) )
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7% 52. DB2ADMNS Fll DB2USERS HIHAL (4%)

HHRL DB2ADMNS | DB2USERS BEH
S JRSCFRE S (SeRestorePrivilege ) | Y N WEBSCAFTE AT RAL B (AT HE L8 A B
AURG - U R R
LoadUserProfile, RegSaveKey(Ex)
. RegRestoreKey, RegReplaceKey #l
RegloadKey(Ex) )
PR FEF (SeDebugPrivilege ) Y N FRICAREE (BRI EE B, T AE
AIEZAL)
EHEIMZLEREK Y N A HERH
( SeAuditPrivilege )
fE MR 5% 5% (SeServiceLogonRight) |Y N VE W IR %3217 DB2
M g 35 1) 6 T b Y Y FVFMZFEIE (fiF DB2 Hds R4 HE 45
( SeNetworkLogonRight ) LOGON32_LOGON_NETWORK i£I0i 3\ I,
X2 X PERE A )
fEINIEZ 5 B & L Y N % FHLE 4 (Windows TE R iF i I HELE API >k
( SelmpersonatePrivilege ) =0 DB2 % PRI
ImpersonateLoggedOnUser, ImpersonateSelf 7/l
RevertToSelf 45 )
BE N AF YT Y N NG &5
( SeLockMemoryPrivilege )
Bl & /X & Y Y Terminal Server 37#f (Windows EFF% )
( SeCreateGlobalPrivilege )

Vista TEEU: “HAES] ThRERR 4

Windows Vista [« P51 (UAC) JREFRIFR: DL T 5177 2 sm DB2 K 4 &
%,

BTR SRS R iR P

FAETEH T, 76 Vista b, {XRIPRUE ] P AR IS S AR,  BIVE R 2 A< A8 3 D
B, EPIE 28ROk R, fF DT E A RS T A A D
Fim4, DB2 MKl Vista P AIE - MRS E D - S AP
F, WRERETTEMGS, BagiEn st s s K.
AR A B AR, (R 2 R A B35 N Windows Vista  EHYEE
TE kAT DB2 FHAES, IBAKBSBRLFERIEE, BRGNP L4 IF B
T ) 58 AT 5.

B E PATH A E 2B N E LS, RA R A AU AR

o =3 SYSADM, SYSCTRL 5{ SYSMAINT #{fRE

o SEMTEM T HKLM 43 32 A9 1 i 36 b

e 5 A Program Files Hx% FHH

Bm, DU ERAER 20 oA 4 BT 55

o AIEFIMER DB2 SEA4

« s IR DB2 S
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o HHTRCHE A T AR C B S 5E DB2 R % g (DAS) il B 5%
« B CLI FLESHCHINLE RS EUR IR 4 (DSN)

« %) DB2 fREETH

 i&f7 db2pd SLFHFEF

« Wk DB2 MEELSCREMNRAE &

B, A 5% 4 B R AR BB AT I fir 4R R SUEE T H 44T DB2 453
255, BHRISE 2 MO S SRR REE TR, A miEr A, REit
FLEERSHIETT.

MR BRATY ERSM, %52 DB2ADMNS 4 (15 i A e i sh B 45 1 T 5.
(fan, 4 gmiE g m s fil s ),

APHRAE

M EdE (Fan, SeelE SRRSO ) fF#TE ProgramData\IBM\DB2\copy_name H 5%
i, Hr copy_name J& DB2 BIAMZFR (G4ATEH T, DB2COPY1 &% —
RIZRM4F5), FEBR Vista Z SN HADL Windows 7 b, i $dEFi#7E Documents and
Settings\All Users\Application Data\IBM\DB2\copy_name H 3¢,

DB2 #1 UNIX &£
FAFP® UNIX F5ZE£EEEEm

DB2 HEFEASZRF root I B3 7 M8 A L 01, WA su - <instance owner> fE
SR

HE, ATEERN, WEAEM LA ZVEN Fenced 1D, (HJE, WIRFTE A HZ B
) UDF sififtid e, IEAn LUK Fenced ID ¥ 'H L4, mAMEIHE S — 1P
FRiR,

HEAE — A S LA AT R P AR, K2 B i UDF RIAT i A2 A9 7 45
TENSEBIRIEA M B4 (db2icrt ... -u <FencedID>), UM 4% T“DB2 % /178 “DB2
BT RS TRA, IBART XL

LHIEFRLE

224 e A

XFF Linux Al UNIX A root /223, db2iert fiy 441 L pir A 4 19 £ H 5 T4
@ SQL FJE (sqllib),

1t Windows #:AE R4 E, S0 H A BAE (0 E 5 U0F B s:

* £ Windows XP Fl1 Windows 2003 #:{E &%t [: Documents and Settings\All Users\
Application Data\IBM\DB2\Copy name

* Tt Windows Vista ( fI3H mpiAS ) #4FE &% L ProgramData\IBM\DB2\Copy name



DB2 #0 Linux &£

FH = F (Linux)
7E Linux $fERSE L, DB2 M= i dH Hcam,

IS B R HFR A IBMOSchgpwdclient.so I IBMOSchgpwdserver.so [ %4 fdi {4
JESEILRY,

FE Linux FJ3 SR EHOOR, 5 8dR B4R AL A 2 %0 CLNT_PW_PLUGIN i
‘BN IBMOSchgpwdclient, ¥ SRVCON_PW_PLUGIN %% &y IBMOSchgpwdserver,

[RIISF B AAE Jetc/pam.d H s T A1 ZFR R <db2”#) PAM [l & S,

BB B Z M ( Linux)

fE Linux b, ZZRFE M DB2 Hodl & 7= d P %6y, WL E DB2 el DU %4
{4 IBMOSchgpwdclient 1 IBMOSchgpwdserver,

FFea®ET

fEAFZENL TR 51 H S
e INSTHOME/sqllib/securityXX/plugin/IBM/client/IBMOSchgpwdclient.so
* INSTHOME/sqllib/securityXX/plugin/IBM/server/IBMOSchgpwdserver.so

H INSTHOME JESEWTE & EH %, securityXX J& security32 #{ security64 ( H

PR S (L TE ),
iz

EE DB2 S ERE LA, AT T AT
1. YEREA root JHFALRR M I 85 5%.
2. fl## PAM & X /etc/pam.d/db2

T R S SR P A0 3 Pl R0 T B SO — A S U, 4, AE SLES 9k, W
PASEAN T F7 75 o FH S

auth required pam_unix2.so nullok

account required pam_unix2.so

password required pam_pwcheck.so nullok tries=1

password required pam_unix2.so nullok use_authtok use_first_pass
session required pam_unix2.so

TE RHEL 4 b, w] IR0 fFr (6 ot Se

#%PAM-1.0

auth required /1ib/security/$ISA/pam_env.so

auth sufficient /1ib/security/$ISA/pam_unix.so 1ikeauth nullok
auth required /1ib/security/$ISA/pam_deny.so

account required /1ib/security/$ISA/pam unix.so
account sufficient /1ib/security/$ISA/pam succeed_if.so uid < 100 quiet
account required /1ib/security/$ISA/pam permit.so

password requisite /1ib/security/$ISA/pam cracklib.so retry=3 dcredit=-1
ucredit=-1

password sufficient /1ib/security/$ISA/pam_unix.so nullok use_authtok md5
shadow remember=3
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password required /lib/security/$ISA/pam_deny.so

session required /1ib/security/$ISA/pam limits.so
session required /Tib/security/$ISA/pam unix.so

a.

. JAH DB2 Sl rh ) 4 A A

WMo ie P M2 H 2% SRVCON_PW_PLUGIN [{E H 3 KN
IBMOSchgpwdserver:

db2 update dbm cfg using srvcon_pw_plugin IBMOSchgpwdserver

W I A5 T S0 B 280 CLNT_PW_PLUGIN 118 ¥ 575 IBMOSchgpwdclient:
db2 update dbm cfg using CLNT_PW_PLUGIN IBMOSchgpwdclient

Wk B E SR E 2% SRVCON_AUTH [HHEKE R
CLIENT. SERVER., SERVER_ENCRYPT., DATA_ENCRYPT &
DATA_ENCRYPT_CMP, ol ¥ 5 24 P AL B 240 SRVCON_AUTH [ {E
¥ H N NOT_SPECIFIED, ¥ AUTHENTICATION %% H
CLIENT, SERVER. SERVER_ENCRYPT. DATA_ENCRYPT &
DATA_ENCRYPT_CMP,
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