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BYHaRn, A —MRERERAAE BdEFHF R #) GRANTEETYPE),

EIEALR

PG 5 PEACRR i A5 B R B0HE 122 8 B 2R AT S5 0F T e e iy e et e s ik, B
BHARZH SYSADM #I DBADM [ AR EAX a4 (Br55dEE 24 M
KMIXTE AN ) BIRERL, 4 A A () B R4 B 2% 1 RG] ALY L

A FR R B AR A A v 0 33 0 P A PR e 2 4P R S TR P S VR AT 20 AL A T 2k
Kol 7 AL FRAE I AT DLAE B RGO AT e sh. . A el URA T — A4
2R

© TESCHIZ AR R BACR05] SYSADM ( R484 H 61 )

SYSADM 3B £ 1) 5 X Bt 12 A5 BR 2% I B A N ZE i 2 3R s IR i s . RS B I
¥4 i DBADM. SYSCTRL. SYSMAINT F1 SYSMON #U[R, 4 BT S
DBADM #{fEFl SECADM Y[R,

HA SYSADM ALFR# ™ G st 4 il odi 1 A B 8 o O 20 A9 26 4 M g B4k
SYSADM AUBRAE X o2 4§ (i sk DBADM AR, {H R AEBdia /78 A 42 ik e 5C
SECADM #{[R.

o TEBCHE SR B 0 B R 22 )
— DBADM ( %4 e 3 51 )

DBADM #UFR e R FE it Y, B 4 AR A5 e i A8 BEANRR. %l e
HOGUA QIR S, A B 2 A A s ] 2 800 B 7R O RRA. BN R L D1 0E
A LA ACHIES CONTROL 1A FIFRAL.

— SECADM ( 44 i)

SECADM HUBRZAERSR EGE 1, B/ AT RIrENMAE, nfFE L TFX &
R, Zebr A, R Z2R S PATEE, S GEXSE) FMER
PR R IAR, B THRGE M A, Zatn's MR fr fage, JFA
JEF TGS SETSESSIONUSER AU a7 AR, HA SECADM AUBRAY H
ATV AR T T R0 A AL A ATTRT U] AUDIT 840K 5 F 5 g S5k
55 g H R BB PR RN P X 4 SR K

SECADM AR W5 A 17 [l 47 fif 16 2% 1) 8300 1 0 A R A, 380 EL At BA o 2 4 4
., SECADM #(PR HfgH BA SYSADM HURE M P #27. wLL% SECADM 4
WETHMP, HARRETAA. MEm PUBLIC,
o TESCBIBRAE I FR G0 AR 42 5):
— SYSCTRL ( R&&:#5H)

SYSCTRL PR &0 A Xt 52 m 2R 58 wE IR R E i . #an, B4 SYSCTRL 4%

BRI T LA, B, Jash. &Ik sUMBR B . R P E T DUS Shak 4 1k

S, {ERREVIIR A, HA SYSCTRL MUFRAY A B HA SYSMON (R,
— SYSMAINT ( &&:4:4)

SYSMAINT UFRZIH BEAE T 5 SL ISR A il 4 SR AT eI B s RO AR,
HA SYSMAINT R 97 o] NS 8RR B A, A D Bl e e . 2 )it



HHORE I AR . 24T SYSCTRL, SYSMAINT A4 Htxt 22 5tk i)
HA SYSMAINT AR #HA SYSMON AR,

* SYSMON ( RG W ) AR 2 5

SYSMON $i:4fif FUACHE I Rt MR BT RO, B TS OGL AR

« KO AR
T AR R SRR, o T SR A S B, A R AL
. 10, R load 52 FRAR R4 SO ABIZe T LOAD HCIRFERUR (i)
SR M FHY INSERT H540),

[T 1) 2 450 B AR, 2 EC 4 SRS L S R BE A B S ) 2 W R

pEE el

\4

SYSADM

v

)
¥
T

\4

A

SYSCTRL > HmpE
PR

SYSMAINT

A4 A4
—

SYSMON

1. BRIV b
L

FEAGR FLVE P AT RO IR LG B, B AT DLBIEXT & AR A A T A B x5
FATLRE AT GRANT i m)Kg X AT C A9 X 5 iR AU i 20 HoAt

AL AN 4 PUBLIC 4% P4, PUBLIC & — T MM (KR
FU) R IRV, AR SRR, e T2 R DA R AR T 4L AR AL

CONTROL $§#4: YIA XML CONTROL FAUfLiF H 7 Ui [l iz Kdle e xt 4, I8
FHARUE A P P X 3200 5 B R AL,

iT: CONTROL AU T3, tHE, Perk, RIIMEFL,

BRI A ] P R EXE X4 CONTROL 74X, IS4 HA SYSADM i DBADM #{
R B AT DA 74P 100 4209 CONTROL FAL, fHIE, JoikME X & A &1 CON-
TROL ###¢, AJLIf#i i TRANSFER OWNERSHIP i)k 5 o xf 4 fir & .
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TERLUENT, XWEMAIEE R4 CONTROL FRAL,

AR AT DUAZ T A SRR AL DL e e P 0 e T 2 BT R e AT 5. BAE B
(SYSADM & DBADM ) #{ CONTROL $:#LfY F /] DL+ 7 Fes F P i ER AL,

A B RE BRI EHE R AR AV e DI fE, (B L 4E B2 7 HM T P R [ R AN S A RRE 4 A
M. B AR R, B, Bra, BTSRRI AR T LEE GRANT iE
/] F ) WITH GRANT OPTION ¥ g2 HA A /. {H/2Z, WITH GRANT OPTION A
TV TR R ANAEB UG MU 120, U2 A SYSADM R, DBADM AR
CONTROL FEAUA REMUES 1Z R AL

XTRE P 6 B OIS B0 R AGHF A P B AT R e A s AR A R AU, A AT TS
P X VAR e A sl R O B R AR E R A, AR AR PP A s R B RS SQL B
XQuery 5], IBAVZREFF LI HTA H R EUR T X BeiE A, SRR P sl AR 60 & B s
SQL s XQuery 4], HBAAT R BB AUbR RO T 2t ShAS A I R B R P £
) DYNAMICRULES #P7E B0t B, F Rk T 453 A 5 2 IEAE B AR Y T S0 fif
FVZAE Fe i A i 9.

AT LKA SR A S PR AT 4L 5 87— s, SRS X SRR, X Gl
MEAHE, Biltn, BRAFERTE AR —1%K, SUPRRES T M X% H) SELECT F#Al,

i AT AR T SRR 2 AR MRS A HL B Z A PR 4 B A e
Amf, AUNG, FE, TRV AR 2 B — A P s, I HAZ T s A Bh
BT VAR 2248 1 BT AR AR AL

REVOKE JF/8) T e A T AR, SRUBHACER 4% RO AR A AU BT A AU 2542 T HO
L,

TR AR 44 R B R AN 2 SRR A Aol A A RR 44 R AR R R A, M Re AR A AR RR 44 Pk a2
F. fltn, % CLAIRE ¥ SELECT WITH GRANT OPTION #%F RICK, #AJ5 RICK
¥ SELECT #ZF BOBBY HI CHRIS. %1 CLAIRE #i{4§ RICK [y SELECT $§AY,
784 BOBBY #l CHRIS {/i{#£f SELECT 4%#4%,

LBAC i

BTARFHIVT R (LBAC) i 22 47 B 67 BB A5 i 3t ) 52 X 1 4547 45 41 AT S5 (]
B P A EA BT A 7, 2 bUE i B8 22 RACE LBAC R4, %
5 TR il S YD SR 1 S WA 2 T REAS U7 [l R LE A 1 1. X AR — A, A
o — D RMOR R, (BANTR] 19 7T DL Hy AN TR 14 22 42 SR O 47

Ol AR 2 Jn, 2 B UK B AR Oy 2 iR S RS BR A A e PR XS &, X e
RELEFMGINAGER Y, Zebn T id — A Z 25 0F, RERPGEDE— R, B,
FESHA S bR AH FH P V5 0] 52 %2 4 R et OR3P B RO I, S i B0 X i P LU e & p

T

—HEIEZ2iRS, Bl DL S A R RATA S LR 37 A7 e IR e 17 o Y
Bl ZEebR SRR N Z R dE, e il e s ®Z T i
KAVFZ A ViR 2 3 8dE . 22l W 2 R RE I, R B2 2R SR
5T RIIZEIR R 2 e 5 AT B, T AT IR AR SR B — BB 2 2
5.



POE SR Ei

QI — ARG, ADRZX R AT A RO BL g — D AR IR A BUR R A AE
EATiE Y SQL = XQuery ¥ A 5] LY 42

TERE A N B XT RN, B A 9 B AUhR PR A6 20 A FE e 5l 2 i A B X R
P (R, BN, AR A AR U2 S BTy & s 41 A CREATEIN 454X,

i BUE R A, b s XA, BT RORIE L XX RO AR A
olf=e

QIEXT G, 3R B E AR IR I S B A

i BIAMENL R RN CREATE SCHEMA iE/Aj45%E AUTHORIZATION 15, JB
2/E} CREATE SCHEMA #:AE#E5r 64 1) HABAE (T X 4 i AUTHORIZATION 15
R RAGTIRT . (B2, ¥4 CREATE SCHEMA #:1F 5 7E 8= rh A (1 A5 o] % 42
H 5%F 2 CREATE 54 CEKM AR RS A,

540, 3E4) CREATE SCHEMA SCOTTSTUFF AUTHORIZATION SCOTT CREATE TABLE T1 (C1
INT) @gsiX SCOTTSTUFF F13& SCOTTSTUFF.T1, XM#F & SCOTT Frf. R
F1 BOBBY Xf SCOTTSTUFF #ix(#4 CREATEIN 4##{, Jf7E SCOTTSTUFF.T1 % K4
#EG, WARSIIERA 2 F4lE, [FHit BOBBY £ SCOTTSTUFF.T1 LHIHZRGI.

R 305 B A X G 2R ) X B B A 7 A B R A

o XPFEIERE, RIIMETFUEARE T CONTROL FiL, BRI R OI@REF
DI BE PEXT 5, IFEE T R FCA P X R R AR AL, R A P O
%) CONTROL #§#l, HE2HA SYSADM = DBADM AUFR 7 4675K CON-
TROL $fU#Z TIZX 5. MRPTA & LS CONTROL H#AX,

o WERXRBTA X E LG R TE %R, WIERRFR A CONTROL 4§41, A4
XEHr e ALK R X #2 7 CONTROL F#AY,

o HABXIR CInfikas, GIRE FAI REsEAZ ) BA S5 HCHH CONTROL Ff
B ABJE, X EFTAE A SRR SRR A A TR (FF R GRANT 35 A] Y
WITH GRANT BEI[A)HA T SR AR SR (AR SCHF) ), BEAh, MRErA & LA
A SR X 5, BOA R RIS R, X LA R R X R A R B A B A RERT

JI A 0] DU T 00 42 ) BE LR (i, 2% ) , JFHBEA SYSADM i DBADM
AR 0 TP AT DU BT A 8 R 0 G (X SRR AL, T R 3 AN BB T2 00 X 42 1) e S8 AR AL
(fgan, E*ﬁ%) It HORRERUES T A & XA 2 15X SE R AL, i I TRANSFER OWN-
ERSHIP i fpR X SeRp AU R 25 53 — S P, B — D RERIE, R RS BUR IR X
WA S, (B2, YEERFEIFEE OWNER 4@ kuilt, MR #HE SQL
BRI R Z T A E & OWNER 20 LI fE, tksh, WHRFE CREATE SCHEMA
WA 48 T AUTHORIZATION F4], 827t AUTHORIZATION SCHEF 5 TH 48 & [
TR 22 R

GRS B 2 T & T DUE Fl TRANSFER OWNERSHIP 15 /) 38 B ple B4t 128 o 42 114
FraA, Wik, &8 5] AR AR REE — X5, i B AR IR AR R 22 1) ok
BlEEXT 4, SR il TRANSFER OWNERSHIP 544445 Bl 51 %20 42 1 T A UG RS 28
BRFRIR,
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A E_E TSR EIERRIR

20 dRrE R A v

[EEE 2 AN 2R SN R S R 7R AV g 'S o < W ) IS E 8 YR TN AWl ) GE S 4 I
N

H.o

TEHS E BRSO i AR IR, KRR E X IR IR A 51 DUARIR B3, R A
IR,

FRAFRIZH E T35 A
EX

ARG RARID
T PATAEATHI b2 R A (2 AR IR, flan, 7% B F A Kz #&f CON-
NECT $##l., FEEHAHIHE UG RS, #™EfF G DB2 it 24 B K AL
IR, EPRiRFR R DB2 Bl RGN AN P ARR. R BRARIR R A
R R . f§i ] SYSTEM_USER % 21 2455 F R G AURIR I 4 AT A
NHETE MU R BAR IR,

SIERARIR
T AR STE A A R ARIR, 205 UK 76 7% B A0 B[R] B AT 58 00
wAEFHRAT., SERNBRNBEEERERZNRIRWME. 1
SESSION_USER % M# i k& F SIEHAR RIS Hi {5, USER % HZFfE4
& SESSION_USER % M2 7441 [R Xa], nfAf# il SET SESSION AUTHO-
RIZATION i) 5 2t 2 i 2 AUAR R,

2 FF B AARIR
FATH AR Fr 90 2 8RB AUR IR, N OWNER 257 BESHY (B AP 2R L %2
BARIR, R W B AR U I PR R e 0 e A Jr sl R e B BT A 5

BB EERRR
YIRAERG H e R SQL BiIFE Y T A 3 I AR IR,
BI321E AR R AR
WH SQL FIFE Y18 A ()8 A AR,
ERIERERIR
55 E SQL 1E A BRI AR, 1% A) T AT AR SR I 76 18 24 1 T
EXRATER, AR SQL 15 Ay 2H AR A PR B AR IR H AR BUCH(E :
* HiZA SQL

i AR 7 AR A,
© B SQL (FEAR{RE EF3CH )

TR T ERE LT AR

BT 4 HEFEA DYNAMICRULES EIRAYME | & BEIEHARIR
RUN RIERARIN
BIND TP AR IR
DEFINERUN #| INVOKERUN SN RARIR
DEFINEBIND f{I INVOKEBIND P U AURIR

« & SQL (FEHIFE B3 )



FERER T RSO T AR AR

AT EHIEFEH DYNAMICRULES IR | {& ARYEAARIE
DEFINERUN FI DEFINEBIND BRI A F B AARIR
INVOKERUN #I INVOKEBIND FIFE I FHRE P32 AR IR

i/l CURRENT_USER % %5 {74 K EFH B AR INA SR fH. AR ERE
ORI IR; DB2 Kl 4 R GR B S EOZ PRI DL RS SQL TR A) Y
E

LA A PR

REEENRE (SYSADM )

SYSADM #UBR & 51l 2 f i 2l i BALRR . A SYSADM AURR 9 1A m RLiz 4755
R, KB E VR R g o S, IR U 0] I 22 48 B 8% S0 9 AT AT B e AT
£ ARZ LBAC {RIAATATEE, TR At HIsL o g 2 e Xt S Re 11, X sext
SRR, £ WK, Ryl BFEA. KR RS, s, BdEERL mEL
AR, AR, KM, BARES XA, Zpih AR A,

XF sysadm_group T B ZBH8 EHHTEE SYSADM R, @i A H-F& i 4
YT, 7EBORE R BAS AN A Y AL TR

HABA SYSADM KR P A o] RLRAT T 51 2y f:

o BTPRCRGE B P AR IC B UM (fudR4RE Y SYSCTRL, SYSMAINT & SYSMON 4%
PR )

« X THIHE DBADM UK.

s BT %Y SECADM #UBR

B SYSADM AURE R ZHOLAAL RS2 AURE 1, ([HEAREM SECADM AR YT
fTRE 1. ARATHABARR AR SECADM AR LAY AE /1. SYSADM AUFR B IG5
152 LBAC {47 %,

T HEA SYSADM BRI QU B Ay, B i Tz A e A X
DBADM AR, G SYSADM 4Bk st ¥cd e g 2, i HLARR ik F P 4R
DBADM i [l iz 8l e, 827U 34 F 7 () DBADM ARR.

REIEHIBR (SYSCTRL)

SYSCTRL A BRI e i 1 ) ZR GE AR . SRR 488 3k X i 2 A B8 S il A H Kl
JEPRATHE ORI S IR FP AR PR RO RE 0, X SeaR VB wl LU AR R WU, (ERENIFA Rir
FLHE [ SRR 2 P R R, ARG P A FR R O A B O A Rl P A B A S
BIHY P B A,

Xt sysctrl_group FCEZHERERIAEE SYSCTRL MR, WER{EE T — M4, il
V- R 22 4 T H B A B S % A A R R A

HARA SYSCTRL AR sl = AR 1 F P 4 AT DASKAT T 214584
o BB, s A S GE MR SF (DCS) H g
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o RN RGEE R
o QR U R — > Edle
o MMER. AU AR ]

74k, HA SYSCTRL AUBRAY 7 o] IAT BA“ R AEF AR (SYSMAINT) HlI“%
St MR AR ARR " (SYSMON) 1 i 7 (Y eR 5L,

HA SYSCTRL ALFRAY - A5 — A Hodi 3% B 1 B U AL

i M EA SYSCTRL PR F G5 e, K B sh#z 7 b 10 b B 122 19 2. 28
DBADM #{FR. #nsf M SYSCTRL k& T IHEEE EalE s, B Gt AR B (A AT 11
4 DBADM i [aliZ%kdi )%, A4 i 44t DBADM AR,

REHEIRR (SYSMAINT)

SYSMAINT A FRJZ 565 —Z 3 i ARG AR . AR FR B (s ol 1 T i S 091 B bl
JE AT HE SRS IR FP AR VR RO RE 7, X Sea Ve n] LU AR R WU, (ERENDFASLir
HHEVI M SR R R, RGP N R RO R, XSGR
SRR KSR 1 0 PR A L S e ) e

Xt sysmaint_group WCEZHAGERIAIIEE SYSMAINT R, WRHEE T — 141, B4
A AP 22 4 T H KR P A B AT i 1% 2 O B 0 A

HAEHA SYSMAINT &5 m RGAFR B - A 0T AAT T 514
o B RSCHE E C E S

o OB PR R S (A

o B ECHBUA IR e

s PUTHITRIKE

o JAEhEUE Ik S

o HJRFRZE

« BATHRER

o TAARECE A B g S B B A TR R G A A T R
H% SYSMAINT, DBADM i 5 i AR ) A o] RIS AT 7141
o EMRERIPRE

o T H AR sk s

o (RS ]

o HAE

* ffiJ§ RUNSTATS SZHFEFUCE H kG E .

HA SYSMAINT FUR 1 H - A 5508 e 7 B, I Bl IPUT HA“ Rl
PLEALFR” (SYSMON) 4 7 P i bR 5.

ZG SRR (SYSMON )

SYSMON A B 45 (3t 50 A0 1 e B S 91 s EL 0000 A 1 A 2 R 05 W A e R 1 i 7,
SYSMON UM E4M A% sysmon_group LB SHEEEMAL WIRIEE T A, A25E
TG 1 R 22 4 T MBS e T M SR 220 1 L A



SYSMON ALFR i i F* ] Lhia AT T 4 i 4
GET DATABASE MANAGER MONITOR SWITCHES
* GET MONITOR SWITCHES
* GET SNAPSHOT
* LIST ACTIVE DATABASES
e LIST APPLICATIONS
e LIST DCS APPLICATIONS
* RESET MONITOR
* UPDATE MONITOR SWITCHES

SYSMON AR f 7 vl DAl 31 APL

* db2GetSnapshot - FEHUH R

+ db2GetSnapshotSize - fliil db2GetSnapshot() i 2% X BT 7 K /1N
» db2MonitorSwitches — R/ 7 0590 F 3¢

e db2ResetMonitor — &7 Vitles

SYSMON #RRfd - el DA IR 51 SQL & pR
o TFMICiE T SYSPROC.SNAP_WRITE_FILE

) FT A e BB % BR S S YSPROC . SNAP_WRITE_FILE FA4EBRBEI: 4 N BRI S,
3 T 2 5 A S B0 AT TP BR R sR B, R 4R B SO 2, TR 2 SR R SR
il:8

HA SYSADM, SYSCTRL H{ SYSMAINT AR 5IfY P4 SYSMON #UJE,

iR ER AR

ZEEERWIRE (SECADM )

SECADM HUFREXT M, mIfE RS, SIS, ZetnSdff, ZeRiaeiss
PATEIEE, AR CGEY4RT) FMBRERAE TR AR, TR S8 T HMaS A, et
SHERALL K SETSESSIONUSER H§ AT 75 (A FE. SECADM AXKR A 15 [ A7 fiéi 7
e ESCE 1 [ A AR AL

SECADM ( Z2&H 51 ) HWIR REEHIIA SYSADM R RS E H 6i#%F, HHH g
BTra MNP mARE TAHASMAE, BT UK T T 5168
o QUE. HUE. RN ER L AR A
o QIE, BB, TERORUM R 4 4 g
o QUE. TERFIMER L etn S
o AN, RGBS M
o Qg Pl IRAIMER T BT
o QR HUEE. TEREFIMN R R
i R UE R GE A i AR ORT R eR B
SYSPROC.AUDIT_ARCHIVE, SYSPROC.AUDIT_LIST_LOGS #l
SYSPROC.AUDIT_DELIM_EXTRACT, X %5 F2 1 ek 550 2 fiE i 22 445 B G .

* ] AUDIT i /m)Rs B SR 55 i 55 m AR 8 B0 2 sOR00e 12 0 5 e Bk
o BT RN %2 bR AR
o BT AR SRR
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BT A4S SETSESSIONUSER 541
© BT me
« X} SQL if%) TRANSFER OWNERSHIP A2 AUARIHAKINA X G AT 18 1)
HAAE T AR AR ASREE T iX L 68 7, BIfff SYSADM 7R,

HIEEESIENIE (DBADM )

DBADM AP 2 X 45 5 SO P 1 AR, 62 Fo i P R e P 2 e e %
B PE 4. DBADM KU AV Vi Il S PE FOAT 35 22 080, B AR 12502 LBAC {3
1. B2 LBAC [RIPIOSE, SAUEAIE S LBAC FEIE,

2T DBADM B, 784 5 U T A ) R e 60 T 90 e AR, (S L
DBADM IR, R4 S s )

e BINDADD

e CONNECT

* CREATETAB

* CREATE_EXTERNAL_ROUTINE

e CREATE_NOT_FENCED_ROUTINE

 IMPLICIT_SCHEMA

* QUIESCE_CONNECT

* LOAD

HARA SYSADM UREY M A Al LI T 855 DBADM (R, HA DBADM X

B A P R DL oA 7 3o 2 800 12 B R AR, T DAMAT AR 7 SO AT A4 A, 1
ERERTH.

JA X ) DBADM sl e AR SR P X i 28l 12 AT 1 A1 A

 BECH RS

o B BIHMIMBR S LA

HAMEIEF ) DBADM R 2 B4 SYSMAINT AR sl 5 e AR A I n] LIRS 3%
Bl EPAAT T B #AE:

o AR M PRI
o BB H b sl s
o {5 R A5 [A]
o HAAKR
* ffiJ§ RUNSTATS SRR FIEH RS iHE .

H X DBADM AR 52l DUR fit — 28 S HAMARA R Y RE ), HEAEA SECADM X
BRAYALATRE Sy, AT HABALPR t R E2 4 SECADM AUBR 42 it F fiE

LOAD #fR

FERE PE S B AT LOAD RURDL St R 2 A INSERT FALH) I wl LLEE ] LOAD fir 4
ERERICE YN F LR



TN SR e Y e ASRAE S R AR A SR 484, IR FE 4 RH LOAD AR H
%FEA INSERT 401 FH 2 1] DL 4T LOAD RESTART & LOAD TERMINATE #
fE.

TERE S B LOAD RUR[AN X% A INSERT #1 DELETE A H o] DLAf H
LOAD REPLACE {4,

TRSERT AR A SRAE A e, IR AELAUN 1% 1)1 2T DELETE $#4¢, M/ A
fiE#h47 LOAD RESTART 5 LOAD TERMINATE 1,

U2 A S R VR AR — 8008, TR A3 S W R AL AA INSERT H#AY,

HA AR - v DL#dT QUIESCE TABLESPACES FOR TABLE., RUNSTATS #i
LIST TABLESPACES 5%,

HlRENIR

B A Bl AR A SRV T 1A PR A 52 BSOS TR B A Hdia 12 PAA T R R R Y 4%
e, B EARSHRACRRE, J5 & VR E R X & (BIInRSRG]) PUTH E
1R

XS AR,

SECADM
EPAHERES AL E 2T, I LS IEMMERZ 2N g, BT HRH%
BN G BR SR BOF X R FTA AL, a8 B OVE A5 LR ®if
Hemg, B PE MR LBAC L4 K,

DBADM
BRI A BUE B A B A AR, R, B TR &R SECADM LU
A i A H A KR AR

CONNECT
RV & B R

BINDADD
SV R RO e B B

CREATETAB
SUVFHAT BR300 e BT R,

CREATE_EXTERNAL_ROUTINE
SUVFA QR R DU AR PR (1 I F R PP R A FH ™ 4 A,

CREATE_NOT_FENCED_ROUTINE
ARHAEME RGP E LW KE (UDF) st e, #HH
CREATE_EXTERNAL_ROUTINE Hal & TEMOH%E T
CREATE_NOT_FENCED_ROUTINE (SR {19 i1 /.

TR BR R SR A SBLIE R BT UDE  slGd R 5 TR A A7 A A

B, [HUL, SR BCER A 20E F A A AT UDF,  SRJ5 K 2t
T A A B 4R
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IMPLICIT_SCHEMA
FVHEAT P U@ (1] CREATE 1A BIEEXT S, JH48 & M AN FEAE
AR ). SYSIBM smkE A BIERIRABTr A%, JFH#% T PUBLIC 1Ll
R A X R A REAL

LOAD 7if#ilfi &l A B+,

QUIESCE_CONNECT
FEVFIIA AR A0 T 5 BUIR S T 2 2

HAEWA SYSADM HUR AR IRA REEZ T SECADM #1 DBADM AR, Jr A HAtl
WA LI #4A SYSADM 5 DBADM R B AR IREE T,

QR R, X TEBAEE, B Sh I T SRR AR £ 7 PUBLIC:
+ CREATETAB

* BINDADD

* CONNECT

* IMPLICIT_SCHEMA

WA, KT T AR

* X} USERSPACE! %% [H|fj USE ##X

© XARGHFMAEN SELECT FiAl

4 PUBLIC B BALMEE AR, #14 DBADM 5{ SYSADM AR B £ AR IR A6 75
2 AR AR,

a4 (IMPLICIT_SCHEMA ) ;¥==1N

G| E B HE R, PUBLIC 24427 IMPLICIT_SCHEMA HURPERFR, H3LHA I
BB, AT AT P 4 AT LS et B e — AN 4 45 58 1 AR AETE B3 4 kel — At
SYSIBM i kst Qs iy Bt i i A %, ¢ 4% F PUBLIC 7202t o G 2 %) 42 1145
.

MBEREEFEER TR AMEELF2H AN, a4 K PUBLIC #i4H
IMPLICIT_SCHEMA H(EFEAUR, — BAGH TIZAUR, 3t 1A =Fh el a0 40 5
b

o AT FH PR AT DIAE — CREATE SCHEMA &/ [ A 1E O 142 & e i) — 4
5

o {E{TEA DBADM FUFR 1 P&l al DL o G AT ] vy RAFAE A, JF BT DLk
BRI E S — AP E e X f pr s &,

* {LfifE4% DBADM IR H P #4BEA IMPLICIT_SCHEMA ¥4 EAR (5 PUB-
LIC J&%) , X, MfiTHE a0 E Hofh B e xt Gt ] DU AT A 2 AR ba b g — 4
B, SYSIBM HUMBRA QI E %, 1 H PUBLIC BA7E A XA
X5 B,

Y

BRARITEE
B AUAS TR B 8 X B ACPR IR AT R AR, BT, RA A EE R AL
SETSESSIONUSER 4%,
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[ 2. XA

ALK SETSESSIONUSER HEAU4% T FI P sl 4 0 AL VA A &8 S i VI AR 527 T 1%
FERUR BARIR, S Uil ) SQL 3] SET SESSION AUTHORIZATION 5%
JLE. SETSESSIONUSER #il HfEHI 7 SECADM AR A #% 7.

i TR 8 RYBURE AT R RIRA 9.1 S RIS, X IZEHE A i DBADM
FURR 2R PR 342 T %1 PUBLIC 1) SETSESSIONUSER H#AL, X455 12T
HA DBADM UK A EAUR LY B FAR e o i K 2 T S ASUbR IR B B AT T 52 AU .
LEANFAAA SYSADM AUFRAA R B # T DBADM AUFRIN, A2 kAL A
THOL.

R
SRR TR SR B, e R B 2] .

05271D] —_— CONTROL —

(%7 GRA D
I
|
ALTER
USE
|
USAGE
CONTROL CONTROL
CWERR) — — LED
| |
o
ALTER
DELETE DELETE
INDEX INSERT
INSERT SELECT
REFERENCES e UPDATE
SELECT ﬁ%j'
UPDATE
CONTROL 1 BE T #)
CREFALD
| |
CREATEIN
I DROPIN
ALTER
[GUFN DELETE
EE{ O] — INDEX
INSERT L UR%3D
REFERENCES
[ SELECT |
UPDATE
EXECUTE PASSTHRU

B R AU B B — AN B B T AT IR E. T LR T P R IR — N 4F
L

* CREATEIN i I P AEA A H ) X 42,

* ALTERIN iF P FERLA Rl AR X 4.

* DROPIN i FH P R 2 A B 6 42
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WA H AT X SR, I AR X SR AR T At P i RE 1. ERE A R
R R £ B, R BAE, BdRREL R MRS, SR
2.

R EHEFN
J275 [AH AU B B0 e v 22 25 TR O, T LUK X R 25 I USE H-AUE T i, X
SRVFEAE % F 2 1A p A 2

KEMEPMAEE GER ZHA SYSADM 5 SYSCTRL AU[HMAIEE ) HA USE %
W, BRNBILENEZ TN, FEREENT, 4008 %EEN, HREN
USERSPACEI! ) USE ##4U#%F PUBLIC ( 4R AT RIS A4 ).

USE HAURBERR & SYSCATSPACE i AT-4a] 22 45 IIf B 35 2 a4 .

AL EF
AL R B B X 200 P 922 SO L BT ARAT R B

FA P A5 K BE LS CONNECT PR, A Rl FI R FIAT ] — N4 AL

+ CONTROL % ] 42 X R B B A e A, 48 IR & DL 2 T R A 5l 2= 4
yEE S, WAA SYSADM i DBADM AR, 4 [#F CONTROL, — M)
Bl B3R CONTROL FRAL, 440 ] 14 A 2 0 R 18 s SCrpg | TN BT A
#. MEFMEFREA CONTROL Fifuhf, siftifi]AH SYSADM = DBADM #UfR
i, A B3h#%I CONTROL H#AL.

« ALTER RVFMF B, flan, HREMFISEME 295, B ALTER FBUH P iE
AL COMMENT ON —3%, SE RN 5. ARG RMITHERNEL, &
%% ALTER TABLE fil COMMENT 354],

« DELETE Fuif P sl R 1 o Bk A7

« INDEX AFH xRS AR5, Kol0IEHFEHIEARTH CONTROL FFiL,

« INSERT AVF P ¥ATHARSME, 24T IMPORT S:HFEF.

* REFERENCES fuif ] P A FImER — 4~ ohtE, JRE @ik R RmP AR, Hrar
AE O E 19 51 AR AL

* SELECT fuif i mRaE s itr, *RAIEME, Jis17 EXPORT SLHIFET.

* UPDATE AP EMRSME T SEE, SRS — 2 RE s 5
H. HP HEREXR E 1Y S0 LR AL,

HEXRLAR KT HUA P B AL AT 7E GRANT 40 LAt il WITH GRANT OPTION
KRET.

i Y4BT P EAN AR CONTROL Feflit, Kfli ] WITH GRANT
OPTION H ah#% T X% M A HAREAL. W35 W EA P 4 T 0Fi% %1 CON-
TROL F#AY, %M AR R B E shi 7R AR A, S 5T 1] CONTROL FfAL#%
THITARA, LR AHMEA AR, S5 7E REVOKE 4] B3E ALL X,
fil4n:

REVOKE ALL
ON EMPLOYEE FROM USER HERON

i BRI, FORILIE YRR BUA A L



E AE - RIZREG WA R — R TR I, T 2B R 2 IR A Y
—HEFE, PR T O R AR T AT R A A TR, SR, AR — A4
THREFAT RO, I R E X T R IR AE.

TE—NRZRE M, RZMPTHFR/ TR FERERGE SELECT, UPDATE il DELETE
R AR B E I AR R AL TG 73R8 (&R ) AT, X7 RFRh il &
g 7y, win, Al T K%K Employee_t B Employee %, BEEREAGEMN
Manager_t [JF% Manager, ZHZ —FRrk VIR R, X B L4514 H2ER Employee_t 5
Manager_t Z[AIfJRRY/ AR R, HFIX W AFER Employee 5 Manager 2 [A][1)3R/F
REFKIGR, BHTXMAER, SQL Arifi:

SELECT * FROM Employee

Kz [m] R B AN BAY X R AR IAAM Employee_t JETE, I, FEHT#RAE:
UPDATE Employee SET Salary = Salary + 1000

By iy 22 FEORIAE SR 6303 — e,

%} Employee HA5 SELECT $#AUH 7 ol AFRATIX A~ SELECT #:4E, RIEARA X Man-
ager & A W3 SELECT i, (HZ, W AARFXEMP BN Manager FHRPUAT
SELECT #:/E, H, XM EAEETM Manager AT AE4kA& S,

K, X} Employee B4 UPDATE HEFUAYH PR REWE X Manager $147 UPDATE #
1B, T s E AR A 3, B 3% A P X Manager 324 HA B30 UPDATE %F
. AR, BAARVFXEM T EHA Manager TR 417 UPDATE #:4E, [, XM
JUK RBEE B Manager AT AT AR 4k K 571,

12 Fr L4
REFF 0 — AR R X &, B o Rl A B DAGE & T B AR P 1 e A 80T 3
VilER a5 5. R B R AU P R B AN R R P 4.

JA 750 Kl 2 24T CONNECT ALRR, A Al I R ST A H5 AL

* CONTROL #; i R BEEBE0E, MIER SATAR P (I RE /1, LA SRR IRE AR T 3
P RIRE S, AR AR A H SR AR AL, B4 CONTROL ALY P #d%
T BIND Al EXECUTE #§4%, i&nI DI GRANT 3 FpRF X S5 A0 T HoAh
(S A WITH GRANT OPTION % T4, A4 BIND mf EXECUTE #¥
B P AT MR G BURA AU T HAL /7, ) B4 T CONTROL #Al, A i A
SYSADM &, DBADM AU,

 XEEFER BIND FEAUTVF I BB E s e AR et DL s A A R R 7 L 44
AIBIEEF BHTRE e A AR

* EXECUTE fuif )" T aliia TR .

T AR URAGE TR RO A MEIEE I PTE VERSION,

Bk Lo P fURFAL S, BINDADD Kffi AR AU FL e i G ke v 6 ol s 20 e il
JE R B AR AL,

R RS0 X 5 i XA B0 S AR Wl AR # . 54k, REF R 620
X B P 4 R T X G AT T 2 R A A R 4 51
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WETRFR R P A REFR EHAEACE R, oS DB2 RIIERIHEEN, DB2 His
JEfE Sh A0, FERIR TR 7 B B A0S IR AU e MO, A Al 1 2
BT IR P,

EEIEE2

KRG HIEM A E 3 EIZE S CONTROL Fifl, &5 CONTROL HFfX
SERR o MBR LRSI RE 1. BB T X —1F 5 CONTROL F#il, M wmBAf
SYSADM #; DBADM #{[R.

FYL INDEX FRRUALVF P Xz R AR T
WEFRZL INDEX HFALSLVF L XZIE AR A1 R 5 HLE.

51454

Feol Al B shizlod 7511 USAGE fl ALTER $R#(, /74 NEXT
VALUE fll PREVIOUS VALUE #iAx, #EHA USAGE $#A0, Ay HAl -
il NEXT VALUE FI PREVIOUS VALUE ik, 00755 F PUBLIC, iX
AV TP B A 18 e A r s

JFHI LR ALTER RERCSRVE 7 AT 3 A0 507 5 3 21 sl S ek S e B 0 2 R AE
%. JFFHIM I G " DI T A FT ALTER 454, JF HA4EM A WITH GRANT
OPTION, IR 43X 48 7 ] DI UCHE X S AU T HoAt

TR

EXECUTE $RAUH B T A5 2R GiRE (anBdie R i e, BRI ) BATHYHRAE,

—H A% EXECUTE ¢, Mt IV GRS, BIEIR TR T (U8 T %)
() R 5 L B AEE {7 DDL iE4] (i1 CREATE VIEW Fil CREATE TRIGGER) 12| {4
.

SE ARt R, eR R R B P % EXECUTE WITH GRANT 454, Al
id WITH GRANT OPTION ¥ EXECUTE FfU# 75—, HAZ M A DMKIR
K EXECUTE Fpfilsz 3 HAh i

W TIETE R USAGE 4511
BREMS A A — TAEfAZR, Bl S # 0] LI ] GRANT USAGE ON WORKLOAD
AR P, A a2 T TE A USAGE $54Y,

2 DB2 Bl ARG A BUARIL R A TAR 0y, st Kd 2k PR B xhz TAE
HA USAGE F#fl, R X% TAE 3 USAGE F#fl, JF4 DB2 %fi
JERGAHAEA P IR LR T — DAL AR TRk, #midsd, =il X AR
# USAGE FAUHY TAF G20fs 8 4 1 A AE — FER RS FE,

USAGE $§fUF BAFfFAEH s rp, DLl SYSCAT.WORKLOADAUTH R RAF It
FERLAS L

A LA F§ REVOKE USAGE ON WORKLOAD i%4) k44 USAGE $#f.

B SYSADM & DBADM AR (19 F P o] DA A H S5 H A7 119 5 3% 422 T 14 AR T IC 19
B ITAEMZ,



SYSDEFAULTUSERWORKLOAD T{Efi##1 USAGE 45

AR AR H RESTRICT PEIAYHE OL T A1 £ 72, B4 G 5 e i st & % x4 T
SYSDEFAULTUSERWORKLOAD [f] USAGE ¥ ¥ F4 PUBLIC, 0|, %5k H
H SYSADM i, DBADM R H X% T USAGE $FHL,

TER24F F P ST TAE 2% (fu4E SYSDEFAULTUSERWORKLOAD) #% 4 USAGE
Fifl, A2t 4&iklE SQL 4R,

SYSDEFAULTADMWORKLOAD T{Efi#i#1 USAGE 45

REEE X SYSDEFAULTADMWORKLOAD T[] USAGE 4 B miB FAEMAES, R

H%HT SET WORKLOAD TO SYSDEFAULTADMWORKLOAD 43 H H4 5+
WHFRREA SYSADM 5 DBADM PR (9 A G4l I T4E 2%,

GRANT USAGE ON WORKLOAD #{Il REVOKE USAGE ON WORKLOAD &4 %}
SYSDEFAULTADMWORKLOAD % 5 {T-fn] §410i]

EFINFERINIR

AR BT HUES LU TR 77 ke il TARHR 3, FIR T Hofl— 63 LA HR S5, i
457308 7 P 45 L e 52 BRI 86 45 5 B8 1) AR BR R A

K2 WG, ATHF LTI

EA%

% TR

RSN

WEHRR RS, Bl EdRE SYSCTRL AUFR. WA 1A HEH O/
S, 824 SYSADM AR,

G By HAM R~ g SR AER | SYSADM g, DBADM #UR,
P 22 T 0 &t k. BRIE. RIPRgEP — A e | S — A s 2 S0 R DBADM Al
LA Kl 1 SYSMAINT AR, HEEHEHR T, A
SYSCTRL AR,
RGARAE W R B F R AT A O Th Ak SYSMAINT #UJi.
MR 5L TF& AR B PE A B AR N AR R, th | ST IUAE#EF A BINDADD, BIND,
uf DLA I R % X — A A B FE ) CONNECT #1
CREATETAB, RSz, D
Rt B BB 3 R AL 1 51 3
T
CREATE_EXTERNAL_ROUTINE,
TP 5 Hr MWK RS H SRR R E L — A | 4 H SEERY SELECT; X — A%
7 H i 7 oK A B FER) CONNECT,
BFRAHP AT AR P XA F AR EXECUTE; Xf—A~si£4
BARFE CONNECT, &SR ER
PITERE.

fi Bt

E CEW P e R, il Bl R | XA MdlE R DBADM L
FIRRIEL,  F42 7 X4 R RV | FR.
R F K
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2. WIS, (TFHFLFHHZN (£E)

g % WAEHIIERL
A ifl K SQL IBAIRKE R, U, MIBREL | X — A A EdEER CONNECT;
WACEE; DL RE AR | XA R RO B
CREATEIN; DL x5 2 e FIAL IE 1
SELECT,
INSERT, UPDATE. DELETE,

iE WRM ARSI SQL WEA), ARA“FEFFEZ MR EXECUTE #1 CON-
NECT A]RED T EH A 44 (1 SELECT, INSERT, DELETE #il UPDATE ),

2F. HIHFE AT E)

BT

BT X R 2B X 2R AL P A1z 5 B SYSADM R, DBADM
BB CONTROL $#AL; si#, P 44554 ] WITH GRANT OPTION #% T Hi4f
B RREEET X B X AR AR

T CONTROL H:AUZT3ALM Y, ML/ AIAA SYSADM # DBADM I,
T2 T DBADM AL, JH A EA SYSADM R,

GRANT JEH) SRS 8 TR T RUE — SR Ao — MR R 7 — sl 42
W 45; 8% ¥ PUBLIC, XMZRFACAILATA P M, EEEA AT RUEA 53R,
w24,

ARG M 2R P AR EIE RS £, W4T € B IR AU 7 1 P b 2 #%
T4, GRANT #1 REVOKE & # 3 #F 5 USERFI GROUP, NS A Hlix en]
PER R, IABiEEE S ERERG LT H, ez aEmiR
P, mREEN AR E P OEH, BB E — 4R, DU R
EMPLOYEE % SELECT ¥##%F F /* HERON:
GRANT SELECT
ON EMPLOYEE TO USER HERON
PIF7nf% EMPLOYEE %M SELECT %:fl#% 741 HERON:
GRANT SELECT
ON EMPLOYEE TO GROUP HERON
FEEGIHOH, TR B R A I A, R E LA E R R EiIC A
AT T AR X X SO PEXT G (AL, BT X S AR 2 —, TSGR A5
1 FEESHIROA, BT S0 B 2 4k 20 A0 & R X S i Sef e, i, <A
k.
2. HREZSCFE,

OO e 1 T A BRA 2l o X G R 2 ORFE N R A% .
3. R ARG RO AR R, M S R AL

AT G 4 B R RUEIE AR,
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4T
REVOKE 1) SL YRR P R S 0 L B2 T JLA PP (R AR,

SO X R R X R AR, R X R B DBADM AUFR, SYSADM AR 5
CONTROL Fifl, 3, FAMH WITH GRANT OPTION £ HYFRFAU A & LU
R B — A G CONTROL H5AZ, /i HA SYSADM i DBADM %
PR, 24 DBADM AR, WIHA SYSADM AR, HABME X BLA X S AR AL

i AHEA DBADM #{FRE{ CONTROL FEAlfFY, ARERE M1 WITH
GRANT OPTION & THIHREL,  Aab, BB R AU A% TR A AR R &85 4
FEAL,

R MEA DBADM FURP A PG — 1 B TFrE (BE) B, BAENIE
1732 e U A AR AR A, X2 O IR Rr ATl i DBADM RURTRE], FEAR
T A B S 2 CURR AL,

IR E L — AN RUZ T HIE BRI — A PR — N4, 244000 SR AU 2675148
GROUP & USER X5, DL F/RfIM ST HERON 5% EMPLOYEE %[/ SELECT
IE

REVOKE SELECT
ON EMPLOYEE FROM USER HERON

IR RFIMNZ HERON #i44*%F EMPLOYEE %[ SELECT FRil:

REVOKE SELECT
ON EMPLOYEE FROM GROUP HERON

FERA— 4P R R RO A REMZ ALY BT A 1S AP IZ R AL, AR5 2 5K 2
HEET MR, IRAAFRE R EE, H 2 SR IR AN LE,

TSI — OB T R A, IR 2 RO 1% 7 B (AT (e R AR AR, X BB
TOREHR R, B2, R RER S TR, AR IZ A § — R
RN EER TN, BARRIRSERE.

AR — A 805 T 3R, IS At fes X i F 7 B AL AT A AT B R A, X B R
TERGHA RN, (B2, FHAEHRRRAE 7RISR mRIZE R — R
RN EERTH, BARRIASERE.

EATRE BB XA O, AEOH — R AR — A, R (U — A
AR ZRAL, (A PR 7 BT IZ AR T A 2 2 B85 TH B SQLOSS6N:

o BETLIAA R BRI Bt B8 G B B AU AL, IR R A TR AL

o ATLAAAF R RAL,  RIE AR T A (AR,

i YRGS R A R BAE ) CONTROL F5ALIE, 1 P AT 4k S A K 4 AL
By HAMM PGS, 44T CONTROL Fftht, P dal#cfli i WITH GRANT
OPTION #{t iy iir A HABFFAL. — B#H T CONTROL, HB4ffi ] WITH GRANT
OPTION R 4LAy T A MR &, —HI B e rImik.

IR T BRI B R AR T A R R AR IE M e R, (RN — A S E AR
HHAEEN], WA LIVERAR, WG SO A T R P90 E &, ]
AR AR, s AT iR PR il — A B U EORT g€, AR AN PUBLIC fi(4H
THAL BB i HAEMR Y PUBLIC HFRUI0E ) S0 RORR P (AR ok, TR M
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JHH T DBADM AR, JBAIZH IR R A R P A e Io sk, S R A s
FEFF AR AR LEAR o, T IR i IR 3 O To A A o K 5 2 kT B 4 7 e A
Frtd, URMCEH N E SR, IR Ak A # % (SQLCODE -727), fERXFHMELLT, &
2B HT ELA 0T AR Y A S R S e

 HUBTE R P R AR

o AR PP A H P X R0 24 AR

o7 47 FHUCEH R AU BT 0 S LA .

USRS — A B2 MR ACE S A A% 8 SQL eR %, FFH AR TR BRI Y — 32
R, B2 RREME 1% MR &5 SQL BREL.

181 B 2 AR 3 S e R AR AR

SO P E0 R e U TR SRS A DL R R P e, R . M
SYSADM s DBADM AUHLHY I QIR RN, SRR TR 260l Mk —xd
I, WEBR 2 T AL

DA GIER, R, RSB T, M S8RENZN 40 CONTROL 7L,
X EMER, HATER A REE R 5 AR, EMEFRE A CON-
TROL FEAht, A Ba{4Z 7 HALE CONTROL F#AL.

24 b R X 4 R — U, K ] WITH GRANT OPTION 12 Tttt &
ALTERIN, CREATEIN #l DROPIN #i#l. X @lamii A2 F PUBLIC [
CREATEIN,

EBIIEFERETEN
BIND #1 PRECOMPILE iy 4@ # ol o ol v AR 7 1, 7R — A s b, ffi A
OWNER &0k iy 44 4= i RE P A0 Y T A .

i AR 7 B BT A A TR AL
s AEMTHP A EHC NTEE, WACRSEE OWNER IR, BG4 (H.

« H#A SYSADM I DBADM IR FARIHAIf H OWNER 50 n] KiAE ] 52 AR IH i
HNITEH,

FEARRT AR DB2 Hudl e b 0 L7 (L R B AE RGEHR S FF OWNER 131,

28 PRI

X AR P R V1 T L R FRVRR PR, T p 55 3 B T AR O 4 1 A
ok, R FE LA S X 2 B X QAT R R SR R 4. Heh R ARG
A WEA L.

BTAIERTFEM A A, PUBLIC filfif (XLMECHE T4 AM PUBLIC) 4
BUH TS E#E SQL Ml XQuery B A AABR, ELAMMAE (XERECET
S HTIRRCA TR E # A SQL Al XQuery AR &AM, BRIETESS e 2
JP A48 2 T VALIDATE RUN, 75 W96 5@ 8 7 3 BB A G 502 50hR R P AL 20 98 4
XBTFHITEZREFOP S SQL 5] XQuery &M I EREAL, #i#F @i PUB-
LIC, B T% PUBLIC MMk 74 M i el P oss s, Rk
17 BIND W48 T VALIDATE RUN, JB2MHEF 6 H B SQL 3 XQuery
TR AR R & 550 BIND R, Jf B &7Eia i EH R UEX L SQL 1§



XQuery 154, MiE IR H P BA GEAEE (BIND & BINDADD 454X ) k485
T Enf, PUBLIC, 4. AR A2 5042 A3,

BFPA &S SQL Al XQuery WML K 3IA SQL Al XQuery 4], ZALHA
MSEIR P, AR ENZREF U AA EXECUTE $#. )5, X TIERERFE
FRYAL i A, S R DU SRR e 0 3 B A, H R AR IR et P it
HE BRI

IRBF A SQL o XQuery iB4], ARATEWARIF I EREF BT, Frigfe
g DYNAMICRULES #8&EMEH. AXEZEE, HSREERA LS
DYNAMICRULES % 51 3

X6 & PR FRAYAE Fr € B (B R4 AL

LR A RARA R, R AR e T B B UL B AR
LR AR I E A SR AR P e, R G S el A R PRAL R
WE AR5 | B 2 AL P B 1 B DA IEAS & iR UG A, (E, R PP A Y AT 3 e A3 o
Bl WA A UEAIA R AG A

fian, et FaaEERN SQC SUAFEE LA SQL 3 XQuery ifih], — & ASIE M)
SIRTAME, 75— &hBEATI AT, 490 R ran, ARy aads
B 452 S TR Sf B T X0 A4 b SR AR AR B R AL, (B X WE PR s TR A 58l T R AT A .
15— AP PATIRE PR, B 1R B A EXECUTE #¢#, IBAZM P A
D53 AT X 5 | I 0 18 ) BT A ) A AT B I R AR A, (B2, X T 51 IR AR 15 ),
PAT IR 7 A0 8 P A 258 2t 5 D5 P DA A A R RE SRS

2 .SQC XA EEhA SQL Ml XQuery EH LA KR SWEFRATIE G 5 R, X AHI X}
SAWEFRAT DB2 HHE R AR A 2501, A8 5 A M1 P i Z008 2o A 78 ) PN 35 A ] A 1l
X5 (RAE) BRAck A, BB 2R Rk A (R 7 0 2 2 i
TE AL B WEARAR IR X G2 1 B8R TR AL 1 DA E A A FIRR BURE AT ). FEIXPIFIIGE OL T, TP
1) F PR B EXECUTE $54%,

R PP B AT 2 BB SURI 3 % P i A 8 DA R AR AR 24, e ol o 2 e P e B
A AESY

o OREEER A SQL Ml XQuery s leRr, AT A RFRAGEF @i
DYNAMICRULES #EIf (% & & BIND),

EANHIEF AR EILEAUER, WS DB2 RIURILARN, DB2 ¥i§
HERE PN SQL. {EXCIRIRIE TR ELBEBUFRIAMS AT I S U, A P 7E MR
IEIITIL R,

15 FAPL B2 3 Xt B R A 3 )

BP0 T — B Ul PRI 1 Vi ] XY R MR,

PR P At T X 2 B8 D ) AT T 41042 il

o AR E .
X BER R YT A] — AR AR E SR PRI AR PP, BT R LA — P R
IR il X 46 51) 0 7 B AT T IR L A 35 1],

o RUGRERIFATH— 1 T5%.
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WA — MU E ) F AP 8 € WHERE 4], S AUH T DERR i — LA
il 4T,

o HUi ) Rl U2 UL P AT A B — gL SR IE W AR U el g U, IR 4]
DAGVEE S FHVERRIY A DB2 Hdla FEA AL, X LERAT AT A — 4>l Kl I 5 | AR

E: PO AT DA — DR o 2 A BRI BE AR 5|, PR A —
P 5 ] 22 A Bl I A i, X SE AR AR O 2 (o B ARIAL, 20K — oA RS P 4%
URR R I B RAE — R, 285 R A1 K U5 AR A X 5 B RR A
If, XA T LA AR AL
TRIEME, H st e 2 X h s A s, MESEFREA SYSADM X
R, DBADM #{f, CONTROL = SELECT HfA, M *il /i fE s ey ALK 5 & 1Y

AP a4, B, BB A CREATEIN #5050, WRIME R R,
HB 2% $idié e 45 IMPLICIT_SCHEMA #iR.

AR B S VAR IR, AR E XA AR S R BRI 2 (GRAIE ) A
HABALRR; (2, SHLEIR P U5 [ AR R, 2500 RE Rl R X e A SELECT AL
S GRS

WSRO AE R PEAL X R R CGRALIET) BEA G @ RIAR, T AT T 51 A
Lo LUR Pl o 59 250 I8 32 o g IR 26 91 D S i, B — A 2cdle JEAL P

2. BT MR IAER) SELECT Fifl

3. A 5] A B e AR

SR P AL R G RVETIRFRAY SELECT 3 /h) k5 [a] AR LE 471

PATR 77 S S it 7 e fek PR PEL oA B A 1] 5 JEL 4 — 1 BE VR AR A 7w 1.

PR AR, VP2 AaTRETT 205 STAFF R #y(E 8, filin
o NHHERTHERE AR B AR,

it #2741 PERSONNL X} STAFF %0 SELECT Al UPDATE #:#{, W LIIR%E S
i A2 I ER
GRANT SELECT,UPDATE ON TABLE STAFF TO GROUP PERSONNL
o ATIEBI T 2 B B AT E A THR S TR B

] LG Sy AR B — LR AR B ER, i, TRURE TS0 ST R
2 A T A
CREATE VIEW EMPO51 AS
SELECT NAME,SALARY,JOB FROM STAFF

WHERE DEPT=51
GRANT SELECT ON TABLE EMPO51 TO JANE

BEEBEN% JANE & E4E4 2] STAFF £ —H#8 1) EMP0O5S1 K. 24if5H
STAFF %/ EMPOS1 MENS, MALBAER WG E:

s I& ERfL
Fraye 45150.0 Magr
Williams 37156.5 Sales
Smith 35654.5 Sales




e IR BRfL

Lundquist 26369.8 Clerk

Wheeler 22460.0 Clerk

o B P ERE B AIA G, ATRIRYE STAFF %) NAME 51I#1 ORG £H)
LOCATION @ — A, il i34 1 DEPT Fl DEPTNUMB 51K 5%

PRSI, Rl 2 I EDR:

CREATE VIEW EMPLOCS AS
SELECT NAME, LOCATION FROM STAFF, ORG
WHERE STAFF.DEPT=0RG.DEPTNUMB
GRANT SELECT ON TABLE EMPLOCS TO PUBLIC

VT B B3 A7 B A AT 6 P o R 2 AT £ R

s FR7Est
Molinare New York
Lu New York
Daniels New York
Jones New York
Hanes Boston
Rothman Boston

Ngan Boston
Kermisch Boston
Sanders Washington
Pernal Washington
James Washington
Sneider Washington
Marenghi Atlanta
O’Brien Atlanta
Quigley Atlanta
Naughton Atlanta
Abrahams Atlanta
Koonitz Chicago
Plotz Chicago
Yamaguchi Chicago
Scoutten Chicago
Fraye Dallas
Williams Dallas

Smith Dallas
Lundquist Dallas
Wheeler Dallas

Lea San Francisco
Wilson San Francisco
Graham San Francisco
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e P7Est
Gonzales San Francisco
Burke San Francisco
Quill Denver
Davis Denver
Edwards Denver
Gafney Denver

#=H|HMAE SYSADM Fn DBADM #FRAYA F#1THIIE
(ST AR LS P B4 SYSADM Al DBADM AU i) 1 Vil $chf,

SR B ARG B DNV 2R B DL EAT BTN, A T A1 OR:

1.

BRI EM, Fok LM EMEXHA SYSADM Hil DBADM AUFR B JH A 4 3k i =
£,
KL HH RIS S5 SYSADM AR AT DBADM  AFR AH I HK,
'J@ M, X MAEE T DBADM R,
N —=A0E B3, T A RO BT E BT SO B A,

A EXHMEA EAGR IR R T A O RO B, Xk, 1A Rl sty
i BRSO RT A, IR AT A5 B SGuE A A ek f+ DBADM e
1.

i RO AR RA SYSADM RURA A, B oiX e B A DBADM
HURR.

AT LU FE PR T 35 g il FR P g 5 ) w5 B R 3L

o BT SR T QUEME — AR fE RS0 SRS RE B SR s
FAUEAC 5B I, e PRI ERY, IF B M @R R AL,

« A5 ] WITH USE FOR FAy @l —alfis 3L, DU SCaf AVsTa] ik
A5 BRSO A . B R AR R, X AT DL R AR R A
R R, O AR PR A F R, S AR, 1N R
IR R P ARIR, AR R TR K.

ISR, R MG AE RS B nT A5 BT SO TP R S0, JRE B T SR

SR AE LR SO R K.

ARG ALV R B, IR 2m B T A EXECUTE JEHIfYH THoRmE, Jfs

SR SRS 0 & AR AR AL Bl 1 R AR SC K. EXECUTE 45 AR P A 237

X SER A A, Toig X SOt i A H .

T ERAMIETA SYSADM Ml DBADM AUFR (7 U ik se 3L Fp R Bl I % &
X EVVE R LA LBAC (ZET AR5 il ) 2.

YRz

38 dE ke

BN AE A A b n B s R KRG ), R DL R 5 R A % N B R A
ENCRYPT, DECRYPT_BIN, DECRYPT_CHAR FI GETHINT, ZEX{{r% FHl5 DB2
B e 2 B A% a0 BCE 2R AT, T LA ] DATA_ENCRYPT 1 SERVER_ENCRYPT
INIEZERL, S DB2 $udli e Ra LB HF)Z" (SSL) BYSCHE.



ENCRYPT A e R {1 FH A T A A 7 i 0 R AT e, X 48 ek B0 Fevp fiede 3
Wb, RN AR AR, — EO, xR AT g e — Oy U
Ao 0 LA ) S R R e, R A 0 G 4 e R O e 3 L 12 0 T T Y S R R g LAY
s el 4 FEUEAT VR,

ENCRYPT RA45 5% VARCHAR FOR BIT DATA (KK 32631 F1),
HfEf® CHAR, VARCHAR Hl FOR BIT DATA,
DECRYPT_BIN Fl DECRYPT_CHAR 58 %{Ufii FF 5 5 i 1 i 2 b il 1E 47 e %

DECRYPT_BIN #4%&[i] VARCHAR FOR BIT DATA, i DECRYPT_CHAR I4%4R
M VARCHAR, [ W% - IHA RN fERE CHAR FOR BIT DATA # VARCHAR FOR
BIT DATA, FiPIfFESRSSE P HZ A IEN.

SRR T2 T =4 8 FHWARM T, BiE T rS i, 4R KE
AT RER RS B AR R AN L 40 BN LR —A> 8 TR KT, 85, R
RERRRSH, SR KRR AR H AR EME 8 LR T4 8 ¥
TR FATHL

GETHINT R A0R 0] B2 AR IR 7R, i8R 7 i 6 B Rl I A 3 [ 1R 2 h A e
i, AT LR aX A B A AR [ PR R 4R 7.

LR Ay 28 2 — 6 s T X 0 i 2 1) 4

o HEARE, B Y ENCRYPT ¥t B E5 7 e, (% R g%t
BT I RO A

o MBI L 2 F4%, SET ENCRYPTION PASSWORD &4 %t & f (8 #E 17 a8, 3t
W TN R Rk A A I B DI TE T AR AR AR . R S S B0
fj ENCRYPT. DECRYPT_BIN FI DECRYPT_CHAR i %ffi i ENCRYPTION
PASSWOED % Fl 2777 %4 ¥ (195, ENCRYPTION PASSWORD % 2717 8¢ H DI finas
# A7

L TRV A B (R — 2 AT R,

BN ASESETE 6 F1 127 28], WHE 6 F1 127, ERMARESESE 0 F1 32 2],
35 0 FI 32,

fiE DB2 LHIFHLZEEREFE (SSL) X
DB2 #if % A4 % HF SSL, XEM A | IBM DB2 JDBC #l SQLJ IKSIFEF 1% 7
LN FIAEFE AT DUAH ) SSL 45 1%E# % DB2 ¥k e, Z4E DB2 sZfildh i il SSL 3%
¥, &% DB2COMM Lt #4813 % SSL, f#d SSL Bl 'E ik, KRG EHEahL
4],

TEMCE SSL 3k /i

* ¥£ Windows [, #fiff GSKit FE 42 H A PATH 35548 EH; 7F Linux Fl UNIX
I, #ff GSKit JERYERI2HI7E LIBPATH, SHLIB_PATH = LD_LIBRARY_PATH
WA R,

o WPRRMTTEREE TS, R EAETTERERSR, B ASTE DB2 EH4H 5] SSL
Yt
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B E RS TiEBEP R, A& H GET DATABASE MANAGER CONFIGU-
RATION w4, MAHXEREZS % MAX_CONNECTIONS [ kT
MAX_COORDAGENTS [{t, P4 C#ihEEERL.

3¢+ IBM DB2 JDBC # SQLJ JRzhi%fF (4 2Ki%H:) F1 DB2 udfa ™ ih Z A SSL
SR

X IR ER DB2 Bl 55 ar i SSL HFH-F- 5 f i

o AIX

e HP-UX on Itanium-based HP Integrity Series systems (IA-64)

 Linux on x86, x64, IA64, 64 {ii POWER"™ R 55 F1 64 {ii zSeries B{ System z9"
* Solaris on x64

e 32 fii, x64 HET Itanium ZR% 1) Windows

SSL sl fEHir4h FIPS J5 2L,

WnSRAE P i 55 %% L il DB2 Connect m DB2 {MLRik¥s DB2 & L 2 F 1L
wiSeries” KR, M4 SSL SCFFAER & DB2 Hdfa 7 i 5 AL iSeries HfiiFEZ
[ AR, {HJ2, SSL X #§ft DB2 % ;41 LAY IBM DB2 Driver JDBC 1 SQLJ 4K
ey (4 FGE8E%) SR THIMSE DB2 Kl i 2 8] m] A,

BAE DB2 LU ACE SSL ff:

1. YE% DB2 SEAIRT A # 5 5%.

2. @@ SSL it E
e Linux #1 UNIX: INSTHOME/cfg/SSLconfig.ini
e Windows: INSTHOME/SSLconfig.ini

Hrp INSTHOME 2524511 £ H 3%,

FEGR B SOV AT A LABR 6 SSLeonfig.ini f15[R], B Ay SR AT RE 4D & BUR SR,
it GRS SR RS, AE AR SRR BRI S AR ER HilE SYSADM 41 A%
BN,

3. ¥ SSL ZHuRM%E SSL FLEC{F. SSLconfigini U S HREARHZ) SSL
) SSL 4. SSL ZHIIRUlT:

#* 3. SSL WX SSL 4

SSL S#HaMm i
DB2_SSL_KEYSTORE_FILE A0t 2 5525 TE 15 1) 25 S IR A S AR 44
DB2_SSL_KEYSTORE_PW At Ml 55 Ik -5 1Y 25 BH A Y 2 A,
DB2_SSL_KEYSTORE_LABEL Mz 55 GHE T AT
DB2_SSL_LISTENER SSL AfilT &5 A Iz 55 2% PR B 15,

i

o WEREPIE AT 2, DB2_SSL_KEYSTORE_PW ] L =3 Jf ul LI,
 hniRAms T DB2_SSL_KEYSTORE LABEL Z:%i, Hiffi B4 M5 L. 10
REA AT UL, B2 SSL BE KKK,



T DB2_SSL_LISTENER Z A {H M A[ET SVCENAME %idl 24 B A i
BEHPEHE, 2580 DB2 524, H. SSL Fll TCPAP #RAEMiIWT[R] —
w15, KB SQL5043N 4%,

T & SSLconfig.ini A Y7

DB2_SSL_KEYSTORE_FILE=/home/test1/GSKit/Keystore/key.kdb
DB2_SSL_LISTENER=20397
DB2_SSL_KEYSTORE_PW=aaalll

4. ¥{H SSL iM% DB2COMM M4 &.  fin:
db2set -i db2instl DB2COMM=SSL

Hrb db2inst] & DB2 SEf£8, Bl E B ] IR 2R 2 AU, filn, 2
[ TCP/AP F1 SSL A= Uil
db2set -i db2instl DB2COMM=SSL,TCPIP

5. EFrAsh DB2 L, flan:

db2stop
db2start

Hit DB2 j&xf

DB2 HitTEE N

S PR ABUREE AT ], T DU 5 R IR A7 T 42 S ATL A e X 2 AT AT 52 1 %
a5 ) A7 Sy ot SE AL O0 5t o4 o RS 1k O A R MBS TR AT,
SABERTIN, h T B R SE UAE 55, DB2 Bl RG AR T T A,

IS AW AN o S ) 0 U7 TR R G 8203 A, T ok o e U7 TR A P o), I B 28 B Lk 0
3 B9 8 s ] BORL O B R SRR U v, LAY R P A B ) P P 7 ] (A R4
BRI OB B R G S D iR,

DB2 #it TRy — R OB e A UV HER BR,  JF VR AT 4. Kok
THAMAE R RAFAE R T H &S0, XX 2830 s 19 0 i ] B 7s in IR AR 48 ok Y
R, — HARRI e, ol n] POAT B kD s H B X R R e R .

B B AR ST SR B A R R R AT RO RO RE D, R RS S R R H &
T SE SR A SRR PR GG 3., RGUE O (M SCHI 2Ll A SYSADM AL
BR) ATRL6E ] db2audit THAESCHIZAC B AT, FHAEmlcR XA HE SRR, R4
EHLOIRT LU db2audit TR AR SEGIRIECE 2 i H 5 T — B 2 I H 35
O T Rl

LAEI R (/b E SR A A SECADM KU ) Al LUK # i 3Emg 5 SQL &)
AUDIT — & it H] >k e & JF % il B A Bt 2 g o ik 220k, 222 % 3 01 o] DUl
SYSPROC.AUDIT_ARCHIVE f#f#if#2, SYSPROC.AUDIT_LIST_LOGS 3 i %Al
SYSPROC.AUDIT_DELIM_EXTRACT fFfi#id FER IR HTH H R, ARG H &I
W B Al Bl B RS e DLEE AT 40 #T

e DX AR R PR R AR, VR ] B B SR A S T E R R B R X ()
WYX ) 8H X CEENARMR MR E X)) FAL, XEREFITC
A AR IR R BRI A — B 6 T AR R bR R A DX B
KA IX (PEAERTHE A X)) BIEE.
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TESFg, Wfd ] db2audit start F1 db2audit stop 43k B =45 1E AU ShE T T A,

e/, #it TR MBAHEITLERF R, BA#EIF TRS DB2 %%

M55 g%, B DARDGE 45 1k 3% e f, oot T ECK SR 2 TG sy, FHaL b, 445 1RiEsL

By, WIS H AT AR E R, B AE R A s, R S

A o XoF 52 S 3K,

HITIERAZES

A AR R BB # SR, 8 P T i TR 2k kg, BV EES

AN 4 BR T T — A B I O, B RS RIZ R AR 2R, nf T

250 2

« Hit (AUDIT), 48 g0 v B s m 8t B & 24 Bl k.

o AFRAA (CHECKING ), X\ DB2 K b 4 vl ok B il 2l E AT AU PR G
W] A ek,

o XZZES (OBIMAINT ), 22460 g o Bk Aicdhe xob 5 DA B gl A8 B 26 f 2 i 2 A i .

o ZedEl (SECMAINT), 7 AT &4 i sw:

— BT SR B R AR AR

- T EHRE L 2T SRR

- HBUBHRER, fAEARR S R LBAC 424 S i) Jg

— T Ek#4 SETSESSIONUSER 441

- #F7E 48 DBADM &, SECADM AR

- BRTIE B E SR
SYSADM_GROUP., SYSCTRL_GROUP., SYSMAINT_GROUP if
SYSMON_GROUP,

s RGEM (SYSADMIN), 4 f775% SYSADM, SYSMAINT 1 SYSCTRL (R (¥
PR 25 e %,

* MPRIE (VALIDATE), 4AE P 80 R 2404 2 E B &4 U0k,

o PAE LT (CONTEXT), Y4HATEIE FEEAERT, AR Rid s Dl B RiZ4iE BT,
BE2E A ARV B H AR SO AT AR, M S H BN E AL TR R
A, AR — 2 SR BRSO PR R OGN, shAS A A IIE )
FRSA A RE PP AR IR BT AT ARV E SR A4 /R AF (40 CONNECT ) HynT 4 ity
BVHERI T RR  ER SC.

7 BRANZEME BT SQL 8 XQuery B TRER K, FEAIFE CONTEXT it
W5E4L R, XA HEff CONTEXT il#AR 3R K.
« 47 (EXECUTE), 7E#iAT SQL & /m) A A siid 5k,

Xt ¥ EMAT — R, AT DU I SR IR S A R ) 4R AR

FERCR 12 MR 55 i AT B AT AT R n] RE AR ULk, T H SR AR LAY SERr e s 2R
S0 Q7 S i 1% N O NV W (i i D =3 b i B R 80N 187 S R ey R A i R B 2
fE, EREMAEAE, S FHA, hTIEE, X EF SR s+ o E

BT R g

LA O R] DURE R TR R B B R R, DA OO 6 T/ A Bl AR S i
fi &



4 T O AT DL B B SR R A R A R R A RO R . R R AT LR A
SRR B T S
© BAIREE

AR F VSR, K B T AR 12 PN K A BT R R T S
S

BT A SR RAEES (DML) DLEXTER (Fo28) . MQT (H/iRkfbtifizk) il
PREY XQUERY ijlul, fEV5IRMS, HAME S SO0 & 8 EXECUTE &5
THEE, RIVRE SR 7 B R A S TR A,

« AlfF LT

AR VT I, K BV e R AT AR R SOE SO AT AR BN R A 1A T A T R U R
1.
o FoRAP HeURERRRR

AR H VSR, K R T PR R T S S BT R R

AR oL SR, A D 2 A R B T B R S B A R R S, A
(B A L A BTG, N, i o A A i,

Wk — A AR IS it difs 8, nl DUGE e TAE 048 3 Sk 1
AR S, 1% T, 2 TAE MBS AU R ARIR, 3B
REVS S oA 1, X AT RE Sl TR A SRR BB M B VTR, BUE TR ok T X SE At
JEYER, EETRES 2R (WRERRIEE ) TAEME., ity £480E
TP, Ak,

« P (SYSADM, SECADM, DBADM, SYSCTRL, SYSMAINT HI SYSMON)

AR B, o R A 1 AR T R S BT A R R A, RIREIZ AR
X AR YA T B RS, AR % S5 DBADM RURCHE, AR ARtk
R 2 HHE A SYSADM AURAY M7, X LE ] gl v B4 DBADM AL
fR.

LA O A DLBIEE Z AW SR, A0, BT R 2 A A RE A RO R B
JEEE, JETRE A SRMORHTH A DBADM AR PG sh, W AR
X —AERA R, IR A RS EOR RO RO FT A SF (EH S —)0). 6l
n, AR A A B SR EOR B E R AU EXECUTE S04, H A BB
W SR B [R] — R AR EXECUTE B4, IB-2085 B3 U7 [m) 12 32 Ik A B A 2R I 2
.

XFRER G, HAEA — AW IR A R B, ARER A 24/ R S5 E — A
FRIK.

BVE SR AN AE 9 L PRl R SRS, AR 2 Al 2 A SR, K B T ) LA SR IR O 5
5 £ 22 AR L,

& T RA B A 2 B oE AT T %R MQT, IR AT e 5 — 2R,
B2 S5 4 (7] e 5 2 T 1R HEAT MQT KHK,
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A4 R A S

55 IR SAAT B B VTR AR 8 55 55 JTAG I RO B T S SRR IR UEAT B, o, IR 2z 4
BB B — AN TSR S T SR IO HAZ R P AL TS s, IR AZ RO R A
SEMAAE 1% 3 95 N RAT AR AT AR TE A, LAk, X8 T SRS i 11 1Y B g S84 7% S J5 A2
B, WA E B Gk ALTER AUDIT POLICY 4], HRA1%1E ) BAEE S5 A4
2.

LA G ] CREATE AUDIT POLICY &4 RO 1M, i ALTER
AUDIT POLICY EARAG U v, X 4675 a) m DLAS &
o BHTFASEFRPREME: T, BB, RN,

UCH V5 48 2 RS VT B A w] B F 4
o VTR & A EE IR IR 55 28 AT A
AT A AUDIT 508 81T SR 5 24 5508 22 50224 Hi A 554 H 10 53088 22 X 4 56
0k, HEZXNEAEM A, SR v g e dE 1 7dit,

BUMBR AT RS, AT LI ] DROP 58], AREMIBR SR G Bt
. i/l AUDIT REMOVE ¥f/m]BR 2553 R AL AR, BOM BRI N 2 37t
Hemg, MG LIM ] COMMENT i54),

HRITEERZWEMNSEY

X FAESRAT EE R DI 7 SRR IR A Y — L 0, O — ] RO B ORI R B2 5
Bl R R ems, R R R T X

K4 EBHMN

=4 BHitZE5) R

CONNECT CONTEXT

CONNECT_RESET CONTEXT

AUTHENTICATION VALIDATE | 3X {345 75 7T 5 12 $2 P4 22 #9 R0 U0 48 1 P S0 1] #Y) A
Ik,

CHECKING_FUNC CHECKING | 2%i& 97/ /& SWITCH_USER,

B PR -5 M 2 S I ) oV SR B X S, TSR S AR AT A X S (o,
A PSR ) RBRA B R AT R, X AEE RN & 4 8 CONNECT Al
AUTHENTICATION 4, A5l fISCOIg it e s, B2 gl o 1k, B qe
H—UGE MR 8% . ACTIVATE DATABASE iy 4 I .

VI A PRI

WRAE S EZ NI, A8 TG EER. EXFHELT, K
AR S SR A P S A BT SR, I ELRE AT BT PR A A EL S
AT AT 5 AT 5 2 4 S IR A B U SR AT A A

Wi fii ] SET SESSION USER 4], HS4 HUlikaim B ibnil, J5G 1P s ARR
(REFAFRR) BF RIS REA R, JF BBl R P 8 v ks, R AE &0
W& H T £ SET SESSION USER i54), M2 RFZESFEGEHNT (REEAGRR)
MR (STERAGRIR ) BB,



HBRE XES Rl

THEEE e iEF (DDL) IEAFRA AUDIT X SQL 54

+ AUDIT

+ CREATE AUDIT POLICY. ALTER AUDIT POLICY #I DROP AUDIT POLICY

« DROP ROLE #l DROP TRUSTED CONTEXT ( {5 B Mg i Mok a5 - F s
VT A SR 175 )

AUDIT /75 SQL B4 7E( R HA —LefR i

o BMEHEHEMUIIEA COMMIT 5 ROLLBACK,

© REETERJmH S M AR XEER, Flil, XA F5.

FT A 43 X — R RV — K% 95 AUDIT 2l 50 DDL 3E4), G0 k¥ 921
AUDIT /55 DDL 4 IEAEAAT, HAJE4: AUDIT M55 DDL R4S, H
#2477 AUDIT /5 DDL /) & SEalml & oA Ik,

T HECH B AR, (HEAERFSE AR, BT & %R A A R IR .
BT X4 RE R B EAAT ] YR 51

WA TERCRE— AT, H EMPLOYEE R F I MMEIEE, I LIS R % H A
VR PR BAR IO ERTRBT SQL Wi, WA AT EXECUTE JH BB R AIFTH Ui
[l VKBIHIE SQL A, I AT B FERT L EAESTIN 508 SR R A BB

BRERZR LR ST BT IR, B, HaE R AR —MEE EXECUTE 285
M HTE oG, IRJE 224 B DR 2R S 3R S Bk
CREATE AUDIT POLICY SENSITIVEDATAPOLICY

CATEGORIES EXECUTE STATUS BOTH ERROR TYPE AUDIT
COMMIT

AUDIT TABLE EMPLOYEE USING POLICY SENSITIVEDATAPOLICY
COMMIT

it SYSADM = DBADM H{THIE(A#R(ERIT B

AT WL EGHKIER, —FRAR LM ERHES WA EENHITE REE H
(SYSADM ) %l 2% B (DBADM ) R B ARLE A\ S AT HAT A0 Fl BT A 3 201,

S AREE PR NI BT A R4, ATV EXECUTE Ml SYSADMIN 2R, 4242%8 B 51 6
AR PR B B BT, A B B AT DIGE ] AUDIT 35D R LT e 5
SYSADM A1 DBADM #(FRCHE, #A)5, #IH5 SYSADM & DBADM AR B4 I
B SRAT AT A B S0, LR 2R 0 s ey B i X A 1 SRS 3K £ 5 SYSADM. Al
DBADM A FR S Hk:

CREATE AUDIT POLICY ADMINSPOLICY CATEGORIES EXECUTE STATUS BOTH,
SYSADMIN STATUS BOTH ERROR TYPE AUDIT

COMMIT

AUDIT SYSADM, DBADM USING POLICY ADMINSPOLICY

COMMIT
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HITHEE A BHATRIEA T R 7R B

— oy ) SR VR A B AT Web B FIAR P, i Web B IR FFRYER LI
ARA. FAGERE A, Zme T8 R AR, 122 5 % B R V1A
R RAE AT AR #RAE, DU 2 Al A 152 52 25 Xt e A5 sROF B (R AT . Web |
FHRE e [l 2l 1%

EXECUTE 25|61 &% BRERIX AT O T 69 F ™ 15 st AU s 4. 58 — 2 Bldd 4 1y
HTH R HR e S Web [ FRRFIT6E AU fA @k (FEBLR B, f{h TELLER A
CLERK) :

CREATE AUDIT POLICY WEBAPPPOLICY CATEGORIES EXECUTE WITH DATA
STATUS BOTH ERROR TYPE AUDIT

COMMIT

AUDIT ROLE TELLER, ROLE CLERK USING POLICY WEBAPPPOLICY

COMMIT

FEMSEITAE

RGE W A DI db2audit configure 4 & I s H i H AFIE A H AR /Y 2%
fe. AMHIEH SRS HEBE AR E S, MRS & TR S AR s
HiTHE, 2O AR R H &, WA NH I H R B, 25 2
ARXEEM, FEZ R NSRS E AN T HER, A0 LR H RS A B0 i
BIGE S A, AT L s B B A B DB2 K A b DL AT 20 A

Be & W EH B E AV H ERCEAE - MR SRR, IR R
PRSP IXDIRERRE (DPF) e i &A1 S ARG AL, 7E DPF Mg, sl
T H 0 B AR AT DU X AN e — i B SR, R S B A E — H SR BT R
W5, FENEAT SEE AR,

£ Windows #E{ERS L, il HERBE RN instance\security\auditdata, 7F Linux
Fl UNIX #:4E &% LK instancelsecurity/auditdata, WURAKEME FEE &, IBATLL
AR H R (WRAFIE R ROLE, vUTERSE EAEH H & DURE & AL E ).
EREWNHHITHEMENC IS E I H BB KR, WEHHA datapath I
archivepath Z%{ff) db2audit configure 74>, LA K6 FR:

db2audit configure datapath /auditlog archivepath /auditarchive

i/ db2audit BCE B H A6 AL EE T S0 0 BT A B

xRS g A 2 A, IR ARSI R %A AN R B RlE A A A,

DPF IMERAVEBNEITHERIHKE (datapath )

f£ DPF #hsirh, WHERA 0 IX B AR RIS shdt H S E (f datapath 24

BOE ), Al PR RSB H A

1. 455 | datapath 28, %R E XK, i HEdE I KRB A IV
XS QIR R H &S0 EAR T, IR 45 R W 5 1 B e 12 43 X B B AR [R] B A
H,

2. (il FHERTA T R AR R 3L =K BhAs .

"TLITEXT datapath 288 & (8 194 (o 07 B I e X 3ok s, flan, ek =

AR RS L (HPEEER XS 10) , DIT a4
db2audit configure datapath '/pathForNode $N'



B BT 513 AF

* /pathForNodel0
* /pathForNode20
* /pathForNode30

E NREOE R A oy DXk HORSR E I H S04 (archivepath 240,
REEHEITEE

R T DU db2audit T H R VTIRYSEERIECE 2 8 1 H 2R DL T — 288 205
PEHERMBCE IS, EAMEEITHEE, feE e R
SYSPROC.AUDIT_ARCHIVE f#fifid #, Z H 25 H il U J -4 B e A2 e 7S
Hh, A4S BT RIE ] SYSPROC.AUDIT_DELIM_EXTRACT 77t 72,

PUT & RS A T H R 22 448 3 075 B 1 A0 R

L. PR AR IS AR 2 SYSPROC.AUDIT_ARCHIVE SEHUTIE sh 8T H
HHLER,

2. W BGEAE IE H &S0, i SYSPROC.AUDIT_LIST_LOGS 3% R ¥R 517w
A T IAMH T H &,

3. WSUHEAE NS EE Y SYSPROC.AUDIT_DELIM_EXTRACT f#i#id # LI H 75
Al RO IEH B AT A B A,

4. KA HEIESE A S DB2 ¥l F T LT oA,

AT ESLR C AR H RSO A BN R DL T 20 45 T DLGRAE B AT TDATE B Sk 407

fitn, ol fe R BRI AT A B RN A R X S A,

SR RS S R s B A (Bl an, SR A AR R R S S ), B IR B R R A
1E) , B AVARSSERRNE RO AR H B8R i 2 A i e 428 bk iilmis H
Ak, i, db2audit.instance.log.0.20070508 17204364094 1.bk, & o] & j5 (3@
PRI AR T A B R 2 MG A S 1], B R A A AR ), R s H
BRI, ARG, TRV R AR H & — X iz H .

# DPF INEARFEFEHEITEE

F£ DPF BAEEH, WNRAESCONEARISFTIN A A a4, 820Ut Ress B shife &4~
MEAT. B A LR B IR H RSO A R A A R A TGS, B, AER =
M RARMARE L CRHREIRESX SN 10) , LITars:

db2audit archive to /auditarchive

HeRIRE T AL
 /auditarchive/db2audit.log.10.timestamp
* /auditarchive/db2audit.log.20.timestamp
* /auditarchive/db2audit.log.30.timestamp

AR S 1 35 T 2 TR 4, 80T DGt B e — oy o T R 4 1
A5 L3 1

« 4% node JEIN db2audit ir 4 A DA (SN L AT AT TR 4.

o (EF db2_all fr A DIERTA M LB IR 4,
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i 4m:

db2_all db2audit archive node to /auditarchive
K DB2NODE  IREAR bt U /R £ IR 1% a4 1977 5

BEAR, AT DATEREAS Y b A BN IR iy 4. o n:
s TE AL 10 b
db2audit archive node 10 to /auditarchive
* FET AL 20 L
db2audit archive node 20 to /auditarchive
o FETTA 30 E:

db2audit archive node 30 to /auditarchive
i YSEBIREBATR, A A B IR H RSO R R AR,
i EIENTA T R AR IR AR, HX R TR,

i¥: AUDIT _DELIM_EXTRACT 77f#iZ 21 AUDIT_LIST_LOGS % RE H AT 24
HI CUMBEARRF ) 7 S AR 2 05 RS B &S,

345 B A F R E R E R PRI T6

— N TR T AR RE S AR A O H B DUEER Skl ], T EEASA /DA —
ASE R H SRS AT H SRS WORM BKshgsh, 1570 ) 2eHE 20 4% 11 0 4
ANAS/NE & R AR SYSPROC.AUDIT_ARCHIVE fAfig it #ERY I, O I9AS H AR
RIERA TR #6 12 Jauditarchive, Jf H ISR @y S TEMT A 15 5 BisdT:

CALL SYSPROC.AUDIT ARCHIVE( '/auditarchive', -2 )

Ve Z e Ry — &0, A FARIROFE SCT — & B H 09 ] BeAT o0 8O Fe i /9 76 20,
o EAE A T X AT o g B, AR BRI — A AR H SR A
Bl, KX BRRICEAE SR R R, AR SQL EifpkERX LGS, 1424w C
SE BRI IE BI85, I RAA T A B SR 5 2l e iR A Sl e X 5 0T,

fltn, HATAT LA SYSPROC.AUDIT_DELIM_EXTRACT 7 4i# 1 Rk M FITA 35 i il
B A 2R C IR H RS, XU T H A A SR ST RIS T #iC 2006 4F 4
HAElgm:

CALL SYSPROC.AUDIT_DELIM_EXTRACT(
', '', "Jauditarchive', ‘'db2audit.%.200604%', '' )

T1ES — At fA1a LJE ] SYSPROC.AUDIT_DELIM_EXTRACT fEfifid 755k M
EXECUTE 259l ) FH 4 2 a4 1Hd %, I CHECKING 28 51 A il B 2k I 5+
PR E FRSE e SE, BT B4 ER A BRI C A SO i E R H e SR

CALL SYSPROC.AUDIT DELIM_EXTRACT( '', '', '/auditarchive',
'db2audit.%.20060419034937"', 'categories
execute status success, checking status failure );

HITtHEXMHE:

O H SO A AT X EA DR S B E BR PR H A, FEAn IR e TR B Bl
SrIXIIRERRE (DPF) PREEH EIMEAS 0 X, O IR H 30 SO0 44 )5 i i 17 aa AT
IS5 4 RO ISRV ERLE.



It HEXHE

f£ DPF #85rh, [GahdiE H B EAR ] DUEXT A X — W H 3%, DEESNRE
A&BW . AT HESRERR G R IHOE, o X S asEEdE it H &, 4
m, X 20 b, SEEIgEEHESCF4 8 db2auditinstance.log.20, X T I SEH A 44
A testdb BUEHEZE, HiTFHE SN dblaudit.db.testdb.log.20,

TEdE DPF lirh, WrXS0k 0 (%), fEXMIEH T, SSEgetH &2 R
db2audit.instance.log.0, X T ULSEHIH 4K testdb AYEHE &, ®Hit HEXHN
db2audit.db.testdb.log.0,

CIAEHEITEEX 42

eIt HE R G, HSCH %G EE MR T #2024 [0 6 #
YYYYMMDDHHMMSS ( K YYYY 24, MM & Ay, DD /2H, HH 2&/Ny, MM
Eorgh, oSS &R,

VRSB i RS B0 S A% U T 8 0 H RS 4 al:

KHIZEIFEHITEE
S ARR R i 1 Il U S R
db2audit.instance.log.partition. YYYYMMDDHHMMSS,
HIREZCREHEITAS
B EC AR H I H BRI S A
db2audit.dbdatabase.log.partition.YYYYMMDDHHMMSS.

1£dE DPF ¥4, partition BI{E R 0 (&),
B A B ] F m e T AR A A B ], e AR R R HEmf e s H R i e — &Rl %
MEFE], ©ERSE T H B ST R & — il sk, BT RS H S0 2
Ao (B B C M JLAD B, 32 R A
o FER AR A AR, B TR R E A AR R IR NS A IR H &
A,
o FEZMIERIEY, RN BB RENTEI A RE S &l IH R A i PLER B RG]
NGEZS
f£ DPF IpEirh, WnSafs a2 0 AR 55 48 EAE s 1T, ARAB R B0 &4 K H —
O R R FRAT VRS i 4 1 43 DX AR AR R R TR
IR FFY DB2 Hit#iE:

il BCHE e R P R VT R 2 W, R A RO A B, Y 2 A R i A R )
X s, DU R B BE S AR AU AR .

o ARAIEBAI TR ARER, 1§20 CREATE SCHEMA ifif],

o BRBIERTTFIARFFA, 2 CREATE TABLE 4],

o WEMENDRAENERN RSN, (R FBERARIA L0, )

i B AR A G B R RS AR A R AT AT REEROR[R]. RTRER N TR
b, s HFIA VI AN REMAS, B db2audit.dd] B F Ak 3ok 6 & B0 R.
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50  ufrE ket

B 5 A ] T R R A A R SO R YISk SR IERE, AT DA A Ok
(INEpEeE

TN AR OR AL 5K 26 S o £ 55 B B R R, IR ] DL 2088 3= SO 1 51 sl R 9 7 BER
B ILE g NS 2N R E LI, T2 7046 SOk B a2 A5 e 3% i ) i 4
1. &y db2 x4 F7FF DB2 #r i .
2. mlik, ElEs Ak, TR E, #X44 AUDIT:
CREATE SCHEMA AUDIT
3. Wik, QRAIE T AUDIT B, AR 2FEQIER AR 3k 2 mi b4 2 18 K
SET CURRENT SCHEMA = 'AUDIT'

4. I8TIA db2audit.ddl DIBIEH A& BHCRAYE,

JiIA db2audit.ddl i F sqllib/misc H3% (£ Windows [ sqllib\misc) H1, %
AR E B P E RO AT B 8K RAEMAT . T st AR a2 db2 +o
-tf sqllib/misc/db2audit.ddl, ZMAG &M ERA:
AUDIT, CHECKING, OBJMAINT, SECMAINT, SYSADMIN, VALIDATE, CON-
TEXT # EXECUTE,

5. BlEEERE, L% BRI F SYSPROC.AUDIT_DELIM_EXTRACT 17 fifid f2 5
FRGE G DI db2audit extract v 4 O IHAS T H 2830 9 B I sl
B Fo b, AT DU sk 2 g RSO A BRSO R A 2 WA i B A R

¥ DB2 EiTHERNEF:

FE B S H RSSO IER B CE E RS0, I IR T 8l o 2R 7 R AL
feiJa, AT LLA s BSOS RO AR P 2 DL AT o A

/] load SRR PR AR AR, X R M MR A%, R 2R
E X — A REZ A, IR2LBUE ) LOAD fir 2 A A REM I ARG, Bt
Sb, AR I R TR I R E T BR R AN E R AT, IR AR L AUE U TR
LOAD iy % HIRA,

I & db2 a4 4TJF DB2 A< B,

2. A AUDIT %, HAH T4

LOAD FROM audit.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.AUDIT

iE: 45/E DELPRIORITYCHAR 44T DLt O 1E A fif b — ik il it

iT: 6% LOAD fir4 () LOBSINFILE #EI5 ( i T HARIBRG], KXt G ATy B %
HABIRLHIR T 32K), FERLENFOL T, Bl AERT M ] LOBS FROM BEI,

E fRE U, T ARMER AR A, BN, WCRK: DB2 M R RO AR A
T Windows HyiHHHLE C: # F, IBAMFEE C:\Program Files\IBM\SQLLIB\
instance\security\audit.del fE°4 audit.del SCHFRIPRIEREAE 4.

3. HYeA CHECKING %, % Fola%:

LOAD FROM checking.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.CHECKING

4. B4 A OBIMAINT %, iE%&H Folars:

LOAD FROM objmaint.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.O0BJMAINT



5. Bk A SECMAINT %, ik 1 T4l

LOAD FROM secmaint.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.SECMAINT

6. Bk A SYSADMIN #, ik H Folma:

LOAD FROM sysadmin.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.SYSADMIN

7. B A VALIDATE %, ik H F564:

LOAD FROM validate.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.VALIDATE

8. EME A CONTEXT %, iF&H FAlds:

LOAD FROM context.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.CONTEXT

9. B¥: A EXECUTE %, ik H Tol#4:

LOAD FROM execute.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.EXECUTE

10. Bt A2 5, M sqllib B3 security/auditdata 7 H SEH MG .del S0,
11 HH TR AR Z G, S nT DL 26 3 v gt B 45 LA R A7 20 A
MRV R 2 5 B PATIRAE, A6 F] INSERT BEI00K: B (19 2 s i 22 20

AFEE. AR ENFRFFRELIAT db2audit extract #EAERIICS, IEAfH ] REPLACE
PR,

T3S AR T T A

o = ] Y R | SYSPROC.AUDIT _ARCHIVE pall
SYSPROC.AUDIT_DELIM_EXTRACT f#i# il #2 DA J2 SYSPROC.AUDIT_LIST_LOGS
PR HSUTE U4 At/ b >4 17 378 2 1) 5 0 I %) R T H R 0K 12 AR 1A P 0 R il 3 e B SR
W,

B4 TR B A B B BN A RE A 3k B A7 i e R R 3 o B I A w81 s 12 B e
RN =

UNAHE C A B ST R B 5 — Bl % R, IR A nT RE L A Ak U 1 2
1. W PR Ae 2 A RAAIR], B B i 4% SCF LA A ] 09 20l 1 24 7.

X SEAT it i R AR R RO IEA ARSI T H A, ARG B b1 ] db2audit iy
A R IR S B2 B U H S

B4 Y ] DU FH I SO A7 fif i AR AT 3 R BOR ST T 41 e
£S5 Wit ARG

T IRFIR R B TR
AUDIT_ARCHIVE VRS 24 i R U H A, KA AR A R R

PIARE AR, B2 B AT Bl B R
JHHH P B SO AP R VA B A

KAEGA T A BB AT H R A 4,
I H A R 22 ) i [ B2 38 i 2 o
HHBIA.
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xS WITRAGFHLE (£)

T IRFIR R B1F TR
AUDIT_LIST_LOGS FEHE RE A IR (] 24 A R0
(92 I T H S8,
AUDIT_ M AR VR RS R EOR | B TE AR AR DB2 i Ak
DELIM_EXTRACT P I A AR B E BOCHR | RY E SR ORI B I
. . RS HCHE SO ST

BRGNS0, sk, Al
@3k auditlobs, DR HITEL
WS MRS, X4
N

* audit.del

» checking.del

* objmaint.del

* secmaint.del

+ sysadmin.del

» validate.del

» context.del

* execute.del

* auditlobs
WX LS E AR, A8 2% th
EES1EDI 1B S e o I I B R g
CONTEXT &; EXECUTE &,
B 24405 auditiobs . HfE
Y A B R 2 A I E
AL AU B R AR T A ALY
AL A,

FUA SE A5 B A7 3 T LA B 2 D5
R T H A5,

ATt SQL iEAIAY EXECUTE 23|

EXECUTE Z&3| i e iR B2 - & B SQL iE4] (FERRAS 9.5 Z i, W7l H
CONTEXT ZKJ kA& IAE S ).

It EXECUTE ZEHH#i2K SQL A0 SCAR L LA S BRI 1% 0 0 B 7 B 2 16 SRS R AL,
i, FEHOE AT LA m G rER R SELECT EMLREI1T, BEHEITIER, HEY
J5UHs Bl o R R IR E S R AT E A TR AL AR 2.

i Jl EXECUTE KB IATH I, FEFICRMASEASICM AR, Rl Smshs
SQL YRR SCAR,  l i il A B Sl B A (ELIC B 228 7Y EXECUTE 2851
i AEI R,

X} EXECUTE FAFMHIHEZ SR 58 i1 (X SELECT 54, SV FIEN#5R M
IFEAT ), SRR SE UM AR AS, o8 EXECUTE F44 78 52 U di it iy, Frll
Kz Ty & iAo LBV AR E VT H &,



i TG IR R AL AT B — BB, R 2 MR AU A A TG I IR ST (e,
SELECT RFAL ). X SEWR A Tl 12 300 1] o T 32 AU 1 i R B 3 A) A2 2B i EXECUTE
FE.

“UEAERG, TERME IR ) RO BOT REN 4 E PUTIC R R, X Tl
AR AR S, BARICRRIIR Z A, ST ER SR, B2, B
—ATHI 2RIy STATEMENT Jf HEEAH. BSRTHY SN DATA, H—
13RS SQL IEAI IR IR RRE. T LURE 3 PR AR SC D A0 0 R e iR 7 Bty
STATEMENT Al DATA frHEHAE—i&, “WASCAR”, iR R Esgon Mg iF 3Rk
"IN BAE DATA HFH,

By BT B ) SOAS R i AR (B AT B CE R B I, e A1) 2 B 4 B K0 AR T e
(T Vi (9“7 B AT et A s P A QR 0 ), o SR i A Kl 19 AR -5 i e AR
TOARHR, WA ZRELR; FUOCoR R BdE. oy M dsE A HC
AT H S, B DUEA R RS TR Bl oA 2 7= A e A

ROLLBACK #I COMMIT 7ER HEEFHATENI#EAT9, HBAE S — a4 o
BIND ) fifas &, ROLLBACK fl COMMIT 2wl e i1kt ait.

EH T E#E RS T EXECUTE 05, BT TAE BT Hf rmpes 1
M) A 1B, X 4EiEA S COMMIT, ROLLBACK, ROLLBACK TO SAVEPOINT
M SAVEPOINT 4],

FRERIRAFR

A DU R A7 bR iR 7 BOR IR EE % ROLLBACK TO SAVEPOINT i1 54 (15 4]

Ay DML 4] (4 SELECT, INSERT 4§) ¥aiit 4rfifr sibnil, H2&, XF

ROLLBACK TO SAVEPOINT i54], Kol iR B Z A O mbni, B, fRAF

FARRR T 85 TR RN B MG EE EE, MR A, RhER TIEDR

BT, RAESAIRKTERSET 2 WrA FEMEER. RAE 3 CREE -1

INSERT %)) ¥l AFIE T1 h,

#6. 1B ROLLBACK TO SAVEPOINT 1% ] IR 1915 ) Wi 7

Ef RESIFIR

INSERT INTO T1 VALUES (3) 1

SAVEPOINT A 2

INSERT INTO T1 VALUES (5) 2

SAVEPOINT B 3
3
2

INSERT INTO T1 VALUES (6)
ROLLBACK TO SAVEPOINT A
COMMIT

WITH DATA i£In

f&E WITH DATA itlijs, JHASHITT AR A, LOB, LONG, XML HI&iHfrs
B 40k W7~ A NULL,

H ., I AT ) B0 E 7 Bid sk o 180 A%
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WERAE— g 482 T WITH DATA, {B7E % — AN K#EH 52 T WITHOUT DATA
It HIZRME ST SQL & A i KXt 4: 6k, 84 WITH DATA 5L, I
H¥s iz e mmm s, wa, RSP RBME IR € WITHOUT
DATA, {H5HEEBKIEMSEE WITH DATA, IBATELZ R A VinlizER, B8 RT
ERE O NG S €T

Tk i R A O SR BOE BRI R R B R TR AT, SUERIITHIIRZ SELECT if
A, MAIER ) FETCH, 4 A, s EXECUTE 1053 A RER & liFbr T e
47, DUG EOE M, HEE&H SELECT i 4] 1 fif n] fg 32 fn i 17 i .

BRI EREERIRA

FEMRBI, 8% B — KA RN TR 22—, %2 v BRI B Fe 2 o]
1B 7 AERLO A SR 2 2 K AT A s R R RCR B RE 1. ik, ARATTRT T —
SRR, SR AR A A O A SRR B H RS SCE,  DUGE A AT AT LT 2 B £ AT ]
Isf 200 ) e 2 Al 1D B2 SRR 2R WU 4R 3R 8 2 50 T BN R R Y R SR A
B, LIS SR VF E RO 3 B xd B A2 IR0 A S BBl 14 A AT AT i oK. e BEOR [R] I K i
SMshd SQL EA,

BRI e R SQL B AT A/ CAFAERY B TSR, LR T VIR i H A5 1E L
J AR A3 Mk 28 H A5 25 3R,
L QAT EXECUTE &5 i 5 T 3w - L SR s R T Kodi e

CREATE AUDIT POLICY STATEMENTS CATEGORIES EXECUTE WITH DATA
STATUS BOTH ERROR TYPE AUDIT
COMMIT

AUDIT DATABASE USING POLICY STATEMENTS
COMMIT

2. SEMEA R H AR DAA A A AR,

LAE MGV E BIa T U], B, B EUE R R, X TSR I AL
P, AT DUARTE 7 B X 2 O A Y SO O B AT A I TR) i PR AR E (15
B E B -2) M SYSPROC.AUDIT_ARCHIVE DL 7R W 7E A 55 i
BT AR
CALL SYSPROC.AUDIT ARCHIVE( '/auditarchive', -2 )

3. AW G SYSPROC.AUDIT_LIST_LOGS ZFEEREUCEME M 2006 4E 4 F4y
T T A EEHE, DI e H BT Re & 0w 1 Ak

SELECT FILE FROM TABLE(SYSPROC.AUDIT_LIST_LOGS('/auditarchive'))
AS T WHERE FILE LIKE 'db2audit.dbname.lo0g.0.200604%'

db2audit.dbname.l0g.0.20060418235612
db2audit.dbname.10g.0.20060419234937
db2audit.dbname.l0g.0.20060420235128

4. WML, ZEERAKRALFTFNHE N IZE — DA
db2audit.dbname.log.20060419234937 i, B (A& IC Ws bSO RAEH 1 AR A FH 1Y
R ARG S A .

L4 8 LGRSO 44 FIPE SYSPROC.AUDIT_DELIM_EXTRACT 77 fifid R A4 A,
DUEERE B Rl il O s S0 PF R, aT DR S8 S0P (9 7 I ek A 2] DB2 $iidli



e, SRIETEX SR h A s DL A R T BRI R e G A, R T L R
XA SQL iEAENSH, T BT B & TARSITh I 25 A),  DIBh iX SeiE A )
TR ) 1 ) A AT AT S,

5. NTHEHOER, LREEBULIPAT T HIHRE:
o ARAE VIO SR 0 E BA R HERR I A,
o ARPEFIHOR E LK BB AR,
o HHTAIE M P AE R BB MR P HERR T AT RL,  fAEET LBAC R,
o SE M HE IO SRS S FT SET COMPILATION ENVIRONMENT %41

TGRS,

o BB PR R B & E I E BT AL I HE AR S,
H T SRR RS, NAE 5 — AR R R G BT TR S R A 1 A S )
MR, RN & B AR T P IS AT I 22 448 B 5 mT DA 8 ) i 2t oo = g gk
AT A A AR 8 5T & TR IR ) SCARHR R B 115 ).

Hit TEEHE
FIT LAY

ATBEMST -HEEHEL, BT TR R HCRE A H SR a2
Bl FErERE; Wnfr A B T AP ARG LU IS A AR i DL T Ay AR
JRHY.

ERMEEITERE NGB SRR E

K THC kG AT S H S5 S84 SUIBEIC R I F R P R R, audit_buf sz %1
J P B AR P L 2 RO (B 7 AT I BT IE 5%

WK audit_buf sz BERZE (0) , IBARETHAIR, ARE THCREF RO R
BRI IE, SEAICFA R SF 2 DB2 K TERE R,

WA audit_buf sz WK TE, WAREE AT, audit_buf sz WIEKTEN, %
{2 4 KB BUHY— A0 FIRAUSE PRI, 1409 SR h X kA4 — L BT
BB 2 BTOR AT KTV, A R ot 30 PR 0 4 R A A VI R B 1 4 R 2%
FIFZICT G AR, BRI ARSI RAE.

TES O, BHCT AR ARG B G IX AP (R B — BONHR), 07 1k X b 0 19 455
Seifalad i, Mol P AR K e i B AR TG, B D RAYEREUR Pt R
BAEREEH I G, ML, G X AE TR EAE IR B shig ==

R REREGARRREGA, MAEHRNELA AR, ErETf, s
AR RER, WAHTHCRRES A Z 76, R 27 d, mf
A—MeREER, FAHRAEHIERZ - PMHIHOEEAL

EEHEITTAHER

ERRORTYPE # it THZH i Bl Unfr £ DB2 Kol fE RGN I T H 2 [a] 8 B4
W, Y T RIS, JEH ERRORTYPE #if T HESH% B2 AUDIT B, Ko
T TEAE N DB2 Hudle A AOAT A H A R —FEXS R, X 15 AR D 1) B v R R O B —
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AHHES, DAEATIHCE (ERPZTAT, SE#LSE; ERFTAT, 5EF
W), e T a T, AEMEER R, #OK — 719 SQLCODE &[]
A AU TSR A9 ) B R AR P

WA PRSI A NORMAL, B 20K 2R H db2audit FUFEATERLR, R FEHZERAERY
SQLCODE,

AEIER TERRIEITICR

A AP AR DL IR B, AR E R R — DN BULAE O, SORAE R
Fitidsk, i, BA—4 SELECT F#rifify SQL UPDATE &) n] 4 s A~ Hitic
Sk, —MIESREE X — R E) UPDATE R IR RR B A5, 5 — il & X —4
F1 SELECT FrAUAYAN B 4G A 45

X FEh S EARERAEES (DML) 354, TEMER LG N2 Bra AR A6 A 2 sl He
K. AEFURH R — P IREE AR, FOGIN AT AR R A, AR, a0
REEHUERHEENHEFRRZ —, B2FET - TAERICH, UK MR AT
384 SQL = XQuery i AIRYIRAIRAL, FFEIE — 2B R IHE R,

XA E S DML BRI MR,  FTA A VI R A ME — R R SR AR A
&, EEFMASESEAGITIZEF WAL RS E RPN, T
BEF S SQL 2 XQuery A Ut s A FRAS 2RI AT RE B B IR G, m] 1]
EXECUTE &5 #HERE P AN PATRYE S SQL 8 XQuery 4], 4 HI P UK
MERFUN, SRSRKXFFRIGER TN, KoVZiFE SQL m XQuery AT
A RS 45 2B B TS 5%

X FAE AT IE A I PRAT AL R A A 1) 35 ) (an, %l iES (DDL) . GRANT Al
REVOKE iE4]) , A& il X 2B m),  ARKAE e 5%,

T 4idT DDL I, Jigizif iy sebe 1S nlRet 4, RO APIra S (B
BSOS ) RIS HR AE (0),

Bt TE#KIS
BT A AR

Jo7 5 SR B U E H RIS, R AR 2K S AT H SR R AR E %, T
M 55 A2 TF R S BTG SR H AR, EIERR R H AR SO 2 PR b AR & — i T
BiC, B AR U BR Y H RSSO DU K R 2 A7 o0

N TR B, AT REARR 241 C I SO IR A — .

X BN EOGE ) C AR H AR, SOl Br A B A R AR 2R 50 i R 5 48 SRR
.

SRR LI

BIRE BT SRIGI, 1% 40 FAE R 26 AUDIT, B IEAAE G R — IR s v, 4l
mn, WAREHRFEIE Y AUDIT Jf B4 T HR (fn, asme) , Bakiz
[l UR. AU TE A8 G- 17 00 2 5 A REAR SR AT AL A JEA T o T O B4, (ER, BSR4
BB A NORMAL, HRAICRK R, (EASX R E Hh R, R AR AR
—FRAREAT R AE.



TS SRS AR R B R A (AN, 58 DA BR AR R G R S ), BlOE 0 B AR S A
18) , I AJIRE AR R MO HAE R H s g fe b AR O FY F 44 8 bk IlEIT H
FCE, it dbaudit.instance.1og.0.20070508172043640941.bk, FEff k] E G (3@
AR AR R Bl R 68 2 R B =S Te),  BUE R B @ TR AR ), 0K I
BB RIS, Ra, FTRMERRE S AR H & — AR % H .

DDL {ERIBR

EHAT—=ATAERICZar, HEHdEE XiES (DDL) &4 (Fih AUDIT i =

SQL ifEA) ) A&k, Wik, #ITEHATX EeE A 24 b () &40 1E A) 2 J5 8t L BT Pt T

COMMIT iE4],

AUDIT 52 SQL & /F)f$§:

« AUDIT

e CREATE AUDIT POLICY. ALTER AUDIT POLICY #l DROP AUDIT POLICY

« DROP ROLE #] DROP TRUSTED CONTEXT ( {5 BEMR M M@ n(E L Fxxs
BV SR S I 1Y 3 )

AFEHE 3SR RSN

L4 MW PI# ] SYSPROC.AUDIT_DEL_EXTRACT fFiid 8 ( R&0% B i w] DI

A db2audit extract A4 ) KO HRSH I H A& SO A B HC SR R 46 ) e AR

AT DK 2 5 RSO A RO S A S DB2 Bl A rh DL T 00T, O R
AR RO 9 R A% AR A S AT RRCP ] REFR AN [A].

1847 dbaudit.ddl, PCARIREASN T, s WA H1 K/ e] e,
{#/H CHECKING =14

TERZHEN T, 4 H CHECKING FRNF, ®iic s x4 M = B e B A 1

X4, DT s B Vs a2 4 09 P bR iR S A 2678 R AR, dm,  ansR
LR R NGk As — A3, 84 CHECKING S48 0 5048 R a1 1 7 [ &

“ALTER”, HEMA X4 M Z“TABLE” ( A2, B kA A& REA ).

SR, 2412 A6 A B0 U 75 77 A — S5l P A FR oA AR VR P A D0 e 9 ok R
BRUFRIN,  BARAFAEN IZ R R A A, R R B R 4 E AR, S8 E S BR
R (A REERFEA L),

FEFR LRI — RGN, FEQERTINRR, Pk, CHECKING HFA#IHIRKEA
PZIEESEESithe GlMTF il 4

tIEATFHEEFENFITIER

Y - NOAENETEE, S RZEFAR DROP 4] OBIMAINT H{4H 1L
SE, KRG WIERFAFREIZA R CREATE A8 % —4 OBIMAINT FH{FiticE.

BlIR/G{ER CONTEXT EH4EE
Bl E GEF” (DDL) Al A GEsr IR OBIMAINT 5 SECMAINT ZF, A,
FECRZF R, FEERAERMERTRES FEATENR, X ok Q@ x5, 8

% 1 & DB2 Z4tekim 57



58  ufrE kAt

GRANT =i REVOKE #AEARAETEM. EXFEOLT, f# /] CONTEXT H{FZMGMRE
B, 1XJ CONTEXT HMFHIHCR, FralRgaiduZ s Faihif, fansd i BiEm s

ENEFRF
FHGE 5% A DB2 Hdf 2R i A X IO, IS R0 ) SR BNl
Y E FAF A GO, X v 7R BOE B SCPRI T 31038 ) ok 58 il

db2audit extract delasc delimiter <load delimiter>
FEAERAATDOERAFRF (") 8RR PN sERIE R P 45 5 (An“oxff”), A
R A A 1Y s B g

db2audit extract delasc
db2audit extract delasc delimiter !
db2audit extract delasc delimiter Oxff

TSR A S i P B AT AR B A E AT, IR AR AE LOAD i % il MODI-
FIED BY X, N &K “Oxff” fEE R AR LOAD i 4 i m i — o3
db2 Toad from context.del of del modified by chardelOxff replace into ...

DORS B T BB R TAT ERE AT T (515,



R R SHEM I RE I EBA AR R, @ TR, A E RN I
TR AU P TE — R BR X %, nTDAME ] GRANT iEAMAEiEEs i, 4
PUBLIC o HAth f £a, ﬂgﬂuﬁﬂﬁ CREATE TRUSTED CONTEXT & ALTER
TRUSTED CONTEXT &M # B ESAfE LT3, ol DO TAE U a8E L iy
SESSION_USER ROLE j %E}ﬁ% EfM,

AESRALT —Sef, AEARAE B I R AR R 1R S A S
o CEa G A] DR S M i AT B4 4L 245 ) G 5 R B DG R R R Vs 1] (AT g L
TE R P B B g 2 A L g TAEBRERY fa ().

o BTSRRI TAEIRSTRY M 6 B R B, SR TH) TARB ST L,
AT AR T (58 45 T MR D A € P A BB BEAS

o AL THREARCH NS, BB B AT DUKE — AR AU T 4 SRR E TAEBRER — DA,
RIGHZ AR T TERRET RN, A AR B — AR AU T 4%
TARRRAE AR B

o ATRVEH A ORI, I BT TGRS R, R B R
A BB P BIR AL

o (R flRRE. BRMEAINR (MQT) . ##4 SQL Fl1 SQL RS s
B AR ECRILRR, {5 Al FH 1 ol o] 164 T 2 2 R R AR R

K2Ry DB2 Hide 7 RG0S R S AL B4 BB SRR DI S, PR D 4L e AR =5 B
(fin, #IERGS LDAP Hx) HH. T MEReldh ENE B, il DB2
Hodle 12 2 g8 m] DU S AL PR AT I B O AR RSB HEAT . KA IE R T M,
HR R 5 A% FE ALY J5 P AR

o ARES P EITA MO Z R RSN R, A PR R R S IR R T
HMER AR ECRIAR, AhE 208 A A a.

e BT LUK AR (R B AT Hi A

Wz B 5 (SECADM ) AR AN, AT LI M (4% T RE A e N 4% YA DB2 4F
BOHRCRR.  lan, w] DU 7 A T SR AT AR FARE AL
« DBADM, LOAD #l IMPLICIT_SCHEMA #§# A
CONNECT, CREATETAB, CREATE_NOT_FENCED, BINDADD
CREATE_EXTERNAL_ROUTINE & QUIESCE_CONNECT #i# /% ¢ [2

o ARATEHE FEXT AR (5 CONTROL )
2P ERRBERIER, KA A P A ERTRAL ATEEM A SET ROLE
EA SRS, mian, EREAE, BAREEiNE (MQT) | filtkey. I SQL

BIRENS, i A EARB R AUE H, (R, BT 40 T T 1Y) 2 A ) BRI R A
B ANIE .

MERANIAE. KA LI GRANT 154 WITH ADMIN OPTION F/]
K F R BT 55— 7, DUEEEC A ™ nT DL i A 5 B 0 9%
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R )

TEA A it A — LERR
© fECRREA O X 42
RAEX O P42 (SECADM) R,
o TERIEE NAVERPEXT R, A EHL T 4 AR A £
- WS SQL WEF
- MK
- HBRfbEiE (MQT)
— fil % %%
- SQL %

EAIE XN g, B EEaiE i (g, @il AaRREH) =TAAIEN
%W H P8 PUBLIC [0,

FERBPEIZIE TN 5 R

60 g et

TRFHAANEIE, MR, B BEEER MG, ZeE M A GRANT (Role)
TR AR R BB AR B T4 — AR IRIE i REVOKE (Role) 3 FUHR AR
PUTE A1 €8P 19 B B B A

i A WITH ADMIN OPTION % T4 BUbR i 7E Ff €6 Hh 9 53 Weas, 224 B 61l
DL F €8 R 00 B A 1Y B R R4 1 BUAR IR, GRANT (Role) A/ WITH
ADMIN OPTION /) fifi HiAth Fi /1 ] DA

s BABETAEAMA.

oSS AN B AR £,
- FERME.
WITH ADMIN OPTION /) A4 fii HAh - BA T 41 hg

i i €5

o RS AR IR ) WITH ADMIN OPTION,

* ¥ WITH ADMIN OPTION #% 725 HA A (WIREBA SECADM R[5 ).,

TEZEEMARIE T AEE, Kol BB A LI GRANT i AR AR AR ASS & 4
fife, Bk SECADM *RFE% AT LI A 8 T RE RS AR KR R B2 T R BT A DB2 R EUR
BB, ANBEHF S ABR (filhn, SYSADM AUBR ) 48 45 fii 4,

ZREMNNZEEH AN WITH ADMIN OPTION yHAZ 7 1 Mt (1) i 01 5E4%
HYAEART P #F AT UM ] GRANT (Role ) 38 A)FF 3% A 8 Hb B9 B 53 AR 42 7 45 oAt FH
4. PUBLIC =iffift. n[REC.{# fl WITH ADMIN OPTION Jjfifid PUBLIC. #Hu{ff
8 B A SURNE R T P AR A 1 A L A

B E 2 P BB A M EAEZ P @ SL 2 B M. 78 DB2 Bl RGER BRI, 5
BSOS R P AR EUNAR, S8R 7 R SET ROLE AR
R M, DB2 ¥R R4 X FF SET ROLE iEjﬂT Sl SET ROLE i ) iy HoAh
mAAY, 1E DB2 ¥fliE R4, SET ROLE A 36 F R SR A a s,
RAE, IBAEHRE IR,



B M P FE M e i R A, L A XHZ A A WITH ADMIN OPTION
FAL Y P Al F§ REVOKE (Role ) 1574,

Nt

WARFEA A EEAG — AR, 28T 7 1A b Y R BEA% 1R P o bR X 28R
B, AR REALGE AR — A BORFBCE T46 € 45 5 — 1 P I R 638 B R AR
{7 R A €20 NE P — 35 B 9 R AR AR — 1 R A A € 19 B0 B o A Y R BT
T E2 T 2 HoAb L.

fi4n, W5 BOB Fl ALICE 7E#BI] DEV " T/, fhfilH A %3 SERVER, CLIENT
fl TOOLS fj SELECT $:fl, —K, &M A Bk eI s — N 5E0] QA, Hit
Bl 122 B B RS AT 1% % SERVER, CLIENT #1 TOOLS fj SELECT #§4X. J&
&, #BI'T DEV AT — (iR 5 TOM, %dis A8 Bl 5 62506 k6 SERVER, CLIENT
Fl TOOLS [ SELECT $:#U#% ¥4 TOM,

il A, FAT T 5155

1. 2% AE M7 DEVELOPER:
CREATE ROLE DEVELOPER

2. ¥# DBADM FUFR [ %icd 2 % #E 6k Xf % SERVER, CLIENT I TOOLS ff
SELECT #$##(#% T4 fitt, DEVELOPER:

GRANT SELECT ON TABLE SERVER TO ROLE DEVELOPER
GRANT  SELECT ON TABLE CLIENT TO ROLE DEVELOPER
GRANT SELECT ON TABLE TOOLS TO ROLE DEVELOPER

3. TREM UK f{ DEVELOPER # T 4%k ] DEV H M) BOB F1 ALICE:
GRANT ROLE DEVELOPER TO USER BOB, USER ALICE

4. X4 BOB #l ALICE ZJ#F] DEV J5, Z2&M s M BOB fl ALICE 1)
ffifs, DEVELOPER:

REVOKE ROLE DEVELOPER FROM USER BOB, USER ALICE
5. 4] DEV HRJE{H TOM IV, 224453 50K ffi 5 DEVELOPER #2745 1" TOM:
GRANT ROLE DEVELOPER TO USER TOM

NN

bl
1

=
XA EETH— AR R GERET, BB T A R,

B 1R TaER -1 ReE, - MMl aaa— N me. B - Aok
A — M AEIrA AL i, ke DOCTOR # T4 fift SURGEON, HEA4Ik
4 SURGEON fi% DOCTOR, ffift, SURGEON ¥4k7& {2 DOCTOR [ T E AL,

ARVFAEZREG P IES., WRDESR ) A2 7 ma, DUk - MR e
FAAf, MK EERTRIERME, BamsSHRER, G, M DOC-
TOR %P4 fift SURGEON, #RJ5¥% fift SURGEON #%F 6] fift, DOCTOR, HIHA7E
RS IE GRS, B 2K R E 5% (SQLSTATE 428GF ),

HERBREREMRE]
DT 7% 1.7 P 2 J2 U A e s e 10 B 7 3.

%2 % @ 61



WX ET YAt DOCTOR, SPECIALIST #l SURGEON, i — N 4% —
A AT BUR PR R G )2 R S5 1. KMt DOCTOR # T4 ffifi SPECIAL-
IST, #RJG ¥ fifs SPECIALIST %74 ffifi, SURGEON,

¥t SURGEON #% 1454116 DOCTOR #TE M AGEF, X &R fLiFm,

ZAREH AT M SQL i AR M (RS
CREATE ROLE DOCTOR

CREATE ROLE SPECIALIST

CREATE ROLE SURGEON

GRANT ROLE DOCTOR TO ROLE SPECIALIST

GRANT ROLE SPECIALIST TO ROLE SURGEON

HsH R BRI = £ R R
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FEH R AU, A 2 FEONBEIR NS (Fin, WE, BFasiks) BRI
g Al A,

B 7 91 350 BT SRR AR TR R SR A L R 1ot o 0 s H A 7 3k A R AU R
JERS G 7 HE )RR,

1 F B AR LR 7R £
I ZeEH G AI#MAE DEVELOPER FfXI /" BOB #2 T BLAI 4 A B BEi%:

CREATE ROLE DEVELOPER
GRANT ROLE DEVELOPER TO USER BOB

2. JiF" ALICE f#3% WORKITEM:
CREATE TABLE WORKITEM (x int)

3. BOE S BUK 32 WORKITEM () SELECT Al INSERT 454U#2 745 PUBLIC 3f
[l 4% 745 i DEVELOPER:

GRANT SELECT ON TABLE ALICE.WORKITEM TO PUBLIC
GRANT INSERT ON TABLE ALICE.WORKITEM TO PUBLIC
GRANT SELECT ON TABLE ALICE.WORKITEM TO ROLE DEVELOPER
GRANT INSERT ON TABLE ALICE.WORKITEM TO ROLE DEVELOPER

4. Fr BOB g —~ili 3 WORKITEM [{J#i[& PROJECT F1# T3 WORKITEM
HAEFf PKGI:

CREATE VIEW PROJECT AS SELECT = FROM ALICE.WORKITEM
PREP emb001.sqc BINDFILE PACKAGE USING PKG1 VERSION 1

5. LSRRI RS R R4S PUBLIC %3 ALICE.WORKITEM [ SELECT %, T
M % X BOB il HAE /i DEVELOPER H [l A BEAR AT L0757 IURRAL, BT
LI¥i[E BOB.PROJECT {#35 1 JJ HARF 6 PKGl Uik
REVOKE SELECT ON TABLE ALICE.WORKITEM FROM PUBLIC

6. NS ECHE A B R4 /i 5. DEVELOPER %36 ALICE.WORKITEM [ SELECT 4§
B, T EARF e X E BOB A MM H A kR LTFRAL, B I
BOB.PROJECT Z¢f53Au] HI3F HAE ¥4 PKG1 AR5 I0Ak:

REVOKE SELECT ON TABLE ALICE.WORKITEM FROM ROLE DEVELOPER



HisH DBADM #IFRAY7RAI

TEU /RIS, ffifs DEVELOPER #i5 DBADM #UFRJf H E ¥ 1% M e T4 1P BOB,
1. 2% M AE M7 DEVELOPER:
CREATE ROLE DEVELOPER
2. RGEH Y DBADM HUR#Z T4 ffifa DEVELOPER:
GRANT DBADM ON DATABASE TO ROLE DEVELOPER
3. ARG FT BOB 2T I A2 Hh i i 51 B A%
GRANT ROLE DEVELOPER TO USER BOB
4. HIF* ALICE @3 WORKITEM:
CREATE TABLE WORKITEM (x int)

5. JiF* BOB Al — i 172 WORKITEM [H#i[& PROJECT, %77 WORKITEM
MR FHE PKGl DL EFEFH T3 WORKITEM [#fil %k #% TRGI:

CREATE VIEW PROJECT AS SELECT * FROM ALICE.WORKITEM
PREP emb001.sqc BINDFILE PACKAGE USING PKG1 VERSION 1
CREATE TRIGGER TRG1 AFTER DELETE ON ALICE.WORKITEM
FOR EACH STATEMENT MODE DB2SQL
INSERT INTO ALICE.WORKITEM VALUES (1)

6. LW BHE T BOB 1Y ffifi DEVELOPER:
REVOKE ROLE DEVELOPER FROM USER BOB

% /{5 DEVELOPER 435 f1/" BOB %7 DBADM YRR, X J& P Afss 1791
BUERRRE M, WEL TR il & 25 #0632 2520, s frs:

+ ¥ BOB.PROJECT 1/5H %K.

« FEF PKG1 ZBRI0AK.

+ fil%#% BOB.TRG1 /54K,

K BOB.PROJECT Filfii’k#% BOB.TRG1 W], WiFftFfl PKGl Au[fl, %%
DBADM HURET, Hiffi# DBADM AUBR 1 #2 BUhR R A A0 B fi e s % AN 32 5%
M,

{EF WITH ADMIN OPTION FAEIEAE 4
JWid i GRANT (Role) SQL i&/4]#Y WITH ADMIN OPTION P4, 24 Gin]
DI #6205 A 1) A BRLRT 45 I 645 HoAth \. WITH ADMIN OPTION /i 7
— AP A BOKs #A £ HP 0 R R T A T R A £ Al SR AR 1 A e
R B3 DA R TR S A % £

WITH ADMIN OPTION /) R& Al 55—~ P A BCK X M) WITH ADMIN OPTION
BPHEMA P, BS54 H A BRGSO ) WITH ADMIN
OPTION,

A WITH ADMIN OPTION Fa)# HiERI=5
1. 4% #5081 DEVELOPER J{{fi /. WITH ADMIN OPTION /¥ I /i

@5 T4 BOB:

CREATE ROLE DEVELOPER
GRANT ROLE DEVELOPER TO USER BOB WITH ADMIN OPTION

%2 % e 63



JF BOB AT RIKE 1% A €0 Hp i B0 53 EA% 4% T4 At R P (lhn, ALICE) JRHigs HAt
PP ARV A5 AR BB e A
GRANT ROLE DEVELOPER TO USER ALICE
REVOKE ROLE DEVELOPER FROM USER ALICE
1 BOB REEMIER 1% A 50 WITH ADMIN OPTION #7455 — 41 MF (HA
AE G IPATIX PN RIE ). BOB i H 13 26 i 44 2R I
DROP ROLE DEVELOPER - FAILURE!
- only a security administrator is allowed to drop the role

GRANT ROLE DEVELOPER TO USER ALICE WITH ADMIN OPTION - FAILURE!
- only a security administrator can grant WITH ADMIN OPTION

HT " BOB A %4 51 (SECADM ) AR, LI/t A fE 4 /i ¢ DEVEL-
OPER i i f (% FIARAL () WITH ADMIN OPTION #2F). 4 BOB &
PUF v &0, 124 48 i

REVOKE ADMIN OPTION FOR ROLE DEVELOPER FROM USER SANJAY - FAILURE!

ZeA G I G DIRAS T BOB X ffif5, DEVELOPER [/ a4 B AL (1 WITH
ADMIN OPTION # 7T ), FH44XfHF* BOB # T ffift DEVELOPER:

REVOKE ADMIN OPTION FOR ROLE DEVELOPER FROM USER BOB

BUAk, UniZe 44 B GRS 7 BOB ({4 DEVELOPER, #i4 BOB ¥k%
YE A #6 DEVELOPER [ 1 51 T #6149 T A # AL L) S i it WITH ADMIN OPTION
TRIHHA 1% 2 )RR

REVOKE ROLE DEVELOPER FROM USER BOB

ttAeSA
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fEAVEME, B fbArifi® (MQT) . SQL #If#, flA#HMEEHE SQL WEFE
I, A5 B8 T AL AR BRI RR ., e e P 7 €2 T A s 2 T 7 A PR .

Fe SRR P O L A AR R RO QR B R, XA DB2 Hide
FERGEER]., AN FE DB2 Ml R Geohm ), Bian, hRIERGE SN LDAP 55

o

¥ ARA R R AR BRRE)
7 1587 A £ P 1 e B

%4 =/-41 DEVELOPER_G. TESTER_G # SALES_G, /" BOB, ALICE fl TOM
SRS B R G, A0 R T R

# 7. HHH R

i BT AR AR
DEVELOPER_G BOB

TESTER_G ALICE #l TOM
SALES_G ALICE Fl BOB

1.

L4 LRI DR 4110 1 (5 DEVELOPER, TESTER Al SALES,

CREATE ROLE DEVELOPER
CREATE ROLE TESTER
CREATE ROLE SALES



2. T BGUR RS A A0 R B IR R T4 T (BCE AL B R B R
BT -

GRANT ROLE DEVELOPER TO USER BOB
GRANT ROLE TESTER TO USER ALICE, USER TOM
GRANT ROLE SALES TO USER BOB, USER ALICE

3. Bl R B AT UK ALUT A 1 AR B A R 2 P4 X s fa il n:
GRANT <privilege> ON <object> TO ROLE DEVELOPER

SRIE, Bl A B 50T DU AL X SRR A, R EOR R B BN R G R KX L
4.

& BB A B IR B B it & 22 B 7 1
7RG R~ P BOB i fif4 DEVELOPER #A A/ ReAUnt, 1% M F al LA 24l
Hfil % & TRGI,
1. B4, JAP ALICE f#% WORKITEM:
CREATE TABLE WORKITEM (x int)
2. MR, HIECIRES UK A ALICE (3R I AUZ T4 fi 2. DEVELOPER:
GRANT ALTER ON ALICE.WORKITEM TO ROLE DEVELOPER

3. T/ BOB i DEVELOPER HYREGY, T DAt/ f s 2 6 fil % &% TRGI,

CREATE TRIGGER TRG1 AFTER DELETE ON ALICE.WORKITEM
FOR EACH STATEMENT MODE DB2SQL INSERT INTO ALICE.WORKITEM VALUES (1)

ZEM IBM Informix Dynamic Server T#/G{ERAE

ISR E M IBM Informix® Dynamic Server iIT# % DB2 ¥ % 2% I B IFAE{ Fl A {3,
A2 M7 BT i — LE I,

Informix Dynamic Server (IDS) SQL %% GRANT ROLE #{it74] WITH GRANT
OPTION, DB2 ###/%E &%) GRANT ROLE ifi#)#& it H A MR DI RERY 74 WITH
ADMIN OPTION (%% SQL #riff ). 7 IDS iTF8 % DB2 %udli /% RG],
7t dbschema T H/: i, CREATE ROLE fil GRANT ROLE i&4]J5, dbschema T.H.4%
¥ H B E)AE{T WITH GRANT OPTION #4#%:4 WITH ADMIN OPTION,

1t IDS Bl e R 4tH, SET ROLE B AN HE & M@, DB2 M E R4 FF SET
ROLE %), HEEN T 5MAZ SQL i m iy H A= g 3He%, SET ROLE M &
WP T REM AR, AORAE, IRAE R [ R,

dbschema % 745l

7 IDS %tdE 74 fa {5 DEVELOPER, TESTER Fl SALES, 4 M]f* BOB, ALICE
1 TOM # 7 T AR i€, K DEVELOPER #2747 BOB, ¥4 ffif4 TESTER 7
T4 ALICE, ¥ ffifs TESTER fil SALES ¥ 74 TOM, EiTKZ%E DB2 HiifEZ
%, il dbschema T H A%dE/E4 K, CREATE ROLE 1 GRANT ROLE if4]:

CREATE ROLE DEVELOPER
CREATE ROLE TESTER
CREATE ROLE SALES

GRANT DEVELOPER TO BOB

GRANT TESTER TO ALICE, TOM
GRANT  SALES TO TOM
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WINAE DB2 Bl RGP QIR BRI, SRJG AT IR RO s T kil Ay, DLECH
Bl IR E M,
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% 3 F ERAUELTXHAEER

TR DB2 (RN, Sl e HRE PN A e ok T DU S R AT (R #e. R
TIPS, ZAaEH R A CREATE TRUSTED CONTEXT SQL i LA K&
5 B ST A EE A A Je A DL P AR Lt e ok E ORI AE B RS0 GRS R MY 1),

ST FHRER T R 2 APT I T R SRR P 268 23R 2 v
193%), LR fE RS, BRI S TSR Y AR PR APL (152
BB 3 AR ) FREE AT A5 T SCE SO DI U B Bt A R A T LS 1 Y

.
1. M i@ ] CREATE TRUSTED CONTEXT iEAFENR 5548 H & L alfs BT
.

CREATE TRUSTED CONTEXT MYTCX
BASED UPON CONNECTION USING SYSTEM AUTHID NEWTON
ATTRIBUTES (ADDRESS  '192.0.2.1')
WITH USE FOR PUBLIC WITHOUT AUTHENTICATION

ENABLE
2. BESIAEEE, AN AR R — A4 APL
pridl] TP
L FATEFr API
CLI/ODBC SQLConnect #{I SQLSetConnectAttr
XA CLI/ODBC Xa_open
JAVA getDB2TrustedPooledConnection Al
getDB2TrustedX AConnection

3. BEYMRE R AL NESUREAER H 7, 5 8 R AR P R 51— A

APL:
EIR Hiik
MR API
CLI/ODBC SQLSetConnectAttr
XA CLI/ODBC SQLSetConnectAttr
JAVA getDB2Connection Al reuseDB2Connection

B AMRERH ISR A FRRG)

FELL R R B, Fp ]2 i 55 4 e BAUR R A P K — S8l e i oK, (B b1 ] fi
Z 7 B IR USRI Z e & 7 i S e R i 1.

AT DA R 12 AR 55 o BB — AN il A5 B SCXE R, 1% G SRR )2 i 5 A 1 515 2
P AT fE iR, Rl B FERE G, a2 M55 A% AT DUR 12 ) 4 i
PRI 2B P ARIR, AT B M g5 R DGR Y A P AR, BUR CLI
ARAS B UL T Ay FAERTTT A9 A2 3R 1 o CAY AT £ 30 MYTCX SRS R4,
AL ey )48 2 5 3% 8 R 2l ARG L.
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int main(int argc, char xargv[])

{

SQLHANDLE henv; /* environment handle */
SQLHANDLE hdbc1; /* connection handle =/
char origUserid[10] = "newton";

char password[10] = "test";

char switchUserid[10] = "zurbie";

char dbName[10] = "testdb";

// Allocate the handles
SQLAT1ocHandle( SQL_HANDLE_ENV, &henv );
SQLATTocHandle( SQL_HANDLE DBC, &hdbcl );

// Set the trusted connection attribute
SQLSetConnectAttr( hdbcl, SQL_ATTR_USE_TRUSTED_CONTEXT,
SQL_TRUE, SQL_IS_INTEGER );

// Establish a trusted connection
SQLConnect( hdbcl, dbName, SQL_NTS, origUserid, SQL_NTS,
password, SQL_NTS );

//Perform some work under user ID "newton"

-----------

// Commit the work
SQLEndTran(SQL_HANDLE_DBC, hdbcl, SQL_COMMIT);

// Switch the user ID on the trusted connection
SQLSetConnectAttr( hdbcl,
SQL_ATTR_TRUSTED_CONTEXT_USERID, switchUserid,
SQL_IS_POINTER

)s

//Perform new work using user ID "zurbie"

//Commit the work
SQLEndTranSQL_HANDLE_DBC, hdbcl, SQL_COMMIT);

// Disconnect from database
SQLDisconnect( hdbcl );

return 0;

}/* end of main */

o) R E :

b N A5 T 2 T B 0 R R I L R, R S SR B T

Bz, (HEEATRRGIZIERE, BAEERE —BEEN—EE (+420360), N TH

ERP BRI EEENRE, 2288 RFEEE RS H SHEREE T E

FTFCEX, FEREEA TR TP Huhl, RO I B 45 0 s 2 ) DL e ST

B R FAFRIN, db2pd 52 FFEFFARY -application JEIFRKE IR [A] 3 645 KA T 5145 B

o BEAGEEE: FWREREGZEE EEZEEN, Blisd g B AnF
L R BT F i,

o AfE LT CAARR: SnlfEEE R E BT S AR,

o YR JE N EERGOR N A,



o LN AR S R S (R E R DB2 AR S5 Al AR, ME— 52 SRR PRIUE:
TCP/IP,

o YR ER S S IESS AL E ) CLIENT I, ARRgEE Wl (5% 8,
o SLAMEEREIE, EAEEERRRLLN ] A R Al fE TR R,

A5 E T XA EiER
AL BT SO — AR A B, B BRI S SNSRI, RN ) 2
B XA FE .

FIERRET Tl —A etk

o RGEEAGRIR: FonE EE R

o 1P bt (EUE4) @ FonAEH A SRR A R A AL

o BRI Fon HT RO R 55 A% O R P L T Y 0 S A A I e B
(LR B EAFAE)

FH SR A R, DB2 Bl R GRS B B 5 S R I B AT AR TR SOk
ZAY5E UL, UNARILED, IR AN IZ Rl B ] (5 4,

A A ST VR I AT B A R T R BT Wl £ R A sk S l BE S il T B At D RE
MR ] 5 B B A R s 1, XL P AT,

B A R AR T Al Ll

o RER B4 ATH P ARRDIR £ 5 — e AR SOR 2 IR P AR IR

o Al fE B SCR A AR R D RERIBUE fb A A

e 2 nT i 1 R AR SR A T (R 12 e o n] i 2 45 Py O 8 3 SR A2 i 2]
fRIE R R, SRR S AT B E SOy AR, b, e Rk an]
T A 2 W R 5 (iR U] (5 HE I, R [l 4 7R 1A SR 15 1) ).
e 2 AT 3 e A ke O HRE I w1 F SO A @ 4k Sh RERIBUHAIL R A AT TR RE
Ik VAL T3

EARE LT fige R e

=R AR e A A R LS R P -5 Ml e ik 55 4% 22 AL — A vh ] 22k 1
PRUEPI R PAURIIR 55 A R, IZRORE R JLAR AR R AT, R Rl R ERT Web AU
AAM Java™ 2 Enterprise Edition (J2EE) V& HBG. 45 =2 M R PR 1 41 4F =
f7nflA IBM WebSphere Application Server ( WAS ),

FE=Z Y AR PR AR, )2 ST AT & 7 LY A RE e (9 i o4 B -5 e 1
M55 f 93 B, AR b, BT 5 2 12 R 5 i 1) 58 T ek o i w2 e ST A3 B b AT
(9, T 2 AR S S S SN T P AR ORI SR 9 4L 1 Kl R i s Ae IR E A O
R UL, Kl 2 AR 55 25 B -5 rp a] 2 P AR RS I A Kdie P R BUORSAATAE IEAT AT 4]
B P IR) (A 4% o ) J2 A5 P AT R T ) ) I 24000 5 ERATT 1) O A 4 ARG 4 D
it

AR =2 N AR PR BV 20 A, (HIERT A S5 8 IR 55 as 193 5 (filn,
R HRAE )R B B AR IR Al L IR AT 2 7= A — S e R, R ELELSE T X gk

i
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70 Sufire 4 v

A i T JRE R ) e P A S TP AR IR, DL EAT D ] 42 ).
o W TUE

i B DR ST S R e 2 2 P R A — AN SRR RN, R RN TE T A SRR R v ]
JZ8E O H R I S5 5 AR P AT B 3 55 XA Rk,
o BETRREEARRE 25

o i) 2 AR PR AL 2 LA AT P s B8 B A 9 SR B e B BT R AR, XA AE — 22
SRR, BT I B B RE W AR T AL,
o PR

B b — miR AR SR AR LA, 2 RT3 SR AL AU T T )2 R I A B2 A
ARIAXE 7 3 SR AT RE VT 1) A9 BT A ST ERE A, — ELZ R A2 AUn it i, IR
A XL = R R

* FE[R] — R T Z 16

SE TP BV Y B B AT RE SN 4 i

REE, FRATFE —FhOLE], 8 Z VLR SEhs P (AR IR AV 2 A BOH T H (8] 2
P AT B e oK. SEER I B 1 00 d B O R A L R ]2 R P hRiR
M S, R E S EN AP R, ok BRRR R, EHEAT
Bl g

NG TR a2, 2R 255 a3 A 807 5 0 P GEEIE,

o VERETFAY. 7B E IR 55 % b B HT 1 W) B E B 5T FUB UGIE AR B AR SR AR e
FHE.

o HEPITAY, TERM ST Z eIk ESCR S AR S EFNER T, AW E
=N EFREZES, —DERS ST ) Sred4e T4, X7 BRI E Bl
HhY,

Al BT SC I RE AT DA e S o] B, 224 T 61 RT DUTE BN v B — A e s B R Soxt

%, ke XBEESHEZZRPGEMELR, KRG, HEZ0 DI 5 5 FE 1 T

A ATEFERE, MM A 2 B ¥ % LA 2S5 P bRiR e £ 5 — A2 I E sk

KA UAER P ARIRETRE J1. B T DL P AR IR B [ AL, A B SGE R

AR, B, s R PR A R A AR 1, Bk /DX RS I RE TR RE S

FEAREE R 2k, g, FRROTRRS T SEVEERARPE K., 288 nn iy

— NI E - ME R, R ACIEEATE LT XS, RES5ZEL

e SCVE R 4 S 2 m B X R 5 B R R A RE R 5% A 0 R A AL,

R
T Al E 2 B T A, R0 2% et m] DL P e 5 e

o DIHREESE A 27 BRI AR SR I,

o ARTEIAE ERSUE AT EDAETI B 2 ARR, B2 A2 A 5 A R 7 AR 55
o AR L A G Y T8,

G A5 LT RIRBI
{BE % 4 B GLRIEE T DA T AT £ B R S0R 4



CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USER2
ATTRIBUTES (ADDRESS  '192.0.2.1")
DEFAULT ROLE managerRole
ENABLE

WP userl M\ TP Hifk 192.0.2.1 ¥R {FiEHE, 54 DB2 %di/E R HR E —
AN (SQLSTATE 01679 #i1 SQLCODE +20360) DI3S R ARER: LAl {FiERE, 1ZA P
userl (ARG IERE, (B, MR user2 M TP HihE 192.0.2.1 3R w] {54 #,
BT a5 B30 CTXL W s, U ScBliZigsk. R user2 #5271
fHiE#, Abafh/iBAE ] DRSS {5 B F SCM 8 managerRole SEHKY BT A REAUFIAL
PR, X SER BORIAL R AT GE AT 0] £ e 424 AN TP wser2 RW] .

BEE A E LT XA RN 5T

AIE 0 24 00 0P R DL n] {5 R SOk A shdk R e DURIOCE A AR AL, (B RT3 2
WA WA E R %2 4278 B B 3E 8 AR SR AT A5 B R SE U — R4
BEEN T, WIEERNIA AP DIgR A, e Rl IE A E LT
SCE SRS E AR E TP AR I A £
NN, SIERAGRIR ] I 1995 3 f 6 [ 15:
o H AR AR E AR A A, DK
o AfE L XA AESNE LT SR E TR AE (R E TERNE)
iE
o UNAE T — A E i A R DUE FE A HE I B 2 AR R RA AR AR IR

M WERARIR ILAANE,  F A% 2% 4 R B & P GE, IR AR fEdE i
HERARR A BRSO, RIS B a5 IR .

o A GRS L SCR U 3hZ DML #EARL BTN T A1 DAL
- DDL #4E
- AE3hE SQL (W Kias SQL IEAIRY#RME, Bitn, BIND, REBIND, [ E g
SE. WEIES)

RENATE £ TS E T A FRIHFL

2 B AT DUGE TR BT SOE SORMM G S5 £ SORHK,  DLE:

o BRAENEOLT A LR BT A T R AT DLARR R E f

o AEIEEARRE AT LIARR IR E A

=4 A] A e B R P DI 2 — SR I R AChR IR I HL XA B B AU IR A7 AE 1T 1 SR

AT R AEn, RS BT ICRE MmO, IR E T TR A O i
BRE T, WoREITH TR,

I fEEREARIE TR PNARNATE LTSRS
e 24 H A T DU RS BRSO &
CREATE TRUSTED CONTEXT CTX1

BASED UPON CONNECTION USING SYSTEM AUTHID USER1
ATTRIBUTES (ADDRESS  '192.0.2.1")
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WITH USE FOR USERZ WITH AUTHENTICATION,
USER3 WITHOUT AUTHENTICATION

DEFAULT ROLE AUDITOR

ENABLE

24 USERI #SLA[{5EREN, P4 M AUDITOR [(HHEACK i AR ARG, [
BE, YAEER B Y AT R AR IR £ USER3 1 H F ARIREE, X S04 KOG K
USER3 ZkK, (R IZERERN PR IRTE LI E D)4 22 USER2, J§4 USER2 %
YR {5 bR U4 M AUDITOR, ) 2244 8 Gl DIk ##ik USER3 46KBR ] {5 b F
SCERAE AN T — A A, AT DLE R R A 48 I T P RSB E Y,
TR R

CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USER1
ATTRIBUTES (ADDRESS  '192.0.2.1')
WITH USE FOR USER2 WITH AUTHENTICATION,
USER3 WITHOUT AUTHENTICATION ROLE OTHER_ROLE
DEFAULT ROLE AUDITOR
ENABLE

MAEE R ER AR P AR IRk 2 USER3, P R0 AT {5 B RS . A
B, AT IR AR 2 42 B R 8 40 A/t AR5 <€ £ (5 OTHER_ROLE,

2R EEE LR A PRR TSR

T2 R4S

FESE AT (S e b, W] UK 9 F P AR iR I 2 55 — e Dk iR 2853 DGR 9
PRI, R IR T 5 1% 58 2UR] (734 BRI T {5 7R SO g 5E L

ST fE R BRI, A R AR FF Y T AR — A APT SR UK HK:
% 8 T UI#e T {5 £e35 R o iy P B9 1 R 7 API

R FiERF API

CLI/ODBC SQLSetConnectAttr

JAVA getDB2Connection FI reuseDB2Connection
XA SQLSetConnectAttr

FF A PARIZ A )

Lo e i R A MBI EER L B, I Bz k% &1k 20k 554 DLk
TTAbHE, AR AT He s 5 P R 8] — 254512 B (SQLSTATE 08001 FIJFEEAL A 41
fJ SQLCODE -30082),

2. WEAROIE R R RERSH A LT D, F5C ERIF AU Kk &k Bk S
PEDLEAT AL B, AR 20K o i AL T R R S IR ] — 55451274 B, (SQLSTATE
58009 1 SQLCODE -30020 ).

3. ISR R E MG R A Y, AR AR B — 454514 B (SQLCODE -30090
MRS 29) , BHREHEFOERERER, BRFFRERRSIH LASHERL T
KIEIRD, T RIAb B 223 5K

4. AR PTG R AESL IR (ARSI EEE) e, BAGERRK LR

] — 46451591 5. (SQLCODE -30005 ),

R D) 4 SR AT M B R AR AR AURR IR R R, B0 A K AR (] A R

(SQLSTATE 42517 1 SQLCODE -20361) i g4t T R E RS,

9]



6. MRV E KM HAEIERE EAariad UGENEAGRIR A R, EREMHE
N HIATEA i, 23R [0 55 35% (SQLSTATE 42517 il SQLCODE -20361) Ff{#i
HERAT RIETIRE.

7. WEARSAEERECHN G BRSO A, IF B XRE R E SR A T U
K, B4R mI4E1R (SQLSTATE 42517 Hl SQLCODE -20361) JFffii i #4bT ok
AR,

FESKFREOL T, ME— B2 BT 7 i RO 4 S 1 nl AR EE 4 A9 7 d il el
APARIREYIER, AR B S T A fE A RN, IR AL AR J%T
WAATT A5 BT SC /e (CRFET(E bR SCos @M (E BTk TR
),

8. AR T 5 R H R Al 5 £ SO R REAUR IR YE, I H X%
R KM T UHE R, P AR R E R (SQLSTATE 42517 #1 SQLCODE
-20361) AT RIERRE.

FEXFREOL T, ME— 2 B9 DI 7 5SRO 46 8 5L T Wl AR 45 A0 7 dn il el s
FAPR IR, RO RS T A EE R P ARR, IR A P AR R R
MARARAT A AF BRSO (RS RIS B R SO i T 5 B SR E T T
).

9. MRMIBR T 5 A E RO AR BRSO R, R HXHZ AR E R T s
K, IB2HsR[EHE R (SQLSTATE 42517 HI SQLCODE -20361) JH{#i&E At T4
EEPSINAN

TERX PG, ME—3 32 0 U0 P il SRR 48 8 5L T v 5 & B P AR iR sl s
H P RRiR sk, R £ @0 7 alEEZ N R, ﬁBZJﬁKHﬂF*ﬂRJ@T
PARATT I E B Se e (EHEE LR CE mafnE LT XRRETHPE
),

10. SR UIHE SRR A E S RVF A P bR R ), BT P AR TR A N B
JE) CONNECT $¢AL, P 4K (% B b T R & Bk S IR [ — 55 1R E B
( SQLSTATE 08004 i SQLCODE -1060 ).

1L AeRalfE B CARBEAGR I BIAE WITH USE FOR 14, #f2 DB2 Hfl/#
RGO I 38 R B 9 R G BRI IR B R D) ] R AR AR .
MR ATE B SCRERARAR HBAE WITH USE FOR T4, IBARE VY]
e 0] RGERAR BT PR, RV % RGERAR ORI UE AR A,

B AT RERIRSE, M-It RS SEER BSR4,
BUR FEEREAAEAE. ” (SQLCODE -900) AYifsk 0 4E:

© IR
+ COMMIT & ROLLBACK if]
+ DISCONNECT, CONNECT RESET i CONNECT ik

E AAEE LR AR IR S AR IR, TR R S R A BT A R
WA e, AL, DI P R PORE R A R I IR, B, AR Y
(B AT IF TARM G %50 WITH HOLD Jighs, A84 2 1% 85 a9 - ARiR bl 28
HPARIRRE, X LR OB IR 25 k.
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T4 ok 4 vEE

EEIEEINER LA PR FEZRTG

R 4 B LRI T RUR Al L Sex 4

CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USER1
ATTRIBUTES (ADDRESS  '192.0.2.1')
WITH USE FOR USER2 WITH AUTHENTICATION,
USER3 WITHOUT AUTHENTICATION
ENABLE

B d T T B AT EER. BT USER3 @ U AARE I H AT AIE M35 b
T3¢ CTX1 WA, ARl R AR AR B IO TR ] (51 3 0 P AR U4
% USER3 [fifsk, (A&, HT USER2 U & X hhFH gt ) GE R B 5 LR
CTX1 WRF, BRI E AR 6L TR el F 8 B0 P driRdi# £ USER2
1 3 SR K 2R WL



% 4 B ETHRSHAEES (LBAC)

HThR S HITTER] (LBAC) KOS5 T RXTWRLE 7 REGS 15 1n) Kbl (145 ], LBAC fif
TEREAS HE B E X T A AT & S EA B YT ALY L AL RA BT A L

LBAC HJIhgE

LBAC JJfERIHC & f 807 (8, T DU X E ) % e 30 kAT hl. BrA LBAC Rt
BTAEME 228 0 (GXREWHRSGE T SECADM HRH M) $hAT.

TR G A L2 RORILE LBAC RS, L4 MR 192 k6 e L i P
ARGV MR Le Bl B A5k, X AL — A3, R — 2 ek itye, B4
(el 4 2 AT LA E AN [ 4 22 4 SR £ 47,

QLR 2 )n, ZeE KRR N 2R SHIX S, XN R %4
HRERTr, b I BAR A A L R0 E, 7 RUR S B R R 5t AR E
WA 26 FH R [l e S Bl IS BT Al ) 4R 0, AR R E AR 28 R R R ARG R
55 BRI ITH ,  DUSEA 2 IR %5 B A9 Bdle, I8 200] DURC & 2 ehn 5 DL R4
PR HT LI E %A R, LBAC MR, EMERG BRI RE, HREBE
SARFRIRA RS (B MR SR w8 200 ),

— ELOURT AR, LA 4T BRI AT I L B3 O 8 5o
B, AR R BN T . T P DURLA % A S T
ALYV P R G. 54 0 P2 R VST AP, P 0 b 5 4
5 TR PR 5 2 b AT HORE T 07 (R0 b 50 L — 4052 2
5.

R —THP, AORARNA S ZRRWHZetng, R, X TR ER
Zaems, —AMT O R 2 ] DT — DD R R S R — A S U [ AR
5.

4 B G Ea] LUK SR BRBUR T L. R BR AR VE I V5 TR) 2 42455 R REAS SR V5[]
32 fRAP e, Z e S MBS LBAC SEiL.

W25 LBAC SEIEAR SRIFUI R B Z 4P 81, 5Tt = R, I B2 AR R
g

JCho

AR AT LBAC FEIEA ALVFEE A Z A% 9717, B4 DB2 2KEiRLAT i N AL,
FEiafTHIAEAT SQL E4) (445 SELECT, UPDATE u{ DELETE) " #{AREGEFEALLL
7. BMER R LR B 220 LBAC EIEA A VFEEINAT. i, COUNT(*) pR%CH
SR [a] fEA AU 74

fiE#0 LBAC
] UGG R 32 A 7 3 SOOI HIRAE X 2 DR 4 s SCRRIRT. 4 s [ sk R g DL LN, 5

HISCHENT LR LBAC 137, (K LBAC Bt B2 E AR A LBAC %
UE, Viln] [l — R B P P e e 2 & SRR AT, SXEBRFAlLf T LBAC FEiE,
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76 ufirE i e v

sl AEEHZ®RF LBAC

FHIHLI I T AE7E S | 5 2 2 et G i) 38 251 520 LBAC HL0:

o HIM 1 AR R TR T LBAC SETIRIBIN. X5 TS AN T
)AL,

o BIM) 20 AP B AL R LBAC V7B,

« BN 3: Y%} T-FEMAIT CASCADE #:AEHE, 57 LBAC SHUN. fitn, 4 e m
B TARFE, HETFiHR LBAC SN EMBRATAT T3, H5 4R 1% 2 B R M 2
E N

{£/A LBAC BtRITEfiEz=FF5Y

] LBAC TEATZL AL — A2, 30010 7 8 B AR A 2 7 28 4 b 91 T 0 11

A A BT TR BRI 2 bR B 26T T, R O B A LR 2 e

HMRALA SR, IRAILZ L FM A LR 2 16 ANFY (BAAS 8 A

), B NAT AR BB M VE R AT 251 VARCHAR BUSAbI,  FF LIS A T (.24

BACKE WAFAT T 20 A4, A, FATRMEAS S (VE8 + 4) AT, HP N R

2 BT TR0 3 0 2 4 S W 1 LR 5

i f LBAC FESNZHRARA — AR, S % ebn s ontds (H, & 518k —

EfFf#7E SYSCOLUMNS H ), stocdie sl e T IR 412519 22 245 5 1 ARiR.
FEXFHEOLT, RS 7= AT A A7 it A T4

LBAC KA EZAb

« LBAC JKIEA SRV a8k B 3 15 a4 AL k7 1a] i) s
T R ETAGEIR AL, WAARSARVFEEBOZEPEDE - B LBAC 7
YRRV R AT FB TR U,

« LBAC EIEAXBRHIN 2 8 s i v ml, BTS2 IR A 32 A8 5 50 1 7 1],

o MR FECBIEER, ASKA LBAC FEIE, BIME 1% 8080 F & 52 4% 30 80 JR
I,

o HMBHEN, At LBAC EiE, WIRER DX HEANFBITEG, BN AT
i) LBAC 4P Ihae A2 DR 5 R BIXT & AR AT 0y, IFH, &M R
BiEt ARz LBAC (97, HA R A i 5ciE A Z 44 3,

o ARREMHFH LBAC SRR T FIATfu] AL 1 3
- B EimE (MQT)

- HiRkfb iR (MQT) #isif
- BHFE

BB R R
- REIE

o ARHREXTEFRA. A LBAC {RIMIfE.

LBAC #72

HRHE ST A AR 106l LBAC [93LA, BL#AE/E IBM developerWorks® Web
¥ 5 (Jhttp://www.ibm.com/developerworks/db2|) Y —#4%, kM [DB2 JF45 5 A5 1145

(i 5 I 4



http://www.ibm.com/developerworks/db2
http://www.ibm.com/developerworks/edu/dm-dw-dm-0605wong-i.html
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LBAC R&RHE

T T YR 22 4 R O S SO R P R A5 AT 45 SR S T Il AR P AR A B )

B

e L A B

o FESRME PR 1 2 abn T AR S A

o TEHCBOIRLE 22 RS 2 P P A AL

o FE ] S BT O 7 (9 BB I A Al AT o

o RV ] % 42 SR BT OR 47 Bde I 2% R L0 oAb 22 b S SR BR AR, filtn, 3
1o 7 4 O P ) 2 R SR B TR T 4 A CURAL I 22 A 5 [ R IO,

A Z AP RHLAA B R — D SHMRZeiimg, 2R TR ek %

AR T LA W bR SRR, R H, S O3S Y B A D e # A 1% 5R e A

W, FE BB AT DA 2 A 2 A R, BN RE LR IS8 22 A 2 4 SRS SR AR 9 AT e

HEME,

IR REE

L2 I A A REA #2420, ] SQL 15/%) CREATE SECURITY POLICY
OIE 2 %M, 7E4fT CREATE SECURITY POLICY B4R, AA0H 24 Himg h
GIR )b T A, A %2 4 SR B 5 7R 200 1 L 5 2R 46 7 28 A 22 8] 9 A Aol 4 5
s A e R, (BTERIE A P E R EL (14 SECLABEL) % 4&bro i, Bl i
A G 2 A 5 B L

TRERME
4% W A A U6 ] ALTER SECURITY POLICY i /) KA Bl 22 4 S
I BR &2 < SR Bk
TR 8 P A RE MR 42 42 0K, i SQL 1E-4) DROP SR 22 42 s,
IS4 M SAEMARAR DGR,  (IINEAEAR) | A5 AR HE MR L 22 4 5w,

LBAC Z£#RS

AR AReS

LR G HARHISHE TS 4T (LBAC) MXAREX S, Z2bn 540 1k
S SL 5 B ) B e AR,

LT A AT LR AR A 0, ST DU FIZ A R SR i 4> P 2 15 A AT T 4
SERVRCE. USRS R Y SR 7R ] 6

© SR ERE

© R FTAER R

« VAP REZS5RENITH

Bl AR ELE T TR SR TX AT R e WIS g e A R, I8 2 n] DA 4

 dept WIALMF, ARG E SOZHAMFRIICRIFILIBLE TR IGE 2 "l P50 ] AR5,
K2l fF dept WIE1EZ &M,

% 4 % LTRSS (LBAC) 77



LBAC

LBAC

78 ufire i v

L S K JCFR IR RT SV — R R

R FRFEELON L 2bn S T LA U0 % Top Secret, Secret, Classified F

Unclassified,

tlERERSAN

WU AIE 2SN A Retld Zetr 54/, A SQL %A CREATE SECURITY
LABEL COMPONENT k@444t 520 14,

B R S A, AR i

o YR AFR

o Y1{FRY2EH (ARRAY. TREE &% SET)

* Fr RV R NSRS E

* XfT A ARRAY Ml TREE, WA ®A LRIEAMFLMHI0E
BIEHZR

A =M 2 5 4 A

* TREE: B4 J0ERAMEH I — 4155

* ARRAY: B PICRFREMZE ER)— R

* SET: ®HPILRFERESTH— DA

SR R X JU AR T2 8] B AR [RI AR S T QAT s e, i, R s s e e 41 1 DAl
AP — A EAENT, ABART LI TREE R0, 3R AR &Rk 454
ALY, AR E QR A IR AW S0, AR LI ARRAY A0
ArF, XREN, MPAEMRAMEEER, BA - TRt H—1.

TR A EAEE (B IUEAM L Z I B R TR R ) BT 114 H KR
fiiik.

ETREtrSAHN

e 455 R R DL ] ALTER SECURITY LABEL COMPONENT iE f) kA& ik 26 4 hr 2
A1,

Wi RS as

(U AT A REMR 22 A7 S ALPE, P SQL #8 DROP SR 4 i 5 41
f¥.

RERSHGLE: SET

SET M A SAFAR, BT RUAEE TR IV IEE R (LBAC) %4 ueh fi
.

SET KEINAMFRICFFIICRIIR. AT LI BEIEPF I TT R AT AME — HL BRI R H13R
EHEFRENITR.

ZEiRSHEEE: ARRAY
ARRAY & — i e r's 4127,



LBAC

FE ARRAY RBIFALPER, BIEAL N SIRICRIIMTE LT 2L, H—IIREITR
A, A — PRI IR R AR,

R~ WRAN mycomp & S A:

CREATE SECURITY LABEL COMPONENT mycomp
ARRAY [ 'Top Secret', 'Secret', 'Employee', 'Public' ]

WA oL 45 DL T S 4

I
A
Top Secret

Employee

Public

paul
=

FE ARRAY ERIMA M, JERAM I Z A LA A2 56 &

BF WARITER A f£ ARRAY THPHBAEILE B Zil, B2LR A TR
B,

RF  WRILE A f£ ARRAY THHHEAELR B Z)h, 2R A KTLR
B.

RERSHERERE: TREE
TREE & bR B4R, ] DIAESE FAR S0 VRl (LBAC) %% S f
.

f£ TREE JSMAMF, JTRGM N I ST XHESI. E98 % TREE KR4 &
ML, NG E AW IUR N, ME— ISR — A I0 R, R H AR E
AP ROOT, iXFf, ALAEH DI LS T $ORHLUL R,

R R mycomp fE XM
CREATE SECURITY LABEL COMPONENT mycomp

TREE (
'Corporate’ ROOT,
'"PubTishing' UNDER 'Corporate’,
'Software' UNDER 'Corporate',
'Development’ UNDER 'Software',
'Sales' UNDER 'Software',
'Support' UNDER 'Software'
'Business Sales' UNDER 'Sales'
'"Home Sales' UNDER 'Sales'

)

WAy JC 3R e 4 LT A S A 4L

%4 ' ETARSRITINTES (LBAC)
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Corporate

Publishing Software
| | |
Development Sales Support
gzié:ess Home Sales

f£ TREE REVRGA PFrp, JURA I Z ] LI T AR 5 A

KR WRITE B LK A T, MBALHE A 2ILER B ML,
Tf5l: JER E R Business Sales JGZEAYACAL:
Corporate
I
I I
Publishing Software
I
I I I
Development Sales Support
I
ggiégess Home Sales
FHR  WRTE A fELEK B TH, BATLE A 25X B 7.

5 WWEIEIR Software JTE B F1L:

80  udmrEu et



Corporate

Publishing Software
I I 1
Development | Sales | Support |
1
Business H Sallas
Salos ome Sales

B WREASTERAR D, BB AR,
Al K R Development JG 3R Y[R
Corporate
[ | |
Publishing Software
[ ! 1
Development Sales | Support |
| |
gzigoss Home Sales
B WRITER A ELE B MRXMR, HETLEK A 2 B B (K3

), 2K A BLE B By, WInE B ir sy HAth o = A,
B R E R Home Sales JGZ FAH/C:

% 4 % LTRSS (LBAC) 81



Corporate |

Publishing Software
|
[ ' I
Development Sales Support
]gzigcss Home Sales

B WERITR A R B WL, SEWRTR A ® B MFAMFA (KIEE
), MB2TR A BILER B #YELL,

) WEIEIR Software JLE Y JE L

Corporate
[ |
Publishing Software
I 1 1
Development Sales Support
|
[ |
Business H Sal
Sales ome Sales

LBAC Z£i7S

FER TS ViR (LBAC) W, Zfn o2 ATk — 410 % 4 5 R e e
PO e IR VA I € I DN T A N EA (N S B DRl DN Db v I D B2 S
Hda.

4 2 ] 52 R IR, TR % bR SRS T AR PR RO 0 e bR S AT

F. MTF AT R % b SR L — B Zetn 5. R Y % ehn 5 pil
JE, VP TCIE VIR 1% R

82  ufmrE ket



B LR S EENG R — 2 R A G, B T I% 2 A R R A AR
WE—ME. Zetn A4 LT 0P ERRIZAN T AN EN L Z A IURI
F, ARRAY REAMPEATUEETNE—I0R, HAEHAE A ZF S m 24
JLER. AU AR AENR N = H.

f5l: iR TREE 28W4H 47 =4~JC2 Human Resources, Sales # Shipping, A4 1%
2H R ) — S R 2
e Human Resources ( B{{Efif I )

* Human Resources, Shipping ( 83 IFLE I RMEMHMA F, FAEAZXEIER —
JTLER)

.l

A B R ML 5 — A, R B B o A L B T 9 2 S o
HEEM LBAC HUNERN G, 6 MITHE LBAC 22475 T st it T4 X0
AT MR A 5 A,

B 22 EAR T AR SUARFAF R, AT TS 22 R 5 (A 5 T il oA 1Y
%L

HERERS

AR A A QI 2 2 bR, )1 SQL /] CREATE SECURITY LABEL
ROy, QLS FFER:

© RS HY AR

o AU VAR Y A A RN

s FEERBPEEH - HERNE

XFFARRSS EE A, BREENRAEME. 225 um e 0fm — e M.

HERERS

AR AR Z ebns, BRZein s — ik EMEE, AREnE B2 %2
3 5L AT DI ALTER SECURITY LABEL COMPONENT 147 4% M 42 2 br = 1 4
F.

MR R EHRS

B AR L2 W GO REMIBR 222455, fH SQL 4] DROP KMk % &tr's, Joik
P53 L A oA O P 00 T2 P A Ao o7 v 1 BBl 1Y 22 e 5 B0 S IR B — D el A
Akl EERIE S A=

BYRERS

AL TS S A RIS S bR SR TA N, M, M SQL ¥k GRANT
SECURITY LABEL Ff%F %455, HTHANRENT, LU HAE Nk %4 n s,
BT % A R R S TR AR T, T R, P gl
AR — %4 R P 0 242 2 475

% 4 % ETHRSRER (LBAC) 83



HERERS

AR Z AR TR RIS, Al a2 AR S, B E RS, T
SQL i5%) REVOKE SECURITY LABEL,

SREFSHREMNMEHRE

ARSI KA K  SYSPROC.DB2SECURITYLABEL, %7
SYSPROC.DB2SECURITYLABEL 5 VARCHAR(128) FOR BIT DATA 2 [a] 47 #iiE

et

REHRSEER

Han T I EA IR LU AT B A% SR i, ilhn, 3 PN B %0 SECLABEL gt

BUEIXAE, (EH L hn S R AT RN, R 8 A 5K

o AMERNESIHIIRE, I HIRNY S %250 H) CREATE SECURITY POLICY
R R R AL 81 78 WU AR [)

© LR IZILRIARER

« ARAHKITRBES (1) 2k

. ﬁH%Xﬂ‘IEJ TAMGEH T Z PR, BAKBLEILRFEAERES (0) FIHHES

/\I}E
. {EEE XEFES (0) Fw

1 7 o L D R I e o = N 2 o o+ < = ) G O 1S R A R o o
Level, Department fll Projects, %Z4tn5 @& T AME:

#9.

B L}

Level Secret

Department |

Projects  Epsilon 37
* Megaphone
* Cloverleaf

R LIRS HE EEFRLIT 745 8-

'Secret: ():(Epsilon 37,Megaphone,Cloverleaf)’

WfAItL%s: LBAC Tzéﬁ%

84 g

Vi 0] 32 2 T AR5 il (LBAC) R4 iy Bdiant, 4“57 LBAC fEiE¥ 5 —
/\dzz/\zzi\ﬁm&ﬁtth DLHf E B ZE %17 10], LBAC SEIE & I T %6 4
b5 I _E S 30 AT AT S BR A,

AR AT AR L, LBAC FEIIERT DI A5 0] 42 b5 5 1T HL R, LBAC %
IER A DL A G Ia) 2 e bp 5 AT LU, B AN BR SR E WA W RGBS
VERR BT Z K HLBesT, AR HE Bl & B R A T 17



EANZERS

A Z 2 etns, WA - Eetn 529 AT RPN Zetn 5T .
B AR S5 6 T 81 5

o EUETENT ORI R A R 2 2

o EREIZUEIER (T ) 7T,

IR EBRA TG X ERMN L et T, Bkl G Zetn s, NPTy
i,

AT TEL 3R]

LAEbR S f BN AT, IR Z 2 S A A BA E, e foE s
i, XEDAIFHETRAER, A LBAC HUMAEFAE R E: ZAMEP W
TER BT ZP LA R T R — 4P R DR ZE, WA AR, #5AY LBAC
FEUERL 2R AP % e hr 5 L EE.

PEAT LB I LBAC MU SR AE 20 4 M R i 2 Y, 2 1 AU PR 2 DL S g 2 AU
(6 I E], TE A A MR A A,

LACTIE PR A

AR ETA T R E R R BRA, IEAAR U Tz, BLABE (P (A
IR YeNibR N Tnc At

~ffl: LBAC N4 /2 DB2LBACRULES, &4 KIEAHMANEM, —NHMARIZER R
ARRAY, 75— PTHMFMZEACS TREE, C42 7 M X#LI DB2LBACREADTREE [
BRAL, 1ZALNZ L8 TREE 28R (R B 6E F A s IR, anif JH P 2 i iz A
B, IBaTieiZ M TREE A4 AmE (RIS E) , ASBHER, X2ER
RIAAE N, PR AT DL OO 58 2 Uk TR 5 19 ARRAY 2 141H.

LBAC # &4

LBAC

LBAC HU 42 L B2 b I 00 H A — 2P0 SO, FEXS PRS2 e 5 RO (B A T
PLBEE, K fe ORI 46 mp A — A~ e 22 S ISR 5 — (R A BELIE 75 — M.

4~ LBAC MU EEHR i ME— B ZFRbRiN, FEQURE 22 RN, IR E 55 12 RS i 1
fEHE LBAC MU, X i ks BT 65 19 22 b 5 AR A AT A EL BCHRKE B i LBAC
VIESS

PN £ F 04 RS HL U A p M — B9 ZARAR I AEXTZ RN UEAT S BR B AN, R 26
WUTF) 2395

DU e Sy RO 2 LA % {1 RO s ] it 9 00 8 1) S [l i 7 P A2 £
HAr, R -2 LBAC MN%E, ZMNI%ER %75 DB2LBACRULES,

#M|£&: DB2LBACRULES

DB2LBACRULES LBAC & T —H &5 N, X2 ) % 4 ehn 5 4 4FHE
PEATERARL, XA ERE Wik EERIT 5,

% 4 % LTRSS (LBAC) 85



LTEMTERNEX

EERMTS{GENT ARRAY FMRAF, FHOGE AT SRR, ST RIS
PR ER T ER, MakAE LS, ST AP R E DT ERER, ekt
TE. BREWLT, BART EEWARTTE, XEWRE RRES EREIT R AR
¥

FEXS ] — AL AR A P A A IEAT FLBNE, A LU I e T 41 #4268 ( ARRAY, SET
TREE) PIEPr2ilf iR (3sls ), RIS TN, 387 76 & B0
IFIE], SRRl T %A U o e 7 B ZE V5 1] (Y i A2

% 10. DB2LBACRULES Hil{3 2

86  MudrE et

S # 1T
TELL BRI S4B 14 | 1tk 25 975 1a) B
& RERHERA 1# Sl B &R EE A
DB2LBACREADARRAY ARRAY j5s FH P BN TR AP
DB2LBACREADSET SET £ FAE— A2 P s A AR HE,
DB2LBACREADTREE TREE P JHP BT A 00 80 B AN 55 T AR ] — A B 37 (8t R 2 AR ] — A~
FRE B HLAT,
DB2LBACWRITEARRAY  |ARRAY = F P TFAR P B NF AR, !
DB2LBACWRITESET SET 5 FETE— A2 P s A i E,
DB2LBACWRITETREE TREE H JHP T A 1 30 JOE AS 55 AR o] — AR P (B R SR AR AT — A
LRE R LA,
i

1. "JLLK DB2LBACWRITEARRAY HUMF MM A AS R ML A 4L 65, e — A~ A0 By
IEERTEIGGINEE (£5) , H—I0p5 kBT EGO N EdE (T
5. AEIEAT IO A S BR B A, wT DU G R O A R R e — A i 4

b,
MM {E

Jiv A LR LUAR (] B9 07 sCAR B2, 28 fE R 2o P26 A A B, (B S (AT Ao AR 2 (B BH
IE,

DB2LBACREADSET #1 DB2LBACWRITESET 7R

KRN 2l R SR B 2 AP EEE  H P AR X R e R T2 SET 1)
A, ZHMEE THILE: one two three four

% 11. DB2LBACREADSET #F DB2LBACWRITESET HLJU i 1 H 7 41

ARFME RiPE = EE?

“one” “one” ABLZE, AR,

“(one,two,three)” “one” ANPHZE, HPRIMEAE LR “one”,

“(one,two)” “(one,two,four)” PHZE. JUR“four™fl FAEMRIESP, (HA
AETE P R,

O “one” PHZE. S H S WAEATE =S (BB ZE.

“one” K0 ANPRZE, Z{EARBEZEARAT(H.




7 11. DB2LBACREADSET il DB2LBACWRITESET HLII [ JHn ] (45)

APNE RiPE EREEE?
§0) o AZE. ZEAZHETAE.

DB2LBACREADTREE #1 DB2LBACWRITETREE

X LEIR IR RIS AT GV R B AR, X 7R e (R T 2888 TREE HY4LLF,
AL LU 7 A UE SR
CREATE SECURITY LABEL COMPONENT mycomp

TREE (
'Corporate’ ROOT,
'"Publishing' UNDER 'Corporate’,
'Software' UNDER 'Corporate',
'Development’ UNDER 'Software',
'Sales' UNDER 'Software',
'Support' UNDER 'Software'
'Business Sales' UNDER 'Sales'
'"Home Sales' UNDER 'Sales'

)

REWRE TR T A HRSHY:

Corporate

Publishing Software

Development Sales Support

Business

Sales Home Sales

# 12. DB2LBACREADTREE Fll DB2LBACWRITETREE 05 5 FH 7 4
APrE RirE = EPEZEE?
’(Support,Sales)’ "Development’ [H%E. JGZE“Development” A& H

FURYAE, “Support”Fl“Sales” B A
J&“Development” 11T,

’(Development,Software)’ ’(Business Sales,Publishing)’ | /A BH 2. JC &
“Software” f&“Business Sales” FJH
.

’(Publishing,Sales)’ ’(Publishing,Support)’ NP ZE. P4 {EHR 45 0K “Pub-
lishing”,

% 4 % LTRSS (LBAC) 87



# 12. DB2LBACREADTREE I DB2LBACWRITETREE HLW [ 1 FH R0 (48)

ARPrE RIPE = REZEE)?

’Corporate’ "Development’ ANBEZE, AR T A A A A
.

() >Sales’ PH 2E. 25 {6 & B ATl 3 =5 A B
%,

"Home Sales’ () ANFHZE, 2SN 2P SR AT AT,

O O APHLZE, Z{H AP ZEAE .,

DB2LBACREADARRAY 7Rfjl

DXETRGIOGE T3], X H7R BE (f)m TR0 ARRAY BALPF, IZ41F R &%
PAR 05 AHESIR R AIDEER:

E
. g
'l

Top Secret

Secret

Employee

Public

7 13. DB2LBACREADARRAY LI 1 FH 74

RAPrE fRiFE = APAEEISE)?

“Secret” “Employee” ARPHZE. JuE“Secret” T JLE “Employee”,
“Secret” “Secret” RPHZE, (EAHR.

“Secret” “Top Secret” FH%E. JLZE“Top Secret” T JLZEK “Secret”,
() "Public’ PHZE. ZEHSWARTEZS HBHZE,

’Public’ " APHZE, HAZEAE.

O O NP2, Z{E AR ZEARATA.

DB2LBACWRITEARRAY 7R

RETRGIOGE T 5V, X R OHEE (R TR ARRAY f4L0F, 1Z41FR &%
PATR 75 AHESUR R A0

Wl e s VAR



'l

Top Secret

Secret

Employee

Public

b
=
|~

Z¢ 14. DB2LBACWRITEARRAY ML W 75 151

APmE fRiFE = ABMEETIE?

“Secret” “Employee” %€, JCZE“Employee” ik T J0 % “Secret”,
“Secret” “Secret” ANPHZE. {EAHF.

“Secret” “Top Secret” FHZE, JGZE“Top Secret”[H T JL 2 “Secret”,
() ’Public’ PHZE. ZESBARTEZS (HRHLZE,
’Public’ X0l APHZE. ZEA S EL(E.

O O ANPHZE, Z{E AR 2B ZEATAT(H.

LBAC #0 6RHY
NSRRI 8 22 KM A BN B LBAC HLGR AL, T4 24 ity n] 52 1% 2 4
RS R BARR,  A S 5m S 1% 800,

TEHCBAT A 22 2 W 1A 22 e m SN, AR A% 22 2 W A 52 T S BRASUIR i 1 o 19 22 4
Hemg, ZIBRAUR L .

PN

AW TL M T2, T1 2% P1 R, T2 R ZaRlE P2 /i, W%
ERMEEA A, EOIMAMFREA ARRAY A1, T1 F1 T2 #MUEE — 1750k,
FEZ W PL R, SRUIA Wi Z 2 SR SRR e T1 e, fEZ &N p2
A T IR]  2bRS AN RVFERT T2 R THRATEE T ).

PAE, 7€ P1 ", 48542 7% DB2LBACREADARRAY [HHEERL. 4, Gkl DLiE
BCT1 94T, EARRERE T2 94T, XEFEA T2 258 A% RK R, Mz
g, %A% DB2LBACREADARRAY I (14 62 bR AL,

AT UIIA 2 S BR AL, A0SR R 22 4 SR B FH A 5 AL U R I A SR BR AR, TR vy
1222 4 SRS DR AP BT AT 50 B 52 D AL,

2F LBAC HNI%EERAT

B R A GBS T LBAC MUNGBRAL. 22T LBAC MUMGERAL, 35 ]
SQL %] GRANT EXEMPTION ON RULE,

¥ LBAC ML GBRACET, A At T 55 B

% 4 % LTRSS (LBAC) 89



* SREREUITER R R R
o SRERBUITEN RS Y 22 4 R
s BETRERAE S, dlime

EEED: LBAC MU GRERAUR AL 7 AER AR VI, PIIE, 527 SRR 55 6+ 5>
P#IH,

#isH LBAC NIRRT

BN 2 B BUA B LBAC ML GRBRAL. 2L LBAC MUMGBRAL, i
SQL 4] REVOKE EXEMPTION ON RULE,

HATERE LBAC ZEHRSHRE R

90  MudmrE ket

P24t TN B %0 SECLABEL, SECLABEL _BY_NAME #iI SECLABEL_TO_CHAR 3k
EHETR S MRS (LBAC) %255,

X = AR EE TR B IR, TR IA UL SQL Reference,
SECLABEL

T A6 E 2 4 SRS MM S AR, BN B R BRI 2 . 1 [o] {4
25 % DB2SECURITYLABEL, ERUH1ENRE L& RIEH I Zatss, LA
SEMAHE, BAREENZ2R S RbEFFE.

R R T1 AW, 3R EdEISA S DB2SECURITYLABEL, 2 41| i $icdfs 25
4 INTEGER., T1 Z%Z4%M Pl {4, WLZL2EEE =L 5 Hdrt:
level, departments Fll groups, I UNCLASSIFIED J&ZH {4 level fJGZ%, ALPHA #l
SIGMA #JE1 departments FJICER, G2 24 groups MITLER, MBAW DIEANT J5
AL 25
INSERT INTO T1 VALUES

( SECLABEL( 'P1', 'UNCLASSIFIED: (ALPHA,SIGMA):G2' ), 22 )

SECLABEL_BY_NAME

LU B R B 2RI 2R R E 2 RSN E e s Nan. Re, B
W48 E (2 2 b1 24/E i DB2SECURITYLABEL 3R [A], TEM LA 224 b5 B4 A B 5 2
T4 DB2SECURITYLABEL (A}, 645 fd F it R %L,

R T1 AW, -8R EdEIA S DB2SECURITYLABEL, 28 4l % 25 1
i INTEGER, %4 L1 &elisRaa®mg PL i —#45. LIT SQL 1&A)H A%
o X e

INSERT INTO T1 VALUES ( SECLABEL_BY NAME( 'P1', 'L1' ), 22 )

I SQL & /A Jok IR H#is 4T

INSERT INTO T1 VALUES ( P1.L1, 22 ) // Syntax Error!

SECLABEL_TO_CHAR
BE PN B R HOR (8] 2 2 n 5 BT B 8 A B A 74 R .



Al 2 T1 HF) C1 RIEE2E% ) DB2SECURITYLABEL, T1 242450 P1 {3
I, IR =S40 level, departments I groups, T1 fli—47, X
TREAHME, 5] C1 HREES FHLER:

A TE

level SECRET
departments DELTA #l SIGMA
groups G3

WA RVFERGZITE LBAC FEIER M SATRAIT SQL 5 4):
SELECT SECLABEL_TO_CHAR( 'P1', C1 ) AS C1 FROM T1

i AR s
cl

'SECRET: (DELTA,SIGMA) :G3'

/M LBAC SkiRiF&iRE

TS H i fER (LBAC) al DU TR EE AT A1/ s8C8dm 511, 2 b (9 Kodls H g
PRAPVIZ AR A 22 2 00 BT 6L 5 19 22 i SR 7. n] DAAE B R I AT Bl 9 AR (R
A2 ), DUS thar DUl i s 2R T I TAE,

Al DIFER]— 4 CREATE TABLE 1 ALTER TABLE 15 /)b X} 22 7% 122 4 5w DL R A5
iz r e,

YER B, ARVFRLYHT LBAC FEIEA SR vF 5 i iy 2R AR iz s,
M RIBINE KB

g Fmt, aTPU#i § CREATE TABLE iE4][¥) SECURITY POLICY /)3 [n 7N
45 AUl Bl ALTER TABLE iE4]f% ADD SECURITY POLICY /)& m P
HERIMNZAEN, WAEFEHRE SECADM HURIHA LBAC EiFitnl DIX 27

B4 W,

AREXS LBAC Joik Ry iR IR N4 235, 162 H LBAC #EidLIAI LBAC Tg
R R B,

AREFF — DL b2 2 SRR I 2h A A 2%,

RIPAT

FEA RIS, T Dld i 45 $E 268 4 DB2SECURITYLABEL (W 313€ fui/F &t 47
32 fR4, CREATE TABLE iEHIELIR 1RSI % 2 0, AT EEA SECADM
R s A AT LBAC FEUERAT IGIEXAEAY K.

AT DL s B 258 2 DB2SECURITYLABEL [543 48 £ 4T 2447, &
WX RS, RO Z L2 KA, SWE MY ALTER TABLE if4)ib 4
R E RIS N 20, TR MINZ 5, ¥ vt 55 i 2 2 b5 Rk A 47 i
AOAFENT. WRATRPZRNZ2EERUE RFET SR Z2ins,
L TCER NS YE 2R % DB2SECURITYLABEL f%1],

% 4 % ETHRSHRER (LBAC) 91



TEZR 7 DB2SECURITYLABEL KR F| 2 f5, iR %I A % 2hn 5 ki &
ASHEARTT, 158 LI AREFH 2 LBAC R pU5dE i 8, 5k T K HEE T1E
FRMEMEE, BUHHES LBAC EIiFAREWITiH A 2 & K H R
DB2SECURITYLABEL [/J%1|(f 35,

RBEMIBR £ 2571 ) DB2SECURITYLABEL 1951, -t S G JH B8 0 Ay A ] HAth o4 2
i

3l

TEANEE R, wILI6EA] CREATE TABLE i54](%) SECURED WITH 311504 R 4751,
AILIEEAE ALTER TABLE 3549 {fi i SECURED WITH XA BLA #5135 fifr
.

BRI HE R E LTI, SLIER VX RS I B 0 B ST 5
fEf) LBAC Gk, AT EASA SECADM R,

A HUfE AR PP IZ R A 2 RIS BT 3 ) B pn SR IP. eI BOR 2 2 s iR
B3, SEVFAER] — R A R P 22 2 ms ) R IR P — S 2 51,

AT LM AR AR E 151, (B2 — N HI R — D2 S R,

IZEE LBAC {RiFRIEIRE

92  frE kAt

22O ZE T AR S U] (LBAC) fAP I EERRT, KAt Ed/E LBAC fEikS
PRIPIZEIRE 19 2 bR SR FLE. AR ORI B BRSPS FR Y S, & RvF e

XFZARP BRI, R 7 e S RERMER P E LY, dFRPaE—17, %5
R L 2 b S EEME R, X FZEPITRD, R Z e S FEEIETHEA N
DB2SECURITYLABEL [W%iH, Fra TR & 2bn 5 #0n] DIASHE.

FEA RAMT LB LBAC Z2hn 5 /) EHHRM T4 5¢ LBAC IR 5 2 248 5UE1T
ERSIURERAEEPSY

EEZRIPRYS

EZEREIZ A IR, LBAC ik 5 TR IZ8M L 2in SR, BRI AL
SERIAR, ViPE B ZE S Ao, IRV BB ZE, #iaaR AR, I HiE AR
W, EI, 1ZIEA)IE R ARSI T.

2231 H LBAC FEIEA R VF U 51K S BURE A8 A R,

5:

T BHNZHEIMFN. F] Cl Z%ehi’s L1 R, 31 C2 2%4hg L2 £,

B M Jyoti #iAEEAE LBAC iF, ZSEIE RPN Zeis L1, [HARRFT
L2, g Jyoti KHPIF SQL &4, ULiFaH# AL
SELECT * FROM T1

H1F SELECT A48 THlfLAT (*) , HILeRass c2 41, prllttina ki,



WA Jyoti KM PAR SQL A, BLiE AT )
SELECT C1 FROM T1

fE£ SELECT F/HH, ME—ZL4P 9512 Cl, Jyoti f) LBAC SEiEARVFIIEIIZA,
EEE RN
WAR AR VP EROE — 17/ LBAC fEIE, AT T ORI R A A 7E — .

BERCZ A AT, B Rk [E LBAC FEUE it A7 evi i iy Ap L4y, RIffifE SELECT
ThIh A A E 2 DB2SECURITYLABEL [41, 155 Rit,

W LBAC STIEMIARE, AR ER & ZRIPITHRT & F/ 2ART. 6
mn, R T A E AT, [ERAPID A AR LBAC FEiE, AEAX M
7 SELECT COUNT(x) FROM T1 /]l L\ ul R A% AN A B 4 .

LBAC fEIE AN SELECT ifh), iEsZNii&dl UPDATE Al DELETE 2 2 HAth
SQL &4, WREEA AVFEIGE—171 LBAC FEiE, ok smiZiT,

wfl:

F T1 WETHAITMI. 5 ROWSECURITYLABEL 44 5/ %
DB2SECURITYLABEL,

% 15.

LASTNAME DEPTNO ROWSECURITYLABEL
Rjaibi 55 L2

Miller 77 L1

Fielding 11 L3

Bird 55 L2

feE /7 Dan fy LBAC (EIESLIFMIRIZ %2455 L1 B4 EEdRE, (B Feifhii
% L2 5 L3 RAPAYEHE.

Dan ZHPIF SQL iEA):
SELECT = FROM T1

I SELECT &m0 Hig el Miller AF—47., AR BT 45T B 24

Dan FFIHIF Tl XY

% 16.
LASTNAME DEPTNO ROWSECURITYLABEL
Miller 71 L1

XfF Rjaibi, Fielding I Bird iX =47ki%, BT EMMZ s S TR, U
2R [AX =47, Dan Joig MR s Brix sef7, XUiT A S EIETEAE PR R A, X
T Dan ki, BIFERIBEAITAFELE —FE,

Dan ZHPIT SQL i&4):

% 4 % LTRSS (LBAC) 93



SELECT COUNT(*) FROM T1
i F P Dan HAEEEEC Miller H5—17, FFLUMCIE RO 1,
IZI 8 FRAIPFINZRIPIT

SERAESTIIAL, A REAT UL, AR VT RRIE LBAC SEIER R SR H A — A
WHIH) % bn THLZE, AR AR, B0, R ARk ZithdT, JF H IR [E
LBAC REUESLVFREAT I (W) ) % 2 n 5 T AR 4P B AT

Nt

# T1 %] LASTNAME % %5 L1 {4, 3| DEPTNO % 4trs L2 {7,
%] ROWSECURITYLABEL [%(#E25%1 % DB2SECURITYLABEL, T1 MEZIEIUIT T
TN

#17.

LASTNAME DEPTNO

% LI {71 % L2 i ROWSECURITYLABEL
Rjaibi 55 L2

Miller 77 L1

Fielding 11 L3

B P Sakari ) LBAC Gk Pz Zatns L1 49 8dE, (B8 Rz
L2 % L3 R a5,

Sakari &L SQL 54
SELECT * FROM T1

T SELECT FA)ffi fl THBEAT (%), XSEf$5%] DEPTNO, A DAMIE )8 200,
%] DEPTNO Z%4Fr2 L2 {§3", Sakari i1 LBAC EIFA i e H01% 2 4 hr e

Sakari #%& %I SQL iE4):
SELECT LASTNAME, ROWSECURITYLABEL FROM T1

SELECT FA) ARG Sakari JoikiAYILMIS, UL AR AREEAT, B, HiR
B —17, XREFAHME -T2 L etng L2 8 L3 fi7,

#18.
LASTNAME ROWSECURITYLABEL
Miller L1

A% LBAC {RIPHIE R
FBANEBIZRIFHFIH

e B R B A Z R AP, K G #AE LBAC (RIS T RIIZ Y 2 25
SUEATICR. AR B R RIR], DR B2 B fe i,

94 gk A v



FEA RN LBAC %2 hn 5 19 TP S it T4 KU LR A % e hn 5 1 VA5
B

Jho

RV AL F, AR H AR S AT, IR TT M P ZE, mAM SR, FF
HoAgai [ R,

W IETESR A — 17, (AARBAZAFIINME, B2 Hm ARG E (0RE A

W), RMIARR) LBAC (RIEAR RVFXHZSIHAT SN, e RAEXFGEN. (6T FI1IEN

T, HEEE:

o FHIZIATHEE T WITH DEFAULT BEI

© ZFRE S

o A EA IE I Ak g A R i

« 1ZFMEdE 2R DB2SECURITYLABEL, 7EXFMENL T, &40 15 ViR % 2hn5
SRR (E

ANEIZRIPAIITH

A 2 R AT R R AP AR A AT, 442 DB2SECURITYLABEL AL 41§ (i,
WA A NZIGEME, IR ZIH H SRR ERA RGN Z2in 5, IR ERA
Ui Zein g, MR EER, I HAAABRERK,

W E RS (It SECLABEL) |, A DL =48 it 22 245 5 DL HoAd A 2
DB2SECURITYLABEL ZKEIf51sh, {H02, X TEIEAEZ 00 AR 2 2bn 5 B i 5
P, (SR LBAC SEIE R SRR, A& R MM % 2irs,

WERERM T RES AN Z 2T, IBag R T T RIPEN 22Kk, R
1% %4 i B RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL I,
248 N BRAERE R IGOF R [ 5%, W% %4 KA RESTRICT NOT AUTHO-
RIZED WRITE SECURITY LABEL T, m{#©HE% OVERRIDE NOT AUTHO-
RIZED WRITE SECURITY LABEL 1E5I, AP2¥s ZB IR AL L 2hrns, MRAKES
ByinZetny, BaBEHEeins. NRERA SR Zaetns, ok bl
xR,

BNl

F T1 %%HK Pl W24, B4 204 I R3S £ RESTRICT NOT AUTHO-
RIZED WRITE SECURITY LABEL ¥EIii, 3 T1 W&, (HARMSITEMIT. X
4 LASTNAME #1 LABEL, % LABEL [#%t#£25% DB2SECURITYLABEL,

P Joe PiA ST Zelns L2, RUE%etng L2 RIFMXZ % eirg L2 R
BT EEAE, [ERARIFMXZZ 2R 5 L1 80 L3 R4 R RE T S HAE.

Joe RHPIF SQL i&M):
INSERT INTO T1 (LASTNAME, DEPTNO) VALUES ('Rjaibi', 11)

24 INSERT iEAIR W &A% 2brS, BrLIKAE LABEL 17H#A Joe H51)jH %
EX N

% 4 % ETHRSIR AR (LBAC) 95



BAE, £ T1 WH PR

#19.
LASTNAME LABEL
Rjaibi L2

Joe RHPIF SQL iEA), Mh#Ei% SQL /4] Uit T 246 A 251 LABEL H11
e =

INSERT INTO T1 VALUES ('Miller', SECLABEL_BY_NAME('PI', "L1') )

i A ) SECLABEL_BY_NAME WE¥0R [ — 22 S, GEehms4 N L, B

JELARE PL ARG, BT RAIF Joe X L1 M EBIRIATEEAE, FILAR
VRl L1 46 A% LABEL .,

AT T1 (9% 40K /e K F5 % RESTRICT NOT AUTHORIZED WRITE
SECURITY LABEL BESUAGfEEL T RIRE), FrLAEA T Joe A G ZErS. A
2R EE A 5 R STH B

BAE, ZRIT PR

2 20.

LASTNAME LABEL
Rjaibi L2
Miller L2

R TARPIZ RN L HER /RS2 T RESTRICT NOT AUTHORIZED WRITE
SECURITY LABEL JEIGAYIEN IR, IS0 ABRVE &M, JF HoRraR [m a5 iR,

&, Joe YA THTHA—A LBAC MUWKIGRERAL. BEHR LBAC LUk SRVFflx 52
TG L1 M L2 RIPREIRIT ERIE. T Joe MBI % 2n S ANE, ik
L2,

Joe KRHPIF SQL i&A):
INSERT INTO T1 VALUES ('Bird', SECLABEL_BY NAME('P1', 'L1') )

HH) LBAC EIEfE Joe REMXS 245 'S L1 [RAPAIEHEPATSHAME, HIL, RIFE
A L1, BE, ZRWNT R

%21

LASTNAME LABEL
Rjaibi L2
Miller L2

Bird L1

E#% LBAC RIPHIEIRE

96  MiudrE ket

LBAC (EIE /0 ALV X R AT S ], XA RE BB I Bl QR B 52 AR 4P Y
11, W4 LBAC FEUEEL SRV Xz AT ot AT B ).



EHZRIPHIG

R E B Z R IR R BRER, LBAC RS AT IRIMZIIMN L 2br SR, It
FCBR A X G M AT R, ARSI g, ek E SR, JF IR,

AEEVEATHR

FEA KU LBAC Zetn S AR A TH K LBAC (BRI -5 % &5 547
B A R

A5l

BER — 13 T1, HARS] DEPTNO 2% 4tss L2 fi7, 4] PAYSCALE 2%
Ehr5 L3 fri7. T1 DIREREIRIT Brs:

222, £ TI
DEPTNO PAYSCALE
Sk R
EMPNO LASTNAME L2 L3
1 Rjaibi 11 4
2 Miller 11 7
3 Bird 11 9

M7t Lhakpa %A LBAC ik, ik H AT SQL ifA):
UPDATE T1 SET EMPNO = 4

WHERE LASTNAME = "Bird"

H T IR AR BT AT 52 (R TAY 81, BTLLE B PAT A2 4.

#23 BHZIEHE TI

BAE, T1 40°F Frs:

DEPTNO PAYSCALE
R R
EMPNO LASTNAME L2 L3
1 Rjaibi 11 4
2 Miller 11 7
4 Bird 11 9

Lhakpa #F K IHPIT SQL i 4):

UPDATE T1 SET DEPTNO = 55

WHERE LASTNAME = "Miller"

H1F DEPTNO #Z{{", JfH Lhakpa 3 LBAC FEil, F AMGTE AR MOMR [ 515,

B2 Lhakpa ##2 7 LBAC fTilE, JfHARLE LBAC fTiE iFit 4T ~ R MG IR, X
TARGIRE, A RAPLLEUE R A2 L2 S Il & It R 2 EMIFAE B IR

HE,
AT RIPBIENZERS BERIE? =REAS?
L2 & P

% 4 % LTRSS (LBAC) 97



98  MudrE ket

ATFRIFBIRNRERS

o | fm

=
=
L3 &

Lhakpa LI PIT SQL iE4):
UPDATE T1 SET DEPTNO = 55

WHERE LASTNAME = "Miller"
XU, HT Lhakpa ) LBAC EilE iFflx T4 DEPTNO 4% 42 h5-5 Bt (R 47
R BT B EAE, BT LR A RESS S8 AT IF R & 4. e B B BUZSF A E
2OBAE, T1 APRBE X AERY:
K24 B REHZIGHIE TI

DEPTNO PAYSCALE
(At RIE
EMPNO LASTNAME L2 L3
1 Rjaibi 11 4
2 Miller 55 7
4 Bird 11 9

%, Lhakpa X LLF SQL iEA):

UPDATE T1 SET DEPTNO = 55, PAYSCALE = 4
WHERE LASTNAME = "Bird"

PAYSCALE 3%l % 45 L3 £, Lhakpa ) LBAC HiEA RIS %S, BT
Lhakpa FoiE 51440, FrDLEHRE LM, A28 SR 5,

B ARIPHIT

W2k LBAC SEIEA SRR —1T, IS AZATH BRI A AAE —FF, I To ik
EHZAT. XT R ENATRY, BOEBIREE B ANZTT, XA R EHIZAT.

FEZIEATI, SHAE LBAC EURK ST Z2in SRR, IR SR 3l
9, MAHFH KM, HHARE R, R GV MORGE %, IR ARk Lt T
.

W T A B ECHE 257 % DB2SECURITYLABEL [ 5 X it AR LIS, $UTIE RS
B A SZ R A TR, R B B NE, REAE e E N EHE
MBI 22, WREEE SN ZenS, MaREHIR, HHEKER
.

T 5 AR R B B 25 ) DB2SECURITYLABEL ({31, AP 4% F A6 2
LBAC #EiE, QR 2X$UT 0E B R B R B 4 /7 LBAC EIEARTFEARAT, 4
iU BT TR R L 20, %L 2% B RESTRICT NOT AUTHO-
RIZED WRITE SECURITY LABEL X, 82 B HH#AER R MOFR AR, WR1% %
2% AH RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL £If, (3
T H7A OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL #tETi, HFA¥%Z
W AR b s, MREBEG BN Z S, IBAKEHLZ2hrs, IR
WAV ZERY, KRR,



w5l

BER T1 %40 Pl LRI E 40 LABEL W41, Z5IHEEIM N

DB2SECURITYLABEL,

T1 DLRE BRI Frs:

K25 #TI

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 11 L1

2 Miller 11 L2

3 Bird 11 L3

fBE H/ Jenni () LBAC SEUERFIIEE 2L 2i55 Lo Ml L1 fRIVEEDE, HAR
VRIS Z AT et % AR SR P A R, RV P B S EAER 2 2pr 552 Lo, X T
ATRBIKL, A KA 58 2 UL AT A DL R Z 2 5 W TR 2 KA EANE B AR

HE,

Jenni ZH LI F SQL iEAH]:
SELECT * FROM T1

Jenni HEF|FHMH —17:
#226. Jenni 1] SELECT #ifj4sH

EMPNO LASTNAME DEPTNO

LABEL

1 Rjaibi 11

L1

M1 Jenni Y LBAC EIEARVFMEERZRS L2 Ml L3 {R{PH917, ArRUIRLEtT R

FAES LT, X Jenni R, WLUFGIEARLEAT AAAAE —HE,

Jenni & 51 SQL i&A):

UPDATE T1 SET DEPTNO = 44 WHERE DEPTNO = 11;
SELECT = FROM T1;

AR [A] 5 R AT IR

£ 27. Jenni 1] UPDATE I SELECT #ifj45

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 44 LO
P R SEBR B QR R

#28. % TI

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 44 LO

2 Miller 11 L2

3 Bird 11 L3

%4 ' ETARSRITINTES (LBAC)
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BRI BAT A2 A, (ERRNE —1T. T Jenni JoikiRss —ATME =17, P,
REENLE WHERE FAIF &M, R AR S® B e RIE T,

R, REfE UPDATE it R i & LABEL 4, {HAEHHERATH, %511
O HEN, IO E N Jenni 1A N EHRIEZ SIS,

BUAE, Jenni $i#% T LBAC EiE, BCFEIE ARV EERCZAT ] % 205 5 IR IV BlE, i
G##fF LBAC EUERE . 3R RREH S Lo M L1 fRiP 98Uk,

Jenni FRREHPIF SQL &M
UPDATE T1 SET DEPTNO = 44 WHERE DEPTNO = 11

XK, EHEAER TS ATRIEE ZATTR I, Jenni RESEEIRLEAT, [RIMCIZIE ) EFE TR
YT DI AT, (B2, MR 2 2eins L2 Ml L3 /4, FrRlib ok 58
SAT. EORERAEA T, I HORR R [ S IR,

MAE, Jenni ZHPITF SQL ifH):

UPDATE T1
SET DEPTNO = 55, LABEL = SECLABEL_BY_ NAME( 'P1', 'L2' )
WHERE LASTNAME = "Rjaibi"

%A i) SECLABEL_BY_NAME pR#UR [ T 44 L2 f%4abrg. Jenni 22id X
Wi E TR — AT L bR, Jenni (1) LBAC L ALVFI IR — 17, PRILKRE
FVATUR KU T8, i) LBAC RIEARFME 2L eir5 L0 RIPHTT, Bt
VFISE HrizAT. B, M) LBAC TIEARFIMBEZZeins L2 RIPHITT, HILA
SV LABEL FBCE NIZME, 2R R, FFHR R B R, A2 Bz T
LAar5il.

BAE, Jenni ZHPIF SQL i&H):
UPDATE T1 SET LABEL = SECLABEL BY NAME( 'P1', 'L1' ) WHERE LASTNAME = "Rjaibi"

T EENS B2 % brs L1 94T, FrUZIE A .

WAE, T 4R s

%29 # TI

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 44 L1

2 Miller 11 L2

3 Bird 11 L3

EHESZRIPIHZRIPIT

MR A S Z R ITR RPN Z R 5, 81 LBAC RSO Rir BT A %1%
FOHERAE M B Z AR 81, 0 SRR R R, O BBk RS R, TR SR T G HT
ZARH G — TR TR O, R AT SR T 2 SR R S 1 52 AR 3 8,
WA SR HABWS 8 LBAC FUEBR R vFSt A F B IAT. FESCRTA R E B2 14T — 7
AR T XS, Tt ERAE R R Az WA, X B 2R R
DB2SECURITYLABEL 141 4b 2 7 20 AR 2 AH A 1.



W BRI % DB2SECURITYLABEL %14 B &2 #4751, A4 LBAC FEIF40
ARG, W03 R AT AT,

M= LBAC {RIFHIEIE

W2k LBAC SEIEA LR GG — 17, IRAATXH R A AT — 4, R TC M
BRiZAT. BMBREREMIINAT, &1 LBAC EIEAUI A RS 1ZIT. TR EPAT

A 2 RIS AT, A B 1ZR PRI A 2% P41 LBAC Eik.

MER =2 AR IPRIT

FEZIMIBRATE, SHAE LBAC FEURK SR PMZTIZ2in SRR, IR % 245
B2 T LBAC TiEE M55, DELETE IEft& ki, R EEER, ¢ HAM

FRAEATAT,

T

ZHRIPEER TI B8 FII&1T:

LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Miller 77 L1

Bird 55 L2
Fielding 77 L3

BE R Pat 1) LBAC FLiE A it iE 47~ 2 Ar I gh i Vi a):

RERS =B RIFIES? =B RAWEIRE?
L1 p P
L2 2= i
L3 a &

XFARY], A LBAC FEIERL K% 2hn S (bl F4l 5 B A E 2,

Pat &t LI SQL 4]

SELECT = FROM T1 WHERE DEPTNO != 999

R AT IR [E DU S R 4

LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Miller 77 L1
Bird 55 L2

M Pat TEAGEE T1 WG —17, FTLLZATREIEESR T, X1 Pat R, AT

HURAFAE—HE,
Pat Z PR SQL EA:

4 B RTHRSIVIRER (LBAC)
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DELETE FROM T1 WHERE DEPTNO != 999

Pat TLRUE S —ATHISE =47, XMATHZ L2 fdr. Bk, R DISRGXq7, (3
I JC 2 MBRIX L6147, DELETE EAPR 2RI, AR MBRAEATAT,

Pat XHPIT SQL iEA):
DELETE FROM T1 WHERE DEPTNO = 77;

HT Pat fE9% 5 LASTNAME %{l#& Miller f9AR—17, ArlISCIERRLED. X8t 2 1%1E
ABEBEIIME — —4T. BT Pat B LBAC fEF A il LASTNAME #1f % Field-
ing MAR—A7, FrRAREREIZIT. BTIRASMERIZTT, ITAAS KAHIR,

BAE, RIS TS

LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Bird 55 L2
Fielding 77 L3

RR BRI FIRIT

FEMIBR R AT WA 2 R P AT, A SRV RS R P BT = AR P AT
LBAC RiE. ffk LBAC RIEAAVFEEIZRTIUEMAT, MERRIES SR, FHE
B 22 (1] 5

IRz R E Z RIS Z /AT, I8 T MR 2 1T, BLMIE fRiF
BEERT RN Z I ST E MR TH) LBAC fEiL,

N

FEZMIPHIE T1 #, 4| DEPTNO 2 Z&frs L2 {7, T1 f& FIl&AT:
DEPTNO

LASTNAME Z L2 R LABEL

Rjaibi 55 L2

Miller 77 L1

Bird 55 L2

Fielding 77 L3

s P Benny [ LBAC $EIE i g A7 T 2R h A& Y 15 )

RERS =B RIFESE)? =BT EIEE?
L1 b 2
L2 & 4
L3 7 i

XFARB, MR LBAC FEUERL L2 2455 iUV EAN (5 B A B2




Benny & HPIT SQL i&E4):
DELETE FROM T1 WHERE DEPTNO = 77

BT Benny JCAUS DEPTNO %I, Jif DI iE A) 4 2 ik,
AE, Benny ) LBAC ‘EIEC Wk, Ay DIEAT T 3R I EE iy s

RERS =ERIFEIAE? =B RAWEIRE?
L1 2 P
L2 pi 2
L3 P i

Benny FRUCAHLIT SQL il
DELETE FROM T1 WHERE DEPTNO = 77

XK, Benny A5 DEPTNO 41|, [ ULMFR#IER4ES:0FT. DELETE i f)5 H ik
# LASTNAME Jl{fi’y Miller #Jf7. M T Benny #J LBAC FTikA fLiFAh i
LASTNAME S0 %% Fielding {HAA8—17, BrRUREESEIZAT, T 00 AR FEM R 1%
fr, Wik, R Benny TG ZAT, HAZH.

R — A7 % &b L1 {97 Benny 1) LBAC fEIERFMBERZ L1 {1 H4UE,
PRI A B3R 2.

BAfE, T1 REpEE AT

DEPTNO
LASTNAME 2 L2 R LABEL
Rjaibi 55 L2
Bird 55 L2
Fielding 77 L3
MR 52 4R PRV R

BrAE LBAC (RIEALVF S 2 Z2in S RIS, S IToHk M ER %41,

Tk P M B 248 % DB2SECURITYLABEL (1941, B AT, B UM FzEh
MBS 22 4 ki, Wbk 22 RIS, ERATHEZ LBAC 147, I H AR R4 H sh M
DB2SECURITYLABEL {3l VARCHAR(128) FOR BIT DATA. %RJ5 ] LI 1% %1,

LBAC FEUEFFANEE 1k MR B8 B 52 R4 Al 1 2 8l 12, A REEHE IR H 5 00 F A A
MR e s o, IR AT EALAT LBAC FEIEA AT LT IZ484E, RIMGEIZER R0 & %
PP IR E.,

N HahkkrE LBAC {Rif

A SECADM FUR A fE MR BE 20 2 KM, BNFR PR L2 mng, wff
ALTER TABLE iE/4]f DROP SECURITY POLICY T4, XiA4 [ shig % £

AATRIETA SR,

o 4 = LTS ES (LBAC) 103



R = T TRIGRF

U ZRIPTHRES, §-HO0mZets SR, Hik, JoEd a7k %
LBAC R4,

FRAEM B L2 2 0ms, &INIRRE M AR 5Bk 2: 267 5 DB2SECURITYLABEL (171,
& 2 X351 B9 4R 3P

A DUE G SQL #54] ALTER TABLE ffj DROP COLUMN SECURITY /4B
EXBIR R, SRR RN SRR, B T AR R B Y — R AR RR A, B 670
A RFEEE I LBAC fEE.

104 Hod e e tidsm



%5 8 BHRZAFATREMER

A RBA R R B SIHE— PO RS H R LG P4E, RGH AL
AR R QI R, BERGH AR, F1. REI. B, FEECRIE AT 5.

AR IEN AN R AR 6 T PR R AL, 8 TR P AR RN G T A AR £
H.

B

SYSCAT.DBAUTH

B 7 B P
SYSCAT.TABAUTH

BRI R A
SYSCAT.COLAUTH

BIRBIA R
SYSCAT.PACKAGEAUTH

B e AL AR
SYSCAT.INDEXAUTH

BIZREGIRF
SYSCAT.SCHEMAAUTH

B 7 B URF AR
SYSCAT.PASSTHRUAUTH

BN AR 55 iR
SYSCAT.ROUTINEAUTH

SRGIRE R JPIEMAF i AR ) R
SYSCAT.SURROGATEAUTHIDS

B7R 53— A BRI AT 70 2 HACHE A AR IR,

REET P AU 1L SYSIBM 1E R4, SYSADM., SYSMAINT SYSCTRL #i
SYSMON K7 Z % H %H IR,

CREATE FiI GRANT EMFE RS HZH BRI, HA SYSADM F1 DBADM A
)R AT RLAZ T AR X R4 B SRR SELECT 4543,

F AR TSR RR &
ATBLE AT PRIVILEGES IS B TIOR3 5 4 o B TR BUR 49 £
E|

JBho

ftn, LUR#M PRIVILEGES 4 HUAR A AP G 2 B A B SR AR T 1 ik SRR AR 452
B R A B HAt 5
SELECT AUTHID, PRIVILEGE, OBJECTNAME, OBJECTSCHEMA, OBJECTTYPE FROM SYSIBMADM.PRIVILEGES

AT # i Hl AUTHORIZATIONIDS 7 BEAR P R A5 4 0T A O 52 3 AU BR A 42 AU
PUF R AT TR 28

© Copyright IBM Corporation 1993, 2007 105



SELECT AUTHID, AUTHIDTYPE FROM SYSIBMADM.AUTHORIZATIONIDS

W] Pl F SYSIBMADM.OBJECTOWNERS B E A
SYSPROC.AUTH_LIST_GROUPS_FOR_AUTHID #RHCEA k5@ MHLIER.,

FERA 9.1 Z i, BA RN RGEH AR &K T 2R E R, M T4 9.1 2§
FIRA, DR 8 A A 2R BAT AL B A AR 44
SELECT DISTINCT GRANTEE, GRANTEETYPE, 'DATABASE' FROM SYSCAT.DBAUTH

ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'TABLE ' FROM SYSCAT.TABAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'PACKAGE ' FROM SYSCAT.PACKAGEAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'INDEX ' FROM SYSCAT.INDEXAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'COLUMN ' FROM SYSCAT.COLAUTH
gE;EET DISTINCT GRANTEE, GRANTEETYPE, 'SCHEMA ' FROM SYSCAT.SCHEMAAUTH

SELECT DISTINCT GRANTEE, GRANTEETYPE, 'SERVER ' FROM SYSCAT.PASSTHRUAUTH
ORDER BY GRANTEE, GRANTEETYPE, 3

I 5 K LT DR R B 19 4138 5 R GL % et T H oo U L P AL 24 1 51 R HL B
SRIA, LIRS A R AR LE B2 AL 44,

E WPRESR IR R AR EE AL, AT R AR R T LE ST IR A, B
e R 2 i 55 B 3L

7/ DBADM PRkt ZRETH A

Wik AR R 3% T DBADM AR AT #2444
SELECT DISTINCT GRANTEE, GRANTEETYPE FROM SYSCAT.DBAUTH
WHERE DBADMAUTH = 'Y

F AR SR E T IA SYSADM FUR ifi iUk B DBADM AR (1 FLIR 44
iBEYSW

10 R WIEALI 0] =AY AR

106 Hod e e e tidgm

AT LI PRIVILEGES 1 Al 87 B P SR G 3R 5 T Bl 178 v 2 422 R AU AR 44 69 5

Jho

LR IE R R0 B AR AR N AR EM JAMES ()% EMPLOYEE fJRTERIRZ ( K
HEA) -

SELECT DISTINCT AUTHID, AUTHIDTYPE FROM SYSIBMADM.PRIVILEGES WHERE
OBJECTNAME = 'EMPLOYEE' AND OBJECTSCHEMA = 'JAMES'

XFRA 9.1 ZATHIRAS, DL AR ZR AR 65 R

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.TABAUTH
WHERE TABNAME = 'EMPLOYEE'
AND TABSCHEMA = 'JAMES'
UNION
SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.COLAUTH
WHERE TABNAME = 'EMPLOYEE'
AND TABSCHEMA = 'JAMES'



LT ERT DL E T R AR EST JAME [J3% EMPLOYEE, &N TG4

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.TABAUTH
WHERE TABNAME = 'EMPLOYEE' AND TABSCHEMA = 'JAMES' AND
(CONTROLAUTH = 'Y' OR

UPDATEAUTH IN ('G','Y")) UNION

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.DBAUTH
WHERE DBADMAUTH = 'Y

UNION

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.COLAUTH
WHERE TABNAME = 'EMPLOYEE' AND TABSCHEMA = 'JAMES' AND
PRIVTYPE = 'U"

P LR AR R AT DBADM AR R4 4, DI Rk H#%#% T CONTROL ¥
UPDATE $fAUHYAIRLE A 7R, SRT, EAZRE HFFA SYSADM AR A B A4,

ICHER LA AT DU, A o5

WREZ T 6 A PRETE Y
S AR F P TR, T T DR A TR A7 10 R0 81 R AL 1 3
fiFFL P O 112

T DI ] PRIVILEGES  F1H:Ath 5 BEAR A 2R 56 T 5008 22 v B 4% T4 BUR AR 44 1 15
. flin, DUF AR R R T ST S TE R AR IR A ARG

SELECT * FROM SYSIBMADM.PRIVILEGES
WHERE AUTHID = SESSION_USER AND AUTHIDTYPE = 'U'

L AR A S BT SESSION_USER Jit— & HZrf7as, B4F T 24 A ™ BALBR 22 HI .

XA 9.1 ZRIHIMA, FHURGHEAECER. fn, UM EARRE BRI
R 25 JAMES - B4 %cs 17 4 AU 41 2%

SELECT = FROM SYSCAT.DBAUTH
WHERE GRANTEE = 'JAMES' AND GRANTEETYPE = 'U'

DITiE AR R I AP JAMES HH:A2 TR FFL I 5113R:

SELECT = FROM SYSCAT.TABAUTH
WHERE GRANTOR = 'JAMES'

AN IEARGR H A JAMES  H 42 T B4 5 51 AR ALY 371 3%

SELECT * FROM SYSCAT.COLAUTH
WHERE GRANTOR = 'JAMES'

RiFZZHFUE
P T 20 BRI B P B8R %, TR R AT BOUBHR, ST
AT .

A LI il CREATE DATABASE ... RESTRICTIVE 4 S8 R 3 3 AU 4% T PUB-
LIC M. TEXFEM T, BAS BB ST IE 548 B AR

+ CREATETAB

« BINDADD

« CONNECT

« IMPLSCHEMA

%5 % KREHEATReHEE 107



o X SQLY Hiy A it A EXECUTE with GRANT $#4X
o X#E SYSPROC H A R B FId FEf EXECUTE with GRANT 454
* X NULLID #i=rr @& A i) BIND FEAL

* X NULLID #rhalg A @i EXECUTE F§L

o X SQLJ () CREATEIN #$F4{

o X NULLID fj CREATEIN %4

* X[#7%3[A] USERSPACEI [ USE $#4(

* X SYSIBM H3¥3& % SELECT jj[n[4X

* X SYSCAT HEME R SELECT 1Rl

« Xf SYSIBMADM % HALIE ) SELECT iJi[n]4X

* X SYSSTAT H#iEIH) SELECT il

* X SYSSTAT H##iElIH) UPDATE 1ijj[n]4X

AR CLfE ] RESTRICTIVE IR GIE K%, I HARE A AR SR 7% F PUBLIC #
VEAIRL, 82T LU UR R Bk PUBLIC  A] DL [l Bip 2L AR

SELECT DISTINCT OBJECTSCHEMA FROM SYSIBMADM.PRIVILEGES WHERE AUTHID='PUBLIC'

OBJECTSCHEMA

SYSFUNSYSIBMSYSPROC

ZHEF PUBLIC {3%f SYSIBM HAMFEIAL, o LUk DU ARG A T 1 X%
SYSIBM fUMPLEREAL. SRR T 10 R MR E) EXECUTE H#AY.
SELECT * FROM SYSIBMADM.PRIVILEGES WHERE OBJECTSCHEMA = 'SYSIBM'

AUTHID AUTHIDTYPE PRIVILEGE  GRANTABLE OBJECTNAME OBJECTSCHEMA OBJECTTYPE
PUBLIC G EXECUTE N SQLO60207192129400 SYSPROC FUNCTION
PUBLIC G EXECUTE N SQL060207192129700 SYSPROC FUNCTION
PUBLIC G EXECUTE N SQLO60207192129701 SYSPROC

PUBLIC G EXECUTE Y TABLES SYSIBM PROCEDURE
PUBLIC G EXECUTE Y TABLEPRIVILEGES SYSIBM PROCEDURE
PUBLIC G EXECUTE Y STATISTICS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y SPECTALCOLUMNS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y PROCEDURES SYSIBM PROCEDURE
PUBLIC G EXECUTE Y PROCEDURECOLS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y PRIMARYKEYS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y FOREIGNKEYS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y COLUMNS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y COLPRIVILEGES SYSIBM PROCEDURE
PUBLIC G EXECUTE Y upTS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y GETTYPEINFO SYSIBM PROCEDURE
PUBLIC G EXECUTE Y SQLCAMESSAGE SYSIBM PROCEDURE
PUBLIC G EXECUTE Y SQLCAMESSAGECCSID SYSIBM PROCEDURE

i A DB2 HdRZFEEHAMA 9.1 JFifh, SYSIBMADM.PRIVILEGES % A0 ] n]
.

XFF DB2 Bl R B RA 9.1 ZRTRIRRA, EQUEER IR, 20K R H el
KI#9 SELECT F¢filZ T PUBLIC, RZXGIL T, BAEMAZ5IEATAT 22 2Pk AL,
(B, X T4 BIOR A s, X RTREAR A, PO X SR R B v B X AR
WASE RO, 2% IS PUBLIC {4 SELECT Fifl; SRJG#4 20K SELECT 4§
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B TR, BZTHRE 25 H FEE R SELECT 5% HT o] H AR & 157 T Fdss
IR R AHE, [BIEsiEA SYSADM o DBADM AR, 7 0] #47 M iR1E.

B, AR AT T PP 0 EC A PP B R X e, % R AR 9
R A BV ] A

e SYSCAT.COLAUTH

e SYSCAT.DBAUTH

* SYSCAT.INDEXAUTH

* SYSCAT PACKAGEAUTH

e SYSCAT.PASSTHRUAUTH

e SYSCAT.ROUTINEAUTH

* SYSCAT.SCHEMAAUTH

e SYSCAT.SECURITYLABELACCESS

e SYSCAT.SECURITYPOLICYEXEMPTIONS
* SYSCAT.SEQUENCEAUTH

e SYSCAT.SURROGATEAUTHIDS

* SYSCAT.TABAUTH

* SYSCAT.TBSPACEAUTH

e SYSCAT.XSROBJECTAUTH

e SYSIBMADM.AUTHORIZATIONIDS

* SYSIBMADM.OBJECTOWNERS

* SYSIBMADM.PRIVILEGES

TR B3 1B A 5 P AR5 A8 £ S X0 AT 375 ] 32 0 126 18 A A AT A,

NG A X R G E B RS, IERAE RS H P i L0 5 B 5 T R R R
B Y BURME B RO BR(E, PRI T HE S URSE, TR 2\ PUBLIC Hi(5H
¥ SYSCAT.COLUMNS #I SYSCAT.COLDIST H#ME R SELECT 454,

WA A BRI R H R RV, T LUE XA, SRiERRIAKRRA KRE
H ORI B

i, ALK MYSELECTS S &R ERY R HT A B FAFK, TR %K SELECT
FREER T T — D i3 4

CREATE VIEW MYSELECTS AS
SELECT TABSCHEMA, TABNAME FROM SYSCAT.TABAUTH
WHERE GRANTEETYPE = 'U‘
AND GRANTEE = USER
AND SELECTAUTH = 'Y'

HIE A Y GBS USER 45T 24 i 3 1% KRR 44 1 ..

N e o AR P T3 g A 44 4
GRANT SELECT ON TABLE MYSELECTS TO PUBLIC

feha, MACHEEGE I S0 A AR X LA RIS AR R SELECT AL
REVOKE SELECT ON TABLE SYSCAT.TABAUTH FROM PUBLIC

%5 % KREHFAT MRS 109



REVOKE SELECT ON TABLE SYSIBM.SYSTABAUTH FROM PUBLIC

ZEMHTEEM
SN E B ek, TR T Al DB B ] T R R . A, W
T A B R JOHR N T X R R G R 1 B R

B A% 77 AR B R
H P AT LA i B R T T 6
* BRME: DB2 Kl R4t H AR O EUR X R TR RIZE 5.t F S

110 ol e e tidsm

EI414E SELECT js[nl A i ol DIFE — s e JE b T b A 1 ek U] B9 %t v T4
w2z, BOZH R KA SR R P A Re Vi) H .

i 7¢ DB2 il AEHRE"S V8 S A, BT &% H SRR R SELECT
Viln##% 7 PUBLIC, 1t DB2 V9.1 B¢ & A B4 e R4y, i/l CRE-
ATE DATABASE fir 4 0¥ e RESTRICTIVE, F/ Al DAedi & &5 6 H L & 1
SELECT Jjj[a]#{#%F PUBLIC,

* Visual Explain: Visual Explain /R #5001 & ke & A ey D5 77 5. Visual

Explain fg RIS WIEE A5 HAINSEHEER. XEGEHE R e 2Bk A RENE
15 8.

o BRARER: BLMIPRIEUE BN SQL s XQuery AR R AR R, SLEEMER =

IR X4 (BLOB) f£i#1E EXPLAIN_STATEMENT %, T©HESHIGITHEL, T
Mgt fE B RE S BB X TRIENE R, ATREZ2ME, RV iZE RN
B T B AR R

- BEEREL: MRS ARSI BN R, JF LA B H B0 M 4%

A, AATTREREVS TR T e T AT TR A Bl T A1 R I H 35

R HATIZ R E TR RIALR
db2ReadLog SYSADM 1, DBADM
db2ReadLogNoConn T

o E%): RN, R EdE AR E M, N TR&HZeME, M

A O F AL B 2 /05 P B [ 22

© RER WCREBEBIRRARBIGE T REER, AR R RN 5A

AT RE T AT M A5 R O THR R 2 tt, R Z0Rs S R 9 15 ) SR 7 2 AU
A 10 I 95 B2 PR DS P VAVA I N7 S

© BEMRTESEIERE: AU E G 6 09 REW QI Bl SR A A (L

FALAT 32 AR AR ) R R S R E AL, Oy R RE L A ok LA T
[ 9 50

¥4 SYSADM. SYSCTRL & SYSMAINT HBE P o] DIHAT 510 i 2.

- RESENR: 7£ DB2 MW MEEAE V8 dUE RiAH, HA DBADM AUFRAY A

AT LIE ] SET SESSION AUTHORIZATION SQL &) i B ATl 5 e P i &1
RERFRIR, 72 DB2 V9.1 S @A ESEERZRsH, LIELT GRANT
SETSESSIONUSER i /a) i A6 I P 8240, XA 1A g ik B &b B AR i,



B, TERIA A 8 BRI H 3 DB2 VO.1 8 i &AM IR E RGN, #1H
A B DBADM (R (#ian, 7 SYSCAT.DBAUTH H#Z7 T AR ) B H - 43
REAS 4 2 TE B AP PR BE B AT T T P, A Ve BEA Y B 2 0 B 1 R T
IRERE IEHB17. T REGS U B SIE R AR IR, (R e A e P 7 [l i A 32
s, A TRES L, PRSI AT REVOKE SETSESSIONUSER SQL i)
BHRIEE.

« ERFMZEHMM: £ DB2 AT H RGBT S, WiRisE T WITH
VALUES 4], i 528000 CMES Z ML, T2, U s
(4 FE P S5 B 7 [ At AT T o] BB JC AL 1] 45 5.

o BRER BERVRES RS R, TR, BEW VTt ISR ERAY Pk BE v AT AT fE
JeALi R H A5 B

o BEHESCHR N T TR L], DB2 HE S T RESFE sql1ib\db2dump H SR
HLE SN AR SR SO, X BN AR SO T RE AL R B ERX A LT, REWS
() 3% 46 SC AR P R RE U (R AT TR RETCACTT Rl B M5 B, b TR m e, MiZR
% sql1ib\db2dump H A7,

+ db2dart: db2dart T Hi A5 S B R B AR MTIA R AR, TR RIYS
(M 2%, H DB2 ARXZihn Sl Sy Hl. T2, AHGETT db2dart T H i}
A RUiR] db2dart F H 9 P S RE D (Rl TRT e T AL 1R A9 45 5.

« REOPT 4B EEIN: #5& T REOPT ZF@ LIiiff, FEisfrht, &Anl d i b i i
465 SQL 15 /A 1 B PR BE A B EBARAFAE DB e rp, T RA DR RO & S /R i A BH (.

« db2cat: db2cat T H AR RI RGBT, ROEFHAFRERIMEE, X
GIME RS BEREA RRNAENGEE, T2, 1817 db2cat T HBHA A i
4 FE P S5 R 7 [l At AT T o] B T AL [R] 9 47 5.

Bl R B 42 T YR & 454

DU O H0H e 2 I 2 7 AR 6] L 28 JR 50 3R 1Y) A8 R AL
1. SYSIBM.SYSDBAUTH
o B PEQIEFE WA T R YR
-~ DBADM
— CREATETAB
— CREATEROLE
— BINDADD
— CONNECT
— NOFENCE
— IMPLSCHEMA
— LOAD
— EXTERNALROUTINE
— QUIESCECONNECT
o ¥EBR4] PUBLIC ##2 T F AL
— CREATETAB
— BINDADD
— CONNECT
— IMPLSCHEMA
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2. SYSIBM.SYSTABAUTH
o ¥ipk4l PUBLIC #i#% T R4
— X}FTH SYSCAT F1 SYSIBM #f# SELECT 4541
— XIPTA SYSSTAT %) SELECT #il UPDATE H##{
3. SYSIBM.SYSROUTINEAUTH
o 4Rk4l PUBLIC ##% T T AR
— X T A i EXECUTE with GRANT #34
— Xt SYSFUN AhfirA ei M #2 % SQL) EXECUTE with GRANT $54X
— XA SYSPROC A R BAIE #2 ) EXECUTE with GRANT FFAY
— X SYSIBM H A R k%) EXECUTE 7L
— X SYSIBM i HAh it 72 EXECUTE $#4X
4. SYSIBM.SYSPACKAGEAUTH
o B PEQIEE AR T T YIRAL:
— X NULLID #2:rh Al A S CONTROL F#L
— % NULLID POl i A 4 BIND with GRANT $#4¢
— % NULLID #5= P el pr A i EXECUTE with GRANT 434
o F5pk4l PUBLIC ##% T F AL
— % NULLID #X a2 prA i) BIND FiAL
— % NULLID #=X @]/ pra ) EXECUTE F#Al
5. SYSIBM.SCHEMAAUTH
o F:ik4H PUBLIC 4% T FHIHAL
— X#Et SQLJ ) CREATEIN H:HY
— X NULLID {J CREATE IN $#4(
6. SYSIBM.TBSPACEAUTH
o FR5k#4 PUBLIC ¥{4% T F IR
— X}#%5[A] USERSPACE! ) USE $5l

112 ol e e tdsm



£ 6F X

a7

By K G — RS R Y, LT M2 W SR o5 A% B, TR B 1k Xt 2R e i 56 i 47 R 4%
AR

A DU 1 B K S5

Lo R, ok S o5 e i v i By i

2. SRR AR R g I ACER Bl K e

3. FLE R ) e B AR TS K S5

4. AIREHZZKA (SMLL) B kG

FAAE B By K= dh, B I A BRI H A — RSB B ko, iR 2 &3R0S
TN ) A BTy K S i

[ i % EH =3 B X3

i e 6 P i 915 2K S Ay ) 5 % ) £ B A e B A g, s e Bl K e ) A O SR
MR U B R (5 B, Bl Y b DU ol fE G A5 IR H At ik, PSR,
R A 1 2R S HA R 5 T Y S k.

Xt HTA BT Kk Tr % (SOCKS RN, G Eififr DB2 Kdls 4 6 A B i 1 4
AR R Bk, DB2 Ak m 523 JT DB2 EHR %S & (DAS) , It
DAS {1 DB2 %ffi /e TR, sl ) services UMK M 55 & Budhe e o LA il
ST B i 55 8 PRI SRS 22 H b 15 A < BT A IR 95 48 S 91 6 PRI ) o 1

Rz AT RIER KA

REL IR S5 32 — PR, B Web ZFHLS Web MRss#nZ HM B, (CH
B kTR RSE, T ROk B & LI E K.

By G HEWC RN R LTSRN, e AR R B MR 55 4 H At ik, R R AR AR
FHE IS, SATHEOmUT PR A, 5 (APREGERE ) i 2k
.

Bij k5545 £ DB2 Connect F=fh Al AFE Y HAr S5 #e A EL,  BAN, FEBG k5% 78
MR H RIS 2SR a4k B IR 545 10 DB2 Bcdli IR 55 2% 7524 b AR e 1S3 ) o,

FEL 2% 5 31 B K B

FEL 8% 0 31 Bl < S ALK DA a8 P A QL BT 2 I

75 B AR B B ok 85 AR 208 el A B A E RS SR T 75 2 A SR sl 57, 178 B AR B 7 ok 8% 1Y)
— AR filE SOCKS,

DB2 ¥i/E R4 % #F SOCKS V4,
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BRENZERE (SMLI) BriE

ARENZZFAE (SMLL) By K5 5 B 8 19 58 3 8 2Ok F A 4L TF sl &
GLHE” (OSI) BARIKFTA L2,

fr R — A B IS A B A B R C ARSI AT HUBE, R % ph A% Bl K ARG A
FEESL, T SMLI Pj ke a i B A, mmEdh.
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£7E RE=HEM
DB2 HelfF REMIERAE 2 AR, S RAAER TS A, &
B2 2 5

DB2 Hfla i RGGAE T T HI AL R I 1F:

o QRN KRG E M A AR RS
o BPHUAERF: EH DB2 & AL EAIAIE.
o MRS EGERM: EH DB2 M ar ERIAIE.

DB2 SCRF LA PRI R S AT 3 R IAIE:

A PHRQZRSIAE
X K E AR AR IR AN B R HEATIE, R AT A R AR R
(NI GRS NiE
- CLIENT
- SERVER

- SERVER_ENCRYPT
- DATA_ENCRYPT
- DATA_ENCRYPT_CMP
X BB AIE ST B 2 WART (E AT DA B AR AT AR 147 F P DA E, i F R DIE S8 B ke F
H s S BRI B S8 authentication $8EMIMNIERT, MRIEET
SRVCON_AUTH 2%, B AfEAb#E BAERN E ¥ 86T AUTHENTICA-
TION.,

GSS-API \iE

GSS-API 1EFR Ky K@ L4 VIR 55 b HFE P e £% 1 Jle A< 2 (IETF RFC2743)
M2 RS APL JRA 2: C #5% (IETF RFC2744), Kerberos AIEH 2
i GSS-API LR, FHIIESRAZ M ] GSS-APL DE AR SCBLAY:

- KERBEROS

- GSSPLUGIN

- KRB_SERVER_ENCRYPT

- GSS_SERVER_ENCRYPT
KRB_SERVER_ENCRYPT FI GSS_SERVER_ENCRYPT [F]H}3z#F GSS-API A
TEATF P RRiR/ RS IAIE; {2 GSS-APL TAIEE 1 BEIAIE2EHY,

FE IEZEA R E AT A UE DA S AR AT AL DA GE P, B0 AR DI, 3 B A
JEE 45 PRAR I B 280 authentication,

TR T DL, ] S AR B — A s R AL lan, eT AR
IR S5 2 DI R R e & P UUMZLIER) DB2 B4, =i, EHEEAR — D
HPAESEE, HA GSS-APL WAL A [a] I 5 2% T AIUMIAR 55 2% 4 1F .
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BB AT A A I SE B F I E I 0 R FAPLERI F F bR iR a3 4, 7E R R AT IR
W BT R B FRE R GINNE, WA TEFSEEL. 7E Solaris, AIX, Windows
A Linux #4F R 5 BARIRAE T P Kerberos SZFF, X1 Windows -5, HAA A
TJEMT Kerberos ZHF,

DB2 #ffi e RGP W AT AR, PRI UGEA Kerberos TAIERY Z2 416 1+,
EBZ et ARG, TR TR E O A sl 18] 26 = 77 W S {4k 2 i) DB2
IR 55 28 A UEAT .

# DB2 E Pl LEER &M

DB2 & FALAT AR — A dAidE, — PR e 4 HoK S5 DB2 MR 5454t
XPFEE GSS-APL i fF b T, FEM PRI FEd, DB2 e 5585 B2 P UL 34 2 e 8
9 GSS-APL fE{F5115, DIFREISE — A5 0% P L 528 A DA A 24 F0 VT BC A9 DE i
PEAFR, R 55 25 0048 1 1 RS T R 28 B AR IC B S8 srvcon_gssplugin_list ({45
EW, BESERSS LA 4R, TEZ%Z T DB2 KL ER e
1) SRl 25 4.

DB2 % /)AL

F bR/
BT ]

LA

Kerberos GSS-API

B EE ]

GSS-API
=LA I

HIEGHES —

[l 3. 7 DB2 F PP L #pE %2 fifF

116 ol i e tdsm

7 DB2 k55 LEERE MM

DB2 e gs#5 ] DI — P idi . — D AP As RS ARG 4 F1 21~ GSS-APL #if4.
%21~ GSS-API i {4 & 75 50 48 AR L B S 5L srveon_gssplugin_list BI{EHAE R — 151
FkIgEM., HHNFEF HEEH —1 GSS-API fiff/& Kerberos .

Bk TR 555 L i A LA, T REIE T EAE A AR 55 A B E R P AL AUE . 4
IEATIELN db2start A1 db2tre S5 SLHIZ I AIHRAERT, DB2 Hdié 48 B A & F LA
UEAE X X SR E A TR AR A, BRI, 24 2 S 400 R 48 AR IC B B 80 authentica-
tion ¥8 %€ W R 5524 LR AR B 1 28 P WLAIESR 1. authentication 5 srvcon_auth 2 [A]fF
EEEXG. JLHE, TR ENISEE AR MM, M S8 ] — L A iE 5k



PEPEERE, W 5 — LR AT AR AL, e H WL A2 srveon_auth % EA
GSSPLUGIN, i authentication V% H %3 SERVER, WIEAESHE FEIR 5588 R %
BUAIESG 4, AB2 1810 db2start 55 SEE 3] B985 E K W, i am,  an R A 2878
SERVER Jf H A i M P40 %& P AUdfE, A4 DB2 Hdli i Rk i 1BM
ROV & PULRE RGeS, TRHiZ T DB2 R4 E& S FE kg1,

DB2 JI55
P bRR/ FH P bR/ a5
E IRV Ik LR T — WSt
LA
Kerberos GSS AP| —————— . —————  Kerberos GSS-API
7 P ——— FRE ——— it 55 A

GSS-API
H P 0

GSS-API
5w A

EiRGHCE

[5 4. #& DB2 M55 k& % el tF

T URORN G A 1 R AT S gD, AR, R AR DB2 Kk
JERG LM SEHENE. DB2 Bl R GEal Wbl A AR VF 2 H 2RI A I, (ERAEHRE
FH P 436 5 1) 2 2 A AR IR 2 8 S E DR AIE 52 BE .

ERzEEN

FGu A O AT DL gk B R R A S 4 A OC By Bl R AR G B S ROk 1R B T R
IEVUHI A IE 4 2 PR, G XSS HOR S, IBaXt TAHRE. 1 AniR %S B e
Kerberos ( UIHRTEMR 4575 F authentication 1% & & Kerberos) XU ECK G4 8 DB2 12
BRI, DB2 AR {ltik4y GSS-API #fiff, Ht, WRRGEE AT authentica-
tion ZHHIEE T GSSPLUGIN TNIEAL, A AMATIBLIAE srvcon_gssplugin_list
6 & GSS-API WIEA 1.

DB2 INfi \Z&f4

P e A B AR 0 B 2 RO LR T A 52 S A 3 1 R A R A B AR R i A
.

DB2 & UK RIS & TAEPATIE SRV A5 1 55 A Vs 9 22 = PEAL IO IR AR, %
LR PR B ol DL A5 ] I ACRIGE I 2 A e dl k. i, A6 — 9 R B 2R 52
1 R AN [ e e 11 22 SRR R v gl 2 R A IR AL

Bk T & BAE 2 AN HA SR 7 B A (an, SR B A AR . SR
A Hs RS FRAS DL AT PRI SE ] DB2 JRER ), X TixX4u#fE, DB2 & AL TR A
R - PMEIREEHBRESSPRENEF. R authentication WEH
GSSPLUGIN, Jff4 DB2 ##&/E% M local_gssplugin 48 W@ F, WR
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authentication 1% # 5 KERBEROS, W4 DB2 %udEEE M Al cint_krb_plugin
FREMAEME, B0, DB2 RS BRI clnt_pw_plugin 15 & W3 1.

AL IPv4 P58 IPv6 BT HIZ 2 fF APL IPv4 Milbie—> 32 fiiliht, BH
AT HRENEL abed, Hrf a 3 d WEANFEEFR - DTE 0-255 JuE AR+
Hil%, IPve bl —4> 128 sk, HAEAX K abiedefigh, He a | h EHF
BRI 4 oS HERIECE.

FrEEMmMY

MR EEIF R 22, BAFESI DB2 B PR Mg FH M FRE A E DI GE,
RAETEME T E C e 22460, ABan DIfElE CLP & connect 1M 3I4S
SQL Em) B B KK BN 255 AFAFR BRI, X TRl A6 R 2R, AR st
WA e
AR U AR A5k,
A P#RRZRINGE
o PRIHBRE A B SC (BGE T & L),
o BUEEADAT (RIIE) B D,
s HiESEMTFA R RE IR - DAMIE (OUE T MRk 5548 ).
o BlE L EIRAE AR IR EUER, REFHRTERERRS S (CGEHT
B,
« JRE5 45 P AHSCERR) DB2 HAURIA.
GSS-API \iE
© SLHALTHM GSS-APL JJRE.
o PRIRERE LA RS0 (PGE T L),
o HRIE P RREFN ROk AR AR R SR IE, 3B AT DABERR R E RS (GE TR R
M.
o QI Z 2 TR,
« RE5%E GSS-API %4 F N CHEEKA DB2 AR,

REMUEMLE
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TERICZ 22 G (e EEEC HFRMIEENE =F LR ), ik erE sz
Bt PE R 55 4% LA LR

DB2 % FHLERL T H st & 4% 7 o FH P AR

e 32 fi UNIX: $DB2PATH/security32/plugin/client

* 64 i UNIX: $DB2PATH/security64/plugin/client

e 32 fifll 64 fii WINDOWS: $DB2PATH\security\plugin\instance name\client

£ fEET Windows (P55 L, AN&HNEE instance name F client iXFHATH 3%,
S A 3 T A X A B 5.

DB2 Hdfs A B AR 7E LU B sk & Ho i 55 4% i T P A UEAd
e 32 {ii UNIX: $DB2PATH/security32/plugin/server
e 64 {ii UNIX: $DB2PATH/security64/plugin/server



e 32 fifll 64 i WINDOWS: $DB2PATH\security\plugin\instance name\server

i 7EEETF Windows BIFS L, RNEBHhE instance name 1 server XHA~T H 3%,
S i A LR T S B A H R

DB2 #ifla P BEASAE DL E H sk rp A R A 4 1

e 32 fii UNIX: $DB2PATH/security32/plugin/group

e 64 fii UNIX: $DB2PATH/security64/plugin/group

e 32 fifll 64 i WINDOWS: $DB2PATH\security\plugin\instance name\group

iF HEET Windows 5 E, ANEHSIEIE instance name 1 group X AT H 3%,
SCEAG) i A AT sh B X A B .

RERHHBBAE
BRI EARE T FERXHY RA, M C 8l C+ iGEwmER L IE
WATRA R E T G S 44
* Windows: .d11
* AIX: .a 3 .so; MIREWANYRAEAAE, W2KEN .a ¥Es.
e Linux, HP IPF #1 Solaris: .so

* HPUX on PA-RISC: .s1 3 .so; UMY AL, I2KHEH .51 U
2.

i HFPEnTRI#E ] DB2 i JH JDBC I sh#e 7ok k& e .

fltn, ABEAFAE— PR R MyPlugin BYZ2AffE e, X842 SR RIIE RS, MV
R SCAE 24 S TR BT s

* 32 {ii Windows: MyPlugin.dll

* 64 {ii Windows: MyPlugin64.dll

e 32 fidl 64 fii AIX: MyPlugin.a 1§, MyPlugin.so

e 32 fimf 64 i SUN, 32 fig} 64 fi Linux, 32 fiaf 64 {ii HP on IPF: MyPlugin.so
« 32 fiimf 64 {ii HP-UX on PA-RISC: MyPlugin.sl & MyPlugin.so

iE: HA 64 i Windows A R 441 fo B4 75 B <647,

24 {7 22 44 F 42 o B B0 P A B AR G BN, B R I & AT R 4647, IF
H AW AZ A BRI SO 4 FE AT R SE B AR 00, TCIe IR #RAE RS, #RK T
PRTEMFR 9 MyPlugin (1922 4x 4

UPDATE DBM CFG USING CLNT_PW_PLUGIN MyPlugin

L AR R/ANGRY, I H A5 AR FIL A, DB2 Al 4 REEM AR AL
P BRI S RO R AL 5 R AR, SR 5 O R IR AR R RN A 1R IR

N T R R e AR R, IR AR AT R A UE T ik DA e G S A R A 2 ] IR

PSSy %A, B, R Foo, Inc. ARIWE T —/NHT 528 FOOsomemethod
IE T R, 82080 v LUK 1248 £ 4y 444 FOOsomemethod.d11,
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AR KL (NSO A MG 8647 ) HAEN 32 A, X 4diF
e 554 T LA SRR (9 B KA PR EOBCA PR 5 (ER, e R BRI B, HiE S5k
O PRI R BRI 255 A3, LT R &S sqlenv.h HEIFAS define 717
T RX P A B -

#define SQL_PLUGIN_NAME_SZ 32 /* plug-in name */

#define SQL_SRVCON GSSPLUGIN_LIST SZ 255 /* GSS API plug-in list */

B AR S AURA T SIS Al AL

. SR H A

© ARG EMETA PR ROZ S,

o RS LHFTA IR T 01

“FERS” A PR R E R
f Windows ., DB2 HCifiFe/B B 8% 3 R0 AR PEARAY FIPRIR, JEAE IR 47
U ER U H R P T

% S BN P AR IR AR Windows  #:AE R GEME D AR, BT MEDWAY\
pieter, fEM/RBIH, MEDWAY &Ik, pieter JEHI/" 4. 78 DB2 HdlafE R4, wlld
FERE YK L PR 7 P A PR A 2 — 0 B AR P 2 PR R R AR IR,

ifﬂ%’r TR P AR PR PR AR IR, (HSOR R BT . BT,
— B P AR AT PR 5 P AR SRR R — R AR, SRR PR RO
PR B PR ER BRI, (R SE TN,

KPR P AR IR 20— 00 P AR P — B USRS SR e P 6 LT i 4 4%
EhiciEa

db2 connect to db user MEDWAY\pieter using pw

FESLIEDLT, AREE A TEE1T e, IBA AR MEDWAY\pieter Bl it A AURIN
PIETER. QNS SZHRKE“PATRI 7 bR W 2= PRI BAUARIR, I8 A AR K Ny
MEDWAY\PIETER,

Biffi DB2 GERSKG PHEAY P AR IR S P ER A AR N, F4 DB2 HRRALFZLIA

U1

o — G RO TOR— 00 P AR IR 2 — B8 B BUAR IR DA RO < RS 4 FH P
A S E YN

ey
o TR T A B R AR % P H B A
.

U AT DLKE S B FE AR BR8P (9 — S P 4 WU A R [ o B 5 LR Z2 Ak (4
mn, AHI T B AR AE B ), A R DU RE SRR P ER T R AR TR /Y
fifF.

—EEVER, BB EARIN (Fan PIETER) 5 i IHT P AR ALA T R P R
CEARIE (F0, MEDWAY\pieter) /2 IRE#SA AR M RN, 5 — AR
P B 1 R ACEE 1T L5 B 5 — S 2 B IRR S R I R AR 58 2 R TR) L i - — 3k
BRI P ER 5 B AR IR B /L,
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TR T DB2 i A R SR AL A S DL R s DA UE SE IR A 1 24 FR.
7 30. DB2 Z41H M

TNIEZEE “—Ea A PFRREGRRTR  FERS” A PR SR B R
MR (L) IBMOSauthclient IBMOSauthclientTwoPart
PRI (5545 ) IBMOSauthserver IBMOSauthserverTwoPart
Kerberos IBMkrb5 IBMkrb5TwoPart

iE: £ 64 fii Windows P85 L, 20 AL GI7R (46 1 44 PRI 5 28647,

W E T ] PR S R B Kerberos i AR AUIAIEZEEIRT, BRag 150 T at &
bR —aRor P AR IR AR Y 43 551X — 51 Hh i 817 48 1F

SR PRI P AR I PR EAARIR, AR E R P A (R

BB ). At PR AR SE IO e B S 2 e A G Y Bl i LA i B S Ok
FREM, W R

B <P ER A P bR TR 2 PR R S AR IR I IR 5548 UIE, IR T T 31 B
* ¥ srvcon_pw_plugin i%'& >N IBMOSauthserverTwoPart
e ¥ cint_pw plugin ¥ & & IBMOSauthclientTwoPart

Xof TR PR R AR TR B S 22 P ER > SRR B & FALAIE, AT T AR A
« ¥ srvcon_pw_plugin ‘&N IBMOSauthserverTwoPart
* ¥ cInt_pw plugin ¥ & & IBMOSauthclientTwoPart

XF TR PR ER 2 P bR IR S 2 PR R AR IR Y Kerberos AIIE, WAZRHEAT T 513k
B

e ¥ srvcon_gssplugin_list % & & IBMOSkrb5TwoPart

e ¥ cInt_krb plugin ¥ ¥ & IBMkrb5TwoPart

LY R % R H5 Microsoft Windows Security Account Manager % 4% 2048 &
B PR P FRIR, filan, SRHPIT# K domain\user ID, #E#:WF, DB2 NUEHI#Z
ASCHE AR (0 S8 AN P bR iR

QIR BRIy, W RSB PIER IO, DL S S B Bl A — O AL
PRIRE A PR, L ZAE 5 i T — B0 R AChR R Y Kl 128 P 1 S0 AN ] 1A 552 451 P 1 7
PR o AR PR KR

ZEWM APl RRZRES]

DB2 #fiiJE R4 SR L adfift APL BRIA AT, X DB2 UDB hiA 82, iX
BERRAC S 1 IR AL,

DB2 feibfa ettt APL fMRASZE DB2 a[DISCHFHY AP M mAS, XMT
SHMRAA S, IREIEAT LR R APL A, BAESHGR[E DB2 Bl R MR
AH R BAREE. IR OO EARBAR) APL A3 4 B3R 70 AR AR 1Y R B
Bt AEALA —FEOL T, ZedhE APT HER AL pR K& A Y A 7 Be Pk ] e APT 30§
A,

%7 % weme 121



X DB2, (AT ENA TS ZEMmFRMAS (Fin, TS T APL HIZHI ). R
ARG AL DB2 KATHLS — ik H 3 .

32 iFl 64 LREMEFRITEEIN

M, 32 { DB2 SLffE A 32 fiZaflifF, M 64 i DB2 L] 64 el
., (B2, 7€ 64 sl b, DB2 W34y 32 iy HRRF, XEepy PR 2 32 filf
T2,

RERT DLz AT 32 v AR T AT RListT 64 A AR 3 i £ e SE il fR i & s,
RIEGEA R G LW BATHSAT 32 R F, IR 32 fififh H b a2
FW 32 ek, A TAE Linux Fl UNIX #:4E &% ({HRf3% Linux on IPF) L
BFTIY 64 i DB2 524l #H I security32 il security6d XA HF. X T7E Win-
dows on X64 #{ IPF Fiz4THy 64 {i DB2 Sfdl, 32 fiZe4ifibfl 64 e fir#s
TR —Hr, (B o4 fiiffifF#firBAES 047,

RN 32 SOl E] 64 Nisifl, ARARIRAFHRS 64 (7S 5T 4w 1 (1 45 i AR
AN 1 % 2 1F

RGN — AR 64 (LIE1FZE AR R ARG T el i, IR ARnT DLSEais $hAT
32 (i REFR 64 MifriR. fEMAEOLT, ZetliR — MoMR P AR — %,

REFMMUOATEE

122 i e tidsm

B PR A A T U T DA PR 7 SOk 9 — oy Ui SQL ik, i
b7y 2R i HE A H &

DI 5L 2 4i 5 SQLCODE fH:

o WRAEPAT db2start B db2stop HiEAE 1 A A4 1%, A%z [E SQLCODE -1365,
o B RAEAMBAL N BN 2R ] SQLCODE -1366.

o AR TART SR SR %, #B¥$R [l SQLCODE -30082,

& By B 0 H B AR A S i A B2 24dfF. 78 UNIX b, EaEFEHEEMAE, &
1 E sqllib/db2dump/instance name.nfy, {E Windows #:4E &% I, B FH 4 FHIE
Hi&, mfii<sEfase TH, s N Windows #1E RS TG M FM R E
-> IFHER > BETE > SHEESRIFIAEFR TR, UITES5Laem
AH I Y B A H AR
13000, ‘EHEnE & ARV GSS-APL %4 ffi{F API LI, I HiR [0 — 555
ME(TﬁL

SQLT_ADMIN_GSS_API_ERROR (13000)
/" "plug-in name" B GSS API" gss api name"FRIZUTE)EIRKAS "error code",
RIS B A error message”

* 13001, EfeREAAELRTIH DB2 Z4aifff APL KM, JFf Hik [ — 45 R 1H B
(k).
SQLT_ADMIN_PLUGIN_API ERROR(13001)

$H"plug-in name™ H\ DB2 yéﬁ# API"gss api name"FRIZUSEEEIRCED "error code",
FEEREIRE B A error message"

* 13002, 'B15/" DB2 AKAEHIZEFAE 1,



SQLT_ADMIN_PLUGIN_UNLOAD_ERROR (13002)
ToiREFE A "plug-in name" . RNEFIHITH—HAIIRIE.
+ 13003, EfRRFEERATRE IR,
SQLT_ADMIN_INVALID_PRIN_NAME (13003)
BF"plug-in name"FIEERZFR "principal name"F 3. BEIE L EEZFR,
* 13004, BIEREFATRICR. AR A R AR WA (72 UNIX FoA7,
£ Windows [ h\),
SQLT_ADMIN_INVALID_PLGN_NAME (13004)
WERFR plug-in name" 5L, BB LR ZFR.
* 13005, EfERARRERA LR, NMERIEAA T IES D F, BB T AN
Bt RS PRSI B S
SQLT ADMIN_PLUGIN_LOAD ERROR (13005)
ToRFENEE plug-in name". EWIRZIAGEEFEURERMENE RETIER.
* 13006, Efg Lt gl T EAME R, EWENA db2support {55, WRA AR
BYTE, Bn DU db2tre, SRJGECE IBM SRR DISRELIE — A& RO 55 B,

SQLT_ADMIN_PLUGIN_UNEXP_ERROR (13006)
WmURETEINGR. 55 IBM NGB R DREE— SR .

i WPREEIEAE 64 L Windows Kudla 4 it 55 a4 b — se e e dlif, I HERBAEA
BRI RAE THRARR, BAWHSHAK 32 MM 64 AiyE S F UL 4 1 iy 4 24
SERYERE, 64 (N R BOR A A & R 8647, (HR e h i A AR L B2 A
ENIVESERNVE 7N AR S

RS

MEHCREN
il DB2 %A RAEMAKERITH, EATLUFLE CRARRIEF, Wi =)

TEPAHE & TP 8 ARG AR R IEF g, wln] LR sead (.
o SRR MR S5 s EERE ARG, T PAT T AR BR:
L R AU B A O A2 1 21 Mk 55 B AL 1 H .
2. BBURPEE RO E S group_plugin BB AT Y 47K,
o BTEHARIER PO EERE ARG, EPAT T IBER:
LRz AU R A O R A 2% P DL AL H .
2. FERARIER L, F5 X P B ARAC B 2 group_plugin HUH AR I 445K,

#BE“ A PR R
T DB2 %4 R PRR BT IRy, S5PTLUIFR F B PR
PYHERGFF, AT 5 = 7K,

JT A 25T P bR iR 2 S A DAE A7 14 0 0 250 R & ML A B 51 R 45 i 3 1R H SR
W, R IR T T ER i R SR R 1 O . A0SR — MR CE R P L R B SRR, TR A
AR T AR AR, S% P LEiE S 2RS4, AR AR T 580 it
AL, AR R RCTE R S5 S AR B SR, IR AE R T AR 5 R 55 A AR &
¥z, JFH, B4k 1 GRANT BB AR & CH S USER 5 GROUP B}, it
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TR AR R RE BRI AR, ERZEANOT, s/ AiE 2
i B A5 A R, R PO AR I, IR AT LR B AL ARy
WA, R BORE LRI 5 L ELA AR T A B P AR DA R AR AR AR R A L,
{ER RIS T DLIREAt.

iE S AL AR DB2 i 55w AL AT Y. PR P 2 J5 A R R B A I R A BT RROA
RE AT RS R - MR BA THRA (BHRAZ) , M ER7E
o e 1F, IR 202 UEATRR ), 24 S T8 4 1 3 R 8 R A R, B PR e
AL,

TERAFE & T TSR EE B RS P bR/ B i Db f 4 2 Ja,  winr DUARE X
SOgE 4,
o BRI IE R 5% LERE P AR IR R GEREF, SR IR R S5 a L AT TR
B3 %
1. RIS 248 1 H s 10 F P s TR/ A DA TR a6 14 .
2. KBURPEE BB S A srvecon_pw_plugin B MRS GG PFIO A FR. k55 4%
Qb3 CONNECT il ATTACH i K I3k £ fff 4 1.
3. BUATRL N HH AR
- BEEAEEHRSBEE SN srvcon_auth wE N
CLIENT. SERVER. SERVER_ENCRYPT., DATA_ENCRYPT &
DATA_ENCRYPT_CMP A\IEZRA! o & #4700 T B 1E:
— BB EE BN E B srvcon_auth %8 H NOT_SPECIFIED, % authen-
tication ‘%A CLIENT, SERVER, SERVER_ENCRYPT, DATA_ENCRYPT
i, DATA_ENCRYPT_CMP \JFZHI,
o BERIRIER PALERRE ] PRI GER A, EEEE R P YLEIT A
.
1. ZHH%& P UG E s i P As R i AR i 4R
2. BEE PR BAR L B B clnt_pw_plugin BB R PG AR, Toie7EME
HATVIEER S AFEJR AR, A2 R BER E L B 280 authentication % E
i CLIENT A & ik A
o BRI P ARRAE R A A P AL RS B 56 B T AR BB AL, 1EHE
BAE L. RSN 5 BT 2104558
L ZHNERE AL M55 M 56 b i & PSR E S 0 P AR TR i DA IR A 4
JE.
2. W BOEIEE AL B S cint_pw_plugin HHT HAR A B A TR,

3. BEHEFEETHSENE S authentication wE N
CLIENT. SERVER, SERVER_ENCRYPT. DATA_ENCRYPT &§
DATA_ENCRYPT CMP,

=2 GSS-API fFHt

124 i e tidsm

ZUEN DB2 ZARGMIANIEST N, ZnT LI A GSS-APL R JT kA CHINIERF, 0
] RATa) 8 =07 WK,

Xt Kerberos Z AMNAHEIFIHL, (a5 FALHIR 55 6% 625 B AT AR T B (14 466 1F 44 PR AT AR [+]
A PF R, & LRI 55 &% L RO HE CF A ook B TR — A RLRY, EJ B AT U4 BRI
HHEA T GSS-APL 4 f#, T Kerberos it #FC SLBnEML, FIE, ARl %



HUMIAR 55 4% EFBZ ) Kerberos IFHEREA G, B2, A KIRHER GSS-APT HLHIHIA
FSEH (flan x509 IEF) rTRE RS DB2 i R4 il 4. Fif GSS-APIL A
Ao E AR AR R S LI H S sOIR 55 5 370 1 S, 3 IR T SO0 B2 5 B4 1 7Y
Tk, RS PG E SR, I A R R T AR ARG R, HF
JOL A R R A5 S R N, R B RO R g5 AR A E R, IR AE A
TSGR a A ik, JFH, B4 GRANT IEAITBEA 48 E KT USER
GROUP I}, 8t 2K i 4 T A B AU PPV A £ T AL,

iE R L T P DB2 A 55 A sl AT A I R P 2 J A RE R BEA R Y BT,
REXHAT A AR - R RA TIRA (BRAZ) , MR e
A F, B2 = BEATRR . 2 S R 47 1 3 Rl A R, B PR A
AEAE .

FESRAFE A T e 50 PR BLARGE Y GSS-APL WIESRF 2 J5, 3t vl DLERE X La i .
o SRR PENR 55 A% B ERE GSS-APL WAL, HAEMR S5 a% AT TP R

1. BHIRS 46 H 1 GSS-APL WAIEREFE, LUK 52 GSS-APL i1+ & 1l

F L H P,

2. B BUEEE I E S srvcon_gssplugin_list i N—1MEFH. LILIESHFEH

Yi|F%, BLAIFEH AL GSS-APL i1 H S 1 & AN R 1 A R AL,

3.0 PATRAT HAp — AN HAE:

- BBIEEEMHBNESE srvcon_auth % H N GSSPLUGIN &
GSS_SERVER_ENCRYPT gt n] DL [l 55 ¢ fE % i 1 GSSAPI PLUGIN Ak Jr
%, BCE AT T ERAE:

— WBURE P E TRAS L B S50 srvcon_auth Y8 ) NOT_SPECIFIED, ¥ authen-
tication W&} GSSPLUGIN 1§ GSS_SERVER_ENCRYPT, iX#fik ] DLf# i
L9885 08 ] GSSAPI PLUGIN JAGIE /7.

o WAERIRER P AL LEERE GSS-API MEHEF, BESER L LT R4 %

1. ZHI%E PG E S R GSS-APL W IEE R E. 7T DIK 52 GSS-APT {442 il
FIILHFEHR, BPYGEERE P LA R 55 g i R A R R A E A — A
GSS-API #fifd sk £ 2 4F CONNECT 8 ATTACH #:A/EHI[E5E ) GSS-API
4,

2. A XE UK R EE AT E, HERE PR A% GSS-API AL
PEFE DL, 2
CATALOG DB testdb AT NODE testnode AUTHENTICATION GSSPLUGIN

o BAEMH GSS-APL LR FHYE AL, 55 &l 5 AT AR AR AL, 10T T 41
LI
Lo BZHNZE L MR 55 s 56 B R P L CE H sk R GSS-APT DIEHHF%.
2. W BE R PR IL B S AL local_gssplugin HEHT AR 1 B £ 75,

3. BEWEEHENE S authentication % H N GSSPLUGIN &
GSS_SERVER_ENCRYPT,

#BZE Kerberos ik

BLET DB2 “Z4 R4 Kerberos WIEAT A, AT A H O Kerberos AIEAHF,
WA PRI 58 = WL, &, Kerberos Z 2l A FF IPv6,
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E S AL T P DB2 B 55 A s AT B R P 2 J A RE SR B R Y BTRRAS,
RE KT A R - DHEFEERA THRA (BRAZ) , AR
(oA 1, IR 20 2 HEATFR A, 24 S R84 1 Rl A R, PR A
AELE .

TERARE A T AT TE B G P R Se ) Kerberos AIEIGFEZ G, SEAT D02 53k SU 4 1,
o BAERIR IR 588 EEPE Kerberos INIEHEMF, WEEM G2 AT R A B
1. ZHIMRS a1 H 1) Kerberos AU %,
2. HURTEGNE R BARBC B SR srvcon_gssplugin_list, ERVE N DAHFH, LLES
SRR FIFRAR ML, B & Kerberos M4 #idifh ZFK. MAIFEH HEEH — 16
{47 Kerberos 4., MR F A H I H authentication 1% 'E 1 KERBEROS
8, KRB_SVR_ENCRYPT, Jf2¥ffi i+ DB2 Kerberos ffiff IBMkrb5,
3. PATDAT Ho — AR
- KBIEEEHBRE S srvcon_auth ¥ H N KERBEROS &
KRB_SERVER_ENCRYPT AIEZEH!, (0] PL#ERE KERBEROS {4 -4k £ 1]
GSSPLUGIN # GSS_SERVER_ENCRYPT), =& Hu17LL T HAE:
— CHBIREE A B SHEEE srvcon_auth V% E ) NOT_SPECIFIED, ¥
authentication ¥ & 5 KERBEROS &, KRB_SERVER_ENCRYPT A il 2%,
o BYERIREER FHLEFE Kerberos INIEH{F, ETER SR L LEPAT F I TR:
1. ZHl% P UUEEH sEH R Kerberos TAUET .
2. KBRS AL B S8 cint_krb_plugin 31K Kerberos i/ M & FR., U0E
clnt_krb_plugin K%M, W82 DB2 &R FULRGEM ] Kerberos TAIE. {4k
KA AL SRR, A M, RS EE R U R A, IR
LHAER FUUE clnt_krb_plugin FEfili FAF FHEE R 55 85486 1 IBMkrbS, EAEff ]
Kerberos NUEAEFFIE FHL, Ak 55 & 8l 56 L BEATARHIEZAL, 15T T 15 5R:
a. BHRZE AL M558 s8¢ LR PG H SR Kerberos TATE 1.
b. 5 HCH A PRI E S clnt_krb_plugin 537 A AR Y 249K,
c. BB EE A E 28 authentication ¥% B} KERBEROS &
KRB_SERVER_ENCRYPT,
3. ALk RE PR B EAE AT O, A8 R B P LR R ] Kerberos TATIES
.

CATALOG DB testdb AT NODE testnode AUTHENTICATION KERBEROS
TARGET PRINCIPAL service/host@REALM

i T %4 Kerberos ()%, IBMkrb5 B fEfE TR P MG EH F 4. DB2 2x¥itk
FEiR A AR GSS-API i 4F, X &K Kerberos 12 # ] GSS-API {2 P .

ET LDAP EYNEFNAE R #F

126 sod e i tidsm

DB2 %uffi )2 & 4 Ml DB2 Connect Eid i i LDAP Z&HH{FHHRFi4T LDAP
M EFI 4 A DI E.

LDAP ZaffifF i fuif DB2 Hdi i A4 LDAP H &b I P #EATIAE,
bR X E R E XM P AR, 21 -F & 4% AIX, Linux on
IA32, Linux on x64. Linux on zSeries. Solaris A1 Windows, 7Eif4MH % (0,
aix64 Fl win32 55 ) T AR EX L7 1 10 g i i dildd A s,



A5 RUEC & 6 Y LDAP iz 55 & 645

 IBM Tivoli® Directory Server (ITDS) V5.2, V6.0 FIH kA

* Microsoft Active Directory (MSAD ) V2000, 2003 FlH & kA

¢ Sun Java System Directory Server Enterprise Edition V5.2 FITH & A
* Novell eDirectory V8.7 FITH & fiiAs

 IBM Lotus® Domino® LDAP Server V7.0 FIH = hfiA<

+ 7/OS Integrated Security Services LDAP Server VIR6 FIH & fiiA

iE: {1 LDAP B, WAZ07E LDAP iRk 55 & L@ S5 %8s AR DGk i B )
S, X pEE DB2 B FTA FHAR RSB . GEW, fERAE RS E LT X
J1, ABREIEATE LDAP Wi SGXEEH ) [akE, AR LDAP A frsitk, A8
2WHE LDAP IR 55 L5 SR T AT AL, X B4 A F A Bcdi 2 B e e
EXH SYSADM, SYSMAINT, SYSCTRL F SYSMON £,

DB2 “Z&Af B ] T Mk s d oAk, & P s eI &l (RS e # gt T E ), 8

PP TE R R E PR, AT RETR B0 A —Fb.  PARR e A iX =M A 4 1,

B DB2 LAl Ritk, AT IIEHR:

1 YU BOR TR ER 55 8. B USRI, e/ X R A H 5B KL

2. i E IBM LDAP 22 iRl B S0 (4 44 %7 % IBMLDAPSecurity.ini ) 51
EORBCE AR, FFEZ I LDAP 48 3 5 DI i 4 1 1A,

3. Ja AR

4. fii % F LDAP F P AR IFOR MG % 32,

AR S5 2R INIE R

R 2522 ) E IR R B & P ULEE CONNECT Fll ATTACH B4 FHLUERY P bRiRA2E
WEHPATIRSS eI, WHERT, EiRRAE—Fr el LDAP M RilBLif 2 DB2 #AUs
PR ERLE N P A1 LDAP HI P ARiR AN i n) DB2 Hd PR #LA8 4 TIA
Uk, HR200 WA ER 55 g A A B,

= PHLAERE S

HFPHUAIERR A T & P ULR g o547 P AR iR A S IR e s s B, B
SRVCON_AUTH 1 AUTHENTICATION %% CLIENT 3K ‘E DB2 RS2 7.
B IE CONNECT &) ATTACH &4 AR ST AT P AR iR s g, 56
PRI EIE SR DB2 44, ¥, CLIENT AGF2c 2R MEIE, 5 S UOR B T
XFPIAIIE,

TSR B PR R 55 4% B A HBERAE R S P AR IR AR T 50X S8 ] P AR B ) DB2 B AUER
P, I Reth 7 BA P ULIESR R, 78 X B0 1 e 45 4% LA oo 4 (i,

db2start) SATRAUKE Z AT, AT DUGE F % 7 i dffi 2o A< R 4 AR 48 P A IR g &2
DB2 £,

HE RS

SLEINE LU LDAP 45 B5eh (208552 P O AL B ERS 5 8. SRS 1) LDAP
TAERR SO X, 5 LB PE AT, A T
o AT IPAIALA R LDAP 4 S L.
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o FEBIEENR S5 o5 EASHL E SCROARMT L P (HESERIRT A & MZB 4 ) /£ LDAP i
% a8 EAJE DU — A P bR E .
« 7£ DB2 R4 LA m s IGuE (B, FEMRS#+0) DBM ICE SCHFH K AUTHENTI-

CATION & SRVCON_AUTH M{E it &% & SERVER, SERVER_ENCRYPT &
DATA_ENCRYPT),

H,  OUR IR S5 A AR (B AN A AR B 2R e IR 55 e L2981, DB2 % 1
HUEH R TT 2% LDAP ffifF ik,

AU LDAP 4 45 3 {4 i He 55 B 4 HoAth P s DA UE A 4 (9140, Kerberos #iffF )
HAE[A, EXMEN T, LDAP A ififf B 4t 5354 F P A CE ) DB2 #
PR, iR 7E LDAP Hgrh i8R EAHILELH AUTHID_ATTRIBUTE HY
P, RIE KR 5% G A S H AT 4.

BLE LDAP &R

FALE LDAP /b, TEEH 5 IBM LDAP %44 fFC & S0 LIE & IR,
KEBREHT, ETHEEIT LDAP 4 B 61 DIUAH A d 24 i e B (.

IBM LDAP % & fffi {FHc B SO R BAE 2 FRomIz B
* f£ UNIX f: INSTHOME/sqllib/cfg/IBMLDAPSecurity.ini
* 7£ Windows I: %DB2PATH%\cfg\IBMLDAPSecurity.ini

() LI fi] DB2LDAPSecurityConfig FFEAs K47 & X HINLE, 72 Win-
dows b, WiE4m ARSI TS DB2LDAPSecurityConfig, DIHi{f DB2 fR 44l
.

AN AR T RO B e I 2 A e (.

# 31 GRS E

Y iR

LDAP_HOST LDAP 55 #1278,

BRI LDAP IR %28 EHL4E 1P Hifh
(BAEHLAE TP HHEE ] DU — N 105 ) 1958138,
fltn: hostl[:port] [host2:[port2] ... 1.

B 5 389, WIS H T SSL, ABABE NSk 636,
ENABLE_SSL B SSL %4, V¥ ENABLE_SSL 1% %% TRUE
(D744 GSKit),

XJE IS

‘B4 FALSE (B, & SSL 3ZHf).

SSL_KEYFILE SSL ZEHERI HE 12,

{4 LDAP 5545 IEAE(H T GSKit %%

Aex B s AT IR I A 7 S,

#iltn: SSL_KEYFILE = /home/db2inst1/IBMLDAPSecurity.kdb
SSL_PW SSL #4AFFERL, Blhn: SSL_PW = keyfile-password
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#* 32. SHPHXAIE

SH ik
USER_ JAT A LDAP %4254,
OBJECTCLASS  |i#%, ¥ USER_OBIECTCLASS %' K

inetOrgPerson ( Microsoft Active Directory F¥ /).
5l 4n: USER_OBJECTCLASS = inetOrgPerson

USER_BASEDN

MR M B LDAP S48 DN,

R ASEE, 2K LDAP HEMIEE R HER
P, M2t LDAP 45 a2 BRI S8R E 1H.
514 USER_BASEDN = o=ibm

USERID_
ATTRIBUTE

MTFRAM RN LDAP i fE .

2 P PAAERR 2 P ARiR & ) DB2 CONNECT 35 )i,
USERID_ATTRIBUTE JgVE¥ 5 USER_OBJECTCLASS
1 USER_BASEDN (148 E T 115 )

AT Aok Mt LDAP {# Rk,

#itm, 4N USERID_ATTRIBUTE = uid, JF4 & HELTFiE4):
db2 connect to MYDB user bob using bobpass

Wi i DL AR R s g

&(objectClass=inetOrgPerson) (uid=bob)

AUTHID_
ATTRIBUTE

AT 3" DB2 #AURIRE LDAP I P&,
WHE, HESHEE S USERID_ATTRIBUTE & AHH.
#iit0: AUTHID_ATTRIBUTE = uid

# 33 GHAMKAIE

SH it
GROUP_ HT 4R LDAP %42,
OBJECTCLASS WHIXSE groupOfNames &Y groupOfUniqueNames

( ¥+ Microsoft Active Directory, T4 group ),
fii10: GROUP_OBJECTCLASS = groupOfNames

GROUP_BASEDN

HWRABEMH ) LDAP #A4 DN,

WMERIEE, 2K LDAP HFHHRE F IR RA,
H4t LDAP Iz 55 23 BRI S HUE E 1A,

fil0: GROUP_BASEDN = o=ibm

GROUPNAME _ HFERANZFRE LDAP 4 &k,

ATTRIBUTE f40: GROUPNAME_ATTRIBUTE = cn

GROUP_LOOKUP_ fiff o JHR AT 4% T - A B A BEA8 10 7, Wl REM A B 3

METHOD * SEARCH BY_DN - #8/5%B48 200 /815 W H A A, i b e
ki % X GROUP_LOOKUP _ATTRIBUTE [WZlJ@: GE% N

member 1 uniqueMember) F5/RI1.

USER_ATTRIBUTE - 7Eitfls, M4 RE RPN A S E
PRI AR, HEEHRSERRE LA
GROUP_LOOKUP_ATTRIBUTE [ f /@t IR BOR P 4 GEH,
*fF Microsoft Active Directory “fj member0f, XiF IBM Tivoli Direc-
tory Server A ibm-allGroups ),

fil%0: GROUP_LOOKUP_METHOD = SEARCH_BY_DN
GROUP_LOOKUP_METHOD = USER_ATTRIBUTE

87 E RAem
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K33 GHMKAIE (4E)

SH

ik

ATTRIBUTE

GROUP_LOOKUP_ JH R i o A R o AR Y R M &4 Rk, X T

GROUP_LOOKUP_METHOD #{THHiAR,

B
GROUP_LOOKUP_ATTRIBUTE = member
GROUP_LOOKUP_ATTRIBUTE = ibm-allGroups

NESTED_GROUPS #1% NESTED_GROUPS Jy TRUE, Hi4 DB2 #ifi 2248 Bl ge s/ id 2%

TR AT IR B A A A2 00 A B A A U R A B A

ERALPE TR (Flt, A J&T B, M B XJET A),
WESHOERTBEN, HEE(E N FALSE,

%34 Hftle

2

iz

SEARCH_PW

SEARCH_DN I | 415 LDAP iz 558 AN SCFFiE A4 V7], sOE RIS 3R P sl i 2 Ui A 2,

AR 2T DLBE$E 5 SOR R AT R B DN A 1Y,

i
SEARCH_DN = cn=root
SEARCH_PW = rootpassword

DEBUG

¥ DEBUG #% &} TRUE, DIKHE Z{EEEA db2diaglog, MiMiH B
5 LDAP Hi5&fyn] i,

KL H 15 B #F 2 7F DIAGLEVEL 4 (INFO) Jf3%H.
DEBUG ZH(HJE&E N false,

JoF LDAP iffER
AR T 44 LDAP fEFBIEAE DB2 SLBIsHRAL 10 i .

%35 XfTF 64 {7 UNIX Fl Linux &%

TR R

WwE

R 55 %

/sqllib/security64/plugin/IBM/server

E- L))

/sqllib/security64/plugin/IBM/client

4

/sqllib/security64/plugin/IBM/group

#%£36. XfT 32 {7 UNIX Fl Linux &%

TR R

wE

R 55 %

/sqllib/security32/plugin/IBM/server

E-Iat)])

/sqllib/security32/plugin/IBM/client

4

/sqllib/security32/plugin/IBM/group

%X 37. XftF Windows R4 (64 (i fll 32 i)

TR ER R

wE

R 55 %

%DB2PATH%\security\plugin\IBM\instance-name\server
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£ 37. X T Windows R4 (64 {Ufl 32 fi) (45)

s | L&

L %DB2PATH%\security\plugin\IBM\instance-name\client
4 %DB2PATH %\security\plugin\IBM\instance-name\group

T 64 fi Windows ffifFHEHLHSCAF 4 B ET 64,

1 DB2 fiir & A7 A0 B f 4 BB Ricd 22 B A e A LS AR5 B R A B
o XFTFIR 55 AR R
UPDATE DBM CFG USING SRVCON_PW_PLUGIN IBMLDAPauthserver

o XFFE UL S
UPDATE DBM CFG USING CLNT_PW_PLUGIN IBMLDAPauthclient

o T A A B
UPDATE DBM CFG USING GROUP_PLUGIN IBMLDAPgroups

il db2 terminate fir4 R4 LA IEFEIZTH) DB2 S ATAL 3R 5 o ifi fE, SAJG Mt
fil db2stop F1 db2start 445 (13 5 H S ShaL i,

&/ LDAP A FRiREITER
%% LDAP H St B 3L 44 4k (DN) 5 S,
DN A~ SR 45, E MR, Gl

cn=John Smith, ou=Sales, o=WidgetCorp

1EJ5 AFIAC B XA LDAP fffFtith 2 J5, P AT DL 2 F0OR R 747 % 1 2 DB2
Kl
« SE% DN, {40

connect to MYDB user 'cn=John Smith, ou=Sales, o=WidgetCorp'

* #ksr DN, R HEE DN HLE L H R 5 DN (IRE TR ) RIER
LDAP Hxx, HB2MK Rz —AILECIE, it

connect to MYDB user 'cn=John Smith' connect to MYDB user uid=jsmith

o PSR (AEEES) ffi J§ USERID_ATTRIBUTE KRR 1% 245 5 3 4 VE SR 4
DN SRXFFE, fidn:

connect to MYDB user jsmith

T WRAE CONNECT i ATTACH i ) 42 AY4L A 4 e v 40 3 2 s elURR IR 74,
AR 275U AT |5 0 1% T4 B AT 2 L

FP#RiAFN DB2 $244RiA

JHPFRFIE S PG SRR @t CGEHE uid @4 & LY. BT RS —
FAEE jsmith) B0 F & KB — W 7 0B Ak Cfan,
jsmith@sales.widgetcorp.com ) , ‘& B ZUZ IR EE M) — 057,

—ANH ) DB2 2 A0kR AR DB2 K 5 1% R G 1 43R,
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DURG, P R TE R 55 45 1 EVRAE R G b Xy, JF B P A iR S B AR iR A
(RERANFFHE R R A KE ), DB2 LDAP I H i GRAEWS K LDAP M x4
AFEEM S P AR R ERIRA G, REZHIEM T, MR AR iR T DL
[E—MFEfE, HEATRIXT USERID_ATTRIBUTE Ml AUTHID_ATTRIBUTE f{ifi FI4H[A]
Mgt 4. (B2, EEITARSRES, WP AR USSR L R
L N S R (71 ) W o o T e il e i N i )
AUTHID_ATTRIBUTE, AUTHID_ATTRIBUTE J& 11 & MR &4k 2, IF 1E
R P ENES DB2 £7R.,

i, a0 R LDAP P bR R & kAR R b e O,
jsmith@sales.widgetcorp.com ) , {HJZRAE FH M 65> (B, jsmith) FIfE DB2 &A%
W, B2 BER] DUZ T s ok 23

1. & AR B S LDAP IR 4585 b0 AT A P b G hH 61k

2. fl FHLE B R 4 PRk E AUTHID_ATTRIBUTE

T, P E AT 5% LDAP P in iR M al RE a8 4 & DB2 Hdli &, fi
an:

db2 connect to MYDB user 'jsmith@sales.widgetcorp.com' using 'pswd'

{HJE, DB2 B P FH gaAE N #0d i id AUTHID_ATTRIBUTE & 3 A4 45k (1F
BN jsmith ) RFER1ZH .

HEHREEEM

132 ol e e tidsm

S5 BRSSO R AE LDAP IR 55 & EAE 0 P G JE M s X & @ Mok R
o VBN XS

FAH PR EBA /A GROUP_LOOKUP_ATTRIBUTE [fJJ@t, W LIA L
JEMEDIRE R 1Z P 10 i A 4 B A
o {E RN LM

AN S HBA —EFR N GROUP_LOOKUP_ATTRIBUTE (fJ@ M, ] LI it
JE PRI RAE %R 8 B BT A et 4. W] DLE i 1 R R P R AR
O T A LR BOE 12 P B D 4.

W% LDAP 55488 vl DLk FaRE — i AT AL B, F-48 LDAP IR 5 #5803 Fr R i)
KR BRI T AT, 1575 LDAP &3 0 DU E 41 LDAP IR 45 28 )& il e
B,

fii & LDAP Jfifrisins, n DI GROUP_LOOKUP_METHOD Z%UK 45 & M. 1% W]

AT A

o INRFEE FH P A4 GROUP_LOOKUP_ATTRIBUTE @ 3k 2 #8240 A% i 5 4%,
IE 2355 % GROUP_LOOKUP_METHOD = USER_ATTRIBUTE

o WRTEM AN SZE) GROUP_LOOKUP_ATTRIBUTE J& M >k A $R 40 Wit 01 554, R
2351 GROUP_LOOKUP_METHOD = SEARCH_BY_DN

£ LDAP fRE%e0fi 4% 419 GROUP_LOOKUP_ATTRIBUTE J& It i & i i &
k. AT RUAERL R R R R R THE AT &

GROUP_LOOKUP_METHOD = SEARCH_BY DN
GROUP_LOOKUP_ATTRIBUTE = groupOfNames



Microsoft Active Directory 18 # K 2 5 i B A6 VE 4 JH P JE Mk A7 i, I HonT DA% DL T 7
5 mh BT R SRR B AT THEA T B

GROUP_LOOKUP_METHOD = USER_ATTRIBUTE
GROUP_LOOKUP_ATTRIBUTE = memberOf

IBM Tivoli Directory Server [RifZHE EaRpFh ik, EAT IR H - 09 20 1 0 e 4%,
A DAA AR IR P @ ibm-allGroups,  HIEA T 7491 Fh ffr 7

GROUP_LOOKUP_METHOD = USER_ATTRIBUTE
GROUP_LOOKUP_ATTRIBUTE = ibm-allGroups

HAth LDAP Hiz 55 85 v] fE 2 32 AR R ER TR A R 8 B R L R s, e, sl i
JRPEAAG 2R A DA A FEAR 2RO 12 7 B 75 DAy 6 19 A Ak 2 R

XHIAE LDAP FB el #& 2240 B 7= A HY o) B i3t 1 T P& 12

TRFEIIE LDAP 7 s R BT =4 T a8, #84 DB2 2l H & db2diag.log
A B H HA RAUR 245 BORHE B R aE 17 5B 12 W7,

RAEBEERT, LDAP i BIHGE K0 LDAP R[EIRY, 183530k 2% LR At A %k
W, WRESH LDAP fR{HECE SCFh iy DEBUG 10, HRAREMBIHLE db2diag.log
XHFPIEREZEE, BRI THEISW, (B EBUREAEE ™ Ry
i, SR B SRR SR SO R 2 IR,

A DR oH Kicdi 7R B () DIAGLEVEL FLEZ RS E N 4, DIEASZE LDAP i {FAL
Yo PR TR TH L

WmE R

DB2 IR NRERE

BN R A B A A R S 1 Y R 8 AR 0 46 K R A
o MR g iEdEF: db2secServerAuthPluginInit()

o B PUEINIEREF: db2secClientAuthPluginInit()

o A4fitF: db2secGroupPluginInit()

R ECFR A R Ih AL R B, A8 R0 46 fh sR EICK X g e dd A i AT iR A, A DB2 $i2
e T A 1 Y R A T B A5 B Il WA R B 2 T 3 S 8
o PEIZAEAFR DB2 SEA0 AT DL S Y B e AR 5 8 BRI BCRR H45 H

o JRIM - DEEARET, ZST R SR TR T E S APT RS
o HRMATHHEHERME db2diaglog ST eREL 5

o FEMET IR BT R e

o BRIRIE B MK

DA s — A LR 348 1 19 00 26 A1 bR Y bR RORFAE A

SQL_API_RC SQL_API_FN db2secGroupPluginInit(
db2int32 version,
void *group_fns,
db2secLogMessage *1ogMessage_fn,
char **errormsg,
db2int32 =*errormsglen);
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X ANACRHE PRI NG CH+ GBS, AL extern "C SRFEIIATA BREL
DB2 MR Z#E RGBSR I C+ P 9 BRI FRE T Y C++ 14

PTG o8 KOR AR P P28 o (8 L2 o 4 A ME — el B, HLA 366 1 o KO i 3 A0 8 1L b
BOR 8] ) R AR RS, 2 DB2 554k o shinhul 23 AR5 antdifF. 4% )l L
HEE PRI S AR SR F, 76 DB2 AR Z G, Tk e LR ET A
FiAG oR SOTTFE I 07 B R U R U eR RO  RE AT 55 S R s

o RSB0 R B F I 0l RIS R e 6 Dl X4 1 eR RS A

o TETUAR 1A 2 FP H At o KR A B

o G IEAER [ 1) R AR FH AT RAS 5

DB2 W] DIEAEH 200 s F 0 dn b i g, 40 AR P shi A DB2 & LR, #H%
Y, HEIEAT, RJEAETEHTRA Z A 5 A ST AR R R 2 AR
XFEOL, AERXFEOLT, FREASCERRE PR AR, B, AT A
EHRAE R AR WA,

TEPATFARE R PR & RG00H I ATE], DB2 XM wnaa bt Hiok i 2R, A
JEMR 552 A B al USSR L, AR AR i 55 A B9 7 DURIIR 55 48 140 T[] —
I, A2 DB2 AT R 90 46 1 R BRI

AR PR IS Z 0O M T db2secGroupPlugininit, AN LGN ELILIFE
ARG PRI — FER AL BB S0, [AIRE, FEFFUCGR B s AR T S 2 T, Hl R R AR L
BRELY AT A db2secPluginTerm HbRE AT (10 364N BRATE 55,

TEFEF UNIX f Linux R9#E RS L2417 DB2 k454 b, DB2 ] DITEAR[E HEFEH
Z IR IETEH S A TR U A 3 1 22

X F AT EHEERR

AR 2 T A3 1 P A7 1 B .

C %
WS C HEEIEATHER:, Sk UK J2 Bt SRR SC LA P BT s 22 00 X 24
H, FEAE C/C++ FRAGEURANADE L. AR F R RAE N Crr AURG RS 1
(1, IRAAE extern "C" RFH] DB2 FERE MK AT (1 e %K.

A% NET RHEEFETH
NET 2335 F 247 (CLR ) AN SR PRI BE B 14 2 1 P AR,

EERERRF
{8 P P — E ANRE AR S AL AR P ol AR S 40, TR X RO 15 6% DB2
M S HAEF, 1iks DB2 7S AL MR Fral 2™ E i DB2 A& AE S
FRITIRE AR (BARARIG U A B ). AR ROZ A A T Cr 5
W, PN 2Yi6F DB2 5 RAL B fE

ZRERE
{0 AF R IR L RE 2 JF LT A R PF R 4R 1L eR BOR ME — R A AR
APL, AT DUAE A [a] B L o o8 A 22 3R] R PR AT AR fL R B FERX AR BL T,
A6 PR T BT AT P A B RO 0 B A B R AT R AR AL,
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HOMERFIBEIRE C EMREERSAAR
WFEAN ERAME C PESURIE RGN, R AN 2248 H 1 AL AR PP o
pthread_atfork AbFIRERF. HUCRE A O RF, XEFAENHERF
R 2 T AT e b 2,

BE{REII
£ Linux 8 UNIX LI, BEAGAERHBRATLIE setuid 5 setgid, Xk
FUATEAGEM T $LD_LIBRARY_PATH. $SHLIB_PATH = $LIBPATH Pfkizstsk
A PRI, B, 4 EEAS AR T AR, BRAE AT DLd i oAt vk ()
R 058 ) e [l AT DA i
o fiF /1ib = /usr/1ib HEH

ERERKVE N ECNAENHSZ (#l, F Linux &% LM
1d.so.conf X))

o TEFHMFEA G RPATH HE5E
BRI IE T Windows #4E R4,

BEimzE
MR ] G Al g B AR & A2 A7 5 b 2 1 W e ME BT rr m] A0 (i dn, w0 i
BRE0E SNERAF 55 R ARLEBE I ) e dmid AIBEEEAG F )%, 1N, 7€ HP, Solaris
A Linux FAff ] "-Bsymbolic” HEHFE 7L 00A B T B 1k & 4 SAF 5 o e 1
), {HiE, XTI AIX E@wmENEA, AEEASBRM A "-brt1" 5E8:
TP HET,

32 {iifn 64 (I AR
32 i AR F LA 32 iAdfE. 64 (i RS0 64 Dotk i
ZIRA K 32 NH 64 R T R I B T E S B
XARFFFE
HARBEMIE S A AR TR — 2 null 458, Mhoh, S FaEIFREE]D)
null 55, BRI, AITEMI AT RS E TEIEKE, R ERENKEAE T
e 1) B PR 4T

B BNIRASH
DB2 &3 #4614 h Y2 AR IR (authid ) 280 (X — i A authid Z2%0) %
AE - PMREMBEAGRR, I HSREEAMNEM. BiEfRELZ DB2 1)
authid 28 (iX& — i authid 250) AT EALIRFRAL B, {2)E DB2 ¥
Fi BEPER DB2 bR authid it oK 5 I FH 254645 8 J.

XS ERK MR
fAF APT X2 80K BRI BR 0T

#define DB2SEC_MAX AUTHID_LENGTH 255
#define DB2SEC_MAX_USERID_LENGTH 255
#define DB2SEC_MAX_USERNAMESPACE_LENGTH 255
#define DB2SEC_MAX_PASSWORD_LENGTH 255
#define DB2SEC_MAX_DBNAME_LENGTH 128

R B3 S AT fE 2 BOR B0 SR B AR IR P B SPURIZ R 68 B /N
KRR, JHR, TE#AERGEREILT ERRHIA KT, B DB2 HdlifE R4t
NS (S IR i B 2 K (B2 ) 11 0F = NG E DN R P
2 A JEE PR
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AIX RRREFEHET BA
1E AIX RGEH, ZeffFENSFT AN o 80 so, HRFEAW M E
A AL IR 2R e i A 7 e 24
o XYL a BRI REBOA TR & R GOR A B RS, X B R B AA 20
40 shr.o (32 i) B shréd.o (64 fii), FAFRR AT UFI 15 32 fif
64 MLEIRLhT, HIRVPR ERbEEPIRSRELR 5 L.

filtn, Zhgd 32 ALV R B A

x1c_r -gmkshrobj -o shr.o MyPlugin.c -bE:MyPlugin.exp
ar rv MyPTugin.a shr.o

o YRS so B EBOA R AT SRR =X R, XA R 32
Prel 64 ALAY, XHCHR TR IL TGN B FH A 0 18 e R BE B AR e T, )
wn, EAYE 32 P

x1c_r -gmkshrobj -o MyPTugin.so MyPlugin.c -bE:MyPTugin.exp

FEBR AIX ZAMBT A6 L, el G A PO 2 n] SR A B I =Xt
£,

Xt R & 1l 14 A PR
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DA P12 4 P 77 L6
DB2 ¥ & 2 51 3 15 PR il

AREf# FH GSS-API {4k F Linux, UNIX Fl Windows [ DB2 & PS5 % —4
DB2 ZJ455#% (BN, DB2 z/0S f) ZMiERE. WARUIEN S — 4% il
7 DB2 IR F #5775 Linux, UNIX 5{ Windows [ DB2 R 548> 6] (3% .

MR A Linux, UNIX 2 Windows [ DB2 & FHIRIER: 2 HAN DB2 HdifE &R
HRR 4%, ARART LA % P i F P s s i fd 4 (piltm, 1BM R BERYHR1E RG00
W), el i B A i P iR @, B nT U N B Kerberos it
WA LSEBL S E 1) Kerberos i fF.

%}F Linux, UNIX #f Windows [ [f) DB2 & F#l, AMN{fiH GSSPLUGIN jAjFHA]
Ko H B

Xt AUTHID #RiREIRR®EI: DB2 Bl E RAEMMA 9.5 M mMA R IFEMEH 128 4
THREAIRR, (B2, LS8 IRERR s8R IE RGP v el A, B s A7 4
TERGidn ARG CEian, FPARRAK RSy 8 2 30 e, A48 30 NFAF ),
R, BRI T4 128 FHMEARIR, ERAEN— BRI 8
LA TeR A T, WP S H O, B4R IZ AR 7T M AR AU
PP RN, fitm,  n] DO 2 i R — 4> 30 T RN, I HAEAEM
6] AT RE 2R ] — 4> 128 FH7 AR, n] DU I AR IR AT i 4%

WebSphere® Federation Server 3713[R 4|

DB2 I ASZFpfili H GSS_APIL i fFH (R FE FEiE Rk g r S EAR IR M ok i 3, 58RI
M VE DAk SE{di Ff CREATE USER MAPPING 14,

iR EEIRAR S5 28 31 PR
DB2 5545 (DAS) RELFLAHIF, DAS (LULHHHRIERGE LN



DB2 & FHMREMHHFEBHFRS (Windows )

TEHF R FRETE Windows 4 R 48 LY DB2 & AL Y2 i A0, 15 N EL 3
PR B AR A B e, PR RS T G R BN & P AL A, BAs A1, «
PRI/ RS i, Kerberos ffifFHl GSS-API ffiff. B T#E(Ef Windows T E#5
AR XL APL (4141, db2secPluginTerm, db2secClientAuthPluginTerm il
db2secServerAuthPluginTerm ) , [, T EHATIE Y 0 FIRIE R,

SR IR 5 HI%, Windows FR9 DLL AR &I F 1 B ] B 26
£ AIX EENYBRA .a 5 .so ByiEME

£ AIX b, ZEFERSUHFY AT N ca 50 .so. FIRFEAE IR AL
TR R 44

o XHFYTRAY .a BUIEME

XY RA N a MR EROA R S L X R A A AR, XS A i 44 R
shr.o (32 fii) 5 shr6d.o (64 i), FAERGHAT IR 32 (A 64 78R
i, HAVFKEIEARMERN TS L,

fltn, ZrgE 32 AR R s

xTc_r -gmkshrobj -o shr.o MyPlugin.c -bE:MyPlugin.exp
ar rv MyPlugin.a shr.o

o XFYTRAN Lso MY

Y IRA A so MR A SIS AR ER R, RSO 32 el 64
PERY, SRR A SIS BT (8 A A i P A8 AN BERE R PP e 0, (o, A 32 fif
46 F P2 -

xlc_r -gmkshrobj -0 MyPlugin.so MyPlugin.c -bE:MyPlugin.exp
TERR AIX ZAMYFTE TG L, Bl RIG AP RS A M I EX 4.
GSS-APl Z&fEMHAZFFHEMEZEMER
T BN R4S 44 7E GSS-APL % &4 14 H Rl A,
ZEHRIRER
il 2 24 APL R ] — A HHUE ISR R AT % APL 2 RIS/, & A 5

0 fE/RC I TI% APL BRT -3, -4 Hl -5 ZAMABTA AUBUR RS ER R R APL K4
THELR.

M 2HE APL IR R AT A FEGR RS (-3, -4 FI -5 BRSL) #EBS % SQLCODE
-1365, SQLCODE -1366 5 SQLCODE -30082, -3, -4 Fl -5 iX =/ 48R4
R PR FR AT R P AL

T tfifE APL iR [RIFSARJEAE db2secPlugin.h SCIFHRE LAY, W LIAE DB2 & H
S& SQLLIB/include 4% F i 3

ERPRM T SEA L e R E A R AN B
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K 38 HRtfF& Y

iR [EF EXE ax &R API
0 DB2SEC_PLUGIN_OK MT TG #F APL Ee]
-1 ifF APL RAE T BAMEIR. sl
DB2SEC_PLUGIN_UNKNOWNERROR
2 DB2SEC_PLUGIN_BADUSER R SUPE A A A% A PRI,
db2secGenerateInitialCred
db2secValidatePassword
db2secRemapUserid
db2secGetGroupsForUser
-3 B AR AL,
DB2SEC_PLUGIN db2secDoesAuthIDExist
_INVALIDUSERORGROUP db2secDoesGroupExist
-4 RAMFIRE, DB2 JEARINAIXZ | db2secDoesAuthIDEXist
DB2SEC_PLUGIN — NG GRANT 84l T 3k
_USERSTATUSNOTKNOWN Wi authid 2EE—PHPBE
PRfE RGAL
-5 FHAIRE, DB2 H AN AR — | db2secDoesGroupExist
PBZSEC_PLUGIN AN GRANT 5 AIMf I K
_GROUPSTATUSNOTKNOWN % authid 2% 5 — ] P bR
TERGA.
-6 DB2SEC_PLUGIN_UID_EXPIRED FHPFRIRE 5,
db2secValidatePassword
db2GetGroupsForUser
db2secGenerateInitialCred
7 DB2SEC_PLUGIN_PWD_EXPIRED CALEIEN
db2secValidatePassword
db2GetGroupsForUser
db2secGenerateInitialCred
-8 DB2SEC_PLUGIN_USER_REVOKED HEs TP,
db2secValidatePassword
db2GetGroupsForUser
9 M PR L,
DB2SEC_PLUGIN db2secValidatePassword
_USER_SUSPENDED db2GetGroupsForUser
-10 DB2SEC_PLUGIN_BADPWD IR,
db2secValidatePassword
db2secRemapUserid
db2secGenerateInitialCred
-11 B EIR,
DB2SEC_PLUGIN db2secValidatePassword
_BAD_NEWPASSWORD db2secRemapUserid
12 R R,
DB2SEC_PLUGIN db2secValidatePassword
_CHANGEPASSWORD db2secRemapUserid
_NOTSUPPORTED db2secGenerateInitialCred
-13 DB2SEC_PLUGIN_NOMEM MFRGEARE, FFEGZL00 | ia
AR,
-14 DB2SEC_PLUGIN_DISKERROR B T AR, ]
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K 38 HRMGFREY (48)

IR EHE EXE ax &I API
-15 DB2SEC_PLUGIN_NOPERM BTG A ST AT ALES |
NSkl RS @ LRI
.
-16 DB2SEC_PLUGIN_NETWORKERROR EAF BB T 28 5 R, K]
-17 TR TOIE e A LT 1Y FE,
DB2SEC_PLUGIN db2secGroupPluginlnit
_CANTLOADLIBRARY db2secClientAuthPluginInit
db2secServerAuthPTugininit
-18 W TCEAT IR A S, B | P
DBZSEC_PLUGIN_CANT ARSI Al % 3P S S
_OPEN_FILE AR R,
-19 DB2SEC_PLUGIN_FILENOTFOUND W TEEAT I IFRIOEA S, ||l
RSN RGO 1S,
20 PR, o R EdE e | TR IS5 drintli fF APL
DB2SEC_PLUGIN TTHERERS Z I, 50 TCP/IP
_CONNECTION_DISALLOWED Hihk T RE B 2 R
21 DB2SEC_PLUGIN_NO_CRED X F GSS API ffiff: Dbtk
% POHLAETE. db2secGetDefaultLoginContext
db2secServerAuthPTuginInit
22 DB2SEC_PLUGIN_CRED_EXPIRED {UF GSS API it &/ HLE
EF] . db2secGetDefaultLoginContext
db2secServerAuthPlugininit
23 AT GSS APIL fff: F{k#F5 |db2secProcessServer
DB2SEC_PLUGIN LA PrincipalName
_BAD_PRINCIPAL_NAME
-24 MR A db2secGetConDetails |db2secGetConDetails
DB2SEC_PLUGIN MR [ (i, A DB2 i [6] 45
_NO_CON_DETAILS W), DUER DB2 EiER
JIHLAY TCP/IP bk,
25 WECE APL I, FEESHOL | TR
DB2SEC_PLUGIN W RTEAE.
_BAD_INPUT_PARAMETERS
26 S APL BRIAS DB2
DB2SEC_PLUGIN S -3 db2secGroupPluginInit
_INCOMPATIBLE_VER db2secClientAuthPluginInit
db2secServerAuthPlugininit
27 DB2SEC_PLUGIN_PROCESS_LIMIT WA SRR Tkl gs | rf
1 R,
28 DB2SEC_PLUGIN_NO_LICENSES B E T P VFRTIEM &, TTRE | TR

Ji SZ AL AT I L 3k 1 BR A

AR SRR RIEIRIE R

Vi APL KA AN, L API &7E errormsg

PRES, B HCIR (R HE X [ AR AR SR Y il

FEBAHRE —4 ASCIN SUAT

%7 % wemr 139



BN, errormsg FAFEHH AL E "File /home/db2instl/mypasswd.txt does not
exist." DB2 ¥ M 74 B 52 ¥ 5 A DB2 BHEAH &, 7E54 SQL W B ik
5 BE AT R BB BOBCARAE b — M nic. B SQL TH B IARICAU B 2 2IRR i, fr
DL 536 263 B AR 47 U B, I sk 2830 B A AT DAl A8 1) B B 00 B A T 1% AT H Y
B, T BIRAR, RIS R A R Y A4 RS I R SR DR B

PR SRR (i, RS ) , (S EdE RS FAS i E 2% DIAGLEVEL
BUEN 4 WA KRR errormsg FATER,

AR BE T A HOX BEEE R T BN, R, AR RIS ER LI APT SRk
LN FE: db2secFreeErrormsg,

1024 API RFEIHEZAERET, DB2 A4k errormsg FE. M, WAEA RAHIR,
AFRAF AU AN L 3R [B Ay S 45 7 6L 20 PR PALAE

TEWITAALI, 2060 B0 R BT84 TogMessage fn AZEEZA2H. & FHLFIIR 5554 1.
K SO AT LA 1 R BCKs A TR S BOC % 2] db2diaglog H, fN:

// Log an message indicate init successful

(*(TogMessage_fn)) (DB2SEC_LOG_CRITICAL,

"db2secGroupPluginInit successful",
strlen("db2secGroupPluginInit successful"));

A% db2secLogMessage HREUIEANSEME Z1IFAME R, ES W EFE 4RI w06
& API,

ZEfmE AP BRI

140 Hod e e tidsm

PITRJE DB2 Kl PR B A F I 2 2 4dF APL I e Y 3 2237 5t

o 15 (R B EEENE FILLE
— CLIENT
- TR %8 (SERVER, SERVER_ENCRYPT fil DATA_ENCRYPT)
— GSSAPI 1 Kerberos

o TEARHBZANE FHL. M54 8 56 1

o TEEHE PR IR 55 A

« £ GRANT &AM 45 4% L

o TEERPAZ AR R T R A 1 SR e 55 4% b

£ DB2 HRIFEMR G414 % F ALY AR T — R X R 75 B A HO A2 B B0t e e, fildn
db2start, db2stop F db2trc,

T B A —TRE, DB2 S R P A 22210 APL AR, DL &
1E LR R DB2 $udi R g A APL B,

CLIENT - fazt
2 P B INIE T ) CLIENT B, DB2 & ML AR 68 B T 4122 4 4
% APL:

* db2secGetDefaultLoginContext();
e db2secValidatePassword();
e db2secFreetoken();



XFFRE, B, 7EoR$8 2 5@ P b IR BUS RS R 1 00 T SEAT e, aniR
TR s I P bR i id@ifr, 82K )8 db2secValidatePassword API, It
AP SRV FF & & A0 B AL 11 B A,

CLIENT - Ex
(ERRGEI, B, (eI E T bR R A 0L B 2 SR e,
W% authentication B0y E S P AN B S50 &/ CLIENT, #4 DB2 &l
R ARE P 2 0 R P2 2 AdifF APL (A0SR SEl BRI 7 )
* db2secRemapUserid();
e db2secValidatePassword();

e db2secFreeToken();

HEFAR%& S (SERVER. SERVER_ENCRYPT #1 DATA_ENCRYPT) - f&z{
ERAIER, X% P ULARS 2 C L 7P bRiR/ 2 i e (g,
S D] srvcon_auth ZHEE RN
SERVER. SERVER ENCRYPT. DATA_ENCRYPT 1§ DATA_ENCRYPT CMP
i), &L R T 8% 24difF APL
e db2secGetDefaultLoginContext();

e db2secFreeToken();

HEFARLZ % (SERVER. SERVER_ENCRYPT #1 DATA_ENCRYPT) - Ex
R AER, MF PRI S8 CE i TP bR S IERS (i,
S | srvcon_auth SRR E RN
SERVER, SERVER ENCRYPT., DATA_ENCRYPT 1§ DATA_ENCRYPT CMP
B, & PN AR R R T 5% & 46+ APL

» db2secRemapUserid();

GSSAPI #1 Kerberos - [&Ex{
TERRSCINIERS, 4% PULFIR 585 2 Wi T GSS-API 5, Kerberos IERT (il
LU 't Sl L] srvcon_auth ZHEN
KERBEROS, KRB_SERVER_ENCRYPT, GSSPLUGIN 57
GSS_SERVER_ENCRYPT ) , & FHLN A 45 06 4122 e 4di 1 APIL,
(I gss_init_sec_context() IEfdi I GSS_C_NO_CREDENTIAL 1E Jyki A
ik, )
e db2secGetDefaultLoginContext();
» db2secProcessServerPrincipalName();
* gss_init_sec_context();
* gss_release_buffer();
* gss_release_name();
* gss_delete sec_context();
* db2secFreeToken();
HEIZii GSS-API XZ#F, AIRLZKIH] gss_init_sec_context() (AR
FURX AT ).

GSSAPI #1 Kerberos - Zi{
IR AT IEZER 2 GSS-API 8 Kerberos, AFA% AL AR B DL R
FFUE M GSS-APL i {FH) T 42 24d 1 APL BRAEDA ], MHIGXLE APT K
(] sf FH B A 2 A E,
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db2secProcessServerPrincipalName();
db2secGeneratelInitialCred(); ({id M wXINIE)
gss_init_sec_context();

gss_release_buffer ();

gss_release_name();

gss_release cred();

db2secFreelInitInfo();

gss_delete sec_context();

db2secFreeToken();

2R M 55 45 3% 8] 1A ELAGIE 4 RO H Lt f5 28, B4R RE 2 22 I
gss_init_sec_context() API,

FEARMIEAE Pl BRFEFIMK L
XFAMEAL, Bl HR DB2 fir 4K i 5% &4k APL

db2secGetDefaultLoginContext();
db2secGetGroupsForUser();
db2secFreeToken();
db2secFreeGroupList();

XoF T PRI/ 69 F GSS-APL A GEAIL I #R 43 FH 3% 28 API,

ERREEEENRSSEL
X T B0 R 4548 b SGE S, DB2 AL FE AR ol RN i P AR iR/
INUENLHIE R 912 2 4dfF APL:
» db2secValidatePassword(); (X 4%EER & 2% authentication AJ& CLI-

ENT 0f)
db2secGetAuthIDs();
db2secGetGroupsForUser();
db2secFreeToken() ;
db2secFreeGroupList();

Pi%H: (CONNECT) 2%l %, DB2 AH RS ZLFRK X GSS-API tAIEHLH]
W A% i APL

gss_accept_sec_context();

gss_release buffer();

e db2secGetAuthIDs();

db2secGetGroupsForUser();

gss_delete sec_context();

* db2secFreeGroupListMemory();

7£ GRANT EAJHARS2E L
YT HF§%E USER 3 GROUP X4#<FH) GRANT iE/4] ({5, "GRANT CON-
NECT ON DATABASE TO userl”) , DB2 ftEEiFREoi £ AMBENS I E userl 2
— ARV, Fit, DB2 B R IE R 8% 2 APL

db2secDoesGroupExist();

* db2secDoesAuthIDExist();



AERBUEN AR BAER SRR SR L
TERAR e S5 2, AT EARBUR AR IR BT R 4L 512, DB2 QLU al
AR T2 2 APT I H K B BUhR IRE A

* db2secGetGroupsForUser();
BB ok B A 2 2 A R 1 A R
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% 8 & R=fMt API

T ERRE S E ] DB2 B A RS IR RIZE B AR AT R, DB2 K R A
T4 APL BRI RURE X8 APT Ofefs ob B $7 1 A Hhe sl 3 A S 0 119 2 A (R A e

TPk A AU, 5B S DB2 Mol A BAR K U8 FH A o DA G A AR 67 A A
WIRE. X T =l R BRSBTS e
HWZ BREGE M A A BTG SR E S 2 T R R B RR — DA 4,
A PRRIREZRDIAE
XA UERE A E R4S 22 RS0 (PLGE TR UL . RUESAA (Agk) &
HOEY, BESE R TR SRR - MERONS ((GE AT AR ) o FEH
& PALE SR AL AR IR SO Y 0K B IR 55 i ATAE e P AR R U S ()
BHTHEI) . RES % E HPAREKE DB2 AR,

GSS-API JAIE
RXFIER SEIAL T GSS-APL Jjfig, Wi sk E 22 LT3 (fLE %7
) . ARYE PR IRAE RS A R B FEIE,  (RTEE) SEECER ((LE T E
i) QUEMHEZ Z TR USR5 E GSS-APL %24 E T SCHISCECH) DB2
EARHRIN,

PUT XA R APL ISP 0 A (9 E X,

i DRSS AR, DB2 F 3 AIZE LAV ] ™ 2 5 A DA GIE sl 4 R 5 B
AiIfE.

R zCIME
FEARSE RE AR PR 0 5 09 1 DL T 2 1 2 B .

230AIE
TERIHEE T AP AR IR RS A 5 DL T 2 4% 2 800 2.

Authid
— A AERER IR, R AR A R A SRR MR R T A O NS AE N,
DB2 authid ${## RS, HE/MEN 8 54 (RE 8 A4 NIH T
). M55, DB2 FEALIA 7 {1 ASCH F/RMBAHRA, AR, %,
4, AR A A,

AL
TESLBLZ AL 55 4 B0 P ILA B EAT RO BA, KA P R A A AT BR T
R RAR I Z SRR, B, S sh AN kB R AR, AT IPAICH] DB2
SRR B SR RO A B A AL L

BRR=E
HirZ M AR EGSH, g s iR EB L aUErE — 1, 2=
[B] 15 W~ 36 Windows I Fll Kerberos i, #l41, 7 Windows I
“usa.company.com”H, Fr G M 4 ER A A2 ME — /Y. A0,
“user] @usa.company.com”, {HJ&, 55— PEPHERE—4HAPRE (Fan,
“user] @canada.company.com” ) HIE R 55— AP, b A PRRARE P bR
I FRaS a5 filhn, “user@domain.name” 8% “domain\user”,
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XF ARG B, FHELI T APL
e db2secGroupPluginlnit

iE: db2secGroupPluginInit API i@ id DL T JRALK 8 API AF5%F *1ogMessage fn 1E
FA:
SQL_API RC (SQL_API FN db2secLogMessage)

db2int32 level,
void *data,
db2int32 Tlength
)s

db2secLogMessage API FRVFE 41 Bic5%F] db2diaglog 1, DIE T #EATHRIAEE
2%, It APL JEH1 DB2 Hdli/E R ALY, FLEART ESCMt AP,

db2secPluginTerm
db2secGetGroupsForUser
db2secDoesGroupExist
db2secFreeGroupListMemory

db2secFreeErrormsg

ME — A LA ANER AT AT APL 2 db2secGroupPluginInit, Mt API ¥R void *
SR, KT SR IR A Ry DL 2R

typedef struct db2secGroupFunctions_1

db2int32 version;

db2int32 plugintype;
SQL_API_RC (SQL_API_FN = db2secGetGroupsForUser)
(

const char *authid,

db2int32 authidlen,

const char *userid,

db2int32 useridlen,

const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char xdbname,

db2int32 dbnamelen,

const void *token,

db2int32 tokentype,
db2int32 location,

const char *authpluginname,
db2int32 authpluginnamelen,
void **grouplist,
db2int32  *numgroups,

char **@rrormsg,

db2int32 *errormsglen

)s

SQL_API_RC (SQL_API_FN * db2secDoesGroupExist)
const char *groupname,

db2int32 groupnamelen,
char **@rrormsg,



db2int32 *errormsglen

)s

SQL_API_RC (SQL_API_FN = db2secFreeGroupListMemory)
void *ptr,

char **kerrormsg,

db2int32 *errormsglen

)3

SQL_API_RC (SQL_API_FN * db2secFreeErrormsg)
char *msgtobefree

)3

SQL_API_RC (SQL_API FN * db2secPluginTerm)
(

char **errormsg,

db2int32 *errormsglen

)s

} db2secGroupFunctions_1;
db2secGroupPluginInit API 5% 1 AMEH] F A H A o6 Ky gk,

E L RS 1 APL AHX I AYEEH,  JE S 0 RAS (99 R A R R
2. 3 FE,

db2secDoesGroupExist APl - KEHEEEE

W& authid EHFER— 4.

WERA AT, A APL AAZREWS R [A {6 DB2SEC_PLUGIN_OK DIf&/m 2. gk
HA4TER, AT IBLARE IR [ { DB2SEC_PLUGIN_INVALIDUSERORGROUP, 11
R EMm A LT EAMAWA, B2 niFl API QI e
DB2SEC_PLUGIN_GROUPSTATUSNOTKNOWN, 405 & [ 7“4 I &%
» (DB2SEC_PLUGIN_INVALIDUSERORGROUP) = & “KH4AH

” ( DB2SEC_PLUGIN_GROUPSTATUSNOTKNOWN ) {f, HABATEAH X4 USER A
GROUP HJfEHL T A& i GRANT 54, DB2 WREJCILHAE authid & —HIEZH T,
OB SO PR [E] SQLCODE -569 3% SQLSTATE 56092 4%

APl FOEIBEEMIEE

SQL_API_RC ( SQL_API_FN =db2secDoesGroupExist)

( const char *groupname,
db2int32 groupnamelen,
char **kerrormsg,
db2int32 xerrormsglen );

db2secDoesGroupExist APl £

groupname
A, —EARR, RARE, JFHEA RS
groupnamelen
fwA. groupname ZHUHMIE (LF Tt ),
errormsg

Hidh., R HRAECE LR ASCIL 85 iR1H B 4T 5 Hu kW d8 £, R AT
db2secDoesGroupExist API ALY, B2k [l a5 1R 1H B
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errormsglen
. fem—HTHER errormsg SR RYES RN E FAT R KIE (IFTH)
BB 54T

db2secFreeErrormsg APl - BHEIREEHNTE
BB RAER BRI APL B 2B B BRI BN AF. X ME — AR I A5 1R TH B Y
APL, SRt API R [B] T45%, 84 DB2 Kicsg AR PR EHE1T,

AP| FOEIREMIEE

SQL_API_RC ( SQL_API_FN =db2secFreeErrormsg)
( char *errormsg );

db2secFreeErrormsg APl parameters

msgtofree
Wi, 810 EYIE A APL I 23 B0 A 15T B g

db2secFreeGroupListMemory APl - FERZH5|RAF
B kA7 T B8 A db2secGetGroupsForUser APL [N 3545 4 40 51 55 (1) N 77

AP FREIRZEINEE

SQL_API_RC ( SQL_API_FN *db2secFreeGroupListMemory)
( void *ptr,
char **@rrormsg,
db2int32 xerrormsglen );

db2secFreeGroupListMemory APl £#{
ptr A, FRIVERA AR

errormsg
it fEI A BN ASCIL £ 1R1H B 4T B H it iy 48 5, a2l PuAT
db2secFreeGroupListMemory API A3, #i&iR BlIAR1RH 5.

errormsglen
. fEm— P HTER errormsg S RIS RN E TR KE (LIFAIH)
R 54T

db2secGetGroupsForUser APl - 3EYA FRIZERY%FR
3 [a] i P i e Y 2 A 1)K

AP FREIRZEINEE

SQL_API_RC ( SQL_API_FN xdb2secGetGroupsForUser)

( const char *authid,
db2int32 authidlen,
const char *userid,
db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char xdbname,
db2int32 dbnamelen,
void *token,
db2int32 tokentype,
db2int32 location,
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const char xauthpluginname,
db2int32 authpluginnamelen,

void **grouplist,
db2int32 *numgroups,
char **Errormsg,

db2int32 xerrormsglen );

db2secGetGroupsForUser APl &%

authid fij A, WSEEHZE 1 SQL RAURHE, XEWE DB2 &% T A EHD
BRI R G F45 8. DB2 tA4E04 K authid S50 tIEas (4, Itk API L0 fE
5IR ] authid P @ A2 00 51 2100 RO T H Al 5 A S5 ISR AR & I 2]
%2, WARVFRE — 455 R e s 51 3%,
MR M P RNEE, Bariz API & (8] ) R[] R b 20 SR
DB2SEC_PLUGIN_BADUSER. DB2 F:ANiA B P ASEAE X PG I 2 — 4
w, FECAE R authid E&AEMAHCEA, #ih0, db2secGetAuthids API Ff
A DU | #E RS EARAER authid, U6 authid SATMZARAAHSCEE, [HIE,
18R] DL 3 A E 8 E R AL
R APL 3@ A authid AfEIR BT F) 5286503, A0 T 54 7 H6
KL SQL pRECH A —LLfR &, AR RES KA S FIRBRSIR, ESH
A FH il F DB R

authidlen
fi A, authid ZHEUEMEKE (DIFIE), DB2 Bk EE FIEHIAZ N authidlen
SRR AR A,

userid i A, XJE5 authid AXTEYH AR, UTEIR S s EAE AR E R BRI
API i, DB2 A& SEL.

useridlen
fi . userid ZEUAMKE (LIS,
usernamespace
N, MHARG R P PRIR R AR E], AR P ARIRE, DB2 Bl
M ASHTI S
usernamespacelen
f . usernamespace ZEEMEE (LIFA5I),
usernamespacetype
A, PR EAZEAL, usernamespacetype SEEA FAIAMME (EITZETE
db2secPlugin.h H15%E 1)) :
+ DB2SEC_NAMESPACE_SAM_COMPATIBLE X T — PR U T domain\
myname [ Ji] 7 44
« DB2SEC_NAMESPACE_USER_PRINCIPAL XfM F —PEEA LML F
myname @domain.ibm.com [ ff J? 44

HHi, DB2 #di/FE 24X+ DB2SEC_NAMESPACE_SAM_COMPATIBLE
., BREMHPIRIRE, usernamespacetype S EH NHE
DB2SEC_USER_NAMESPACE_UNDEFINED ( . {H2&7F db2secPlugin.h H5E X
).

dbname
WA, BEEERNBIEERN AR fEAREE T, ST NULL,
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dbnamelen
fi A, doname ZEEMKSE (LIFIF). W dbname SHEIEEHE £
A NULL, B2aMZEEE N O,

token i A. R HE VRS HRMABIERIFEET. DB2 AN S . B RS
HREBIHEM A MAGE. TRASTEMA B TRt a8 (F, 78
EEE T PRSI ) . FEHIEN T HSECKE A NULL, 448 A AGIE
FHT GSS-APIL, R4 KK E N GSS-APL L F A (gss_ctx_id_t),

tokentype

f. 487 UCIE S AR B A R Bt Y 28 B, A SR AR A UIESE R T GSS-
APL, S 2% WA Bl GSS-APL RN SUAIAE (gss_ctx_id_t), HIRAE A IIE
WOFRETH PR IR I, A BRI @A, tokentype ZHAA
THHERE (CENPELE db2secPluginh g L) -

* DB2SEC_GENERIC: #8574 iRk H T3+ H AR R/ A% RS Y4 1T

* DB2SEC_GSSAPI_CTX HANDLE: #5/x4 Mk EH T T GSS-API (f34% Kerberos)

HUEGIE

location
SN, 578 DB2 JRTER A5 B L APL location Z¥(HA T4
BHRE CBENTETE db2secPluginh H15E LK) -
* DB2SEC_SERVER_SIDE: F/RE7EHdE Nk 55 ¢ LA it APL
* DB2SEC_CLIENT SIDE: FE/REALER FHL EJETIM APL

authpluginname
f AL BT A R A B B AR R B £ F8. - db2secGetGroupsForUser API AJ
AE2 T AR B R IE B Y L A 1 %A, AR AR IE authid (40, 7E authid
5YRERN AP ARLRERELT ), If4 DB2 MiASHAH S,

authpluginnamelen
i A.. authpluginname ZEEIKSE (DIFA51).

grouplist
fith, M TR MBIER, AR IIRLTUE R — a5 R B, ZFREE R H
W& 2B varchar BE 0 BCRINAF B, varchar J& — D5, Hrp
S — PN F R ERHEANT S, KEZ-DIEMASE (1 A5, JF
¥ groupname FJf KK RGN 255 AF4F. #lan, “\006GROUPI\
007MYGROUP\00SMYGROUP3”, A Z#BM 1%t — A2 DB2 # Atk
W WA B S BE N A, BRI, PR I — A APT (fFTm,
db2secFreeGroupListMemory API) fit DB2 i HLIBE N AFE.

numgroups
fiti. grouplist ZAH AL H HIALHIRH .,
errormsg

Fih, fRm b ECR) ASCID iR TH B A7 B bk 9 45 51, R AT
db2secGetGroupsForUser API A Y, Ht4 R Bl IRTE E.

errormsglen
. fEm—HTHER errormsg ZHH RIS R E FAT R KIE (LIFHiH)
RS GiNER A



1 Fi AR

PDITFRUNF L APL K AR EREAALHFAR [ 45 DB2 4 S A= [l B 45 Fl i 1 1 51) 35

* i DYNAMICRULES BIND [z A SQL W HF 7 (WA P EIELElE T
N RFEFIE4T, IB48t &4 DEFINEDBIND & INVOKEDBIND [ift At SQL iV
MFEF ). DB2 #fuft SYSADM A b1 %its, RN R FHO8 T HAE R SYSADM
R M TR DBADM AR, A 1% M FARE 547 25 K,

* 1 CREATE SCHEMA A/ H 4t T 8 HAR, 1R CREATE SCHEMA i)t
£ 7T CREATE i&4], 4% % AUTHORIZATION NAME £ /74 4%,

« #74 DYNAMICRULES DEFINERUN/DEFINEBIND [fifi Az SQL W JAFEF, 0
IR — /I L 0hizafs, DB2 KA fIREE X&) SYSADM i i w4,
AR N AR PO T HAE S SYSADM 41 i A 5 1 4% T (B2 X DBADM AR, B4
VI R 76 R I,

* 1£ MPP FRlrp b3 JAR CfF. 78 MPP FREEr, JAR Ab3E K@ S 1E AU
NIRRT Srp Rk gy, H S s g sk, IHRIE SR AGRR (ST JAR
EPRE SR ) R BORAEEE JAR ST,

- ZH JAR M. SEBRAURATFRERA FUIRRZ —: SYSADM, DBADM &
CREATEIN (Xf 7T JAR #X ks e U ), Wik EARRTE T4 THEE S
ERAGRRA, (AR REAER FASERAGRE, SFE MR R EA SYSADM
FEAYTE, AP AIZEER M, XJEE N SYSADM A 5t %eks 2 i Bk R L B 2 50T
E SCHR 2 1 B8 03 A A o

- BrZ JAR Uff. SEEAGRATERA TAINRZ —: SYSADM, DBADM &
DROPIN (Xf T JAR #X 1y fa s 2 AR ) 8038 S1EE AR RS JAR XY
EE, MR ERRRE TE TEESIERGRRNEA, BEREARTES
WERAARR, HFHMESIERARIEA R JAR XM E XE, 8iEx AEfA
SYSADM HUFR Y, BRI, XEFE A SYSADM K it 5E4% 2 Hh 4icHs
JE T B 20T 2 S 2 HR ) BRI RS R E 1,

— Bk JAR SUfF, X 5FBRE1Z JAR SUfF, ARG R EBIEEE JAR SUHRIRCR A
[, 33X P I 44 s .

o FEHAMME. HE{EREH ALTER TABLE, ALTER COLUMN & SET DATA
TYPE VARCHAR/VARGRAPHIC & A filk 1), (& EFEi B MEHITHI. DB2 %ds
JE A T A A A LI E X SYSADM A B ek, G0 SR B AR T R R
SYSADM A i) i 4% T i B0 DBADM #UFR, TR -2 1% W HIAR 7K 2k

« &t SET SESSION_USER ifif)iist, JEZEH) DB2 AEKAE H I I8 m 48 & M AR IR
1) EFcHizsT. WA SESSION_USER [ — AN i A (1 L e b 2 57
T4 SESSION_USER #ZAUARiR, JBA X Bof 5 2R .

db2secGroupPlugininit APl - i LBIEE
AR R a4 APL, DB2 %d A8 R R4 A %A 1 2 5 B0 RIE L AP

APl FNEHRLEIEE

SQL_API_RC SQL_API_FN db2secGroupPluginInit
( db2int32 version,
void *group_fns,
db2seclLogMessage *1ogMessage fn,
char **Errormsg,
db2int32 xerrormsglen );
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db2secGroupPlugininit APl $#{

version

BN R AAZE R ST LB ) APL BIdR A, db2secPlugin.h HAY
DB2SEC_API_VERSION {4 fJ ¢ DB2 % 2% F a8 24 1 17/ APL 1587 i
AR,

group_fns

it . #8m db2secGroupFunctions_<version_number> ( #HF5 N
group_functions_<version_number>) %5 # 745 &l .
db2secGroupFunctions_<version_number> 54460 % 48 [n] WK R AG F LB API
SEOJE T M A T I == 7 N o 1 NI APIL ( 7l tn
db2secGroupFunctions_<version_number>) , K It, group_fns ZEw o 2R §4
¥ R4 1] S 4 © SE B RRAS A XS A 1 db2secGroupFunctions_<version_number>
ZEMIRYFEET.  group_functions_<version_number> Z5HJH) 55— S E0K X DB2 &
HEFCSEILE AP BYRRAS, TEE: {04 DB2 WA s T el s Tl 2 ey
APL AR A TR G T e, A S RRH G SCB APL 1A, Jf
H pluginType Wi% & & DB2SEC_PLUGIN_TYPE_GROUP,

logMessage_fn

. 1Rmh DB2 il FERGEIA db2secLogMessage API {84,
db2secGroupPluginInit API #] DL ] db2secLogMessage API DI Eic % 3|
db2diag.log 1, DIEFHITHIAE#E S%. db2secLogMessage API H)%5—4~%:
H (level ) $EEAHIETIE db2diaglog APPSR, TR M S50
B FRIRTH B TFAT R A, dbesecLogMessage APL {55 — NS4 A T AIIA
Bl CENTRETE db2secPluginh & XY ) -

* DB2SEC_LOG_NONE: (0) Aifs¢

e DB2SEC_LOG_CRITICAL: (1) % 45#8 &k E4E{%

* DB2SEC_LOG_ERROR: (2) A& A:4i%

» DB2SEC_LOG_WARNING: (3) &4

* DB2SEC_LOG_INFO: (4) &%

V4 db2secLogMessage API ffj“level” Z:4/NF 5 &8 T 5 PR B AR L B 2 5L
diaglevel HJ{EHI, diag.log WA WA E A, Fla, M H
DB2SEC_LOG_INFO fH, MB-A(0 4 %kdhs P PRI B 240 diaglevel W E N 4 I
A 4:1E db2diaglog R R E A,

errormsg

s, fem G BCR) ASCIT 5 R TH B 747 B bk i 8 41, 2R AT
db2secGroupPluginlnit APT AT, w4k [ AR R S,

errormsglen

. fE51E— TR errormsg ZHCF MR R FAF A KE (LIFt)
{OEiS 4 GDE R 8

db2secPluginTerm - FRAFHEE
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TR 3R 47 1 i £ P A W
DB2 Hoffa I8 PR R AL A A SR A A F Z iR L APL W AZ IR —Fh 77 AR 523

B K IE T BRAE R A AL AT SR, BN, R RO FCROAT T A, SR



AL TFFT RS SO, P4+, 4 1 70 57 8 X 20 0% 0t DU {8 788 il 3 46 9%
TEALAT Windows & FHRAZSI L API,

AP| FOEIEEMIEE

SQL_API_RC ( SQL_API_FN xdb2secPluginTerm)
( char *%@rrormsg,
db2int32 *errormsglen );

db2secPluginTerm APl £#

errormsg
Bds. AR AR PR ASCID S5 R T B F AT B bk i Fe 5, W R AT
db2secPluginTerm API AhH, #t4R A IRTEE.

errormsglen
. fem— A HTHER errormsg AP RYEE R E FAT R KL (LIFHH)
OSSO Ea

A PFRIRERSIAIEE R API
XFF R P AR RS R AR, 5 BESEHL T HI% P APL
e db2secClientAuthPluginlnit

i£: db2secClientAuthPluginlnit API i DL T B API [#84F *1ogMessage fn 1E
A
SQL_API RC (SQL_API FN db2secLogMessage)

db2int32 Tevel,
void *data,
db2int32 Tength
)3
db2secLogMessage API FLUFH R IH Bic % 2] db2diaglog H, DIE T H#EATIRIA e
2%, It APL JEf1 DB2 HfiE Rgeie by, FUELECRTE LI APL
* db2secClientAuthPluginTerm
+ db2secGenerateInitialCred ({¥ T gssapi)
e db2secRemapUserid ( A% )
* db2secGetDefaultLoginContext
* db2secValidatePassword
+ db2secProcessServerPrincipalName (3%{d fl T GSS-API)
+ db2secFreeToken ( JHTREjik DLL (& FHRYPIAE R B %)
* db2secFreeErrormsg

e db2secFreelnitInfo

o ME—FELEHNEBAT BTN APL 2 db2secClientAuthPluginInit, It API % void
* R N R R R S A — T

typedef struct db2secUseridPasswordClientAuthFunctions_1

{
db2int32 version;
db2int32 plugintype;

SQL_API_RC (SQL_API_FN = db2secGetDefaultLoginContext)
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(

char authid[DB2SEC_MAX_AUTHID_LENGTH],
db2int32  =*authidlen,
char userid[DB2SEC_MAX_USERID_LENGTH],

db2int32  =*useridlen,

db2int32 useridtype,

char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],
db2int32  *usernamespacelen,

db2int32  *usernamespacetype,

const char *dbname,

db2int32 dbnamelen,

void **token,

char **%Errormsg,

db2int32 *xerrormsglen

)s

/* Optional =/

SQL_API RC (SQL_API FN * db2secRemapUserid)

char userid[DB2SEC_MAX_USERID LENGTH],
db2int32  useridlen,
char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],

db2int32  *usernamespacelen,
db2int32  *usernamespacetype,

char password[DB2SEC_MAX_PASSWORD LENGTH],
db2int32  *passwordlen,
char newpassword[DB2SEC_MAX_PASSWORD_LENGTH],

db2int32  *newpasswordlen,
const char *dbname,

db2int32 dbnamelen,
char **errormsg,
db2int32 xerrormsglen
)s

SQL_API RC (SQL_API_FN * db2secValidatePassword)

const char *userid,

db2int32 useridlen,

const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,

db2int32 passwordlen,

const char *newpassword,
db2int32 newpasswordlen,
const char *dbname,

db2int32 dbnamelen,
db2Uint32  connection_details,
void *xtoken,

char **errormsg,

db2int32 *xerrormsglen

)s

SQL_API_RC (SQL_API_FN * db2secFreeToken)
void *xtoken,

char **errormsg,

db2int32 *xerrormsglen

)s

SQL_API_RC (SQL_API_FN * db2secFreeErrormsg)

char *errormsg

)s

SQL_API_RC (SQL_API_FN = db2secClientAuthPluginTerm)
(



char **Errormsg,
db2int32 *errormsglen
)s

}

o

typedef struct db2secGssapiClientAuthFunctions_1
{

db2int32 version;
db2int32 plugintype;

SQL_API_RC (SQL_API_FN = db2secGetDefaultLoginContext)

char authid[DB2SEC_MAX_AUTHID LENGTH],
db2int32  *authidlen,
char userid[DB2SEC_MAX USERID LENGTH],

db2int32  *useridlen,

db2int32 useridtype,

char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],
db2int32  *usernamespacelen,

db2int32  *usernamespacetype,

const char *dbname,

db2int32 dbnamelen,

void *xtoken,

char *%@rrormsg,

db2int32 *errormsglen

)s

SQL_API_RC (SQL_API_FN * db2secProcessServerPrincipalName)
(

const void *data,

gss_name_t xgssName,

char **Errormsg,

db2int32 *errormsglen

)3
SQL_API RC (SQL_API_FN =* db2secGenerateInitialCred)

const char *userid,

db2int32 useridlen,

const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,
db2int32 passwordlen,
const char *newpassword,
db2int32 newpasswordlen,
const char *dbname,

db2int32 dbnamelen,
gss_cred_id_t *pGSSCredHandTe,
void *xinitInfo,

char **Errormsg,

db2int32 *errormsglen

)s

SQL_API RC (SQL_API FN * db2secFreeToken)
(

void *token,
char **Errormsg,
db2int32 *errormsglen

)3
SQL_API RC (SQL_API FN * db2secFreeErrormsg)
(

char *errormsg

)s

%8 B LA API
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SQL_API RC (SQL_API FN * db2secFreelnitInfo)

void *initInfo,
char **@rrormsg,
db2int32 *xerrormsglen

)3
SQL_API RC (SQL_API FN * db2secClientAuthPTluginTerm)

char *%@rrormsg,
db2int32 *xerrormsglen

)s

/* GSS-API specific functions -- refer to db2secPlugin.h
for parameter listx/

OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
}

MRBEERS H AR/ EWSE A, 4N H
db2secUseridPasswordClientAuthFunctions 1 £5#y, IR IFEAE9E GSS-API (4
15 Kerberos) ffifh, AB4MNffH db2secGssapiClientAuthFunctions 1 544,

gss_init_sec_context )(<parameter 1list>);
gss_delete_sec_context )(<parameter 1ist>);
gss_display_status )(<parameter list>);
gss_release buffer )(<parameter 1ist>);
gss_release_cred ) (<parameter 1list>);
gss_release name ) (<parameter list>);

X T P AR AR R, R T BT S S5 i APL
* db2secServerAuthPluginlnit

db2secServerAuthPluginlnit API it T 3| JFEEDK db2secLogMessage AP 1454}
*TogMessage_fn DI Iz db2secGetConDetails API fiJ45%l *getConDetails_fn fE Ak
A

SQL_API RC (SQL_API FN db2secLogMessage)

(gb21'nt32 level,

void *data,

db2int32 Tength
)s

SQL_API RC (SQL_API FN db2secGetConDetails)

db2int32 conDetailsVersion,

;onst void *pConDetails

db2secLogMessage APl FLIFHd K H B id % 2] db2diaglog v, DIE T A7l sl &
%%, db2secGetConDetails API FLiV/Ffi {3k B SR 221 g S 800 P iE 32 10 % P LY
4115 B, db2secLogMessage API FlI db2secGetConDetails API #}2:f DB2 %)%
R, FILEATELIX M APL 1 db2secGetConDetails API KK &
% — A~ 240 pConDetails 45 T 51 H b — Mt i 45 41

db2sec_con_details_1:
typedef struct db2sec_con_details_1

db2int32 clientProtocol;
db2Uint32 clientIPAddress;



db2Uint32 connect_info_bitmap;
db2int32 dbnamelen;
char dbname [DB2SEC_MAX_DBNAME_LENGTH + 1];

} db2sec_con_details_1;

db2sec_con_details_2:

typedef struct db2sec_con_details_2

{

}

db2int32 clientProtocol; /* See SQL_PROTOCOL_ in sqlenv.h =/
db2Uint32 clientIPAddress; /* Set if protocol is TCPIP4 */
db2Uint32 connect_info_bitmap;

db2int32 dbnamelen;

char dbname[DB2SEC_MAX_DBNAME_LENGTH + 1];

db2Uint32 clientIP6Address[4];/+ Set if protocol is TCPIP6 */
db2sec_con_details_2;

db2sec_con_details_3:

typedef struct db2sec_con_details_3

{

}

db2int32 clientProtocol; /* See SQL_PROTOCOL_ in sqlenv.h */
db2Uint32 clientIPAddress; /* Set if protocol is TCPIP4 */
db2Uint32 connect_info_bitmap;

db2int32 dbnamelen;

char dbname[DB2SEC_MAX DBNAME_LENGTH + 1];

db2Uint32 clientIP6Address[4];/+ Set if protocol is TCPIP6 x/
db2Uint32 clientPlatform; /* SQLM_PLATFORM_* from sqlmon.h */
db2Uint32 _reserved[16];

db2sec_con_details_3;

conDetailsVersion SEEREIRY
DB2SEC_CON_DETAILS _VERSION 1, DB2SEC_CON _DETAILS_VERSION 2 A
DB2SEC_CON_DETAILS_VERSION_3, Ef{1#mx~ API By,

iE: f#i ] db2sec_con_details_1, db2sec_con_details_2 B db2sec_con_details_3 I, SV
- E

LY db2GetConDetails API B, ffi | db2sec_con_details_1 %5 Fl
DB2SEC_CON_DETAILS_VERSION_1 {H A i K Ak S AG fE A 8.2 H — 4
TAE., WRFE IPv4 EE ERIA TG APL IBAMAEIZE M clientlPAddress
BrdraR [l 1P Hbhtk, wniiAE 1Pve P& IR T APL JRAFE clientIPAddress F
Btz A 0, BHAE IPv6 V& FRRE AL 1P Huhk, RO 22 oA B ek
M{# A db2sec_con_details_2 ZEH4F DB2SEC_CON_DETAILS_VERSION_2 {H,
B E I A db2sec_con_details_3 £5#4#]1 DB2SEC_CON_DETAILS_VERSION_3
{H.

HridiE R fd A db2sec_con_details_3 £5#4F1 DB2SEC_CON_DETAILS_VERSION_3
H. WA 1Pvde F& LA T db2secGetConDetails API, 4% 1E
db2sec_con_details_3 541 clientlPAddress FBeHuR [E & 4L 1P #idl; Unsqe
IPv6 4 EEA T APL AR 4%AE db2sec_con_details_3 £5#4F{ clientTP6Address
FERAREZ P P Mtk EREFAE BN clientProtocol FEK E A

SQL_PROTOCOL_TCPIP (IPv4, HHE V1 (45 4 ) .
SQL_PROTOCOL_TCPIP4 (IPv4, HH V2 ) 454 ) Bl

SQL_PROTOCOL_TCPIP6 (IPv6, EA V2 = V3 fgif) fHhz —.

BT FHX — S AR Z 46, db2sec_con_details_3 ZEf45 db2sec_con_details 2 ZE#4
SE4fE:  db2sec_con_details_3 Z5H0L T —ANESMNF Bt (clientPlatform) , M5
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Bl JHTE sqlmon.h g LAY A KRB 2y (#1111, SQLM_PLATFORM_AIX) >k
PRRE PG 2R (SEERRER —FF).

e db2secServerAuthPTuginTerm

* db2secValidatePassword

* db2secGetAuthIDs

* db2secDoesAuthIDExist

* db2secFreeToken

* db2secFreeErrormsg

ME — 7= ELAEANFR A BT A APT &2 db2secServerAuthPluginInit, It API ¥3% ] void
* R, T SR 2RI A T A Hd — T

typedef struct db2secUseridPasswordServerAuthFunctions_1

db2int32 version;
db2int32 plugintype;

/* parameter lists left blank for readability
see above for parameters */

SQL_API RC (SQL_API_FN =* db2secValidatePassword) (<parameter list>);
SQL_API_RC (SQL_API_FN = db2secGetAuthIDs) (<parameter Tist);
SQL_API_RC (SQL_API_FN = db2secDoesAuthIDExist) (<parameter 1list>);
SQL_API_RC (SQL_API_FN = db2secFreeToken) (<parameter Tist>);
SQL_API RC (SQL_API FN =* db2secFreeErrormsg) (<parameter Tlist>);
SQL_API RC (SQL_API_FN * db2secServerAuthPluginTerm)();
} userid_password_server_auth_functions;

ol
typedef struct db2secGssapiServerAuthFunctions_1

db2int32 version;

db2int32 plugintype;

gss_buffer_desc serverPrincipalName;

gss_cred_id_t ServerCredHandle;

SQL_API_RC (SQL_API_FN = db2secGetAuthIDs) (<parameter Tist);
SQL_API_RC (SQL_API_FN = db2secDoesAuthIDExist) (<parameter list>);
SQL_API RC (SQL_API FN =* db2secFreeErrormsg) (<parameter Tlist>);
SQL_API RC (SQL_API_FN * db2secServerAuthPluginTerm)();

/* GSS-API specific functions

refer to db2secPlugin.h for parameter Tistx/

OM_uint32 (SQL_API_FN * gss_accept_sec_context )(<parameter Tist>);
OM_uint32 (SQL_API_FN * gss_display_name ) (<parameter 1ist>);

OM uint32 (SQL_API_FN * gss_delete sec_context )(<parameter Tist>);
OM_uint32 (SQL_API_FN =* gss_display_status ) (<parameter Tist>);
OM_uint32 (SQL_API_FN * gss_release_buffer )(<parameter Tist>);
OM_uint32 (SQL_API_FN * gss_release _cred )(<parameter 1ist>);
OM_uint32 (SQL_API_FN * gss_release_name ) (<parameter 1ist>);

} gssapi_server_auth_functions;
MABELERS M P br R % W46 F, I8 2 Wl

db2secUseridPasswordServerAuthFunctions 1 #5#y, IR IFAE9E GSS-API (4
15 Kerberos) ffifh, AB2MNffH db2secGssapiServerAuthFunctions 1 544,

db2secClientAuthPlugininit APl - #JA%E AHLAEREE

B PHUAESG R4 APT, DB2 Kl 4 B 1020 A3 1 2 Jo it 52 RV itk
API,
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APl FOEIEEMIEE

SQL_API_RC SQL_API_FN db2secClientAuthPluginInit
( db2int32 version,
void *client_fns,
db2secLogMessage *1ogMessage fn,
char **@rrormsg,
db2int32 xerrormsglen );

db2secClientAuthPlugininit APl £#{

version
i\, DB2 BRI A YR KN APL (UM iA 5. db2secPlugin.h H1[1
DB2SEC_API VERSION {Hfl % DB2 Y4uiZH1 APl WA,

client_fns

f, WRMAT GSS-APL IAiE, 2SR TE 1 DB2 $idls g s A
db2secGssapiClientAuthFunctions_<version_number> &5t (LR K
gssapi_client_auth_functions_<version_number>) &L N 7E 38 4t; a0k {E A
TMPrRiR/I B NIE, BaSEERRIEN DB2 iR EEHSE N
db2secUseridPasswordClientAuthFunctions_<version_number> ZE#) (L HK
userid_password_client_auth_functions_<version_number>) $& L[ N FERTFE 4T,
db2secGssapiClientAuthFunctions_<version_number> £ fl
db2secUseridPasswordClientAuthFunctions_<version_number> 544 Bl 43 & 8 1]
i GSS-API YRS A F0 F P AR iR/ 2 RS YOG A S5 300 APT U485, Tk
) DB2 JAHr, WIREA ARIMUAL) APL Kt client_fns Z%0 o il S Y 4
HJ 8 10 5 4G A © OS2 B R AR AR X R [

gssapi_client_auth_functions_<version_number> 5 HJF5 4.

gssapi_client_auth_functions_<version_number> el AT
userid_password_client_auth_functions_<version_number> £& #4455 — S H0R A0

TPFESEBLY APL MORRAS T 1% DB2 Hfi 2 Bl 4.

i (0 DB2 MiAS T ESE T C SEIA APL RRAS I A 25 A7 i i S R
e,

pas gssapi_server_auth_functions_<version_number> ;
userid_password_server_auth_functions_<version_number> Z5#4, WK plugintype
Z M % E N DB2SEC_PLUGIN_TYPE_USERID_PASSWORD,
DB2SEC_PLUGIN_TYPE_GSSAPI & DB2SEC_PLUGIN_TYPE_KERBEROS,

AT DITERESRIY APL At e SCHABAE.,

logMessage_fn
W, FRMH DB2 i EE H ARSI db2secLogMessage API HY484%f.
db2secClientAuthPluginInit API F] DLJE ] db2secLogMessage API DL#7H B¢
#| db2diag.log W, DUME T AT E # 2%, db2secLogMessage API [{)%—
ANSH (level ) $RERICHRAIE db2diaglog KAFHHYIZWIE IR KR, BEWAZ
B RN BT R K, dbesecLogMessage APL {5 — 1S 5BA T
FIARME (CEMTZTE db2secPlugin.h H1iE LY )
e DB2SEC_LOG_NONE (0) A~itsE
« DB2SEC_LOG_CRITICAL (1) it %5#% % A4 4%
« DB2SEC_LOG_ERROR (2) &/E4fiR

* DB2SEC_LOG_WARNING (3) &%
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« DB2SEC_LOG_INFO (4) &%

¥4 db2secLogMessage API [F)“level” & /N T 8 55 T % 5 BLAS L & S 5
diaglevel [{HK}, db2diag.log A& W/ ESCA. #lun, w4
DB2SEC_LOG_INFO fH, HBAfY%deFEE HA A & S50 diaglevel &R 4
I A 2:7E db2diag.log T iRl E A,

errormsg

Wi, FETHEG R ASCIL #5174 B4 5 hk i 45 4, R AT
db2secClientAuthPluginInit APT RGN, #t4xi [ b4k i ..

errormsglen
. fem—HTHER errormsg ZHHRYE RN EFAT BRI (LIFTH)
AR 54T

db2secClientAuthPluginTerm APl - &F%&E PAHLIAEEEZRE

R P LRI £ B (8 B9 B

DB2 #ff R4 Bl AR R & P UL RS AF 2 B JE it APL % DLt — oy 20k 5K
WE: B IETE RGO EA ARSI, Fan, BB A B AR AT AR, 6
FATSAE T 4T AR B SCfF,  SC P M 28 7 45, 4 A 070 57 B B X 80 W 9050 DL {6 85 i 5k 26 ¢
. FEfEf] Windows “F-&5 BECASWALL APL

AP| FOEIEEMIEE

SQL_API_RC ( SQL_API_FN =db2secClientAuthPluginTerm)
( char *%X@rrormsg,
db2int32 xerrormsglen);

db2secClientAuthPluginTerm APl £#]

errormsg
Hth, MBS ECH ASCID BRI B AT B 9 48 £, an R AT
db2secClientAuthPluginTerm API AT, wh4s i [ AR5 B,

errormsglen
f. 80— HTHER errormsg SRR RIH R E FAT R KIE (LIFHH)
AR R 4T

db2secDoesAuthlDExist - ®ZINFFRIDE S L
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i authid 2B FRANHS (FlU0, API o] LUK authid Bt 2 858 H P AR ).

TSR authid A2k, A4l API Wik[a{§ DB2SEC_PLUGIN_OK; 1% authid Fo%k,
B4 API W3 [f] DB2SEC_PLUGIN_INVALID_USERORGROUP; U ANHEME authid
REIFAE, B4t API WiR[A DB2SEC_PLUGIN_USERSTATUSNOTKNOWN,

APl AN HRLGHEE

SQL_API_RC ( SQL_API_FN *db2secDoesAuthIDExist)
( const char =*authid,
db2int32 authidlen,
char **@rrormsg,
db2int32 xerrormsglen );



db2secDoesAuthlDExist APl S%f
authid fij A, EEUERRAGRIN, R RAKE, FHEAERBIHEHE.
authidlen

fiA. authid ZEEEKE (DIFEWIT).

errormsg
i, fgm s R BCR ASCIT B5iR 7 B B bk a9 35 41, o Rt
db2secDoesAuthIDExist API ANy, k4R [t AS R E.

errormsglen
it 81— AT HER errormsg S AR AR T B TAT 8 I BE M B 4
.

db2secFreelnitinfo APl - [ H db2secGeneratelnitialCred
ERNRIE

B db2secGeneratelnitialCred API 43 it AR P55, X S8 B85 mT DL AL 35 S JZ L6 B
TR AR E 7 GSS-APIL FEiIE 5 3 S A7 B B FE T 5 i R AE

APl FREHREMIEE

SQL_API_RC ( SQL_API_FN *db2secFreeInitInfo)
( void *initinfo,
char **@rrormsg,
db2int32 *errormsglen);

db2secFreelnitinfo APl &#{

initinfo
WA, T8m DB2 B R FLE AR HGE AR AR AT, T AT DUGE e N A7 Sk 2
e A R IE A AR R R T B A YRR A1 2%, R A APT SRR il 4L %

errormsg
. B EEHSBECR ASCI 1R 8755 B bk i35 £, R AT
db2secFreelnitinfo APT A%, #i<ik vl bbekiRTE S,

errormsglen
. f&EmE— P HTHER errormsg ZAHRIHE R E PR KE (LTI
BB R T

db2secFreeToken APl - FEHHFICH ANKTE

R ARSI FRYAAE, 24 DB2 M R B AT 2 token ZHUIT i A4 N 77 I
2V L APL

APl FOEIEEMIEE

SQL_API_RC ( SQL_API_FN xdb2secFreeToken)
( void =*token,
char **Errormsg,
db2int32 xerrormsglen );

db2secFreeToken APl &%
token fij A, T8 BRI N RIFEET.
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errormsg
., FEMEBEFSECR) ASCIT 45i%7H 8 74T 8 bk A9 F8 &0, W R AT
db2secFreeToken API ALy, w4k [l b4 1RTE 5.

errormsglen
. f8m— P HTER errormsg ZHHRIHERIHE PR KE (LIFAH)
R 54T

db2secGeneratelnitialCred APl - 42 F{#II&EIE

MR A AR P AR R AU R R i GSS-API #EIE, X T Kerberos, XJE#% 71%
R (TGT ), pGSSCredHandle Z:4HR | ) FEUE R &S gss_init_sec_context API
B & A miAs, FF H 6202 INITIATE 5 BOTH Gk, (U444 T P 4siR (iEn]
ARt T 210 ) WA <188 db2secGeneratelnitialCred API, &N, M
gss_init_sec_context API fif, DB2 #fli 2% FHE R 45 EfH GSS_C_NO_CREDENTIAL,
DU 7o i TN 24 08 57 B SCH R IR B4 ST IE.

AP FNEIRZEIIEE

SQL_API_RC ( SQL_API_FN *db2secGenerateInitialCred)
( const char *userid,

db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,
db2int32 passwordlen,
const char *newpassword,
db2int32 newpasswordlen,
const char *dbname,
db2int32 dbnamelen,
gss_cred_id_t *pGSSCredHandle,
void *xInitInfo,
char **errormsg,
db2int32 *errormsglen );

db2secGeneratelnitialCred APl &%
userid i A, ZAEECE AR 95 4 b ISR E B RS I PRI,
useridlen

HiA. userid ZHUHMKE (DIFT1T).
usernamespace

A, IEH AR PRI B AR A (),

usernamespacelen
f . usernamespace ZEEHMKE (LIFA5I1),

usernamespacetype
. BFREEER2EA,
password
WA, BEIIER R,
passwordien
A, password ZHUERYKE (DI,

newpassword

WA =AW (AR B SUR RS RS ), IRRE SR EUE Y, A
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newpassword S50 H f NULL, f15RERA NULL, A8tk API 7EK|H%
i B AR B 2 BTN ISR IH %05, b APL AR EAR 58 OF BB AS 13 oK, {5
PR S STl 1 7S 1 NI/ VAV | B S 1
DB2SEC_PLUGIN_CHANGEPASSWORD_NOTSUPPORTED [fij A%k [H % 65,

newpasswordlen
fi A, newpassword ZEUE MK (LLFT1).

dbname
Wi, BiEREENEIEEM AR, L API nfDLZBS S5, IR APT B
FEL P P 5 n) S S 5 A P Y SR e, I8 4 B ] DL R (5] (E
DB2SEC_PLUGIN_CONNECTION_DISALLOWED; 7 lj5ixX 26 H F ¥ B /%%

A,
dbnamelen

i A. dbname ZEEMKE (DIFTIT).
pGSSCredHandle

B, ¥810 GSS-APL fEE AR FE 4.
Initinfo

fi. f50 DB2 ANFIE BRI RS Er, ST DUGE I 9 A SR 4 e AR R SR
AR AR T B B B UR AO AR, ATE I FRAS SR, DB2 BUE R B g KR
db2secFreelnitinfo API, BUEFREFHGXELTEIR, A0 db2secGeneratelnitialCred API
AT B X —AFIK, IBAT %R E NULL,

errormsg

i, fEm SRR ASCID B iRE B FAF B bk mF8 5, R AT
db2secGeneratelnitialCred API AT, Hi<ak | kiR H 8.

T MU APL HRGR EHME SRR B DA AR IR e Y, IS A A R R
B A APT A T — A P U AT BEL LE & TR 58 S, A R i fe] — 5%
BRI B

errormsglen
frth. 4818 — TR errormsg SRR AR B FAF B RIE (RIFIH)
B R 4T

db2secGetAuthlDs APl - 3REUAEARIE

R EER P ES SQL SRR, X T P bn i1 Ml GSS-APL IAIETr %, 1E
A SRR P 4 IR A 1R G APLL

APl FREREMIEE

SQL_API_RC ( SQL_API_FN *db2secGetAuthIDs)
( const char *userid,
db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char xdbname,
db2int32 dbnamelen,
void *xtoken,
char SystemAuthID[DB2SEC_MAX_ AUTHID_ LENGTH],
db2int32 *SystemAuthIDlen,
char InitialSessionAuthID[DB2SEC_MAX AUTHID LENGTH],
db2int32 *InitialSessionAuthIDlen,
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char username[DB2SEC_MAX USERID_LENGTH],
db2int32 *usernamelen,

db2int32 *initsessionidtype,

char **errormsg,

db2int32 *errormsglen );

db2secGetAuthlDs APl &#]

userid i A, CIEM A, BrAEE X7l B SC ARt O04 F  EAET TR
PETIE, B, @ A SEHT GSS-APL AIE, 7EXFENT, &%
U P SR SR ARG P A B S KR

useridlen
WA, userid ZEUHMKE (LIFTIT),
usernamespace

A, MWHARATH P PRIR M 2 FR2S ],
usernamespacelen
i A, usernamespace ZHUEMKE (IFTIT).

usernamespacetype
oA, ZFRSEEME, HAr, M2 R 4R as E R E 2
DB2SEC_NAMESPACE_SAM_COMPATIBLE ( %} 24{lF domain\myname ]
M2k,

dbname
A, BIEEENBUREN LR, I API Al DIZBS IS5 4R — P EER
AFEARE RS, it APT v DLR EURE A B APR IR, BB 5RTPL ks NULL,
dbnamelen

fij A, dbname ZEEHMKE (LIFIIF), WA dbname 2408 NULL, A4
HWESHE N O,

token i Amifit. HfFRI LI db2secGetGroupsForUser APL 1% 15 dE, X F GSS-
APL, X BN SCHRA (gss_ctx_id_t), 1H%H, token j&— MU ASEL, BEM
{ & M db2secValidatePassword API H3REU), 4FE% P AL ST ) GE R It
MR db2secValidatePassword API I, MEEtr DI EMid S5 fEE X
T A5 B R SCOF A VR AT U0 R P B AR TOC &R N IR B 3R 8
db2secGetAuthIDs API WAAEWS 1% 1L token BN NULL, I HAEHSHR
P& & userid HI useridlen fii ASHORIRAE RGEFARIA.

SystemAuthiD
fi, HEAUER P AR TEA R R AR IR, RN 255 A,
B2 DB2 ¥ FEds Bgs M Hi (Ul Kl 30 DM FTH RERBURIA.

SystemAuthlDlen
i, SystemAuthID ZHUEMKE (LIFT551).

InitialSessionAuthIiD
Fidi, MTHGERESIENREGRA, EEHE S SystemAuthlD S5, {H2
FER BTGB I AT DIRATE, filtn, %4 SET SESSION AUTHORIZATION i
AR ATDURARE, FUk/N ol 255 A5, (R DB2 Kl peas FLAs 4 i L {
MEKH 30 MFEIFHRGEEARIA.

InitialSessionAuthiDlen
Hith. InitialSessionAuthID ZHUEMKE (PIFAT),



username
k. S e P AR AR AR R 47, RO TR, OF B
JE5RFE CONNECT 3 A (Y Ok P A P AR U7 Berp, A2t APL RIR
7€ username 2%, A2 DB2 Bl B G userid ZH0HE Ml S 8.

usernamelen
frt, username ZHUEMKE (IFTIT).

initsessionidtype
fidh, STERAGRIRZERIAE/R InitialSessionAuthid 2 HUE — A M EIE R B AR
Pt APL R [E FUIE 2 — (X EAE db2secPluginh HiE LAY ) -
e DB2SEC_ID_TYPE_AUTHID (0)
* DB2SEC_ID_TYPE_ROLE (1)

errormsg
Frd . e AR EC R ASCIL 5% 75 B 747 8B H bk (0 48 41, TSR AT
db2secGetAuthIDs APT ALY, wh4sik [ AL 1R 1 E.

errormsglen
. fem AT HER errormsg P RYES RN E FAT R KE (LIFHH)
BB R 4T

db2secGetDefaultLoginContext APl - ¥(EUEEF LT
i SEVE B Sk BRSO SRERI R P, e aris i, B A B aUTE PRI (W)
g AT RO IE, SE TR E) WA T DB2 A PR DB2 %
AFRIN, B APL A2 [R] Bsfa (8] 42 AR IR ATH P AR,

APl FNEHREGHIEE

SQL_API_RC ( SQL_API_FN xdb2secGetDefaultLoginContext)

( char authid[DB2SEC_MAX AUTHID LENGTH],
db2int32 *authidlen,
char userid[DB2SEC_MAX_USERID LENGTH],
db2int32 *xuseridlen,
db2int32 useridtype,
char usernamespace[DB2SEC_MAX_ USERNAMESPACE_LENGTH],
db2int32 *usernamespacelen,
db2int32 *usernamespacetype,
const char xdbname,
db2int32 dbnamelen,
void *xtoken,
char **errormsg,
db2int32 xerrormsglen );

db2secGetDefaultLoginContext APl &#f

authid #iiti, NOR[EHEZAGRIREISEL. R B E LT & DB2 SRR IR d 45 LI,
LR A2 B P AT B i SR Y 4R 1.

authidlen
fi. authid ZEEMEKE (LFE).
userid i, MR [ 5EE BAE S SR R SO SRR P AR IR S 5L

useridlen

fiti. userid ZHUAMKIE (LIFIit).
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useridtype

fA. ARIRTEE R IR PR IE R A BN P RIR. fE Windows |, H
AESE P PRI, UNIX Ml Linux b, QRN AREFH uid PRI SR
izt 0 P AR IROR TR, 8 252 P AR IR 5 &M P Fs IR AT DU A],
userid ZHAA THARIE (ENELE db2secPluginh g XHY) -
DB2SEC_PLUGIN_REAL_USER_NAME

Fo/RAE E 1Y 2 5 PRI,
DB2SEC_PLUGIN_EFFECTIVE_USER_NAME

T8 7RTR E B2 A RH FARA,

7B SO RS2 B ] BE AR XA S P AR IR ATE BOH P AR IR R
2 O AMERA R UNIX 8 Linux 55 %857 DB2 HAARR G 1F
aJ DL 224 M Z 0 1k 22 5],

usernamespace

. AR A AR T,

usernamespacelen

ki, usernamespace ZHHMKE (LIFFIT). H T4 usernamespacetype
BRI E A DB2SEC_NAMESPACE_SAM_COMPATIBLE ( JH{f &7E

db2secPlugin.h H17E SCHY ) X — bR YE, RIS A SRRy 15 575,
usernamespacetype

Wi, A EEE, HAr, M- 2N ARS R R

DB2SEC_NAMESPACE_SAM_COMPATIBLE ( X} 258l F domain\myname f{]

P ).,

dbname
i, HEEERENEEEER AR (ISR AE R e R SoH Al R
B ), KT AR AR L flE i, WS HEE N NULL,

dbnamelen
. dbname SEEMKE (DIFATI).

token i, & — MR G EC BRI Fe £, TR il RE S AR B 45 1% 4
PR e s EE L, WA W RE WL B A AR R AT, LI 1) 45 48 v 3 1R G
EEME,

errormsg

B, FREMEAEAECR ASCI B 0H 85 B bk iy 35 £, R AT
db2secGetDefaultLoginContext APT A3, #i2sik [m] 45 iRTH .

errormsglen
. fEm— P HTHER errormsg ZHHRIHE R E PR KE (LIFAi)

R RE ) R 5.
db2secProcessServerPrincipalName APl - hEMARSSERIR(E]
HIAR S E k&R

A0 3N iz 55 5 0 8] IR 55 AR A PR, A gss_name_t N EBAE 2R (B 2 X
gss_init_sec_context API ffi fif) =K Z#. i/ Kerberos IAIEH,
db2secProcessServerPrincipalName API 142403 SR 78 H 5540 B 19 IR 55 £ 1R & 7%,
HHE, B A gss_import_name API, #57 FF X225, Ki@id#H gss_release_name
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AP SRBEJL gss_name_t X%, W1 gssName SEIRM AU GSS #H#, M4
db2secProcessServerPrincipalName API #43& [f]{f DB2SEC_PLUGIN_OK; 4 F 1k & F%
Tk, A4HKR [ DB2SEC_PLUGIN_BAD_PRINCIPAL_NAME 452 CHY,

APl FREREMIEE

SQL_API_RC ( SQL_API_FN xdb2secProcessServerPrincipalName)
( const char *name,
db2int32 namelen,
gss_name_t *gssName,
char **Errormsg,
db2int32 xerrormsglen );

db2secProcessServerPrincipalName APl £#j
name #ijA. XM GSS_C_NT_USER_NAME ## {45 AN SCA &%, Billn, ser-

vice/host@REALM,
namelen

fiA. name SHAMKE (DLFHiH).
gssName

itk IR GSS-APL P abH =M IR 5 & P SRR 03
errormsg

Hil, B EEABCR ASCI HiRH B F/F S g is &, R AT
db2secProcessServerPrincipalName API A, #i<sik [l AR TS S,

errormsglen
fth. 4810 — TR errormsg SRR R B FAF B RIE (RIFHIH)
UES A GiDE R

db2secRemapUserid APl - =3t AFRIRFIZAL

% rim et DB2 Kl PR B G R L APT K45 5E 19 P AR iR RS (Al B8 AT
FAARRASTE] ) EET 2 G RN A E R IR LS AN AR R R, DORAEERENHR A T
PRI RGN, DB2 Bl A Bae A S AE % T v FE APL 20 By LR 3 40K 7 AR
PR B FRWL 2 P AR RS X, i APL 2 RTEERY, WERE A B i R Ak ek
KA, B2 I L APL

API FERAIE
SQL_API_RC ( SQL_API_FN =*db2secRemapUserid)
( char userid[DB2SEC_MAX USERID_LENGTH],
db2int32 xuseridlen,
char usernamespace[DB2SEC_MAX USERNAMESPACE_LENGTH],
db2int32 *usernamespacelen,
db2int32 *usernamespacetype,
char password[DB2SEC_MAX_PASSWORD_LENGTH],
db2int32 *passwordlen,
char newpasswd[DB2SEC_MAX_PASSWORD_LENGTH],
db2int32 *newpasswdlen,
const char xdbname,
db2int32 dbnamelen,
char **@rrormsg,
db2int32 xerrormsglen);

db2secRemapUserid APl S#{
userid i A, ZEHMUR P PRR R AT P ARIRE, B4 APT &%
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Jpge At — A R AR, St P R R E AT S 2 A T AR R E AR ()
AlF, WERBA AR ARRME, IEAlL APT RRGR [ i P R iR .

useridlen

fr A, userid ZRUEAIKE (LIFTH).

usernamespace
WASE G, HPARIRR AR ASE, (ATgE) aTDLE R i, R A 48
ERASHUE, HRERE T HEE, 4 DB2 HdE e A &K 2
usernamespace T CLIENT ZERIDGE, XF T At A ik 28 Y %8 25 2%
usernamespace 2 #{(,

usernamespacelen
NS4 . usernamespace ZHEMNKE (FWit). HTHTE
usernamespacetype SR E N
DB2SEC_NAMESPACE_SAM_COMPATIBLE ( It { &7 db2secPlugin.h H5E L
1) X — R, FHCYFTC R R RKE R 15 5795,
usernamespacetype
NS, HRCE 0 AR E2ERME, HAT, ME 23R AR s (] 2R R
4= DB2SEC_NAMESPACE_SAM_COMPATIBLE ( %} 25l F domain\
myname [ Ffj P A,

password
A SR, AR, BB RS SRS, AR A, R
LERC BB, RIS EEEE T A, Al APL RESS
RS AE AR R A, PREA R E R AE, A APT —EAAEIR
[m] i 14 5 .

passwordlen
A K, password ZEUE MK E (RIFI51H),

newpasswd
fw A, WRIE A, AT RER BB EN. WRE R, B4
JE 223 B B R .

i X2 DB2 HuE R ML B R P LB S g (HU T A R I
£ authentication HY{H ) A db2secValidatePassword API f{ newpassword %
BB, AR AR R AR, IS4t APL DAZRE % % [ i
8, JFH %R ETDURANE RS, R B A S E v AfLidny,
2 AP R [A] 4 H T 35 A,

newpasswdlen
fw A ek, newpasswd ZEUE I E (DLFA531),

dbname

WA % PLEE R 5 B P 47,
dbnamelen

A dbname ZXUEMKE (DI,
errormsg

fydh, FE AT ECE ASCID 45 iR TH B 747 Hf Lk 09 48 41, W R AT
db2secRemapUserid API AN, #ia iR ] AR R S,



errormsglen
. fem—HTHER errormsg ZHHRYESRINE FATR R (LIFTiH)
BB 54T

db2secServerAuthPluginlnit - #I&4LARES=INIEE S

e 55 g5 IR A B B A APL, DB2 % 228 H a8 70 3 A 1% 4 18 2 J5 50 7. R itk
API, X+ GSS-API, TEWIGRALES, 1Z4d{4 71 5i7E gssapi_server_auth_functions £5#)H
K serverPrincipalName Z:UHIH 7 Ik 55 %5 ) AR ZFR, FFAE gssapi_server_auth_functions
ity serverCredHandle Z Hrvp 2 ik 5 &% @0 FEAE AJ AR, 46 26
db2secServerAuthPluginTerm API Jfid 78 H gss_release_name F/ gss_release_cred iX
A APL SRR 23 B0 4 T A7 15 AR AR AR R AR Y Y AE

APl FOEIREMIEE

SQL_API_RC SQL_API_FN db2secServerAuthPluginInit
( db2int32 version,
void *server_fns,
db2secGetConDetails *getConDetails_fn,
db2secLogMessage *logMessage_fn,
char **@rrormsg,
db2int32 *errormsglen );

db2secServerAuthPlugininit APl &%

version
N, DB2 i AR SIS R R APL MR AT, db2secPluginh H1
DB2SEC_API_VERSION {tifl# DB2 #ff 4% Pl ot A i Sz :5 (0 API O HT R
ESEN

server_fns
Fidh, WM T GSS-APL NI, IPAMSEFR RGN DB2 Bdi A B A%
db2secGssapiServerAuthFunctions_<version_number> #5#) (LFR K
gssapi_server_auth_functions_<version_number> ) & HLPNAFR$E 45 a0 H
TM PRI NIE, A SRR M DB2 HEEE AN
db2secUseridPasswordServerAuthFunctions_<version_number> %51 (N
userid_password_server_auth_functions_<version_number>) {17 A9 45
. db2secGssapiServerAuthFunctions_<version_number> &5 Hl
db2secUseridPasswordServerAuthFunctions_<version_number> %5 #4773 Il 3 & 8 [0]

4 GSS-APL YA A P AR iR S DGR A SCBERY. APT fYFE 4T,
server_fns 2 B o il 28 BB e O i 100 5 46 1R © 5 309 RUAS AR X R B

gssapi_server_auth_functions_<version_number> &5 #) #3541 .
gssapi_server_auth_functions_<version_number> el AT
userid_password_server_auth_functions_<version_number> £ 4[] 55 — S0k A0

R SEBL APL (IRRAS S 1% DB2 Hofe 2 Bl 4.

i Y DB2 AR TS TR T SC IR APL AR A 45 AT o i 25 T
.

yin gssapi_server_auth_functions_<version_number> 07
userid_password_server_auth_functions_<version_number> £, W plugintype
ZHi% B N DB2SEC_PLUGIN_TYPE_USERID_PASSWORD,
DB2SEC_PLUGIN_TYPE_GSSAPI & DB2SEC_PLUGIN_TYPE_KERBEROS,
A PITERE R APL A H 8 CHAE,
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getConDetails_fn

A, Ml DB2 EMAY db2secGetConDetails API FJH5%F.
db2secServerAuthPluginlnit API u] DL FH HAWALA] — N IAIE APT A7)
db2secGetConDetails API, DIZRIS Bd FE A HEARSCHY I EAITR . XL A(E B
G G G EHACE @ EALRIRE S (BN, FEf ] TCP/IP Py 1P
Hihk ), A S B AR DGR E N O] RERR S X SR (G . B, i
P DIORSEAZ ok B R TP s, BRAEZ R P RN 1P Hihk i A7 421,
25 db2secGetConDetails API & A] BE[Y,

WERAE AR KB B P R 15 0L T A A db2secGetConDetails APL, 4B ¥
3R [F] DB2SEC_PLUGIN_NO_CON_DETAILS, 7T ¥7ER IR A 0,

db2secGetConDetails API BF LI N4 AS4: — 4~ & pConDetails, Ej&fi
M db2sec_con_details_<version_number> I8 E: B — PS5
conDetailsVersion, ©2&—MWAS, HAFEREMM WA db2sec_con_details 45
f, 244 H db2sec_con_details1 BF, HAE A
DB2SEC_CON_DETAILS_VERSION_1; 4{fi fi db2sec_con_details2 fif, Hff
47 DB2SEC_CON_DETAILS_VERSION_2, #i{ff R A5 &
DB2SEC_CON_DETAILS_VERSION_2,

M TR F B, db2sec_con_details %54 (db2sec_con_detailsl 5§

db2sec_con_details2 ) K5 AT E B:

o AT EERRFSHUML. WTUTEN TRE H%H sqlenv.h SCAFHHRE]HRY
FE XFFE (SQL_PROTOCOL_*), A5 H EFE clientProtocol S B I FEHY.

mHE  clientProtocol N SQL_PROTOCOL_TCPIP &
SQL_PROTOCOL_TCPIP4, HR2MZ KR 555w I AE &) TCPAP M
Ik, MASEJRTE clientPAddress 4+ I FEHY.

o BPUTEEIERE R EIE E AR, AT AE RN A SR EMER, HE
B JEAE dbname F1 dbnamelen & IE MY,

o HERERENK, BHES db2secValidatePassword API [ connection_details
SRR B AR (5 B, {5 BU&FE connect_info_bitmap Z4iH
e,

« fIR clientProtocol 4 SQL_PROTOCOL_TCPIP6, HB4UtE ¥ F 5K %5 4%
A ZEHER) TCPAP Huhk, MAFEJRTE clientP6Address ZEHIH AN, (L
x4 DB2SEC_CON_DETAILS_VERSION 2 HF db2secGetConDetails API
A gt fE S

logMessage_fn

fiA. fEmh DB2 KdE R MR SC LAY db2secLogMessage AP 454,
db2secClientAuthPluginInit API A DIJHH db2secLogMessage API DUK:IH B ic 5%
#] db2diag.log ', DIEF TR E 2%, db2secLogMessage API [1) % —
B (level) FHEHFILRAE db2diaglog S RIZETEREM, REMH 2
B BIFERE BT M H K B, dbesecLogMessage API [%5 — NS5 HA T
SIERME CEfTETE db2secPlugin.h HrgE LAY )
DB2SEC_LOG_NONE (0)

ANk

DB2SEC_LOG_CRITICAL (1)
i 55t 5 PE B R



DB2SEC_LOG_ERROR (2)
KA IR
DB2SEC_LOG_WARNING (3)
A He
= =
DB2SEC_LOG_INFO (4)
5%

V24 db2secLogMessage API ffj“level” Z:4/NF B &8 T 50 R B AR B 2 8L
diaglevel f{fEIN, db2diaglog 1A 2 Ry H A,

filtn, R A DB2SEC_LOG_INFO fi, HR-A {04 %0e 4 & fic B 2
diaglevel X B4 4 M4 ZAE db2diaglog Hi7niF B ICA.
errormsg

Wy, AR AE A ECR) ASCID S8R TH B FAF B sk i Fe &, R AT
db2secServerAuthPluginlnit APT A, #f4ik [l b s8R0 E.

errormsglen
. fem - HTHER errormsg S RIES RN E FAT R K (LIFTiH)
BB R 4T

db2secServerAuthPluginTerm APl - EBAREZEINEHEHEERE

R 55 S AL T 68 R BE U, DB2 Bodl e PG R 72 1 I 55 8 IR 14 22 iT ]
e APL W% UK A — By SORSEIVE: BH E B0 BRAE ¢ RS AT R,
an, B R CE A ECRAL T A, SRHMBAL TATIRIRZS B SCE, KM S e, fF
TR ER X LE T PR DUERE HOX L6 BT, FEALA] Windows & LA H AL APL

APl FREHREMIEE

SQL_API_RC ( SQL_API_FN xdb2secServerAuthPluginTerm)
( char *%*errormsg,
db2int32 xerrormsglen );

db2secServerAuthPluginTerm APl £#f

errormsg
By, AR A ECR ASCIT B iR TH B AT B b 8 41, W R AT
db2secServerAuthPluginTerm API ARY), w4 [ L A% 1R 7H B,

errormsglen
. fem—AHTHER errormsg ZHHRYES RN E FAT R KE (IFTiH)
BB 54T

db2secValidatePassword APl - I§iF27Rg
Pt — e Bl 2R 7 B VR A P T F P AR R AT 8 AL AR IR ) 2.,

i TR PuHEATIE APL I, Rl T CONNECT 35 4) 1Y F P 4 BUCkis4T APT AL
fih, {4 authentication Fit B Z%0%'E N CLIENT HfA STER P i L APL

FEMR 55 Andmia Tt APL I, OKf 6 SE B A & R RE AR I24T APT QRS

WRNIEFR EAR AL (0, 76 UNIX _EHTRIGIRG VIR ) , B ARSI
% 18 PRI,
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IR AR, b4l APL 243k [A{ DB2SEC_PLUGIN_OK ( F/pRmY)) ; s
sk, 2l APL WZ50R 45 1R A (140 DB2SEC_PLUGIN_BADPWD ),

APl FOEIEEMIEE

SQL_API_RC ( SQL_API_FN *db2secValidatePassword)
( const char *userid,

db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,
db2int32 passwordlen,
const char *newpasswd,
db2int32 newpasswdlen,
const char *dbname,
db2int32 dbnamelen,
db2Uint32 connection_details,
void *xtoken,
char **errormsg,
db2int32 *errormsglen );

db2secValidatePassword APl %]
userid i A. TIGIFH B AP ARIE,

useridlen
A, userid ZHHEMEE (LIFIT).
usernamespace

A MWHEHARAG PRI 2R =S ],
usernamespacelen
f . usernamespace SZEUEHMEE (LIFI1),

usernamespacetype
A, PR EAIZEAL, usernamespacetype ZEEA TFAIGMME (EIETE
db2secPlugin.h HE X ) :
+ DB2SEC_NAMESPACE_SAM_COMPATIBLE Xf® F — P HEX 2T domain\
myname [ 4
e DB2SEC_NAMESPACE_USER_PRINCIPAL XN F — AR BT
myname @domain.ibm.com [ ] /7 44

H i, DB2 #¥UlE/E RS DB2SEC_NAMESPACE_SAM_COMPATIBLE
B, BAREMT 43R N, usernamespacetype ZHKWEHEHNME
DB2SEC_USER_NAMESPACE_UNDEFINED ( Bt{H &7 db2secPlugin.h Hi5E X
f),

password
LN TaTR O T

passwordlen
. password ZEEMKE (LIF1IT),

newpasswd
BN, —AFER (AR EE MCERIE ), WOR AR SR SRR, Al
Bk B o8 NULL, QRS8R NULL, ABAMt APT 76K H %569 5 ok i
W H NS IEIH %S, b APL A2 ARG 58 O dUB RS IR, (ER QR AR 58

Bl T VAR



AR i 074 ARV AR || SR I
DB2SEC_PLUGIN_CHANGEPASSWORD_NOTSUPPORTED i A~JiF [H 254,

newpasswdlen
. newpasswd SEHMEKE (LIFA5),

dbname
A, EEERNBIEERN AR, APL AfLIZ0 dbname 24, WIREHAR
il TP ) 2 K s R R SR, R 4 B AT DLk [ (E
DB2SEC_PLUGIN_CONNECTIONREFUSED; 75 l|ix 86 F ¥ BAA B 505
i, WZHATPLN NULL,

dbnamelen
FiA. dbname ZEUEMICE (L4511 ). W2k dbname 244 NULL, Jf4
WEHIEN 0,
connection_details
A, XaE—A 32 LB HL, HETEE A 3 ARTEELL TR B
o ANE—0 8 PR RTESE db2secGetDefaultLoginContext API H i it
BH, BRI 2 LR,
o GRS AR R E A E R (R RDEE (IPC) M E s
I X PR Y db2nodes.cfg H Y H AR — AT TR R ) I8 RIT
PR RSB BSE AT ERE ). XM AP BB JLE R —Hlas L%
FUUER AR i m ] DI 2 DB2 454, W THAEETERIERSM
B AR IR BRI A, R SR VR R — PLAR BB E L AT A i
e o f R L3S (BoE P B ER AL ).
o HIRE =R DB2 K PR B gt AR 55 4 il i & P g G AP
fi{HFETE db2secPlugin.h H15E L HY:
* DB2SEC_USERID_FROM 0S (0x00000001) F&71 I /' b H & I HRAE 245 FR AR LI,
M AZfE CONNECT 54 bW 045 5E 1,
* DB2SEC_CONNECTION_ISLOCAL (0x00000002) #&7m7shi% 12,

* DB2SEC_VALIDATING_ ON_SERVER SIDE (0x0000004) #§7~ DB2 %# /4 1l 4%
B MRS Al i & P o s MG APL USRS, QR E TpifE, A
DB2 Hufla e/ B e A o5 e sm R A7 0 ;. 8 0, B A P o AT 0 .

DB2 Huffi 2 R4t i e 2R A BB AT R i I A AT AR T A S i, (A,

i Cab IR e ATV Vo = o N VR 2 o i S V7 N 1T > W L LK i T/ N 2 -

DB2SEC_PLUGIN_BADPASSWORD i,

token i A, FRIAIEE LUT S0 BAR YIRS T ATERBIE], W] DU R AR
SHE e s APL W1, AR APL f93% db2secGetAuthIDs API #l
db2secGetGroupsForUser API,

errormsg
W, B EE4SECR ASCH HiRTH B A B kg8 5, R AT
db2secValidatePassword API A ¥y, #t2siR [m AR TE E..

errormsglen
. fem— A HTHER errormsg SR RIEE RN E FAT R KL (LIFHH)
BB R 4T
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GSS-API J\IEFEHERHE APl FIEX
PITE DB2 L0 n GSS-API 5288512,

TN APL BAE NAHIVE: KE LRSI R P O RA 2 (IETF
REC2743 ) MIKJFLLVEIRS API Ji7s 2: C #5%F (IETF RFC2744), FrscPi%T GSS-
APL [P/ 2 Hi, AR T X SE A3,

7 39. GSS-API hiF {770 AP FIE X

2R ik

% P API gss_init_sec_context {5 FRIRT 2 1 FRRE PP o i 3h 22 48 B TR 3C.

I 55 #53ik API gss_accept_sec_context ez R 2w IR PP FR sl 24 BT 3L,

IR 45 233 API gss_display_name W A BB AR XA PR A SOAR,

A4k API gss_delete_sec_context MR C g SR %4 B R SC,

A4k API gss_display_status IRHE GSS-APL ARAADAH I Y SCA 1R T B

A3t API gss_release _buffer o 222 i X

N4 API gss_release_cred BEHS GSS-API FETEAH B A L B50de 25

At API gss_release name MR P9 B4 =X 2 TR,

UFEREX GSS_C_DELEG_FLAG TR,

Do R X GSS_C_EMPTY_BUFFER FIR gss_buffer_desc ANAL& A,

W 5E XL GSS_C_GSS_CODE R/ GSS FHRAEH,

W i X GSS_C_INDEFINITE TRARHLHIAS SR £ SCEN .

W E X GSS_C_MECH_CODE fn GSS WHEARE,

DEE X GSS_C_MUTUAL_FLAG TR T A IE,

WFEHISE L GSS_C_NO_BUFFER Fr gss_buffer_t ZHIFAIRIEAMA gss_buffer_desc
Gy,

T RE S GSS_C_NO_CHANNEL_BINDINGS BB R fREIE.

LB X GSS_C_NO_CONTEXT FR gss_ctx_id_t AR FHAFEMAN LT L.

T E S GSS_C_NO_CREDENTIAL FoR gss_cred_id_t AREIFRR A L FEUE A,

W E L GSS_C_NO_NAME FoR gss_name_t AF & FARTE WA L FRAFR.

WEME X GSS_C_NO_0ID il TGRS A TEL .

WL A E L GSS_C_NULL_0ID_SET o R A B,

DT E X GSS_S_COMPLETE SR II5E R APLL

WY 5E GSS_S_CONTINUE_NEEDED ARIE AL, WU FH D[R] 0 H2 U0 194 17 2 4 WA SR - 3 T
API,

GSS-API I EH 4RI PR
TZ GSS-APL YA A7 7E 1 BR il ) 51 3.
o IRARE R HERE e ELE;, FIE, AEAE OID S,
* gss_init_sec_context() Hi&EKMIME— GSS MR EM EYGEAFZFL, DB2 ¥ %

G LR R DUMEEAL,  H R AN 1% 58 B A B Y S R
o {IER TR LR SCIN (A,
* K¥ gss_delete_sec_context() HAY LT XARCAE FHLAIR BRIk S &, RZIRA.
© AXFFEA,
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o ALFHHELE.

o WARPILGEUER B, B4 DB2 HdlE I MR A S B I AT T RH.

* GSS-API #lyu#izE, BIfff gss_init _sec_context() =k gss_accept_sec_context()
KW, A — BRBAB AR ] — MR AR L R R, B2, HTF1E DRDA JafRH,
R, 1224 gss_init_sec_context() ZRIIF H7E & H A bRichs, DB2 %d
EHESA S RIERIC.
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£ 9 E HITTRIZRNE

AT H B RE R, MO B TSR RoRr s — g, &
ANFRATTARA — AR,

Zie s — AR R FEAR R AR, —RER—17, R BRI S
IRUHER AR i 5 ZOULE 5 S 114 i e WP A [

E

Lo FFARREAID R P Y BT A 7 B A (AL

2. R By (XM vimT) DUEREY ASCI A% XAF A AC R, SR, TR T i

HOCH, X BOR R o — 4UEAT R, ORI fE.

BTSRRI R ER

TR R T X T AR O R R 2,
SECMAINT /.

K40, H TR F AR ICRA R KR

TIEET LA, CHECKING, OBJMAINT i

REES]

CHECKING =4

OBJMAINT =14

SECMAINT =14

ACCESS_RULE

X

ALIAS

ALL

AUDIT_POLICY

BUFFERPOOL

ol Il Rl s

o

CHECK_CONSTRAINT

o

DATABASE

e

DATA TYPE

EVENT_MONITOR

e

FOREIGN_KEY

FUNCTION

FUNCTION MAPPING

GLOBAL_VARIABLE

HISTOGRAM TEMPLATE

INDEX

XX <X

INDEX EXTENSION

R e R A R R e R R R e

INSTANCE

o

JAR_FILE

METHOD_BODY

NICKNAME

NODEGROUP

NONE

X R |

M| R R R

© Copyright IBM Corp. 1993, 2007
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K 40. HTH I HFRH DR R R (4E)

FRAER CHECKING =4 OBJMAINT =14 SECMAINT =4

OPTIMIZATION PROFILE X

PACKAGE X X X

PACKAGE CACHE X

PRIMARY_KEY X

REOPT_VALUES X

ROLE

o

SCHEMA X

o

SECURITY LABEL

SECURITY LABEL COMPONENT

SECURITY POLICY

SEQUENCE

SERVER

SERVER OPTION

SERVICE CLASS

STORED_PROCEDURE

SUMMARY TABLES

TABLE

AR RS

TABLESPACE

AR e R A R R e A R R

THRESHOLD

TRIGGER

TRUSTED CONTEXT

o

TYPE MAPPING

ke

TYPE&TRANSFORM

o

UNIQUE_CONSTRAINT

USER MAPPING

VIEW

WORK ACTION SET

WORK CLASS SET

WORKLOAD

WRAPPER

R R R R R R R R R R e A R e R R A e R R R e A R R e R R R e A R R e R e A R R e A R R A e

R R R R R e

XSR Xf%

AUDIT E4MHEITIERGE
FFEERT AUDIT FHM4WEH HOEA R,

FEA %

timestamp=2007-04-10-08.29.52.000001;
category=AUDIT;

audit event=START;

event correlator=0;

event status=0;
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userid=newton;
authid=NEWTON;

application id=+*LOCAL_APPLICATION;
application name=db2audit.exe;

# 41. AUDIT H AR 1T i0 %A Je

B B Ei::puy
i[RI CHAR(26) HVT SR H AT ],
25 CHAR(8) BRI 5. AT RE M E 4
AUDIT
i VARCHAR(32) FEE R H TS E,
A RE A (8 B4
+ CONFIGURE
« DB2AUD
+ EXTRACT
« FLUSH
* PRUNE (TERRAS 9.5 FHHE 7 RA AN Az LA ).
+ START
+ STOP
+ UPDATE_ADMIN_CFG
+ ARCHIVE
* LIST_LOGS
+ CREATE_AUDIT_POLICY
+ ALTER_AUDIT_POLICY
« DROP_AUDIT_POLICY
+ AUDIT_USING
+ AUDIT_REPLACE
+ AUDIT_REMOVE
FARH T INTEGER TEAEH IR A SRR IR, AT SRR IR LE H 130 57t 5 B A~ S A
xK.
FRE INTEGER B EAFRRES, B SQLCODE #7R, Hrf
B FEE > =0
KM FE < 0
AP ARIR VARCHAR(1024) GRS nN iR 732
FARIA VARCHAR(128) CiRAE L R RNIUE e
B A TR CHAR(8) N H A SR B R 2R, IR TR SR A, Ak R
2 H.
JEE T SMALLINT FVE R AR AR 1 45
R SMALLINT PRRARF T Y
B R P AR iR VARCHAR(255) BV SRR AR I IEAEAE Y R AR P hR A,
R AR F 44 VARCHAR(1024) B R AR I TR TR I B AR 7 K.
TP s VARCHAR(128) BV SR R AR I IE A AR 7 A i
AR f 457K VARCHAR(128) BVE S R AR I A AR R LAY A K.
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#41. AUDIT HAFHiFIERA R (5)

B B=X iR
R SMALLINT BV SRR AR BRI R T L i 1 5,
RN VARCHAR(64) TG R A IS IEAE A AR P B0 A AR,
A3 5 5 ARiR VARCHAR(10) FOR | ®iH5F & AN ETE6E R A M S 5 bRiH. X EAE NS5 H & — 5
BIT DATA i SQLU_TID #i#y,
EJEE S 273 VARCHAR(30) FOR | # i+ kRN EAEM I 2R3 5 nIR, R 1E B 55 H & — 8o
BIT DATA {1} SQLP_GXID £ e i i 5 Bt .
%P FARIR VARCHAR(255) il F k% =R CURRENT CLIENT USERID % 25 /7 2efi(h.
& PHLTAE S 28R VARCHAR(255) BT & £ CURRENT CLIENT_WRKSTNNAME % JH 2% {742
fH.
B PN HFEF 488 | VARCHAR(255) il k% 4R CURRENT CLIENT_APPLNAME % 27 /7 2114,
& PHLICIK AT 8 VARCHAR(255) HiTdF K4 CURRENT CLIENT_ACCTNG % 77 #7 4 1.
CIECR S ' &4 VARCHAR(128) LIRS CE S T LIE N ol N qiEY i
BEREAR R INTEGER T RE A BB 45
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
YRR Ff VARCHAR(128) M T E kR I A
TR 24 R VARCHAR(128) HT A 2478,
SR GRS G2 A CHAR(1) ST RIS ST A G SEAL, T RE Y (45
* N = B#k
+ S = MQT
« T = % (JLJ)
© i = AR
+ 2= IR
« x = AfFETFX
< B = BilE
SRS IR T X4 A | CHAR(1) S VE SR SCIE A 2R, QR S AR 2 (BRAURIR) , T
LT RE R 45
U= HF
- G=4
* R =fifs
WG IS 5 44 VARCHAR(128) ST S IR 1R 10 AR
VRSSO E VARCHAR(128) S HTE RIS SR XT R B A, RS SO R 2R RR PR R
NS, IBAEH N NULL,
CiRARINA CHAR(1) HESm T AUDIT SR, W] RE A (45
* B-H#
* F-RIK
« N-T¢
© S-EI
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#41. AUDIT HAFH TR R (55)

AR

%3

i3

(TEER TN

CHAR(1)

AV Mg CHECKING IR, T REAY(H (2 45:
* B-E

* F-RIK

. N-T&

© S

ETSCRE

CHAR(1)

HVF RS CONTEXT 265 MIRZS. AT REM (1 fF5
© B-HH

« F-RIK

. N—?ﬁ

© S-HY

PATIRZS

CHAR(1)

LIRS EXECUTE KRR, ol i (i fd:
. B-i%

. PRI

. N-TG

. S

i B AT

CHAR(1)

HiFHmH EXECUTE K50 WITH DATA 5. ] fE 1 45
o Y- A
o N %R

Objmaint k2

CHAR(1)

FH g OBIMAINT ZEJIHIRA. 7T AEAY(H (2 45:
* B-WiH

- PRI

. N—ﬁ

© ST

Secmaint R

CHAR(1)

FIFHM T SECMAINT KBIRPRA. WS M TR 7 B LT T
AE A fE.

Sysadmin RS

CHAR(1)

B SYSADMIN K RIRPRAS. W] RE M (B 45
s B-Hi#&

* F-RIK

o N-I¢

© S-E

Validate k7

CHAR(1)

BT VALIDATE 2K 5IRRAS. AT RE {8 4:
* B-Hi#

* F-RIK

« N-IC

S

R

CHAR(S)

VTR R B DR, ATREAYE A AUDIT Al NORMAL,

Tl Az

VARCHAR(1024)

db2audit configure it H T & M S TE H AR B 12,

USKEE2E

VARCHAR(1024)

db2audit configure fir 4 H T H5 i 1 C IR T H A5 A2,
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CHECKING E=#mEITIEEHRE
T#E/RT CHECKING A7 E 1110 5648 2.

FEAH O R:

timestamp=1998-06-24-08.42.11.622984;

category=CHECKING;

audit event=CHECKING_OBJECT;

event correlator=2;

event status=0;
database=F00;
userid=boss;
authid=B0SS;

application id=+*LOCAL.newton.980624124210;
application name=testapp;

package schema=NULLID;

package name=SYSSH200;

package section=0;

object schema=GSTAGER;

object name=NONE;

object type=REOPT_VALUES;
access approval reason=DBADM;
access attempted=STORE;

# 42. CHECKING HAFAH i iC 7 A

B B iR
i [l B CHAR(26) FF SRR H A A,
el CHAR(8) WA, T RE 1 A 45
CHECKING
AT VARCHAR(32) LR iR AU
T RERYME 4% CHECKING_OBJECT, CHECKING_FUNCTION,
CHECKING_TRANSFER /I
CHECKING_MEMBERSHIP_IN_ROLES,
AT INTEGER TEAES VIR A SEAR IR, AT SRR IR LE T 10 7% 5 B A~ S A
*.
E IS INS INTEGER HIFEFRRA, B SQLCODE #£7R, Hr
IR EE > =0
R < 0
Bl e 44 % CHAR(8) A OZFAF B PR AR, IR T RSB AR, Ak
2.
P ARIR VARCHAR(1024) BV SR AR P RR,
FAHRIN VARCHAR(128) HOF SR AN A AR,
JEIR T T SMALLINT HT G R AR TR T 2
R SMALLINT PRI 7 1 S S
N AR AR R VARCHAR(255) BV SRR AR IEAEE Y Y AR AR iR
IS FHRE ¥ 2495 VARCHAR(1024) OV A I A R AR P 44,
L NS VARCHAR(128) BT SRR AR IE ARG R 7 i A
AR 447K VARCHAR(128) VR R A I TE A T AR A 1 44 7R
P65 SMALLINT BV SRR AR EAEAE R T e i 15 5
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76 42. CHECKING FFHH it #7 7 (££)

AR &K iR

PO X AN VARCHAR(128) Sy H A R T A R S R AR

54 VARCHAR(128) S FC A T S R B 1 R

pop T VARCHAR(32) FHAE T O R SR, WRERE RS BORTEAREA 1
VHIEEXT G280 0 [ 3 B g AR e (A,

Dy [ 4 4 it R CHAR(18) Fe/R MV SR ME DT R A R TRERE G WORIERRE N
r A[fERY CHECKING i[nl it R R (19 51 3% o 1) 32 b AR S i,

2= 11 ) CHAR(18) el U 2R, ATREMIME S EORTERRE R © nTREM
CHECKING Vjj[n] 23 28R (15136 0 11 3£ i rp ) S 1,

[ER NN VARCHAR (64) VTS & AR IEAE R AR 7 A Y R AR,

o & Y B2 BUPR IR VARCHAR(128) AR RS TV 3R 0 B BUR ROR TR, R A AR .
n, ‘EnlPlJjE TRANSFER OWNERSHIP &4 H [ H bR fir A # .
LHTpF S SWITCH_USER I, M7 B Rm i 2 /2 FUbnin,

AHF 55 HRIN VARCHAR(10) FOR || 44N IEEM A S S54RI, XRERF S HE 55

BIT DATA 7 SQLU_TID %#4).
EVGE iz VARCHAR(30) FOR|# [ HM kAR EEMEHY2REFESARIN, XEERFSHE 55
BIT DATA 1 SQLP_GXID &4 it %l 7 Bk,

% PHLUHFARR VARCHAR(255) 1S4 % 4R CURRENT CLIENT USERID % H]Z5 f7 22 (4.

&Pl T ARk 245K VARCHAR(255) it 3 &R CURRENT CLIENT_WRKSTNNAME % JT 2524411
18,

RN HFEF ZF | VARCHAR(255) Wit % £l CURRENT CLIENT _APPLNAME % ff] 2747 22 (1.

& PRI 74 H VARCHAR(255) Wit F & AR CURRENT CLIENT_ACCTNG % F2F 7 #fHIMA.

alfE BT S AR VARCHAR(128) SalFiEE R E BT U 48R,

HEHAG I INTEGER ] BE FE {2 45
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

AR A VARCHAR(128) A fE S AR T A,

CHECKING gt /R H
DI R332 B8 T A RERY CHECKING 15 [ it v A
0x0000000000000001 ACCESS DENIED

KAL) BRYIHLE, s T ],
0x0000000000000002 SYSADM

HLHEVIIA]; % HFEF ST P B SYSADM AR,
0x0000000000000004 SYSCTRL

AEVII); % R P S H P 2 AT SYSCTRL AURR,
0x0000000000000008 SYSMAINT

HEAETTR]; %R AR P U0 2 SYSMAINT (R,

0x0000000000000010 DBADM
HeAEVITR); %0 IR PP S B DBADM AR,
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0x0000000000000020 DATABASE PRIVILEGE

ARV SR R e O B B A% e P G S A
0x0000000000000040 OBJECT PRIVILEGE

HEAEVTIL; 20 PR P Bl 7 200 5 s e R AL
0x0000000000000080 DEFINER

HEAEIT); 120 P PP U P R 100 B s R 1Y 7 3L
0x0000000000000100 OWNER

ROV, 120 IR P S P R R s R BT
0x0000000000000200 CONTROL

HCHEVIL; 20 AR P SR ) XHZN R i B CONTROL $#AU,
0x0000000000000400 BIND

ARV %0 R e R X 1% P A B 0 AR
0x0000000000000800 SYSQUIESCE

HEAEVTIR; A0SR S OB AL Uy 5, R O T,
0x0000000000001000 SYSMON

HEAEVIIL; ey AR P EUH P B SYSMON AR,
0x0000000000002000 SECADM

AEHEVTH); R AR P U B SECADM AR,
0x0000000000004000 SETSESSIONUSER

eVl %0 R P U T B SETSESSIONUSER AR,
0x0000000000008000 TRUSTED_CONTEXT_MATCH

EZEYESAE DB2 fIi g5 g LA9ME — ] {5 E R SCHE PEL R,

0x0000000000010000 TRUSTED_CONTEXT_USE
L AL HE Vs ] LLBE AT 4R B 3L

CHECKING ifo=iK K E
DI TFAIE SR T feR CHECKING a2 it 2590

MR F R CHECKING_TRANSFER, A4 8 V1304 2 W2 75 J A AL,

0x0000000000000001 CONTROL
RS CONTROL F5AL,

0x0000000000000002 ALTER
WA CHECKING_TRANSFER, 2 258U 5 36k 2 A 4 A
ALTER 54

0x0000000000000004 DELETE
U F 4/ CHECKING_TRANSFER, - A2, 25 a0 B 4 5 sl ik 45 47
DELETE #$§#L.

0x0000000000000008 INDEX

TSRS CHECKING _TRANSFER, #4224 (f iR 5| B EWE
INDEX $54Y,
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0x0000000000000010 INSERT
ISR 3 & CHECKING_TRANSFER, JF22%3t 4 A F % 4 i o 3 2 7
A INSERT 45AL,
0x0000000000000020 SELECT
IR H V34 /& CHECKING_TRANSFER, Jf-24 %05 A5 14 3% 500 & 460k 2 77
#4E SELECT #FAL,
0x0000000000000040 UPDATE
IR E I F 2 CHECKING_TRANSFER, B4 2238 5 5 %t 4 v i B sl 56 iF
EAPH UPDATE HFRHL,
0x0000000000000080 REFERENCE
WA I $ 42 CHECKING_TRANSFER, HFAZ IR TEX G Z (A1 g 25| 2R
2 S REFERENCE $RAL,
0x0000000000000100 CREATE
R AN EE — R4,
0x0000000000000200 DROP
ZR MR — R4
0x0000000000000400 CREATEIN
A 5 — R B — R4,
0x0000000000000800 DROPIN
ZAAMIBRAE 55 — A N R B XS 42
0x0000000000001000 ALTERIN
SR AR BB B 5 — R R B X £
0x0000000000002000 EXECUTE
W H I F 2 CHECKING_TRANSFER, HB4 2R #4782 17 W L5 a5 i
JAEIRE, QIR T HIRER R AL ((UE T a4k ) sifE4Ef DDL &4 5]
1, ERUEZEIA EXECUTE FRFL,
0x0000000000004000 BIND
ZAA G oA — N AR .
0x0000000000008000 SET EVENT MONITOR
AU B A R TG,
0x0000000000010000 SET CONSTRAINTS
ZAA BN — R IR,
0x0000000000020000 COMMENT ON
LRI A K — DR R,
0x0000000000040000 GRANT
AR — X R R AR T4 5 — A BRI,
0x0000000000080000 REVOKE
A X S BURR IR R A s A £
0x0000000000100000 LOCK
2R PE — R4,
0x0000000000200000 RENAME
ZRE S — A,
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0x0000000000400000 CONNECT

G - R EE,
0x0000000000800000 SYS ZHEIRK R

LR Sl SYS 4L,
0x0000000001000000 Access All

ZIRPATIER], WXL A LR R ({UHT DBADM/SYSADM ),
0x0000000002000000 Drop All

ZARA MR 2 R4
0x0000000004000000 LOAD

ZIRTERZ AP AR,
0x0000000008000000 USE

WA 342 CHECKING_TRANSFER, HB4 2218 15 7% 45 [A] v Al g ¢ s 56 4iF

EGPIH USE AL
0x0000000010000000 SET SESSION_USER

2238 $fT SET SESSION_USER &%),
0x0000000020000000 FLUSH

ZA AT FLUSH 5],
0x0000000040000000 STORE

223X #r F EXPLAIN_PREDICATE #H 5 Ji AL 1B 4] i (.
0x0000000400000000 TRANSFER

AR — RS,
0x0000000800000000 ALTER_WITH_GRANT

ZRBIE A ALTER with GRANT $RAL,
0x0000001000000000 DELETE_WITH_GRANT

LR IGIF JE 54 DELETE with GRANT 454%,
0x0000002000000000 INDEX_WITH_GRANT

ZRIGIE R B HA INDEX with GRANT FFAU,
0x0000004000000000 INSERT_WITH_GRANT

2R IF 2 5404 INSERT with GRANT 4543,
0x0000008000000000 SELECT_WITH_GRANT

ARG JE A SELECT with GRANT 4543,
0x0000010000000000 UPDATE_WITH_GRANT

LRI JE A UPDATE with GRANT 4541,
0x0000020000000000 REFERENCE_WITH_GRANT

2L IGIF JE 54 REFERENCE with GRANT HRFL,

0x0000040000000000 USAGE
ISR E T4 2 CHECKING_TRANSFER, JF222if# FlJF 415 XSR #1458
FHIUEEAIAE USAGE FRAL,

0x0000080000000000 SET ROLE
FH B A M,
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0x0000100000000000 EXPLICIT_TRUSTED_CONNECTION

SRS WU E R,

0x0000200000000000 IMPLICIT_TRUSTED_CONNECTION

Sl S U] R 2
0x0000400000000000 READ
il R,
0x0000800000000000 WRITE
A NCYNE I
0x0001000000000000 SWITCH_USER
il B A n] 5 1 LU AR
0x0002000000000000 AUDIT_USING
SR T SR S — X 5K,
0x0004000000000000 AUDIT_REPLACE
SRS — X GG H T SRS
0x0008000000000000 AUDIT_REMOVE
AR5 — X GORIR I H SRS
0x0010000000000000 AUDIT_ARCHIVE
SRR H AR,
0x0020000000000000 AUDIT_EXTRACT
SRR T H A,
0x0040000000000000 AUDIT_LIST_LOGS
FR AR T H A,

OBJMAINT EH4HHEITIERME

T BT OBIMAINT 418 110545 2.

FEAH T HOR:

timestamp=1998-06-24-08.42.41.957524;
category=0BJMAINT;

audit event=CREATE_OBJECT;

event correlator=3;

event status=0;

database=F00;

userid=boss;

authid=B0SS;

application id=+*LOCAL.newton.980624124210;
application name=testapp;

package schema=NULLID;

package name=SQLC28A1;

package section=0;

object schema=B0SS;

object name=AUDIT;

object type=TABLE;

# 43. OBIMAINT HAFHGH T ICFAT &

AR %3 g
I fF] ki CHAR(26) FOFSROR H A ]

%9 B Wit LREICRA R/
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# 43. OBIMAINT FAFRIHCRA G (4E)

B &3 iR
gl CHAR(®) BRI, AT RE B [
OBJMAINT
Wi VARCHAR(32) R € BT S,
] HE A (A 4
CREATE_OBJECT, RENAME_OBJECT, DROP_OBJECT
ALTER_OBJECT.,
(USRS Z AR P R IS, A A ALTER_OBJECT ZAfF,
FAREH T INTEGER IEAER VT AR AR AR, AT AR IRIP L o T 5 5 B F AR
x.
ESLRINAS INTEGER B SEAFRIRES, B SQLCODE #7R, Hrf
IR FAE > =0
KM FE < 0
B A TR CHAR(8) N HASOZ F AR B R AR, IR B RSB TEFAE, ABah
ZH.
P HRIR VARCHAR(1024) H SRR AR 1 P AR,
FARIR VARCHAR(128) BV & A B B B BRI,
AT SMALLINT AV R AR R 5 S
PR A SMALLINT PRI 1Y RO R
[ R AR iR VARCHAR(255) BV SRR AR I IE AR A R AR AR ik,
J AR P 24 PR VARCHAR(1024) BT S R A I IR A B AR P 4.
[ERZAN BN VARCHAR(128) BV SRR AR I IEAEOE AR 7 e A
A R VARCHAR(256) O F 0 R A I IETE A RO AR P LAY & 7R,
BFas SMALLINT BV SR RAER EAEAE R 7 e i 15 5,
X g A VARCHAR(128) R AR B S X G
hop T4 VARCHAR(128) SR LA BT S B R G B AR
IO ESif VARCHAR(32) HHA VSRR SRR, ATREME RS BRTERR D 1
THCRXTR R 0 /Y 38 B,
FEF IR A VARCHAR(64) B R AR I IETE S AR 6 Y RAS.,
B4 MG £ R VARCHAR(128) ARG AFR (WRX G RAE TABLE Jf H%3R 5% 4 M A OCHR

A ).
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# 43. OBIMAINT HA{FRYH I iCRAT ) (4£)

B i:5W ik
MR HRAE VARCHAR(32) i 3 BUBBRAE
A HE A A 4
+ ADD_PROTECTED_COLUMN
+ ADD_COLUMN_PROTECTION
+ DROP_COLUMN_PROTECTION
+ ADD_ROW_PROTECTION
+ ADD_SECURITY_POLICY
+ ADD_ELEMENT
+ ADD COMPONENT
+ USE GROUP AUTHORIZATIONS
+ IGNORE GROUP AUTHORIZATIONS
+ USE ROLE AUTHORIZATIONS
+ IGNORE ROLE AUTHORIZATIONS
+ OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL
+ RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL
ZALIP G 2 VARCHAR(128) MR R A#IERE ADD_COLUMN_PROTECTION
DROP_COLUMN_PROTECTION, Jf 41X 42 32 S0 Y 51 45
RN ey VARCHAR(128) PRAPT) 247 B PR ST 2 2 n 5
LRSI 4 VARCHAR(128) BERIPTH L 2R 55 4,
A5 4t 2 5 iR VARCHAR(10) FOR | #it 5 fF & AW EAEME AR A S5 55 briH, X2 N 555 H &5 —#0
BIT DATA fl] SQLU_TID Z5#4,
EALE S gy VARCHAR(30) FOR |H T8 F& AN ETEME B 2R 9 S5 inil, X ERS S HE -0
BIT DATA i) SQLP_GXID &4 il it -7 Bz
% LR AR VARCHAR(255) A3 4F & 4 CURRENT CLIENT USERID % FH 27 f7 fi H 1.
L LA B FR VARCHAR(255) B S &£} CURRENT CLIENT_WRKSTNNAME % H 7577 #4 1
fH.
%P HFEF 48R | VARCHAR(255) Wit H & 4R CURRENT CLIENT _APPLNAME & JH 25 77 2% (4.
& PHICIK A R VARCHAR(255) FIF G K4 CURRENT CLIENT_ACCTNG % 27 A7 1.
LIRS &4 VARCHAR(128) SAMEE RS AT A 5 B R SR AR,
HRE IR INTEGER A AEAY{E f94%: IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
YRR F VARCHAR(128) I RE ORI A .

SECMAINT E4EIHCEHE
TFRE/RT SECMAINT FAFRHIHC A,

FEAH R

timestamp=1998-06-24-11.57.45.188101;

category=SECMAINT;
audit event=GRANT;
event correlator=4;
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event status=0;
database=F00;
userid=boss;
authid=B0SS;

application id=+*LOCAL.boss.980624155728;
application name=db2bp;
package schema=NULLID;
package name=SQLC28A1;

package section=0;
object schema=B0SS;

object name=T1;

object type=TABLE;

grantor=B0SS;
grantee=WORKER;

grantee type=USER;
privilege=SELECT;

# 44. SECMAINT H ¥R 11 ic 7 A

AR & R

i [ 3 CHAR(26) HVT R H RIS ],

251 CHAR(8) B 2E5], nTRE M (E A

SECMAINT

I VARCHAR(32) FREM T,
A RE [ B f 45
GRANT. REVOKE, IMPLICIT_GRANT, IMPLICIT REVOKE,
SET_SESSION_USER. UPDATE_DBM_CFG,
TRANSFER_OWNERSHIP, ADD_DEFAULT_ROLE,
DROP_DEFAULT_ROLE, ALTER_DEFAULT_ROLE,
ADD_USER, DROP_USER, ALTER_USER_ADD_ROLE,
ALTER_USER_DROP_ROLE, ALTER_USER_AUTHENTICATION
ALTER SECURITY POLICY,

HMEE T INTEGER EAEHVT AR A AR, ol FRAR TR BR e w1 53 5 A4S 2 (A
*.

PR INTEGER WITHAERIRES, B SQLCODE #Hiw, Hip

HINESE > =0
KM EH <0

Bl P 24 55 CHAR(8) o HAE BOZ S R PR AR, AR RSP, Ak
=N

FFFRiR VARCHAR(1024) B FE R A P AR,

BARIR VARCHAR(128) FVE S R AR AR IR,

AR SMALLINT B SR R AR T I T S

IR F T A SMALLINT PRAR 3 1 S T

N AR AR iR VARCHAR(255) B VF R & AR A G R R AR,

N AT 2 55 VARCHAR(1024) VT & A B LA TR R P 44,

TP it VARCHAR(128) BV & A I R 7R R A e K,

WAL AR VARCHAR(128) VT & A B IE A A AR T B Y 2R,

BEahE SMALLINT B R A IETE A R R 1 5
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# 44. SECMAINT FAFRGHCRA G (4)

AR

%3

iR

IS

VARCHAR(128)

O H A PR T SRR R AR L

NSNS 2K HIE Byl ACCESS_RULE, J4 b5 By 2 500 ] 22 T 1
GLIRME A, W BRI EAE KT 5 2 F B,

RN 4 KM B SECURITY_LABEL, fAaMtF B8 &a %4
PR8I 22 KM (4R, G br 5 B BFRAFABTE X 4 45 F B,

XG4

VARCHAR(128)

O AR R T SR X R AR,

L HAEA TIME—ER, BERRMEs:
ADD_DEFAULT_ROLE, DROP_DEFAULT_ROLE,
ALTER_DEFAULT_ROLE, ADD_USER, DROP_USER,
ALTER_USER_ADD_ROLE, ALTER_USER_DROP_ROLE &
ALTER_USER_AUTHENTICATION,

NSN]SR E Byl ACCESS_RULE, JI5 4 b5 By A0 25 HLI 1 2 #5%.
S50 SE B 1) 22 4 R s AT A X a0 B,

UnRAF 4 BRI F B SECURITY_LABEL, HSAMFEBA G % el s
AR, A A b T (1 22 4 S 1Y 44 FRAT Bl X b7 B,

bOE TSl

VARCHAR(32)

A R SRR R, ATRER A WoR ey R
THCFXT G 5 {1 R A AR L.,

LHVEE N A — (AR, % E N

ROLE: ADD_DEFAULT_ROLE, DROP_DEFAULT_ROLE,
ALTER_DEFAULT_ROLE, ADD_USER, DROP_USER,
ALTER_USER_ADD_ROLE, ALTER_USER_DROP_ROLE &
ALTER_USER_AUTHENTICATION,

3=

BRE

VARCHAR(128)

R R B2 BB AR,

Y pE

VARCHAR(128)

BB T SRR SRR B BB U AR

LH S T IME— (N, BRI BT
ADD_DEFAULT_ROLE, DROP_DEFAULT_ROLE,
ALTER_DEFAULT_ROLE, ADD_USER, DROP_USER,
ALTER_USER_ADD_ROLE, ALTER_USER_DROP_ROLE &
ALTER_USER_AUTHENTICATION,

=

Pt 2

VARCHAR(32)

BB T SR A PR A BB S IR, T RE R E R 45

USER, GROUP, ROLE, AMBIGUOUS & TRUSTED_CONTEXT
YA T ST — (E

ADD_DEFAULT_ROLE, DROP_DEFAULT_ROLE,
ALTER_DEFAULT_ROLE, ADD_USER, DROP_USER,
ALTER_USER_ADD_ROLE, ALTER_USER_DROP_ROLE &
ALTER_USER_AUTHENTICATION ),
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# 44. SECMAINT FAFRGHHCEA G (%)

AR &3 iR
e A A R CHAR(18) FeREE T o I R A R PR P 2R 8, AT RE OB R 4E:  RAEAR N
r ATRER SECMAINT FRAUsiABR A9 5156 0 fY F2 b B i 2,
BE VI F N T HUE— (4R, %68 ROLE
MEMBERSHIP: ADD_DEFAULT _ROLE, DROP_DEFAULT_ROLE,
ALTER_DEFAULT_ROLE, ADD_USER, DROP_USER,
ALTER_USER_ADD_ROLE, ALTER_USER_DROP_ROLE &
ALTER_USER_AUTHENTICATION,
TR A VARCHAR(64) BT SR AE  IE AR R 7 (i AR AR
eSS VARCHAR(32) BT X RS 1R 2R,
HIRE 4 1
« READ
+ WRITE
« ALL
WA 22 A S ) T (R 28080, o] BB V4
+ USE GROUP AUTHORIZATIONS
+ IGNORE GROUP AUTHORIZATIONS
+ USE ROLE AUTHORIZATIONS
+ IGNORE ROLE AUTHORIZATIONS
+ OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL
« RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL
AR I AR R VARCHAR(128) MIZF I SETSESSIONUSER AU, X 2 A VFu iR i % &
3G P R RURIR,
A% 5 55 RN VARCHAR(10) FOR | #H it &AM ELE M A F 5hmH, XEENHESHE D
BIT DATA ] SQLU_TID %i#4.
EVGE iz VARCHAR(30) FOR | #itF L&A ELEM TN 2 R/FS5mR, XEENSFSHE 0
BIT DATA 17 SQLP_GXID &4 (i %dii - Bx.
BAE R VARCHAR(32) BRGERERL, WREM{E 45 USER,
FFPHUUH P ARIR VARCHAR(255) BT F & 4EIF CURRENT CLIENT USERID % {75 77 g il (8.
& L AR 447K VARCHAR(255) FHiFH 4 &R CURRENT CLIENT_WRKSTNNAME % 2F 42 24 1)
fH.
BN HEEF 458 | VARCHAR(255) it 3 &£ CURRENT CLIENT_APPLNAME 4 JH 2577 4 (8.
PO A R VARCHAR(255) Bt H & 4 CURRENT CLIENT_ACCING % JT 25 12 25 1.,
A BRSO VARCHAR(128) FRIN4 TS ADD_USER & DROP_USER [ F A {5 R 30 /.
{5 EFSCHME - |INTEGER e A HMEN ADD_USER, DROP_USER i
ALTER_USER_AUTHENTICATION K} ] {5 b F 3 /2 AR B
1 TEIF
0 AFEIE
g BT AR VARCHAR(128) SAE SRR AT AE LN SC 4 FR.
HRE R INTEGER HIRE 1Y 8 45

IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
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7 44. SECMAINT HH{ERY i icm7 7 (45)
B4 &3 ik
IR VARCHAR(128) Wi

AR E HAR I A

SECMAINT 458 s+ R

PLTFAIRE/R TR RER) SECMAINT i ACsi AR,
0x0000000000000001 Control Table

B2 00 BRI B XT3 B0 P ) 42 TR AL
0x0000000000000002 ALTER

BT 1 B Y 2O 2R U DAY R AR
0x0000000000000004 ALTER with GRANT

XFF VR TR — A REBUFH, 57 0 SUREE Y 2R 1% 3R 80T 5 FRR AL
0x0000000000000008 DELETE TABLE

B2 B SR B4 N B3 2 SRR 1R F) R A
0x0000000000000010 DELETE TABLE with GRANT

T ARVFR TR R, 5T 1 SRR 0 IR 1% 3R A R A
0x0000000000000020 Table Index

BT W SRS BORT R SRR,
0x0000000000000040 Table Index with GRANT

YT ARV TR RG], TSRS %R TR,
0x0000000000000080 Table INSERT

BT 0 SR 1 0] 2 R P R AT A AL AR AL,
0x0000000000000100 Table INSERT with GRANT

XEF VAR TR R, BT A SR B 1% 3R EA T AR R AL,
0x0000000000000200 Table SELECT

B2 7 (0 s DX R AT B R AL
0x0000000000000400 Table SELECT with GRANT

XFF VAR TR R, 45T 1Y SR Y 0 1% 3R AT e R I R AR,
0x0000000000000800 Table UPDATE

B2 0 SRR 1 X 2R SRR P R AT 5 A AL
0x0000000000001000 Table UPDATE with GRANT

XTIV TR RELE, #5277 (9 I X% 3% SRR 18] 047 5 A R AL
0x0000000000002000 Table REFERENCE

B2 7 W SR 09X R AT 5 YRR,
0x0000000000004000 Table REFERENCE with GRANT

XFF AR TR R, BT RS %R IETT 5 AR AL,
0x0000000000020000 CREATEIN Schema

7 W SURGE X L) CREATEIN 74,

0x0000000000040000 CREATEIN Schema with GRANT
X RVFE PR, 87 #3128 CREATEIN 474X,
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0x0000000000080000 DROPIN Schema

B 7 1 sl s #EC DROPIN 54X,
0x0000000000100000 DROPIN Schema with GRANT

XF ARV PRI, 7 T s i xf 1% 42 X ) DROPIN $FRAL,
0x0000000000200000 ALTERIN Schema

B 7 0 S I ALY ALTERIN HRAL,
0x0000000000400000 ALTERIN Schema with GRANT

X F VR PRI, T s i 6 1A ) ALTERIN #AYL,
0x0000000000800000 DBADM Authority

BT adEss1 DBADM AR,

0x0000000001000000 CREATETAB Authority
BTSN Createtab AR,

0x0000000002000000 BINDADD Authority
BT EER Bindadd AR,

0x0000000004000000 CONNECT Authority
BT 08451 CONNECT AR,

0x0000000008000000 Create not fenced Authority
BT S 4EEE Create not fenced (IR,

0x0000000010000000 Implicit Schema Authority
BT s e r Implicit Schema (PR,
0x0000000020000000 Server PASSTHRU
B2 7 B SRR 0 X I R 95 2% CHKG e R AR U ) A% 3% (Pass-Through )
THABFRAL.
0x0000000040000000 ESTABLISH TRUSTED CONNECTION
OO T (5 4%,
0x0000000100000000 Table Space USE
B 7 0 AR 1 7E 2 5 () R B R A R AL,
0x0000000200000000 Table Space USE with GRANT
B2 7 (0 SR 19 7E 3R 25 [B] Hh B 2 0T AV AT R AU A A R A
0x0000000400000000 Column UPDATE
27 W SR 09X — R — A B AR B AT BT AR AL
0x0000000800000000 Column UPDATE with GRANT
T AR TR R, 527 1SS %R 1 — A s 2 AR e S 317 508
REAL.
0x0000001000000000 Column REFERENCE
T B SRS B — DRI — DB AR S TS I RRAL.
0x0000002000000000 Column REFERENCE with GRANT
YT RV TR R, BT IS %R0 — A s 2R s T 5
IRRAL.
0x0000004000000000 LOAD Authority
BSR4 LOAD FUR.



0x0000008000000000 Package BIND

P27 SRS XA fL ) BIND FRAL,
0x0000010000000000 Package BIND with GRANT

XFF VR TR T, BT SR 1R P ) BIND RRAL,
0x0000020000000000 EXECUTE

27 1 SR XA P L s IR Y EXECUTE 4§#AX.
0x0000040000000000 EXECUTE with GRANT

X T SV T R AR AR A SRR, T R SR O 6 12 A AR Y

EXECUTE FF4L,

0x0000080000000000 EXECUTE IN SCHEMA
BT B SRR A A B B A B2 9 EXECUTE AL
0x0000100000000000 EXECUTE IN SCHEMA with GRANT

X TSR VE TR AR B R R BT B, BT A SRR B9 XTI 2 ) A Y

EXECUTE $§4L,

0x0000200000000000 EXECUTE IN TYPE
BT I SR X RSB (9 B A BilA2 19 EXECUTE FfAL,

0x0000400000000000 EXECUTE IN TYPE with GRANT

X TSV TR A SR R A BT IR, BT R B A X X AR Y

EXECUTE FF#U,

0x000080000000000 CREATE EXTERNAL ROUTINE
70841 CREATE EXTERNAL ROUTINE 4#4Y,

0x0001000000000000 QUIESCE_CONNECT
BT S QUIESCE_CONNECT ##AL.

0x0004000000000000 SECADM Authority
TSR SECADM ALK,

0x0008000000000000 USAGE Authority

B 7 s X P81 USAGE FRAL,
0x0010000000000000 USAGE with GRANT Authority

YT VR TRARUTS, 18T a8 1% )7 51 1) USAGE FFAl,
0x0020000000000000 WITH ADMIN Option

B 7 W s X ) WITH ADMIN Option,
0x0040000000000000 SETSESSIONUSER Privilege

2P a4 SETSESSIONUSER,

0x0080000000000000 Exemption
BT 10 s 14 S BR A
0x0100000000000000 Security label
BT S 02 e bn .
0x0200000000000000 WRITE with GRANT
X VR TR 42 Rre i, T I SRS Y B 1% 4 R i B R AL
0x0400000000000000 Role Membership
BT Y SRR 4 A8 6 R A

%9 B Wit LREICRA R/
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0x0800000000000000 Role Membership with ADMIN Option

B B SR B9 A (R BER with ADMIN Option,
0x1000000000000000 READ

B2 1Y sl A0 1 B4 R R A,
0x2000000000000000 READ with GRANT

XFF AR TR A RS R, 5T B SR A B UL 4 R AR AL,
0x4000000000000000 WRITE

BT s S A2 R R R AL,

SYSADMIN E4HEITHEEHE

THEE/RT SYSADMIN HA:H 054 R,

FEA O
timestamp=1998-06-24-11.54.04.129923;
category=SYSADMIN;

audit event=DB2AUDIT;
event correlator=1;

event status=0;

userid=boss;authid=B0SS;
application id=+*LOCAL.boss.980624155404;
application name=db2audit;

#45. SYSADMIN FHA{Fi#iFiC R4 )

2 & R
i e CHAR(26) VTSR H AR ),
55 CHAR(8) HF AR, TR S
SYSADMIN
Wi FH A VARCHAR(32) R TR,
AR E R B RTELL G 1Y 512 R G AR,
HHEH T INTEGER EAEHVT AR A AR, AT FRAR R e w1 53 5 A4~ 2 (A
xX,
PR INTEGER HIFHAFAIRA, B SQLCODE #H7x, Hip
HINESE > =0
KM EH <0
Bt P 44 R CHAR(8) A O R BAR 0 2 RR. IR T RS T AR, Ak
=N
i RE7 VARCHAR(1024) B SR R AR AR,
BAARIN VARCHAR(128) HIVT S 1 & A B B AR
JRIG T S SMALLINT BV S R A TG T S
BT A SMALLINT PIVRAR T 1 S
N R AR IR VARCHAR(255) BVE R & AR A A G R AR P AR,
N AT 2 75 VARCHAR(1024) VT & A B LA TR TR P 4.
(RO RN VARCHAR(128) BT S B AR IEAE T R T R A A L
WAL 2R VARCHAR(128) VT2 & A B LA A AR T B Y 2R,
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# 45. SYSADMIN H{ERHTIHICRAT G ()

AR &3 £
BFEaTHe SMALLINT BT AR R AR IEAE M AR T TS,
TR AR VARCHAR(64) BVE S R AR I IEAE R AR P LA AR
A H 3 %R IR VARCHAR(10) FOR|#itH kAN IEEM AN AL S SRR, X E A E S5 HE—#5
BIT DATA i SQLU_TID %544,
EIEE g Ty VARCHAR(30) FOR|#H [ kAR EAM N2 R/IESARIN, XEENF S HE S
BIT DATA [17 SQLP_GXID %4 (158 5 B
LU FRRR VARCHAR(255) Wit 3 &4 CURRENT CLIENT USERID % H2FfE#efi (i,
B P LA 25 VARCHAR(255) Wil H % 2P CURRENT CLIENT_WRKSTNNAME % 25 47 %4119
{H.
B PHUY TP &% | VARCHAR(255) i1k % 4] CURRENT CLIENT_APPLNAME % 25 /7 2118,
&AL A 5 VARCHAR(255) HFH £ 4R CURRENT CLIENT_ACCING & 3 fa i,
CIECH NN VARCHAR(128) SRR B ] A B S AR,
FEE AT INTEGER T REAY (B L 45:
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
YRR A4 VARCHAR(128) T T TR Y A

SYSADMIN &

TEH

TEYRTAREN SYSADMIN Hiif 24,
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7 46. SYSADMIN i 2

START_DB2

STOP_DB2
CREATE_DATABASE
ALTER_DATABASE
DROP_DATABASE
UPDATE_DBM_CFG
UPDATE_DB_CFG
CREATE_TABLESPACE
DROP_TABLESPACE
ALTER_TABLESPACE
RENAME_TABLESPACE
CREATE_NODEGROUP
DROP_NODEGROUP
ALTER_NODEGROUP
CREATE_BUFFERPOOL
DROP_BUFFERPOOL
ALTER_BUFFERPOOL
CREATE_EVENT_MONITOR
DROP_EVENT_MONITOR
ENABLE_MULTIPAGE
MIGRATE_DB_DIR
DB2TRC

DB2SET

ACTIVATE_DB
ADD_NODE
BACKUP_DB
CATALOG_NODE
CATALOG_DB
CATALOG_DCS_DB
CHANGE_DB_COMMENT
DEACTIVATE_DB
DROP_NODE_VERIFY
FORCE_APPLICATION
GET_SNAPSHOT

LIST_DRDA_INDOUBT_TRANSACTIONS

MIGRATE_DB
RESET_ADMIN_CFG
RESET_DB_CFG
RESET_DBM_CFG
RESET_MONITOR
RESTORE_DB

ROLLFORWARD_DB
SET_RUNTIME_DEGREE
SET_TABLESPACE_CONTAINERS
UNCATALOG_DB
UNCATALOG_DCS_DB
UNCATALOG_NODE
UPDATE_ADMIN_CFG
UPDATE_MON_SWITCHES
LOAD_TABLE

DB2AUDIT
SET_APPL_PRIORITY
CREATE_DB_AT_NODE
KILLDBM
MIGRATE_SYSTEM_DIRECTORY
DB2REMOT

DB2AUD
MERGE_DBM_CONFIG_FILE
UPDATE_CLI_CONFIGURATION
OPEN_TABLESPACE_QUERY
SINGLE_TABLESPACE_QUERY
CLOSE_TABLESPACE_QUERY
FETCH_TABLESPACE
OPEN_CONTAINER_QUERY
FETCH_CONTAINER_QUERY
CLOSE_CONTAINER_QUERY
GET_TABLESPACE_STATISTICS
DESCRIBE_DATABASE
ESTIMATE_SNAPSHOT_SIZE
READ_ASYNC_LOG_RECORD
PRUNE_RECOVERY_HISTORY
UPDATE_RECOVERY_HISTORY
QUIESCE_TABLESPACE
UNLOAD_TABLE
UPDATE_DATABASE VERSION
CREATE_INSTANCE
DELETE_INSTANCE
SET_EVENT_MONITOR
GRANT_DBADM
REVOKE_DBADM
GRANT_DB_AUTHORITIES
REVOKE_DB_AUTHORITIES
REDISTRIBUTE_NODEGROUP

VALIDATE E#4MIFEITEEHE

TERE/RT VALIDATE HAFRYH HEAM L

FEAH O R
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timestamp=2007-05-07-10.30.51.585626;

category=VALIDATE;

audit event=AUTHENTICATION;

event correlator=1;
event status=0;
userid=newton;
authid=NEWTON;
execution id=gstager;

application id=+*LOCAL.gstager.070507143051;
application name=db2bp;

auth type=SERVER;

plugin name=IBMOSauthserver;

7247, VALIDATE FiFRGe 110747

B B ik
i [E]C CHAR(26) FF SRR H A A,
el CHAR(8) HO SRR 5. W] RE A (45
VALIDATE
GiRaE 2GS VARCHAR(32) e o€ TS,
AIfEM{E (U35 AUTHENTICATE #
GET_USERMAPPING_FROM_PLUGIN,
E FERR 9.5 FIEEHTRASH A B GET_GROUPS, GET_USERID
Il CHECK_GROUP_MEMBERSHIP,
AR T INTEGER IETER VAR A AT AR, AT AR R SE o 10 7 5 A F AR
*.
RS INTEGER B FHFAIRA, H SQLCODE %Rk, Hrf
WU FEE > =0
R EMF < 0
B A4 R CHAR(8) N HAE B AR R AR, R B RSB GOR TEEAE, IBAR
2=,
AP FRR VARCHAR(1024) GRS NN A 732
FARIA VARCHAR(128) CiRA L A RNIUEZ e
PATHRIA VARCHAR(1024) VAR A I IEAE B SR ATAR IR,
JELA A SMALLINT WV R AR T TER T S
PhIRARF T S SMALLINT PR F T Y S
I PR AR IR VARCHAR(255) TSR R AR IEAEE N AR T AR iR,
ISR A VARCHAR(1024) VSR A I EAE T R AR P 44,
NS VARCHAR(32) HOF SRR AR AR,
e P A VARCHAR(128) BIVE SR R A I A AR R A
LSRR VARCHAR(128) BTSRRI IEAEAE AR 7 i A4 7K.
BFATS SMALLINT BV SR R A I IE AR AR e A T
7 B R A VARCHAR(64) BV SR R AR I IE A AR 7 6 Y R
{1 2% VARCHAR(32) BV SR AR I LA T 4 2 14 24
Al 1 55 BR R VARCHAR(10) FOR | ®it3 k& EN IETEM R A S 50510, 2 E B %5 H & — B
BIT DATA i SQLU_TID #fh,
ENSE N VARCHAR(30) FOR |#it 3 fF& RN IEFEME H B2 RS 5 inil, XEE NS5 H & — 50

BIT DATA

() SQLP_GXID &4 i ¥iudis 7 B,
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# 47. VALIDATE F{FRGHIHICRAT G ()

AR &3 iR

& P P ARIR VARCHAR(255) AP F 4 &R CURRENT CLIENT USERID & 127 f7-4% 19 {H.

& PL AR, 47K VARCHAR(255) B HA/F &R CURRENT CLIENT_WRKSTNNAME % I 2F4E 25 19
fH.

TP AFEF 48K | VARCHAR(255) BT & 4EIF CURRENT CLIENT_APPLNAME % 3577 g (I H.

PO AT R VARCHAR(255) Bt 3 & 4 CURRENT CLIENT_ACCING % JT 29 f£ 28 1.,

GRS VARCHAR(128) SAE RS R A5 L U 44 FR.

G EER INTEGER A RE [ B 45
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

YRR I F1 VARCHAR(128) R A E B SCARR I A A 2R,

CONTEXT SE=HRHEITIERT R

FEREART CONTEXT HHFAYHTIHCRA .

FEAH THOR:

timestamp=1998-06-24-08.42.41.476840;
category=CONTEXT;

audit event=EXECUTE_IMMEDIATE;

event correlator=3;

database=F00;

userid=boss;

authid=B0SS;

application id=+*LOCAL.newton.980624124210;
application name=testapp;

package schema=NULLID;

package name=SQLC28A1;

package section=203;

text=create table audit(cl char(10), c2 integer);

# 48. CONTEXT FHAFHIH TR A

AR &= iR
ik AL CHAR(26) VSRR H AR ),
x5 CHAR(8) B HAE IR, TRE (1S
CONTEXT
i F A VARCHAR(32) FEE M H S,
TTRER(E fU35: BoRTEILZE)E RF0 2= b B AR L
HIFA A T INTEGER IEFEH T IR A AR, ] AR AR TR LE 6 1 % 45 B = 1A
x,
B £ FR CHAR(S) R HA O BRI A FR. IR T R T S, Ak
=]
P ARiR VARCHAR(1024) BV SR AR IS T P AR,
M FAfE N SWITCH_USER, M B F Ry 2 ny P FRiH.
BAFRIR VARCHAR(128) BVF S & AR I B BRI,
YV SWITCH_USER B, MFEBF R E MR ARR,
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7¢48. CONTEXT H{FHI#HIHIdRM G (4E)

AR & iR

JEG T SMALLINT BT AR R AR TR T S

IR T A SMALLINT PVRIAR 3 1 S S

N ARE P ARIR VARCHAR(255) BB AR I IETE AR A Y . AR e Amii.

N AR 7 44 B VARCHAR(1024) BT A R AR I IEAE AT A R R T 4.

[ty VARCHAR(128) BB A AR I IETE A AR P A

BAF a2 VARCHAR(128) BT A R AR I IR AR AR I 2R,

BFUTs SMALLINT BB AR IETE A R P R i 1545,

OB &N CLOB(8M) SQL = XQuery HMAYICA (MG ), W SQL = XQuery 1
A SCARARTH H, HB4k NULL,

[EREENTEN VARCHAR(64) BV G A AR IETE R A A e L B AR

A 55 FR iR VARCHAR(10) FOR | # it & A B EAE M T A F 55 hRiR. X BAE NS5 HE —#0r

BIT DATA ) SQLU_TID %#4),
2R F 5 ARIA VARCHAR(30) FOR|#itH M4 EAMNIEEME N2 R/HESMIA., XEENFSHE D
BIT DATA 9 SQLP_GXID & #hh i1 B 52 Bx.

PP RRR VARCHAR(255) T % 4Ef CURRENT CLIENT USERID % Jfl 27 fE #a (A,

&AL AR S FR VARCHAR(255) TSR ERT CURRENT CLIENT_WRKSTNNAME % 21 42 24 1
fH.

BN FEF4FR | VARCHAR(255) it # & 4R CURRENT CLIENT_APPLNAME % JT| 2577 4% (41,

& P HLCK AT H VARCHAR(255) H T/ A 4R CURRENT CLIENT_ACCING % % i H{HE.

CIECH & VARCHAR(128) LGSR RN S SR 1

HRE R INTEGER AT REAY(E FL45:
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

YRR I 1 VARCHAR(128) W] AF AR A,

CONTEXT '?ﬁ'i.‘l'$1’-“|:
T35/ TRl RERY CONTEXT ®it={f.
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#49. CONTEXT W3

CONNECT CONNECT_RESET
ATTACH

DETACH

DARI_START

DARI_STOP

BACKUP_DB

RESTORE_DB
ROLLFORWARD_DB
OPEN_TABLESPACE_QUERY
FETCH_TABLESPACE
CLOSE_TABLESPACE_QUERY
OPEN_CONTAINER_QUERY
CLOSE_CONTAINER_QUERY
FETCH_CONTAINER_QUERY
SET_TABLESPACE_CONTAINERS
GET_TABLESPACE_STATISTIC
READ_ASYNC_LOG_RECORD
QUIESCE_TABLESPACE
LOAD_TABLE
UNLOAD_TABLE
UPDATE_RECOVERY_HISTORY
PRUNE_RECOVERY_HISTORY
SINGLE_TABLESPACE_QUERY
LOAD_MSG_FILE
UNQUIESCE_TABLESPACE
ENABLE_MULTIPAGE
DESCRIBE_DATABASE
DROP_DATABASE
CREATE_DATABASE
ADD_NODE
FORCE_APPLICATION

SET_APPL_PRIORITY
RESET_DB_CFG
GET_DB_CFG
GET_DFLT_CFG
UPDATE_DBM_CFG
SET_MONITOR
GET_SNAPSHOT
ESTIMATE_SNAPSHOT_SIZE
RESET_MONITOR
OPEN_HISTORY_FILE
CLOSE_HISTORY_FILE
FETCH_HISTORY_FILE
SET_RUNTIME_DEGREE
UPDATE_AUDIT
DBM_CFG_OPERATION
DISCOVER
OPEN_CURSOR
CLOSE_CURSOR
FETCH_CURSOR
EXECUTE
EXECUTE_IMMEDIATE
PREPAREDESCRIBE
BIND
REBIND
RUNSTATS REORG
REDISTRIBUTE
COMMIT
ROLLBACK
REQUEST_ROLLBACK
IMPLICIT_REBIND
EXTERNAL_CANCEL
SWITCH_USER

EXECUTE EH/IHEITIEEHE

FEMA TIEN EXECUTE 51— #6008 HI B A 7 B

FEA TR

i SHAERGIARE, EU#REXEFHITHER, EXECUTE Kiln s BRE
MT#R - EE B - F MR F RS, A EFEI S T STATE-
MENT, HARfTHASHEIRMCSREL R, 02385017, JFHEMNRNFEFEE
KT DATA, DRSS A EFHT T HEN, A—Kids, HERBENHELEZAN %
H. DATA i H i A A .
timestamp=2006-04-10-13.20.51.029203;

category=EXECUTE;

audit event=STATEMENT;

event correlator=1;
event status=0;
database=SAMPLE;
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userid=smith;
authid=SMITH;
session authid=SMITH;

application id=+«LOCAL.prodrig.060410172044;

application name=myapp;
package schema=NULLID;
package name=SQLC2FO0A;
package section=201;

uow id=2;

activity id=3;

statement invocation id=0;
statement nesting level=0;

statement text=SELECT * FROM DEPARTMENT WHERE DEPTNO = ? AND DEPTNAME = ?;

statement isolation Tevel=CS;
compilation environment=
isolation level=CS
query optimization=5
min_dec_div_3=NO
degree=1
sqlrules=DB2

refresh age=+00000000000000.000000

schema=SMITH
maintained table type=SYSTEM

resolution timestamp=2006-06-29-20.32.13.000000

federated asynchrony=0;
value index=0;
value type=CHAR;
value data=C01;
value index=1;
value type=VARCHAR;
value index=INFORMATION CENTER;

# 50. EXECUTE HA{FRIHT it iC A )

AR &30 ik

I ] CHAR(26) HUE SR AN ]

25 CHAR(8) G2 AR DS M e iR R a)
ff: EXECUTE,
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7¢50. EXECUTE H{FHI#H I Id 7RG (4E)

AR

%3

iR

G eE

VARCHAR(32)

FEE B S

AT AR A (A B

* STATEMENT #f7 SQL i&
Q)

* DATA iy T2 R sS4
PRICEUR (.

I B K X 38 ) v LA Y
METRESHIFICEE.
BRI SRR
H&H.

+ COMMIT 7 COMMIT i
a|

+ ROLLBACK #f7 ROLL-
BACK iE/]

SAVEPOINT AT
SAVEPOINT %]

+ RELEASE SAVEPOINT {7
RELEASE SAVEPOINT iE
]

¢ GLOBAL COMMIT f£4 R
H 5N HAT I S

+ GLOBAL ROLLBACK 74
A5 AT IR

« CONNECT #2575t o % 45

+ CONNECT RESET # || %#
JE 4

« SWITCH USER ¥ [ {i5 % 4%
BRIk

R RIPSSE

INTEGER

IEAE R VT Y31 B AR AR L
A AR PR L F It S
AHEAER.

RS

INTEGER

W HEFWRES, H
SQLCODE %R, HHAH IR
HME > =0, KMMIEH <
0

B IR 45K

CHAR(8)

o HC R R 1 R TR Y 44
PR, AR E R S 4 BT
Tk, 24 hZ=A.

LiRE N

VARCHAR(1024)

HOE SR AR P AR

BRI

VARCHAR(128)

TV OF AR I R 3 ) AR

P

EIERAARIA

VARCHAR(128)

OV S AR I I 22 35 AR AR

.




76 50. EXECUTE H{FHI#H il 7/ (4E)

AR &= iR

JELE T SMALLINT O kAR BT AE Y S
.

R F T A S SMALLINT PIRIAR T 1 S S

NP ARIN VARCHAR(255) B S A I O AR A A
RFEFFRIN,

N AR 7 2 7% VARCHAR(1024) B VTS & 2 I A A
T 4.

&I FARIR VARCHAR(255) Wit F 4 &4 CURRENT
CLIENT USERID * F&if7 e
MIAH.

B AL A 5 VARCHAR(255) B &4 CURRENT
CLIENT_ACCTNG % I 2ifE4s
HIMA.

& POHL T ARG 4 VARCHAR(255) Wit FH 4 &4 CURRENT
CLIENT _WRKSTNNAME % f
ARG ME.

& PHLY AT 2K VARCHAR(255) Wit H 4 &4 CURRENT
CLIENT_APPLNAME % %47
.

A TSR VARCHAR(128) S {F#E g BT fE LR
1 24 F5%.

HEHAF RS INTEGER ] HE Y (E 015
IMPLICIT_TRUSTED_
CONNECTION 1
EXPLICIT_TRUSTED_
CONNECTION,

Ak (1 F £ VARCHAR(128) T S AR A,

FEP A VARCHAR(128) BTSRRI IR AR A R AR
PR,

AL 2 VARCHAR(128) BT g R A I O AR A T A AR
TR,

(e ORT] SMALLINT B SR R AR I AR A R AR
PP TS.

P AR VARCHAR(164) g R A I I AR T A AR
A RRAR,

AH %R iR VARCHAR(10) FOR BIT | #1344 & A0 IE M HI A A

DATA HWFEHSIRIR, X RENESH

FE—#B4Y SQLU_TID 454,

2 JR 45 hRiR VARCHAR(30) FOR BIT|#itH kAN IEEM M2

DATA

Fg sl XRE NS H
& —#BST ) SQLP_GXID 4544
B 7 B

UOW #5il

BIGINT

P S TR ROTAR L
(EAE 54> AR BT R B AR P
PRI — .
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7¢50. EXECUTE H{FHI#H I Id 7RG (4E)

AR

%3

iR

1 bRk

BIGINT

TAEH I HME— 15 ZhARiH.

A AR IR

BIGINT

847 SQL A Y B RE I FIAR
L I E AR R AE 2 S )
PEAT O BIAR A K, X S
PRIV G AE B R P o 15 2l
W UEATHY . AT DA TR 5
R B ) — T R M
—FRIRRRE SQL I AT .

BIGINT

AT IE A AT R o wl
Gl AR E G X R — A
A AR g P 2 W ER A
(UDF) Ryite £ st 116 M.

e

VARCHAR(32)

(CEIliESITR
AT RE A E A
« READ_DML
+ WRITE_DML
- DDL

+ CALL

+ NONE

AR

CLOB(8M)

SQL K XQuery I&M) M LA
(ansfid ).

i) B

CHAR(8)

BTN R 1% 35 R A R B
B,

A HE A (A 4

* NONE (AR5 ERE5])
* UR (CRVEFERYEL)

* CS (ithrta )

* RS (FfEt:)

* RR (A[HEE)

BLOB(8K)

i iF SQL IF AN FHI 4 A
B, WAL T RKER
COMPILATION_ENV R
A, {FEVEHN SET COMPI-
LATION ENVIRONMENT SQL
BRI
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76 50. EXECUTE H{FHI#H il 7/ (4E)

B [TEN ik
BT EL INTEGER Aah T FAERIETI M. 6
NS BT HY AT R
o TEMNBR B AE B G T AT
EAT

o QR E L BT A ol A A Mk K
) SQL &4y

WREMATES SQL iE4), B
LERE A BT
By, TERLERN, 7R
WP E RN, HTFERES -
TR, ©RMNEES IR,
WE M4 F SQLCA [
sqlerrd(5) L.

SESEIUE RS BIGINT A B 1B E] A B AT

PRAF SRR BIGINT S RGN DOREATEEIR R qilR TS
AP, WRFE I FHG R
SAVEPOINT,

RELEASE_SAVEPOINT &
ROLLBACK_SAVEPOINT,
HBABRAF S5 AR R 53 i IEAE BE
B, BEER BT L

JEAIHZE] INTEGER SQL & H] P it FHY S A 2 b
JeE F AR .
eS| CHAR(16) 55 SQL 1HA TR M HicH (257

() 7F B R, AT RE MY (E 7R B
4 INTEGER 5 CHAR,

) fE CLOB(128K) SQL i 4] B KH (B 19 745 S %
/. LOB, LONG. XML Fiig
RS HORFE. H I,
IF ] RIS ] 38 3E 7 BEid sk
ISO ## 3L,

%9 & #itTHidRam R 207



208 i e e A



% 10 E EFHERFREREN

BAE RGP Mt L 2 VRN RERROE, AT LURE I E T IR SCRe ROl R 223 i 22 e 1

DB2 #1 Windows Z £t

Windows Il i 45 % HLIE— B9 ARSI P ALRIR 55 f A0 AL 5, B %a
Vil A" (SAM) RJSA K Bl e, P ay s — it R PUR sl g, i
il 8 B 7 s AR PR A DT

o ) e 7 PR P e S P v A A B R VIR Sk S L X R, #B
A =D R REE (PDC), Telih, &0 DUA & 54z il d: (BDC) ,
BB 32 3l ) g B Sl g8 N AT AR ik P S R SR A Win-
dows Security Account Manager (SAM) Hdli FEfEIA, %% PDC F#Y 3 EIAS & 1
Al 4.

St AR e b ORI P AR RURIE it m] DA [ S8

i¥: CONNECT ififyfll ATTACH iy % 33 M b ALY Rl 5 SAM A HY
F PRI A R A T e — S RE N “Domain\User” [ £ 7%, HE KK ER 15 A4,
X223 Windows i 55 #wif BB B AR, W] SR AR T AN 4

o FEFTHECR B T i A

o TEE R AR A O b8 il A

o FEC HI AR ST R 55 A

T B ) 2 B MR A5 O T i

P AT RE BB SRA AL A, o 4 7E Windows I Hh 2 HLARINE, P AT RE LR S
B, BN, DB2 HCRAEAMILAS, IRE R A BE  &, mE R
PR A AR A — e nl 5 4,

2 TR Nl AT Y, B DB2 SRR B 45 4R AGE. 1T E AR R
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JLip—
=| kR Eat | KA | = ARG
i | “Dc1” | , [i) “TDC2”
? A
B F
o1
v
g # UL Bl
lvan NTR i
*
Bl B ok
v v
=i| windows |
i—| Mg “servr” | E “ﬁiﬂ”
GT—ﬁ%ﬁﬁ* r>

& 5. i H Windows 1 BY3A 1iF

BENMEA — e EdEE, W2t E” (SAM), DC1 ZhfEfkle, H
HEIE TR L Ivan Al DB2 HR%5#% Servr, TDC2 J& DCI M —Ar{EH, &1l
Abdul & TDC2 Ay H) — R .

INERZE
BEHRSFINERNAE (Windows )
1. Abdul %35 TDC2 B (HI, ©FF TDC2 SAM %dk/Erh 2 aliH 56y ).
2. Abdul #Rj55 —1 DB2 /i s:, PSR4 H I T SRV3 L

db2 connect to remotedb user Abdul using fredpw

3. SRV3 #E %] Abdul WL E, MTAKILEER APL §o@RAMLEG
(SRV3) , SIFHREELER G (DC1) , FEZHEREMAEE, £ TDC2 £
B4 Abdul, B9 50 B 7 ANALEY) AN RS ],

4. K5 SRV3:
a. £ TDC2 LI&E 7 2 F%H,
b. LA TDC2 3k T Abdul J& 7528 5,
c. JEiLifIM] TDC2 k326 fiif Abdul (4.

BEEZANGNEF Windows Z AN AZER
1. % Dale B3t SRV3, FRREEc ST DE B k7 P

db2 update dbm cfg using authentication client
db2stop
db2start
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2. Ivan 7£ Windows % J1flL L% s% DC1 4 (B, flife DC1 SAM i v 2 nT i 51
).
3. Ivan RJG5—4> DB2 Bl Eidsk, B/ widH T SRV3 E:
DB2 CONNECT to remotedb user Ivan using johnpw

4. Tvan MIMLARIGIE P MRS, T AERILE R APT H R RAMLE (Tvan) |
AR E 4 (DC1) , FfaZEREMa{F, /£ DC1 L3&E M 4

Ivan,
5. SRJG, Ivan HIPLES T DC1 SEEGIE 2 44 f5 65,
6. K5 SRV3:

a. fERHRA Ivan AU &

b. JEfIE] DC1 2R Tf# Ivan EAJEE B,

c. JETHMIN DC1 RKFNEFAH Ivan (4.
i e R DB2 Bl E 2, AT R DB2 waekss. “HeMREIRAERN
Windows ZEEEM —FPor L3411, SR)G 22%% DB2 JRK B M A Windows R4, {H)E
EASHNE, BEs“DB2 %45, iEHi A NET START DB2NTSECSERVER fir4,

M FHEMLZFEF (£ Windows )
DB2 ¥l E R % X R,

ST 2 AL IS 4 R AT AR ML, Y DB2 HCIRFER RO HA A
BERFTA AL, SR P BT RA A AL (e~ Rk, %% R
AR — A2 A AR LR ).

AET T A 0 J7 e 0 R 2

« ARTEANAL . TR A AL TV TR

© R b WX A AR TR AL,

BEMEEFES DB2 HiEERSKE&EH
WA AT DB2 Hda e RGN A5 A58 Fo 4 A& iz il e, IRAHACE DB2 K /F &
GELUGE A Oy B i g, Tt DB K e L RE I sl /0 ) 46 i
il 41 & DB2DMNBCKCTLR {EMRATE K DB2 Ml R GUHE E (b4 il &7
U GEHNIE DB2 Hidfe 122 e 55 70 24 oA ks o i ) R0 4 A, AR A :
db2dmnbckct1r=<domain_name>

Hr domain_name AR K G,

ik DB2 Bl e R G A ML AR 70 24 A O it il A o s, 61
DB2DMNBCKCTLR=?

i BVETEOLT, DB2 Kol R B A A Y Oy SRR, PR N A A 6
AT DA S 5 AR RO R 2, A B e i, 2 T I A A 2 R
Ve, EBOA R U 2 A O I i, AR Ak il ol R B R 2. WA
FEM 25 S et ), S0 THRALIN SRR 55 ARa T, ARk A X A i,
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Windows _/j DB2 FBPFIAIE

212 R e this

APaAZRE (Windows )

A — 204 E T Windows PREGHYJRFRME, W AE AL DB2 X 4 iy 44 ML 18 .

* Windows TR P ZAXD KNG SR, HBX KRG,

« HPEHAZATTDERGFAS/NETFANA G, SR, 47 DB2 Kl i i,
EANTEF PR ARG TR, i, WREREE I AIE L schemal.tablel, A2
B#AE Sy SCHEMALTABLEL fE#fe8cdlaferh. (UREFH B[/ NEXN G4, A4
M AT AT B R i RN R ARG S, il % =77 ODBC i LA, )

- HPAREET 64 H4LIE,

* DB2 il A B SRR AR a], B, FERIE A s TNy, AR AR P
e AN AE Z AP AR SRR 55 R HO A SAM 1 5 — Sl P AF A,

Windows _ERYZAFIA FIAIE
¢ Windows [, it {fi FIFK e Fl P45 2819 Windows 43 T ELAI% F Pr i ook i 3
FAPT, A At S ORI ) I P — A4,

A eVF Windows 5 3 B [ INAF A FRFN VR Al B2 T 41 A A9 45 A P i AS 426 0 S0 48 47 A

AP, SRS =R, AR SR (SAM) 2l % i g OF4ER

.

EEPLESSIRN R

o A4l Agln] DU IS AR UK S B PR R R T T, AR A A A B
MEEE L, IEAAMAL T IS Windows b sk FfI4 . QA2 2
FE ARG ERIRERY, IRAERRE TIZ TARNR.

s 2R, 2RERAETHERS L, HASEE SAM Bdlm e ay ke, B,
e AR BT AR KT EAARE R S AT A A AL B
AR 4 R4 E O IR R 55 A A i DL AT A Sl i A 4 R AL

Windows _Hig 2 8] {E i X &
1 9 ¢ 232 A 3 2 1) 1) A8 BRORIGE {5 R I, P32 ) 1) 455 3 O R TR AE a8 S Pk
JUR I 2 A e s S AT 4 R,

ST A5 B LSSk A B AR Z AR Y L A A JR A AR RIVF AT, R E
ESGRURGILIM & A0 iRl = B VW S K i VA

TR R A T
o MU BEBRAE U — AR E AT .
o AfEER SEERE (fEED 5 — D EOAER .

fRBC R AL B, X RN AL P 8 RIS Oy ) bl 57 e S O &R
tn, fFR AT HEAS — i i k.

DB2 #iEEZ %1 Windows Z£RE
£ DB2 B RZg+, ©% M P LI GEE RS “DB2 KRG = HI4y .

K% P AULSBCE T CLIENT DAk Y 55 # FH % e A BR <4 42 ik 55



EFEER S L= DB2

1t Windows s, ATDITE ES &= hilds EVGE P, A S8 — b g
BRI — A AR 2 (BDC) BRI LAN th,  IWERFAR B2
AT RLFE P g s B & s g B UGER P, e A £ HlgE (PDC) Sk
HATINIE,

XA, HA ROk 0 S DER RS EE R, LAN A Gek s
BDC H1E &L T IR A4 5.

TEFHIZEAFT, 272 BDC ERAIAIE:
* DB2 Windows Rl 55 i £ 225 FE & 0 i il i L.
© B4 & T DB2DMNBCKCTLR MEE UM R,

st DB2DMNBCKCTLR #f % M R R AR ESiEE AT H, 4 DB2 ks
FTE s 2 B BTN,

DB2DMNBCKCTLR {4 &0 B % B R A <7 8l 4.

1 DB2DMNBCKCTLR #5303 i %645 Bt i% & 1] 5 ( DB2DMNBCKCTLR=?) ,
A 2AE T BIZAE T, DB2 it 55 b 76 5 O il F il b AT HAIE:

* cachedPrimaryDomain /& X AL 25 BT J@ 1Y Sk 19 22 AR 138 B 1 W 2= (8. (T UAE
HKEY_LOCAL_MACHINE --> Software --> Microsoft --> Windows NT--> Cur-
rent Version --> WinLogon T3tk &, )

o R SSdE BEAR s A 00 A R G S BT AL CRIAILER B AR AR KA. )
* DB2 M55 s T A8 /1% ARG E E A3 _E 09w Oy S i 4.

DB2DMNBCKCTLR=? % B (EH 550 T ol DR, (HIFIETE I A 215 T #FAE R AE
M. W ERA R TR0 E RSN, LAET I EALN S A R R S
BUEFAIEGR, K LAN FTREARISAT VI BN R, BRI 55 # 48 BL 88 00 15 Bn]
REAEEOI, TEXFIEOLT, A —FrdokE A0 DB2 k55 #5705 0y s il 25 4k
fFIMIF: 1% DB2DMNBCKCTLR=xxx, HH' xxx & DB2 R 4#5f Windows {44,
R E, ETIIRMT, R &AL &0 sl ds il L

* cachedPrimaryDomain J&Xf M AL &5 BT J& (9 5l i 42 PR i B e R (. (a] DLAE
HKEY_LOCAL_MACHINE --> Software --> Microsoft --> Windows NT--> Cur-
rent Version --> WinLogon T3 ik &, )

o LG E R E A A O s AR CANSRAZ DL AR B & 9 55 — A BOAY #  delp )
i, B 2MCBUE K S EUER, )

& LA Fnig = £ HATIAE ( Windows )
BT SRR ST, DB2 ¥yt i 250 AV 148 o A o 41 5 4 S 41,

U A R AEA M 4 SR A R R AU SO, O R A D E SO AR I 4L A B
SRy AL 5 B s S, IR AT 5 P R 2 A

DB2 Hufla 448 BAR SCRF T A2 9 41

S

- e

o VENAHLA B Y 2 SR
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DB2 By 2 B4 FH P BT AE Y % MR R MO A AU 2 JR ], 12 X
SO 5. DB2 e RS T M, oI AP T AL E g, AR E
3T DB2 BfEER) A Windows RS54k LAl T DU AR Silar 4 ok 9L
g
- Mt aeRikE:

db2set -g DB2_GRP_LOOKUP=Tocal
— XTI E:

db2set -i <instance_name> DB2_GRP_LOOKUP=1ocal

Kiibar %2 Jh, wE IR DB2 HR sy, SRR RshEA M iR, A
Ja, QU FR Bk e R AR A A .

EERREMNITA DB2 ME AT MEREE, WA
db2set -all

tn4E DB2_GRP_LOOKUP HEE 3 M 245 1% B h local, 54 DB2 HdE e H 2t
TEARMMLER R P H, SRR Z P E O AR A o 4 R R i1, ARz
EAESL &R, DB2 A% 7 —Las L ey filds B P 4.

AR E DB2_GRP_LOOKUP ME MR =, HA4:

1. DB2 ¥fii e R4 oA (e M — Hlae &R,

2. WA A AAS L T 3 0E S, IR ARAA L T AOATEZ

3. WERDIAH D KEARNZ A, 84 DB2 Hdi R s 7E B R AR P
%, RJEAE R B

UNSR DB2 il A AR A A O % PR 3 s ) e Oy s o A O PILAR Lozt R
AE B AR AL A W] A5 P B AT AT P i e, SRR RO SRR R dal 9 O A
i A B 22K OCFE s i b A RE IR,

W DB2 K R MR BOAFE Rz 4% BaatT, RN A H:
db2set -g DB2_GRP_LOOKUP=DOMAIN

Bt 445 UF DB2 KUdi 2 2R G0 6 H B O A0 S e pd Sl o) e e 2 IR 7 S g i i
#Fk. B, 25 DB2 Kl AU E K PR x e R, B SRR AR
HHE CRYBCP AR, AR AR x ARz hlas. #5 FRE o b g
AR, FRIZ AR gia T DB2 MR M Lar. BT IEA P A

Lo Bl e A ol IR, R A R i A Bl il 4
2. BEBPE G AL IR 7 B, R R A S

& AE HEFRIEGI R TINE
A e SR e BT 200 ST BRI, T (i b o P 245 ) B 4

H— W P 9 B P IR R RE SR R E 5 — HP RS P AR AR, 2l T
LA R SRR, T fE 2 5 R RO

« WIESA R ARG T AR B 240 H .
o AR, DUMEARTEA R T ARG

© WL,

o PRI LI



R T G R R R 22 P B AR TR P AR S R RR L, R db2set FIVESM AR R
DB2DOMAINLIST & X HEF 8138, W BWFE, FHiZ5 0 8 a8 s, A
UEF P, BRI 8 2R I 1 A R ) e E

LUESE SN e 1 o N TR e v BN DS AR 7y AN K v T I 7 AT I E B s - DRR o
.

A AR V. AN, AR A R EORTES R, B4R A RE IS .

E CCABORE A AR B PR E T CLIENT LR, DB2DOMAINLIST {: fift 32745 &
AHR, R WindowsI 3R B 35 B Windows S i # i 6ok, B AT &
DB2DOMAINLIST /i %745 . DB2DOMAINLIST 3% ¥ 464y DB2 It 45 % 3 F5,
B, WERE P LRI 45 #5800 T Windows IRBEr, F 24 A 2 5 il 8 1]
DB2DOMAINLIST,

HREt# (Windows )
PATRGIBEN T DB2 KUl Pty SRS AT LAN(T 5 Windows 224k, [59 1F 44
AR L, LA DA T .

TEAT 7 8, BN S5 A s 4 RATER — 8 b, FrRInT RLsEAT i 4%,

R, WP A5 s 4 Jr 4 T A e AT 5l e e 55 e i B S, (B E T e
—AM

H 51 I A Y I 1%

Domain1i

Domain2

fF1ES Domain2 [{5F#i5e 3. o TFfE5 Domainl HY{EHi% .

o EXTARME AR grp2.
s EXTHF4 id2,
« 4 id2 & grp2 1—#Rr,

DB2 fjt 55 defE st hiaty. Mt % T 41 DB2 fir

R

REVOKE CONNECT ON db FROM public
GRANT CONNECT ON db TO GROUP grp2
CONNECT TO db USER id2

P e R, ([HHERA 1d2. HREZ et

FEMIR PR EIH P 4% 1d2. DB2 FREUCET I 1 Mot s
B OCH, BRA grp2 #1—#k5).

B0 P 5 A4 M ol 4 Jm LA ] — 3, B DART DLk AT 3%

%,

{FRFRI<EIXEl Windows A FHIAEEE

VI 4 AR A UERE SR RE R 22 4 BRSO R, DR 4 R AR A £ B 4G 5 i R ik
RESCIHY P i P AR PURIRE AL

O, RGUE I B T 2 e BRI AT R E B R B UE A AD,  AREASAR 2 A
Wk, IBAFRGE R T ] 4 . e AT BB U RE 8 FH I 5 e 4 i AR
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TR e v G A7 SEUE AR O ] 4 . B RFENEZ )5, #R1E RS & 8 A7 1
RSEIE, HRREE PR &Ry, W] LR S s G A7 5 | — YO8 sk i T 1] 4 i,

il 4 R4 i J8 2w A OG5 B AA A Mg (2 R/A, B4 ME i
41).

E MM AR R, RIS T U A R SR, A T LR 9 AL A R & 5

.

FA VI RSy, 620 db2set 4 # DB2_GRP_LOOKUP JEfft A&, o
T CTE M R A B I P R

+ TOKEN

LRI IR AV ) 4 S RE,  AFEA HBATLAR LA B SCRUP K P 92 & (AR stk ot
FERCRE SCHY ) A B R i A 4.
* TOKENLOCAL

EHE IR P ) 4 R SR LIAE DB2 $odla i i 55 i B4R 7 BT ) 2 A Hh 2L
+ TOKENDOMAIN

LR T Js P 5 T 4 ot S 3R DU 2 SO P i P B 07 B AT O 7 BT vl 4, Bz &
MW HNLT DB2 Hide 7 e 55 i A ksl A< .

[ % J&f | DB2_GRP_LOOKUP MR R IR E4I AN E, LIdER DB2 He/%
RGN FORAIRE L B &L B,

db2set DB2_GRP_LOOKUP=LOCAL , TOKENLOCAL
OHE FE IV ] 4 RS DIBCE A 4

db2set DB2_GRP_LOOKUP=, TOKEN
A SR V4 SRR, DAFEAS LR DA B SCH P AR iR 00 B (A SR e P e 1
e ) B4

db2set DB2_GRP_LOOKUP=DOMAIN, TOKENDOMAIN
RORE IR VT )4 RS HS,  DAAERE SR AR iR A (o B M B A

DA AIEZRRY (CLIENT SAEBRAM ) i3 A5 0] 4 S 45,

AFE Windows FEZE£MTEEM

216 R e this

TESE K P IpLEE |, JRTAH Administrators 4 (TG %% DB2 B & P ik P s
Wiz PR EH” (SYSADM) FUE.

1E Windows I Ffdrh, SR T, RARBT ik L Administrators ZH Y3
AP ATz H A SYSADM #UFR., By DB2 G R27e s Xk P et #e EHATeAe, Fr
DU AR 558 LA Administrators 2078 s P AR KI8T - SYSADM AR 2 71%
4,

S fEEIAET (N, 7 Windows 1), DB2 HIAGE P ARIR T @ I 4F & R FIFE
HEET 64 M, WEANHANLIZT 64 4,



T RSB PR EEdEHIEE (PDC) Y Administrators 2, WAIE— 4R
H, FHEIEXHEZ T SYSADM FFRI M (BAAH ), ik, AT 564

DB2STOP
DB2 UPDATE DBM CFG USING SYSADM_GROUP global_group
DB2START

Windows Zcith Z %k P32 4%
£ Windows -5 I (Windows ME [4h) , DB2 Ul R 58 3 35 0 FRE 74l A Hy
A RS 7 (LSA) W% T iafT,

i GAELLIK SR AT 0 B R P I T 2 3 75 BLAN1E DB2 K e R K 44 LL“SYS” I

SR A —SefR ), B, WA AR P S Al DB2 HdEEXT 4 DDL, ARAM

Wmrm5s:

o XFERAA, BAIWi%S QUALIFIER iEIFK(E (A EERE(E) 40 EfE—iE.

o XTEhAEM, BEAIEMRTSN T DB2 Bk A i 4 A B, 5%
F % CURRENT SCHEMA Zi{7251% ' h DB2 idf PEas Bl ge & H i 4.

DB2 B sepifmzhia, HRAEIMERILE LSA WAFR, I HEH R sh 50 2 /i

AE il s .
E: PIA Windows & (Windows ME [R5h) #5335 AR F ARG S (LSA)
W N iatT.

{&F§ DB2USERS #1 DB2USERS ZBHJ# B Windows Z &%

XtF DB2 Boffa B B AR S5 AR A, BRI T E RS Y R ek, (B2, X
THEPVRA, SREHL T CRA MY 2 et S0 23 Bt ) R %
EPEAKE A L

BAER P UL T DB2 Zeaeiii s Y gL e, iEikdhat DB2 WRBRIRIERS
ZEWHR Y BRREREREMR LN, T S0EM N #H4: DB2ADMNS #l
DB2USERS. DB2ADMNS #l DB2USERS 26k 4 £4; 0] DAVEHRAE Zeem] Jyix Lo 45
EANF IR (IR DRI 2, IR An] DLAE 22 hem By SC A N B X B8 48K ), ansf
MRS ECOAAEENA, S8 X S UoxX Se 1R A, AR 8 7 B X
X T R ITFURIEA, D0 T X Se 4 2 T 4R E RE AT RY, T
5 DB2 FFRZH (40, SYSADM. SYSMAINT fl SYSCTRL) ¥ {Ffif 8k, {H
S, BOHE S B DT DUAR I e 5 oS B D EOR Y — A8 A DB2 AR 2 1
DB2ADMNS 4, i A# 548 Administrator 2, QSR EE % SYSADM 4, B4
il DB2ADMNS 4, %20 ] DL 7E 222 i 1A) 5 225 DUJG b 8 2 01 g 5T,

iE: WILLK DB2 G141 (DB2ADMNS 5 7E %36 H 75 19 4% ) il DB2 i)
41 (DB2USERS s 7EZ Ml HE R 40K ) 180 A 88 AH, XD AHuE T
[ —8Y, HI, Z2HRAMA, EaHREA.

RO L4, I HF5E14] DB2ADMNS Al DB2USERS J&AHb TS HL41, B
LW B 4 R i DB2_ADMINGROUP #1 DB2_USERSGROUP, EIEH AL G
FRNEM RS I EPR S, 1HistT LT

L AT I 4R AT .

2. iaf7 dblextsec fir 4 DLHUHT Mk B

%10 B fRERG e 217



218 R e this

db2extsec -a new computer name\DB2ADMNS -u new computer name\DB2USERS

i WERAE Windows Vista F() DB2 #di e~ il T L et BaRGRT
DB2ADMNS 1 A A Llizft DB2 EJEE#E T A, ith4sh, DB2ADMNS 1 iYL i
WEUTEEH AR TR, wTRLES Gy L, REEE USRS
st K 5E K.

BT DB2ADMNS #1 DB2USERS ZH3%1B8IThEE

DB2ADMNS #1 DB2USERS 4 (i 24 DL T IRg:
« DB2ADMNS

STEEHITA DB2 X4 (IS T2 RN LRI )
+ DB2USERS

XTSI H sk P BT A DB2 X R BABEAPATUIIAL, (B e &R 48 H
KT RBA VIR, X 1IPC B AA AR

X RLERT G, BN T DL AR A (BIAn, EREAL A0SO SO R A A
), SR AR TC A M RO I R G H S TR R,

e BATUIRC BT RS i, XTIl B .exe SofF, A BUTIERIA
FOREA BTSN, HREXN T HE, BRAREABNEZHE &,
HAEN T, T DB2 & B AEN 1% E DB2ADMNS 41 51 ([FiH & 4H Admin-
istrators ZHIY AR ) , (HSEPR_EXTHOHE A RS EOR, T E ViR DB2 FlE A RS AL
N#BZJE: DB2USERS A A& 01, BORE P s m 2 Horp — A4
Jaghe P RS s TR,
MBI e SRR B e P 4.
Hshe i, R O, Bl b R,
VR HAth B Fe A,
- LA R AR Y AL

EREERMTBZEM (db2extsec <)

WMRERBHY BZ2ENEN T %3 T DB2 FilERS, H4n] DA
db2extsec % ({ER R AT RR N db2secv82) k¥ 2. EifT db2extsec
sy, AU AN Administrators 4R 51, XA GBS Z AL 1) ACL,

N

T DI R R E 2217 db2extsec %, HiafTeZ)m, B AREEMY Rt
brAETE K 3AT db2extsec 2 J5 Rl & H db2extsec —r 4.

BRET REEM

ERERTRREMZE BAERETEREN, BRIFENTEXHEM.
AL IZT db2extsec -r 4okl AP R, B2, REEBNY RZENE

W R AT A R R 4R A Cfltn, QU Rie e, BB A9 Se AT fn e =< A 55 4% ) i
Bar A 2, AT R EY 22RO i 1 Tk R HIE DB2 e i R4,



R AT A ARG DB2 Hat (R R) . REERE Y RLZEmNEIL T E
Wi DB2 KUl R4,

ZRIPAIXR

A[LLE Al DB2ADMNS FlI DB2USERS £ {377 1) 8 5% 42
© XFRG

- X

- H*
Mg
. TEMERE
AL ] DB2ADMNS il DB2USERS 41471 453 4 h:
 IPC BT, Xt

- BH
- 75
- Hff
« ENTF

DB2ADMNS #1 DB2USERS B HHI4F1

T 355 TH5E4% DB2ADMNS F1 DB2USERS £ iR 44

£ 52. DB2ADMNS Fi1 DB2USERS #HH)45K

HHRL DB2ADMNS | DB2USERS JtEs|
B b5 8 X & Y N PRicAb B ( RLehric A B EFR 2, T IAIE
( SeCreateTokenPrivilege ) AL )
B kR 2 AR g Y N PLSs — A P S G AR
( SeAssignPrimaryTokenPrivilege )
WM AT ( SelncreaseQuotaPrivilege )  |Y N DL — AP S Bl AR
1€ A #:1E R & 1 &6 414 Y N LogonUser ( Windows XP 2 Ri{ R4 K T # 47
( SeTcbPrivilege ) IGERi$UT LogonUser API I 75% )
AR A T R I Y N APV 2t H &
( SeSecurityPrivilege )
WA XM ZHAR Y N BEx% ACL
( SeTakeOwnershipPrivilege )
N G v Y N BB T4
( SeIncreaseBasePriorityPrivilege )
0 SCUEFIH s (SeBackupPrivilege ) | Y N BREESCAF AR 2R AL (AT 8 J) P A S A
I 2 b B AR I R EE
LoadUserProfile, RegSaveKey(Ex)
. RegRestoreKey, RegReplaceKey #l
RegloadKey(Ex) )
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% 52. DB2ADMNS F1 DB2USERS [/ (48)

HRL DB2ADMNS | DB2USERS BEH
FSCEFTH 5% (SeRestorePrivilege ) | Y N WEBSCAFATE AT RAL B (PAAT HE L8 P A B
U T 2 Ab 3 )RR AR OEL
LoadUserProfile, RegSaveKey(Ex)
. RegRestoreKey, RegReplaceKey H#
RegLoadKey(Ex) )
P FEF (SeDebugPrivilege ) Y N FRicAb I ( BLEetric b BIRERE, T IAE
AL )
FEHHEITMZ2MEHEK Y N AR HERH
( SeAuditPrivilege )
fE MR 5% 5% (SeServiceLogonRight) |Y N VE IR %3247 DB2
MR 25 T 1) 86 AL Y Y FUEFMZSEIE (Ui DB2 Hdi A H sl A
( SeNetworkLogonRight ) LOGON32_LOGON_NETWORK i£I0i 3\,
X 23 X P RE AR S )
EINIEZ 5 B & N Y N #PHLE %4 (Windows 7E fui/F i 2L API >k
( SeImpersonatePrivilege ) B 7 DB2 & FTHLI f E
ImpersonateLoggedOnUser, ImpersonateSelf #/1
RevertToSelf %)
BiE A Y Y N NS EL]
( SeLockMemoryPrivilege )
Bl & F X & Y Y Terminal Server 3#f (Windows EFF% )
( SeCreateGlobalPrivilege )

Vista ZEEL: “HAES]TIRERR 4

220 iRt AE

Windows Vista [« H P P5#Z " (UAC) TREFRIFR: DL T 5177 25 DB2 Kiffi 4 &
%,

BT E BRI N AR

FAETEN T, 76 Vista b, {XRIPRAE ] P AR IS SR AR,  BIVE TP 2 A< A8 3 D
R, BLUE ZRAOR RSN R, fr2 MU & R ROa T a2 5 0 s
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