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o HEDEMDDH ETIE, == —=N— - TN ETITLT > M
WETIEENHDET, 2D, U I)UVAE
GSS_C_NT_HOSTBASED_SERVICE I (service@host) TRE LW TL X
W, DRDA Tl 7Y 2 /7UV£AD GSS_C_NT_USER_NAME B
(server/host@REALM) TR IFUIR 52N/ TT,

« WH1E. KRB5_KTNAME BEAKICEI>TT 74V bk keytab 7 7 1 IVEFEET
5T EINAEETY, 2L, Y—N—+TFT AT DB2 T—HFXR—A + L
D OB ANTEFINSZD., ZOREBEFICT V2 ATERWATREEN
HOET,

zSeries® & System i DEIfM

zSeries B KN System i IZHHET 5I21E. AUTHENTICATION KERBEROS /%5 A
= =5 TT—FRXR—=A &Ny 07T H05FENHD, TARGET PRINCIPAL /X
T A =4 = BPRIITHE LRT IR0 £8 A,

zSeries BE U System i 1FEE S AR EZ Y R—FLEEA
Windows TORE

Windows 77w ~ 74— ET Kerberos 2T 25E121E. ROME S %7255
LTHBLIBERNDHDET,

* Windows I2L2 LT —DRIEARBIPNRESKXDLDIZ, ROFUENEFEET S
EFHILIRWIISA4 T FaUTs— TSI - TT—
(SQL30082N, rc=36) MFEEL 7,

- THU Y FOEFHRATIN TN D

- NAT—RNETH S

- NAT— ROEMBERTN TN S

- XAT— RWVEHFIZL > THREIMICEFE I Nz
- T MIMERAARTTH S

I 512, DB2 HH OV 7213 db2diag.log THIZ 074 2125 (Logon
failed)] F7/z1% 'O F 27 (Logon denied)] DI NET,

o RAAL - THDU Y NEANO—NIITEREINDGE. BHICBWTRAL >4
ENXAT— RO RICHEESIN TS &, ROTT—ICEDEKLET, The
Local Security Authority cannot be contacted,

DT T —. Windows WNO—H)l « I—F —Z BN IERD T EH=DIT4ET
5HDTY, ZHUIHEHA N >V TREBMI—F —2HZ2EETDHEICLD
RIS NET, #HlZlE. name@DOMAIN.IBM.COM DXL DI EL X7,
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s Windows 77 > FOARINICIT @ XFEEDLIENTEEFAL, ZNIT DB2
Kerberos 7T 71 IZEO>TRAAS VRO XFERZINET,

* Windows ISNAD T Ty b T ¢ — LA EMHEEMRT 2551213, Windows KA > -
Y—N— T HhH T r& Windows 7 I T >k« 7 HI 2 FOTXTH DES
WL 2T 2L DI LET., DB2 Y—ERXOBBTHHIND T Y
>~ DES KB bz 5 K5Ik 7z &, DB2 H—/N—Id Kerberos
A>TFFARZEZITENER A, FiZ, DB2 I FM LAWY —N— - TF5 74
> IT—ITLoTHRIL. AcceptSecurityContext API 7%
SEC_I_CONTINUE_NEEDED (0x00090312L) ZRL/7=Z 20 7ICidsk L £7.,

Windows 777‘7/ ~7% DES Wb AT 2L ITHRINTWENE S hE
HHT 21213, [7HD2 b - TONF 1 — (Account properties)] @ [Active
Directory| ZMB L T<7Z3W, 7HI b« TONT 4 —DNEBEINDHEIC
IIHBEINLEIC R GENH D ET,

e UIAT 2 MEY—N—DM AN Windows LIZHBHE, O—H)L - AT
L+ THI2RT DB2 U—EXZRIATEEXT, /2ZL. V147> hEY—
IN=INET2 D RAA ITHBELHITT. By —T v~ TU 2 VADT
T —IZ Ko TEHNRNT H]EENH D £, 2L, 77147 > ET
host/server hostname@server domain name &\ DFELEMMT—/N— + KA
G ETRREBMI R A 2 HE[M>TY =7y hDOTY 22 /LA EYIRINITH &
OJ7945Z&ICX>TRTEET,

% 212, host/myhost.domain.ibm.com@DOMAIN.IBM.COM DX D IZHFEL 9

INZITOBVWERIE, ANERAALS - YD FT DB2 U—EAZRMIAT
HMEINDH D ET,

H—/N—_LETD/IXRAT — RDRT
AT —=RDATF D AMEEEREITTHDHLERNHLIND LNEFL, TDOXDR
EITEY, = N—ICBNWTRBRETITN, ZOK., Y—N—RETEXTZLN
I—HF—RBEEETERNI Y —NZEECH0. NS DIEEDFETIZ
B TIEH D EFH AL, DB2 T—IR—R « P AT LRI a2 #3108,
H—=N—I2Wa<Th, NAT—RZEHBIOHRT LI ENTEET,

KIRT U Y —=ZADBEOY —N— LT —FXN— #5856, HiH/AT—
REEDYTEHIENTEET, AIX BXY Windows XL —F 4 27 « AT
I @ DB2 Universal Database™ /N—3 > 8, Linux A XL —F 4 2% « VAT
ALE® DB2 N—2 32 91 74w A/)Nw 2 3 LI, DB2 for z/0S N— 3 »
7. BXW DB2 for i5/0S® V6RI.

FlzIE, T5—+ Avt— SQLI404AN [/X AT — ROFRIRENTNTWET )
it@sgﬁm&N(t#JU?4—mﬁi HH 1 ICKOERLELE
(PASSWORD EXPIRED)| Z%2TH-> 72551, ROKSIT CONNECT A7 —h A
ChEMEHLUTNAT—REZLEHELET,

CONNECT TO database USER userid USING
password NEW new_password CONFIRM new_password
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F7-. DB2 W7 A% > (CA) ® ATTACH I~ > RBIWY IXZAT—RDZE
B (Password change)] ¥ 7OV Z#FHL T/NAT—REEHEHTHIEHTEE
R

Al BHE. BELUXT OO MEEE

I—H— GFFal ID THAISND) 13, BESNLEREETTHHEREF> TS
BEITOH, SQL F7213F XQuery AT —hMA L N EZEEICETTHIENTEE
T REERT HITIE, - —ICRIEROHFINBETHD, RELETHIT
3. REAEOFH NN E LD ET, TOMBEKTT,

FRANCIE, CORICHREINT NS EBD, EHHER, FHE BXO LBAC 15 Hir
BilgH O 3 DOBRNH D XTI,

TF=HANR—=A + XX—T % —Tld, BEDY AT ZETTDDITNERT—H X—
AHEREZ T 572012, £ —Y—DRE O] 2R B E L ITHRMICE Z 50
TWialTEe D E8A. BRI 3HEBR S 2 WKL, 1—F— 1oL Tt 5
NFET (F—FX—Z - & O TIE GRANTEETYPE M\ U). HEEX OMEFRH %W
I3EHEE, BT —DFET 2N —TICH L THEEN (T—FXR—Z + %
O/ Tl¥ GRANTEETYPE 13 G). /23, Z1—%—, VIL—7, F£Edpoo—)
EAN—ELTHFHOO—IVZH L THESNET (T—IRX—Z - &0 T
GRANTEETYPE 3 R).

EHEER

EHMHEREOHH2HLEFIIVWTND, T—IXR—Z - IX1x—I vy —2HlHTIY AT
DD, T—YOREEEEGEITHTHETEZFFBET. SYSADM BLDU
DBADM L N)VOEMMERDH HHLEZFIX, T—IRXN—Z - F 25 —ICBHE
TE5F T2 NUSNDTRTDOF TP 27 MTDODWTTRTDORAHMENREERAIC H
D, EFNINT—IR—=Z + IXXx—Jvy =T 7L ATEN, BIXOAZOT77EAD
FREZHEL £7,

HERL NIV 1Tk > T BHED I —T T 0HE. BROKDEWLR)LDTF—%
N—=ZA X2V % —OfRsFEI—T 0 U T4 —BIEDEONET, 7—F X=X
PR 12, 2= —NF—=IR=Z - LRI DT VT4 ET 4 —2FFTEDLDI
LET, 2—Y—, ZII—7, £723o—I)lid. LFDOL D7 | DL EOMHER 2+
DIEINTEET,

s A AY A LR)VTHRET 2EHMER L X)L, SYSADM (3 AT LEHH)

SYSADM HMERRL NJ)Lid, T—FR—Z « X2 — 2 v —IT &> TERB LR
NHTRTOYY — AT 58 ZRERICLET., AT LEHEFIL
DBADM. SYSCTRL. SYSMAINT, XN SYSMON HEFRZ 3 NTHiA L.
DBADM HEFRB LN SECADM HEFR Z {1 5- £ 72 13D I I HEFRR 2 Rf > TWE 7,

SYSADM HMERZFHiDI—H—Id, T—IR—Z « ¥2x—I v —Oflill, BIOF
— Y DOREEBEEEZHY L XTI, SYSADM MEIRIZT —4 X— XN TR D
DBADM HMEfRZ 5 Z £, T—F X—ANTHERD SECADM HEFRIZ 5 2 £H
AJO

. FoHR—Z - LRI THAET 2 IR L <L
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DBADM (7 —4 N— A& H#)

DBADM HMERR L N)UNET—F R—=Z « LX)V THEASN, 1 DOT—FRXR—2Z
T 2B MR E 5 AF T, ZOT—IN—2AFHFIL, 7227 FOIE
R, T—HN—=Z - AX 2 ROFET. BLXUOKRT—FANDT U A EIsHE
[REAELET. £, T —IXN—2EHHIL. CONTROL {4 DRt %
MEREIIROHET I ENTEET,

SECADM (tF a2V 7 ¢ —EHH)

SECADM MR L N)VZT—F RX—Z « LV THEHINE T, ZHudE£zR
ETLHEDIERAEINSO—)V, FTIATY R-2>FTFA, BERY >

— tFaVUTs— IR aR—F%2 b EF2UT 4 — R —,

BEOtEFa2UT 40— TRNIOER. B (ZST2856). BLXRroy 7
BT DICHERMERTY ., £/2. O0—Jb, EFa2U574— - IR, BN
FEROBAB I ODIHEL D= &, SETSESSIONUSER e DR R] 35 L TUVEL
DIELD=DITHERHERTHH D ET, SECADM HERRZFFDO I —H—13,
FIELTWRWA T2 NOMEHEEZBITTIAZENTEET, £/, 20
£OB2I—H—Id, AUDIT AT — A RZEHHAL T, —N—fIORKFED
FT—=HIR=AFRRET—IR—Z « TV 7 MIEER > —2REA 1T 5
ZEHTEET,

SECADM HERRICIZRITHKINS NIz T —Z 127 72 AT B[ OFHES /2 < .
OBIMDOEEOEMDHH D T . ZOMHROIENTZ5DIE. SYSADM
MeBR 2 H D1 —Y—721F & 720 £9, SECADM MR 2 1 —H —I2f1 595 2
ClWETEFEIN. JVIIL—7, o—)b, £7/F PUBLIC I[ZI3ft5TEEH A,

s AR LA LNIVTHREET % 2 AT AR L )L

SYSCTRL (3 A T AfillfE)

SYSCTRL MR L )UiL, P AT L - UV —ATHEZE 5 2 HEAEITHd 2
HEREIC L £9. FIAIE. SYSCTRL HEREZFFDI—F -3, T—FX—2
OERL. B, BtA, 1k, £ ROy 7275 2 &N TEET, 51T,
CDIA—Y =31 2 AY CADHBEERIIEILZTO ZENTEETN, £7
—HZNDT7 7 EATTEER A, SYSCTRL HERR 25D 1 —H—ITi3.
SYSMON X752 5N%7,

SYSMAINT (3 AT IMR5T)

SYSMAINT MR L N)UiE, A > A% > ZICEHE L /29 RTDT—4F X— I
T HIRFEIEZFEITTLOICHELSHERZ 5 ZE9 . SYSMAINT HEBE % £F
DA—HP =&, T—IR—ADOHEHFEMK, T—FRXR—AELIFTRAR—ZAD
N 2T T, BEODT—IR=ZADYART, BLOT—IXR—ADE=H
— 27D EMTEET, SYSCTRL E[FEBEIZ., SYSMAINT 13T —4 A0
T AMERRZE 5 2 FH A, SYSMAINT HEFR % D1 —H—I|Z1Z. SYSMON
MEBR® X252 5N FET,

* SYSMON (AT L+ EZH—) HERL X)L

SYSMON 3, 77— R—Z « AT A « EZY —DFERHICHESMHERZ 52 %
T AAY A - LNV THBEL £77,

o T N—AHEBR
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EZON—F DO, EANOT—FOO—REEDT 7T 4 ET 4 —EETTS
W23, BEDOT = R—AMERNHETY, AL, O—R - I—F 4 UF 41—
o TTF—#%2FICO— RT3I21E. LOAD T—% RX—ZAMHRNNETT (%
DFEIZHT S INSERT Kt H AT TT),

1] 13, MR EZDOHFEOHPE (F—FRN—A, T—FIR—Z + XF—Tv—) O

MoBEERLET.
MR L ANJL A VARRA VR
SYSADM 1
CUSTOMER
SYSCTRL i o, B .
e F—AR—HER +—
SYSMAINT i >
SYSMON . >
O EMPLOYEE
F—Aa R—ZHER
1. WM OB
YHE

Kt 213, A—T—0FEf72HINTWE7 754 E5 4 —TF, #Faj1—H—
13, ATV FEERTHIEMTE, AL TWAF TP MZT 7 A
ZFH. GRANT A7 — A REEHTAHIEICES T, B4 727 Mokt
T ORMERMO L —Y —ITJETZENTEET,

FebEld, Bx p1—Y—, 7)b—7, F£/213 PUBLIC 115 TZ%9, PUBLIC
3. BROL—-F—2EFVITRTCOL—F —THERINDH®RTI—T TS, 7L
—TDAIN=ThH5I—H =L, JI—TNHHR—-rINTWDEHEHFIL. TI—
TGN FtEE RENICHATE £,

CONTROL g 77 MTHT B CONTROL HitgZ > TWadI1—F—I3,
FDT—=HIR—=A + AT NPV BATE, TOF Tl MTXHT 2D
I—Y—OEMEMNESEZIIMOET ZENTEET,
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1#: CONTROL HtEid, £, Ea—. Zw 7 x—A, £, BEORNYITr—212D
AP INET,

HOIL—Y—=MNZEDA TP 7 MZKT S CONTROL Ktz L &I 555,
SYSADM F7-i3 DBADM MR ZFHEDODI—T =2, FOA TP/ MIxdT 5
CONTROL %% (1595 EMNMTEET,

BEICE-TE, T2 FOERENZEDA TP 7 M3 % CONTROL 4
MeEHBMICEREL X7,

R, 1 —F—DEEA TP MR LU TREDY AV #FTTEHXIITT
L=, lREHEEZ 525 2 ENTEET, EHMER (SYSADM 7213
DBADM) %Z#DI1—H—, F£72i1d CONTROL F#ZFFOI—H¥—13, ftho1—H
—DORHEEM G EIIBMOBETENTEET,

EREMER LT —F RX— ZHEBRIIEE OMBEDEIT 2 L £ 90, R UEHEE
TRSHER 2D L —HY -2 5252 L3 TEEHA. GRANT A5—hKAV KT

WITH GRANT OPTION Z#HdIUL, &, Ea—. AF—<., Xvr—I, Jb—
Fo. =7 AHET BEHER MO L —F —IZx LT GRANT TZ MM %2,
DIA—Y—ITPRL THEAD I ENTEET, /272 L. WITH GRANT OPTION %
AT 285G, FiHEZ GRANT 925 AN, Woiz/Au GRANT S 7zKHEZ B D
TIEITEEE A, FHEZIRDIHET720ITIE. SYSADM HEfE., DBADM HERR.

¥7213 CONTROL % Ffo TWnlF iz 0 8 A,

INO = FE NI —F > NDF TP 7 NI T 25 12— =12\ r—2F
73N —F D EETTHEMERS D E, Ny Tr—F R —FRNTHEASNS
FT 0 MW T DREDRENLT Lb B EEINERTA, Ny Tr—IF7RIT
JV—F IZER) SQL F£7213 XQuery AT — A2 RREFENDHE, Nuir—
DIEEDRFHENZNSDAT— A MIEHINET, N r—TF I3 —
FACEN SQL 721 XQuery AT — M A2 FINEENDHE. RHEOMREITHE
SN0 ID 13, BIIRESAT— A RERITTENNwTr—20
DYNAMICRULES NA > R « A7 aOi%Es., Nur—I 00 —F >
(AUDIT_ARCHIVE. AUDIT_LIST_LOGS. AUDIT _DELIM_EXTRACT D%l —F
NIRL) DA TFARTHASINDBIZENSDAT— AL MRFEITINS
MEIMTEI TR ET,

1 DOA—HY—FZIE TN —TIZH LT, & ORMEE T2 I3HERR 2 W < DL A S
ODETHFATEHIEDLTEET, KA 720 o7 MCBEEMNT 5, 2047
P/ MITTICEEL TWiARTUIR D 8 A, HlZIE. ENZTNLARTITIER S
NTVWBDOTRITINZ, TDEICDNTO SELECT FHE 1T -5 252 &1
TEZExH A,

H: - =BV —T2RTHILAPHERESEZAGEN, LMD TORF
AATHERSN eI =237 — TN WEEITE, EENKETT, %
T, TOHWNAZEZEAL TL—Y —F2R@3 7 —TMMEREI N, ZOFFrI4ICBEE
T2 I NTOMER &Kk 2 BEIRYITZ T IS alREED D D 97,

FTTIfEINEHEZEDHETIZIE. REVOKE AT7—MX 2 R2EHALET, 1
DO LM REHEZIRDET &, TRTOFINAIZE > THE S NZEHENELD
Hanxd,

% 1% DB2 OtFalrs—--EFI)N 25



HLI AN SEHEZIRODEL TH, TOFFIAICK > TRHEZ 5 I N/MMoFF
BN ST ORI URHENRDEI NS ZER3H 0D ER A, HlIAIEE. 1T—F—
CLAIRE 7% SELECT WITH GRANT OPTION % 11— — RICK 25 27214,
RICK 7% SELECT % BOBBY BLW CHRIS IT5 X272 L %9, L CLAIRE M
SELECT ##tE% RICK 2"5HDHL TH., BOBBY & CHRIS 351 &6 &
SELECT ¥tz RFFL £ 7,

LBAC {SHIFAEHR

TFa )T —EHFL TN - R—=207 7 A (LBAC) ZEHAL T, i
Z2DOITBIMELZ DI LI, EQODI—F—ICEZIAAT VEANHD, EDI1—
ﬁ WA O T T CANB D DN EBEITRET HIENTEET, EFaUT

—EHFIL., tFaV T4 — - RU—ZERL T LBAC > AT LZHERL E
? tFaFs—-- RN — TE EOT—FITHENT VA TELNDORET
FHESNDHENTREINET, (FBED 1 DOXZRETLI/ZDIC 1 DOtFa
V54— R —UNMERATEEEAN, EHKOtFa2T0— - R —%ff
AL THEEORZRET L ENTEET,

tFaUTF4— - RUI—ZERLEE. EFa) 70 —FHEZ TORY —
D= Eizsd, tFaUss— - TRNNBIOGREMFEINDET—FXRX—Z « F
7/17%%@@bi¢0t#:U?4~-5Nwmé$®t#1U?4~ﬁ$%
ZHLE OERDET, ERIZ. (ERL7ztFa)T 00— AU —TlR#ES
ET—XIT7 7 ATHEHEIC. INERAETL I —NPNtFa U5 1— - IX
VDI DOWT, EOSNLHAZHNDZENTELHDERD ET,

RN TTHE, EFaUT 0 — - SRILZEOME L O ETICBEEM T TZE D
WRFINTWET— Y 2 RET L ENTEET, EFaUT 40— TN
DIREINDT—HIL, Ri#&ET—Y EENET., BFa) 70 —EFEET 21—
H—IZtFa)rs— - INNEMEGETLHZEICKD, RET DT VA%
HFHALET, - —IMEET IO T7 VA Z2ilf7d5 &, TOI—HY—Dt
Falsgs— TN, T—FEREL TVWDEEFaUT 40— TR ELES
NFET, EFaU70— - IRE, RETNVICX->TTOYI7EINEHOD

E. SNV HONHDET,

AT 10 bOFRBE

FTTxr FIMERENSEE, 1 DOFFARI ID ITHL T, 204 T2l DT
AHe MEIDETENET, rAMEZEZASNTVWLSI—Y—d, HEDOEHTES
SQL X7zl1d XQuery AT —hAX h&2fioTEOF T 2l F&B T 5 I L&
AENET.

AF—YNTA TP hEERTHEE, AT—KFA2 NOFFA] ID 13, KR

FZIIHRMICIEESIND AF—NTA TP 7 N EERT 2 DI B iHEE

Fio TWiARTNERDER A, DFD. FrENAF—DOEETHDHHN. AF
\ZX%9° % CREATEIN fHEZFi> TWARBENDH D £,

H: BAR=Z, NwTyv— -+ T—=), FLET—IR=Z - N—=F4>a> >

W—T &k d % L&}, ZOBEFRERSNEEA. IN50F TV M
AF—WITIRERENEE A,
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FTTx0 bIMERENDEE, AT — M A FOHA ID NEQF TPV bD
ERFIRD, T2 FOERBRIZT 74 )V b THT P 27 FOFAHITRD
ESC AN

H: 2720, 1 DOBINNSH D ET, CREATE SCHEMA A5 —h A KT
AUTHORIZATION # 7' 3 > #4RE L7=8&. CREATE SCHEMA #{ED—f &
LU TEREINDTRTOA TP/ ME. AUTHORIZATION # 7  a »NEET
HEFR] ID ICXoTAESNET., 72720, HFID CREATE SCHEMA #{EDH%T
AF—TYHNTIERSNDZTRTOA TP M. FED CREATE A7 — KA
MBI L 7Z3Fr] ID &> THE I NE T,

B Z1X, A5 — Kk A~ CREATE SCHEMA SCOTTSTUFF AUTHORIZATION SCOTT CREATE
TABLE T1 (C1 INT) IZ& > T. AF—< SCOTTSTUFF B XU SCOTTSTUFF.T1 2ME
REN, ZOEES5HI—H— SCOTT ICL-> THiFSNEd, 2T, I—HF—
BOBBY 2%t L T SCOTTSTUFF AF—<IZxt9 % CREATEIN HHEN5 % 51,
BOBBY 7% SCOTTSTUFF.T1 NDORKGIZFEKTHELET ., REWFAF—FDET
TERRE N 5728, SCOTTSTUFF.T1 NDOEK5|ZFiA 9 5 DIid BOBBY TY,

KbEld, 1ERENDA T2z FOYA TR T, SFDOEDITAH T2 7 bl

BHEIZEDETENET,

« CONTROL $#tEld. #L <fEpkENs K. Kol BRI/ r—201Tx U THEER
I ESNET, ZORBHEEZREOA TP 7 MEREIZ, TOT—FXR—Z -
FTx 7 NCT IV RATE, TOA TP MIRT MO LY —DRHE%
MEFEFIZMOETIENTEET, MOI—Y—NEDA TPV MIXHT S
CONTROL ##E#3R L =84, SYSADM F7-13 DBADM HERRZFfD1—+
—M, TDOF TP MIHT S CONTROL HitEZ 15T 2 0ENH D ET,
F 727 bAE#EIZ., CONTROL FHEZI DT Z ENTEEH A,

e Ea—TFRICELS>TEREINDIITXRTOE, Ea—, BIURZ v 7 Hx—LAI1THT
% CONTROL Hi#ea A7 7 FATABENR > TWAEE., #HiL <IEREIn s
Ea2—IZ% L T CONTROL FrtENMEERAVIC AT G- S NE T,

s ATz b (FRUH—, —F >, =2 A, TBAR—=Z, Nv Ty
— « 7—)l72 &) 1Z1E. CONTROL F#EMBEEffIFSNER AL, 77 bT
BHHEZ, ATV MCBEEMT SN TR TORMEZHEINICZITID £7
(THITMEHIT. UR—FEINTNWSHAE. GRANT A5 — KM A2 MT WITH
GRANT 47> a z2HT5ZLET,. ZNSO/EEMOI—Y—I2H52 52
EINTEET), T, ATV MAEHIL, TPV FOEHE, A RO
B, BEXEA T2z b0 ROy TE2TD ZENTEET, ZNS5OFFANEA
Tl MTAEBICRERMICEZ 50, BOHET I3 TEEEA,

ROEHERE, AT MIHT 2EEORHEIL. MMAZICX> THEGTEE
9, £/ SYSADM %/zid DBADM MR ZHF D1 —H =2k > THrA&E N S5 HD
WEET, RICAAITBERE, ATV MIHT2REORHMEIL. FTAEHEIC
Ko THETEER . ELAENSIDIEE EH A, TRANSFER OWNERSHIP
AT—MAZREHEHLTINS ORMEZNOI—F—IIBEBILET, T2V
ROMERRESNBHEE, AT —MAROFFA] ID BNEDOF TPV FOERKITRR
D, A7z FOERBICT 72NV NTAIT D7 NOFAEIZRDET, 7272
U. S —20MERR S 4. OWNER N1 > R - A7 a > aRESINTWSE
B, N Tr—HNOE) SQL AT —MA Y MZXo THEREINAEF TP 27 hD
FiF&IL OWNER N1 VR - A7 a s Ed, 35T,
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AUTHORIZATION £i2' CREATE SCHEMA AT — kA2 MZEESINSHE,
AUTHORIZATION F—7— ROBIIHESINDFAIBIEIAF—YDIMEEZETY,

tFaT —EMEELELIA TPV MiFEIL. TRANSFER OWNERSHIP A
FT—I AV REHERALTCT—IR—A - AT NOFTEWELEETSHIENT
EFET, FIT. i ID 2EMTFELTHERALTAT o7 R2ERLTRS
TRANSFER OWNERSHIP A5 —h A2 hZ2FHL TEMEL 72 7 NMIRED
AHEZRFFR] ID ICBENT 52 LT, HHEZERIHT ID ODICA TP r M EMER
TEXE9,

SEIELIATFRAMADEFA ID

Al ID 13, BB L OFFRED 2 DOHMWTHERAINET, flziX. tvia
ZRFAI D . #MIEF I RAE T SN E T,

REDIZTFABTHA ID OEAZZRITL5E, UFITREINTNVDLES
D, TOAXTFAMZHEHNT 2K DITHATOSHENMEMSNET,

] ID OaAVTFF A FOB
TE

AT LAl ID

CONNECT LH;(D CONNECT FHEDMED L D1, EDHIHIFF & D
EITTHHEHINSFFA] ID, CONNECT OUIERFDFEAL 7 Ot A D —B
ELT. DB2 O@MAEHEOESEDH S ID MMERSINET., Zh
12, DB2 77— R—Z + AT LAHNDINEL—F— ID 2ELFT, >R
TALFFA ID X, BREERLEDI—Y—2EKLFET, DATLHF] ID O
BT 2789 51213, SYSTEM_USER Rkl DAY —ZfH L £9 ., #
HTOIAT LG ID IIEHETEEE A

v a ifel ID
CONNECT DOUMRRFIZHET I NS UM EDEZICH S EDt v a »ifnl
METHBHEHAINDFFA ID . Ly a & ID OF 7 #)b M, > &
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L £9 7. SECADM HEFRD EDHEREBIEHEL FH A, SECADM HEFRIC K > THE
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USE #5MElZ. SYSCATSPACE %7213 SYSTEM TEMPORARY A XR— A Tl3f#
ATEEE A,

KELUVE 1 —D451E
EBIOE 2 —DREHMEIZIE, T—IR—ZANDERE 2 —IZHT D577 3 >ig
FNET,

KIZETDEMEONT NN BEHT 21— —ICd, T—IXR—=ZIZDNTD

CONNECT HERRMNHE T,

+ CONTROL i, FPEa— ROy 7, RIZDOWTOMEBIOEHMHED GRANT
% REVOKE #8551, ZPE2—ICHTH5L2TORMEEZHFITLEY., CONTROL
et 2159 %1213, SYSADM X723 DBADM HMEFRDSHETT, HDOIERE
2. HEIMICZDEIZHT S CONTROL FitE#ZITHD £9 . Ea—DIERE
3, Ea—FHREOPFTERINTNEITRTOE, Ea—., BLUPZv I x—A
[Zxt9° % CONTROL HHeZ+i-> TWd7h, SYSADM 7213 DBADM HEPR 2+
STWAEEIZORH, HEIRIIZ CONTROL HiMEZZITHLD £7,

 ALTER 3. 21—V —NEZLEITZE2HFNLET WAIE. EANDHEZIZ
== HIFDEM). ALTER FMHEZFFDOI—F—id, EFHIIEDFNTHT S
COMMENT ON B H[HETTY, FRITHT HEITAIRERETEIEIZTONTIL.
ALTER TABLE BXU COMMENT A5 —h A ROFHZSIRL T ZE 0,

o DELETE [itld, O 22— 5DTOHRE L —Y —ICHFLET,

+ INDEX HitEld, RICOWTORFIOIEREZ LI—F -2 L 9., RolOIERE
1Z1&. B3N DWVWTO CONTROL HHENHIIMIZHGZ 6N ET,

o INSERT #itEld, FPE 2 —IZHT 2170F AL, IMPORT L—F 1 U T 14—
DEFZI—F—IZHFITLET,

o REFERENCES H#ElZ, HICHT2Z2UL—2a>ivwT7OEHELTOfFRER, 4t
B — DIERB X OHIFRE L —Y —IZFFT L ET ., I—H =1L, HEDFNNTDH
CORMEERR DI ENTEET,

* SELECT H#ld. RPE -5 DITOMD LS, RITHED < E a2 — DR,
EXPORT 1—F5 14 UTF 4 —DEFZ2I—Y—IZHFAALET,

% 1% DB2 OtFaldrs— &5 39



« UPDATE H#ld, £F/ZIEE 2 —0HEHOZEE, HdHW0 ;ti%itit: D1
O EOEEDOHOFROIERHOLETE Z 1 —Y—I1ZF#F L ¥, 21— -1, BT
DINZDHZ DR HEER D EMMTEET,

GRANT A5 — Kk X > +® WITH GRANT OPTION Z{HL T, Z5 DEHEZRi
DIL—H—IZ GRANT T 24ii%Z GRANT §5ZEHTEET,

i 1 P—F723 7N —TN, H5HERITKHT S CONTROL FitEE GRANT =i
285G, TORITHTHMOTRTORHMEIL., HEIIZ WITH GRANT OPTION (2
ioTGmmTémiT°%®%\%Kﬂ?é(DNmm;%%%1~ﬁ~m6m
DHELTH, ZOI—F—IIHBWIMN G I NIZMORHEE KA L L TR> TWE
9, CONTROL Fite & —#EITf TG SN/ FEZ TR TERDIET HEIE. FebE 2 @5
WCHHRMICELD I 2y, F721d REVOKE A7 — kA2 M ALL F—7— RZF
FELRITNERDERA, LFICZEOHZRLET,

REVOKE ALL
ON EMPLOYEE FROM USER HERON

RMFERICBAL T, RBIPE 2 —ORHEICBE LA > T U AT =23 2
HDET,

TE: R, REEEOS LNV THIAICHGINET. TORE. B SROMHE
WDA—N—KTRHEZ G IN/1——d, BIRICOHENICZELZ522 2
ERHVET., LML, TORIETRLELBFEDREFSNTVWSEEIE, 12— —
WEEIRICH T 2EZERICLNMTA TR A

KB DR DD A—/N—K/EEDY L — 3 > 73, SELECT. UPDATE,
BEL DELETE 75 & DEAEN, BIEDY —7 v hEREZDTRTORHIE (HHUI)
DITICHBEEGAH LKL ET, ZOMEEZABIELIERI ENTEET,
Bl 21X, # A 7 Manager_t DF|ZK Manager ZFfD. ¥ 7 Employee_t @
Employee ZZ1ERRL7=& L £, #iEfks 1 7 Employee t & Manager_t D% A
TIHTHIATDOY L —a>y 7, /2% Employee & Manager [HOXIET 5
RENEDOV L —2a iy TICE2TRINTNDEBD, XX —Iv—ddhH2HE
O (FkI2) PEERTY. 20U L— a3y TORRE, RO SQL B3,
SELECT * FROM Employee

WMEBERF—T Y —W DA77 ~ ID & Employee_t JEMEZRL £, [H
FRIZ, ROFEHERMEL

UPDATE Employee SET Salary = Salary + 1000
N FR—Tr — ERERDIREE 1000 RIVEIE EIFET,

Employee % T SELECT Hi#EZFFDO 1 —H —{3. Manager % CTH/RIJ7% SELECT
FHEZ R > TWa<TH, ZO SELECT BEZEITTEET. LnL., TOLIR
I—H—{3, Manager BIFEIZK L T SELECT #f/EZBEHEETT S Z EIFFFIINn
FHADT., Manager ZOMKINZDTIIBRWINZTY VAT HIEIITEER
Moo

[AkkIZ. Employee 2 C UPDATE $ftEZ FFD 1 —H —{d. Manager 2% THIRIZR
UPDATE F#ER7/2< TH, BHEDONEBREIR—T v —MHICEEEEZ 5K
7%, Manager [Zx%9 % UPDATE #{EZFEITTEET., LHL. ZOXHRBI1—H
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—Id. Manager RIZIZH L T UPDATE #EZEHZFETT 2 Z LiFFIINETEA
DT, Manager KOMEKINIZDTIZRWINZEHTHI LIETEXEE A,

INY T — N5

Nor—Ed, T—IR—=ZA ATz D 1 DT, T—IR—=A + I%—
y—=2, BEOT7 TV r—ar - TO7 I AIES TRBIRWLHETT—4
W7 AT EDITHERIEBRNASDTVWET, Nubr—20FEE2E5E 25021
—H—13, N T —DEREBRIEERITTD ZEMTEET,

UFOWTNONDORMEEZERT 21— -2, T—F X—ZIZHT % CONNECT

MERR NN T,

+ CONTROL ¥l /N r—2OFNA > R, Row 7/, FEEET. BXOZ
NEORFERZ MO LI—F -5 21— —IZHFILET, Nvr—20
TERRE ICIIABIMNIC Z ORMEN 5 2 531 FEF . CONTROL Hitea D1 —H—
1213, BIND ##bE & EXECUTE FeHENfT G- NE T, T HIT, £OI—H—IX
GRANT AT — b A2 hZ2fioTMOI—TF -2 NS OEEEME5ETEHED
T&E%9J., (WITH GRANT OPTION Zffif L THi#EEZ GRANT 94U, BIND
7213 EXECUTE FitfE &2 S 1—H —id, TORHEZ S 5ITlo1—F—IC
H5Z225ZEINTEET, ) CONTROL FitEZfT 59 5720121, SYSADM F7z
< DBADM HEFRMNILELTT,

s N\wr—2® BIND ¥HElZ., TDNX T —TDENA 2 RoNA 2R, £/, [FH
U= EEREOHRON— 3 > oz 11— —I1Z#F LET,

« EXECUTE HiHelZ, /Swr—20EFTZ2I—F - L £,

H: IXTONY =R, Ny 5= B EERENRC TR TON—2 3 >
WA ENET,

NSOy —VEMEIZINA T, BINDADD T — XN—AKEIC L > T, 12—
—lE, T=AIR=ZANIZH L WS —2D 2 BT 5, FREEBEDO/Ny r—2
EEHNA RTBHIENTEET,

S F—AZEoTBREINEZF TP NI, ATV NERNT BT —
Y )= A TORAMEZE/INATLZHENHDET, 512, Nyr—2 - 2—H
—ZE. T V=R HBT—H =R - AT M ik
e, FITHERR L NIV TETT,

DB2 7—#NX—ZIX DB2 77 IU—DF—% - V—ALHIET S L EZICHMWEE
EERAT S0, 2w I3 — LTG0/ — U0 IR ATy TR~
THUEENDDET, T—4 « V—A TN Tr—T2ETT 580 ID IZid, £
DT —4H + ) —=A TN —2EEICETT D720 DEY) 7S HERR NN T,

F5I454E

ROl EZIIRBEIOHARDIEREITIE. F5THT % CONTROL FrtENHEINIC G A
5NET. H5lD CONTROL FtEld, ERRITIE., RelZHIFRT 2 I EZmREICL X
9., HBHKEID CONTROL K259 57291213, £DI1—H—IZIF SYSADM
F7213 DBADM HEFRMHAE T,

FL )LD INDEX KiMeld, RICBET 2R DIERZEZ LY —ICHFAILET,
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Zw I Fx—Lh - LXXJLD INDEX L, €D 7 32— LT 2RKEIOHERD
ERR %2 L —F —I1Z#F L £9,

=i RAYHE

= ADEREZ I, TD—7 2 AT D USAGE BXN ALTER FibeEn
HEIMICE5 2501 F 9, USAGE FitElL, > —72 > ATk L T NEXT VALUE $
KW PREVIOUS VALUE XZHHTH-DIChBEEINET, MOI—F—IC
NEXT VALUE B XU PREVIOUS VALUE KO HZFFId5IC1E, > —7 A
@ USAGE F#i% PUBLIC IZff 5 L2l Ud7a 0 £, ZNT, IXRTOI—
YR ESNZS— T ATINSDOREFHTESLLDITARDET,

L —A 2w T D ALTER B HD1—H—13. > —~ > ZOFEBE. 51%0
D=l D AEDWE R DEHRE NS I AT ERITTEET, >—7 > ADEREZIT
ALTER HitE %D 1 —H—IZ GRANT TZ. WITH GRANT OPTION Zffifid
N, TnNsoa1—Y—b . INSORHEEZ I S5O —H —IZ GRANT T
EHEDITHRDET,

IW—F 4548

EXECUTE HHEIZIZ, T—FRXR—ZHNOEE. 70— v —, BEXUAYV Y RE
WO 2T RTDYA TDOIN—F > D77 arNagEinEkd., EXECUTE itz 5
AN =3I —F 2N HTENTE, ZOIN—F N0 —AH
BEERTEET EERICOAEHINET), £/, CREATE VIEW. CREATE
TRIGGER &EWS72{EE® DDL AT — A MANTI—F 2B TEET,

AEBOA R T —R - TJO>—Yr—, B £LEFAYV Y REERTLHI—H—

/¥, EXECUTE WITH GRANT F#tEZ (5 INE£T. WITH GRANT OPTION %
i/l L C EXECUTE FEZ D1 ——IZ GRANT L7=H6. €01 —F—Id,

I 5D L —Y—IZ EXECUTE ¥#E% GRANT T& T,

7 —2 00— FOERSE

J—7 00— ROFEHZENCT ZI121F,. T —F RX—2ZEHE) GRANT USAGE ON
WORKLOAD A7 —hA> hEFHLT, D7 —27 10— RO USAGE FitE%x 1—
H—, =7, O—=I)IlONWTNNINAEL £,

DB2 T—HANR—=Z + AT LI, —HTHUV—r0—REemHdTsE, Lvia

e A=Y —=NFDT =7 0— KD USAGE FitEZE > TWENEINEMHRL £
T, Evial s I—HF—NZFDT—r 00— RO USAGE BEMHEZEZEE-> TWhaRiTh

¥, DB2 7= R—Z + AT ALIE, BEEMFZEUANOHT-HTHROT—2 10
—RZEMRLET., LENH-T, tviar 2a—H—0NU—2r0— RO USAGE
Bz > TWiadhud, 2oy —r70— RZEELEW IO IS b, &
WHZETT,

USAGE FHEDIERIZ A ¥ O 71N SN THB D, SYSCAT.-WORKLOADAUTH E
A—TCTHRTEET,

USAGE Fi#EZEDIHE T 12iE,. REVOKE USAGE ON WORKLOAD ZT5—h A2 b
ZERLET,
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J—7 00— RNERBEICER L TWASE D, SYSADM HEE £7-13 DBADM HER
PREBLTWSI—Y—Id, WY O/ NICHEET I HH 050 —r70—REFHT
%3’:‘@_0

SYSDEFAULTUSERWORKLOAD 7—20O— K& USAGE $HE

RESTRICT # 7' 3 > &BELRVWTT—IRXR—ZAZERT 25413,
SYSDEFAULTUSERWORKLOAD @ USAGE FitEMN T — 4 N — ZfERkIR 12 PUBLIC
A5 EINET., T TRWEAEIZ. SYSADM HEFR =723 DBADM HEBR 2 £5-> T
W5 —H =7 USAGE Rt & RN 59 208 0NH D £,

twi gl 21— —, SYSDEFAULTUSERWORKLOAD ZZU®, DU —7
O— RIZDWTH USAGE FHEZFF > TWARWEEIE, SQL TI7—NREINET,

SYSDEFAULTADMWORKLOAD 7—4 00— K& USAGE #5i&

SYSDEFAULTADMWORKLOAD @ USAGE g% W3 N O L —H —IZHHRIIC
MfETHZEEFTEERAL, ZOT—7 00— REFHTE5DIE. SYSADM HEFR =
7213 DBADM #HEFRD & % SESSION #n] ID Z#f> TWbHI—H—7)% SET
WORKLOAD TO SYSDEFAULTADMWORKLOAD 1< > RZETLELHEGITES
NET,

GRANT USAGE ON WORKLOAD A7 — kA % REVOKE USAGE ON
WORKLOAD A5 — kA2 bH, SYSDEFAULTADMWORKLOAD 213X T,

9 2Y HLURFICHLERFT

HFEOEFEOHHELFEIL. TNETNOMHBICL > TEVWET, ROEIZ, — &R
fLHEOfE, TS OLEFICHEEI IV, BIUVENSDY AT EFTH0HIC
DB £ /- 132 R T £,

K2 —MRLALFOFEE, 5 X0, BEOLE/LHEIRFFA]

i HOL L] L WEETR ]

BB

HMEDIATLAEERT S, T—4 X |SYSCTRL HEFR, HREBICHBE O > A
— 2 EERT 5, 5 ADH 5% ETL SYSADM HE
FR,

¥ YT —EHEE

1 DULEDOTF—=IRXR—=ZARNDEF 2 |SECADM HEFE.
T4 —EEHT 5,

F— 8 N A

T—H R—ZADFHF. BT, BIE. R | T—FX—=2IZDNTD DBADM B
SFE{TD. KON SYSMAINT #EfR., H512&->T
1Z. SYSCTRL #EBE,

SATF I AR = —

FT—HIN—AETEZH—L. )Nv 277 |SYSMAINT HEFR.
w THEREE FTT B,
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K2, —MRLAFEOREE, X0, BROLELHIRFA] (FEE)

i O g

BAD

D F ]

TI =gy Jayox—

T—HR=A - XX—=Tr—DT T
F—al-7arl I LOREBIN
TANETD, TAb - T—HDKE
ERTDIEbH 5.

BEED/IN r—2Ii2wd 3
BINDADD. BIND #i#, 1 DL E®D
F—4& N—ZAD CONNECT BIN
CREATETAB Hi#E, —HDREED A
F—Y O, BIOHDRITON
TO—EHDHHE,

CREATE_EXTERNAL_ROUTINE 734
HREHEHHDET,

d—H— - TFURRN

AT A hAOY - Ea—ERN
T, 77U r—ar - 7ays.m»
T B EEFHET D,

HHZO « ¥a—0 SELECT HHE,
1 DUEDTFT—FRXR—=2D
CONNECT ##,

AL/ FNEI 7 N R B

TV Ir—a s Oy I NEET
95,

N/ r—3 @ EXECUTE ¥iteE, 1 D
PLEDFT—% R—ZAD CONNECT *f
Heo ZORDTIZHDIELESIRLT
<7ZEwn,

A2 TFA—=ar -ty —a
HIVE >k

BEL—HP—IIDODNWTOT— Y Ef:%
EFT D, FeEa—2ERL, T—
HR—=A AT b DT A
WMEMNE5ETHIEICES>T, 74 %
et 9 5,

F—F RN—ZIZDNTD DBADM HE
508

a1 —H—

T—& OB, B, HIkR, 3%
HEDEDHIZ SQL AT — KA hEH
T, JBEICXo T, HERERICEY
T2,

1 DU EDTFT—HRXR—=ZD
CONNECT #5HE, 1ERRT H2ERBIN
Ea—MDAF—<®D CREATEIN #;
Heo —DEBLUVE2—D
SELECT. INSERT. UPDATE,
DELETE %i#E,

H: 77U —2a - 707 I LICEHH SQL AT — b A MG ENTVSE

AN

&, 7oV 5D R - I—HF—iZi3.

EXECUTE & CONNECT I[ZIATE 5

WZIEN DFME (SELECT. INSERT. DELETE. BX TN UPDATE 732 &) ML EIT/ 5
BEMNHOET,

TOERADFE,
HHEDM S

mYFEL, E=9—

FEANEDT—HIR—A « F T/ MIWT 5HHEZE GRANT 9 51213, 21—
—MMEDF TV MZxtd b SYSADM HEFR. DBADM #EFR. F7z1& CONTROL
BHEZFE DN, £/2IEZD1—H—7 WITH GRANT OPTION HHEZ{REFL Tz
U0 FH A, FHEEMNGTELDRBEFEOA TP MZDWTETTTY,

i1 —+H —IZ CONTROL HitEZ 53 57-9121d, SYSADM F/-13 DBADM #HE
FE2NAETY, DBADM HMEFR 21159 %121X. SYSADM HERRNMLETT,

GRANT AT — b A2 &, HF1—F—NEMHEZNE5TH5ZENTESRLDICT

5HDTY, eI,
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HHNE, FHEEZTRTOI—Y—NEHIEER L 5129 % PUBLIC 2595
EMMTEET, FFalfld, FEOLI—TF—NEZEI TN —TONTNNTT B &
MTELZEITHERELTLEI N,

FRL—=F 4 2« AT AR LRI O L—Y— &I —TNH 556, 11—
—ETN—TDEESIKHEEMNGTL2ONEEETHILENH D ET. GRANT
BELW REVOKE AT —h A RDEBESIZBNTH, USER BXLW GROUP &
WHIF—T—RPYER—-RINTVWET, INS5OF T a>DF—T— ROEH
INBNEE, TR - IXFx—Ty—3ARVL—FT 4 2T« AT LDEF
AT —HREEF v/ LT, ZOHFAANLI—F—Thd2NITI—TTH2NH
ZHHLET, FANI—Y - —T O THZuREMENH D56, T
—MMRINET, KOHIZ. HERON WD I—H— 2% L T. EMPLOYEE #IZ
DWTD SELECT FtEZ 53T 25HDTT,

GRANT SELECT
ON EMPLOYEE TO USER HERON

KOFNL., HERON EWH 7 )L —TFIZx LT, EMPLOYEE ZFEIZDWT® SELECT
KHEZN5TH5HDTT,

GRANT SELECT
ON EMPLOYEE TO GROUP HERON

arho—)y -2y —T, [AF—<FtE) /— T w2, TERZAR—ZFHE)
J—=rTwr, BEIR TEa—KE) /— b T 7 EFERALT, 26507 —F N
— A ATV MRS AR MR G ERITWMOMET I ENTEET, 2560
J—=RT T DONTNNEA—T T B5I20d. AFDAT Y T > T EEI W,
1. a>bha—=)b -ty —T, UBITEHZA TV NEF0 74N Y— (TEa

— ] THIINI =L MERINDET, A7V - VU—ZEBALET,

2. ANV =&Yy I LET,

DT AN —HNOMGEDT—FRX—=A « X T "idarT 2 « XA I
FRINET,

3. AT - RAVTHBKROH DA T Vb7V y L, Ry T 7w -
AZa—T IFeie) 22 RLUET,

ZUTD TRMEl /— T I A—T LT,

B[IEOHMYEL
REVOKE A7 — kA > h2fHTIUL, Frli—Y -3 Mo1—¥—izff53Nn
TWARHEZIDIE T Z LN TEE T,

FT—HANR—=A «F T MINTZEHEZIDHTI2IE. DBADM HEBE.,
SYSADM HERR., £7213Z2DF TP 7 MIxd % CONTROL FHHENHETT,
WITH GRANT OPTION HBHEZEFFF L TWAZIT TR, FOREMEZIDEITITET
DTHVWIEZHEELTLES W, O ——0 CONTROL HHEZEDIHTIT
2. SYSADM 7213 DBADM HEBRMHETT, DBADM HERRZHL D IE 9123,
SYSADM HERRDNNE T, FHEZIDIET ZEMTEZ DL, BEFEOF TV b
IZDONWTEITTY,

#£: DBADM HE[R £7213 CONTROL HitEZFi> Tl —H—3, WITH
GRANT OPTION Z{fiflL T GRANT L/-E#HEZBMOET I EFTEEHA, F
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2. MOWMEINZANSM G INREEZ TS TWEI—H—{Tkd 20
LiZid, #HEEIZH D FH A,

BIRINCAT G5 SN2k (F2I3E 2—) 1Tk 2540 DBADM HERRIC K > Ta1—
P—MNOoWMDHEINIGE. TORICERINTNDMO E 2 —I1THT 2 EHEILEL
DIEINAEZEIEHVFERA. Ea—ITHT 554X DBADM HERRIZ K > TEMA AT
HIZRDHDTH D, HAEOHFEHE EZEGRE VNS TT,

W CARIOL—H — & TN —T O HIZRHEN T 5 SN TWDEHE. FHEZIDIH
JHFIZ, GROUP & USER F—T—ROELELNEIFETH2HENHDET, KD
#llZ. HERON &5 11— —@ EMPLOYEE #IZ%fd % SELECT HitE & HL D H
THDOTI,

REVOKE SELECT
ON EMPLOYEE FROM USER HERON

KOENE, HERON &S 7 )L—7 D EMPLOYEE #IZK9 % SELECT HiHE 2 HY
DHTHDTT,
REVOKE SELECT
ON EMPLOYEE FROM GROUP HERON

1 DTN —TNEEHEZRDHELTH, TOTIN—TIZE/THTRTDA L )N—
MEFORMENIRDEIND EIFESENWT EIZEEL TLZI N, #Yo4HN
Kt 2T 5 I NTWAEEIT., TORENEERDEINS L THRFFINE
—d—c

KRN L - —DSMDEINDHE, MOE SN ITKET 2Z201—
P—IlE o THER S NI R TOE 2 —ITH T 2RO DIESNET. 7220,
AT LK o THERICN G S NIZREDO BRI DHEEINET, Ea—ITud 25
MDD L—T =T K> TEEMNGINZHE,. ORI EhSAEINE

ER

FRMEN I =D 5B OBEINDEE. BMOHEINEZREHITKET 2201 —
=& TERINZITRTOE a—IZHT 2R EINET., =20,
AT AL THERICH G SNHHEOANROBEINET, Ea—ICkT 558
MEMBI D L—H =2 &> TEEMNGINZHE. TORBEIISIEHESMAEEINE

ER

BebeZ 7 — 15 LTS, FOTI—TD 1| ADAZIN—=721F0 5 HebE 2 Bl
DHETENDIREDRDHODET, TT— - Awt— SQLOSS6N ZZ TSR WNWTZ

NETHITIE, KD 2 DOHERE T EIT> T EI N,

o TN —TMEZTDAUN—ZRELET, HEIWIE, AN—ZES L THHY
N—TEER L., TOHR I —TICRKEEZMNEGL ET,

o TIN—TMMEEHEERDHELTNS., Hroil—8— GFrl ID) ICRHEZEM 5L
EJC RN

H: £FEZIZE 2 —I12x9 % CONTROL FHEN L —H =S5O HE I NZHEET
B, FOLI—H =%, ZTORMEMOLI—TF -5 2RENEIREHEITET,
CONTROL FHENG 2 H5N5 &, TDOI—H—|dfhd WITH GRANT OPTION 4
MEDHTNTZITED ET, CONTROL NEDHEINTH, MOFHEDTRTIE, £
NEMNHRLUTHDEENSE T, WITH GRANT OPTION O F FHRINET,
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BOMHSNZEMHEIEKEL TWDTRTONy =3B E RiaanEzdan, +
DIHERZHE DL —ICX o THNT > RINDEHRMEHITHRD T, HHEN
BTHOYY S r—a a2\ U RLEaA—T—-IIME53N28E8. Nvir—2
SEERTLZENTEET, TOT7 TUTr—2aaz2F 795, BEROBENA
CRINIEFIZETINS U H—ERD ET ., FMEDY PUBLIC NSED IS N
A, PUBLIC FHEICFEDWENA 2 RLINTERNWI—F—IZXo>TNA > REhn
TWETRTONY T —NENCINET, I—F—0DF D DBADM HERRAELD
HEINDE, TOI—HF—IZXoTNAS > RENZ/N T —DIFTRTERNITRD
T, T—IR—Z + A—FT 4 UFT 4 —ICHEET LI Tr =800 Tldd D 8
o BERNDOI—U DRI ENTVE N —P2FRALESETHE, P AT A
3. ORI —CDFNA 2 RERAET., ZOFENA 2 ROKANERKT S
&, IJ— (SQLCODE -727) WAL XT. ZOHE. TNoD/N\yr—T 2R
FICENAT > RT 21213 LT OMENSLETT,

s ENSDN T —TZENA 2 RT B720DHERR

s FNSDNV T —PHNTHONTNDE AT MIHT D547 DHERR

TOLEN T —COFNA 2 Rid, FEZROETIRICITONETY,

1 DEFIBERORBHICHE DWW T MY HH—F713 SQL B ZEHR LSS, 21
5DEMEDONS DN EELEDSE, FO M) H—F7/=1F SQL B EFHTE/2<72D
ECIN

F7x0 bOERE ROY FICK BB OER

F=HR=Z « XXx—Tv—ld, £ NuTr—YREDTF—IR—Z - F TPy
NZHERRT 2 12— =12k LT WS ONDOEHEZREERINCAH S L 9, .
SYSADM 7213 DBADM HEfRZ D1 —HY—1Ck->TAH TP =7 ROMEREI NS
CEICHMEEINET, FRRIC, A7z 7 b2 ROy ST5EEEI ROy JE
NET,

ERSNEA T ", £ Zwrx—LA, &, £ Tr—IThN
W, =T =320 A TP =7 Mk S CONTROL FHENGZ5NET, 47
Pl MREa2—DOHE, TOE 22— % CONTROL FHENREERD 5 &I )5
INBHDEF. AT —NZFOE2—FFEDORTSREINDITRNTOE, Ea—. B
EURZ w7 F—ALICHkT D CONTROL Kbz Fio TWALAITR S NET,

BHRIICHER S NZA TP 27 FMAF—XTHIHE. TOAF—YDOIAEI
1Z.  WITH GRANT OPTION 24> T ALTERIN., CREATEIN, 37\ DROPIN
KNG Z5NET, BRRICER SN/ AF—<IL. PUBLIC IZff5 37z
CREATEIN $#EZFFH £,

Ny Tr—DOFRBEDHEIL

BIND 3L PRECOMPILE IX > RiZ, 7 /U —a - Nubr—T%#ERE
FRAEELET., E550aY > RTH. OWNER A7 a r&fio THE/Ny 7
—VOFABEDAEIT T I N,

N r—OfEEOMAIIE,. B —IVnNH 0 7,

e FOIA—Y—%H, HRZEZHAEZEEL TMATEET, OWNER 47 3 ONNEE
SNTWREWEE, 2T 74 MTY,
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* SYSADM Z7z1% DBADM #ERZ#:D ID I&. OWNER F 7 3> &ffi-> T, T
BOH 1D #IMEELL THATDHIENTEET,

DB2 T—HAR—ZABGZFHL TN =20 > RTEDZITRTOAXR L —F
42T AT, OWNER 723 Z2HYR—KFLTWEDHITTIEIHD FH
Po

Ny r—%B U I-REERYHE

7TV r—ay s AV I AL T, BIXOHFERT -7 AF—> 3> -t
TarEBRBELTNWRI—HY—ICLo T, T—IR—ANDT—HIIHNTET 7t
AMERSINDZENHDET, N Tr—JICEBENTNEAT—MAY NTLD
T, A—Y—3ZHOT—HIXR—ZA ATz MIRL T EIE R TV a >
BPEITTEET, TOXIBET 7 a2 it 1| DELRIZERORKHENLET
ER

N =% N1 2 RUTWAER L—H—B XN PUBLIC 125N 5HHE, B
FJUMEANB LW PUBLIC It 5 37z —)LIcfH 53N KHMEL. 50 SQL B &
" XQuery AT — A RDONA > RFOFIMETHEHINET . VIIL—T %8
LT G aSnNiHEE. Z—7Ioa LTS an/zo—)uid. &1 SQL BL W
XQuery AT —h A KIMBNA 2 REINDEZOFFAMREICIMEH INEEA. BF
7% authID 6. N\ —%NA 2 RT52—5—F, NXuFr—ONA 2R
K12 VALIDATE RUN DMHEE SN TWBEHEFZERNWT, TD/NN v r—NOE
SQL %7z1% XQuery A7 — b A2 N OFETITHETR T X T ORHE Z BHIRINIZAT 53
NTWBD, H5WE PUBLIC. PUBLIC IZff5EN/=0—)L, £ —F—IC
fFEINZ0—)VEEL T, LERKEZREER TS INTOWARTNIERD £8
/o BIND FFIZ VALIDATE RUN ZfRETHE. TN T —IHND EDE
SQL F7z13 XQuery A7 — M A MIFFWOREENFEALZEL TS BIND 135k
g, Zd SQL F7213 XQuery AT — b A2 MIFEFRFICTHWNEIC/RD £
T, A=Y =N T —T%NNA > RT 5D L7ZFFr] (BIND £7213
BINDADD $##) Z#f> TWHMNE S MREZT S AT, PUBLIC. ZI)L—7,
O—)b, BELORI—F—DRKHEN TR THERINET,

N =123, B EBI O S D SQL BEW XQuery AT —h A2 FAD
TWBZENHDET, BNRBREZEON Yy —Y 20T 554, 1—F—I124H%
B2 DI/ r—2IZ DWW T O EXECUTE FHEZITTY, LN >TEDILI—H—
3. N —CHNOBHNRETIE, Ny T —2 « N1 2R - 7005 LOFRHEZ RS
RTHETHZENTEET, 7220, 2NN T =21 LU TED 5 N7 iilR
DOHIFANIZEE 5N E T

Y SQL £7/21% XQuery AT — M AL RN T —ICEENL GG, LB
eV, /N r—20 70 a2 )81 VR E 721381 > REFIZ DYNAMICRULES 215
EINMEINC TRV ET, L <L, BIWIEEICHT % DYNAMICRULES
DEBEIDWTHMHLZRNEY 7 Z2BRL T ZI N,

ZY I R—ADPEESNTNANY = EHROMIESE

N T =PI I 2= LANDBRNEEND GG, NNy T —IERER IOy
=2 A=Y —OFRIZESIDLEM TS Ny —JERENZ Yy 7 1 —
LB —2C2ERIINA  RTB56, Zv I Fx—LNT—4 +J)—AT
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ZRTHEBLVOE 2 —ITBL T, #iHRAE Z /I IFEREZ/NA T H06ETH D
FH A, UL, /\0‘76‘“—:/\\03%?‘?% i, T 5 o) — XTuqu%J:Un‘F_J%’i*%
INAT B T ENBETT,

BIZE, Ny T —HERRE D SQC 7 7 AT, EHE D SQL F/z1E XQuery AT
—hAZERRASTVWEELET, | DOBNAT—FA> MIo—hIILEE2BH
LET, MOEBMAT—RA > NMIZw I Fx—LESRBLET, Nur—I0W0NA
CREINDE, O—HNNEBIOZ Y IV 2 —LDFMEERIET 272D/ r—
ERE D ID DNMEHINET, LML, Zu 7 x—LA0N#ENTsT7—4% - —
A~ F TV MCELTIEMMbBEINE . JIOI—F =0, ZD/\yr—
PH® EXECUTE ¥#tEN\D 5 Z L ZRite E L TNy —2P2FETT 86, 2D

—IFREBITHAT— M A2 MO ISR HERMEZ /N AT 20463 H D
FHA, LU, Z0 I F—LEBRTHEAT— A FOEGIX. Nuor—T%
T T35 —% - VA THIMRELHHEREZ/NA TS ENBET
ER

SQC 771V, B SQL BEY XQuery AT —h AL k&, FLZwr x—
A@’%Eﬁwzmmwim\a FNHHE. O—H) - ATV NEZ Y T F—LND
DB2 T—4 RN—ZAFFaREIZELIL TVWET, Nvr—2 « 2—HF—F, A5—h
A RADTRTOO—H) - ATl b (F. Ea—) [T 2EHEREZ /SN A
LB NERsd, S8y R—A - F TPV NOBHERES/NNAT 05
MBHOET NN ir—2 « =T =%, 2w I X—LDNH#HNT 2L T h2dE
BF—% « = A TRIAPBLIOVEHEREZ A LRTNERD EHA), EE508
EH, Ny r—Y 01— —21d EXECUTE EHENNETT,

/\o‘yb‘“_:/v@%f?%@ ID iSJ:U/\°7\‘7“—FLi\ ?«T@?“‘& V) — XHun B
FSORHELEICER SNET, ZOBRIT. 21— — - v ETDERICES T
BHEHTEET,

HE: #1 SQL BEW XQuery AT — M AL MIZw I 32 —AIBEETEER A,
DYNAMICRULES #7332 (BIND IZRE) &, w7 X—LZ2g58/\vwir—
THHLAENWTL X,

DB2 7—4#XNX—ZIX DB2 77 IU—DF—% - V—ALHIFET 5 &L ZITHM SQL
EHHAT 20, Zw I 3x—LE2E50/N\y T — U0 27w 7°>’¢‘»JZ\E&
FTHAEEMENH D ET, T—4 - V—A TN T —I2ETT 50 ID 2. <
DTF—4 « J)—=A TN —T ZHH) %ﬁﬁ”%7‘:&)@@@]7‘;%@@%%?@1

Ea—Z2FERALELT—9 - 7 RADHH
Ea—zAThE. RISHT 27 7 L AREORREN 52175 ZENTEET,

Ea—Z2HT5E. RICHITLHLUNOXRD72Y 7 L AHIEHMNAREIC/R D £,
o RNDIRELANIZTFITY 72 AZHIRT %

%W@%ﬁ@ﬁﬂf:ﬁ T BT VR ANBERI—Y =T T =g -
07 I LADDIT, HFalENz1—Y—d, BERIZFEEELZEa—%1F
RTEXT,

s ENOITOY Ty MEFIZY 72 AZHIRT 2
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FFaan/za—v—d, Ea—EEORIBMEOHIZ WHERE HiZzfEEd 52 &I
0, Ea—llEoTT7 VAT BHI72BEETEET,

o T—4 «Y—AEXFRIEZE 2 —NOITELIZFOY Tty RNEFITT 7 A %]
FRLET, Zv I F—ALICE>TT—F +V—AZTITEALTWBHE, =V
DX —LESZHRTH0—-H) DB2 T—FRXR—Z + Ea—ZERTEET, TN
5OEa—Id. 1 DELRBEROT—% « V—ANS v I Fx—LEBRTH T
EMMNTEET,

H: BEOT—% - V—2AEBRTEH5 9 73— LEEFOE2—2ERTESD
T, I—HP—d 1 DOE2—NoEKRDT—4 « V—ADT—H TV EATE
¥9, IN60Ea—d,. YIF -OF—2a>--Ea— EENET. 0K
S/ a—13, DHIRESEKR TEERROIOEREHKET2HE. HroL
—H =2, BEDF TP NIHLTT—% « ) — A TRHEIBEHEN WS
[ AVASY= S I

Ea—%fERT %1213, SYSADM HEFE. DBADM HMERRWNMANETY, £zld, D
Ea—EROPTSRINLIZTNETNDE, Ea—, FRIEZZV I F—LITHT S
CONTROL ¥##Ed % 2 id SELECT FHENMETT, I HIC, I—H¥—id, £DE
a—HIHEEEINZAF—NICA TP 7 FEERTERITUIRDEE L, D
FO, AF—INELEHFEL T ARTNUE, BEFEDOAF—TITHT % CREATEIN
KM, E7213. T—F X—2IZx9 % IMPLICIT_SCHEMA HERRNAETY,

Zw I F—LEBRITIHE L —EERTHEE, Ea—TZv I 3x—L0BHRTS
F—=H )= F TV b (EREE2—) ITHTHAMAHERIINES D T
o 72720, Ea—DA—F—NEa—ICT7 7 RATBELEE, Kt r7—% -
V=R« AT NMIHT B SELECT HEFR F 7213 A% OMER L X)L E T,

I—H—iz, EEERLZF T N EBLUPE2 ) ITHLTT—% - V=T
DY ISHERN B NES, RO LEFTTEET,

. =%« VY—ZEOFDI—H—DT7 Vv A &HFT LML TT—F « V—

Z - Ea—%ERTS

2. ZOEa2—® SELECT fitEzE 1—H—I12f 59 %

3. Ea—%BRTE-0DD= w7 F—LEIERT S

TD%, LDy VX —LEBT S SELECT AT —MA L NEFEITTH T EIC
FoT. T VAT HIENTEET,

UTFDF AR, BHRANDT 7B AZBIRT 272012, Ea—Z2HHT 25 hiE%
KOEFHIIC R L2 TY

ROXIIBSIEIERMENS, STAFF ROERICT VL AT HHEDH 5 AN
ZRNDELET, i

« AFETIE REEICODVWTOER LSRN TS RTNERD T A,

ZOBEMEWMZTDOITHERZ LT ROLSIZL T, PERSONNL 7)L—7IZ
STAFF RIZK9 % SELECT #fhE & UPDATE FHEZfI 59 57217 TY,
GRANT SELECT,UPDATE ON TABLE STAFF TO GROUP PERSONNL
s BHMEBOREZ—I ¥ —1d. MFOKGIIOVWTOERESRT ZLENH D F
ER
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L, BEHBOIYFR—Tr— &I, HHAOE 2 —21ERT 2 Z &Ik > T
WTEFET, IR 51 ZBOWEOIYX—J vy —ICWH L TIE, ROLDICE2—

ZIERTEET,
CREATE VIEW EMPO51 AS

SELECT NAME,SALARY,JOB FROM STAFF

WHERE DEPT=51

GRANT SELECT ON TABLE EMPO51 TO JANE

JANE EWOHFR#4Z2FFDOY 2 —T v —Id. STAFF £&E UL DI EMP051 E
a—Z2HRELET, 2O —I ¥ — STAFF £®D EMP051 EWHEL—IT7
JYATBEE, BERINDERIIROIDITHEDET,

NAME SALARY JOB
Fraye 45150.0 Mgr

Williams 37156.5 Sales
Smith 35654.5 Sales
Lundquist 26369.8 Clerk
Wheeler 22460.0 Clerk

© IRTOI—P—IMMOWEB DB 2 H LM ENH D XY, ZOEMEEHLT

ZiE. kLD ITLT,

STAFF #£® NAME %& ORG Z® LOCATION %Iz

DWTOE 2—21Ek L. TNZFN DEPT 4l1& DEPTNUMB 42HDONWT 2 D

DRZEMELET.
CREATE VIEW EMPLOCS AS

SELECT NAME, LOCATION FROM STAFF, ORG

WHERE STAFF.DEPT=0RG.DEPTNUMB

GRANT SELECT ON TABLE EMPLOCS TO PUBLIC

WEBOLAMIZET A2 —IC 7 VB AT 22— —d, ROEHRE D Z &I

A OR= S I

NAME LOCATION
Molinare New York
Lu New York
Daniels New York
Jones New York
Hanes Boston
Rothman Boston
Ngan Boston
Kermisch Boston
Sanders Washington
Pernal Washington
James Washington
Sneider Washington
Marenghi Atlanta
O'Brien Atlanta
Quigley Atlanta
Naughton Atlanta

¥ 1% DB2 OtFalrq—- T
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NAME LOCATION
Abrahams Atlanta
Koonitz Chicago

Plotz Chicago
Yamaguchi Chicago
Scoutten Chicago
Fraye Dallas
Williams Dallas

Smith Dallas
Lundquist Dallas
Wheeler Dallas

Lea San Francisco
Wilson San Francisco
Graham San Francisco
Gonzales San Francisco
Burke San Francisco
Quill Denver

Davis Denver
Edwards Denver
Gafney Denver

SYSADM #EfR& DBADM HERRZFRIFTHA—Y—ICKDT7IERAD
) i

SYSADM #EfR & DBADM HERRZ{RFF T 51 —H -t kBT —% - VIV A ZEZ
H—LE0HBELZ0DTHZENMNEREGHHDET,

AT LERE LT IR AEHEICLD TV AEZEZY— L THIET 512
& U FOFNEZETLET.

1. SYSADM H#efR & DBADM HEFRZfRFFT 21— —ICBL T, LD X2 %
Fr TFv—FT20ONEBRD T, TDARYNZ2EZY—TT5-00EERY >
—ZERL £,

2. ZOEEAEMRY > —% SYSADM HERR & DBADM HEBRICBEE AT T £,

. O—J)LZEERL. £DOo—)LIiZ DBADM MEBRZAF 5L £9,

4. FIATYR-AFFANEEREL, TOO—I)NEZDONIATY R -5
FAMODT 7)) bOO—)LELTHRELET,

ZOO—=)LDRAN=2y TENTINOFFA] ID ICH RIS 59 % 3%E13.
LBEWTLEEn, Zhz2f7o2&, Z00—)VEZORIATFY R a25FF 2
RTOAMEHTESLXLDIZ/RD, I—H —/3 DBADM HERZEETEZ50DH,
ZORIATY R - ATFARNDODHITNWBERITBSNSZ EITRD ET,

H: ZOF T3 i, SYSADM HEBR 2 fRFFT B 1 —T — 1Tk T D RiEICIT
DERL, TOIDRI—T—Id. BEH/T DBADM MRZEFL TWENS
<9,
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5. ZORI ATy R A2FFAMNIHNTLZI—F— - 77X ZHIHT HITIE.

2 DOHEMHD LT,

s W7 /A FA—HY—ZELICEADN T ATy R 2FF A MEERL
9, TORTIATY R A2FTF A MOBIEICEE L =@% OE 21—
—MHENLT B &, TOI—Y—IRBRMICEEI N, Too0—)LcHdTE7 Y
T AZHEL X7,

o B’)RY 7 A: WITH USE FOR ffiZf#HLTrI ATy R - aA2FFAE
ERRL. TORIATY R« A2FTFANIT IV HATEZTARTOILI—H—
EERLET, TNSOI—HY—NTF—IRXR—AFEREETTH2DDT7 TV
r—2a EERLET., €07 TV —a ORI N T ATy Rk
ERENLL T, A—HY—NNEREZRETDE, TOT7 TV r—2 3 3T 0a—
P— ID KYOEHEZAT, TOLI—F—-LLTTF—IR—ZAEREZETLET,

6. NIZATw R-AFFAMDI—Y—ICEAL T, EOAMRL I E2F¥ TF v —
TEHEDNERDT, TDOARNETZY—TT5D0ER) —21ERL.
ZFORY =T ATy R A2TFF A MCBEEMTET,

7. BT —Y0HDHEEE. EXECUTE h5d) —2E=4—9 520 DEHRY
—%ERL. TORY T —%, BV —HWNROHET—IMNEENTNDEEIC
BHEfAHTE9, EXECUTE W57 JU—2FE=4F—3HX, TNHORICT 7 A
THITXRTOREN (ENNTOREEETLIENMIONDD L) F¥ TF ¥
—NET9,

{: SYSADM #HEfR & DBADM HEFRZ{REFdT 51— —NEKOT—HIZT VAT
5 EEWPIRIMICELET 25813, MET—INEENTNWDHET LBAC (TN
e R=Z207 72 Afl#l) 2FaVT 14—  ANZZALZMHHT S EZ2Mmal
TL7ZE W,

i

— &1

55

AR —=YRDOT—F BT 51213, B ELB X O SRR AA A BEE T
&% ENCRYPT. DECRYPT_BIN. DECRYPT_CHAR. # XU GETHINT (Z Z Tt
I %) Z2HHTHZENTEET, VI7147 > & DB2 77— RX— XD THs%
DT —% ZR5d 5121, DATA_ENCRYPT #RiFY 1 T &I 50, /21
Secure Sockets Layer (SSL) D DB2 T—4%X—Z « AT L+ Y R—E2HHT
=

ENCRYPT #lAAAEEEIL, NAT—R « R=2DWEH{LHRICK > TT—% &85
FLET, INS5OBKICEST, NAT—R b2 E2ATRIMETEZED
TEET, NAT—R - B2 BEEET—FITHAAENET, BELLZT
— 5 OIEBAL 2R T 51213, IELWSAT— RZEHTIHENHDET, I
5OBBEMHATIHAEFIL. NAT—- RE2ENHEE0OERCHEHRTERNnT—
Y DEBIZOWTERB LTI £H A,

ENCRYPT BH£rD#E 5813, VARCHAR FOR BIT DATA T9Y (32631 &S HIFREMN
HOEI),

et TE 55T —4%1%., CHAR. VARCHAR. BX X FOR BIT DATA 7Z\J T3,

DECRYPT_BIN B XX DECRYPT_CHAR BHEUZ. /SAT— R « R— 2 DRFF{LfE
MREMHL T, T—YDES{L2MRL £,
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DECRYPT_BIN d%#1Z VARCHAR FOR BIT DATA Z&EL. DECRYPT _CHAR
[3# 12 VARCHAR ZR L £9 ., #MDFIEA CHAR FOR BIT DATA £7213
VARCHAR FOR BIT DATA DORJGEMENDH 272D, FEENRI) DB E R HE
HbHDET,

WROEIIE, KD 8 NA MERETTONA MUITKELET ., A7 a>dkb
K NTA=F—DPIFEINTNELHEG, #HROEIIE, 7458 0OETTI R
40 12, KD 8 NA MERETONA MEMA LRI IR 0EEERH D X,

FTarobrh o NTA=F=DHREINBVEE, BROESIZ. 7—%5]
BOESTIZ 81T, RD 8 NA MERETONA MRZEMA KI5 06
HENH 0 ET,

GETHINT BE%3. h7vean/z/SAU—R - > h&2RLET, NAT—
Reb2hERE T—IHEENNAT— REBWENRDZDITRID T L —X
T, BIZRIE, /INAT— R "Pacific" ZEWENXRSZHIZ, T—R [Ocean) 7%
EORELTHERATAHIENTEEXT,

T —% ODBEFALICHERT 5827 — RiZ. L FOWTNODHETRESNET,

o INATU—R5[¥, /SNATU—Ri&, ENCRYPT BA¥MIEONH X415 & ZITHIRAVIC
EINDAN) 2TTY, 7—41F, AN/ AT— RTHES{EB LUK S
{bfEfR=NEd,

o BEB LS AT — REkL 2 A4 —, SET ENCRYPTION PASSWORD A7 — k A
S REINRAT—REzEREEL., TOBELINZ/NAT—RET—FRX—2Z -
VA= —ICERELT, BRL DAY —ITRELET, NAT—R - )NTA—
4 —732 U CREOVH & 4172 ENCRYPT. DECRYPT_BIN. B XX DECRYPT_CHAR
Bi%lZ. ENCRYPTION PASSWORD kL DA% —DfEiZfFHL £,
ENCRYPTION PASSWORD #55kL 2 X4 —id, WX TOAREINE
ER

Rkl A8 —OHE (77 )L ME) 1322ARY 27 TY,

WNAT—RIZEDBESIIT 6 ~ 127 XFTI, e MNTERMRBRESIZ 0~ 32 X
FTY,

DB2 € > R#% > AMD Secure Sockets Layer (SSL) Y R— bdD
1Bk

DB2 T—HRX—Z + AT AL, SSL ZHR—bhLTWET, LZMN>T. IBM
Data Server Driver for JDBC and SQLJ] 2257547~ - 77— 3
23, SSL Vi y hZEFEHAL T DB2 T—N—AIZERTE LT, DB2 { VA%
AT SSL Hih— N Z2EITT HITIE. DB2COMM L P A MU —2%7% SSL IZ
REL. SSL Wk 7 v A IV EIER L. 1 > AY > AZHBEHL £

SSL Hih— N ZHRT D1, AFOXDICLET,

e Windows Tl3. PATH IREEZA#IZ. Linux & UNIX Tl3d. LIBPATH.
SHLIB_PATH. LD _LIBRARY PATH OWINMhDOBEARKIC, GSKit 17
U—DNSANBESINTNDLZ EE2HRLET,
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s Bt L= =0T T4 TR TWIRWI EZ2MHRL ET ., #kia
SR —F—DFETHIL. DB2 f 2 AY AT SSL HiRh— MNEENC/RD
EJCIN
BHad bt b= =0T 754 T2/ >5 TWBENEDIIMNEMERT 5121,
GET DATABASE MANAGER CONFIGURATION I~ > RZFETLET, R/
Z A—4— MAX_CONNECTIONS 78 MAX_COORDAGENTS Dfi&k D KZWn
BEICRESNTWDIEEIE., ERI> v ML= =0T V574 TIZis>TWE
ER

SSL 3. IBM Data Server Driver for JDBC and SQLJ (¥ 7 4 O##i) & DB2
T R—=ZHBOHOBETHHR—FINTNET,

DB2 7 —% + = /N—ITxIE L7z SSL ¥R — F AR ENTVRLHR—F - 7
Iy hTx—41F LFOEHBEDTY,

e AIX

 Itanium N—ZA @D HP Integrity Series > AT A (IA-64) ®d HP-UX

+ x86. x64. IA64, 64 Ew N POWER® H—/N—, 64 Ew I zSeries 7z1%
System z9® [ Linux

e x64 E O Solaris
e 32 Ew bk, x64, Itanium N—A *« AT A LD Windows

SSL JEfEld. %12 FIPS E— RIZ/2D £7,
DB2 Connect ® SSL HH— b

N—=232 95 T4y ANy 7 2 K0, HEY—N—+I>Ea2—%—T DB2
Connect for System i. DB2 Connect for System z°. F7zlZ DB2 Enterprise Server
Edition 2L T, DB2 717 > hZHKAME/IL System i DT —F X—ZIZ
Rt 5581 UFOWTNOMEKIZBWTD SSL HR— F2ERTY,

« 77147 > bBEXY DB2 Connect H—/N—DfH

+ DB2 Connect I —/N—B XU —/)N\—DfH]

o 947 > B DB2 Connect Y —/N—D[E] &, DB2 Connect Y —/N—H L
Y —/N— DD

A BERNO/SADTRTT SSL HYAR—REECT 21T, £ 747> hB&
VD& —/N—"T., SSL HiHh— FOEHNT R THZINTWARTNTRD 8 A.
#l 21X, DB2 Connect #fid> > L —4—2F > DA, DB2 Connect Y —/\
—ZRTBA 2N > RESRTIE, SSL 2 TEERA, LML, =T v |-
H—N—IZ 277 MN\D > RERTIE, SSL Z#HHTE X7,

SSL YR — ~ DRk

DB2 f > A% > AT SSL Hih— h&ERT 5IC1E. LFOLSICLET,
1. DB2 f > AF VAfFEHEELELTCOV A LET,
2. SSL #Rk 7 7 A IV Z/ER L £7

» Linux BX W UNIX: INSTHOME/cfg/SSLconfig.ini

« Windows: INSTHOME/SSLconfig.ini
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INSTHOME 1%, 1 > AY 2 ADHKR—L + T4 L7 NU—T7,

SSLconfigini 7 7 VIZIE. HWET—INEENTWIEHENRH LD T, TD 7T
FANANDTY 7 AEHRT 22007 7 AV 2R ET 2 EE2BEDLE
T, BIZIE, TDT 7 AN AT— ROBRZ N TREFENTNWSLEAIL. 0
77 AN DFAE O HERR & E ZABMERE SYSADM Z )L —TD A 2 )N—721FIZ
FIBRL TL<7ZE 0,

3. SSL HERR~7 7 1)V SSL /INT A—%—ZBIMLF£9, SSLconfig.ini 771
JVIZIE, SSL 20— RU TR 57200 SSL NTA—F—NEFENTNE
§, SSL NTA—F—DUAKrE. LFDEBDTT,

X3 SSL #EE 7 7 1)L D SSL /NT A —4 —

SSL /¥ A—% — D4 ]

DB2_SSL_KEYSTORE_FILE P —N—EHZEDEHSNTNLEZA ST D
SERBHT v 15,

DB2_SSL_KEYSTORE_PW = N—FEHEDEN SN TNDLHA T D
INAT— R,

DB2_SSL_KEYSTORE_LABEL P—N—FEHED T )V,

DB2_SSL_LISTENER SSL UAF—DH—E2LFITR— &
o

T

* DB2_SSL_KEYSTORE_PW |3, NULL "JH£TY., #A LY - 771 ILDINA
T— RIMBELBNGEIL, AL THENENER A,

* DB2_SSL_KEYSTORE_LABEL /ST A—4%—%H4WKT 5L, T74) hOY
—N—fEHAENERINET. T 74V bOY—N—GEHENGEE LT
X, SSL Ot w b7 v TI3EKRLET,

* DB2_SSL_LISTENER /{J A—%—Tl|3, SVCENAME 5 —#% X—2Z + Y%
— Dy — RN T A= —THHAINTWSEEITERDHEZFEHT 20N
HOVET, DB2 { 2 AZ > AZMBLELD ELAEEXIT, SSL & TCP/IP O
W AMECHR— FBSZEERL T3 &, SQL5043N T —NHEL T,

SSLconfig.ini 7 7 1 )V DI ZLLFIZRL £,

DB2_SSL_KEYSTORE_FILE=/home/test1/GSKit/Keystore/key.kdb
DB2_SSL_LISTENER=20397
DB2_SSL_KEYSTORE_PW=aaalll

4. DB2COMM L A MU —ZHUZfE SSL ZEML £, Hi:
db2set -i db2instl DB2COMM=SSL

db2inst]l 13, DB2 1 2 AY VA TYT, T—INR—Z - I3x—Tv—d, [[k
WEEO O ) EYR—-FTEXT, FlZE @BEoRa)ELT
TCP/IP & SSL OWAZBEITTAI2iE. LFDXEDICLET,

db2set -i db2instl DB2COMM=SSL,TCPIP
5. DB2 1 >V AY > AZEHBELE9, H#i:

db2stop
db2start

56 F—H¥R—A-tFaUF4—-HIR



DB2 2547 > b®D Secure Sockets Layer (SSL) H/R—bk®D
Bak

DB2 N—23 2> 95 T4 w27 AN 2 2 /M5, Secure Sockets Layer (SSL) 78
DB2 T—HNR=A+ 75347 > THR-FEINEKIITHRDEL T,

U ®IT

SSL HiR— b &Mk I 27, U FDOLIITLET.

* Windows Tld. PATH EREZAHIZ. Linux & UNIX T, LIBPATH.
SHLIB_PATH. LD_LIBRARY PATH OWI NN DEBEARIZ. GSKit 71 75
U—DNAMHEINTNWE I 2R LET,

« U147 2 b EY=N—OM S NFE— DY > ITH HEE. GSKit &—
EEFA ANV THZRERSDET, 7547 2 baFIEORI N1 A

=T BH55. C X=ADII3A4T > hTHBERE., 77347 > MY —/NN—
L DJEIEIC SSL 2T 25T GSKit 21 > A M=V 20ENH D XY,
GSKit - 75U —I3., IBM DB2 Support Files for SSL Functionality DVD 75
AAR=ITEET, BIOHFEELT, NAR—K - T RN T—=IN5E5D
>A—=RLEAA=IMEA 2 A=)V TEXT, GSKit DA A b—)L - i1
RBIONZ—H— -« HA R, |https://www 14.software.ibm.com/webapp/iwm/web/|
[preLogin.do?lang=en_US&source=swg-dm-db2ldap| I1Z& 0 £ 7,

ZDHATZIZTDNT
SSL #fEd Z FIPS E— RIZ/ZD£9,
Fh

DB2 7547 > T SSL Hih— hZ2#kd 512id. LA FOoLSIcL T,
1. DB2 { > AZ VAFiFEHEELEL TV A LET,
2. SSL Hpk 7 7 1 IV &R L £,

* Linux BX N UNIX: INSTHOME/cfg/SSLClientconfig.ini

« Windows: INSTHOME/SSLClientconfig.ini

INSTHOME 1%, 1 > AY 2V ADHKR—L + T4 L7 N)—T7,

3. SSL 75147 > MERRT 7 1 )UIZ SSL /INTA—F—ZBML£T,
SSLClientconfig.ini 7 7 1 JLIZIE. SSL Z#0O0— R L THIAT 572D SSL /¥
TA—=H—INEENTWET, SSLClientconfig.ini 7 7 1 IVITIE. AFD/NT
A= —=0NHDET,

K4 SSL 77147 > MEK T 71 ILD SSL /N T X —4 —

SSL INT XA—% —D % NULL wfE G|

DB2_SSL_KEYSTORE_FILE |No H—/N—FERHZEDEM T T
NWHEEZ BT DT 7
{ }I/%O
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K4 SSL V747> NMERT 7 1IVD SSL /INT A —45— (Fi &)

SSL )NT X —%& —®D £ hi NULL 7§ B

DB2_SSL_KEYRING No AT - TyANVIIT V&

_STASH_FILE AT BHEDDISNAT — R &R
FEATHREL TBL.

stash 7 7 A )L DIEEEH 7
74V, UKD, U T
A7k FUFTOEF
2T 4 =DV EL
EJ N

T

e NAT— REREMRET DD, 7IF3147 > 8D stash 77 A IVEMHT H40
Ed D XTI,

» SSLClientconfig.ini 771V Tid. B—O#ANY - 77y IV ZEL X7,
ZOBART « Ty AIIZIE, TXRTOY—N—DFEHEZHH L7ZH DA
DEd, LFOHNE. 773147 2 MMERT 7 1 IVONEZRLTNET,

(testl@db2serverl) /home/testl/sqllib/cfg § cat SSLClientconfig.ini
DB2_SSL_KEYSTORE_FILE=/home/test1/GSKit/Keystore/client.kdb
DB2_SSL_KEYRING_STASH_FILE==/home/test1/GSKit/Keystore/client.sth

{51
hryay

J— R -y a7EmIE. FEOBER SSL AT A5ZEERLET,
SECURITY F—7—RIiZiZ SSL EWWHH L WEHENR TSN TH D, T3 SSL
T—-RzEELET., hyarZzffLn CLI 77U r—a > OBa. @iiElc
SSL Z{ifHT 2 Z a2 RTEBENERA N > 7I2H D E£T, LLFOFIIX. TCPIP
J—RohrarazRLTWET,

catalog TCPIP NODE nodename REMOTE ipaddr SERVER port SECURITY SSL
catalog TCPIP NODE mynode REMOTE 127.0.0.1 SERVER 50001 SECURITY SSL
catalog DATABASE sample AS mysslidb AT NODE mynode AUTHENTICATION SERVER

L FIA A

CUFOFITIE,. AyarZoflomo, hyalZ3Nz7r—IXR—A&EH L TnE
ER

Strcpy(dbAlias,"myss1db");
EXEC SQL CONNECT TO :dbAlias USER :user USING :pswd;

CLI
SQLConnect ( hdbc, "myssldb", SQL_NTS, username, SQL_NTS, szAuthStr, SQL_NTS);

db2cli.ini

B A MY > NO SECURITY=SSL F+—"7— RiZMZ T. SECURITY=SSL F—
77— R% db2cli.ini IZBIT B ENTEET, LRI, SSL Z2{FHHT 5
db2cli.ini DSN HEHHTT,
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[sampTedsn]
database=sampledb
uid=db2instl
pwd=xxx
hostname=myhost
protocol=TCPIP
servicename=50001
SECURITY=SSL

SQLConnect

PLRIZZT 5 D1, B db2cli.ini @ DSN HHZ{H L7~ SQLConnect O] T
—a—o

SQLConnect ( hdbc, "sampledsn", SQL_NTS, username, SQL_NTS, szAuthStr, SQL_NTS);
SQLDriverConnect

PIFICET 5 DI, SECURITY=SSL F—7— RZ{#f L7z SQLDriverConnect D
T@"o

char * connStr =
"database=sampledb;uid=db2instl;pwd=xxx;hostname=myhost;protocol=TCPIP;servicename=50001;SECURITY=SSL";
SQLDriverConnect (hdbc, (SQLHWND)NULL, connStr, SQL_NTS, NULL, 0, NULL, SQL_DRIVER_NOPROMPT);

DB2 795714 ET4—DEE

DB2 EEERFEDEN
BT =S ~\OT7 7 AERT L0118, SEIERFBHERIVT 7 & 2 HHH
AANZALEHER LT, BAIZHELL., BEADOZ T ANARERT—% - 7otk
ZEEEFIEHT D ENTEET., LML, BEINTOWARVNIERZITANS Z
EDTERBRVWEMENS T — Y ZRELZD, ZOXOREEEZFEALZDT S0
IZiE, T—4% « 7V AETZAY—T 5 EHMETY, IOV AV EXET D
O, DB2 T—HANR—A + AT ALIZIE, EEEENHEINTVWET,

R 2T =5 - TV RAZERICEZY—LTHNMT LI LICLD, T—5 - 7
VR AOHIEESREL, T—INOERD DD K AERBEFAT 7 A% &
RIS 2 ZEMTEXT, P AT LEUEZED, 77U r—a2Bk
MALZ DAL= — - T I LADEZY —L, T—IR—A - YATLDTITAE
T4 —QREEL I RERHLET,

DB2 EEHAEIL, FHRIICER LT —IR—AD A R MIxt U CE AR 2 £ Ak
L. MOZFDEEMMEREFETESLLIICLET, ZOHEEICIDERENZL O
—RiZ, BEOY - Iy IS NET, 6oL a—RESMMTHZ &
T, AN —2NHSNMIRD, AT LABRHAZENTHZENTEET, £D
OBV AT LBHZEBRB L IZSGEG. TNEHIREZIIBRETEET,

EEEHAEIL, 1 AT DA LNIVEHA DT —FR—RZ -« L)V OMf TEEZ
T, IRTOA DAY A LRVBEOET—IXR—=Z « LRXNVDT 754 ET
4 =%, TNZTNR L OO T I T TR T 2N EHATVET., AT LEH
B (T AY A« LXJVT SYSADM HERR & fRFFT 2 12— —) 1. db2audit Y
—IVEMEHLT, 1 2AY A LNV TEREZERLZD, WOZTOL D BER
BEMENET H0ZEZHEL/Z0TBIENTEET, dbaudit V—ILTIiE, AT
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LEHEINA DAY O AEREO T ET—IR—AEROTOW %27 —hA T TE
BIEN, T—HATEINTNENTNODY A ToarhsiEsETr—4 2T %
TEHTEET,

tFaUT 0 —EHE (T —F¥X—Z - LXN)L'T SECADM MR % FF D1 —H—)
13, BEARY —& SQL A7 — KA N AUDIT ZlAGHOETHEHAT S Z &I
Eo T, lExDT—IR—ZAZELICEBEHFEBRBLOHHETCEET., v+l
T4 —EM#EIL. SYSPROC.AUDIT_ARCHIVE A K7 —R -« 7O —T % —,
SYSPROC.AUDIT_LIST_LOGS #Ri%. BLW
SYSPROC.AUDIT_DELIM_EXTRACT A h7—R - 7O —Jy—Z2HAL T, &
BEOVET—HNAT L. BEREBRNZTENTNWSLO7ZHREZL, HHTOLDIZK
G 7y VT —F 2T H5ZENTEET,

N—=F4ar - T—IR—ZAEREIIBOWTHEEIHL TS EE, - L
TNWET—HIR—=Z «+ N\—FT 43> (Ad—T4 F—HF— - N—F14>a) £/
W3hsar - =54 ar (ACT—FR—Z - )N—F 1 T a > TIERVER)

T, ZRHOEERRAXR IR ELET, DFED, BEELI— RNERDOT—
HAR=Z +)N—=T 423 Lo TERSNDAREENH D T, TNZTNDEHE
Lad—RofiZid, I—F4 %= — - N—Fq4a itE@siN—FT1>a> (&
BLI—ROERERSTWDE/N—T 1 a ) Z#iTHERNMEENTNE

ER

AAZ A LRIV TIE, BEAMEEEIX. db2audit start BE N dbaudit stop I
CREMATSZEICE > THRNITIEFIEB LU T 2 6ERHDET, 12X
H A LRIV OEEZHIGT 5B, HREKAEISEFEOREEMRIEHRZMEH L £

T, EHEAEL DB2 T—INR—R « —N—NSMHT L TWBEDT, {2 AY >
AMMEILLSNTESTY VT4 TDEETT, EE A AY 2 AMMEILIND & &,
BEELI— ROEEOVICERSINDERERHDET, T—FXX—Z - LNLT
EREZHIBTAEA1E. BEEONRETLHA Tl MIEEARY o —Z2BEAT
E g

EFLI-FDOES

AREINDEEL I— RIESEIEREKSNH D ET, BET D0 HEE
A R NORMIZET HLLFORR TR, BRDDARNIIHNT, KOY 1T
FANCHEHIND 1| DOHEBEOF—T—RNHDZEIHERELTEI W, BED
DI RIRER A X FORPIIRDEDITRD £,
« B (AUDIT), BEERENEH IND EE, FRIIEED /N Y /A3 N5 &
ZIZLa—REERT 5,
o FFIME (CHECKING), DB2 T—ARX—Z « 77 MREKICHT 2T 7
Y AT E R EBRERT O IRAED L EIC, La—REEKT 5,
s ATV MRSF (OBIMAINT), 7—% - A7 x7 ME{ERERIIROY 7
5EE, BEOKFEDAT TPV MNIEBEEMAD EZICL I— REERT 5,
o ¥ 2T 4 —fR5F (SECMAINT), LA FOHFHFICL a— REERT S,
- TR T = RN— AR Z MG RO TEE
- FaUTa— - TNNCRREMNGELITROBTEE
- LBAC FaUT 14— - RU—DF)—7Fnl, O—)LiFe]., HDHWNWEA—
N—=F4 FEZISHIREREZET T2 L&
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— SETSESSIONUSER #itEZ {5 £/ 13D HET & &
— DBADM #EFfRX> SECADM MR Z 5 F/-I3MWMOHIT &=

— SYSADM_GROUP. SYSCTRL_GROUP. SYSMAINT GROUP, */=!%
SYSMON_GROUP H/S T A—F —DWNWITNNIEFZINZ D &=

o AT LEH (SYSADMIN), SYSADM. SYSMAINT. F/7zid SYSCTRL HE[R %
VEETHERIENETINS EE, LO—REEKRT S,

o I—H—MGE (VALIDATE), 1—H—Z2FiEL TW5EE, £RIITATL0E
Fa)T s —BRERBLTVDEEZICLO—REERT B,

o BfEQ>FTF AN (CONTEXT)e T—F N—ZDEHIENFEITIND EE, HiEO
CTFARNERRTHLA—REERT S, CORSEHATSE, BEDOY -
T7AIDED BNEHUHEZR[GEICLET, OV DA X MIBBEGRT 7« —
W RERKHICHERTSZET, AR NDTIN—T% 1 DOFT—FN—ZHEAEIC
Ro CTHEEMITSZENTEET, FlAE. BWBROBEZT—MA 2N, &
MRED/Nw 7 —2 ID. DF D CONNECT OXIBETINTWELERIEY AT
DA 2T A= =&, BEEEREZMMNMLTVDEEICHERITFANER
fTEET,

H: BEO>TFANZREMT S SQL £/ XQuery AT — K A2 NI, iz
DELBDHEEENH D, CONTEXT L I—FRHIZTRTARENET, ZD7=
¥, CONTEXT L Od— RDEFICKREL 505NN H D £,

+ 327 (EXECUTE), SQL A7 —h A FOETHICL I—RZ24HKT 5,
FROKZONWTNIZBNTH, K. kY. FRE3ZT0OmMFEEETEET,

FT—HR—=Z « —=N—I1ZH L TS NOBIENTTONEHE, W< DDl d—
RINERSINDZENDDFET, BEEOVITERIND L I— ROEBROEIT. &
EHREMRICK DIEE SN, BHEINEZAXR FORSOEICL > TIRESNE
9, IHIT. Y. R EREIEOMAFEREETAEMNEDNITL>THRRD E
T, TOD, BENROAN FNOBIRIZEETT,

BERY S —
tFa U T —EEEL EERY S —EMATEI LT, BERT 5D
FTT s MM AR EIET B L5 RS AT LR TE £

tFa )T —EHEED BERY S —ZERLT, H2 0T =5 X—ANTH %
BEADHRICT 20 EHIETH I enMTEXY, BARY > —2MEMT5 2 e
TEZA TVl M3, UTObORHD ET,

© TIN—AEMK

T—IN—ANTHRETDEEREA R PIRTH, HEERY > —IXi-> T
BOMGERDET,
3

Z GFBME). MQT (T U7 710 XWBRRK), FLIFZZ VI R—LNDT— 5 #
ESFE ODML) 77 AB LW XQUERY 77 AL, IXRTEHEEDOHNGERD
F9, ENT VAR>S TWDEZT, R —RMicHEEONRELD
Ko zEERLTWSHETH, EXECUTE R DEREA RN (T—Y &S
B EEDRWEENH D ET) OANERINET,

% 1% DB2 OtFasrs—-EFI)N 61



c RIAFYR-ADFEAN

BEORIATY R« A>FFARNTERINIZN T ATy RERNTHEET S
EERTREA R FIARTH, BEBERY > —ITt> TEBEOHNRERDET,
o I—Y—, FI—7, FHZ0—ILERTH ID

BESNZL—Y Ik THIBSNDBEAEREA N> FIXRTH, BAERY >
—IZHE> THREDOHSR LD XY,

HESNLZ I —T720—)VIZBL TS 1—Y =T 58A 1 X2 b
i IARTEERY > —IXt> THEDMR LRV ET, loo—)Le /L —7
ENT25672E, MEMIIO-IVIZELTHWS2HE6, BEOHRITED X
‘3_0

k2T —5 OF v 7Fvy—id, V=T 07—/ 0—REEHELTT VT (4 E
T4 —DFFMEF Y TF ¥ —95Z LK D, Work Load Management - /X >
he B —=THBIITENTEET, 2B, V= O0—FOT v EXTITIE.
FFe] ID 2T TR, BEBERTIHENH 2O THERENBLETT, DI
ENMFHERER-> T, BEEOBICHIFF LMD ENGE S NN 720, 215 Off
DEENEF I NZHEITEEENIO (BET5<,. T2y —3INTWARN) T—
JO—RIZXy TEINTLESRZDTHIERHVET, BEEHDOY Y2 —23
CEBEHT SRS, A—W— VI)—7, FLRBO0 - OEEEHEIITO L
MTEET,
- HEBR (SYSADM. SECADM. DBADM. SYSCTRL. SYSMAINT. SYSMON)

RESNIMRZREOI—T -2 X > THIAI NS EEARET N> MTRTH,

ZFDANRY MIZEDOHERNBETHZNEIMNIHND DR, BEERY > —IZ
o THEDOMGERDET, B, BEARYU > —72 DBADM HERRIZ BEE 1T

S5NTVAHEAEICIE. SYSADM HERZFHDI—HY—%, IRXTIZORY >—ITHt
STEAEDOHMRIZ/ARD ET ., Z4UL. SYSADM MR Z £ D1 —4—13 DBADM
HERHF-> T D ERRINBEZDTT,

tFa) T —EFEZEL BROEAR) O —2ERTEET, HlzX. 23

T —y 2RI H-0ODR) > —&, DBADM MERZFOI—F—DT7 754
E54—2BEETHOOR) > —2hBETLIZNBLNETL. | DODAT—h
A2 N TEBOBEERY > —NENRNE, TNETNOEERD o —TEENL
BLEEINDBANRFITXRTE (1 BOBEELZTT) BEETHIENTEET, flR

X, T=AR=ZADEERRY > —THEDEIIBIT LI L= EXECUTE X2k
DOEENPBEEIN, I—F—DEER > —TRUEIZBITS EXECUTE N>
N DEBDOEENBEELESNDIEAL. TOEANDT 7 ADRITRRS LIZEBE
ERMU =BG O G OBEENMTbNET,

REDF T2z FZTELITAMTTESHARY >—Iid, 1 DEFTY. #ilxiE,
[ CRICEROEARY > —Z2RRHCEEMT2 2 L3 TE A,

ERRY > —3, Ea— RMERICIIEEMN TS ZENTEERA, BERERY >
—NEEEMT SN TVWERRIZT VAT DHE 22—, EEEORD) > —I2iE-> T,
EREOMRERDFT,
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RICHEASNDEERY > —0, ZORICEDN TS MQT ICTHERIZEH SN
H5ZEE3HDERTA, RICEERY O —Z2BEMTTWDEEIL. TORICEDN
TW3TRTO MQT IZFEURY > —ZBEMIT T ZEI N,

NI H oo a fIcETEINHIEER, EAERY —&, NI oYU a Bk
REDBIEAIFICHE DONWTEITINET, HIAEL. EFa )7 —EHEN, b5
—HF—ICEER) > —2HEMITTWT, BEOKSTZEOI—T -5 > H
A A TWBEE, BERY—IE, TORT PV a NTETINS
BRODAT—RMANIE—YEEZEZLEZXFEA, T2 BEERY > —ICHT2E
FiX, Ay FSINBFETHEDCROE L, EFa ) 70 —EHED ALTER
AUDIT POLICY AT —hA 2 NEFEITT DL, TDAT—FA PRIy b
NDHET, BHEIIENTBRODER A,

tEF )5 —EHEIL EERY > —OERIZIZ CREATE AUDIT POLICY AT
— AN, BEBERY 2 —OEHIZIE ALTER AUDIT POLICY AT7— kA2 b
EHEALET, TNHDAT—MARTIE, UFZEETEET,

s EEBHOMGRETHA N OIRPE: None. Success. Failure. F7z1& Both.

BESINRWEE BT 2EETRA XN NEIDGEEOWRIZEZD T,
e BRI T -DRELEZLGEOY—N—0DIRSEH N,

tFaU T —EHEIL AUDIT AT — A NZEFEHITSZEICKD., Blifrd—
N=IZBNWT, BIFOT—AR—ZELEER) > —FHET—IR—Z - F TP
7 RNEBEERY O —ZBEMITEZENTEET, AT 07 IRMERPICIS T
W3 EZIIEIC, ZOBEERY —Iito TEEMTONET,

AR —2HIRT 5856, ©FaU T —EHEIT DROP AT — A2 K&l
MLET, BEERY =13, Moot T72 o7 MCBEEMfITFs N TWDEROY
T TEEH A, AUDIT REMOVE AT — A RZFHALT, HoTWaA 7o
7 b EDORIEMTFETNTHREL TS EZEI N, BEERY S —ICAYT—FZBINT
DG, BFa) T —EHEIT COMMENT A5 —hA> R2HHLET.

REBIEGDHEIZSNBIHIICERENEIIAN B

i & I— =Y OB EBEOBRTERINZ N DDA R NOEE. FIH
TELELTRY O —FERIT. T—IXR—=AHEEMTSNTNWSERY >—7ZFIck
NET, ZOLIBAXRENE, ROXITRLET,

xS BT N>k

ARV b BiAEX S aXV b

CONNECT CONTEXT

CONNECT_RESET CONTEXT

AUTHENTICATION VALIDATE | ZHUCid. F I AT v REHNTOL—H—
OB LY DX O FIZBT HF8FEN
BENET,

CHECKING_FUNC CHECKING |#df7E% 7 7t Ald SWITCH_USER T
K
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INSDANY NI, T—=FXRX—ZAHEEMITENTWBHEERY >—IZHEDNT
DHEREIN, I—F—, I—HF—D7)—7, IR EDZTNLUINDFT
P MCBEEMITENTNEEER) o —TlREEINER A, EREOIBETH
49 % CONNECT BELUN AUTHENTICATION 1 X2 MIDWTIE, T—FRX—2Z
M7 VT4 TIHRDBET, A VAY A LNVOEERENMEHENET, T—
A R—=213, A DOHEHDEE T, £7/21& ACTIVATE DATABASE 1< > RN
TEINEEZTT VT4 TITRVDET,

1-¥— Y BROBE

ATy RERATLI—F DU 0FANMTONL5E, TTOI—T —DAEN
RIES LB H D EREA. ZOLDBGEE, TOI—P—ITHEMF SN TV
BAERY P —d3BZBEINARARD, HilhwI—T—-ICGbETHATHEERY >
—NEFHESNET, 2B, PITAT Y FERICBEMT SN TV SEERY > —
WBEIEHmMEANTY.

SET SESSION USER A7 — h A A INLEEIE. vy a »#Fn] ID 72
N0 EEDDET, TOI—F—0DFFA] ID (AT LFFA] ID) OEERY > —I3
BN EFHRD, ZRUCTMATHLWIA—T—0EBXR) > —biHINET, &
wia INTHEED SET SESSION USER AT — kA MV EfTINDELEEIT. T
DIL—Y— (AT LA ID) EHfFI—Y— (kv a il ID) ICBEHEAT S
NTVBEERY > —EINEEINET,

TF—H EESIEICET SHIHEIR
DFOTF—4EFESE (DDL) A7 — F A2 M3, AUDIT kMt SQL A5 —F A >
k&N ET,

* AUDIT

+ CREATE AUDIT POLICY. ALTER AUDIT POLICY. #&7\ DROP AUDIT
POLICY

+ DROP ROLE #XL 7N DROP TRUSTED CONTEXT (ROvw ranzso—)L %7z
KNI ZFwy R a2TFFAINNEERD > —ICBEMIT SN TNBEE)

AUDIT #Eftt SQL A7 — b A > M, FHICEL TW O OHIRIFEEN D D X

—g—o
o BAT—hAFDOEICIE COMMIT 7213 ROLLBACK ZFRfTd 204EMNH D
‘i—é‘o

o TNHLDAT—KAUREZ XA b Yy giaEorsa—)N) kT 2TY
Ta NTHITITAZIEIITEER A,

3w FINTWEW AUDIT #itt DDL A5 — kXA > M3, @/—F 1 a %
BUCTHEEIZ 2 DU EFELTEARDEREA, I3y FEINTHWWARN 1T DD
AUDIT #Efilt DDL A7 — F A > RINEITIN TNV AL, #FD AUDIT HEfll
DDL A7 — b A2 MEHfTD AUDIT #kth DDL A7 — A O3y bFE&IE
O—)L)Nw 7 INHETRHRELET,

H: ZHIFIAS OIS NETA. COMMIT NREITSNSETIH, AT—FA
P hERETUZERICBNTD, ZHIIARITERD A,

64 F—yR—2-tFaUF1—- HAR



BEDRICHT BT I ERATNTEEET 56

EMPLOYEE #IZHD THEMEDO S WERNEENTNT, TOERDT—FITHT
L5H0DEHEWD SQL 7V EAZEELLDELTVAREICDVWTEZAET,

R TH27 7 EADNTwF 7123 EXECUTE KA Z2HHTEET., 20D
K43 TlE, SQL A7 —hAZ M, BIXUIA T2 a2 ELTEDAT—RAS ROHE
TR S NDE AN T — Y D ZEETEET,

ETDT7ITAETA—DIIvFR2 3, 2 DOATY TITNHVET, £ &
T, EF o) 70 —EHEIT EXECUTE RO Z2HEETHEERY o —2ERL £
9, TLTKIZ, ZORY > —2RICEEMTET,

CREATE AUDIT POLICY SENSITIVEDATAPOLICY
CATEGORIES EXECUTE STATUS BOTH ERROR TYPE AUDIT
COMMIT

AUDIT TABLE EMPLOYEE USING POLICY SENSITIVEDATAPOLICY
COMMIT

SYSADM F/=(3 DBADM [C&£3T7 9 a T RTEEET 4

tEF o) T —MWENMOFHZZEREIESITIE. EET. P ATLEH (SYSADM)
FFT—IR—ZAEH (DBADM) HERZFHDI1—Y—IC kBT —FRXR—ANTOD
HOEHSPBET VT A ET A —INTEZY—RETHDEEZRITHENH D F
j—o

FT=IR=ANTODITXRTOTY Vv araeFvy T Fv¥—9 570213, EXECUTE

[X43& SYSADMIN X4 Difi fEBETHZMNENH D FT, EFa )50 —EHE
2. IN6D 2 DORPEHEETHEERY >—2ERLET, EFa) T —%
H#FIE., AUDIT A7 —hAYNZEFHL T, ZOEAERY > —% SYSADM HE[RS°
DBADM HERRICES#E#fJ17 5 2 EMMTE L9, £ LT, SYSADM F/-i& DBADM #HE
RZEEL TWETRTOI—TF =IO TIE, IXRTOERIREIR hoos
MRS NDEDITRDET, KOFNE. ZOXDREERY O —2ERL T, £
1% SYSADM H LU DBADM HEFRICBEEEAT T % HiEZ/RL TWET,

CREATE AUDIT POLICY ADMINSPOLICY CATEGORIES EXECUTE STATUS BOTH,
SYSADMIN STATUS BOTH ERROR TYPE AUDIT

COMMIT

AUDIT SYSADM, DBADM USING POLICY ADMINSPOLICY

COMMIT

BEOO-NICKBTIVECRITRTEZEET S

HtED Web 77U — a >INEEORET—FIR—AIZT IV EATEDLLIIT
LTWBRENHDET, TD Web 77U r—a Z2FHL TWAEAIZDON
T, BRI ENDND ERA, FHINZ2O0-ETFNRNOMh>THD, Zo0O
—NWEMEHL TCT—IXR—=AHF2EHLTVWET, tEILZ. Too—ILIZgL T
NWAHEHANT—=FRX—=ZIZH T Iy FLTWBERZRNRNT, N5 DL—H—0
Web 77U —2 3 PN ET—IR=ZIZT 7 AL TWEWNE D NEHER
THE0I2. ZOO—)VIZBL TWAITXRTOI—HY—DT7 /T a E2E5—7
HZEERLANTVWET,

EXECUTE X7i2id, ZORMTCI—TF =D VT4 ET4—2 b TvF 20T 3
F2OITHELR L N)VOEBENGENTHET, IO AT Y Fid. ROLDIZ,
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AR O —Z2ERL T, Web 77U —2a > TERINSO—)L (ZDH
Tld. TELLER & CLERK OO—)) IZZDEERY o —2BE AT £,

CREATE AUDIT POLICY WEBAPPPOLICY CATEGORIES EXECUTE WITH DATA
STATUS BOTH ERROR TYPE AUDIT

COMMIT

AUDIT ROLE TELLER, ROLE CLERK USING POLICY WEBAPPPOLICY

COMMIT

EBEOJDRE LR

AT LEHEIL, dblaudit configure AX > REMHAL T, 7754 JEEOT
T—HNA T INEBEO T ONAEBRTEET, BAOVET (T35 L,

TOT 4 TEEQTET AT - T4 LI MU—IZBIN, N3 HL WY
D74 THRAENTOEZABLZEZRKBLET., K-> T, 771 > ThREDY
ERETHIENTE, LBEIIRDEZETT Y ZE2HMHTHILEIH D £ A,

tFa) T —EHECIATLEREENO T ETY — A T LKL, o hsK
YOI 7T =2l TEET, KUY T 71 DOFT—F1d, 5HHD DB2
T—HNRN—AKICO—RTEET,

Exnrsonsr—aEERT5E BREO T ERBBOEELT 4 A7 ITES
ZEMTE, —HIR—=Z - N—F4a>+T4—Fx— (DPF) DA > A=)
FAERETIE, £ 72a>T/—RIEXTA A ERTFDHZEHUEETY ., DPF
RETIE. 7754 JEEQ O A%, J—RIEREFEDT 4 L7 MU —IZF
HZEMNTEET, /—RZECEAEDT A LY M) —2FHTHE, &/ — RN
BE DT 4 AVICEZIABETOTZD, T A INVOBEEZEHDICHRLBET,

Windows?4 XL —F 4 > 7 « AT ALATOEEQAT DT 7))V « /NA1Z
instance¥securityYauditdata T. Linux BEXN UNIX AXL—F 4 7 « AT
LATDOT 74V « )X instance/security/auditdata T9 . T 7))L hoOyr
—2a EHHTAHIEEEERVWERIL MOoT 4 LY N —ZRIRTEET
REBEoOTr—aEtLUTHERTST 4 LY M) —DNEERWEEIE. ZHEHDOY
AT LIHHT 4 L7 B —2ERTEEY), 7V T4 JEEO/7o0r— 3>
EY— AT EINEEENT o0 —2a > ONAERET BHIE. ROFIOLD
IZ. datapath 3L X archivepath /8T A —% —Z45E L /= db2audit configure 1< >
RZEFEHL XTI,

db2audit configure datapath /auditlog archivepath /auditarchive

db2audit 2L TRESINZEEQ 7 OEESE. 1> AY > ANDTRTD
F—HIR—ZAIEAEINET,

H: U—N—LITEEDA > A O ANEFEET D5E. &1 A 2 A3ENTN
AEOT—TBLRT —hA T « NAZEFORNETT,

DPF IRIRICHITBT7 VT4« TEEOI D/IR (datapath)
DPF BRETIE. &NX—FT 4> a>THRUCY V54 JBAEnry7oar—a >

(datapath /XT A —% —THEIND) ZHHTLH2HENHDET, INEHEEHTS
FHiEE 2 DHDET,
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1. datapath /XT A—% —Z{FETHRIC, T—FXR—Z - N—F 1 > a> A&l
ALET, 7—IR—Z - N—F 4> a>Xe2EHITsrLE, EXkny - - T771)L
DINAVINS—T 4 > a > EFEEDDIENTELD, T—HINR—Z « )\—F
PEV2- e VA VAW S b A O I= R

2. IRTO/—RTH—OHEHARTA TEFEHLET,

FT—=HN—2A « )N—F 1 a3, datapath /XT A —% —|ZHRETHEDOHDE
DIETHHATEET, fIZE, 3 DO/ —REFD, T—FX—Z + N\—F 4
aFEEMN N0 OPATALAT, ROAX Y REFETLET,

db2audit configure datapath '/pathForNode $N'

I5E UFOT7 7 AIVAMERENE T,
* /pathForNodel®
* /pathForNode20
e /pathForNode30

H: 7—HA7 0% « 771)VD/NA (archivepath /XT A —%—) OIREICT —
IR—=A+ N—F 4 a AelTrIEETEEE A,

TOT478EEQAIDT—NAT

db2audit V' —)VTld. AT LEHENA DAY D ABREQ T ET—IN— A EEK
O D %27 —HNATTEDEN, T—HATINTNDHNTNNDY A TDO
TSR T—Y 2T TEET, 7V T4 TBEQVETY— A 77
5I121d. BF a5 —EHEIT SYSPROC.AUDIT_ARCHIVE A 7 —R - Jo
—Vry—ZHHLET., EFaU T —FHHFIT or/hsr—FEHMEL TKXY)
D77 1)VZE—RT3I21E, SYSPROC.AUDIT DELIM_EXTRACT A K7 —R -
T —Yy—EHTEET,

RO 7 -4 7B T 5720123, tFa2) 70 —EFHZFIILUTDA

T T ERETTIHRERHDET,

. 77U =23 WA M7 —RK 703 —2 ¥ — SYSPROC.AUDIT_ARCHIVE
EERALTY V54 THEQTOT7 —HA TaEMNICETTLDIC. AT
a—)LVEERL ET,

2. EOT7—HhATINz0T » Ty A IIZDNTHRENERDET,
SYSPROC.AUDIT_LIST_LOGS £ ZMHL T, 7—HA 7S niBERO /%
IXRTYUARLET,

3. O TF—FEHEB L TRYID 77y Iica—R3 572D, 77 1IV4%
SYSPROC.AUDIT_DELIM_EXTRACT A7 —R - 7O =2y —lT/NT A—4
—&ELTELET,

4, BEBET—YEDHHO DB2 T—¥RX—AKIcO—RL%T,

T=hATENOT - Ty )Uid, <A AORICO—- R 20EIF7z<,
FEROGHDIZDIHRE L THS ZENTEET. HIAR REORENMTONS
EERXULDHETIMENZINEND T LEDHH LMD LNEE A,

T—HATDEFT, 7—HAT - NADT 4 A7 + AR—ANRN-> XN T
LEo7m. BEIWVWET—HA T « ISANEFEELRW, IREORENREL 56
W, 7T—hAT - Ot AEERKL, BEAOS - T D/NZAT bk EWDIEEET
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EROHRBIOY - 7y A IIVRERSINET #HAE
db2audit.instance.10g.0.20070508172043640941.bk). (7 —H A 7 « INAIZ+H7
TA AT « AR—AEEORD ZEITX->T, BT —HAT « NAZIERT S
ZEICEk- ) MENRRINZRS, RO E Y — AT NAICBES
BTLESWN, T—=hA7 - NAKEHIELEIE. ZodMaZIiZEEICTY—h
A 73N T ERUAETHED ZEMTEET,

DPF RIZICEIIZRTIV/T14 7EEOQAIDT—hAT

DPF BRETIZ. 1 VAV D ADOFEFHIIT—HA T - A RBNFEfTIND E. H
FICTNTD /) —RTTY—HhA 7 - 7O ANEFINET, 7—h173niz
027« 77 A4IVOAFNIIE. TXRTO/ —RTRUCYA L« A > THMERINE
T, Bz, 3 DD/ —REFHED, T—HIXR—A - N—FT4 a3 FLEN 10 D
AFAT, ROAX > REFEFTLET,

db2audit archive to /auditarchive

IT2& LFDOT 7 AIIVAMERENE T,

* /auditarchive/db2audit.l0g.10.timestamp
« /auditarchive/db2audit.log.20.timestamp
» /auditarchive/db2audit.l0g.30.timestamp

T—=HAT « A RMFBIT I NI EZTA P RAY D ANFETHTRNWEEI, B
TOWTNDNDHEZL>T, EO/—=RTY N1 TEETTH0ZEHIETEE
—é—o

s BT ) —ROADT —hA T#ETTHEE1T. db2audit I > RIZ node F 7
a EMHERALET,

e IRTD/—RTT—HATEETTHHEIE, db2all A REEHLET,

fil:
db2_all db2audit archive node to /auditarchive

ZHUCEKD, a2 RPN ENZ / — RE/RT L DIC DB2NODE BREZHEMN
REINET,

HBHENMIBIOTEEL T, &/ — RN OY =17 - A REFEITT2Z
EHTEEXY, fi:
- /—FR 10 T:
db2audit archive node 10 to /auditarchive
« /—F 20 T:
db2audit archive node 20 to /auditarchive
e /—R 30 T:

db2audit archive node 30 to /auditarchive

E: A DAY DAMETHTRWEG, Y= 17 anEE&n s - 77140
FA LAY T, J—RTEITRIBDET,

H: IRXTDO/—=RTT—=HAT - NAZHHAT LI ENEOSNTHNETHN, &
HTWED D TH A,
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J£: AUDIT_DELIM_EXTRACT A b7 —K 70—y —& AUDIT_LIST_LOGS
ZEBTY 7 EATE201E, BfTO (A—FT 4= —) /—RDSHRA2T—7
7Ny - 77 AINVEFTY,

AJD7—h4 T ERANDT— 5 ik DOF

BET—YEHECFYy 7 Fr—L. FTPEROBHICHA THREL TH<EDIT. &
HEETIE 6 R ZEICH LWEEDOV Z2ERL. BiToEED S/ %2 WORM R
TATZT —HNATITHRERHDET, ZOR¥ETIE, BFaUT 0 —EHEIC
EoT 6 B ZEIZELFD SYSPROC.AUDIT_ARCHIVE A 7 —R - 7Oy —o
Y—MRITINDELD, AT Pa—I)VENTTWET, 7—H1473N/zar7 o)\
23T TN SDT—hA T « JNA [Jauditarchive T, 7—HA JIETXRTD / —
RTHEfTEINET,

CALL SYSPROC.AUDIT_ARCHIVE( '/auditarchive', -2 )

tFaUT 4 —FEO—ERELT, ZOR¥EID. EET—YNTHEEZLEETS
< DO LWEERITF IS NN T VT ET 0 — %@L, EELTVWET,

ZOM®FEIT, 1 DUEOEEOTNSTRTOT—FE2MHL, ZNnZEU L — a3
FIERICEZ, SQL BEZHFALTINSDTY VT4 ET 4 —2 I EE2HAL
TWET, BEETDIHEURXKSZHILTHD, T—FXR=ZAPMDT—4 X—

A ATV M3 EREERY > —0NEEMTT s NTWET,

#i 21X, SYSPROC.AUDIT_DELIM_EXTRACT A K7 —R - 703 —I ¥ —%IENN
WU, 774 ORI O CFZEFEHL T, 2006 F 4 HDY A L« A5 T THE
RENZTRTD /) —ROTRTORBPIZDNWT, 7T—hA T IN=HEO T 2
HTE%ET,

CALL SYSPROC.AUDIT_DELIM_EXTRACT(
"', "', "Jauditarchive', 'db2audit.%.200604%', '' )

HDF|E L T, SYSPROC.AUDIT_DELIM_EXTRACT A R7—K -« 7O —I v —
EIFOH L., ARTWDEY AL - AY TN TWS T 71 )VinS,. EXECUTE

KA DRINA R MZOWTDOTY —HA TENEEL O— K&, CHECKING X4
DEBA R MZODNWTDT = T SINEEELI—-RefilTtEx7d,

CALL SYSPROC.AUDIT DELIM EXTRACT( '', '', '/auditarchive',
'db2audit.%.20060419034937', 'categories
execute status success, checking status failure );

E&EOY - 77 (V4

BEEOY - 7y IVO4RNT. 200N 2 AZ A - LR)OaTMhT—F N
—Z - LN)oalhEXHL, T—AXR=Z - N—F4>a> - T4—Fv—
(DPF) lRETIE, 200l NED/N—F 4 2 a > THEk SN ehERLET., 7—
A TINEHEEOQT DT v ANV, WOT—HA 7« A2 RNEfTFEINZ
DMNERTHIA L+ A5 > TRMENET,

TOT4TEEOQY - Ty IV

DPF BT, 7754 TEEOQ T ONAZEN—T 14> a IZEAEOT 4 L7 K
U—IZL T, EN—T 4 2aiMilx D7 7 A IIVICEZAAZTOLDIITTDH &
MNTEFT, BEBEL I— ROEEZIEMIZENTS-0I121F, EEnos - 77 1)L
DEFIO—FIIN—T 4 2 a > &FBEEZGEHET, HlAIL. N—FT 13> 20 O
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B AAZ A LNIVOEED Y - 7 71 )L41T db2audit.instance.log.20
ERDET, TOA AT LAD testdb ENWIF—IR—=ZADEEDY « 77 1)L
1. db2audit.db.testdb.log.20 &72D FT,

3F DPF |IE T, N—=F 4 2 a&7/d 0 (En) ERAREINET. 2054,
CAZ A LRV OEED Y - 7714 db2audit.instance.log.0 12720
T ZDA AT AD testdb ENWDTFT—HFRX—=2ADEEOY -« 77 A1),
db2audit.db.testdb.10g.0 2720 £9,

“®
ES

T—hATINEEEQY - T 7 1IVO LI

TOT 4 TEBEQT DT — A TR, 7 7 A IVEAIT YYYYMMDDHHMMSS
(YYYY 34, MM [2H. DD ZH. HH IZE . MM 135, SS 13 EnWoHER
THITY A L« A5 > TRmEnEd,

T—hATEEOQT D7 vy A IIADOERIZ, BEOZ7OL )Tk ->TERDE
—a—o

AVAI VA LRNVOT— A TInEEEOY
ADAZ VA LRINDT —HATINEBEEQT DT 71 IVEAIR.
db2audit.instance.log.partition.YYYYMMDDHHMMSS & 720D £9,

F—=IN—Z « LRNNVOT7—hAtTInkEEny
T—HIN=Z + LRNVDT —HA TINEEOT DT 71413,
db2audit.dbdatabase.log.partition.YYYYMMDDHHMMSS & 720D £7,

JE DPF BREEDELEIX. partition OfEIZ 0 (E1O) 1IZ/20 £,

AL AZ TN, T—hA47 - ax > RRNEfFEINZELEZRLET, LN
5T, ZORZNT, HIFLHOTOREKEOL I— ROEZZIEMIZKImRL TWbbH
TR FERAL, T TEINEEEOS - Ty Icid, oy s 7y A1 IV4A

DIAL s A>T XOBERWEDY AL « AY > T 2RO I—RNGENTWY

LHTEMBHVET, ZHUIKROLSREHIZELDET,

o T—HAT + AX Y RMRITINDME, EEEAEIZ ITRXNTOUHEFOL a—R
DEZABNZETTDHET, 714 73N=07 « T4 IIVOERZFHEL £
3—0

o BEOXRIIUMBHLEETIE, UE—F XD ATLARRHET—h1T -
O RMFIT N DO AT ARZNE SN T aEWZ ENH D F
3—0

DPF REOBEIL., 7T —h A1 TOEFEFICH—N—D2BHL Thiu, N\—F 1>

IUMTHIAL « A TMNEBEESN, T—HA TITNEFTFEINZN—FT 423> T

ERENZTA L« AT TNEDOMD/)N—F 4 a3 b EInEd,

DB2 EifiT —% 2 {/F9 2 ROMERK:

BT YT I R—AKRTERIETBHIC, T—Y 2R T57-0D0EZERT

LZWENHODET, EOT—Y E2EHA LT —NSRETLHZDIC, TNHDHE

% 1 DORMEDAF =T TERTSHZEEZEL T ZE N,

o AF—DOERICHELMERB L OEHEIZ DWW TIE, CREATE SCHEMA A5 —
FAZ NOFHZZRL T EEI W,
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o EOIERICHESHER D X OEHEIZ DWW TIX, CREATE TABLE A5—h A2 K
DFtHZZIRL TL7Z3 W,

o REMRFFTHEDIC, EORAXR—ZAZHERTHINERELET., (ZOMEY
7Tl BAR—=ZADIERFIEITDOWTITFHHL /A, )

H: BT — Y 2R 572DIERT 2H4ENHZ2EZOERIT. VY —X1Tk-o
TEDLZENDVET, HILWIIDEMENZD., BEEOHOY A XINEE XN
Z09558bH0FET., AV YT K db2audit.ddl 1E, BEEL I— RZ2EMNT 5
7ZODIELWEROEZIERL £,

DLFDONW DhOfIE, RUYD T 7MILICEENDL I—RE2EFETL-00HESE
ERRT % HiEZRLTWET, LEIEUT. TNHDOEZRNTS7-0D 1 DO
FEDAF—<X ZERTHIEHTEET,

Ty AINICEENDZTRTOT—F 20T UHHHATZ2HERNTVEEIZIE. £O
EFMNSHNZEIET DN, BEINU T, BEOEDOIEREZMEMT 2 ENTEE
T, BOEBNGHZEBLZESE, INH6ORICT—F¥Z20O0—RT 5200 Y
CREEFTHHENRDDET,

1. db2 ON > RZFfTFLTC, DB2 AN R4 RuEF—72LFT,

2. A7 a, BERFITHEZODAF—Z2ERLET. ZOHITIE. AF—<
DLFL AUDIT T9,

CREATE SCHEMA AUDIT
3. A7 a3, AUDIT AF—<ZERLEGEICE. REERT 2RI, TDA
F—TIYDEAET,
SET CURRENT SCHEMA = 'AUDIT'

4. A7V 7k dblaudit.ddl ZEFL T, HEL I— RZ2KBNTIEZIERL X
R

A7V 7~ dbaudit.ddl &, sqllib/misc =+« L' 2 U — (Windows D¥FHEIE
sqllib¥misc 74 L7 hU—) IZHOVDET, TOATZ YT NI, T—FR—2ZA
DOEGENEELTHBO. 8K DEAR—ANEHEETH D Z EZ2FiIEEL T
¥9, ZORZ VT EFETTHEHOIAT T RIE db2 +o -f
sqllib/misc/db2audit.ddl T9 . A2 U7 MZk-o> TER SN2 %I

AUDIT, CHECKING. OBJMAINT. SECMAINT. SYSADMIN. VALIDATE,
CONTEXT LW EXECUTE T4,

5. #BaEpk L7zt EF 2T —EHERS
SYSPROC.AUDIT_DELIM_EXTRACT A K7 —R -« 7O —I vy —2fHL T,
HHNET AT LEEELS dbaudit extract AX > REFHL T, 7—HhA1 7
INEBEOY - Ty AINNESRYD Ty AIVICEEL I— RZ2HIHT5 2 &0
TEXET, KYO 77N OEET—#IF. T THERLET—FXN—ZKicO
—RTBIENTEET,

DB2 BETF—FDEAOUO—K:

BRAEDY » 7y AIIVERYOXFNET 7 VT =4 T LU THIHL, BET—
G ERFFT 21D DT —I N—AREHERL7ZRIT, BET—F 2T O7ZDIlX
DOXEMET 7 AINDET—IRN—ARKICO—RTHIENTEET,
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O—R2—F4UF4—Z2EHLT, BEET—¥2RO0—-—RLET., TNTh
DERITEIZ, OO —FR « OY 2 REZRITLTLEZIWN, BEENS | DFEEIF
BEOFEEKLZHEICIE,. T—Y2EHICO—RT 572912, LOAD IX >R
ODNEELEFETLHINENH D ET, I5IT,. BET—FOHHEFICT 7 4 )L LS
DODRYIDXFERELZGGICHERL, TS LOAD IX > RON—23 228
FID2HENHDET,

1. db2 AN RZFTLT., DB2 AN R w4 Rz 4A—72L %7,

2. AUDIT £20— KR35, LFOoax> RERTLET,

LOAD FROM audit.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.AUDIT

#£: DELPRIORITYCHAR Effi 72 EL T. N1 FU—« T—=FNEL < HX
R SN2 DL FET,

f£: LOAD I~ > R® LOBSINFILE # 7> a > ZEELET (79— - AT
T MDA T T 32 KB IZHIEEND EWSHIKIND 5729).

Wiz &> TiE. LOBS FROM # 7' a > T 20ENDDLENH D £
—g—o

H: 77 AINVAERET S EZITE, BN ZAEEHL T EZI W0, FlZE.
Windows X—ZDIA>Ea—4—0 C: RIATJIZ DB2 T—FR—Z + ¥ X
TLMNA AR EINTWDEE, audit.del 77 1IVDELEM T v 1)L
# & LT, C:¥Program Files¥IBM¥SQLLIB¥instance¥security¥audit.del X#§
ELET,

3. CHECKING £ZO—R9 572012, LFOIY RERITLET,

LOAD FROM checking.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.CHECKING

4. OBJMAINT £Z20O—R9572012, LFOaXY > RE2HITLET,

LOAD FROM objmaint.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.OBJMAINT

5. SECMAINT £Z20—R9 572012, UFOIXY > REZHRITLET,

LOAD FROM secmaint.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.SECMAINT

6. SYSADMIN #%Z0—R3 57012, LFOaOXY> REZHRITLET,

LOAD FROM sysadmin.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.SYSADMIN

7. VALIDATE £Z20O—R9 572012, LFOa~X > REFHITLET,

LOAD FROM validate.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.VALIDATE

8. CONTEXT £ZO—R9 27202, UF0aAXY > REFRITLET,

LOAD FROM context.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.CONTEXT

9. EXECUTE £Z20O—R9 57202, UTFTDax > REFRTLET,

LOAD FROM execute.del OF DEL MODIFIED BY DELPRIORITYCHAR LOBSINFILE
INSERT INTO schema.EXECUTE

10. IN5DOERADT—HDOUO—REZTLES, sqllib 74 L2 MU —D
security/auditdata 7574 L7 hU—Mn5 .del 771 IVEHIBRLET,
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1. BET—¥2RICO—RLES, INSORDSHTD/ZDICT —4 ZiEIRT
HUEfHMNTE E L7z,

RIZHOENUDT—FIMASTWT, BUOT—F¥Z2ANTZWEEICIE, BBEOERT
—HICH L WET—FZBINT 572012, INSERT A7 az AL TS
VW, LLETO dblaudit extract #EIC KDL O— RE2ENSBRET HHEEITIE,
REPLACE # 7/ a > &ffio THREHUIO—RLET,

BEOY A TBXCHMHOA 7 — R - FOod—T v —:

tF a5 —EHEIL SYSPROC.AUDIT_ARCHIVE A K7 —FR -« 7Oy —T %
—. SYSPROC.AUDIT_DELIM_EXTRACT A +7—R 703 —2 v —,
SYSPROC.AUDIT_LIST_LOGS KR ZMHL T, £+ U7 —EMENBRIER
ML TWET—IR—Z2DEEQTET — N1 T 2H8EC. T—5E2XYDT ¥
AIVITHIH T 5 EE T TEET,

tFaTF o —EHEL INSODAMTY—R - 70—y —0HEKEHHL
TTF—AIR—ADEEO T 2T — A TEZIZV A MTEH20I10E,. T—FR—2A
ICHRH L TWABRHRERD D T,

T—=HAT LT 7 AINERDT—IR=Z « PATFLAZIAE—FTBHAET. TD
TORAWLZARNY =R - 70— r =275 E2LEOEEIT. T—FRX—
ALENFECIZR D LI 2M, AT —IRXR—AAEZFOLIDITT 71 IV DRI
EAEFLTLEE N,

INSGDARY =R - 70—y —0REKTIE, 1A X - LNVOEE
O3 7 A TERRBUARNEINEEL, 1 AT A - LR)VOEBEEO T ET
—NATBIXOHHE T 57201213, AT LEHHFIL db2audit I~ > RZ2FHTS
WENRH D ET,

tFa) T —BHEL INSDODART—R - 7O =y —0KBEKEHHAL
T, U TOBIEZEITTEET,

x6. BB ATADARNY—FR - 70— v —

AR7Y—FK--Joy—o

Y —B UL BRAE hu 5 78
AUDIT_ARCHIVE BiTEEQ 2714 7L |74 TDONNAZANELT
£7, WMOET, 7—HAT « )NAN

HESNRBWEE, ZOART
— R 7oy —2y —I3EARH
7 7 AIINST —F14 T X
AERELET.

7 —HhA T3 ) — RTETS
. Ak NEZS A L - 25
CUNEEOY - Ty A IIDT
7 A INAIMENET,

AUDIT_LIST_LOGS BT = R—2DFESN
XA H D, T—HA TS
NEEHEOZOVARERL
ES
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#6 BEEZXTADA RN —FR - 7O —2v— (58 Z)

AbY—R-TOy—
Y —BIUERMK

Befi

3

AUDIT_
DELIM_EXTRACT

NAFU—7=A1F - O
PGS T =S EL, XY)
D7y Mica—RUET.

T NEEEL O— R,
DB2 F—#R—ZAHEIcO—RT
LDITHLIZREIDBXDT 7
IVIZEMNET. HEXD
TEIT 1 DM LT 7 A
ZEINET, MAT, BEA
TFT=HIZEENTNWET— -
FTOLT NEREET B0
7 74 )V auditlobs ZMERK I 11
£9., 77 1IN AIFRODEBD
T9d,

* audit.del

e checking.del

* objmaint.del

* secmaint.del

* sysadmin.del

* validate.del

* context.del

¢ execute.del

* auditlobs

Ty AIINDEICEET 525G
1Z. F 2B N E
3, auditlobs 7 71 Vi3,
CONTEXT %7/21% EXECUTE K
SO S N AL EITER SN
£, HTE5012, BiTT
—HR—=ZDT—HATIN/=
BEAOJZTTY, £ O—
TAX—H— - J—RMBRZ
57 AT TN E
ER

T—HA T INEEET VI,
AR > ADFAEEILDHI
FrTcE£E A,

SQL RTF— b AV MEEETS7/HD EXECUTE K45

EXECUTE X7 Tld, I—H =795 SQL AT —hFA > NZEWEIZNT v F
SUTBHIENTEET N—Ta > 95 L0 HHIL. CONTEXT K& L T
COERERS BT NERDERATLR).

AFERNZEF 2T — R —D—BHELT,

RIE SN d 2 HERIZT BRI

EMDIES T, T—IRXR—ANDORE DRI T D H5E DERDFEZEHTT 2 dh
BRHLMOLNETL. ZOMNHERT 5T =7 252123, BHEA TNy 2
Ty 7BROEETLOY Ty AIINET N1 TTEHENIRY —&RITT,
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ZTONw Ty TS« Ty IV EEHL T, HETHEZEORSOT—4
N—AZHEERTELIDICLTHBLLERHDET, £z, k. BHE#ETLT—
HR=ZAMM) A N7 ENEHE, T L TENE TICARINZEREZHHEBLN
M TEDLEDICLTHELZDIZ, T—HIXR—ZAIZH L TREIND TR TOEKRIZ
DNWTHRRBT—IR—ZAEEFEREF Y 7 Fr—LTBBERHD ET, W
SQL A5 —h A RNEF SQL AT — KA FOWTNH, HEBINHR]
RETT .

EXECUTE X43i&. SQL A7 —hA > FOTFFZ MIIMA T, T2 /81 IVEREES,
BTAT—RAL F2EHETIOICLERZOMOEDSFY TF v —LET, Hilx
i, AF—h A RZ2EBTSHE, SELECT AT—hA Y MR EDITZRLIZDOMN
HIERMEICHID ZEMTEET, AT— A NEHEEFTTIH201I20F. £, 57—
HAR—AEEAT— A REITHOIREEICU A ST T50ENHDXT,

EXECUTE R 2L THRAEZITOHEIL. ##H SQL S SQL D s D A
T—hA2N - FTFAMEEIN. ANSTA—F— - I—H—PFZXNEEKD
LRSI NE T, ANWEEFEHTZNESNTHND ST, EXECUTE X5 ZHERk L
TEETEEY, Jo—)NIVEARIFEENEE .

EXECUTE 1 X2 hld, A X MO TRICEAEINEY, SELECT AT —hAY
NI, A=V O0—XLUERICEEINET. A X2 MNETRORRBHRE S
NET, EXECUTE 1 N> MIFZTRICEEINS 2D, BRMICHZ > THEITS
NHWET,. F<IK3EEDVIcEHNE R A,

B Lo —DDICHEFOBRP TR LIZAT— A2 DA, EXECUTE
AR MNIERENET L, AT — M A2 FO¥ERIL, EfTo—HEIdRRINE
Hh, FEAEDTAMEBEITERORICETINET W AT SELECT HHE).

BEREINDAT—RAY L - TFANEANT—HEIZ. T4 ATIHREIND
B, T—IR—=Z + A— R« R=JIEHMINFT @EEINZT7 10—V RIZTN
TTF—HFR—=ZA + A= R - R=PTREINET), AHT—FDOA—R - R—=D&
F—=HFR—=Z « A— R « R=DICHHEN P> ZHE1T. T5—3RaSNT, &
XN WEFOT—FNMMO0IcOZELTREINET, &7 —F X—A1dM
HOEAO V2> TnWsz), B350 —R R=Y2EODT—IXR—ANH >
TH., MEITEZ D E8 A,

ROLLBACK BXW COMMIT (3. 77U r—2 a3 ik TETFINE=1CE
BEINET., F/-. BIND 2EDHDIT RO—HE L TRERMICRITEINE &
EHEEINET,

BEEINTWVWDEIERANDT VB ANH 57272012 EXECUTE 1 N> MR EBEEI N
%, EEBMANTHIZTEDAT—FAL MINETINEINCEEELHEZ D AT — K
A NINTRTEEINET, COMMIT. ROLLBACK. ROLLBACK TO
SAVEPOINT, BEX W SAVEPOINT NZDELDEAT—FMAL MIZULET,

EXECUTE DEEL O— RICxT 3 WITH DATA #7723 vy DRE

WITH DATA F 72 a >OMEESNTWBHEAIL, TXRTOANENREEINSD
JTIEH D EFH A, LOB. LONG. XML, BXUEELY 1 TDINT A—F—I13,
NULL U TCmRENET,
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HAF Kl BROY AL« AY > TOT 4 —)V R, 1SO B TaRINEd,

H 3R —T WITH DATA WEESNTNT, SQL AT — kA2 FOEFTIZE
BT 24T MCBEEMT SN TWBRHIORY > —T WITHOUT DATA Mg
EINTWDEAEIX., WITH DATA WEREI N, TOREDAT—MA 2 MIBEL
TTF—ANEEINET., FlAIE, I —ICBEEMTFSENTNRERRY > —T
13 WITHOUT DATA MIEEINTNT, RICEHEFITSNTNWSHRY 2 —TlZ

WITH DATA DEESNTWVWBEE, TOI—YTF—NZ0RIIT IV EATHEE

3. AT—MANHEASNZ AT —INEEINET,

MBEREEHTAT— M A2 NOMEREHIRAT— A R TEDITNEH I NE
NI, P TEERA, OVICREESINDDITHEMEE /D SELECT AT — KAk
DETZF T, 4D FETCH I3t nFEH A, AT— A2 MW FEfTaN/Z L
FWCH—=IIIINEDITITH > =% EXECUTE L d— R 5 HHId 3 2 EIEARHE
TT, BTAT— M A2 NZ2HBETSEICHE—TRE/R DI, SELECT A7 — bk X >
NEFITL T, EQHPFHDITNHEELZITTWDAREEND 202l T D &7
T,

WEDT 7T ETF 4+ —OHLEEAENTT 5

AN EF 2T —  RU—D—BRELT, HLMEN, —EOFHKETE
MDIFES> TT —IRXN—ANDREDRICH T SREDEROEEEZSTTED LD
BIERRZMNELETHIENHD X,

BHEALTNY 77y TBXOBE#ET 00 - Ty A IIVET =1 TT25ENIRY
P—ERITT, WEIDEEOHRRDT —IN—AZHBRTE 2L IICLTHL
WERDH D LT,

T2, ROMEREB LI OVEHEZF > TWDRLERH D T,
o EERRY —ZERT 572D SECADM HEFR
o BN —F > BIVERETOL— v —0O EXECUTE it

Fo, Bk BET T —IXRX—ANY A MY INLK%. TR L TENETIC
REANFZEREZHERIVODNTTESLLDICLTHLEZDIZ, T—IR—=2I1ZHL
TRINDTXRTOERIZONWTHRRBRT—FIR—AEEFHREF Y 7Fr—L T
BLBENRHDET, ZOBEMITIE. B SQL AT — M A MNEER SQL A5 —
NA NOWAENEENET, WITH DATA &7 a Z2FRAL O NS
N5, EXECUTE KMZiE, T—IXR—ADT—F % AT — K A2 NFEITRED
REEICY A R 73512, BED SQL A7 — A2 M ZEHHT 5 DICHE R
NEENET,

WEDTY VT4 ET 4 —OBEHEZAREICT SHIZIE. LFOLSICLET,
1. EXECUTE RN Z2ERTHIEERY O —21ERL T, ZORY > —2F—FR—
WAL ET,

CREATE AUDIT POLICY STATEMENTS CATEGORIES EXECUTE WITH DATA
STATUS BOTH ERROR TYPE AUDIT

COMMIT

AUDIT DATABASE USING POLICY STATEMENTS

COMMIT
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2. EHIMNICEEO V2T — AT L, Y—hA47 - AE—ZERL£T, &0
BT —NATTBINE. T—HAT T4 LT MJ—D/)XAE, TXRTD/—R
TY—HNATEETITHEDIHRTS 2 ZHHEL T, XOaX > REEHH
ICEITLET,

CALL SYSPROC.AUDIT ARCHIVE( '/auditarchive', -2 )

3. BEEOS - Ty A NIMERS NI EEMRBLET, 7—HA7 - 771
EDXA - R —ICLo THRESNLELRIZTRFFSNET, BEny - 7y
TIVEMERT B3, REFEITLET,

SELECT FILE FROM SESSION.AUDIT_ARCHIVE_RESULTS

INT, 5%, OV EINEZT—FIR—ADT VT4 ET 4 —Z2HEHTL20
2. T—BLINEREZT— WA T LU THBIEEN, v MYy Ta3nElL-.

BEDF—IR—=Z - 7251 ET 1 —DH%:

WHERTRTOT—4, OV, BIXOERNEHATETHNUL, BEDOT—FX—
A TITAET 4 —Z2HEETLHIENTEET, Z22TIE, BEOT—IXR—Z
DY I TAET A —ZEHHTHEZ2RLUET,

B

WIENMORE ST, BEICHRELEBELI—T—DO7 754 ET 4 —E0T52
EEEBEENTLETINBLNET L. NI Ty T« T=IR—A « f A—-T%
FHL. Nv o7y 7 - /7 BLOEEO/ICHEINT, BEEE>TWETF—%
N—AZHEETLEICED, BEEEBNIMEFLETLZY VT4 ET 4 —Z2HH
THZENTEET, 2006 F 4 A 19 HIZRAELEREL—Y—D7 VT4 ET
A —DEEEBRS>TNWHELET, ROMIT. ZoHEEIC. BEBOTETETF
TS50 OHNEZRLTWET,

ROFIEZEFEITT HITIE. EFaU T —EHE (SECADM) HERNHETT,

il
1. AUDIT_LIST_LOGS Z%E{7L. fEHRIEE/R 2006 F 4 HOMEDO V2T XTH
DIFET,

SELECT FILE FROM TABLE(SYSPROC.AUDIT_LIST_LOGS('/auditarchive'))
AS T WHERE FILE LIKE 'db2audit.db.sample.log.0.200604%"
FILENAME

db2audit.db.sample.l10g.0.20060418235612
db2audit.db.sample.l10g.0.20060419234937
db2audit.db.sample.10g.0.20060420235128

2. ZOHAMNS, HEAROZH dblaudit.db.sample.log.20060419234937 7 7 1 LT
EENTVAZENDNDET, ZoOXid, 2006 4E 4 B 19 HOEEH DK
DO NZHDTT,

3. ZooY «- 7 yA)b% SYSPROC.AUDIT_DELIM_EXTRACT A h7—1R - 70O
DY —OANELTHERALET, YO0 — % —I2. RO5IEKEEL £,
s REYIDLFE (T 74V H)
o N
s T—HATINEEEOTDINA
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s T 27y AN ERETDREDDT 7 AIVAHAT 4 IVY —
o T 2K ORMN (ZDHITIE. EXECUTE X453 DH)

CALL SYSPROC.AUDIT DELIM EXTRACT( '', '', '/auditarchive',
'db2audit.db.sample.l0g9.0.20060419234937",
'category execute status both' )

INT, BAET—FI3. KYDLFTRYSNTNWDE T 7 1IN HESAENE
ER

4. EXECUTE X7 DEET—4 % AUDITDATA.EXECUTE #ICcO—RLFTd, &
DFEIF, ROAT > REETTLHEERTEET,

db2 CONNECT TO sample
db2 SET CURRENT SCHEMA AUDITDATA
db2 -tvf sqllib/misc/db2audit.ddl

5. ROOAX D REZFEFTL T, execute.del DT —4% % AUDITDATA.EXECUTE T
O—RLE9,

db2 LOAD FROM FILE execute.del OF DEL MODIFIED BY LOBSINFILE INSERT INTO AUDITDATA.EXECUTE

INT, IRNRTOEET—F, AUDITDATA AF—DEBRXEIZADEL
7o TOT—H LT, BEEBICLXDZPEORNRER > TVBKRED AT —
FASKRZRDIFBZENTEET,

H: BEEEDFHARNTVSEDIE 1 DD SQL AT— A RETTH-72ELT
H, TOAT— A NN DOEEEHEZ D AT — A2 FRH 25513,
TOEEBMHANDOERDAT— MA NEARDLZENBBEIIRLZEDHDE

@-—O
6. AT—hAZFZEETLEOIC. LTOTY V23 2F 7T 2468 NH 0 X
—a—O

s BITSNIZEMRBAT— AL NZEELI—RDNSRET 5,

o AF—MAVFERIGFLEI—Y—Z2EEL I—-R2SHHT S,

s A—H—MAT— AL FEFHITLIZEEDOI—Y—DFA] (TRTD LBAC
REEED) ZIEMICHERT %,

s BEELI— RO N1 IVEREEICEET %541% SET COMPILATION
ENVIRONMENT A7 — kA2 MIHAGHOETHEAL., J2/81IVREZH
"I 2,

o AT —MAYIDPFEITINERETOT —F N—ADIREZ IEMICHET 5,

BV b EHL X T AICKBESHENWEDICT S0, T—IRXR—ZADY AT
PAT— AL FOBEBIL 2 RTF—IN—Z + VAT L ETITVWET,

7. T—=IN—RA&EAT— A2 FOFTHRERLICO—-)L 7T —RLET, AT
— R XA > bOO—)VBIGERFA] (local_start_time) {d EXECUTE E&fEl J— RiZ
EENTVWET, flEL T, XD EXECUTE &L d—REFHL XTI,

timestamp=2006-04-10-13.20.51.029203;
category=EXECUTE;
audit event=STATEMENT;
event correlator=1;
event status=0;
database=SAMPLE;
userid=smith;
authid=SMITH;
session authid=SMITH;
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application id=+LOCAL.prodrig.060410172044;
application name=myapp;
package schema=NULLID;
package name=SQLC2FO0A;
package section=201;
uow id=2;
activity id=3;
statement invocation id=0;
statement nesting Tevel=0;
statement text=SELECT * FROM DEPARTMENT WHERE DEPTNO = ? AND DEPTNAME = ?;
statement isolation level=CS;
compilation environment=
isolation Tevel=CS
query optimization=b
min_dec_div_3=N0
degree=1
sqlrules=DB2
refresh age=+00000000000000.000000
schema=SMITH
maintained table type=SYSTEM
resolution timestamp=2006-04-10-13.20.51.000000
federated asynchrony=0;
value index=0;
value type=CHAR;
value data=(C01;
value index=1;
value type=VARCHAR;
value index=INFORMATION CENTER;
Tocal_start_time=2006-04-10-13.20.51.021507;

Z @ EXECUTE E#&L I— RDOEFAE. KD ROLLFORWARD A5 —h A K%
Rl £,

ROLLFORWARD DATABASE sample TO 2006-04-10-13.20.51.021507 USING LOCAL TIME AND COMPLETE

SET COMPILATION ENVIRONMENT A5 —h A RZ2MHHLTI 2/ VR
BERELET, AT—MARZRITLEI-Y—ELTEFLTNVWSZD,
[statement text] CHEIILTWABAT—KMAKZ, TOAXAT—KAZ D
[value data] TL A2 MNIRESNTWAEZANEZREL THEAL THIHT S
ZEINTEZET, KRIZ., COMPILATION ENVIRONMENT ZREL. BEEMN
LIS ELTWS SELECT AT — M A2 FZ2HET S, C fAHAA SQL
DY) - TarTILEBRLET,
EXEC SQL INCLUDE SQLCA;
EXEC SQL BEGIN DECLARE SECTION;
SQL TYPE IS BLOB(1M) hv_blob;
EXEC SQL END DECLARE SECTION;
EXEC SQL DECLARE c1 CURSOR FOR SELECT COMPENVDESC FROM AUDITDATA.EXECUTE TIMESAMP= '2006-04-10-13.20.51.029203"';
EXEC SQL DECLARE c2 CURSOR FOR SELECT * FROM DEPARTMENT WHERE DEPTNO = 'CO1' AND DEPTNAME = 'INFORMATION CENTER';
EXEC SQL OPEN cl;
EXEC SQL FETCH c1 INTO :hv_blob;
EXEC SQL SET COMPILATION ENVIRONMENT :hv_blob;

EXEC SQL OPEN c2;

EXEC SQL CLOSE cl;
EXEC SQL CLOSE c2;
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EEMEDEHE

EEBREDINE

COREYZTIE, BELI—-RZ2O07ICEZIADY A IV INT—IRXR—=Z2AD/
TH—RACEDIDITHEEEZDIENHDD, HEEBENTEZ 2T —
EEDOEDITEERT LN, BLXUOSEIERRRICBVWTEDOLSICERAL O—R
WERSNZNEEET HDIHRLD, BRIGHRERMLEL £,

TOT7T47 - AQJICEEV - FEEFEALI M I I DOHIH

TOT47 - QT \OEEL I—ROEZAAL, DL I— ROAERDFEK &7
AN hOFEEFRMIC, £RBIERBMICITONET . audit_buf sz T—%
R—=Z « IHX—=T v — DR/ T A—% —fHlZ, WOEKL I—-RNEZAEND
NERELET,

audit_buf sz OENEDO (0) OHE. HEZAAIFRHMICITONET, BEELa—R
ZERLTWDARMNI, TOLI— RN T4 AV ICESIAEND ETHEL £
T, TNZTNDOL I— RIZBEEL =D DIZ, DB2 7—FRX—AD/)NT +—<
CAMERLET,

audit_buf sz DENELOLDKENEE, L O— ROEZAAIIIERMTIrONE
T, TOXKDRENWEE audit_buf sz DEIX. WENY 7 7 —DERICHEHA S N5
4 KB R—=YDEERDVET, T4 AVICEZADROEROEEL I — R &2HFf
T 5012, WENy 7y —MEHINET, BEEA R NOREELTEEL O
—REAERTZAT—HMA NI, VI—RNT 4 AVICEZAEND ETRHHET
5 &R, Bk TEET,

JEFMDOEE, BENHDNY 77 —IZEEL I— RNLIXS RSN 5alEelk:
MHOET, BEREICOZ> TINRHELRBNXLDICTTEEDIC, T—FX—

A s RP—=T Y —3EMNICEEL - ROESIRAAZREILET, 512, BE
BREDFF ] I —Y — b FE, WRHBERICIVEENY 7 y—2T7I7v 2792
TENTEET, £zo 7—HA TEERIZT. Ny 7y —DHBNICT Ty a2
NEI,

II—MFELEEEITE, ROl a— REBEAAD, ERBIOL I— REEA
BABIMNZES T, BNNHTEET, ERPFE—RTIE, BEELI—RNT 4 AV
EXIAFENDRNINY 77 —IZANSHNDEDT, W DONDL a— RNEKHiIs A
BEMENHOET, APHE—RTIE, TI79—0-OICEZIRATEARVERL I—-R
13£<T 1 DRROT, kbNZ[feENd 5L 32— R 1 DETTY,

EFRENIS—DER

ERRORTYPE Bi&EHERE/N T A —% —DFREICLD, EDLDIT DB2 T—F N—

A AT AEEEREEORM TS —2EHI 20 EHIH L £9, BEEMENT U
T4 T THO, EifHERE/NT A—4 — ERRORTYPE DFREN AUDIT ThH5D & X,
BEEHEAEIX DB2 T — Y R—ZDMMOEFR LR U LD ITHbNEd, BEELI—R
Z (FHE— FOBEIET « A2, EAME— ROGHEFEENY 77 —I0) H=
AERNWE, AT —FAMIEELZEES N MIEFKTLEZEDBDOERRS
NE¥A. ZOE—ROETRICZI i ns &, BEELI—REAERT S
AT —h A2 NZBETHED SQLCODE N7 JUr— 3 VICRINET,
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ITT— %177 NORMAL IZERESI NS L. dblaudit NS5 DL T —|ET N THEES
. BIYED SQLCODE MREINFET,

TETELRRTERENBEELVI—F

APl £/ AE AT — A FREEREITIGC T, FBEDOI XY ML TEE
L a—RMabElREnNanoz0, 1 DEZISEROHEEL I— RN4ERSI Nz
DLET, #ilZlL. SELECT EIHEZICEL % SQL UPDATE A7 —h A2 hDFERE
L TC. £® UPDATE FHEIZH T HFFrMEDHERZZE 1| DOEEL I—F&,
2D SELECT $HEICH T 2FF A OfER 2T ORI OEEL O — FWNEREI NS ]
REMENH D F7,

BT — Y BIESEE (DML) D A5 —h A2 ROE, A5 — b A2 M
NZEHETIRTOFTREOERL I— RNVERSNET, A—21—T—I12&L?
AT —FA NOBPHEHATIIHIRESINARNWEZD, BELEINSZEEIHDE
Th, ZEL. FEBREEATNDHYOTEONTNNNEE I NZHEIT

1. ROEZEHBMIZBNWT, FrvviadNZH SQL 7213 XQuery A7 — b
AL RDAT— A MEHENBOREIN, 1 DULOFREEL I— ROVWER
INET,

) DML A5 —h AL FEFZEGATVD v r—Y 0BG, Bl d—Rz24
T B RTREMED & 2 M —DEEE IRET N> ME, I—H =20 /v r— & ET
THRMEEFF O TVENESIMOFFRIRETY, Ny r— O SQL 7213
XQuery AT — M A2 MNHICKLERFFARERLOEEL O— ROER (EkENS
ey &, =07 ) a2 SAIVERIEINA O REND EZITETINE
T, N r—INE O SQL £7213 XQuery AT — kA > hDFEFFIL.
EXECUTE X7 ZfiH L CEAERRETY., I—H—ICXDBRMIZ, £RIZT AT
LXK OB 1 DO T —UWNEHUNA > REND EE, B SQL /213
XQuery AT — M AY MIXDERINDFHFMEDZDITERDOEARL I— R2E
RS NET,

FARENETHIITODNDEZAT— M A b BIZE, T—¥EFESE (DDL).
GRANT. BEXX REVOKE AT—h A KN) OBEHE, TNEDAT— M A MMH
HAEND EZIIFVWDOTHEEL I— RMNEREINET,

{#: DDL 2795 EE, BEELI—RHND (A>TFAL - ARV IERLS) T
NTOA XY NHICREESNDZ 7> a s &FIE. AT— M A hOEBEOLT >
a v ERFIZANDSTEO 0) 1Yty hEanxd,

BEEBHEDE Y M EBE

EXOS/D7—hA47
EAEOIERNIC T — 1 T2 0ERH0ET, BEOYVET—H1 755
&, BFEREO T —HA T - T4 L7 FU—IcBEN, B—N—R@HLWT Y
T4 TEBEO T OEZABEZRBLET., &7 17 - OV ORI, B TH

Mg 27D ERELEETHOT « Ty A IVEHBINTDDITRSLDY A L« AH
CITMEENTNET,

BRHIREOSHE., 7—NA7T - 77 ANVDT I —T% zip EMTEET,
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WETRI BSR4 TEEDTIZDOWTIE, A 2 AY CAFEEIRF T 71
EARL—=T 4 2T« DATLNSHIBRT 5T THEAET,

I5-—5ng

BEERY S —2ERTSHEEIC, BICT A MERERY O —Z2/ERL TWBDTARIF
UL, TI5—+-¥17 AUDIT 2fHTH2LENHDET, X, TI7— 51
T AUDIT ICRREINTND EZIZT A AT « AR—ADREREDLT T —NFE
ATBHE TT-DNRINET, TIT—FHFEEEELTHS TRINI. BEERE
T arEENERITTEEY AL, —H. TT— + ¥ 77 NORMAL IZ&%
INTWBHE, OF D VNERT 272 T, TI—da—F—-ICRINER A,
ITI—MMFELRNSTZND IS ITEIEREITLET,

T—=HATDOERPT, T—HAT « NADT 4 AT « AR—=ADN NS ENIT/2->T
LEo, HDWET—HA T « NANGEIELRW, BREORENEEL ZHG
3. 7= 7 - 7Ot A3kKL, BEOY - T D/SAIT bk EWVWIHEEET
ERiOFROS - 7y AN ERSNET @A
db2audit.instance.l0g.0.20070508172043640941.bk). (7 —H 1 7 + XA+ 72
FTAAY « AR—=AZEDIEDZEICE> T, TRET—HA1 T - XNAZERT S
ZEITE -0 MENR I NS, 20ROy EY —hA T - )INAICBES
BTLES VN, 7—HA 7 « RABHEEE%IE. ZoPMOZIZERICTY—5h
AT EINOT ERUCHETHES ZENTEET,

DDL A7 — A2 FDFIR

AUDIT #ift SQL AT — KA > K EMFENZ N ONDT—F EFK S8 (DDL) A
T—hA NI, ROVEEBNETENTRED D EEL,. TDD, UTOEAT
—hA 2 NOEKIZ COMMIT A7 —hA> REFHTEH I ENHERINTNE
—a—o

AUDIT #ifth SQL A5 — A > MILAFDEB D TT,
« AUDIT

« CREATE AUDIT POLICY. ALTER AUDIT POLICY. #X7* DROP AUDIT
POLICY

« DROP ROLE $&UF DROP TRUSTED CONTEXT (KRB v 7ENn2O—)LH/zid
ATy R« AXTFFAIPEERY —ICBEMT SN TH S HA

T—NA7 - T—9RIBFIFTBODRERBIEDIENDH S

tF 2T —EHHELS SYSPROC.AUDIT_DEL_EXTRACT A L7—R - 7o
—Py—ZMFHLT. 25NV ATLEHEZE/LS dblaudit extract 1< > R 2
LT, 7= 73nkE%EQry - 7y AV 6RED 7y IVICEEL I—R%E
HHET2ZENTEET, RUYID Ty AIVOEET—IE. SHHAD DB2 7—4
N—=ZAFRICO—RTEET, BEET Y REFTH2DITERT 2LENHLED
BERXE, V=L o TEDBZENRHDET,

F¥: 271U 7k db2audit.ddl &, BBEL I—REZBRNTS72ODELWERD
REERLET, FIEMENZ0., BEOHOT A XNERINLEDT 255
HDHDOT, U —AZT&IT dbaudit.ddl ZEfFTsLHiIcLaidnidzo 8
Po
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CHECKING 4 X bDfER

CHECKING I N> hZEELTWEEE, FEALEDEA. BEELI—-ROATY
T AL TDT 4=V RIE, TPz M7V EALEDS EFTBHI—T— ID
DN EIRRME LT IIMER 2> TWADRET DG4 TP 7 hERD T,
BlZIX, =T =N 1 FZEBINTHIEICE>TEZ ALTER LED ET 58545,
CHECKING X2 hOEEL I—RiE, AT 72N TALTER] THO.
BREINTWDEA TPV b« Y470 [TABLE] (BEINTWSDITER KR
DT, FTERY) ThozlEZEZRLET,

772U, £ 737 @D CREATE. BIND., F7/ZI3HIprZI1—Y— ID AT 5
T = R—=AMERND D0 E D MRET HHEITIE. T—F RX— Ik U THREN
TONETN, ATV b AT - 74—V RIF (T—FR—=ZABEKTIZIRL)
ERR. NA 2R, £ ROy T T50580A4 T 7 EEELET,

RICKBIZERT 5 & &, REIOIERFHENNKLETY, ZD®, CHECKING
N ROEELI—-ROT7 V7 Aikf77 1 713 TCREATEI TIi372< T[INDEXI
2D T,

NYT—2DNA 2 RICDWTHEREhB3EELO—R

MEDNNTr—2 8N > RLTWSEE, Ny —2@ DROP IZx LT
OBIMAINT A X2 hDEEL I— RMMERINET, 512, NXuFr—0H LW
dE—@ CREATE 12X L THID OBIMAINT N> bOEEEL I— RBMERS 11
ij—o

ROLLBACK #%0® CONTEXT A N MERD{ER

FT—HEFHSE (DDL) 3. EHTHDELTOVICREEINS OBIMAINT /213
SECMAINT A X2 hZ4ERT 5N HOET, LML, A X hoOF 70
#%. TI7—MEKNT ROLLBACK WHEATH0E LNERA. TOHE, 70
7 ROMERR S 72y, GRANT %7213 REVOKE #EWARERICRDET., 20D
£ 572 E1IC. CONTEXT A N> hOFEHMNEE LD ET, ZDLH7%
CONTEXT 1 X2 FOEAEL I—F FFITAXRFEERTTHAT—EAN)

13, BIERAITOSE TIREZRLET,

O—RRYIYIF

1L d—R%Z DB2 7—R—ZARIIO—RTEHDICSH5IDH LW D ERIC
WL TWEsEE, AT —MAFDTFAL - T4 =)V RATHHAINDXY)D
NFEWHBIIEE L RTNERD E8 A, RKUD 77V Z2HHT 2. 233,
ROAR > REFHALTITH ZENTEET,

db2audit extract delasc delimiter <load delimiter>

Z D load delimiter 13, H—3CF BIZE ") £7213 16 EEOMETRINDS 4 N
Ah-Z2MU T BAE Toxffl ) T, ARIA ROFIIRODEBDT
ERS

db2audit extract delasc
db2audit extract delasc delimiter !
db2audit extract delasc delimiter Oxff
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HHEFICR O CFELTT 74 boO— RRY D LN ZHEH L2588,
LOAD 1< > RTIid MODIFIED BY # 7> 3 > 2T 24ENHD T, Kb

DYFELTHERSINS "oxff" ZfE L7 LOAD I< > REO—E 5% KITRL
i‘a—o

db2 Toad from context.del of del modified by chardelOxff replace into ...

&, T7HI OO —RXFEARY RO CFE, " (CESIA/K) A
—N—F14 RENET,
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F£2F Q-

O—)Uid, FHEDE @%F?kbi? DFED., V=T EAFOHKREIIRE I N
FI2, FUHRFHEIIRTIONETL, O—IUiE. | DULORHEEZEEDET
—HR—Z -+ ﬁ?yIﬁhfﬁﬁ IN%. GRANT A7 — A hZEMHAL T
—H—, Z)V—7. PUBLIC. £/Z13ZDMOO—)LICEDYTSH, H5W0IE
CREATE TRUSTED CONTEXT %/zi& ALTER TRUSTED CONTEXT A7 — bk X
ChEMFHLT, FIATYR-O2FFANEHODSBTEHZENTEET, U—
70— REFKMN T, SESSION_USER ROLE #fi@EH OO —)L 245 ET 5 &N T
ZFET,

O—)Lid, XOLDIZ, T—IR—=Z « AT LANTOEMEOEHENL DRI/
BHEWSFEEMATWET,

o x4 —EHEIL MHBOEEEMRLHET IO HET, TOTF—HFRX—
ANDT VA EHHTEENTEET GFMRICHT DM S S5 IS
LEO— )T —FN—2ZANITERTEET),

o I—H—ITid, FOEBCHUEBIINUZO0—=)LITHT B A IN—=2 v IOt
HaINET, I —DERECHLUEFBOEAFE IS T, O—JLZT 5 AN
— 2y T ERHEICNEEZIEROET I ENTEET,

o KMEOEI DY TR INT T, HHEIL BHeORBOHEYERICH YT S
fEl % DL——I1Z—#HDOR CKRMEE 5T 5D TIER <, T ORMEOMH Y BT
IECO0—=)VICRH L TZO—EHOKEEF G5 L TNE., T DRSS ERICHE
VLK 1I——ICF00— )25 52EMTEET,

s ZTOO—IEMHEINZTRTOI—T =L, EFHNEHINET, DF0
BHFIL BMAZEICE LI —OREEAEHNTOLETIH D A,

e Ea—, NIA—, ¥FUT7 714 XBEE MQT). &Y SQL. BLW SQL JL—
F > DYERRFITIE, m—w xR LT G SN2 EER K OMERR N H I SN E
T, ZOHE. V=TI E5EINZRHER S OHERIE (EETHREZICTY) f#
HanExH A,

ZTOEHIT, VN —TEY—R - N—F 44— -V T T BHRL FXRL—
T4 T ATALERIZLDAP T4 LY MU —) X TEHEINSDT,
DB2 T—HNR—Z + AT ALIZ, TI—THNDAN—=2 v THNDEFIT/2>
TR TERNWNSTY, O—ILET—IR—ANH TEHINDD T,
DB2 T—HR—Z « AT AL, FAIDNNWODEHEINZ0ZHHL T, ZHUTe
Uy a ‘/75:&%) CEMTEET., V=TI OMRITIZSRND EFH
CHMBET, ZJI—7IMHE5 SN0 —I)V bR ORRITIZRD £H A,

o I—HY—iZEDYBTENZTRTOO—)IVE, I—F—D0BEHEMILZEEIC
BN BHOT, O—)VIHEINEZITRTORMEET TS, I—Y -0 Ehid
HEEZICENERDET, O— )V EHRNICENELIZENCTH I LT TEE
NE YR

s tF VT4 —EHEEFDL O-IVOEMEMANCRET S ZENTEET,
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tFa) T —EHE (SECADM) MR ZFIINEL T, T—IXR—ANTHEGTE
5ED DB2 BEBLOHERTH, O—I)LIcffH5T52ENTEET, FIAIE LA
TOEDMHEERBIVEMETH, O—)Vf5T BT EMTEET,

« DBADM. LOAD., X IMPLICIT SCHEMA T —#% X— ZHE[R

+ CONNECT. CREATETAB. CREATE_NOT_FENCED. BINDADD
CREATE_EXTERNAL_ROUTINE. /213 QUIESCE_CONNECT T —% \— ZHE
PR

s EBEDT—HINR—A - TP NEHE (CONTROL Z&E0)

A—HPF—NF—IRXR—=2HEHELIZEE, ZOI—F—DO—)LITHEITENIC

20, FAOMBONRIZEDET, DFD, SET ROLE AT7— A M2HL

TO—)VZEEHETH2HEIHDER . XL Ea— XTUT7 T AHMEE

MQT). "NUH—. Nwr—, F£7213 SQL I—F > Z&2{EkdTHE, O—)LZ&@EL

THG LB EHINE T, 2720, BONAN—ELTHET SV —7

WA EENz0—)VZ2@E L TG L 2FEldEH SN E A,

O—)VIZIFFrE&EITVWER L. £F 2V 70 —EHHIL., GRANT A7 —h A2k
@ WITH ADMIN OPTION fiZfEiH L T, O—I)LOEHZHOIL—F—IZERET S
ZEMTEXET, TNICEHS T, MOI—F =20 —=)L DX 2 )N—2 v TEHIFET
XHLEDITRDET,

HI¥EIE

O—)VOFERIZEL T ROKX DTN ODNDOHKIHFEENH D LT,

s O—)UEIT—HIR—=R - ATV NEHMATEEH A,

e O—)LITI, BF 22U T ¢ —EHHE (SECADM) HEFRZfT 5 TE 8/ A,

s UFDOTF—HR—=Z « FT7 2l bOERIFIZIEZ. 7V —T IG5 N7ziFnlH
L — NI EF O/ RITITR 0 £H A,

— HHY SQL ZHEMNT B/ r—,
- Ea—
- XTUT T4 XWEE (MQT)
- MUA—
- SQL JL—F
T T NEERT DI = L ThH, F7/21E PUBLIC I L CEEEZ
RN @EAXO-IVEREZN L) TGS n/zo—)LZdn, Lot 7Y
=7 b OIERRIRF ITRET ORI 0 £7,

AO—=JLDAVN=2y TOERESRE
tFa )T —EFEEFL O—IVOER. Royv 7, 5, BOPEL., BIKaR
> MEROMHERZRAELET., EFaU 70 —EHHZIT GRANT (O—)) Z5—h
A REFEHALT, B—=)VND A )N—w 720 ID I2f15 L. REVOKE (O
=) AF—h AL REFHALT. O—=ILARDOA 2 N—=y T2 ID N5HD
HLET,

tF a5 —EHEEIL, WITH ADMIN OPTION Zfi->7=0—I)LIND A > )N—
w TEHR ID ICME5T52ET, O—ILND A N—2w TOEREZOFFA] ID
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WEETZHZENTEET, GRANT (H—J)b) AF5— kK A2 M T WITH ADMIN
OPTION fiZfHITIUX, MOI—F =N FETA2LDITRDET,

o O—)LEMANITFE5T 2,
e fADO—)LZE DT,
o O—)LICBIT 25X NEERT S,

WITH ADMIN OPTION HiZzffi-> T, LFZfrH 2 &id Tt A,
e O—)LZE ROy 7335,
« O—)L® WITH ADMIN OPTION Z#Fn] ID »H5HDHET,

o fDFHENIZ WITH ADMIN OPTION % {59 % (SECADM HEFRDIRAFH TR
BE)e

tFaU T —ERENO—IVEERLE. T XN—2AEHHFIL GRANT A7
— AN EMHLT, HEBXWFELZZOO—)LICEIDSTHIENTEE
9, SECADM HEFRZHFIHNEL T, T—FR—ANTHEGTESED DB2 KD
FOMEBRTH, D=V H5THIENTEET., SYSADM HERR/ZEDA > A
SADLRI)VOMHERZO—)IVIZEI DS TS ZEIITEER A,

tFa) T —EHE FEHHO0-INICHLEF2Y T —EEEMNS WITH
ADMIN OPTION f}&ETAN—w T2 EINTNETRTOIL—H—[I,
GRANT (H—)V) AT — KA RZFHAL T, 200—)VIZHTEHAN—=2 T
DI —H—, Z)—7, PUBLIC. £/Z30—)VIZf5T5ZENTEET, L
—H—{Zkt U CTER. WITH ADMIN OPTION ffZTHBHO—)LDAN—= v
59528, £7213 PUBLIC. Z)V—7, F£/zid0—) V%@ L THRBEMIZA
54526 TEET,

I—Y=ZE0 Y ToNZIRNTOO—)IL, TOI—F—Ntya 2L
TZEZITHAMCIRDET, DB2 T—HINRN—RA + AT ATOHFAIOMEDE, L
—H—D O —)VICBEMN T 5 N2 TR TORHME EMHERENEZEORNRIT/RDET, —
HOF—F RX—=Z « A5 AlE. SET ROLE A5 —h A M2 L CTHEDO—
WEIREL L £9., DB2 7—FX—Z + AT AL, SET ROLE A5 — kKA K
AT 285 EOEEANDOEE/N S, SET ROLE ZHR—KLTWETY, DB2
F—=HR=Z + YATFTLTIE, Evar  A—F—=0NO0—)LDOALNN=nES M
I8 SET ROLE A7 — hF A2 MZEo>THRESINT, AN—TRWEAIZ, =T
—NREINET,

HHO—=)VTL—HF—DAN=w TERMOWETHEIE. vFa) 70 —FH
F. £-13F00—)Licx L WITH ADMIN OPTION HbeEZ{3A 3 5 1 —H —7,
REVOKE (O—)l) AF—h A hEFHLTINEZITVET,

i

O—)VE—HEOKEZEF>THBD, TOO—LIZHTEAN—2y TEMAE5EIN
F2A—H—3, TOLOIBEHEEZMELET, FHEZZOLDITHEKT D EIck
5T, HDEL—F—DEMEZNOLI—F—ITHEED LTS E X2, BHEZERIC
EHTAFMEE IENTEET, O—J)LOFHICKD, HELEBEL H51
—H—DO—)VIZHTHAN—=y TEROBEL T, TOO—)LIZHT DA N
=2y TEMOII—F I 5T H5ENS ZERTTHEAET,
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#i 21X, DEV #EFICEEIN TS E BOB BXLUN ALICE 13, #

SERVER. CLIENT, BX U TOOLS 29 % SELECT FitEZxfio TWbHEL E
T, HDH. ERNHESZE QA EVWIHPOHBICRHTHILEEZRELZDT, T
— & R—2EMHZIL. £ SERVER. CLIENT. BX W TOOLS TOFERZEITHHS
OEMHEEZROHETHLENECE L, 0%, 5% DEV 11X TOM &WD#HA+:
BNEEINZDT, 7—FRX—2EMHKIX. & SERVER . CLIENT, BLW
TOOLS %9 % SELECT HitEZ TOM IZff 5 Lzl iuden £/ A,

O—)VE@EHTHE. ROXIBATY TEITNET,

1. vFa2U 50 —EFHEHIZI. O—) DEVELOPER ZXDELIIZL TIERL £
CREATE ROLE DEVELOPER

2. TAN—ZEMHH (DBADM MHERORAEH) 13, KOLSICL T, &
SERVER. CLIENT. 3X W TOOLS IZx%d % SELECT % I—)l DEVELOPER
W25 LET,

GRANT SELECT ON TABLE SERVER TO ROLE DEVELOPER
GRANT SELECT ON TABLE CLIENT TO ROLE DEVELOPER
GRANT  SELECT ON TABLE TOOLS TO ROLE DEVELOPER

3. bR T —EFEHEL KOXDICLT, #%E DEV NOI—H— BOB &
ALICE 20 —)l DEVELOPER Zff5 L £79,
GRANT ROLE DEVELOPER TO USER BOB, USER ALICE

4. BOB BXU ALICE W% DEV JMIBEEMAIC/R>7258, BFa 70—
BHEFEIIXRDLSIZL T, O—)L DEVELOPER % I1—%— BOB & ALICE 7
SHDHELET,
REVOKE ROLE DEVELOPER FROM USER BOB, USER ALICE

5. TOM 3Ef% DEV IR N/=8a. ¥ U7 —EHFIIROLSITL
C. O—)l DEVELOPER % 1—H— TOM IZff5L %7,
GRANT ROLE DEVELOPER TO USER TOM

O—J)LDREE

HD 1 O20O0=)LBFOO—ILNDO A N—w TRAAEIND E, O—)VE-—EMN
BRI NET,

H5H 1 O0O0—)LIZH LT, foo—)Lft5ans &, miFOO—)LOFIZHE
OO—)VRBHINET, BEOT—)NT., FIFEOI—IL DT R TORHMHEZE A L
F9, #lxld. O—)L DOCTOR 2T —)L SURGEON Tkt L CTHEINZHE.
SURGEON {213 DOCTOR MM SN TSI &I/ £9, O—) SURGEON
¥, @—JL DOCTOR DT R TDORHMHEZERAL £7,

O—)VEENTHERZITO ZEETEERA, BHE DEZHDE, %5 1 DoOo
=IO O =)V EINTHS, BHEOO—ILAFHEOO—)IVIIHEIN5 &
W, EERAXTO—INNIMEINEEHETY, #lZid. O—)L DOCTOR 723H0—
JI SURGEON (ZHt U CTH G EN/=%. O—JL SURGEON 23cd—)L DOCTOR
RS THEGEINBEZ &Ik ET, O—)VEEBNTHEEREZM LSS, T —
MR INET (SQLSTATE 428GF),
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0 —JVEERE D {E Rk fl

LUF DI, BN OERL NV 2R T O —)VEEZERT 2 5ikZ2RL T E
ER

DOCTOR. SPECIALIST. BX X SURGEON &EWHEO—)JLITDWTERLET,
O—)VBEfE 2B S %1213, ERZER LW T, O—)LZ23oo—)LicM5 L %
9, O—)L DOCTOR A —)l SPECIALIST (Zf}5 & #1. ©O—)JL SPECIALIST 7%
O —)L SURGEON IZf53NET,

O—) SURGEON % [O—) DOCTOR 253 % &, BERMERINSED T, #F
EnEHi.

TFaU T —EHEL ROKD7 SQL AT— AL MZ2EFLT, O—)L#
JE@EERL £T,

CREATE ROLE DOCTOR

CREATE ROLE SPECIALIST

CREATE ROLE SURGEON

GRANT ROLE DOCTOR TO ROLE SPECIALIST

GRANT ROLE SPECIALIST TO ROLE SURGEON

A=) 5 DFHEDEY K L DRE
BHEERDM LSS, BAICK-> TR, Ea— Nyr—Y, 2R MNIH—7
EORIBT =5 N—A - FT Vx5 NN I8 B H EIIEB AR/ 5 T 08
HOET,

A ID MOSEEDRHMEZIDME T —H T, O—=ILZ2Nd 20 X130 0FB % #
UTHEHEZHERLEZBRAIC, T—IR—Z - F T2 NN ELINEZLLFD
BITRLUET,

O—=J)LD S DFHEDER Y & L Dl

1. EFaU7 0 —EHHZFI, KDOLSIZ. O—)L DEVELOPER Z{EpkL. Z1—1
— BOB IZZDO—)LND A N—y T2MF5LET,
CREATE ROLE DEVELOPER
GRANT ROLE DEVELOPER TO USER BOB

2. I—H— ALICE %, XD X SIZF WORKITEM Z1ERL £7.
CREATE TABLE WORKITEM (x int)

3. TAR=ZEMEZIL, KOXSIZL T, £ WORKITEM IZx9 % SELECT B
J OV INSERT ###% PUBLIC &U1O—)L DEVELOPER IZff5 L %7,

GRANT SELECT ON TABLE ALICE.WORKITEM TO PUBLIC
GRANT INSERT ON TABLE ALICE.WORKITEM TO PUBLIC
GRANT SELECT ON TABLE ALICE.WORKITEM TO ROLE DEVELOPER
GRANT INSERT ON TABLE ALICE.WORKITEM TO ROLE DEVELOPER

4, 1—Y— BOB &, XKOXDIZL T, Ea— PROJECT ZERLET, 2O
—I%., &£ WORKITEM &, £ WORKITEM IZHEET %/S v r— PKGl % ff
ALET,

CREATE VIEW PROJECT AS SELECT * FROM ALICE.WORKITEM
PREP emb001.sqc BINDFILE PACKAGE USING PKGl VERSION 1
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5.

T N—ZAEHEN, ROLDIZ. £ ALICE.WORKITEM Z%}9 % PUBLIC
@ SELECT FiEZHDIHL TH, Ea— BOB.PROJECT FHEIERIGED E F T,
Ny — PKGl bAEMOEEICRDET, ks, Ea—%2FHR L BOB
lZINETEHBD, O—)L DEVELOPER WO HZGD A 2 )N—3 v 2B L Tihh
BRI L TWDENSTT,

REVOKE SELECT ON TABLE ALICE.WORKITEM FROM PUBLIC

T NR—ZAEHEN, KOLSIZ. £ ALICEWORKITEM Zkd 20— )L
DEVELOPER @ SELECT F#EZELDIH L7285, E 22— BOB.PROJECT (3fE
BIARREIC/2 D, /Nw i — PKGl 3BT DET, 7ks, Ea—&/y
r—%EFR L7 BOB 13, MO TR ZEL THEREHHEZRA L TWanhs
T9,

REVOKE SELECT ON TABLE ALICE.WORKITEM FROM ROLE DEVELOPER

DBADM #+EFRRDER Y jH L Dl

LU FofITid, 0—J)L DEVELOPER Id. DBADM HMifRZ#{fA L CTWT, 1—HF—
BOB IZff52N£7,

1.

tF 2T —EMHZIZ. O—)L DEVELOPER XD I LU THERL £T .
CREATE ROLE DEVELOPER

AT LEMEIL. ROXDIZ. DBADM HEPRZ 1—) DEVELOPER ZfF5-L
S

GRANT DBADM ON DATABASE TO ROLE DEVELOPER

tFaU T —EHFIL ROLDICL T, Z—H5— BOB IZZDOHO—)LND A
SN—w TERMNGELUET,

GRANT ROLE DEVELOPER TO USER BOB

I—H— ALICE 7. KD X SIZFE WORKITEM Z1ERRL £7,

CREATE TABLE WORKITEM (x int)

I—H— BOB &, KDLSIZL T, Ea— PROJECT Z{ERRL Ed., 2Dt

—l%, ¥ WORKITEM. # WORKITEM IZ#E/E@3 % /8w 77— PKGl., BN
13D FE WORKITEM IZHEET S M i— TRGl Z#fHHL £T,

CREATE VIEW PROJECT AS SELECT * FROM ALICE.WORKITEM
PREP emb001.sqc BINDFILE PACKAGE USING PKGl VERSION 1
CREATE TRIGGER TRG1 AFTER DELETE ON ALICE.WORKITEM
FOR EACH STATEMENT MODE DB2SQL
INSERT INTO ALICE.WORKITEM VALUES (1)

tdxaUF o —EHFEL. KkOELDIZ, —HF— BOB ®O—)I DEVELOPER
EWOHELET,

REVOKE ROLE DEVELOPER FROM USER BOB

O—) DEVELOPER ZH( D43 &, 21—+ — BOB |Z DBADM HERR % #32 L
F9, 2R S. ZOMHBORUTH-ZO0—IVARDHEINENS5TT, Ea
— N —2, BXUOMNI AT, ROXHRFEEZITET,

¢+ Ea— BOB.PROJECT IIINETEBVEMTT,

o N\ — PKGI [ 3ENTHDET,

¢« ~NUJ— BOB.TRGIl [ ZZINETEBVEHTT,
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E 22— BOB.PROJECT BLU KU HJ— BOB.TRG1 FfEMHAIHETH 2 DIZXH L
T, N\wrr—2 PKGl I HARTIZ/2 D £9, DBADM HERNHMEL TH, £
@ DBADM HERRZLRE L TW/=iFr] ID THER SN2 a—BXUNKNY H— -
FTTOx NIREEZTER A

WITH ADMIN OPTION fiZ{#RL/=a—JURTFOTUT— b

tFalF 0 —EHEIL. GRANT (O—)b) SQL A5 —h A > N T WITH ADMIN
OPTION fiZfH 3 iUE, O—ILND A N—w TOEBZMO#ENCERE (T
U7 —bh) §52EMNTEET, WITH ADMIN OPTION #Hizffi 21X, O—ILN®D
AUN=2y TEMOI—T =TG5 TR, O— VDA N—DZDO—)LN
DAN—=w TEROMETHER, BLUOO—)LZRoy FLanTZEoOo—) Ui
BIdT 23X NEIERT 2HERZ, BOI—TF—ICH5EZAHIENTEEXT,

WITH ADMIN OPTION ild, T@—JLIiZkd % WITH ADMIN OPTION % Jj|(D L
— = 5T 2HRE2EDI—TF-ICb 52 F A, T2, O—)LIZHRHLTHIO
#n] ID 2¥FD WITH ADMIN OPTION ZHDIETHIRZ 5222 &HH 0D FH
Puo

WITH ADMIN OPTION EiD{ERZFIRT 361

1. a5 —EHEIZIO—) DEVELOPER Z{ERLL. XKD X DIZ WITH
ADMIN OPTION fHizfHL T, Z0H L WwO—)LZ1—H— BOB IZfF5 L %
-g‘o

CREATE ROLE DEVELOPER
GRANT ROLE DEVELOPER TO USER BOB WITH ADMIN OPTION

2. 1—Y¥— BOB &, #lZIEMOI—Y — ALICE 2% EL T, XOXEDICLT
ZOO—=)VNDAUN—=2y TOMEBIVCEDHELZTD ZENTEET,

GRANT ROLE DEVELOPER TO USER ALICE
REVOKE ROLE DEVELOPER FROM USER ALICE

3. I—%— BOB I, HlOoI—F—Z2xHL L TOo—)LO ROy 7%, WITH
ADMIN OPTION Dff 52175 Z LI TEERA (ZD 2 DOHREEZETTE
5D F VT4 —EHEEDATT), BOB NLATOIAY REFEITTS
& RBUET,

DROP ROLE DEVELOPER - FAILURE!
- EFaUT A —EEBEDHD,
O—J)x ROy 7T5IENTEET,
GRANT ROLE DEVELOPER TO USER ALICE WITH ADMIN OPTION - FAILURE!
- EFaUT 4 —BEEEDHD,
WITH ADMIN OPTION {54 A EMTEET,

4., I—%— BOB I&. @—)J) DEVELOPER ®OI1—H¥—O—)L&EHEHE (WITH
ADMIN OPTION THZ250N5) ZROET I EIITEE T . 2ERS, B A
TtF YT —EHE (SECADM) MR ZHf> T/ 5 TYd, BOB LA
TOaAXRERITTDHE, ROLIITEKLET,

REVOKE ADMIN OPTION FOR ROLE DEVELOPER FROM USER SANJAY - FAILURE!

5. EFaU T —FHEL, 11— — BOB ®I—)L DEVELOPER (WITH
ADMIN OPTION THZ5N%) OO—)VEHEHEEZRDHET I EIITEET
N, I—4— BOB [3ZNETEPBVO—)L DEVELOPER Zft5aN/=FFIC
R0 £,

REVOKE ADMIN OPTION FOR ROLE DEVELOPER FROM USER BOB
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iU, vF a5 —EFEHEN, ROLDIZI—Y— BOB OO—)b
DEVELOPER ZH#ICHDIEL /284, BOB 1. O—)I DEVELOPER D A >
N—TH>5ZEIXEI>THASNIZTRTORHEEL, WITH ADMIN OPTION i
ZHRLTEASNZO0—)VICRT HHERZERL L E£9,

REVOKE ROLE DEVELOPER FROM USER BOB

JIW—TICHT50-)LDLEE
TIN—TN N G INFREB L ORI, Ea—. xT7U7I71 AW
(MQT). SQL Jb—F >, hUH—. BIUEM SQL Z#ML 7=/Ny r— I DIERR
FRZIIMET O RICIE S NE A ZORKIFIFENEH SN NEDITT BT,
TN—TTida<a—I)L&EFEHL £9,

I—H—3do—I)LZE ML T, DB2 T—FXR—A + VAT ATHIBEIZINSO—)LZE
LCHSLEEBHEEZE > TT—IR=Z « AT FEERTHIENTEE
T, =T, a—v—3. HlZE AXRL—F 1 27« AT L% LDAP H—N
—7/2 812X 5T, DB2 T—HR—Z + AT LAMBIHNCHIE S N £ T,

TIV—7DEREZO-IVICEZRZ 36
UTFo#d, O—Na2@fL T/ —TeBEEMmi 25 E2 L TVWET,

DEVELOPER_G. TESTER G, BXN SALES G EWD 3 DOV IL—TNH 5 (K
FLET., LFORIIREINTWSH EBD, I—H¥— BOB. ALICE. BXU TOM
X, INS5DTIN—TDAN—THBELFET,

x£7. IN—TBLOL—H—DH

TN—F CDTNV—TCHRT %1 —H—
DEVELOPER_G BOB

TESTER_G ALICE. TOM

SALES_G ALICE. BOB

1. EFa) 5 —EHZEL VI—T0Rb0ICHEHTIO—)L
DEVELOPER. TESTER. BX N SALES Z{ERL £,

CREATE ROLE DEVELOPER
CREATE ROLE TESTER
CREATE ROLE SALES

2. EF 2T —EFHFIL KOLDIT, ZNH5OO—I)LNDO A /N—w T &
—F =G LET UN—THATLI—F—DAN=2y TE2HRET DD,
AT LEMEDEBETY),

GRANT ROLE DEVELOPER TO USER BOB

GRANT ROLE TESTER TO USER ALICE, USER TOM
GRANT ROLE SALES TO USER BOB, USER ALICE

3. TAANR—ZAEHEFIL, ROLIIT, TIV—TPRE L TV DI R E
TR Z Z oo =)L 5325 2 &N TEET,
GRANT <privilege> ON <object> TO ROLE DEVELOPER

F=HRN—ZEBHILRIC, TN —TOINSORMEZERDMNT SR, 7L
— T B AT AMEBRETEIEI AT LAERFEITHKET L ENTEET,
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AO—JL&&EL TRG ULEHEZERLE MY H—DERSG

DUFO#lZ, 21— — BOB 7%, O—)l DEVELOPER %ifi L T/ Z (R
LTWs&EEIZ, PUF— TRGl ZIEFIIERTES ENIFIZRLTNET,
1. ¥9. I—%— ALICE 2RO X SI1ZF WORKITEM #Z{ERRL £,
CREATE TABLE WORKITEM (x int)
2. RIZT. ALICE ODREZEETHRHMEN., T—FRX—ZAFHEICEI>TO—)b
DEVELOPER IZff5- 3£ T,
GRANT ALTER ON ALICE.WORKITEM TO ROLE DEVELOPER
3. I—%— BOB |Z. O—)L DEVELOPER DA N—TH35DT., hUH—
TRG1 ZIEWIERTEET,

CREATE TRIGGER TRG1 AFTER DELETE ON ALICE.WORKITEM
FOR EACH STATEMENT MODE DB2SQL INSERT INTO ALICE.WORKITEM VALUES (1)

IBM Informix Dynamic Server WSDIA I L — 3 0O —)VDOER

IBM Informix® Dynamic Server 70% DB2 T—4%RX—Z + VAT AIIYA T L —
a>LlTa-IVaElT55E. [LEMToBEOHLEPNIDONHD KT,

Informix Dynamic Server (IDS) @ SQL A7 — h A >~ GRANT ROLE . i
WITH GRANT OPTION Z#gftL 9, DB2 7—%X—Z + A5 LD GRANT
ROLE A7 — kA hd. [FUHREZ f A 7287 WITH ADMIN OPTION (Z#U&
SQL EEMEICHERLL £97) 22t L FT . IDS 705 DB2 T—FRX—Z + AT LN
DAL —3 3> Tld. dbschema Y —)U7Y CREATE ROLE XX GRANT
ROLE A7 — Kk A hZEAER L. dbschema Y —)L7AY WITH GRANT OPTION
DETXRTDAH L > A% WITH ADMIN OPTION I[ZEZHMZ FT,

IDS T—HXX—Z + AT ATIE, SET ROLE A7 — kA > MIFFEDO—)L ZiE
FtLE9., DB2 7—FNX—Z + AT ALlE, SET ROLE A 57— KA FZEHR
—hLEIN, ZOHMIZ. 2D SQL AFT— b A2 M2@HTAMMOE®EDE

2RO LI S5NET., SET ROLE A5 — kA MIE, By ar - a—

F—=MNO— )LD A N=NEIMNEREL., AN—TRIFNIE. TI7—Z2RELE

ER

dbschema DX AHHl

0—)l DEVELOPER. TESTER. B& W SALES ' IDS T—4% RX—ZIZHMEINT
Wb ERELET, I—H— BOB. ALICE. BXW TOM . TNENglx DO —
WEMEINTWET., DD, O0—)L DEVELOPER & BOB IZff5 &4, O—
JV TESTER & ALICE IZf}5-3#1. O—)L TESTER HBEL W SALES 7' TOM IZfF
HINTWET, DB2 7—FIXR—Z + YATALIIIA T L —3 9523,
dbschema Y —I)LZEHL T, KOELIIZTIDFT—F X—ZAMH®D CREATE ROLE
& GRANT ROLE A7 — kA MEERL £T,

CREATE ROLE DEVELOPER

CREATE ROLE TESTER
CREATE ROLE SALES

GRANT DEVELOPER TO BOB

GRANT TESTER TO ALICE, TOM
GRANT  SALES TO TOM
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DB2 7—HR—X « AT ARNICT—IR—ZAZERTHDHERHDET, TD
%, TOT—IRXR—=ANTLEREDOAT— A MEEFL, O—)LEZOO—)LD
BOMTEEERTDZENTEET,
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E3E FSRTYER-AUTFFRAMBELUV IS RAT Y RigHED

DB2 NDOHEENHLINTWBEE, 77U r—2a DNTEREZTS Z&ICK
D, RN T ATy REREHLTEET., MIT58REOEEE BT 2B
%87 L 7= CREATE TRUSTED CONTEXT A7 —hA> NZEHHAL T, ¥
TA—EHENNTIATY R - AT F AR EHFNIERL TR ZENRBETT
HERDOAT v 7 1 2ZH),

B2 T AROBRM NI ATy RERZERT 27-DICFHT 2 API 13, ff
AT27 TUr—23 D1 TIZEoTRRVET (ATv T 2 OERESR),

BRI N T ATy REEREMSL L%, 77U r—2a > THEROI—Y— ID %
FDOL—H— ID ITYOBEZA B ZENTEET, ZELINET TV r—2a>d
YA E- e AP 2L TiIrbh T (AT v 7 3 OERZESR),
1. EF¥F 250 —EHHIL, CREATE TRUSTED CONTEXT AT — bk X > kZff
ALTH—N—=IChrIATFTY R -A>FFAMZERLET., Hi:
CREATE TRUSTED CONTEXT MYTCX
BASED UPON CONNECTION USING SYSTEM AUTHID NEWTON

ATTRIBUTES (ADDRESS  '192.0.2.1')
WITH USE FOR PUBLIC WITHOUT AUTHENTICATION

ENABLE
2. FIAT Y REERZEMNLT 21213, 77U T —2a > TUTOWTNNAD API
ZHEALET,

FIav =

TIVr—vav API

CLI/ODBC SQLConnect. SQLSetConnectAttr

XA CLI/ODBC Xa_open

JAVA getDB2TrustedPooledConnection,

getDB2TrustedX AConnection

3. MOI—T—ICY0EZDICE, BEOH S LICHERRLS, 7T r—2 3>
TUTFoOWTNAND API Z2EHL X7,

FTrarv G|

TIVr—vay API

CLI/ODBC SQLSetConnectAttr

XA CLI/ODBC SQLSetConnectAttr

JAVA getDB2Connection, reuseDB2Connection

NET DB2Connection.ConnectionString F—"7 — I:
TrustedContextSystemUserID 35 & T8
TrustedContextSystemPassword
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TGoBEZEH L NWI—H— ID 2L TITHOHEB ORI TIITOHE®HD
i?#‘%ﬂigwﬁth7X7/Fﬁmgﬁéﬁﬁbﬂtb7271F a
CTFAR ATV FOERICESOTEARDET, HIAIE, EFa2UT 04—
EHENUTORNIATY R« AFFAN AT bEERT S EHEL
ES N

CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USER1
ATTRIBUTES (ADDRESS  '192.0.2.1'")
WITH USE FOR USER2 WITH AUTHENTICATION,
USER3 WITHOUT AUTHENTICATION
ENABLE

I5IT. RN T ATy RERDHELSIN/ZERELET ., USER3 (3. #i
EYVRBEELRWRIATY R A2FFAM CTX1 ODA—HY—ELTEEIN
TW5DT, FIATY RERHROILI—Y— ID %R3E #&%w H9°IC USER3
\_@JD%K%E* n?jéﬂi‘é‘o 7272 L. USER2 1. 2 PRl EH 2 fE it 2 44
ENHEETATYyR-ACTFFADL CTX1 OA—F—ELLTEZRINTNDS
DT, FTAT Y REFOI—T— ID ZRIEERE M TIC USER2 1I2Y])D
BZDERITERLET,

BAREI b SR Ty FIEGOWI E D —F— DY X DH

N—2AZREZFHTTL2RENHOETN, TOL R - - b>TF—%¥
N— 2R E LT B72DDT Y R« A—HF—DEMERADT 7 L AR B D
Epc IR

HEY—N—NT—F RX—=ZANOHRI N T AT REREMNLT 5 2 27
TEHNIATYR-ATFAN F TV T —FR—Z « $—/)N—_EITE
RCTEET., WRI KT ATy REROMNLE, FREY—N—3. TOEHEOH
fra— ﬁ—IDé T R—=A + = N—THHI—T— ID 2T 2HES
<HHI—Y— WU BEASHZEMNTEXT, LFO CLI O—F - A=Xvy |k
m‘ﬁﬁ®X?y71Tﬁ%éMKh5X?/F d2FF AR MYTCX ZfdiH
LT }\ T AT F*ﬁ%ﬁ%%ﬁ@—éﬁ{ft nqut_—i LT }‘ TAT Y F*ﬁf}h@l’_ﬁ’_
EYIOBZ D HEERLTWET,

int main(int argc, char xargv[])

{

SQLHANDLE henv; /* environment handle =*/
SQLHANDLE hdbcl; /* connection handle =/
char origUserid[10] = "newton";

char password[10] = "test";

char switchUserid[10] = "zurbie";

char dbName[10] = "testdb";

// Allocate the handles
SQLA11ocHandle( SQL_HANDLE ENV, &henv );
SQLAT1ocHandle( SQL_HANDLE DBC, &hdbcl );

// Set the trusted connection attribute
SQLSetConnectAttr( hdbcl, SQL_ATTR_USE_TRUSTED_CONTEXT,
SQL_TRUE, SQL_IS INTEGER );

// Establish a trusted connection

SQLConnect( hdbcl, dbName, SQL_NTS, origUserid, SQL_NTS,
password, SQL_NTS );
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//Perform some work under user ID "newton"

// Commit the work
SQLEndTran (SQL_HANDLE_DBC, hdbcl, SQL_COMMIT);

// Switch the user ID on the trusted connection
SQLSetConnectAttr( hdbcl,
SQL_ATTR_TRUSTED_CONTEXT_USERID, switchUserid,
SQL_IS_POINTER

)s

//Perform new work using user ID "zurbie"

//Commit the work
SQLEndTranSQL_HANDLE_DBC, hdbcl, SQL_COMMIT);

// Disconnect from database
SQLDisconnect( hdbcl );

return 0;

}/* end of main */
FEBICA—Y— ID DYOFEDLLIDRIEDY LI TN

NI ZATy REHR ETA—Y -2 025072 RBFETINTH, ROAT—

FAD RPY—=N—ICERFEEINDHE T, I DFELERIIETINEE A,

ROBPITZDZEEZRLET, ZOBITIE. ROZXAT— A IDNFITINSE

T. list applications I > RTILDOIL—H— ID NERINET,

1. USERIDI Zffio> THRN/R N T AT Rt MLl £,

2. USERID2 IZYJD A 5L DIT. getDB2Connection 72 EDIL—H—{JDFHEZ <
CRERITLUET,

3. db2 list applications Z#ZEfTL £J ., £7/Z USERIDI NEHINTND EER
INFET,

4. ZTOMTAT v REEB T executeQuery("values current sqlid") DX D72 AT
—MARZEREITL, U= N—TI - OBEIERNE TSNS LIICLE

a—o
5. db2 1ist applications ZHEETLET ., 4EIL USERID2 NEHIN TS
EFRINFET,

FSRTFYy R -AVTFRAMBELUO NS RT Y Ri&R
FoZATFy Rea2FFAMEER, T—IR—ZAENBZ T4 T4 — (T TV
— a2 ==& OROEREICBITSEEMBREERT DT —IR—Z +
FT 7 DT EEZNNET,
EHEERIZ. LFORBMED Yy MZHEIWTnWET,
o VATLFFH ID: T N— AR EHNLT A1 —2ELET
e IP 7 RLA (FFRIERAAL Y « 2—L): T—IR—AHRHmEMWNIT HHRANZ2ER

LET
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« FT—F AN = LR FoIR—A PN ET IR - I TAT
> hOMOT=FBEDID D FLREND HHEITITNERLET

A=Y —=NTFT—F R— 2R EMNLT D EXIT, DB2 T—FR—Z + AT A,
BN T —IR=ZAND ST ATY R« A>FFAK - F T2V hOEFRE 3
TEMEIMERELET, LTRSS, T—IXR—AERIIEETESL &
RiaInEd,

cIATy RERZERNTSE, ORI ATy REROESBH T, FFATY
REERE DA HEI T TERWBIERRZIGET 5 2 LN TE XY, BN
RElE. BT ATy REHNHRITH 2 MMEERNTH 20T K> TR £T,

BRI b 5 AT v REGOEE NI T OBEENH D £9,

« ZTOHEREOBFTI—Y— ID &, RHEOH D LICERZLHOI—F— ID 1T
oz 5

e FIATYR-OFFAMOO—IVEAT 4 —F v —IT K DIBINDOFHE Z B
ERS)

BEERI) N 5 A5y Rk, BRMICESREI N TV ARW N T ATy RER T, IR
BRI 2Ty RERER TR BEOBEHRERICEXDEELINET, WERERE
B&ET 2017y T r—2a - - REEAFETLZHEEZHDERA, £z, B
B KT A7y REERZRE TN ESI ML, HERRED I—RICIEEIHDEE
A (R NI ATy R Z2ERT 25813, BHRED 3— RIERDRI L &
MESIMERLUET), BT ATy REROEEHMIEL. ATy R a5
FALOO—IVRT 4 —F ¥ —ICKDEMOFELZIG TS0 T, 1—F—
ID Z2YDEZ S LITTEER A,

FSRTYR -AVTFRANEFERTHEEDKSICEF VT 14—
NAELT S

3ETY U —rar xR VIAT O T TS a kT R—
A e H—=N—0OICHREZES Z&ICkD., BEENR 2 B 9147 > B
—N— EFTINEIELET, ZOETIVIE. Web R—ZADT 7 /O —% Java
2 Enterprise Edition (J2EE) 77 v F 7 —LADBRBITK D, EFFFICKEBRARE
BTWET. 3 BV U r—>ar - E5)IEYR—d25Y 7 oY - JO0%
27 h@D—fl & LT, IBM WebSphere Application Server (WAS) 73d D 97,

37U —rar - ®FTINTE VAT T TUS—2a EETTS
A—HY—DFit. BELRT—FXR—=Z « = N—EDOMHEEFOERIT, BN
WML ET, (EROHETIE, T—FR—Z « = N—EDTXTOMEMEHIL.
T—HN—Z + Y= N—IZ L THHEZ#HNT 21— — ID &ERIFHRDOMA
BHOREMEHAL T, TOHEBICX DL I NZT—IX—2AHHZ N L TiIrbh
FT9, Wz L, T—IXR—Z « B—N—13, FEEOI—H— ID [TBHEAf
FoNzT—AR—2KEEFRL T, IXNTOT—IXR—=A + 772 ATITOH
ENH LI REBLVEEZTTVWET., ZHUE. 22— —0fRODICHFEIC
FOEFINBT IV EABEENET,

3EY T r—var s BT VCRELOREBRH D ETHN, T—FN—R - H—
N—EDTRTOMEMER AR, 21— —3R) Z2hREOFF ID TITS XS
T2 E, WSDONDEFa VT4 —LOMENECET, INSEENT D EL
TOXDITRDET,
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o I1—H— ID DiHk

RECE-TIE, 77 EAHEHOBENT, T—FXR—=ZAIZT7 7 AL TWSER
DI—H—O ID ZHO=WHENHD T,

« I—Y—-OHPHELORED

BARICKDHABRMIT, T RX—Z - £F 2T 1 —ITBFLEAFRITT,
A—H%—0 ID AP TH 2 &, THEOEAROEHNOZOIHEEIC L D ET
ENB LI arei, A—Y—DDITHHBICKDETENS T 2
72a eEXRITHEIEN#HLSEDET,

o FHEDOF ID ICFHEEMNGLTES

HFREOFFE ID 1213, I RTOI—HF—N5DTRTOEREFEITT H720I1C
BB TRTORBHENS ENTWRITIUIRD £ A, ZHUTid. FEOERIC
T AT HMENENT—F =TV AMBEERIGETETCLES ENnSF
2T —MERHD £T,

s L EFaUT 0 —

AR DRFHEDRIEICINA T, BT AT, BT 570ICPHEEICR OIS
NHFFA ID 1TIE, - —ERICKD T VBRSNS REERH 5T XTDOY
V= ANDRHEZNN G T 2MENDH D XT, PREOFA] ID ORFSIA WRTE
£THE TNSTRTOYY —ARRBAESNTLERNET,

o FMUHEHREHHT 51— —HTHAICHEEZ RIS

ERTOL—Y =LK AEENBYT LTI B 5A5B80H 0D £,

oM, EEOL—Y—0D ID BIOT—FXN—2ARtEN, TD1—F—12fb
STHRIBICEKDFEITINDE T —IN—ZERTHEHAIND KSR AT Z XL
BTY, ZORREZENRT 220 DOROMERGEL, PRENLI—T—0 ID &
INAT — R L THBERZH L 72%, 11— —DEREZDOHERENL T
EETHENIBDOTY., ZOHEREMTIN, LLFICETSR 2720 <DhD
REDHD KT,

o FrEOHHETIIAEY, &< OFEES—/N—IZi3, BEREZHELT 5201240
i 1 —H—FBALERE RN D 0 FH A

e N7 —X2ALEDF—=N=Avw R, HiLWIHEEGZERL, T—FX—2Z -
Y—N—T1—T—2HEHATLIEICEELZ, N T+—~ A OB SN
F—N—~\vw RRHDET,

o R EDA—=N—Aw R, =tz tFa) T — -y TS, FHET
T e T A EMEHL THRWIRETIE, 2 DOI—T—EFHK (1 DIIFH
BE 5 1 DY —N—1) 2O EICXERTFLEOT—N—~\y RNHD
F9, ZORMTIE, BARDERICHDI/NNAT—REZLEETLHZENKLETT,

coAFwy Ra27F A MMEREIX, COMEZERLET, X7 —EH
T, TAR—AEHHBEOMOGEENGFEZERTS NI ATy R a2TFX
N eF T2V N7 —R—=2IHMERTEET, TD%., FEETIEIT—FX—
ANOHR N T ATy REFHEHLTEETN, ZOEFHETIE. #RodifT1i—
H— ID %, RiLDH 572 LICBERZR <O I—— ID IZY 0B Z 2 HEED A R
Eicft5asnEd, FIATyR-ACFFANEL, TR - A—Y—0 ID 7Y
— g CMEERRT 572 TRL, oME LD ET, TNUI. T—FX—
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A s A=Y =R FHTED X DI 2R Z KT DTS, 1T—T—N
Kz T 2Rz TSNS, 2KNRtF )T —DE FIZDRN
DET, FIZIE. FHED, BRANCEKL BN THEREINSHENH D £T,
tFaU T —EHEL 1 DU LOKHEZ 1 DOoOo—)LIZEIDH T, £oo—)b
ERNIATYR-ADTFAL ATV MCEIOYTHZENTEET, TD
FIATY R ATFANDERE-KTEHITIAT Y R« T—FXX— ki
(R E 7213 EREY) OANZTO O —) VIR AT SNz EE R TE £,

NI A= ADMA L

NI 27w REREHERATLEUTORENRD DD, /N7 +—< > AEHKRIC

FELET,

o BEROBTI—Y— ID N0 BEDDRHICH R BRI SN EE .

s NIZAT YR OVTFFARMNERVYOEZLOI—T— ID OFRGEEHLEEL
WA, T—IR—Z « $—=N—THHRI—T— 2R3 5 Z LICBEL
oA —/NN—~w RIZFEEL =8/ A,

FSRFTy F-a2TFR FDOERS

TFAVT —EHEPUTONIATY R - AXTFAL - AT 2 M EAER
THEMELET,

CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USER2
ATTRIBUTES (ADDRESS  '192.0.2.1")
DEFAULT ROLE managerRole
ENABLE

I—Y— userl I8P 7 KL Z 192.02.1 5 b T AT v Rk ZER L2856,
DB2 T—HNR—Z + VAT L. NTIAT v REHREMNL TERN i1 —
— userl MIENT AT v REERZRIG L /22 & &R TES (SQLSTATE

01679. SQLCODE +20360) #R L £9, L L. IT—H— user2 N IP 7 KL X
19202.1 225 NI AT v RERZERLZHEICE. BREEE NI ATy RO
CTFALN CTX1 X DEENEINS 720, ERIIZIFANSGNET, 1—H
— user2 W& M T ATy REREMNLLZ20O, 01— =3I ATy RO
TF A~ DO —)l managerRole IZBIEAS 1T 5 N/2 T R TORMED K UHMHERR 2 5 T
ZXT., ZOMT ATy REROAEBEN TIE. T—F— user2 1T DKM
BLUOMHERZMEHTEEE A

FSRTY R -AVTFRAMEERALEZO-I - ADN—2y TOHEE

100

N ZTF vy REHROBITI—Y 3., NI ATFy R-a>FFAMEFEALEZO—
WOHBKICEDBIMORKMHEEZRGTEET, 2L UL, BHELE NI AT
R OATFFARMERDOHELTEF 2T —EHFICLVEEIN TNV
BEDOAEHELET,

T4 ETIE, O—=ILE T ATy REREOTRTOI—F—NkEKTEET,
TtFars—EBHEIL FIATYR - OFFAMNERZMEHL TRHEDL—
PR T 20— 2IEETHIEHTEET,

ATy REREMEAL TWDIFICE Y 2 a 2FFa] ID BMREFTEDT VT4 7
Ba—=)LIZIZUA TOHDNH D X,

FoHR=Z - kFaUT4— HAE



e Ty a VA ID BEEIIAN—THDERRINZO—), MAT
e NIATY R OFFAMODTIANbOO—)VFEREFNIATY RO F
FAMOI—Y—EHEOO—I (EXINTWVDIEHEAE)

H:

s ERRICRILERICEF 2T — TITA K OERSINDE S AT L]
ID £ty ia iFa] ID DNEWIRBZD XDITERSNZHAY L - F2 T
S =TI EERAL T, - —RiEEHRT2HEICIE. I ATy
ReasFAboo—Ilid, TOEGNRN T ATy RERTHILETH-T
HZDOEREN L TR TS LT TEERA,

s O—)VEFHALTERAELZN I ATy R - 32F7F A MM, B0 DML #4E
WCBWTOAENTT, ZnbHid. L FICBWTIZES T,

— DDL #{F

— JEENMY SQL (BIND. REBIND. BEFERMJZSFEE/NA > R, BIINA > RixEDOER
SQL A7 — kA > MIBEFR L 7= #1E)

FSRFTY R - aAVTFR MOI—-Y—BEHDFEDOERE

¥RV T —BHEDL UFOLIICTEED., FIATYR-AFFANE

EEEHALTCO—INZRSZATy R O2FFZMBEEMITEZZENTEET,

« TI7A4INKT, FIAT v REHROTRTOI—HF =N, fFEINZO0—)L &k
KTED

s NIAT Y REHROREDI—F ), HEINZO—IZHKTES

r I ATy REERO L= =0 L WEFR] ID ITYD DD, ZOH L WA ID
ChIATY R A2FFAMOI—F—EHOO—INNEET B5HE. HlTRS
NTNBHEIIC, 2—¥—FEHFOO—INNEIATY R A2TFFA DT T4l
roO—)Ved—N=F4 RLEXT (FFAT Y R« A2TFAREET 5

o

FZANhboA—-IELVI-Y—-EAFEOO-IZEZBVHTSE ISR
Ty K- a7+ MOERH

tFa VT —EHENUATORIATY R - A2FFAL - ATVl FEMER
THEMELET,

CREATE TRUSTED CONTEXT CTX1
BASED UPON CONNECTION USING SYSTEM AUTHID USER1
ATTRIBUTES (ADDRESS  '192.0.2.1")
WITH USE FOR USER2 WITH AUTHENTICATION,
USER3 WITHOUT AUTHENTICATION
DEFAULT ROLE AUDITOR
ENABLE

USER1 N~ T A5 v Rk 2N 9 5 &, O—JL AUDITOR Zf5 S N7/-HkEld
ZOFF ID IR S NE T, RIS, IS ORI CEHMEL. BT ATy RERRED
BATHFA] ID A% USER3 O1—H— ID IZY D D> 2T Z 02— =12 H kK
INET., EFEOI—F— ID NdHBHFHET USER2 12U Db - 72855121,
USER2 5~ ATy R« A>FFA DT 74 hoa—)LTHS AUDITOR %
MALET, ) BFaUs s —BHEIL FIATYR-I2FFAMDT I )L

¥3E MIATFY R OCTFFAMBIORN I ATy Rigomim 101



foo—)V &3R5 0—)1 % USER3 ICHRKSIEDLLDIGERNT S ENTEE
T, 2L, LFOLDIIc, 22— —iclEA0oO0—)LE2E DL TEIEICXD
TAET,
CREATE TRUSTED CONTEXT CTX1

BASED UPON CONNECTION USING SYSTEM AUTHID USER1

ATTRIBUTES (ADDRESS '192.0.2.1")

WITH USE FOR USER2 WITH AUTHENTICATION,

USER3 WITHOUT AUTHENTICATION ROLE OTHER_ROLE

DEFAULT ROLE AUDITOR
ENABLE

NI 2T vy REFGOHITI—Y— ID 2% USER3 ICUJ0DEDL->TH, ZDI—H—
IR IATY R-aFFAMDOT 74 OOV EME L EDET, b
DIZ, EFa) 54 —EFHFECI>TEFOI—F-ICE DY THNEEAEDOO—)
T®»5 OTHER_ROLE Zft&AL £,

BRI NS ATy RIEGETA—Y— ID 2B Z 570D A|

R N2 A5y RERTIE, #HiOo1—Y— ID 201 —5— ID I DEX

HZEINTEET, FEoHAINEHENET,

1. YIOBZERNIR N T 27y RGNS HEINT, )0 ERNUED
72O —N—ICREEINLYEE, T0ERE I vyv MY 3N, T.5— -
AWt —UNREINET (SQLSTATE 08001, SQLCODE-30082, HEf 11— R
41),

2. VIOBZERN NI B g VERTHEINT, NI 7 aho—)b
N 7SN, SIEITYDFEZERDUEO =012 —/NN—1TEEINEEEA.
ZOEEFIIIEEFIREIC/RD, TI— - Avt—INREEINET (SQLSTATE
58009. SQLCODE -30020).

3. DOEBEZERNARTY—R - 7o —Ivy—RAnoHanz8Heg, 25— A
wlt—TUNREN (SQLCODE -30090. ¥ I— R 29), 23U Z OEREE TILIE
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ARRAY 1, F 2T 4 — -« IR« AR—FR DY TD 1 DTT,
ARRAY A 7O R—%> FTiE, A R =% ROMERESNDHEZITTL A
CEMNYZARINTWBIERFICED A —IVINEFRINET, £ZTIE, UARE

NTVWEIRADIL AL bNEREDHELERD, BREOIL A2 PRRKIZ/ARD X
—3‘0
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LBAC

Bil: 2> AR—%> b mycomp WMROLIICEHRINTNDHELET,
CREATE SECURITY LABEL COMPONENT mycomp
ARRAY [ 'Top Secret', 'Secret', 'Employee', 'Public' ]

DA, TVAYMIL LTFTOXD BEEICHRK SN TWAhDL DI L TUHE
INET,

8%
A
Top Secret
Secret
Employee
Public
A 4
K1

47 ARRAY OO 2R—% > FTlE. T A2 MIAEWICLLFOREDBEGRZ
DIENTEET,
Xo&En
ARRAY HiOHTIZL AR A MNITL A B KUY A RIANTW
HEAICIE, TLAN AIBIZIL AN B E0ELAEDET,

RQIR(iqA
ARRAY HiOHTIL A A NTL A B XDBICUAREINTWY
HEAITIE. LA AIBZTIL AN B K0DEL D FET,

tFaUFqs—-SKR)-aAYyR=—F b - 947 TREE
TREE &, I « R—=Z2D7 7 A#lf#l (LBAC) tFaVUF 4 — R —Tf
HTES3FaUT 40— I« A2KR—F> b DYALTD 1 DTI,

TREE #14 7DA>HR—%>FTld, T A2 RME, VY —#EECREINTWS
NOEIICLUTUEEINET, 17 TREE DI >HR—F> D~ THDHITL A
D RERETHEE, TN, MMOEDIL A2 SO TLICENNDENHIEET 544
BB FT, ME—DHINT, VU —D ROOT THDERETDINEDDHDHEID
ILAYRTY, ZRUTELD, TV A RZ2YY —HEICHRKRT 2 ENTEE
ER

Bil: 3> R —%> b mycomp WRDEIITERINTWVDHELET,
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CREATE SECURITY LABEL COMPONENT mycomp

TREE (
'Corporate’ ROOT,
'"Publishing' UNDER 'Corporate’,
'Software' UNDER 'Corporate’,
'Development'’ UNDER 'Software',
'Sales' UNDER 'Software',
'Support' UNDER 'Software'
'Business Sales' UNDER 'Sales'
'"Home Sales' UNDER 'Sales'
)
ZOHE., TLACRMI UTFOLS7 YY) SRR INTWDh0X5ICL
TUEINET,
Corporate
I
I I
Publishing Software
I
I I I
Development Sales Support
I
I I
gusiness Home Sales
ales

Y47 TREE DA HR—%> hTld, TL A MIAEWIZELFOY 1 7 OBGRE R

DIEMTEET,

Bl TILACEBMNILACEK A OFRICHBEEITIE, TLAK AL
AN B OB ERDET,

#il: Z DXIE. Business Sales TL X hOEHZRL TWET,

Corporate
I I
Publishing Software
| I
Development Sales Support
I
Business Home Sales
Sales

FeHR—A +EFaUTF— HAR



T ILACK ANRIL AR B OFICHBEEICIE. TLAK AL
AN B OFERDET,

Bl: Z DXL, Software TL A MDOFZERLTVWET,

Corporate

Publishing Software

Development Sales Support

Business

Home Sales
Sales

B 2 DOIL AL MAEUEZREDBEEGICIE. TNSIZAEWVWICHETT,

Bil: Z DKL, Development TL A2 FDRHBEZEZRL TWET,

Corporate

Publishing Software

Development Sales Support

Business

Home Sales
Sales

ke ZLAZK AN B OBETHAZEE. ELEILAZEK AN B OO
TH2HBE CAFRROSEN L) 1ITiE, TV AN A BTV AR B
DOEMERDET, b—h - ZL A MNI, VU —ARNOMOTRTOIL A
RO LENTT,

#l: Z DXL, Home Sales TL A2 hD EfiZERL TWET,

#
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Corporate

Publishing Software
|
| ' |
Development Sales Support
I
| |
Business Home Sales
Sales

T ILAZHAMNBOTFTHLIHES.

LB LA AN B OTOT

THHHE CATFABROSEENH L) 1T, TLACN ATV AR B

DREERDET,

#l: Z D3, Software TL A MO FEERLTWET,

Corporate
I I
Publishing Software
[ I 1
Development Sales Support
l
I I
SLEIEES Home Sales
Sales

LBAC €FaVUTFa1— -5}

FR) e R=ZADT 7 Al (LBAC) IZBWT, EF2UFrr— - I I3
tFa) T —HEOEKEDOY FERRTHT—IR—Z - F TPV FTT,
tFaTFao— - TRNVE, TAERETIEDICT Y ICEHINET, 1—

B—IMR#ET =T VAT H L%

& =¥ —icftEanxd,

FRT 57202, EFa )T — - TN

I—Y—NRET—INDT Vv AEHTTHE, I—F—DtFaVT 14—+ F
NIV, T—FERELTNWEEF 2T 40— IRV ERBEINET, EFa )
TA4— TN, RELTWDEFaT— - IXN)ICL->TTOy I IN
5HDE, EHOTRVWHDRHVET, HHI—HF—DtFaUT 10— TN
Ty INDE, TOA—Y 3T —Y TV BATHIENTEEE A,
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EotFaUFs— - SNUHEE 1 DOEFa T4 — - R —D—E &>
THY, ZOtFaUTF4— - RUYUT—DADR—%>hTEIT 1| DOENEEN
F9, EFaUT4— I ADHR—F 2 MNIOWTEATIHEOME &3,
FOAIR—%2 MK ORI ENSTFOfELLEOT L A MR EENDZUZAND
ZEESWVWET, ARRAY 1 7D KR—%> hOEICIE. YoE13 1 1
DIV AL NEEDDLIENTE, MOy 7OMEICIE, YO EOTL A2k
EEDDHIENTEET, LAY IREENBWEIT, ZEofE EEENET,

$il: TREE ¥ 70> ih—% > MZ, AWER, e, BIXREZEEND 3 DO

IL A IPNEENDHEITE. LFOHDIFZ0a > R—% > NOFRED—

e ET,

o ANER (FRIMEEDOIL AL RN ENHKTAHEZTTY)

o ANWEE, BlX (F2BZLV A2 MOMOEEOHAGDE, ZEZLFECIL A
CREEBEED S ZEIITEERA)

. ZEDME

BEOtFaUT0— - TNUDBOEFaUTs— - IRN)ETOw I TEHNE
S, INNVNDOEI D R—% > FDEE, ZOEF2UT 14— R —TH
ESINS LBAC #HItE Y MTXDRESINE T, iz T2 HEOFEMIZ. LBAC
tFaUTa— - TRVORUHEEZRD EIFTns hEY ZICHAINTNE
£

tF2UT4— TNURTFAL - ANY TSNS LSRR, BFaUT
4= TNIMED T +—< v FEWD EIFTW5S FEY ZIZHHAIN TS 7 4 —
Ny hEMEHLET,

TFaVTa— - SNIVOERK

tFauTFao— - TRNVEERTDIAE. EFa) 70 —EFHEETRITINIARDE
Hho BFaUF1r— - IXJ)UE SQL AF— K A2 h®D CREATE SECURITY
LABEL TIERRLET, tFa VT 14— TNIVEERT DEICIE. AFEREL E
ER

o TNV DLH]

s ZTOITINNWNEENDIEF 2T 4 — R —

s tFaVUT 4 — - RU—IZEENS | DUEOIHR—F> MO
EAEESINTWARNWI > HR—% > N TlE, EOEEROEMEINET, EFa
U q— - I, D Ed 1 DO OENEENTOHARTIUERD £
A,

tF*alUFas—- - SNIVOEE

tFaUTo— - TNVE, BETHIENTEEEL, BFa2UT 40— TN
EEET LMD HEL. TE ROy L, EERT A2 ETY., LarLl, &F
2T q4— - TNNDIAZR—%>k THNX, tFa2UT7 0 —EFHENLETE
%79 (ALTER SECURITY LABEL COMPONENT Z 75— kA > kZf§ i),
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t*aVFa—-SNHokay7

tFa)Fa— - I)EROYTTEHANL Fal T —EHETRITINER
DERFL. EFa2UT4—+ TRE, SQL AT—HK A2 D DROP TROvy 7/
LET, 7—IR—ANDEINIH DT —H 2 RETDHDIHEHINTNDS
N1 AU EOI—F X OBERFEIN TS EF 2T — - TUE R
Oy 7 TEEH A,

EFaVTq— - SNIDOFE

I—Y—, V=7, F3o—ictFas— - INIVEMETEHAER
Fa) T —EFEETRINEROER AL, EFaUT 10— IRNNVEMNETBHIC
1¥. SQL A7 — K A2 F® GRANT SECURITY LABEL ZffHL£9., ¥+
T4 — - TN ZEMNEGETHE. AR T 72X, HERAATY 7 A, @A
WD EEZABRTEDT V2 ATH LU THETAHIENTEET, 21— —, J)b
—7, ¥R o—=)E, ACYA 707 7 A0HBEICRCEFa )T 0 — R
D—DEEOEF VT4 —c TRV ERETHIEEITEE A,

EFaVUTas— - SNIDORYEL

A—Y—, V=7, FRB3o0—-I)IotFalso— - INIERODHET AR,
Fa) T —EFHETRITINERDERA, EFaT0— TR ZEROETIC
13, SQL A5 — K A2 ~® REVOKE SECURITY LABEL ZfffL 7.

tFaVUTs— - SRNNEEHBRDHZT—9 - 947

tFa2UF 0 — -+ TLIE. SYSPROC.DB2SECURITYLABEL D5 —% « ¥ 1 T %
FFoTWEJ, SYSPROC.DB2SECURITYLABEL & VARCHAR(128) FOR BIT
DATA DOET. T—4ZEHENYR—hINTVWET,

A—Y-PRFTEIEF2UT1— - SNIDHH
ROPEREFAL T, 1P —PRFT2EF2UF 10— - TVEHFITH &
MTEET,

SELECT A.grantee, B.secpolicyname, c.seclabelname
FROM syscat.securitylabelaccess A, syscat.securitypolicies B, syscat.securitylabels C
WHERE A.seclabelid = C.seclabelid and B.secpolicyid = C.secpolicyid

t*alVrTq—

- IRIUEDFER

tFalsas— - INNVOEE, XFAN) D TOBATERITZENHDET B
ZATHLAIA 2B SECLABEL 2T 25 LX), tFaUT 44— IRN)DEZE A
M) > TRTEEL, ROBRXZEZHFEHL £,

o J2HR—%> FDffIE, CREATE SECURITY POLICY A7 — KA hTOtF
AT 44— AR —DAR—=F> DY A NERUERFT, ENSHICU A
INERAR

e TLAVKZE, FOILL AL NDOARHITET,

o A2HR—F 2 INRELZTL A NI, J0O () THEET %,

o [A—a AhR—%>PMIEROIL AL F2IEETHIHAIT. TL A2 NEFENR
O) THA, T2 () THEET 5,

118 F7—¥~X—=2-tFaUs4—-HAFR



o ZEDMEIE. —HDZEEIL () TET.

Bil: F 254 —+ T)LIF, Level. Department. Projects EWD 3 DD 7R
—*> b2 ZOEFTHO>EF a2V T — - R —DO—-H T, ZOtFaUT
A4 — - IN)NTRDOEZERE LT,

K8 F2UT 10— TXILDIEDH]

aAviR—x b fifi

Level Secret

Department ZEDME

Projects » Epsilon 37
* Megaphone
¢ Cloverleaf

ZotFals4— - INUMEZARN) T TERT E ROLDITHBDET,
'Secret: ():(Epsilon 37,Megaphone,Cloverleaf)’

LBAC €F+aUTFa— - SNIVHLEZNDFiE

FR) e R=ZADT 7L AHHE (LBAC) X DIR#EINIT—F DT 7 A%
19%5&, 2O —F—0 LBAC EHEHEHRN 1 DU EOEFa2UT 44—+ F
N)VERBEN, 7B ZANTOw 7 INEZNEIDDHERINET., LBAC EH
REFATEIRICIE. REFL TNAIRTOEFaUT 00—« IRNTIA, AREFL TN
L5 RTORBENEENET,

O TENTEBLIL, 2 DO T LB FH A, LBAC 1EHIEHIE®R &
HWOT7 7 AHOBE—OtF 2T 10— - TNV EDLER, £/21d LBAC {FHGE
HEREESIAAL T V7V AHOBE—OtF 2T 10— - TN EDKETSH I &
MTEFET, FHBIOHIRIL, AR DRICEZAAZTIHOE L TUME
NET, BIEITBWT, BROWMBEZTIMBEND DHE. TNTNO LB HIE
ICEITINET,

EDEFaYT 14— - SNIVBERAEZNSZD

BREOEF 2T — - TNVERFETDHIENARTIN, 1 DETNRELF
aUF g — - INVERBEEINET., TSNS TE, BT ORMEZRZT
O)T@‘O

e VTUEAINTNELEZFEL TVWAREF2 T4 — - RUT—D—ETH 5,
o TOVADIAT (FHAHAMD £-IEEZAA) AICHGENZHDTH S,

INGOHEEEMZTEFaU T4 — « TR ERFH S THWRVWEEIZIE, ITXTO
AR—=F 2 MR LU TEOEZEDT 74 bOEF a2 T 40—« TRIVHDEE
INET,

LEBDITONSFE

tFaFo— - INUE, AR —RhTEIkBEEINET, XY T
— - IRNIZNTNOD AR —% > ROENEENTWAWEEIZIE, 22D@EN
HESINET, £ R—% 2 F2HRARNDZE, O R—%> bOIL—Y—Df#
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WKEENDIL AL RMRETNIVHNORLCI DR —F% > FOMEICEENDS T L A
CRZEDTOy I INENEIMERET S0 LBAC HHlty FO#HT 5
HANERASINET, I—F—0WINnroEN T Oy 7 IN5EEITIE. LBAC
EHEHERIIRELEF 2T — - TN EKD IOy IV EINET,

b CEf S5 LBAC HAIt Y NI, tFaU 50— - RUT—THREINE
T, EARBAIN, BLXOEHAINWDFEHINDSNICDWNTHRANSIZIE, D
Hitw FOFBHAZSIL T Z3 N,

RIRDLEEICEZ5E

2 DOMEZHKT 572D L TWAHANTH T 20k ERFL THWDHAEIC
. 2ol TONT, REMEIEFU T — - TNVHNDEEZ T Oy 7 LI
WERESNEKT,

#il: LBAC ¥iH]t v Mi& DB2LBACRULES T, ¥+ a5 — AU —Iiid 2
DDALIKR—F> "MWHOET, —HFDAHR—F%>MNIF¥A1 T ARRAY T. flif
13447 TREE T9Y., 1—H—{2id. HH| DB2LBACREADTREE Z3%f9 % ffRA
FH5EINTWET, ZOHANI., ¥ ~7 TREE © 3 >R —% > hOff[FE L% g d
LHECHEAIO 7 7 ARICER I NAHANTT, I—F—R#ET— 5 OF A
0 ERITTHELEEICE. TOBANIMFEH S /20 /z®, TREE O >R —+* > MHIZ
A== TWBHEIZNTND (FNNEDETHILHETHoTH). 7o/t
A%T0y 7 LERN, =T —INT =Y ZHmAMD I ENTEENEINE. T
N)VD ARRAY I 2iR—% > hOMEICZEEITEKEL TWET,

LBAC RAIEy FOHEE

LBAC Aty NI, EFaVUFT 14—« IR Z LT HRITHEH I N2 HRIERHE
SNHAOEY hTT, 2 DOtFaUT0— - TNVDENK SN, —
FHOMMBOEZE T Oy 7T ENEINEHRT D01, HAlty hRNO 1 DPL
FOBAPNERINET,

ZFNEFNDO LBAC HHAI Y M3, BAEOARICTHSNET, EFaUF 10— R
) —%ERT B, £ORY —THHAINS LBAC HHlt Y NEEET ZHHE
MHVET, ORI =D THHFaU T4 — - IXN)VELTZ KT D
i, £ LBAC Bl FZ2EHL £9,

By FNOZNZNORAD, BEEOAR THERIINET. TORHANCHIRE
5T 2EICIRMOARTEZEHA L £7.

1 DOty MZEENLHAIOES., TNZNOHAINEH SN 2RI, SRl
v hZEICRBDGENHDET,

PR — K385 LBAC HHAItE Y M. BE 1 DEFTY., TRty hD4H]
|3 DB2LBACRULES T9,

LBAC #iBl+ v I: DB2LBACRULES

DB2LBACRULES LBAC Aty MM, EtFa2Uss— )L aJ2FR—%>2h
DEZ LT 520D RBMOBAOry h2REELET, ZNUE 1787y
BELRTA MY TN SIREL T,
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AT vTELVSA MY DFRE

TA Ty TBIEIA FF T UIE, 147 ARRAY DA ZR—% 2 hDEZAA
T CADHTHEHENET. 71 b7 v TR, ESRAAMROT -5 2Ri#&T 5
EAHTOELDEWEEICRELET, 71 MU, TOT—YZ2Ri#ET S
EREDOERDIENGEICRELET, TIHINEITREIA T TEI1 Y
VB HENEEAL. DR, BRSO TWAEERUETRESNTND T
— S LhESAD LT TEEE A

AU R—F> MINT S 2 DOMEZLET IR, &6 50HANEHRINS
2. >R —%>bDH¥ 1T (ARRAY. SET. F/21% TREE) BXOREDY A1 T D
TOvA GAID ERITEZIAL) DTSN TNEINTEIDERD ET, RDFE
i, HAIZ2D) A ML, ENENORANWDOEREINEZNERL, T RANT O
w7 INDINE DD ERAUHERIT D HEEZTHL THET,

# 9. DB2LBACRULES HHIDH < 1) —

ROILTDA | ROV AT
M2 M ORI @74 78
izt d 25 | 2ili79 %

Bl £ BT AR | ROFENMEZINEZEEICTY 7822 T 0Oy S
DB2LBACREADARRAY ARRAY FAED I—H—DfEA, & X DKW,

DB2LBACREADSET SET HEAILD I—H—=PREF LI WRERD 1| D EH S,
DB2LBACREADTREE TREE FLAED I—HF—DENNTNE, REEONTNEBHEL R

W, ED BTN,

DB2LBACWRITEARRAY ARRAY EHZAH I—HY—DENREMBEI O &SN, FRE/ I DN, !
DB2LBACWRITESET SET EXIAH I—H—REFL AR WEEEN 1| DL EH D,
DB2LBACWRITETREE TREE EXIAH A—HF—DENNTID, FEMONTNEHHFELL AR

W, FD BTN,

DB2LBACWRITEARRAY #ANZ., 2 DORALLZHAINEELEZHDOTH S &%
ABHTENTEET, —HIFHHDOLNIVEDENWT—FITEZAD & (51
c7 w7 ZBiE, MAGIIEPDOL NIVEDENWT—FITEZRAD (51 YD
2 ZEEMEET., ZORANCRREMNGTSE, Y —2 N5 OHAID
—HERFWANSHRRT LI ENTEET,

RAIDZEDEZNERT 55%

TRTOMANIZEDOEZF U HETURL £, ZofEidMiolz 7oy 74879,
ZZPYSNDTRTOMICED Tay s Enxd,

DB2LBACREADSET & U DB2LBACWRITESET Dl

—_

CLFOBNL. (RET—Y DHAMD F2I3EBZAAZRITL TS I—F =T L
THRTT, T2 T, fElE. one two three four EWIH T L A h&EFEFDH 1T
SET DA —%> HTHHEHELET,
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Z 10. DB2LBACREADSET 340\ DB2LBACWRITESET #iHI| % &M< 2 61

a—HF—Dfi 25 TrkAOTOY s

'one’ 'one’ JovrINER A, HEIZFRTCTT,

JovrINFERFL, I—H—0DfHEIC
TV AR ‘one' WEENTNE
g,

'(one,two,three)' ‘one’

JOw 7 INET, LA 'four
IIPREMICIIEENTHETN, I—
HF—DHEICIFEENTVER A,

'(one,two)' '(one,two,four)'

TJoOw 7 INET, 2EOMEIFLELND
TRTCOMEICLD 7Oy 7 INET,

0" 'one’

ToyrINERA, EOMTIIED
(EESWARRR/R-F g3 VN

'one' V()-

oy InEth. EOMETIEED
Edb7oy s snEEA.

0 0

DB2LBACREADTREE & U' DB2LBACWRITETREE

PITFDENE, AT VA EEBZAATY V2 ADOMAFITEN T, T Tl
TREE #14 7Oa 2K —%> FDEMNUL FDHETERINZEHEELET,

CREATE SECURITY LABEL COMPONENT mycomp

TREE (
'Corporate’ ROOT,
'"Publishing' UNDER 'Corporate’,
'Software' UNDER 'Corporate',
'Development’ UNDER 'Software',
'Sales' UNDER 'Software',
'Support' UNDER 'Software'
'Business Sales' UNDER 'Sales'
'"Home Sales' UNDER 'Sales'

)

UL, TLVAZPRROED ICRESNTNDS I EZERLXT,

Corporate

Publishing Software
| I
Development Sales Support
I
Business Home Sales
Sales
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Z# 11. DB2LBACREADTREE #J:0N DB2LBACWRITETREE A% jEH 9 2% i

1 —H—0fil

PRatf

TURADTOY Y

'(Support,Sales)'

'Development'

Ay ENET, TLAZE
'Development' (&1 —H—DfED
1 DTz <. 'Support’ BXLU
'Sales' DTN H 'Development’
DEALTIEH D EH A

'(Development,Software)'

'(Business Sales,Publishing)'

Jayw 7 EINFEFRN, TL A
I 'Software' |3 'Business Sales'

D LA TY,

'(Publishing,Sales)'

'(Publishing,Support)'

JovraINERA, TL A
I "Publishing' |5 DD v
MZEENTWET,

'Corporate’'

'Development'

Ty InEdA. Jb— ME
DT RTOED LML TY,

0

'Sales'

Ty INET, ZEDOHEILZE
P oTRTofEickn 7oy
7E3NET,

'Home Sales'

0

TJOw I INERA, ZEOMET
FEDED T Oy 7 INER
Hus

O

0

TJaw I INER A, EDET
FEDED T Oy 7 INEE
Po

DB2LBACREADARRAY Dl

LR OENEIZHARD 7 7 Y AHEHATY, 22Tl
DIL AL IMEENDY AT ARRAY OO HR—%> NHTHZEHEELET,

B3, LANOBRLEICHBIT DT
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|
Tt

»
»

Top Secret
Secret
Employee
Public
A 4
=&
# 12. DB2LBACREADARRAY #iHIlZ i 9 2 4
I—Y—Dfi P fifi MAMO T 72D Tay 2
'Secret' "Employee' TawZI3NFR . TL A2 Secret' 1
IL AP 'Employee’ D EMICHD £,
'Secret' 'Secret' JoOvyrEINERH A, EIZRCTY,
'Secret' "Top Secret’ TOy 7 INET, TL A Top Secret
T L A 'Secret' KODENMIZHDET,
0" 'Public' TOw 7 INET, ZOMITRELIDOTRT
DEICLEDTOy 7 EINET,
"Public' 0" TOy 7 INER . ZOMETIIEDES T

Oy 7 ENEEA.

O

0

TavrEInNEth, ZOMETIEIEDEDT
Oy 7SN

DB2LBACWRITEARRAY D

UTOPNTIEZ ALY VB AHEMFTY, 22Tl fEld. LFOEEICBITZET
DILAYIMEENSEY LT ARRAY OO KR—% > NHTHBEHEELET,

FoHR=Z - kFaUT4— HAE




|
it

A
Top Secret
Secret
Employee
Public
A 4
=&
7% 13. DB2LBACWRITEARRAY #11|% ith 9% #i
I—Y—Dfl D fiti HEAATZEZAODTOY 2
'Secret' 'Employee' TOv 7 EINET, TL A Employee' |3
ITL AN 'Secret XD RPLIZHDET,
'Secret' 'Secret' JovwrInNER A, EHIIFRTCTI,
'Secret' "Top Secret’ TOy 7 INET, TL A Top Secret
T L A 'Secret' KDENMIZHDET,
0" 'Public' Ty 7 ENET., EBOMIIELNADT T
DfEicEn 7oy InEd,
'Public' 0" Ty INFEHAL, ZOETIEEDES T
Ow 7 SNEF A
() (0 Ty EnEdh, EOETEIEDED T
Ow 7 3INEH A,

LBAC REIDHER

HBEOLFa2UT 14—« R >—OREOHANCE TS LBAC HAIGKRZHEAL T
WL, FotFaUTF s — - RU—ICEoTHREINTVWELT—HITT I
L&D ELESGE. ToHANTEITESNER .

fH5snfztFass— - RV —tOEFa VT4 — - AU —DkFa
T4 = TNV BT S5, RRICKD2EEIEIH D FHE A,

il

TI BXY T2 EWD 2 DOENHOVDFET, T1 IdtEFa2UFs—- R — Pl
o THRESINTBD, T2 FtFaUTs— R — P2 ITXoTRESINT
WET, WHADEFaUTs— R —F 1 DOIHR—F> h2RKoTWE

#
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T, TNTNOALHR—F> hDFA TIE ARRAY TT, Tl BN T2 IZidzn
TN, 1 TTOT—FDANFENET., EFaUTs—--HRU— Pl OHE Tt
HEOT 7 ZITHLUTRFELTWSEF 2T 10—« IRIZEKD, TI OFFICT
DY ATHIERFTEEFRA, EFaUT 14— FUT— P2 OBHETHmARD T
PRI LUTRFEFLTWASEF 2T 00— - INITKD, T2 OIFICHAID Y
DY ATHIEETEER .

ZZT. Pl ®F® DB2LBACREADARRAY 123 2 GA 5 aNEd, T1 7
SITZEGANAD T LI TEETN, T2 DoHA ARSI EETEEFA, 21U T2
MOt Fa)Fs— - R I—ICEoTHRESINTBD, TORY —HNOD
DB2LBACREADARRAY AN T 2 RERNIRFF SN TNRNEDTY,

BROGHRERRTLIENTEET, EFa )T — R —ICko THHS
hé?Nf@ﬁw IHTBRRERIFLTWEEG, T0tFa )T r— K>
KL TRESNTNDITRTOT—FITHT B7ERIRT VL AMERFE £ T,

LBAC RAID®ERDFTH S

LBAC BAIOGRRZM 5T B AL, EFa U7 —EHETRITNI/RD /A,
LBAC HAIO%FRZ 59 5121, SQL A7 — K A2 b GRANT EXEMPTION ON
RULE ZfHL 7,

LBAC #HHAIZ 592854, LFOBHRZERIEL £7
-%%@ﬁ%&mé1ouhwﬁw

o HROXMGERDZEF AT — R —

s GREMGTIHEOI—Y—, FIL—T, £izido—)b

H¥: LBAC HAIOGRICEK D, EFITHRN T 7V v ANt ENET, YUt
2R 5T BEEIE, BEEHRESBELTLIZI N,

LBAC #RBIDGERDERYEL

LBAC MAIOGEBRZR DT AL, F o) 50 —FHETRTNIZ0 FH A,
LBAC HAIOGRZEDIETICIZ. SQL A7 — K A2 b REVOKE EXEMPTION
ON RULE ZffiHL 7,

A—Y—PRET 5RO REROH A
ROWREMWAL T, TP =DM 2RO RIREHRT 5 2 ENTEET,

SELECT A.grantee, A.accessrulename, B.secpolicyname
FROM syscat.securitypolicyexemptions A, syscat.securitypolicies B
WHERE A.secpolicyid = B.secpolicyid

LBAC £+ aVUF 14— - SRNIVEEHRT B/-HDAIAHBIEK

TR e R=Z2D7 7 AH#H LBAC) tFaUFqs— - ININEEHTHZD
12, fLAIAAEIEL SECLABEL. SECLABEL_BY NAME., BXW
SECLABEL_TO_CHAR Wt TWET,

ZTNETNOMAAABBOMIEZIZ T THHSINTHB O, FFMlIcDONTIE [soL U
Tyl 2R THHENTHET,
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SECLABEL

ZOMAAARBEEKIL, EFa VT — - AU —&, IRNNVRHNOEIHR—F>2 K
DEZFEETAHZEICEDEF 2T 14—« TN EERT D70ICFEHEINE
9, RO{EIZ DB2SECURITYLABEL DT —% « ¥4 J &> TWwbtFaU T~y
— - IRNNVTHD, ZOtFaUTs— - INNVEBERENZEFa2UT 40— K
—0—T, A>AR—%> NADIERINMEEFF> TWET, fHRINME
ZEOFIUT 4 — - TNIUDRTTICHEEL TWARLEITH D EH A

Bil: & T1 123 2 DOFNRH D, JRAIDFIDT—% - ¥4 T3
DB2SECURITYLABEL T. 2 ZHODH D5 —4% + %A 713 INTEGER TTY, Tl I
tFaUT4— - RUT— Pl ICKDEESN. Pl ITIF level. departments. B X
W groups VD 3 DOEFaUT A — - TN AR—F2 INHD LT,
UNCLASSIFIED 3> hR—%> b level DL A2 RN THOD, ALPHA BLN
SIGMA 235 &H 3 iR —F > K departments DL A2 R THD., G2 N R
—% > b groups DLL AL R THAHELEITE. EFa2UT 40— TNUIRDOEKD
ICHATEET,

INSERT INTO T1 VALUES
( SECLABEL( 'P1', 'UNCLASSIFIED:(ALPHA,SIGMA):G2' ), 22 )

SECLABEL_BY_NAME

ZOMAABRBEEKILZ, EFa VT4 — - RU—DHFTE, TOEFa2UT 4 — -
R —D—BTH2Fa T4 — - INNOAFIEZITANET, ZOMAIA
AT ZE DR, RSN+ 22U T 14— - IN)L%E DB2SECURITYLABEL &
LTRLUZETY., DB2SECURITYLABEL D5 —% + ¥ A JaFOINEEFEOF 21
TA4— s TNIEFATIERICZOBEKZEHTLIHENH D ET,

Bil: & T1 12X 2 DOFNRH D, JAIOINDT—% - ¥4 T3
DB2SECURITYLABEL T. 2 &#H®D¥DF—% « ¥ 73 INTEGER T9Y, LI &
WHOLHTIOEF 2T 4 — - TR, EFaUFT4— - HRUT— Pl O—HT
9, KD SQL 1. EFaUT 44— IN)ZHALET,

INSERT INTO T1 VALUES ( SECLABEL_BY_NAME( 'P1', 'L1' ), 22)

KD SQL AT — KA MIEFHL FH A,
INSERT INTO T1 VALUES ( P1.L1, 22 ) // Syntax Error!

SECLABEL_TO_CHAR

COMAABREEIL, EFa VT4 — - TNNZEHKT HEDOA N > T RLZR
L&Y,

#il: & T1 D% Cl ®F—% - %A 7% DB2SECURITYLABEL T9, Tl iItFa
T4 — -+ ARUT— Pl ITKDR#ESN, Pl 1T level. departments, HLN
groups EWVD 3 DOEFaUT4— - TN - THR—F 2 "RHVET, TI I
31 DOFMNHO. F Cl1 IZIFBEIA—F 2 MU TOIL A NEFFDOMEND
DEI,

% S SV ILAVE
level SECRET
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D% b SUZ) ILAVE

departments DELTA 3L SIGMA

groups G3

fTOFAID 279 % LBAC FEHGERBHZHFOI—P—d. KD SQL A7 —
A FZ2ETLEKT,
SELECT SECLABEL_TO_CHAR( 'P1', C1 ) AS C1 FROM T1

HINERDO LS 1T/R0 £7,
c1

'SECRET: (DELTA,SIGMA) :G3'

LBAC ZfEAL/=T—9 DIRE

TN+ R=ZDT 7 AHMH (LBAC) ZHTHE, T—FDIFEZIET—FD
FID—H XS G2 RETEIENTEELRT., ENOT—FIL. £2Ri#ETs5t
FaUss— - R —DO—HThdtFa )T 14—+ TNV TDOARET

Z2FET, TYRE (EFa2VT— - RUT—DBMEZD) 3. EOIERRFIC
FRIFENLUBEICREET T L EICE T ZENTEET,

tFaUFo— - HRUT—2KIZEML, FAL CREATE TABLE F/-i3 ALTER
TABLE AT — A FDO—HELTEFDED TV ERE T L EMNTEET,

—MRAAE LT, BifTD LBAC EHEEEHRNT —F NOFEZAAZFAT LR
KZDT— Y &R#ET 5T &3, FFralanEzt i,

KANDEF2YT 14— - RY—DiEM

CREATE TABLE A7 — h A > ~® SECURITY POLICY HizfiH L TEEZIERT
HEEC. EF VT4 — - RU—BRITENTSZEMNTEET, ALTER
TABLE A5 —h A > h® ADD SECURITY POLICY HiZ#HL T, F+a) 7«
— R —2PHFEORITEBNTEIENTEET, RickFaUTr—- - KU
—7Z3BINT %7292 SECADM MR F7-13 LBAC EHGEABERIIHLETIIH D £
A

tFaUF4— - HRUT—id LBAC KK DIRETERNWEDY A JIITBINTE
FHA, LBAC TRETERWVWEY 1L T A MIDWTIL., LBAC DG E SR
LTL77ZES3N,

EORIIHEROEF 2T — - RU—ZBMTZIEETEERA,
TORE

FZ2ERT DER1C DB2SECURITYLABEL OF—% « A T DHEHIAT Z L1
O, FILWERNORESNITEHFTTHIENTEET., 512 CREATE
TABLE A5 —hA> T, EFa2UT 40— - R —2RITEMTLH2LENDH D

£9, FOLIBEZEZERT D722 SECADM MFE E£7-13 LBAC 13 F i B 15 R
IIHETIIH D ER A,
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DB2SECURITYLABEL OF—% « ¥ J&FOF|EBMTHI EI2LD, BFEOE
NORESINTITEHTTEIENTEET., TOLDRFNEBEINT BH72DI1T13.
ENTTIZEF 2T — - RU—TREIN TSN, FIZENMT S ALTER
TABLE A7 —hA>hbtFaUFs— - RU—2RITEMT20HDONTNNT
BUITNUIB D ER A, FIEMEND &, BEOTXRTOTERET L0, &
ZABRT VAL TnDEFa T — - TNMERAINE T, £&2HE
ETLHEF AT A= R —D—HTHIEZRAAT IV AHDOEF U T«
— « IR)VERFEFL TWiaWEE12iE. DB2SECURITYLABEL OF—% « ¥ T %
FFOF BT 2 T TEER A,

#IZ¥ 1 7 DB2SECURITYLABEL DOFINHAAENH%. ZDFNIZEF U T+
— e IRNERETDHZEICLD, TNENOH LWT—YDITERELET, =
NINED XS/ 2NDOFEMIZ. LBAC fR#ET— ¥ DFABINEHICET S NE
W 7ICHBHEINTWET, ¥ 7 DB2SECURITYLABEL D¥|%#DHRIZITZ A
9 5IT1E. LBAC 5 HAEHIEMANNETT,

DB2SECURITYLABEL OF—% « ¥4 72D, Koy 7 TE9., oF—
B e AL TICEETEER s

D RE

CREATE TABLE A5 — M X > ~® SECURED WITH %+ 7> 3 > &#HL T2
VER g 2 & &2, FIZ2{R#ET S EMMTEET, ALTER TABLE A 57— bk A2 K
@ SECURED WITH A 7> a > &#FHL T, BEOHIEEEZBNTZIENTE
ESCIN

BEDODEF2UT4— - ININTHIZRET ST, TOEF2UT 40— TN
WWEDREINDET—INDEZIAAZIIT S LBAC EHEHERN T UL
DEH A, SECADM HMERRZFi> TWBMLEITH D FH A,

L, Kefri#Ed2tFa2V74— - RI—DO—FHTH5EFa2UT1— - INX
WZE> TOARETEET, EFaUT 1 — R —ZREBNEDFNZ R
THIEETEXREA, EFaVUT 4 — - AU —THKEREL T, MCAT—b
AZBRT 1 DULDINZRET D I ENFFAISNTNET,

ENOEBOBDINERET L ENTERTN, | DOHNEEROLF U T+
— - INITHRET D LI TE R A

LBAC {RET—4H DAY
SR« R—=ZADT 7 AHi# (LBAC) Ik D{R#ESINI-T —% OiRAHID ZikfT
T5&, HAODHAD LBAC EHGEHIERN., T—Y2R#EL TWbdtFa) T
— e IRV ERBREINET, RETNINNMEHHERZ 7Oy 7 LAEWESE, T
— Y RIS ENFRIINET,

REINHNDGE, RELF VT4 — - TN)E, ROAF I TERINE
T, ZTOHORELF ) T4 — - TRNT, BOTRTOTIZBWTRHUTTY,
REINToHe, RELFaUT— - IR Y1 T
DB2SECURITYLABEL DF|DITICRE S NE T, £, ZHNOIT T EICHEB LY,
BMMHVET,
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LBAC EHGFHEHRNtF 2 T 40— « IV ERREI NS HEOFEMIZ. LBAC
TFaT 44— TN OEFIEICETA Ny 7 THBPESNTWET,

RESNLINDHSEIRY

RIESNTHNM S DFR A D Z2if79 HBE. LBAC 5 HREWIEHIZT D5 2 (R T
LEFaVT4— - INVEHKRENET., ZOHKEEREICLT, 77 8AET7 0
VI ERFFHENE T, T/ RANT Oy I EINSGEITET T — ﬁxﬁéh A

FT—=RhAMIEKRLET, FIOTHRWVWESITZ., AT—MANMNIBEEEDETL
ECIN

LBAC EHZEBIEMNFH A ZF A LAEWHOFHEARD 2735 L&, A5—hk
A2 NN L £T,

i

F Tl [ZIZRESNZFN 2 DHVET, ¥ Cl iFFa2UFT 40—+ IV L1
WWEDREEINTVWET, Il 2 ldtFauTs— - TN L2 ITKDRESINT
WET,

I—H— Jyoti 1T, EFa2UT 41—+ I LI NOT T LAZFHFT HHAD
i LBAC EHFEHEBEIRZE > TW5H0OD, L2 128955 DIdH> T 48
ELET, Jyoti DVRD SQL AT — M A FNEFITTHE, AT —h A2 MIKK
LET,

SELECT * FROM T1

SELECT filZ. A RA—FR (*) O—HELL TH C2 NEENTNDDIT. A
FT— R A MIKBLET,

Jyoti 7WR®D SQL AT —hA>NEFTT DL, THUIRILET .
SELECT C1 FROM T1

SELECT HiOH THREINTWNSSNL C1 DA T, Jyoti O LBAC {3 HAEHABHRIZ
Jyoti MEDHNZFHAISD Z EZFAILTWET,

FRESNIITOHRSERY

H BT EFAND I EEFT D LBAC EHAEAERE H 51— =0 -> T
B, ZTDI—H =L T, TDTIEFEMEL TWRNWNADXIDITRDET,

RE S N/2fT 2 AR 5B, LBAC EHFFABER A 7 7 2 A 23] 517
DHNREINET, ¥ 7 DB2SECURITYLABEL D47 SELECT fiD—EB Tz
BETH, TOIDIABEEINET,

I—H—@ LBAC EHEABERICE U T, MEINLITEFFOERTIE, Bib1—
=3B R NERINSTEENG D ET, HIZIE. T1 IREINZITND
D, 2 NDI—Y—1R/2% LBAC EHFAHBHREZR > TWBHAE, AF— kKA
I SELECT COUNT(*) FROM Tl ZHEfTd 52N 5 I—F—Id, BiasEREZITHS
TREMENH D £,
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LBAC 1EHEHHIE#RIZ. SELECT A7 — b A > M2 T/ <. UPDATE. DELETE
DEDMMD SQL AT —h A MNIHHELET, HHIrE2HAHAND I EEFn]
9% LBAC GHEHERZF > TWAEWES, TOTICEEE 5252 L3 TEE
B A,

il

£ T1 QWL FOE DT E5INH D £, 5] ROWSECURITYLABEL OF—4 -
%1 7% DB2SECURITYLABEL T79,

F14. £ TI OEDH

LASTNAME DEPTNO ROWSECURITYLABEL
Rjaibi 55 L2
Miller 71 L1
Fielding 11 L3
Bird 55 L2

I—H— Dan lF,. EF 2T 14— TN L1 TXDIREINDZT—Y DOHAED
ZIA[T 5 LBAC BHAIERZRE > TW5H0OD, L2 £/21F L3 ITLDR#ES
NBET—=HIZHT2HDIEFF> T EEEL T,

Dan {$RD SQL AT — A MZ2FHITLET,
SELECT * FROM T1

SELECT A7 — bk A2 b Miller DfFFOAZRLET, TT7— « Avt—I0&E
BRZNEE A
£ Tl ® Dan DE 2—1ERDEDITHEDET,

K15 XTI OE2—DEDH]
LASTNAME DEPTNO ROWSECURITYLABEL
Miller 77 L1

Rjaibi. Fielding, B& U Bird DIFIZREINE R . BERSTHARD 7 72 A13%
No60tFa)T 44— I XDTOY T INENE5TYT, Dan [FTHH5DIT
ZHIREZIZEH T2 LI TEETF AL, NS5 DOITIE. ERBEBITHAAD I &
HTEEH A, Dan IZESTIE, INSDOTFIREEL TWRWNADLDITRD E
ER

Dan 1ZRK®D SQL AT— b A REFHFITLET,
SELECT COUNT(*) FROM T1

Miller DfTULMNL—H — Dan 15 AHD 2 EMNTELRNWZSH, AT—FA> T 1
DEERLET,

FEEShLIEZSUHRESNLTOHAIY

WNOT 7 AZ, TOT 7R ADFICF Ty 7 I3NET, EIRL TWBHDNT
MEHREL TS EFa)Ts— - TN E> THEARD T 72 AHO LBAC 2
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RIS T 0y 7 SNHH AT AT— M AZ FEENRKLET, T0y
JENBRWEE. AT —hA 2 ML, LBAC EGERIEHRNGARD 7 7 &
AZEFATHIRHETHLELF2UT 4 — « TNV KVRESNSTOADPREN
‘i—a—o

1)

& T1 O%| LASTNAME 3tF+2UF 44—+ IN)L L1 THREINTVET, ¥
DEPTNO EtF a5 14—+ IXR)L L2 THRESNTNHET, 4
ROWSECURITYLABEL @5 —% « % 73 DB2SECURITYLABEL T9., Tl (7
—HEE) IXROLDITRDET,

F16. & T1 DEDH]

LASTNAME DEPTNO

Ll IZEDIRESIND L2 IZEDIRESIND ROWSECURITYLABEL
Rjaibi 55 L2

Miller 77 L1

Fielding 11 L3

I—H— Sakari 1&. TFa2UT 44—+ IR L1 ITEXDREEINDT—F DFHAHH
D ZFnd % LBAC EHEEABRZF > TWAH0O0, L2 /213 L3 ITHT5H
DIFFF> TWIEWEEEL T,

Sakari I1ZX®D SQL AT—RFA > hERTLET,
SELECT = FROM T1

SELECT £#il3%] DEPTNO NEENDTAILRA—R (*) Z2EHL TNWB=H, A
F—h X2 MR ET ., 5 DEPTNO %, Sakari @ LBAC &M ZEHBEHRMN
Sakari ICF A ZFFA]LaNntEF 20T 0 — - TNV L2 X DRRESINTNE
3—0

Sakari 1Z5EITRD SQL AT — M A MEFEITLET,
SELECT LASTNAME, ROWSECURITYLABEL FROM T1

SELECT ilZld Sakari MFiAH D TERWIINEENTNRWEZD, AT — KA
NIk L £9, 72720, o TITEFaUT 0 — - TN L2 £41F L3 Ik
DIRESNDZD, 1 DDITOANRINET,

K17. X T1 IZHTDHEEDHTI DB

LASTNAME ROWSECURITYLABEL

Miller L1
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LBAC RET—F DIEA
REZINEIADIEA

TR S NZFNTIIRINIC T — & DA Z T 28 FERAAMD LBAC {5 HREH
HHRIZZ DN ZRET 2 F 2T 04— TN EHKRESNKT., ZOLKEIIT
LT, 77t8ARB 70y 7 i3IS nEd.

2 DO0tFaUTq— - TRINRIRSND HEOFHMIE, LBAC Fa2U T g
— « IR DOEHIEICET S R E Yy 7V THASNTHNET,

T E AN ENHHE, ATF— AL MIEHEOEGFLET, 7o EANT
Ov 27 SNBEAIIEAIREKL. T5—NRESNET.

FEHEALTVWDHDD, REINDHNOMEERTELENWESICE. T 74V ME
IMHBHGENIZNNHASINET, T3, LBAC EHEBIFERNEDFINDE
ZRABT VA ZHFA LW ETH>TH, TOIIITUHEINET, T 74V
MIROLEIH A RRETT,

o F7\ WITH DEFAULT #* 7> 3 > CEHES N/
o FIMERINZFTH S
o FIZiZ., BEFORE MU H—ICLDIEEEINST 7+ )L MEDRH D

o DT —4%4 + ¥4 7% DB2SECURITYLABEL T, TDRE, EIAART /A
AT 2 F a7 0— - INNVET 72 METH S

RESNLITADIEA

(3 S N7 R ORITH LW 2 AT 51, 417 DB2SECURITYLABEL O
FNIIMEZFRET HLEIIH D /A, TOINEZIEE L RWES. FIITid, &
ERBT VAL F I G E N F U T4 — « TALDEBIICERD
AENFET, BEESRAAT IV EAHOEF 2T 40—« TN I—HF 2530
TOAEVEA, TI—ARIN, HALKMLET,

SECLABEL DX D aflAABBEREFHATHIEICKD, 417
DB2SECURITYLABEL DFNZHAZINEF T 40—« TRV EHRIITIEET
HZEMTEEXET, L, lBELEEF 2T — - INVF, HAZRITLT
Wb tFaUgFo— - TN)NTHREINDET—INDEZAAL%E LBAC EHFFEHG
WMOFFAI L TWBHEHFICOHR, FHINET,

EZXAATERWEF 2T 00—« TN EIRELEZGEIZE, fTHhN LU,
ZEREL WS EFa T — R —ICKDRERDET, EFa2VUT 04—
AR 2 —IZ RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL # 7/ 3
CMBDEEL. BANKKL, TI-DNREINFET, EFaUT— - RY—
IZ RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL # 73 3 > A7
Bax. f8H DI OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL #
T arNhAGEE. BELZtF 2T — - TRINEHIN, EXALT
DR IZRIRFEL TWDEF 2T 00— - INRHNL. TOEFaUT 04— -
FRNWPMRODIHEAINE T, ESAATY V7V AHAOEF 20T 40— - IXN)VE
BREFELTWRWEEIZ, T7-2Ranxd,
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i

% T1 &, RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL #* 73 3 >
2T TIHER SN PL EWSERTOTEF T4 — - RUS—ICXDRESN
TWET, £ T1 IZIX 2 DOFINH D XTI, 1713H 0 EFHA. Flld LASTNAME
& LABEL T, %] LABEL ®5—% + %1 713 DB2SECURITYLABEL TY,

I—H— Joe 13, HERAAT IV AHAOEFa2 YT 44— TNV L2 ZHEFLTWH
F9, EFaUT4—- TN L2 1 EFaUTo— - TN L2 ITXDRES
NBHT—FNOEZIAAE Joe IZHATHHOD, tFaUT 41—+ IV LI £
72X L3 XD RESINDET—FICH LTI LW EEEL F9,

Joe I3R®D SQL AT — A FEFITLET,
INSERT INTO T1 (LASTNAME, DEPTNO) VALUES ('Rjaibi', 11)

INSERT AT —hA> RNZIEtEFa2UT 14— TRIDREENTW NS 272D,
Joe DEZABRT 7 ARATF T 40—+ TXN)UIE LABEL {TICHBAINET,

£ T IEROEDITRDET,

£ 18. B]D INSERT X7 —hX> NO#ED, BIRE TI NOE

LASTNAME LABEL

Rjaibi L2

Joe IFLAFD SQL AF— M A hEFHITLET, £OH T, 4 LABEL IZHFAT
HYFaFo— - TRV EHRNIEELXT,
INSERT INTO T1 VALUES ('Miller', SECLABEL_BY_NAME('PI', "L1') )

AT — KA FAN® SECLABEL_BY_NAME Bi¥i3. tF+aU5 14— - HRU—

Pl O—#T L1 EWDA4FTIOEFa2UT 44— INIVERL XTI, Joe I L1 TR
EINDZT—HINOEZAANHFITINTWRWZH, L1 24 LABEL IZfiAT
5 Z ElFFF TN ER .

Tl Z{R#&JT5F 251 — KU~ RESTRICT NOT AUTHORIZED
WRITE SECURITY LABEL # 7' a > ZfHTTICER S N/20, ESAAMIC
Joe WRFEFTHLEF2UT 4 — - TRNUBRODITHEASINET, TI—FIFA
vt—IREINET A,

RIIROELDITIHEDET,

#19. 2 HD INSERT X7 — A2 FDOED, BIRE TI NOME

LASTNAME LABEL
Rjaibi L2
Miller L2

HLEEZRELTWDEF 2T 0 — R —D RESTRICT NOT AUTHORIZED
WRITE SECURITY LABEL # 7' 3 > Z&2fMIFTER SN TW=ET 5 &, MAITE
KL, TI9—NREINZITTTT,
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KIZ Joe 1 LBAC HHID 1 DITH T DGR H I 31E T, Joe DFTL WY LBAC
BHEAEBERIZ. tFa2UT1— - IR L1 BLY L2 THREZINSEZT—F D
HEZAAHETTHEHMELET, HZIABTY 7 EAHIT Joe 15X N/tF
DFg— - IN)VFEEINT, L2 DEETT,

Joe 1ZRD SQL AT — M A REFRITLET,
INSERT INTO T1 VALUES ('Bird', SECLABEL_BY_NAME('PI', 'L1') )

Joe OH LW LBAC EHFEHIEHR DD, Joe ldFaUFT 14—+ IV L1 12K
DIREINDZT—HICEZADZENTEET, FO20H. L1 OBINMIHFIINE
T, RIIRDIHITRDET,

#£20. 3 &FHED INSERT X7 — X2 FDED, HIRE TI NOE

LASTNAME LABEL
Rjaibi L2
Miller L2
Bird Ll

LBAC {RET—H DEF

LBAC EHGEIIE®RD. T = NDOFERLT 72 A& L TWaRFE, 57—
FaEHT2HIEETTEREA. RESNLTZEHNT2HE. LBAC E AN
WPFTNDOFHAIO T 72 ABFAI L TWRITIUI/R D FH A

RESNLINDERR

171< SNHNCH BT —Y DEHERTT DX LBAC EHEEMAEHRIZE D5 Z &

ETHEF 2V T 4 — - TNV EHBRENFTT, TONIUKIIFESIAALT VLA
IHT2HDTY, HBERAAY 7 EANT O 7 SNL5EITRTI—NRI N,
AT—=hPAZMIRBMLET., 70y 7 ENm0WEE, EHTMEL £7.

LBAC EHFFHEHRNtF 2 T 40— « TNV ERREI NS HEOFEAMIZ. LBAC
TFaUT 44— TNNDORBHEICETS NE Yy 7 TSN THWET,

il

%] DEPTNO 758‘*!2#:&?4— IRV L2 1L DREZN. 5 PAYSCALE 2Nt
FaUT 44— TN L3 ICKDRESNDIE TI DHDEMELET, T1 (FD
T EED) ITRDLIITRD FT,

%21 £ 11
DEPTNO PAYSCALE
(R = ~NILIL RS )T
EMPNO LASTNAME L2 L3
1 Rjaibi 11 4
2 Miller 11 7
3 Bird 11 9

48 IR R=2D7 7 AHI#E wBAC) 135




I —H— Lhakpa IZI& LBAC fEHEEIAE®RDH D £ A. Lhakpa 1ZXD SQL A
T—hANEFITLET,

UPDATE T1 SET EMPNO = 4
WHERE LASTNAME = "Bird"

ZDAT—EM A NI, REINZHZEFHLIIVWEZD, TI—R<ETINE
9, Tl IZROLDITIZDET,

#22. BHEDE TI

DEPTNO PAYSCALE
1R = ~NILIZ RS NI

EMPNO LASTNAME L2 L3

1 Rjaibi 11 4

2 Miller 11 7

4 Bird 11 9

Lhakpa |35 EIZRD SQL AT —hFA > FNEFRITLET,

UPDATE T1 SET DEPTNO = 55
WHERE LASTNAME = "Miller"

DEPTNO [|3f## S 1T\ T Lhakpa 1213 LBAC EHGERBERMN N0, TD A
T—FAMIRKL, TT—NRINET,

Lhakpa & LBAC EHFEHBEWMOT 5N TN T, TN FORTELHIN TN
57 AEHFATHEMELET, TNSOEMEWHBERNEALZHDT, F

AT 44— IRNZEANRBRILV A RPN AS>TWENE, ZOFTIIEETIIH
D £ A,

T EREL TS EF2UT

14— I\ Pt A0 QA HEABOUE

L2 No Yes

L3 No No

Lhakpa (XD SQL A7 — kA > M ZHERKITLET,

UPDATE T1 SET DEPTNO = 55
WHERE LASTNAME = "Miller"

413, Lhakpa @ LBAC fZH
TA— s TNV KDRESIND T —INDEZIAHE

ZEBRIE Y. F DEPTNO Z{R#EL TWhbtFa )
FrlLTWBE), AT7—

A MEILT—B<ETEINET, ZORCHNSHAMD N TE /RN 13

BHOFERFA, Tl OT—HIIRODEIITHEDET,
%23 2 EIHDOEHFHEDEK TI
DEPTNO PAYSCALE
1R =5 N )T 1R 5 N )L
EMPNO LASTNAME L2 L3
1 Rjaibi 11 4
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#23. 2 FIHOEHEDK TI (FF)

DEPTNO PAYSCALE
RE 7 NI R 7 NI
EMPNO LASTNAME L2 L3
2 Miller 55 7
4 Bird 11 9

413 Lhakpa 13XD SQL AT — A2 MEFHITLET,

UPDATE T1 SET DEPTNO = 55, PAYSCALE = 4
WHERE LASTNAME = "Bird"

5| PAYSCALE ldtFaUT 1 — - I L3 ITKDIR#E S 4. Lhakpa @ LBAC
{8 HEE TG HE Lhakpa N2 DFNCESIAL T & 2L £H A, Lhakpa (32D
FNCHEZAD I EMTERWED, THIIRKL, T—FI3EEINEE A,

RESNLITOER

I—H—@ LBAC {5 HGEBE®RDY. HHITOHAED 275 L TW W&z,
ZDIL—HY =T TREZDTIREEL TWRENWNADL DI, TDI1—H
—INEDITEEHTHHEIIHDET A, HAIND ZENTEBLTITBWTIE, £
DEHFHZEITIZOITIE, FTANOEZIAADH TERITNETRD /A,

TOEH 21T 50, FZASHHD LBAC EHEABEHRIZTOITZ2RiET 5+
2UT o4 — s INNVEHBINET, HBZAABAY 7 EANT Oy sn2586, B
HIERBL, TI—DRENET, ESRAATY 7 LANT Oy 7 ENEWEEIC
3, BEETSAERE L R 9.

RTINS HEH L. DB2SECURITYLABEL DT —%4 « ¥ A T ZFFDH QUL 2[R
=, BEEOITAOEH EERICITONET . TOFIOMEEPRINTHRE LG
B, TIWWEEESAATY IV AHIRELTWSEF 2T 0 — « SNV HEN
ICRESNET., EZIAAT IV EEAAOEF 2T 10— TN RS> TG
B, II—MNRIN, AT —FA2 MIEHLET,

FH T DB2SECURITYLABEL DT —% - ¥ A 7 &F D5 % HRIICERE L5 E
1213, LBAC GHFEABRIIFEEF v 7 3NET, EITLELDELTWDLHEH
T, BTD LBAC fGHEEAE SR CTIEFEZABDNF A S R WITAMER I NS Z &I
BHGEONIIZ, FE2REL WD EFa)Ts— AU —ICXoTHRREDE
9, ¥FaUF 44— 1R —IZ RESTRICT NOT AUTHORIZED WRITE
SECURITY LABEL # 7 a b 55813, EHNKBL., TI—2NRINE
9, EFaUF 4 — R —IT RESTRICT NOT AUTHORIZED WRITE
SECURITY LABEL # 73 a >HVaWi&E<, 9D IZ OVERRIDE NOT
AUTHORIZED WRITE SECURITY LABEL #* 7 a >Wd 585613, fRELztF
2T — s IRN)PEHIN, 2ZABT I ZAHICRFEFL TWSEF 2 T4
— - IRIMBENE, TOtFaUT 10— TNUBROVIHEHEINET, EX
AAT VR ZAHDEF 2T 40— TRERFELTOWARVESIR, T5-NRS
NEJ,

Pl
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£ T1I N Pl EVWDARIOEFaAUT 44— - RY—ICXDIRESIN, T—4 - ¥
- 77 DB2SECURITYLABEL T®#% LABEL WO AHIDHZRDOEMEEL £

3‘0

Tl (FOT—HZ2EZ0) ITROXDITHRD T,

K24 £ Tl

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 11 L1

2 Miller 11 L2

3 Bird 11 L3

I—H— Jenni 1F. EFaUFT s — - TNV L0 BEN LI ITXDIRESINDT—
HNDHARDBLOEZAAZTFTEHHOD, HOFa2U T 40— IXN)LIT
L OREINDET—HITHT2HAMD BIOEZIAAIIFFAI L7 LBAC EHEE
HIEHREFF > TS EMELET, Jenni 2NFAMD BIOEZAAM S D=HI1C
REELTWDEFaUT 40— TNUE L0 T, Jenni OIEHFEABHREADE
M, BEXOITRNIICEAURBRILV A IR A TWBENE, ZOFTIZEETIIHD
FH A

Jenni 1ZRD SQL AT —FA FEFITLET,
SELECT * FROM T1
Jenni OFEITIT 1 fTETFERINET,

#25. Jenni @ SELECT HBRDfEF
EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 11 L1

TRV L2 BELY L3 XD RESNATIIHERE Y M3EAAEN TR A, 72
H725 Jenni @ LBAC EHIFABHIZ. NS5 OTFDOHAED 2 Jenni IZFFAI L
RWMMS5TY, Jenni ICESTIE. TNHDIFIIFEEL TWENWADEDITRD £
—a—o

Jenni I FLLF®D SQL A5 —KFA MEFITLET,

UPDATE T1 SET DEPTNO = 44 WHERE DEPTNO = 11;
SELECT * FROM T1;

BRI OREINS Ry ME, LFOX DT £,

#26. Jenni @ UPDATE & SELECT MRZD#EHE

EMPNO LASTNAME DEPTNO LABEL

1 Rjaibi 44 LO

ZOEBEOT—ZIIRODEDITRDET,

#27. £ TI
EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 44 LO
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#27. KTl (#F)

EMPNO LASTNAME DEPTNO LABEL
2 Miller 11 L2
3 Bird 11 L3

AT =AY MIZT—BLETINELED., BAIIDITOANEELZITEL
7. 2 BHBXW 3 FHDITZ Jenni 135w AMD ZENTE/RWNWEZD, 150D
77 WHERE HiO&M2HZTHAETH>TH, TNHIEFAT—FAMNMIELSE
HCERINER A

LABEL %78 UPDATE A7 — b A2 M THRMICEE SN TWAEN S ZITHNND
57, BHSINTOZOHOMENEEINZZEITHFERHLTLZS W, ZDFIIC
1, Jenni MEBZAAHICHEFEL TWE2Fa T4 — - IRNINRESINET,

A Jenni 13, EDEFaUT 4 —  TRNNWIZL > TRESIND T —F D
D ZHFFT % LBAC EHGEABE®ROT 5INET . Jenni OFZAHLM
LBAC fEHIEHERIIATE I NEH . AL L T, Jenni 13 LO BELU LI ITX
DIREINDT—YDRICEZADZENTEET,

Jenni [SHERD SQL AT — M A RZ2RITLET,
UPDATE T1 SET DEPTNO = 44 WHERE DEPTNO = 11

SR, 2 HEHE 3 FHOTOLDITHEHIERMKL T Jenni [ETN5 DITDHE
HAWMONTEDD, TNHRAT—PAY MIXBEFHTERSNET. L
L. #hsidtdFalrs— - I L2 BEY L3 ITKDRESNTNS7ZD,
Jenni IFZNSHICHSIAD I LI TEERA. EHIfTONT, TI-NRINE
ER

Jenni 132 ZTRD SQL AT — A MERITLET,

UPDATE T1
SET DEPTNO = 55, LABEL = SECLABEL BY NAME( 'P1', 'L2' )
WHERE LASTNAME = "Rjaibi"

AT — kA FN® SECLABEL_BY_NAME Bi#ti3. L2 WS ARiOtEFa ) 5
4= IN)ERLET, Jemi 1. RADITEREET D I Fa2UT40— - TN)VD
R EZRfTLET . Jenni @ LBAC EHFEHIERIZ. RHDITOHARD %
AT 5720, TOTIEEFOZDITERINE T, Jenni O LBAC EHIEBAHEH
. 2F 27— I L0 KX D RESINTVAITADEZIAALZIIT S
728, Jenni 1ZZDITEEHTHIEMFRAIEINET, LML, Jenmni @ LBAC f3
FAREHBEHRIL, EF a0 T4 — - IR L2 KEDRESNTVEITAOEZIAAL
AR L72WW=9, Jenni 134 LABEL ICZFDEZRET D Z EIdHFTINEE
o AT —HKALRMNIKWL, TIT—DNRINET., TOTHNOFTEFINEH
Ao

Jenni [ FZZTRD SQL AT — A REFEITLET,
UPDATE T1 SET LABEL = SECLABEL_BY NAME( 'P1', 'L1' ) WHERE LASTNAME = "Rjaibi"

Jenni IdtF 20T 10— TNV LI KKDRESNTNBITADEZIABNTEDS
720, AT—KMA2MNIEILET,
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Tl I ZROEDITRDET,

#28 £ Tl

EMPNO LASTNAME DEPTNO LABEL
1 Rjaibi 44 L1

2 Miller 11 L2

3 Bird 11 L3

FRESNLINESURESNLTOERH

REINT-FTEHOENOREIN-FOEH Z2ilf79 255113, LBAC EHEE
RIS, FHICL D EEZZITLZ TR TORESINZFNOEEZAAZTTL TV
BRINIBDERFAL, ENLAOHE. BHIIEKRL, TI7-ARINET. N
3. RESNZFIOFEFHICET DRIOL Y3 > THHINTWDEEBDTY, &
HICEAEEEZIT DTN TORESINZINOEH DT SN TNEEAE TS,
LBAC EHFEHBHMMNFTHARM D BLOESAADOM G EFF]THITLNEHTEE
T, ZHUL RESINITOEHRICHET 21O > a > THAIN TS LB
0T, DB2SECURITYLABEL D5 —% + A JZ2FFOHOUIIT. Ri#ES N5
MEHICKDIFEZEZZITEINESINITEDDR<FEUTY,

DB2SECURITYLABEL DT —% « ¥ A T2 DHNENHIKGRE I N5 TH D
H121E. LBAC EHEHBHIZ. ZOHANDEZAAZT ] LTI £
o TITRWER, TORDODEDITHHEHT TEEH .

LBAC RET—H DHIREAZEBZFOY S
I—H—@ LBAC {5 HAEBAE®RDY. HAHITOHAIMO ZFF I LABWESIZIE. 20
A=Y —=iZ &5 TEFDIFIFEEL TN D XD ITHR I, TOIL—H—Nn
ETNZHIFRT 5 HETH O . 5D ENMTESHTZHIRT %1213, LBAC
{5 HREERNZ DITANDOEZIAABFF AL TWiaTNIR D F/ A, REINL
FZEFEORDTEDITEHIFRT 21213, RNORESINLZTRTOIADEEIAS
ZEFAId 5 LBAC EHAEABHRZ > TWhiaidnudan 8 A.

FESN/=1TDOHIRR

FTOHBRZAITT 2B, ZEEAAMO LBAC EHHHERIZIZTOIT2EET 52+
2T — s IR EHREINET, R#ELF2UT 10—« TN LBAC FHGE
HERICKD2EZIAAT VA2 T 0y 7§ 584E, DELETE A7 — b A2 M3k
WL, TI—DREIN. TIFHIREINEE A

#i
RiESNE T1 ITWEUL T O RS D £T,

LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Miller 77 L1
Bird 55 L2
Fielding 77 L3
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Pat 13, 77 AN RKROEICELHNINS L D72 LBAC EHGFAERZEFF> Tnd &
HELET,

tFaUT—- I AR T 7R HERAT I EA
L1 Yes Yes
L2 Yes No
L3 No No

Pat @ LBAC EHEEHABEHRELF ) 70— « TIRNIVOEELFFEMZ. ZOF T
HETIEIHD EFH A,

Pat 13RD SQL AT — M A FEFITLET,
SELECT % FROM T1 WHERE DEPTNO != 999

AT—= A IR, UTFOfREY h2RLEXT.

LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Miller 77 L1
Bird 55 L2

Tl OEEBEOTIIERICEENTET T A, BHERS Pat IZFDOITANDHARD Y 71
AINIZWINSTT, Pat IT&E-> TIE, ZFOTIIEEL TWREWhD LD I/ E
—g‘o

Pat |[3KD SQL AF— KM A2 NEFITLET,
DELETE FROM T1 WHERE DEPTNO != 999

mti &HE 3 ZBHOITANDEZAAT VAN EF L, TD 2 DOITIT

ICEDREINTVWET, FOED, Pat 13fTOHEARDIZITEZELTDH, ZF
hb@ﬁﬂ&% ITEFEH A, DELETE A5 — bk A2 MIELKL., fTIZHBRSNER
/UO

Pat 13XD SQL AT —h A RZFHITLET,
DELETE FROM T1 WHERE DEPTNO = 77;

Pat 3. LASTNAME %78 Miller THAITICEZADIENTESD, TOAT
—FARNIEIHILET, TN, ZOAT— M A MNTEIDBIRINDHE—DTT
TY. LASTNAME %17} Fielding ThAH{TITEIRINEH . BHEZS Pat O
LBAC fEHREBAIBHIZE DITADF AR Z7F ] L7 WM S TY . T DITITHIFRD
HMREL TR L TEBES N W 2D, TI7—3HELEE A,

ROEREDITIE, ROXDITRDXT,

LASTNAME DEPTNO LABEL
Rjaibi 55 L2
Bird 55 L2
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LASTNAME DEPTNO LABEL
Fielding 71 L3
FRES NI Z#FHDOITOHIRR

RESNTANEFRFDORDIEREDITZHIRT 21213, ZNORESNIZTRTOHIAN
DEZIAAZFT S LBAC EHFEHBEMZ R > Tl nidz o £8 A,
LBAC EHEEHIEMMNEZAAZTFAI LAAWTNERICH D BEEI1TIE. HIkRIT A
L. T59—DNRINET,

ZIRE SN B LI MRE SN TNDD5E. BEDITZHIRT 51213, £0D
REINZTRTOINADEZAAL, ISITHIBRLZWTICHT SHAD B X
DEZAAZHFNT D LBAC EHEIIFERZFF> TWiRlTiudzn £8 A,

#il
fR#EINZFE T1 TIE. %] DEPTNO 1ZtF a0 F 14—« TN L2 ITKD{R#ES
NTWET, T IZIFLLFOITREENET,
DEPTNO
LASTNAME L2 ICEDR#EZNS LABEL
Rjaibi 55 L2
Miller 77 L1
Bird 55 L2
Fielding 77 L3

—H'— Benny [ ZRDODETEHNINDT VL AZF[T % LBAC {5 HGEHAEH %

FFoTWwa EMELET,

tFa2YUss— SNV AT 72 A HZAATIRA
L1 Yes Yes

L2 Yes No

L3 No No

Benny @ LBAC EHEEHIEMEEF U T 14— « TNV OEERFEMIZ. 06T

ISEETREH O FH A,

ITRD SQL AT — A NEFEITLET,
DELETE FROM T1 WHERE DEPTNO = 77

Benny

Benny (3% DEPTNO NDOEZAALT 7V AMWBWeH, TOAT— M A MMk

BLxEd,

ZZT. Benmy WMROEXTEMIESNTVWDLTY IV EAZFFDLD
EHREIERIIAEE S NEKT,

IZ. Benny @ LBAC
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tFaUTo—- I AR T 7R HERAT I EA
L1 Yes Yes
L2 Yes Yes
L3 Yes No

Benny (XD SQL AT —h A2 hZEBHEFRITLET,
DELETE FROM T1 WHERE DEPTNO = 77

4[El, Benny 1Z1&. % DEPTNO "DOHFEZIALT 7L AMNH 572D, HIBRISHMkSGE L
%£9, DELETE A7 — bk A2 K&, LASTNAME %1iZ Miller D&M 511D H %
BIRL £, LASTNAME AIC Fielding OENH ITITRIREINEH A, 728725
Benny @ LBAC 15 FHEEIEHRIZZ DITOHAED Z7F ] L7aWn5TY, AT —h
A2 MK DHIBRTEDITMNERIN TR WD, Benny N DITICEZIAS Z
EMTERSTHEKRD D £H A,

BIRENZ 1 73 Fa2U7 00— IV L1 ITKODREEZINET, Benny D
LBAC fEHGEREMRIZ. L1 ICKDIRESNLET I NOHEZABZFHAT L0
HIBRIZAEN L £7,

F T1 OEBROFIZ. XKOLDITDET,

DEPTNO
LASTNAME L2 ICEDIR#EST NS LABEL
Rjaibi 55 L2
Bird 55 L2
Fielding 77 L3

RETFT—90DFrOv S

LBAC fEHEERE®RA. LFaUT 14—« INNICKDRESNDIANDFHZAA
ZFFAILTWARTNE, 2052 ROy 7 TEEdA.

DB2SECURITYLABEL D7 —% « ¥ J&FOFNE, XN ROy 7 TEEH A
INZERETDICE, BOCENSEF 2T — R —Z2 ROy ST H0HE
MHOET, tFars—-RU—2 ROy 7 T5ELE, £iT LBAC THRES
Nzx<io, FlOoF—% - ¥4 7IZHEMIC DB2SECURITYLABEL 5
VARCHAR(128) FOR BIT DATA ICAHEINFET., TDKk. FE2 ROy S TEE
ER

LBAC 1EHGEIEHRIZ. RET—INEENDIEZERERITT—IR—ZA2EKD R
Oy 7255 2 E3H0DERA. HEIEFRIEFZT—HIXR—ZZ ROy TT5720
DIEH MR ZF > TWAHEITIE, T—IXR—AIRE T —INEENTNDY
BTH->TH, ROvw T T 572012 LBAC EHAFABRIIVNED D FH .
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F—o4Mh5MD LBAC REDKE
EnhotFa) T o—RUT—2FRETBHITIE. SECADM RN /21T id7a 0 £
B, EMHEFaso— - RYI—2KET SICIE. ALTER TABLE A 57—k
A > K@ DROP SECURITY POLICY HiZzfHL £9, ZHNIckD, ROTXRTD
fTEHDIRES BEIICRESINE T,

I REZRETS

REINDITEHOETIE. ITRTOFREF2Y T4 — - TN E > TH#ES
NTVWDBRENH D ET, FEIIOTNS LBAC REERET LI LITTEEY A,

EnotFa)To— c RUT—ZRETDENIFIERVTIEZ, Y17
DB2SECURITYLABEL D¥|#AHELZ0DRET L EIITEER A,

SIDGREZIRET S

FDOIR#EIL., SQL A5 — K A2~ ALTER TABLE @ DROP COLUMN SECURITY
HiZfHL TRETLZENTEET, FINGhEZRET ST, RELHTS
DIT AT DRHEB L OHERRITINA T, ZOFNTHT 25 A M0 /& Z A B E1T
S72® LBAC EHFEHEHRZF > TWARLENRH D £,
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E5F EFaVT 1 BHROEDHDIRATL - hHOIDER

FTNENDOT = RXR=ZZDNWTOERIT. (T—FRX—2HERIFICEREIND) >
AT AL hyOTENS 1 O 2 —NICHIIMICHRE SN E T, TO AT L -
hA TR, £ AL Kl SO I A B oMo T bvEEN
TnwEd,

RDE 2 —BROEBEEL, T —DREFT 2R, FrHEZRTT 21— —0
ID. BROA TV 7 FAHICETSE®REY A MLET,

SYSCAT.DBAUTH
F—H R—ZADEHED Y A K

SYSCAT.TABAUTH
RKEE2L—DRHMED U Z b

SYSCAT.COLAUTH
FIDRMED ) A b

SYSCAT.PACKAGEAUTH
Ny T =2 DRHED U A b

SYSCAT.INDEXAUTH
HREIORHED ) A b

SYSCAT.SCHEMAAUTH
AF—TDOEHEDOY X

SYSCAT.PASSTHRUAUTH
P—=N—DOKHEDY X b

SYSCAT.ROUTINEAUTH
N—F> B AV R, BEOAI7—R -« O —I v —) OFHED
A b

SYSCAT.SURROGATEAUTHIDS
MO ID WREZBDOLZEDTE5FHA ID ZUAMLET,

SATFACE O TCA—T =1 EINLEHEDOFEHEIL. SYSIBM 12720 7,
SYSADM. SYSMAINT SYSCTRL., BLN SYSMON Z> A7 4L - AZ 07z A
rENFHE A,

CREATE A7 —hF A2 r& GRANT AT —FAZEESE, VAT AL HFO
T OHITEHENANSNET, SYSADM BXLU DBADM HEFR & #f D1 —H—
3. YATL - AZOT - Ea—ITkT % SELECT FHED GRANT SED{HL &
FHEMNTEET,

5 ShIHEZFHOFIIRADIRE

PRIVILEGES BIOMUDEHE 2 —Z2MHHL T, T—FX—AIHKHEZM 5Nz
AR T 2B HREMBT L ENTEET,
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B Z TR OBETIE, 5 I NZHREHEB L OFFA ID I2MA T, PRIVILEGES
EHE 22— S MoOBREZMRLET,
SELECT AUTHID, PRIVILEGE, OBJECTNAME, OBJECTSCHEMA, OBJECTTYPE FROM SYSIBMADM.PRIVILEGES

KDOWEAIE, AUTHORIZATIONIDS &Y 2 — 2 L T, Kb £ 72 13hEME 2 11 5
INZITRTOFHFA] ID Z2REL, TNH5DY A TERLET,

SELECT AUTHID, AUTHIDTYPE FROM SYSIBMADM.AUTHORIZATIONIDS

SYSIBMADM.OBJECTOWNERS EHE 2 —B XN
SYSPROC.AUTH_LIST GROUPS_FOR_AUTHID ZE#¥ZMHHL TLFaU 51—
BT ABMEMBTHIEHTEET,

N—23 2 9.1 XDHENTIE, TRTORMEICEET HHEHRN,. WInh 1 DO AT
e hZOY - Ea—IlE8FEN52EIdHDFERATLE, N—23 2> 9.1 LOHI
DODVY—=ZTlE, UTFDAT—F A2 ML, BHEZFFOITXNTOHFTHERRL

ER
SELECT DISTINCT GRANTEE, GRANTEETYPE, 'DATABASE' FROM SYSCAT.DBAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'TABLE ' FROM SYSCAT.TABAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'PACKAGE ' FROM SYSCAT.PACKAGEAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'INDEX ' FROM SYSCAT.INDEXAUTH
ggiggT DISTINCT GRANTEE, GRANTEETYPE, 'COLUMN ' FROM SYSCAT.COLAUTH
gE;EET DISTINCT GRANTEE, GRANTEETYPE, 'SCHEMA ' FROM SYSCAT.SCHEMAAUTH

SELECT DISTINCT GRANTEE, GRANTEETYPE, 'SERVER ' FROM SYSCAT.PASSTHRUAUTH
ORDER BY GRANTEE, GRANTEETYPE, 3

K, COAT—hAZMCEo> TRBEINLZIAME, P AT LOEF2Y T+
—HETERINTNDZL—HT—HETIN—THDY A EZHKRL THDMBEN
HOET, THNUTK-> T, A TERLS B4 EZ#ITEET,

H: UB—F « T—HIR—Z - V54T > b2 R—K T D8G5, sz E—
ke 7947 REFICEREL, T—IXR—ZADYT—)N— - I T ER LW
ZEBHAEETT,

DBADM #ERZIF DT ANTDLRAEDIRT
PAFDAT— K A2 i, DBADM HERMNEEMNEGINTND, IXRTOHFIT4LZE
BMRLET,
SELECT DISTINCT GRANTEE, GRANTEETYPE FROM SYSCAT.DBAUTH
WHERE DBADMAUTH = 'Y'
H: ZOHEEIT. SYSADM HEFRZHFD 2 & C DBADM HElR 2 BEBRAIZIES L /- 3
"I A ERERL £/ A

RANDT7 IV CRAZHFAEINTVSRAFDIRE

PRIVILEGES BLUMBOEHRE 2 —2 AL T, T—IX—AIFMHEE 53N
FFAIAICE T 2B REMBRT L ENTEET,
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PARDAT— A2 R, Effi T JAMES Z2#D% EMPLOYEE (727 t©X95%Z
ENEHEFFAIINTVS, ITXRTOHFIEL (BIRZEDY 1Y) 2ZHEBELET,

SELECT DISTINCT AUTHID, AUTHIDTYPE FROM SYSIBMADM.PRIVILEGES
WHERE OBJECTNAME = 'EMPLOYEE' AND OBJECTSCHEMA = 'JAMES'

N—=2a3> 91 KOFIOYY—ZATIE, ROBKIFEUCHEHREMRRL LT,

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.TABAUTH
WHERE TABNAME = 'EMPLOYEE'
AND TABSCHEMA = 'JAMES'
UNION
SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.COLAUTH
WHERE TABNAME = 'EMPLOYEE'
AND TABSCHEMA = 'JAMES'

FENOMERTT JAMES Z#8DZ EMPLOYEE ZE#H CTEZAMZRARLE=HITIE. LA
TOAT—FAEHLET,

SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.TABAUTH
WHERE TABNAME = 'EMPLOYEE' AND TABSCHEMA = 'JAMES' AND
(CONTROLAUTH = 'Y' OR
UPDATEAUTH IN ('G','Y'))
UNION
SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.DBAUTH
WHERE DBADMAUTH = 'Y
UNION
SELECT DISTINCT GRANTEETYPE, GRANTEE FROM SYSCAT.COLAUTH
WHERE TABNAME = 'EMPLOYEE' AND TABSCHEMA = 'JAMES' AND
PRIVTYPE = 'U°

ZX. DBADM HEFRZ HOF AN HIULT R THRE L. 512 CONTROL %
7213 UPDATE EHENEZEMEGEINTVWELHF AL HMRLET, /272L. SYSADM
MRSV 245 L T B 11— —0FLITR L £8 A,

—HWoF A, EHOI—Y -7 TRhR, VI—TTh2HE6HH I EITE
BLTLZEWn,

A—Y— [T E5EINETRTOHEDRE
I—H—F, YATLA - AYOY - Ea—IlOWTOREETH 2 &IcLD. AHS
FFo TWBEHEDY A &, MO —TF—ITHELEEDY A NEIERTE X
7,

PRIVILEGES BIOMUDEHE 2 —2#HL T, T—FRXR—AIHHEEZMN5IN=
AT T AEREZMRT D ZENTEET, FAIE ROBEEIHTEY >3
O ID IG5 EINEZTRTORHEEZRELET,

SELECT * FROM SYSIBMADM.PRIVILEGES
WHERE AUTHID = SESSION_USER AND AUTHIDTYPE = 'U'

CDAT—hF A2 FRNOF—"T—FK SESSION_USER 3, BfT1—H—DiFa]£& 0
i EE LWL DAY —T9,

N=2a> 01 XDHOV ) —ATE. ROFIBELOMRERKL £T. Hix
. UTFOAT— b AL M B4 QT4 JAMES ICEBEHGSNTNET—5
N—ZBHED ) A b ERELET,

SELECT = FROM SYSCAT.DBAUTH
WHERE GRANTEE = 'JAMES' AND GRANTEETYPE = 'U'
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FORHEDS B —— JAMES &> TEEMGINZHDEMEKT DITIE. K
DEIBAT—F A FEHENET,

SELECT = FROM SYSCAT.TABAUTH
WHERE GRANTOR = 'JAMES'

PLFDATF—F A2 RME, —F— JAMES IZ&-> THEEMGINZ, W5 OFE:
MDY A N ERZBLET,

SELECT * FROM SYSCAT.COLAUTH
WHERE GRANTOR = 'JAMES'

DARATA-hvOAST - Ea—-DEFaVrFra—
AT HIOY - o AF— R AROTRTOFT S 7 f R
DT, I—TF—NEERTFT I Z2HEDEE, TNHOT 7 AZHIRTIHEERHD
ij‘o

CREATE DATABASE ... RESTRICTIVE O~ > RZ{EHL T, KD PUBLIC 12
HEIWICA 5 SN NWT—IR—ZAEERTHIENTEET., ZOHAE. ROMHE
HOT T AR T 7 a AdndIndbirEL EH A,

* CREATETAB

* BINDADD

* CONNECT

e IMPLICIT_SCHEMA

o AF—< SQL] HOTRTOTOL—I v —IZBT S GRANT f1&ZD
EXECUTE

¢+ AF—< SYSPROC HDTRTOREKE T O —T v —ICBT 5 GRANT &
D EXECUTE

e NULLID AF—XNTEREINZITXRTO/Ny T —2I12%9 % BIND

¢ NULLID AF—<HIMERENZTXTD/N\w 7 —2IZB 9% EXECUTE
e AF—< SQLJ IZB§9 % CREATEIN

+ AF—< NULLID IZB9 % CREATEIN

+ £AX—Z USERSPACEI B89 % USE

e SYSIBM H&¥ 127 Z%&A®D SELECT 77t A

* SYSCAT H#¥ 1% « Ea—~® SELECT 77t A

* SYSIBMADM ¥ Y 2 —~® SELECT 77t A

+ SYSSTAT hH#¥B7% « Ea—~® SELECT 77t A

e SYSSTAT #H# 1% -« Ea—~® UPDATE 77t X

RESTRICTIVE #* 7' a3 > Tr—4N—ZAZ/EK L. PUBLIC IZff 5 N/7Fnln
FRESNTNWS Z E2HRT 556, ROWE%EFiTL T PUBLIC W7V ATE
HAF—RERIATHIENTEET,

SELECT DISTINCT OBJECTSCHEMA FROM SYSIBMADM.PRIVILEGES WHERE AUTHID='PUBLIC'

OBJECTSCHEMA

SYSFUN
SYSIBM
SYSPROC
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PUBLIC 2MESZR SYSIBM XL THf> TWB 7Y 7 C AZMRT 5I2iE,. RORE%
FE1T LT SYSIBM IIff G INTWARHEEMRGET 5 ZENTEET, HRITIT.
HEDOTO0—2 vy — EBERITDWT EXECUTE OBFNMIEEINTND Z EDURE

NTWVET,
SELECT = FROM SYSIBMADM.PRIVILEGES WHERE OBJECTSCHEMA = 'SYSIBM'
AUTHID AUTHIDTYPE PRIVILEGE GRANTABLE OBJECTNAME OBJECTSCHEMA OBJECTTYPE
PUBLIC G EXECUTE N SQLO60207192129400 SYSPROC FUNCTION
PUBLIC G EXECUTE N SQLO60207192129700 SYSPROC FUNCTION
PUBLIC G EXECUTE N SQL060207192129701 SYSPROC
PUBLIC G EXECUTE Y TABLES SYSIBM PROCEDURE
PUBLIC G EXECUTE Y TABLEPRIVILEGES SYSIBM PROCEDURE
PUBLIC G EXECUTE Y STATISTICS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y SPECIALCOLUMNS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y PROCEDURES SYSIBM PROCEDURE
PUBLIC G EXECUTE Y PROCEDURECOLS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y PRIMARYKEYS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y FOREIGNKEYS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y COLUMNS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y COLPRIVILEGES SYSIBM PROCEDURE
PUBLIC G EXECUTE Y UDnTS SYSIBM PROCEDURE
PUBLIC G EXECUTE Y GETTYPEINFO SYSIBM PROCEDURE
PUBLIC G EXECUTE Y SQLCAMESSAGE SYSIBM PROCEDURE
PUBLIC G EXECUTE Y SQLCAMESSAGECCSID SYSIBM PROCEDURE

#: DB2 T—HXR—=Z + X3x—TJ ¥ —DN—T3 > 91 M5
SYSIBMADM.PRIVILEGES EME 1 —MNfHTE AL DI D EL=,

DB2 T—HANR—Z + X %= ¥ —DN\N—T 3> 9.1 XOREiOYY—ATIE, 7—%
N—ADHERFFIZ, AT L - H¥OYT - Ea—IiZxd % SELECT ##HEDY PUBLIC
A5 3INET., Z<0HE. ZHUCL>TEFa T —LOMENEL D Z &

EHDERL. LNL., INS5ORIITZT—IR—ANDOTRTOL TP hn
EENTNDED, EHICEELRT—YOBGRBEY TRV ENHDET., 2D

£ BEEITIE. PUBLIC 705 SELECT FHHEZEDIEL TN S, HBITHRU T, R
EDIL—H =2k LT SELECT FitEZf 5952 LaBEL T LIV, Y AT

L AAZOYT - Ea—IiZDWTO SELECT HHEDFT 5 EHDHLIE, MO 2 —D
BEERUFETITVWETN, Z072DICIE SYSADM %7213 DBADM HERR A 44

®ETY,

NWTNDOLI—H—HMOI—F—NT IV ATEHF TP NeHDIENTER
WEDIZTHHBITIE,. BRIETH, ROAWY DT BIVERE 2 —~DT7 VA%
HIRY % Z & &2MEtTRETT,

+ SYSCAT.COLAUTH

* SYSCAT.DBAUTH

+ SYSCAT.INDEXAUTH

+ SYSCAT.PACKAGEAUTH

* SYSCAT.PASSTHRUAUTH

+ SYSCAT.ROUTINEAUTH

+ SYSCAT.SCHEMAAUTH

* SYSCAT.SECURITYLABELACCESS

+ SYSCAT.SECURITYPOLICYEXEMPTIONS
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* SYSCAT.SEQUENCEAUTH

* SYSCAT.SURROGATEAUTHIDS

* SYSCAT.TABAUTH

* SYSCAT.TBSPACEAUTH

* SYSCAT.XSROBJECTAUTH

* SYSIBMADM.AUTHORIZATIONIDS
* SYSIBMADM.OBJECTOWNERS

* SYSIBMADM.PRIVILEGES

ZTIUTE ST, =P —FHEIIOWVWTOERNT —IXR—AZT IV ATEDLAE
BTHHTESIOMRFRERITHLAZENTEET,

BN EDMEITMED SN TNEIMNHFARTLSZEI N, Y AT LA - By OTITREE
INBHEHTIE, CHADORE CTIIWERBRELV D 27— ENEEND Z &N
HVET., ZORFFITHET—INEENTVBEHAITIE.  SYSCAT.COLUMNS
BEY SYSCAT.COLDIST & 107+ Ea—ITDWTOD SELECT FtE %,
PUBLIC "S5HDHET ZEMTEET,

SAFL - AZOY - Ea—lCiT 27 7 b AERET 2HER. TNENOFFE
HINA S HH ORHCINND D IERIETERRTELLIICTHE 2 —2EHKT D
ZEMTEET,

Bl Z 1L, KDY 22— MYSELECTS 213, Z—T—DFFn[#1C SELECT HrbEN E 1%
HEINTVELEROMEE EARIMNEENET,

CREATE VIEW MYSELECTS AS
SELECT TABSCHEMA, TABNAME FROM SYSCAT.TABAUTH
WHERE GRANTEETYPE = 'U'
AND GRANTEE = USER
AND SELECTAUTH = 'Y'

ZDAT—EMARDHFOD USER EWHF—T—Rid, ittty a > 040
fEE%ELL<RDET,

BFOATF— AL M, ZOE2—2TNENORTELH SHATEIZT 280
<7,
GRANT SELECT ON TABLE MYSELECTS TO PUBLIC

BEIZ, RD 2 DOAT—HFAZ FORITIZE > TE2—BRXPEARITOVTOD
SELECT FibEZ A THODETLOICL TS EI W,

REVOKE SELECT ON TABLE SYSCAT.TABAUTH FROM PUBLIC

REVOKE SELECT ON TABLE SYSIBM.SYSTABAUTH FROM PUBLIC

tFa2VF4—ICDODVWTHDEEEIE
tFa)F 4 —ZEFICERTSICE. I—F—RNF—FADT7 VIVt AEWRETE
DR HEZRHBL TBLBEND D FT, 2. T—F RX—2ZDIEREFIC T
BINDEEDIATLARIIHTET 74 NORHEDRHBL TBLERDD X
ER
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BHEMEAEICKDT—INDT U L REDRGF

A—F=NHFASINTNRNT—IADT 7 L AMEERET SO HTE 5/

B hiEZ UL FIORUE T,

s h&¥O% +Ea—:DB2 7—R—R + VATLDOHYOY « Ea—id, 7—%
RN=Z - FT2x7 MNIETEZAY T G2 RELET, hynar -Ea
—IZX9 % SELECT 77t AMEZFEDI—F —I3, HRWKIEEKRDBRWT—FIZ
25 —-HOBEREMETEET., tFaTs—Z2mEIEDIE. EXDD
A=Y —DHINHAOYT - Ea—ICT BTV AMERFHF > TNWD I EEERL
TLEE N,

{#: DB2 Universal Database /N—>3 > 8 DLRiTld, A& 0F - Ea—ICBT 3
SELECT 7 7 % AME\ZT 7 +) b T PUBLIC IZfif5 3N E L7z, DB2 N—3
291 UBEOT—HR—Z « YATFLATIE, I3, Ayoy - Ea—icx
9% SELECT 77t A#e% PUBLIC IZf159 %0, £1&H CREATE
DATABASE < > RTHMD RESTRICTIVE * 7 a > ZFHL THE LK
WNEEIRNTEET,

* Visual Explain: Visual Explain (. FEDORRCEATHHEA T T4 A —IT
Ko CEBRSNETY VA - 75 2%RLUET, Visual Explain OERICIE. B
XTSI NDFNCET M bEENET. 056 DFHE. ZFONRICEET
BIEHERRT D alREENH D £,

¢ Explain AF» 7 aw b: Explain XF v 723w b&id, SQL £721F XQuery
AT —h A2 MO EXPLAIN KICINEINS, [EfSINBE RO ETT,
Explain A5 v 7> 3w NI, EXPLAIN_STATEMENT ZIZ/NAFU— -« JF—
PeATTxI b BLOB) ELTIHREIN, XT—FYICHT HEREHRT H0]
RO HDFMEINEENE T, EF2U T —ZM ESHESITIE. Explain &I
WNTBT AR ERD D L= — DA G T ILENH DT,

e O - U—F—Pi¥: 0V E2HANDEROETEFIIN TS I—H I3,
0oz - Lad—ROBERZEMBETEIUL, FrisnNTniBnwT =257t
MRS TEET, UFOEENO S/ Z25HARD £7,

BE%L BEEL D FEATIT 0 BT HERR
db2ReadLog SYSADM X /zi3 DBADM
db2ReadLogNoConn AN

o HEL S Y EEHTILRICIT. RET Y TH> THHEEICHEERINET,
tFaT o —ZmMEIEZITE BEDY —ADGFREDRSEBRICIFZER
ETHDIEEMHRLTLZS N,

o BiINNEK: T—HERICO—RLTWBBRICHINEKRZRET 2 &, FISNEICHT 2
TR AMEEERE D L — I3 SN TOARAVWERZRETEET, EFaUT
4 —ZMEIE5I2E. FISNEICHT BT 7 AR 1—T —DHRIZfT 5
U, PINEZUE LKA TELRITRES ROy L TLES N,

o RAR—ZAFEERZT—IN—ZADNY 277 v T BACKUP DATABASE 1< > R
HEITTHHERZFEFODI—T -3, RET Y E2EZ0T —IR—AFLIFTERANXR
—ZDNY T TERD., ZTOT—F MO AN TEET, 1—H
—NERKT VB IMEEFF TR WT =Y Ny 7T TR Z ENTEE
ER
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SYSADM. SYSCTRL. F721% SYSMAINT #E[R 2 D1 —H—7 BACKUP
DATABASE O~ > RZHEFTTEET,

o wia W OFE: DB2 Universal Database /N— 3 > 8 LARI T,
DBADM HEfR % #5 D1 —4—I|3 SET SESSION AUTHORIZATION SQL AF— bk
AREFHL Ty a V] ID 25— RXR—Z « I—HF—ITHETEEL
7o DB2 N—2a > 91 PUBEOT—FR—Z + AT ALTIE, I—F—N"tv
T a VR ID ERETESLDICT 21213, T DHIIC GRANT
SETSESSIONUSER A7 — b A > M &AL THRMIZFF Al T N TWRiFidzs
DERA

UL, BEEON—23 > 8 T—HRX—Z% DB2 N—2 3> 9.1 DT —%
N—2A « VAT LITEITT 2RI, BIAIE. SYSCAT.DBAUTH TfI5ZINT)
WEF DR DBADM MEFRZ D1 —H—id, 5l&kEty s a s dFnzr—%
N—=Z + A= —IZRETEET, TNNFINTVWBHDIE,. BFEOTY 7Y 7
—2a MBI EHREEHTEEIICTE2DTY. by a  iFazREeTES
VWS Z &R, TRTORET—HIIT VB ATELAREENH D E NS T &I
BOET, EFa) 71 —DHIEZHEJ I, REVOKE SETSESSIONUSER SQL
ATF—hRAREERTLT, ZOHREELT—N—F1 RTEZET,

e AF—FAVFBLUFY ROy ZODEZY—: WITH VALUES HiNfgEan T
W3&, DB2 T—IR—AEMI AT LDTy ROy « EZH— T I754E
FA—D—EEL T, NITA—F— « X—H—ICHEL~lENE=Y—HhicE
TAFENET, TN TEH TV AMEEFEFOI—Y 13, FrIINT
WRWERICWHT 57 7 AMERS TE £,

e« FPL—R: FL—RARXET—YEEZDDZIENTEET, ZOMED KL —AITH
T57 7 AMEREODI—Y—IL, FrlINTORNWERICHT 27 7 AMHEE
RETEET,

s T« T7A): DB2 T—F RX—2ZH T, KHEOBEDT )Ny ZITHLD X
912, sqllib¥db2dump T4 L7 R —ICATY — ¥ > T« Ty A ) &2ERT S
ZEMNHVET, CNBEDATY— - F T - Ty AIICET—INEENS Z
ENRHOVET, TOHE, ZOT 7 AIVICHT BT 7 AMEZR DI —F I3,
RSN TORWERICHT DTV AZRGTEEXT, EFa2UT 40 —ZM
EXH5I1T13, sqllib¥db2dump T« L7 U —IZdd %7 7 AZHIRT % a5
MMHDET,

+ db2dart: db2dart Y —)UiL, T—FR—=ZZEHFAX, MHLEXG EOT T —%2H
EHLET, ZOV—INIRT—FICT V7 EATE, DB2 32077 AICEET S
7 7 A ZE fEfT U ES A, db2dart Y —I)VEERITT LR EFFO I —Y—
X, db2dart HAICHT BT VL AMEFEFDOI—T =13, FrlINTWAaWnERIC
N7V AEERIFTEET,

« REOPT YAV K +-F*72ar: REOPT N>R AT a 2/ ETHE.
M b rlAE/2 BN > R SQL AT — KA FZTED Explain AF w73
v MEMNEITRFIZ Explain RICANSNE T, EXPLAIN [FANT—FEHE
~LET,

+ db2cat: db2cat V—)Uid, ED/Ny T INRBFOY > TITHHALET, £D
I\ 7 INTZEEIR I, ROWNEICE T 515z /R % TREME O & 2 #EHD
HEENET, db2cat VIVEETTHII—T—, ZOHNITHTET7 7 AH
EFFOI—H 13, FIINTORWERICHT 27V AMEZRGTEET,
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T=IR—ADEBEICESNST 7 +)V MHE
T N=ADERIFIA G END, FED AT LARITHT 2T 7 4 )b b DR
BROHERZLLFITRLET,
1. SYSIBM.SYSDBAUTH
© TIR—ZADEREITIZLNT ORI G ENE T,

DBADM
CREATETAB
CREATEROLE
BINDADD

CONNECT

NOFENCE
IMPLICIT_SCHEMA
LOAD
EXTERNALROUTINE
QUIESCECONNECT

o Hiikin /7 — 7 TdH S PUBLIC IZIZLA FORHEN T ESINET,

CREATETAB
BINDADD
CONNECT
IMPLICIT_SCHEMA

2. SYSIBM.SYSTABAUTH
o Kk — T TdH S PUBLIC IZIZLL FORMHENMGEEINE T,

TARTOD SYSCAT BLN SYSIBM #IZBH9 % SELECT
FRTD SYSSTAT ZIZBI9 % SELECT &N UPDATE

3. SYSIBM.SYSROUTINEAUTH
o Kk 7)) — 7 THS PUBLIC IZIZLAFOEHENM GEEINET,

ZAF—< SQL] HOITRTHTOI—I % —IZBT S GRANT fH&D
EXECUTE

A F—< SYSFUN HOTRTOREKE T O — % —ICBT 5 GRANT
& @ EXECUTE

AF—< SYSPROC HOTRTOESKETOT—2 v —IZBT % GRANT
& @ EXECUTE

AF—< SYSIBM FDOTNTOEREIICET S EXECUTE
A F—< SYSIBM HOMDTRTHT O — v —IZ8T 2 EXECUTE

4. SYSIBM.SYSPACKAGEAUTH
o T—HR—ZADIERFICIILL FOEMEN G ENET,

NULLID AF—<XHIIER T NTZTRTD/Ny 7 — I %5 CONTROL

NULLID AF—<YHIHEREINZTRTD/Ny 7r—I12B89 % GRANT f+F
(@ BIND
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— NULLID AF—<HIZERSINZITXRTO/NNy o —I12B99 % GRANT fF
= EXECUTE

o K¢fk72 7 )V —"7"Td % PUBLIC IZIILL T ORHENF G I NET,
— NULLID AF—XNTERINZTRTO/NNv T —2IZ6d % BIND
— NULLID AF—~XHIERINZTRTO/NNy 7 —2I1ICB9 % EXECUTE
5. SYSIBM.SCHEMAAUTH
o BRIz 7 )V —T7TdH 5 PUBLIC IZIZLL FORMEN TGS NE T,
- AF—7< SQLJ IZB49 % CREATEIN
- ZF—< NULLID IZB§9 % CREATEIN
6. SYSIBM.TBSPACEAUTH
o BRIV — T TdH B PUBLIC ITIFLL FOEHENMGINET,
— FANX—ZA USERSPACEI IZB9 % USE
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L2y RT—=27 « LN, N7y bk TV — £REFAI)—Z22T - )b—%
— - I7AMT7 I+ =)

2. WEHRKOT TV r—ar - LD TOF— - TyA T T r—)b

3. EHERL ANV, FREBEEOTOF T — - Ty A T I —)b

4. Stateful Multi-Layer Inspection (SMLI) 7 7 7 +—)b

LROT7 AT 5= NVDIATONTNUNICABEED T 7470+ —)VEES

HOET, ficd, LD TOMBEDEERD, Z<DT 71T U+ —ILH
mnd DRI,

ROV—=—"Z=0 0 W= — - T7A4T794—)
AN =20 =8 — - TyAT7T+—=)L, Fv hT—2 - LX)VEIIN
TR e T4 — T4 T7 T4V EBREEINET., ZOXDRT 71T T3
=3, BENNTy hETONINBEHEICEXSTAIZY -2 27952 EICK0H
ELET, A7 U—=2r3Ns 7o a)VEEicid. #EER3EkEY KL
A, FOaNaANOIA T, BETLERIIFLEOR— N, FREMO T O~ a)VITE
BORENEENET,

TXRTDT AT I+—)b - Ja— 3 (SOCKS Zkr<) Tld. DB2 7—%
R=ZWZE> THERAEINDETRNTOR— FEEHFEBLORE/NNT Y NOZDIZHT
THBIBENHDET, DB2 T—FX—Rld, DB2 T—FXR—Z - V—)LIiTL>
TR =41% DB2 Administration Server (DAS) &L T, "—bF 523 ZfEHAL £
T, Y—ERX - T7MIIEHHALT, —N—+ T—HIR—Z - XX — v —Hk
Ty AINVHNOY—EZHEZDHR— BBy L, TXRTOY—/)N— "+ A >
5 AMNERT SR — REHRIL TSN,

7TV —=3y-7AF— 727479 Fx—=)
JoF —FmidvoFe— - H—NN—ld., Web 75147 > rE Web —)N—OD
MOk & U CEWET 26 T3, JofFs—®Muyvy A4 73—, 751
T RMEDERIZHTETS— T oA DREER-LET,

DIAT > RDERN T vy A 7O — I TZEINDE. REOY—N—5E%T R
L 2N TaFo— 7 M7 TCHBIENET, 7SUr—a > - 70
F—INTY RLAZEL, HVEIZRUTESHIZTZ A - a2 Mo—I)laERX
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TyAT7 T4 —)b X D DB2 Connect #fhid, FEkEH—N—icxfd 570+
D—DFEERETENTEET, £io. REKWRFELET—N—IZ0HT SRy

T e —=N—ELTEET S, 7717 U4—)VED DB2 T—FX—Z « H—N
—&. 7= a s TaF il &EERZLET,

E#FRVARIVDI 74T I =)
EHRL AV DT 7 AT 4 —INE, BB OF S — - Ty A T4 =)L & LI
nEy.

BT OF— Ty A7 Ux—)VE, TO0F > —RiAEBIOEINCLELE SN
HLLEICIE, ERFAIINEEZLZE L EHA, B@AETOF S — - Ty AT T3 —
JVELTIE., SOCKS MH D ET,

DB2 T—#R—Z + AT AIZ SOCKS N—Y 3> 4 ZHHR—KLET,

Stateful Multi-Layer Inspection (SMLI) Z 714 79 #—J)b
Stateful Multi-Layer Inspection (SMLI) 7 7 1A 7 4 —)Lid, A—7> « ¥ AT LM
MHEEER OS) ETIND 7 BIRTEHRRD, X7 v b T4 )57 —BIEOE MR
A EHEHLET,

BNy NS, LNy b OBEHOIREB LT NET, A7 U —

ST == T AT I F—IINT Y b - A T —DBEFNRDDITH
L. SMLI 7747 U+ —)UdT—FbE0/Ty b 2EEHRET,
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ET7TE EFAVFa—-TS5354>

DB2 T—HR—A + AT LTORIE,. tFaUrr— T3040 ZHEHAL
TirbihEd, BFaT 10— 710203, #ico—RejgElRo 1759 —
Thy., FittFa 57— - U—EXAZRHEL X,

DB2 T—NX—=X « AT LI WTFDOYZATDOT I 710 &gtk LET,

s UNW—TRZET 77142 BEDI—F—DT)—"T « AL)N—2 v TIERERK
RLUET,

s UIATINRIET I T4 DB2 V747 > N ETRILEEHRLET,

o Y—N—FBiLTF 71> DB2 ¥—N\— LTl =EHL £7,

DB2 &, KD 2 DDOTIFU A VRBIHAN A LEYHR—FLTWET,

I—Y— ID/ISNA Y — Rt

ZHUTE, =Y — ID ENXRAT—REMHEHTHRAENEFRLET. LAFD
RAEY A & I—H— IDUSAT— RBAET T 741 &2 EHLTA > 7Y
A REINET,

- CLIENT

- SERVER

- SERVER_ENCRYPT

- DATA_ENCRYPT

- DATA_ENCRYPT_CMP

FRROX DY A TI2Ek > T, =T —RLANEZTEDL D ITfrbN
LZMMIREDFET, EHINDREEY 1 VL. authentication T— 5 X—
A s RFI—T % — RN T A= —TIRELZRAEY 1 T ICL > TRV E
9, SRVCON_AUTH NTA—F—ZiFELIHE. EiEEy sy vF
DOEEDIEEFIZTIZ, ZD/INT A—4—DIFS W AUTHENTICATION X 0
HELINET,

GSS-API 3Gt
GSS-API DIEX#AMRI. Generic Security Service Application Program
Interface Version 2 (IETF RFC2743) B KN Generic Security Service API
Version 2: C-Bindings (IETF RFC2744) T, Kerberos #Bal®H. GSS- API
EHEALTA > TUAPENET. BINORIES 1 71d. GSS-API #d
TITAEERLTA > TUA FINET,

- KERBEROS
- GSSPLUGIN
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K3. DB2 V547>~ EDEFalTr— T3040 F7 7040 Xk
DB2 ¥—N—tDEFaVFas— - FS5/M4DFTOAM A+

DB2 U—N—I& 1 DOVIN—T - T5714>, 1 DOIL—F— ID/SNAT— Riil
T304 . BEROERKD GSS-API 75741 > &Y R—FTEET, EHOD
GSS-API 7 Z 27 A X, srvcon_gssplugin_list T—5 N—A + I F— % — /N F
A= —fENIZU A RELTHRESNET, ZOUAMOHD 1 DD GSS-API 7
T4 > DH, Kerberos 7T T BHIEMNTEET,

Y—=N— YA ROEFa2UT 14— TITALITMAT, T—FIX—=Z - =N
— RIS IAT N T I TA 2 ETTOATHLERD NS LNET .
db2start BE db2tre 72 EDA ALY 2 A+ LRIVOFMEDFITRFICIZ, DB2 77—
HR—A 2=y =BV IAT7 O BT 714 & EHL T, TDOERIEL ﬁ
THHREZETLET, LN T, authentication T—% N—A « I F—

— RN T A= —TREL =Y == TSI RHINT DI I14T > ]\nun
TITA %A ARV L THBLENDD LT,  authentication LN
srveon_auth WZISEREBEWVWND D XTI, KT, NS ZHLDEBLMEITHRET ST
ET, TAAR—AFEHOBAAIC—HFDANZ AL EZHERAL., O—H)VEFr] I
H)—HDANZALZHHATHIENTEET, &b RWRFEHEEL TE
srvcon_auth % GSSPLUGIN & U TCER%E L. authentication %= SERVER & L T#& ﬁ
LET, 7—IR—A - —N—ETUIAT7 > BT 74 /%ﬁﬁﬁ L7z
&, db2start 72 EDA VALY A LRIVOEREIZEBRL T, FIAIE, Bty 17
7 SERVER T, A—HY—EDV I14T7 > b« 753710 SN TWRNE
B, DB2 T—H¥NR—R + VAT ALE, IBM ##OFT T3 )V - 7 IA4T 2k - AN
V=T 420« AT LT3R LET, LFTOKIL DB2 —N—L
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a—H— 1D/
INATT— K -
92472+
TS504

SS API
& c

N
dl\]l*
A&
AN

UUo

Jidl

X 4. DB2 YV—/N—FDtF2)F7 11— -

DEFaVTA4— - TITA2 A2 TITARTIF Y —Z2HHFELTNET,

DB2 H—/\—

a1—H—ID/
INATT— K -
LEPTD
7 >
tXxaT4—B

: IS504 - ; Kerberos GSS-API
| 195-Fz-2 | Y—rNm - TSI
i . L GSS-API
1 — Y= T34
GI—7 -
TS504

TS >DTTaA Xk

B tFaVT4— - TITM2OFTTUA AL bOOA—T 4 27, fR. BEWY
TA RN RITbRIENWE, A A F—ENTWVS DB2 T—FN—X + ¥4
TLADOREWENMEBEDNE ZENHVET. DB2 T—FN—R + ZAT LTI,

SO —N35 1 T OREIHT 5 FHIBENE SN TAE T, 1T—F—(Ek
DEFaVTa4— - TI74 07T TR, BREREEDPHERSND S
D £ A

EFaVUF1— - TSTM4DFME

AT LEMEL. T ICHERLEREDT I R—Z - I x—T v — R
INTA—=H—%THTHIEICED, BBAEANZZALERTE T4 > 0%
RIZIEETEET., TNS5D/NTA—F—NX)VDEH. DB2 et /)L — Tk
R, I—HY— ID/NAT— REH, F£7/213 Kerberos (V—/N— ET. &I

Kerberos iR E SN TWBEE) ADT I 74 > MNFT 7 4)V M0 ET, DB2
TIET 74N GSS-API 774 VIFABEINTWERL, LEN>T, AT A
EHEIX, authentication )N T XA —4% —IZZ#FEY 1 7 GSSPLUGIN Z{E5ET 254G
13, GSS-API FBAL 7T 71 > HIFE L RITNIERD £8
Mo

DB2 [C&BtFaVTFa—- -FS554 00— FAE

FT—=HR—Z « XF—T v —DIBEFIFIZ, T—IR—Z - X32—T v — /T A
— =T EINZTR—RINZTXRTCOTIT71 00— RaEINEd,

srvcon_gssplugin_list 1Z

B £ 137 7 v FORMERICH —N—L O EFAOLF 2T —« AN
WCHEL=T 71420, DB2 759147 hMokoTca—Ranxd, 753147 >
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ke 7705 =2 a hNRRT, #otFausr— - T 710 o0nifrL o
—RENTHEHINLREEDHDET, ZOXDBRBENFBEAETHDIL. #HilA
W, SEIERA DAY CAMSDENETNREE DT —F RX—=ANDARER % b
SALy RMean=78s7 I LB NWTTT,

BREZET Y Y FOBREDNDT 7 a > TR, FrAbLBEICRDET (5%
R=2 + XX=V ¥ —BROFEH, T—IR—=Z « IFx—T v — ORI EFIE,
DB2 hL—ADFUIFT2E)Y, TDXIBT 7 aDeE, DB2 75147 >~
ke 707 I L3, PIDOT—=IR=Z « X%2—T v —HRNT A= —ITHEIN
TWb 7504 >%20—RLUET, authentication 7' GSSPLUGIN IZFZE I 1T
586, DB2 T—HFN—X - X% —I % —I|&. local_gssplugin TIHREIN=T T
A EEMUET,  authentication 7% KERBEROS IZFREINTWSHE, DB2 7
—HR—=A + XHXx—T %3, clnt_krb_plugin TIRESIN=T 774 > 2FRAL £
T, ZOMDELZEIE, DB2 T—FN—RA « X2 —T v —X clnt_pw_plugin THHES
NETITA  EGRALET,

tFaUTa—TITA2 APLIZ. IPvd 7Ty R T —LFERIF IPV6e 7Ty
N7 —LDSRENHT ZENTEET, IPvd 7 RL AL, abed EWIR[HE
XD 32 EYERTRLATT, a6 d IZENEN. 0 S 255 £TO 10 i
BERLET, IPve 7 RL AL, abcedefigh OFBAD 128 Ev - 7 RLAT
T, a M5 h 1ZTNTN. 4 D 16 EEFEELET,

tFaVFa— - FS5L4VDER
tFaUT— - TITAEERTLEGIE DB2 T R—Z - IR —TV vy —
ME T 2R HEGRRERERE 2 1 > T U A F T HMERH D E T, HAMEDOH A Y
RAALEtFaUsa0— - TI7ACE2FERTS5E,. CLP £2I381 SQL X
T—hARENLUTHITTDEHAT —MA N ET, &K 255 XFETOIL—
H— 1D Z2HHTHIENTEET, HHTEZLTI71> - ¥4 TITBELTT >
TUAY NS HRLENGLHHREIL. LFOEBDTY,
TNV — T
A—H—NFETH7)N—TDU A NERSEL ET,
I —H— ID/INAT — Rtk
s TIFNIDOEFaAVT 44— ATFALEHENLET ZFA4T7 b
DHo
s NATU—FROWGEEE, HEREERTNRNAT—RFOEEEZITTVWET,
s FHESINZARN 2IDNENBI—TF—2E£ITNEINZHHLET (U
—IN—DH),
s UIAMT Y MNETRRENZI—Y— ID £EIF/NNAT—RE, H—/\—
NDOEFBRIBEIELET (ZI7147 > DR,
s BrEDI—Y—ICB#E L7z DB2 70 ID ZRL XY,
GSS-API &Gl
o WETR GSS-API Bz > 77U A NLET,
s TN MDOEFAUTF4— - ATFFANEHRILET 74T 2K
DH)e
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o I—HY— ID E/SAT— RIZEDWTHIHIEHGEIEHRZ AR L., FEE
RWTCNAT—REEBELET (I I14T7 > bDH),

e EFaUTF— - Fry FOEREZTANEITNET,

o KR E®D GSS-API ¥ a2UF ¢ — - 2>FF A MNIEE L7~ DB2 #Fr]
ID ZRLET,

t¥aVFa—-FS554 - SA4TS5V—-DE
tF¥FalTa— - TSI 2E (AR TERT B0, £2EFT—R - /)X—F5 41—
SEALT BIGELES, T—IXR—Z « —N—LOKEDEIcaE—LF
-g—o
DB2 7547 NI V947> U1 RO RT3 71 > ERDT 4
L7 b —TH®RLET,
e UNIX 32 Ew I: $DB2PATH/security32/plugin/client
e UNIX 64 Ew I: $DB2PATH/security64/plugin/client

« WINDOWS 32 Ew FBXWN 64 Ew b $DB2PATHYsecurity¥plugin¥instance
name¥client

IE: Windows X—ZD T Ty N T3 —LDPE, Y TF 4 L7 b —D instance
name BEN client W ZHBIZIIER S NER L. 0B, 1 XY > ADFTE
EMFEHTER L ZTUIZ0 £/ A,

DB2 T—HR—Z + XF*x—IY ¥ —&, Y—N— YA ROLI—F—GRET 771 >
EROT A4 LI M) —THLET,

e UNIX 32 Ew I: $DB2PATH/security32/plugin/server

e UNIX 64 Ew I: $DB2PATH/security64/plugin/server

+ WINDOWS 32 Evw FB XN 64 E v k: $DB2PATHYsecurity¥plugin¥instance
name¥server

H#: Windows X—ZD 7Ty N T3 —LDFE, Y TFT 4 L7 b —D instance
name BEN server I ZHEMNZISER S NERA, 20513 1AV > ADFTA
FHINFETER LTI D =/ A,

DB2 T—H X=X - Y%= v —ld, IIN—T - TI3T7A422RODT4 L7 FY—
THLET,

* UNIX 32 Ew k: $DB2PATH/security32/plugin/group

e UNIX 64 E b: $DB2PATH/security64/plugin/group

+ WINDOWS 32 Evw FB X 64 E v : $DB2PATHYsecurity¥plugin¥instance
name¥group

: Windows X—ZAD Ty N7 —LDEFE, Y7574 L7 N —O instance
name BN group I FTHBMIZIIER I NEE L. TNHIEF. 1 A 2 ADAE
FINFETER L 2R 0 £48 A,
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t¥aVFa—- -FS554 0 D%%RA
tFa)FT4— - TITMDIATITI=IZNE, TIv N T —LEHEDT 71
IWWEILEETF T T WAaTFUSa 0 £8 A, C F213 C++ TEMNZEF U T

— e TITA - TATITI=IZE, TIv T3 —AEBEDT 71 IVAIRET

MW TWRITF 7z 0 8 A,
e Windows: .dl11
o AIX: .a F7(3 .soo W ADIETFNELET 556, .a IETFTHREHINET,
* Linux. HP IPF. 3L Solaris: .so

H: £7z. 21—H—Id. DB2 Universal JIDBC RIAN—%Z2bo7tFaUT 41—
TITA L ERETHIEHTEET,

B ZI1E. MyPlugin WS tFa)s 14— T340 - IA4T7V—NbsdELE
To YR—FINTVEEFTXRL—FT 1 27 « DATLITHT D@51 75

— - T MIIVAIE ROEBDTT,

* Windows 32 E v b: MyPlugin.dll

* Windows 64 £ b: MyPlugin64.dll

¢ AIX 32 £/l 64 E v b: MyPlugin.a £72Id MyPlugin.so

e SUN 32 F7/=13 64-bit. Linux 32 F/zid 64 Ev ~, IPF E® HP 32 7213 64
E v b: MyPlugin.so

H: BRE 64" 1E. 64 Ew b Windows DtEFaTF 4 — - TS5 14D51 T
51— DOBNSETT,

tFaUTa— - TITACDAREF S TT—FIR—A « IFx—T ¥ —MEkaHE
51T, #ZEH 64" OBNWTA T ITU -t A/EFEHL. 7 1 Ik
KT EARTDEERI/N A EEE L T EIW, XL —F 4 27 « AT LM
TH-oTH, MyPlugin EWStFaUF 0 — - TIT7A4>2 - T4 TF7U—L KD
ORI NET,

UPDATE DBM CFG USING CLNT_PW_PLUGIN MyPlugin

t¥Falsqg—-TI710 2413 ki?mﬁ?®E%ﬁ%D FA4T ) —%&
FERICHLTWAERENRHDET, DB2 7—FXR—Z - VAT LT, BH#T 2
T—HAR=A - XF—T v — RN TA—F—DEEFH LTI TTU— - )XA
AT, TOIA T — - RAZFHLTEFaUT4— - TI3T714>2 -5
475 —%20—-RLET,

't’_:‘:llji—/f" ° 7057{ \/%O)/RD%%< 71:_ {ﬁﬁﬁ-a—;&nun jjft :FDJ:U\%

@757%>éﬁﬁbtéﬁ®ﬁ%//TW%ﬁof TITA AR EMATT

<7EXWw, FlZIE. Foo, Inc. &b)jxﬁﬁ\ FOOsomemethod &biﬁnun HXEA >
TUARNTDBTIT74 2 =ERLESS. DT T4 202

FOOsomemethod.d11 c‘:blot%ﬁu%ﬁﬁ'é EMTEET,

T34 HDORRKE (7 7 A INIERETBIOERIHO 64 Z2EFWn) &, 32 NN
A METICHREENTVWET, T—IXR—Z « —N—ZL>THR—-rEINB
FTAOBRKREIIHDERFAN, T—IXR—Z - I%x—J v —ERANOI > X T
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KU oniz7I 74 >0 A DOERKEZ 255 N1 FTT, ROLIIZ. ZD 2
DOHEZFANT S 2 DOEFEMN. 1>V —K - 77 1)L sqlenv.h ITHD E
ER

#define SQL_PLUGIN_NAME_SZ 32 /* plug-in name */

#define SQL_SRVCON_GSSPLUGIN_LIST_SZ 255 /* GSS API plug-in list =/

tFaUF A= T - TAT T = T AV, BFO7 7 1 Vil
MR F IR0 £H A,

s A AT CAFAFEICEI > THAE S NS,

s YATLLEDITRTOI—Y =G AMND,

o PATLLEDTRTOI—Y—NETTE 2,

t¥aVFs— - TS50 2 BEKRI—Y— ID DYR— P
Windows £ DB2 7—4%X—2Z « Y32 — ¥ —Id, 2 HMRI—F— ID O
L. 2 HERIL—Y— ID 25 2 HEERFF ID ANOXY v E T EYR—-FLTW
ECIN

BIZIE, RAAL > EI—— ID 57825 Windows AR —F 4 27 « AT A
D 2 HWHERIL—Y— ID (] ZX1X MEDWAY¥pieter) ICDWTHEZAET ., ZDHITIL.
MEDWAY IZ R A > TH D, pieter F1—F—ZTI, DB2 T—IR—Z + > &
TALATIE, 20 2 MR- — ID Z. 1 RG] ID & 2 EERkEFA] 1D
DEESHIINY T TEINERETDHIENTEET,

2 MR —Y— ID M5 2 EHERFFA ID NOY v EC T HYR—hINTNE
TN, TI7HINREETIEH D ERF A, T 74V ETIE. 1 k1 —5— 1D &
2 FRERR L —Y— ID I3EB 56 1 GHARF ] ID IZXy TEINET ., 2 HhER
I—Y— ID 5 2 BHERREFA] ID ANDOX Y E T HYR—FINTVWETA, 5
T AV NEETIEH D 8 A

2 WL —— ID 5 1 R —T— ID "NOF 73k - X E Tl
AT, 2—F—1ZRDELICLTT—IR—AICEHRTDHIENTEET,

db2 connect to db user MEDWAY¥pieter using pw

CORMETT 74V bEMEZERT 5 &, —H— ID MEDWAY¥pieter [ZFFA] ID
PIETER IZfRERINE T, 2 WK I—Y— ID 75 2 #ERE T ID ~NOX v
ST DYIR— WA TWAEE, §Fr] ID 13 MEDWAY¥PIETER &72 0 £9,

2 HHERR L —Y— ID 5 2 FHERFF] ID ND<Y v % DB2 THIIT 5720

W2 LFD 2 vy FORFET T4 27/ DB2 ICHEINTWET,

o — Dty ME, 1 BRI —T— ID & 1 SRR ID 1Ty L., 2 EPkE
I —H— ID & 1 #RREERATR] ID ICXw 7927213 TY,

e HI—HDty M. 1 HERLI—T— ID £/ 2 HERLI—— ID O
. 2 ERERREFT ID Ity S LET,

TEEREICR T —%%2, SEIERETERINZEROTY D> K
(O—=H)V - THITh, RALZ -T2, BEEITATY R RAAL -
THT Y RRE) Iy T TELHEIR. 2 HERIF] ID Oy B TEHIC
T5TIT4 VERETDHIENTEET,
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PIETER 72 E D 1 #MERLFFR] ID &, RAAM > Ea—H— ID &G LE
MEDWAY¥PIETERD X 573 2 ##EREFR] ID 13, BERERICERIDEFR] ID THhDH Z &
WWHEELTLEIN, 20X ID O—HICBEEMT SN TWSEHEE Y ~
13, MHOFFR] ID ICBEMT S NTWAEHEL Y N EIZERICRERDET, 13
HERLFFR] ID & 2 ¥PMEREFW ID 2O BRICIZEEDNLETT,

RDOEZ, DB2 T—HIR—Z + VAT AIIHABINTWE T4 > 0fEfEE, K
EDORFTA > TIVAT—=a OS54 4% RLTNWET,

#29. DB2 tFalsr— - T730701>
1 kDL —F— ID ® 2 R DL —F— ID O

SRRES A T T3 54 > Dt 75714 2 Dt
d—H— ID/SATU—R (7  IBMOSauthclient IBMOSauthclientTwoPart
FA4T7 > h)

I—H— ID//SAT—R (¥  IBMOSauthserver IBMOSauthserverTwoPart
—/)\—)

Kerberos IBMkrb5 IBMkrb5TwoPart

{#: Windows 64 Evw b« 79w b7 —ATIE, ZZICUAPSINTWETI5A1
SHIT 64" ENWD CFENMINENET,

dI—H— ID/SAT—R « 7574 2F7/=1d Kerberos 7771 2 2NELET 53
YA TEBELTWAEAEIZ. EidoXo 1 ##ER1—T— 1D 757140
ZHi SN A REINTWE TSI TN T IV N THERINET,

2 R —Y— ID & 2 EERREFR] ID ICY v I BITE. 2 R T 1
(CUET 7N RO T4 > Tlddb D) OFERZEETI2HENH D E
T, EFa2UT4— T4 EFa) T4 —HEOT—HIXR—Z « Y FH—
D —HRINT A=Y —ERETEHECEOT, A1 AY A LRLTHREL
9, TUIXKDODLDITLET,

2 #HERLL—Y— ID % 2 EMERRFFR] ID ITX Y T A5 N—R OB AL, LA
TOXRDITERET HHENHD XTI,
 srvcon_pw_plugin % IBMOSauthserverTwoPart [ZE¥E

« cInt_pw plugin % IBMOSauthclientTwoPart IZEXE

2 HRERR L —'— ID %2 2 EHERREFY] ID Iy S350 5147 > bRt OB E
2. LFOESICRETDHENHD FT,

« srvcon_pw_plugin Z IBMOSauthserverTwoPart (ZE%7E

« cInt_pw_plugin Z IBMOSauthclientTwoPart IZ&%JE

2 R —Y— ID % 2 MR ID 12Y 795 Kerberos inal D EIE.
UTOEDICHET DHENHDET,

 srvcon_gssplugin_list % IBMOSkrb5TwoPart ZF¢E

e cInt_krb_plugin % IBMkrb5TwoPart IZ&%7E

tF¥FaUsa— T4 T4 75U —IL Microsoft Windows Security
Account Manager AN TIRESI NS 2 N\—YDI—HF— ID Z2ZIFANET,
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ZUE. Bl AL domaintuser ID DR T ., HEHRFD DB2 OFRIE 7Ot AR LN
HFu] 7O AT, KA EI—H— ID Ol DERNMEHSNET,

HRT = N—ZA Bl 283, BEET —F X—ANOD 1 #MEERFFA] ID &8ia
LiaWwED, 2 T 571 22 A>T UA LT HILEE2MFT 2L BED
LEd. 2 ECHERETAT ID 2T 28 OT —F X—A13. 1 GRFEEEFAT ID 2
HHT2T = RXN—=AE@HNDA 2 AY > ANTIER T D06ENH D £,

tF¥aVFas—

- 75542 APl DIN—2 3 B

DB2 57— R—Z « AT AIZ, tFaUF4— TS5 14> API D)XN—2 3 >
HEEYR—FLET, TOLD/N—23 & SIE. DB2 UDB, /N—3 > 82
Tld. 1| THEIEBRICRDET,

DB2 WtFalFa— - TI710>2 APl IZETN—T a3 >&FFIT. DB2 NHHR—
R TEDHREDN—Ta HFEFTHO., BEON—Ta P HFFITHELET. 75
TA 3. FNXKOEN API N— 3 > &Y R— N TE585,. DB2 NERL =
N—2 a3 DHOBEERA > —Z2REIBRTNERDERA, T30 0"FNED
RWN—23 > D APL LMYVYIR— R LAWESE, 571 D320 RnN—23 >
MOBEEARA > =2 ANDZHERHDET, WITNOTXr—ATH, tFaUT5g
— I 42 APL IE, YR—KhLTW3 API ON—2 3 > FFZ, BEEEED
N=ar T4V RZANTRERILENH D T,

DB2 OHE. tFaUs 4 — - T34 ON—Va &L, LEREEIZOA
ZILET WA API D/NT A—F —NEBEINZHERE), N—a &5
N DB2 DY —AFEFEEDITHIWIIEDDDITTIEIHD FH A,

t¥alUrq—

- 75540 m 32 EybE 64 Ey MCETREBEERIR
WH. 32 Ev N DB2 A12AY AR 32 Evh ctwFaUs s —- TS 1
ZFHL, 64 Ev b DB2 f>AF AT 64 Ev b tFayso—- T304
CERFEHALET, LML, 64 EVv A AYALETIE, DB2 &, 32 Ew b -
TSTA e GATI)—2NBEETS 32 Evh 77— g z2YR—hK
L/i-d_o

32 EvhE 64 EYNOEEDTY T r—2a iNETTELT—IR—A A >
AHZF N TV R e A AT AENNET, NI TUY R A 225>
AMBHO, 32 Ev bk 7T r—2awz2ETLEIDELTWBEEIL, HER

R Evh-tFaUss—-TITA4MN. R EYN-TITL T4 LU B
U—NIZHBEIN TS Z 2B LTIV, Linux LW UNIX XL —
T4 >« AT (Linux on IPF Zfr<) £E®D 64 Ev N DB2 { 2 AX¥ AT
13, security32& security6d DT 4 L7 bU—DBNET, X64 F/-1d IPF Lk
T® Windows 28135 64 Ewv s DB2 1 2 AY > ADEE, 32 EvhE 64 E
v hOBHEDEF 2T 4 — TITTA4 DBRE—DT 4 L7 M) —RNIZHDET

M. 64 Ev b TI510 01203, BERD 64 MW TnWET,

RNEYRN-AAY L AZ 64 EV N A AT ARBITTHTEDEGIL. 64
Eyw MRICEI S )V ENztFaso— - T30 HON—-2 3 > 2 S
THINERHD FT,
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64 Ev - TI3T102 - IATIT)—ERELBNWR Y —D5F 2T 0 — -
T304 EBALESS, 32 Ev s -7 TUr—2a E2ETT5 64 Ev b
A TaA > TYUARNTEXT, ZOHE, EFaUT0—--TI3T74213F 5
A7) =T R<IBTOT I LTBRDET,

t¥aVFas—

- TS554 OBEH B
YFaUFo— - TSI OREL. SQL T —FimEEEEAO /KRB 2
EBODOHIETHESINET,

DIFiE, vFaU54—- 7574 B2 L7~ SQLCODE fETT9,

* SQLCODE -1365 1. db2start F7213 db2stop ORI T A > -« T =054
THERINET,

* SQLCODE -1366 i&. O—HIVEFr]ORENH D LEEITRINET,
* SQLCODE -30082 (3. I X TCOERICEBRLEZT I A « TT—TRINE
—g_o

BHBEHOZE, EFa2VT0— - TITAOT N T BIOEHDOZDDEN
BHMIETY ., UNIX ETEHEMDOVZSH 5I21E,. sqllib/db2dump/instance
name.nfy Z#~XET, Windows A XL —F 4 > « VAT A ELTEMBHNO T %
ZI512lE. M X Ea—7) V—IbZHFEHALET, XK Ea—
71 W—=)UE, Windows XL —FT 4 25 « SATLD [AHF—F] RY M5
®E] ->Tarbo—Jb NXx)b] > TEBY—)] > AXVK Ea—71 ®
EIZFES — T2 ERDNDET, BUTE. FaU50— - 7TI71 2Bk
L-EMEma 7 fETY,

* 13000 /&. GSS-API ¥ a2UF 11—+« T4 APl ODIFOCHLNT T —IC&
STHRRL, 723> DITI—+ Avt—UNREINZZEEZRLET,
SQLT_ADMIN_GSS_API_ERROR (13000)

Plug-in "plug-in name" received error code "error code" from
GSS API '"gss api name" with the error message "error message"

¢ 13001 1&, DB2 £FaUT 14—+ TF74 > APl OO LALT T —TRK
L. 72320 5— - Ayvt—IRRSNZEE2RLET,
SQLT_ADMIN_PLUGIN_API ERROR(13001)
Plug-in "plug-in name" received error code "error code" from DB2

security plug-in API "gss api name" with the error message
"error message"

e 13002 1. DB2 WS04 %27 >O0—RTEhRho-2 2 RLET,

SQLT_ADMIN_PLUGIN_UNLOAD_ERROR (13002)
Unable to unload plug-in "plug-in name". No further action required.

e 13003 &, EZh2 T >INV AERLET,

SQLT_ADMIN_INVALID_PRIN_NAME (13003)
The principal name "principal name" used for "plug-in name"
is invalid. Fix the principal name.

o 13004 V3. T CENES I EERLET, NARYDREES (UNIX O3
13 ", Windows DEENL Y 27774 40— ELTHEATAIEITT
FEH A

SQLT_ADMIN_INVALID PLGN_NAME (13004)
The plug-in name "plug-in name" is invalid. Fix the plug-in name.
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« 13005 . EF2VTA— - TSI NO - RTERNSTZIEERLET,
TITALEELWT A LY B —IZAN, ZETDHT—IR—A - Xx—I
—HERRN T A= =2 L TIEE 0,

SQLT_ADMIN_PLUGIN_LOAD_ERROR (13005)

UnabTe to Toad plug-in "plug-in name". Verify the plug-in existence and
directory where it is located is correct.
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SQLT_ADMIN_PLUGIN_UNEXP_ERROR (13006)
Plug-in encountered unexpected error. Contact IBM Support for further assistance.

E: Windows 64 Ev bDF—FIXR—Z + = N— LT FaUF 14— TI371>
EHEALTWSEEIC, EFaUT 00— T3 742>00—R « TI—NFERIN
HEEE. 32 Ev hBXU 64 Ev hOGAOEEFRHEEF2UT 41— TFT
1> OMARANCETA REY 72 SRLTLZEIWN, 64 Ev k- TI71

FATIU=IZIE. T4 T T =4I 64 EVWIDERBENMFNTWiiTdzn

AN, EFaUT4— - TITA2DT—IR—=Z - IFx—T v — /T A—

H—=~"DANIZZ 0BT ED T A

7504 »DiERTTEEL
IN—-TRETST14 DER

DB2 ¥ alUsag—« PATLDT I —TREBEEE N AY A AT 51213, fH
DIIN—TRRT ST Z2HHET DM, TRIIE=ENs INEBATEET,
F=IR=2EH AT N LTI —TRET 571 = AFL=E, TNz
BT EMTEET,
o IIN—TRMRTI714 2T —RX—=2Z « —/NN—LIZERTSIZE. LFD A
Fv T EIFFLET,
1. IINW—TBRRTS71 - G4 T3V —=H—N—DT)—T - T571>
F4 L7 RM)—=lZaE—L %7,
2. T—HANR—=A + XF—=T % — W/ T A—%— group_plugin 7574 >D
HHEITCHEHILET,
o« NN —TRBTSTA L ET—IR—Z « 753147 >~ FICEBETZI21Z. UUF
DAT v TZFITLET,
. VIWV—=TRBZET 714>« AT I3V—=%0I73AT7 > cDITIN—T - T574
CeF4 L MY)—Ia¥—LET,
2. T—HIR—=ZA I IATHRET, T—HIR—Z « XHx—T ¥ —WR/INT A—
% — group_plugin %7774 > ODHAITTEHLET,

A—Y— IDISRT—FR - FS55400F77a4
DB2 TFaUF 4 —« AT LDILI—H— ID/SATU— RIBIAFNEE AT A X
T 52, MEHOIL—Y— IDINAT—RBIET T 71 2T DN, F£238E
ZEMNSINEBATEET,

168 F—4X—2-tFa)F— AR



FRTOL—Y— ID/SAT—R « R=ZFBAT 771 1d. BEHLTWBEZNS
T304 OB C T, V94T DT IT142 « T4 L7 NU—0, ¥
—N—=DTFTA T4 L7 R —DWTINICELIDBENHDET, 7571
S IAT U NDT I T4 T4 LY NU—IZEMSEA. Thuio—h)L
FrREDDE, V34T N —N—EEERL LD ETHEEDI AT >
DZUUEMEOEDIHERINET., TIT7A DN —N—DT T T4
L7 U —=ICEMNDEE, ZHUIT—N—NOEEHEROUI Dz &, USER
itmemP$~7—Fﬁ%ﬁéMfmGmme%~bx>hﬁ%ﬁéME

BOFA ID ODFEEZOENMEOMEDZDIHEHEINE T, FEAEDY
A\l H— ID/SAT— RFBIHTHEERDDIF, Y—N— YA ROTFT1
CDATT, RICZFIFIERIEBEREAN., VI7347 > hOI—F— ID//NA
T—=R T304 OAEFATHIEDARETT, EFITHBRIETIN, 75
A7 > bEF—N—DWHIZ, —HTEHL—F— IDI/NAT—R « T574 20
BIIbHIEHHDET,

H: GO 757100800 N—Ya zT o193 58513. DB2 —N\
— FRRTITACEERTEZINTOTY T r— 3 »EFETEIET DHREN
HOET, FilWwN—2 3 22 (ACARIT) EESOE—F5&&C, o910
AT 7O ANEEETPICE>TND E, REZOEE (T v T E) 2
FAELET., ZORKEHEIZ. TV RO TT O 3586°. 771
CUHMERFIZIE o TWaWEESIZIZEA I NE ' A

T—IN—AEM AT LGB L 22— — ID/SAT—RBIET T 71 > &2 AT

L, ZNo&2T7 70452 EMTEET,

e 1— ﬁ:"_ ID//NA T — ]\nunﬁ77ﬁ’r /7&7— HNR—A « H—/)N\— J:LT7D’f
TBITE, T—IR=Z « F—=N—LETUFDAT Yy TEETLET,

1. 2—Y— IDISNAT—RFBIHET 71>+ T4 T IV =S —N—DT 771
T4 L N)—IZaE—-LFT,

2. T—HNR—A + IFx—T v —MER/NT A—H— srvcon_pw_plugin %H—)\
— I COERTEHLET, ZDOTTTA 3, B—IN—NEEH
(CONNECT) ZERBINT ¥ v F (ATTACH) ZRZUHE T 2 ERICHH L =
g‘o

3. ROWTINMNZEITHO>TLESI N,

- THIR—=Z « XP—T v KR/ T A —% — srvcon_auth 2.
CLIENT. SERVER. SERVER_ENCRYPT. DATA_ENCRYPT. F7ziZ
DATA_ENCRYPT_CMP DEFEY 1 7Z2HZELE T, HDH NI,

- TR XF—=T X — W/ T A—F — srvcon_auth 12
NOT_SPECIFIED %€ L. authentication 7 CLIENT. SERVER,
SERVER_ENCRYPT. DATA_ENCRYPT. /-3 DATA_ENCRYPT _CMP

DIBFEY A TE2HELET,

o I—HY— IDINAU—RBIAET I > %T—IR—=A - 75347k LicTT
O1495123, #7547 > b ETUTODATY TE2ETLET,

1. 2—Y— IDINAT—RFHET 574>« A4 T73V—=%20 7347 > bDT T
7\/])‘/"3—:4’]/7}‘])'—\_:”: L/ij—o

2. T—HINR—Z + IZx—T % KR/ T A—%— clnt_pw_plugin 27 517 >
e TS014DARTEHLET., ZOTIT7A 3. BN E ZTirbih

%78 tFaUT4—-T571> 169



TWBENICBERARLS, DED, T—F XR—2KERKR/NT A—% — authentication
7Y CLIENT IZERESI N TS EESMCHO— REI N, MRS NET,

o A—HY— IDSAT—REIETITA > 2FERA LI IA4T7 >~ —=N— %
3=z A TOO—AIEFICBELTIE, &7 7147 > b B—N—, £
35— A ETUTOAT Yy 72EITLET,

. 2—Y— IDISAT—RBIATITA> - AT IV—%2II74T7 >~ P—
N—, ¥3T5— b Iz LDV IFAT TS0 T4 LT M—IC
JE—L X,

2. T—HNR=Z + IFx—T v —WR/NT A= — clnt_pw_plugin 7571 >
DARITTHEHL LT,

3. authentication T—% X—ZA + X% — ¥ — K/ A—%—IZ, CLIENT.
SERVER., SERVER_ENCRYPT. DATA_ENCRYPT. F/id
DATA_ENCRYPT_CMP ZF&XEL T,

GSS-APlI 75454 05 7Aa4

DB2 tFaUT 1 — -« AT LDBRIMEEE N AT A XTI 51T, GSS-API %
HHLTCHBORI T 71 > #HHET N, THREE=E06 I NEBATEE
ER

Kerberos IAAND T 554> « ¥4 TOHEEE, 759147 > h&ET—NN—FEiZ, HU
7554)-&47%HT@<‘*ﬁ?%7774/%#ﬁﬁhﬁ@@iﬁho7
TAT O REY—N—=LDT I 7423, FA—DOXY—DHDTHDHHEIZHD
FHAD., INSIFHEMBMEDH D GSS-API b—27 > AR L THEHT2H6END D
F9, Kerberos 7T A NIEHENINTNDEIDOT, 793147 > &Y —N—FEIC
FEDELIBMAGHED Kerberos 7771 > &TF 7014 L THHEWERAL, L)
L. TRUIEEBEEIN TV 2509 FEHER EDHE L D GSS-API AN XL
DA TIUAT—a PMITIE, DB2 T—FX—Z « AT AL EDERDHI B
UM WATREMED YD D £9, TXTD GSS-API iBiE 7771 3. BKLTW3
ENSTITA COFBHEIISCT, VIAT > NOTITA> T4 LT MY —
m H—=N—=DTITT4 - T4 L7 N)—DNWTINICESBENDDET, 7
FGTAINIIAT > RNDTIT74 > T4 L7 M) —IZ@MNDEE, Tido
— IV IRED=DE, 7347 2 RN —N—E#HERELELD ETHEEITHEH
INET, TITA DY —=N—DTI714> T4 L7 N)—IZENMNDEE.

ZUIT—N—\DOHEEHDOUE D= &, USER F/zid GROUP F+—7U—R
MEEINTIT GRANT AT — b A2 MOEITINZHEOFFA] ID OFEEEZTD
BIMEOREDZDITHERINET,

H: BFGED 797408 L N—=2a &7 7049 584813, DB2 —N
—, ¥R TITACEMERATAIRTOY S r— 3 /%’:i'@“{?ﬂ:'iéz\%ﬁ\
HOET, FILWLWN—T3 2% (ACARIT) EEZOE—T2EEIT, TI3T71>
EHATH 7O ANEEETHRICRE>TWD E, REBOME (hTvw 77 d) 0
FAELET., ZOHIKEHEII T35 220HTT IO 35550 774
CIMERTIZZE s TWaWEAIZIZEHA SN EE A,

T R—AEH AT LITH LTz GSS-API Gt 7571 > & AF Lk, 215
T 70495 ENTEET,

170 F—4x—=Z-&FaU74— AR



o GSS-API Rl 75371 > T —FR—Z « Y—N—EIZF 70135121, H—
N—ETUTFDOAT Y TE2ETLET,

1. GSS-API BT « IAT =Y —N—+ T35 T4 L7
MN)—=l2at—=LFd., ZOT4 L7 bU—=IZiE, 5D GSS-API 7771
CEIAE—T 5T EMNTEET,

2. T—HAN—RA + XFE—I % —MERINT A—4 — srvcon_gssplugin_list % .
GSS-APl 755142« TALZ RN)=IZA A=V ENEZT ST D4
FIOEZDO I XX DDY A NTEHLET,

3. ROWTNNEITHTLZEI N,

- T=HIR—=Z X2 —T v =W/ T A—F — srvcon_auth % GSSPLUGIN
F 7213 GSS_SERVER_ENCRYPT IZFRET 5 Z &id. H—/N—7"" GSSAPI
PLUGIN B8R EHHTELLDICTH DD AHIETT, HHWIE

- TR - XF—=T % — W/ T A—F — srvcon_auth %
NOT_SPECIFIED IZ#%%E L. authentication % GSSPLUGIN F /=13
GSS_SERVER_ENCRYPT ZF&&E T 5 Z &1d. B —/N—7 GSSAPI PLUGIN
Bt REFHTESELDICTE—-DDOHETT,

o GSS-API BAETZ A 2T —HIR—=A - 77147 M EICT 70149351

BT IAT >R ETUTRTDORAT Y THFEFTLET,

1. GSS-API BFET T4 > - IATI3V—20IF3A4T7 > DT I3T14> T+«
L7 M)—IZaE—LEd, 2074 L7 MJ—ITid. 8D GSS-API 75
JA>HEIAE—THIENTEXT, V947> MNE 7947 >~ ETHEH
TES, Y=N—DTFT714 DU XA NMIEENTNVDHRMAD GSS-API % &
952 EICko T, #K (CONNECT) £72137 % v F (ATTACH) #IEF D
AL D GSS-API 7774 > &&RLET,

2.?775/:7747/%#77tXT67 FR—=AZ&h&vTL, Vo1

7 > Y GSS-API & nun 777{ /@yf%ﬁnunﬁ)(ﬁ XL\&.L/T'_Z'U')\“%)L

ExRRLUET, f:

CATALOG DB testdb AT NODE testnode AUTHENTICATION GSSPLUGIN

o GSS-API i8Rt 75074 &R L 947 > b, —N—, £RIr—hrUz

A TOO—HIVIFNCBELTIE. UFORATy T2EFLET,

1. GSS-API BT 4>« IA4TI3U—%0I7347 > b, H—=N—, FkiZ
TF—hIx A LD IAT T T L N —=IZaE—-LZE
ER

2. T—HIR—=Z « IPx—T v —MR/NT A—%— local_gssplugin & 7571 >
DAFTEHFLET,

3. authentication T—9 N—Z + IXZ2— v — /N T XA —4 —12,
GSSPLUGIN., 7213 GSS_SERVER_ENCRYPT Z#%E L £7.
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27 N —"T., AUTHID_ATTRIBUTE N—#T 51— —Z2HKRHKL., TOI1—HF— -
F T MTBEEMT SN TWSE I —TE2EELET,

PRIB L LTIV —TRED=HDEBE LDAP DI (AIX)
DB2 V9.5 74 w7 A\ 6 LAK. Bl LDAP ICE DS EREB LT ) —7
BBN AIX AXL—F 4 27 « AT LATHR—bINET., ZOYR—F2ED)
29 2121E. WS OO FIEZEITT 206ENH D ET,

U ®IT

PR OFEIETIE, LDAP H—/N—72 RFC 2307 ICHEMTZZ &, B —H—4&
TN —TDIERERETLHIEDITHREINTNEZEEZHELET,

ZDHATZIZTDONT

1. LDAP IZRIRTHED AIX VT4 7 > FNEMKRT 51213, ULFOATw T&23HE

FLET,

a. root MEEZFOI—T—-LCcar 1L,

b. LDAP 75147 > b TyA)b-ty N AIX AT ALIZA A M=)V
A THDZEEMRBLET, AIX Tl ITDS V5.2 (AIX V5.3 IZf)E).
ITDS V6.1 (AIX V6.1 IZf1/8). BEXW ITDS V6.2 (AIX L3R/ S 7121 E)
D3 DOON—23>D LDAP 7547 > MINTRTHEEEL £, LA,
AIX V53 AT LA A=)V N/ ITDS V52 77 1)L - v FZER

LTWET,
$ 1slpp -1 "ldap=*"
Fileset Level State Description

Path: /usr/lib/objrepos
ldap.client.adt 5.2.0.0 COMMITTED Directory Client SDK
ldap.client.rte 5.2.0.0 COMMITTED Directory Client Runtime (No SSL)
Tdap.html.en_US.config 5.2.0.0 COMMITTED Directory Install/Config Gd-U.S. English
1dap.html.en_US.man 5.2.0.0 COMMITTED Directory Man Pages - U.S. English
1dap.msg.en_US 5.2.0.0 COMMITTED Directory Messages - U.S. English

Path: /etc/objrepos
ldap.client.rte 5.2.0.0 COMMITTED Directory Client Runtime (No SSL)

c. ¢ A7 arEHIT mksecldap A RE[MHAL T, V7 I7107 > MEMKL
£9. mksecldap I > ROFFEME, TNEFHL T 7147 > b akkd
5 HIEIZ DWW T, |http://publib.boulder.ibm.com/infocenter/pseries/v5r3/]
lindex jsp2topic=/com.ibm.aix.security/doc/security/setup_ldap_sec_info_server.htm|

EHIRLTLZE N,
d. /etc/security/user 77 AINDOHDTFT T H)V b « A Y EHEHFLET,

LDAP MIEL <M EINT LDAP T4 L7 MU —IZA—H—NA>TWbZ
LEMER LU=, LDAP 257 7 4)V b « I—HY—%RET HLEN
HOFET, TH9FT32ZET. FEDEWN LDAP T4 L7 MY —HNOHEEDL
—HY—ZfoT AIX V7 IA47 > MOl A > TELELHITRDET,

/etc/security/user 7 71 JLIN® SYSTEM B XN REGISTRY BT,

R RBL AL —EFHIFDONDE T —IRXN—ZZEHRET D DITHEH
INET, LDAP il 1—HY—EFHEZHNTTDHITNE. TIHI D « A
>HIZH D SYSTEM B XN REGISTRY JE:Z LDAP IZREL £9, #i:

chsec -f /etc/security/user -s default -a "SYSTEM=LDAP or files"
chsec -f /etc/security/user -s default -a "REGISTRY=LDAP"
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AL D SYSTEM B KU REGISTRY JEIEIC DWW TOREMIZ
http://publib.boulder.ibm.com/infocenter/aix/vér1/index jsp2topic=/com.ibm.aix.files/|
doc/aixfiles/user.htm? ZZH L T 723,

#F L <IiL. [Integrating AIX into Heterogeneous LDAP Environments] &5 4
A MIVOLw BT Y7 (http://www.redbooks.ibm.com/abstracts/sg247165.htmll) % 2%
L TL<ZEI N,

2. DB2 A Y A% XA LTHEi#) LDAP it Z k9 21213, ROKSITL T,

a. DB2AUTH L 2P A MU —Z% % OSAUTHDB IZZ%E L £9, SYSADM HE[R 2
FiDOI1—H—& LT db2set DB2AUTH=0SAUTHDB % FE{TL 7.

b. UPDATE DBM CFG IX > RZHAL T, T—FIRX—=Z « F—=/N— =+ A
& DA LORBFELLTOWT NN 1 DITREL X7,

* SERVER
* SERVER_ENCRYPT
* DATA_ENCRYPT

c. 774D Client Userid-Password Plugin (cInt_pw _plugin). Server
Userid-Password Plugin (srvcon pw plugin). B XX Group Plugin
(group_plugin) ZfEHL TWBZ E&MHRL £,

d. DB2 1 > AY > A%ZHKE#HML FT,

SEIELRRIAAREERTIEOEEEIF

DB2 V9.5 74 w7 A)Nw 7 6 LI, AIX TOZEiEA) LDAP ICE D EIFB LN
TN—"T w277 v TOHIR— K Tid., Kerberos RiFD YR — FMEEESINFEL
77o

AIX T LDAP &3LIT Kerberos SREZ T 2572012, BMOUHENTTHN
Fliz, SFEIERGMICHDTHT > MEEHL T Kerberos 72 ED I £ I F 7238
FAAHREEHTDHENHDEEITIE. LFOH D2 Jusr/1ib/security/
methods.cfg BXN Jetc/security/users IZEZDDLENDH D ET,

/usr/1ib/security/methods.cfg Tid. 7 71 ). LDAP BXUN Kerberos #2aLf T
DTFOHDMNNETT,

#: KRB5SA . Microsoft Active Directory % Keberos #Elfitz> 4 — (KDC) &L
THEHAT57200HDTT,

LDAP H:
program = /usr/1ib/security/LDAP
program_64 =/usr/1ib/security/LDAP64
KRB5A Hi:

program = /usr/Tib/security/KRB5A
program_64 = /usr/1ib/security/KRB5A_64
options = tgt_verify=no,authonly,is_kadmind_compat=no

KRB5 Hi:

program = /usr/1ib/security/KRB5
program 64 = /usr/1ib/security/KRB5_64
options = kadmind=no
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KRBS5Afiles H:
options = db=BUILTIN,auth=KRB5A

KRB5files H:

options

db=BUILTIN,auth=KRB5

KRB5SALDAP Hi:
options = db=LDAP,auth=KRB5A

KRB5SLDAP Hi:
options = db=LDAP,auth=KRB5

1]

UToflE, Rix2HETERIND 4 DOT7 NI hERLTWET, £nEh
HME OFRREE S XE ENET

frank D7 WD > SINT 7 A INIRE SN, 77 A IV EE > TGRIES A A1
3. /etc/security/users OHIT frank DAY > HIIRDOLDITHRDET,

frank:
SYSTEM = files
registry = files

karen DT T > bINT 7 1 IVITERE 31, Kerberos Z {5 TRAES 115551
1%, /etc/security/users OHIT karen DAY > HIXRD L DTN FT,

karen:
SYSTEM = KRB5files
registry = KRB5files

luke ®7 717 > KNIN LDAP IZHRE 41, Kerberos Zff > TiRFE S NAHHLEIT
1Z. /etc/security/users OHIT luke DAY > HFILKRDLIIT/ZD FT,

Tuke:
SYSTEM = KRB5LDAP
registry = KRB5LDAP

lucy D7 717> FAY LDAP IZERE S 3. LDAP Zfli-> Tk I N5 LA
3. /etc/security/users OHIT lucy DAY > HFIZRDEIITHD ET,

Tucy:
SYSTEM = LDAP
registry = LDAP

LDAP IZA—HY—MNEHRBINTNDINEINHRIT 2L, LFoax > R&Effio
TaA—Y—Z2BETEET,

$ Tsuser -R LDAP lucy
Tucy id=1234 pgrp=staff groups=staff home=/home/lucy shell=/bin/ksh registry=LDAP

RIB LN ITN—TRFEZITO =HITEBER LDAP £#8kT 5
(Linux)
T4 ANy 5 LB, DB2 T—F RX—Z « —/N—IZX> T Linux #XL—
TA 2T« AT A ET LDAP R—ZDRFEZ BBICHHTESL X DICTBIC
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IZ. PAM (Pluggable Authentication Modules) & fHd 2N NH D 9, T —H—
BROTIN—T OEREHMNT DK D12, il LDAP —N—ZflL TH <&
ENHD ET,

EUBHIC

DB2 7 —# N— A TiBil) LDAP OHR— MZETTBI2E. LFTOY A7 %

FEITLET,

1. PAM ZfHL CTaA—HP—ZTEHELDIARL—TF 4 2T « AT LZERER
L%,

2. DB2 1 VA > A&k L £7,

ZNSDAT Y T Tid. LDAP Y —/N—7% REC 2307 ICHEHLL TWB Z LR S
0 ET,

FIE
1. LDAP BEXUY PAM IZHIRTHEIAXRL—F 4 2T « AT LZREKT 51T

& LFOATw 7HFEITLET,

a. root MERZRKOD1—v¥—LLTcory 1 >LET,

b. nss_ldap /Sy 7 —IB KW pam 1dap N T —I0A VA M—J)baniTnhb
TEEMRLET., s 2 DOy —21d, libnss_ldap.so BX N
libpam ldap.so &L TC. /1ib(64) T« L 7 NU—%721d /usr/1ib(64) T
4 L7 M)—=IZHDET,

c. LDAP 75147 >k R ELTHETLIEDITARL—FT 4 2T - X
FThEYEY N7y T ULET, Jetc/ldap.conf 77y 1IVEEAHEL T, AXL
—T 4 2 AT AN LDAP H—N—&ENA O RTELLDHICLET, UL
TITRT DIL Jetc/1dap.conf 7 7 1 ILDFITT,

host <host> # Address of Tdap server
base <base> # The DN of the search base.
rootbinddn <binddn> # The bind DN to bind to LDAP
ldap_version 3 # LDAP version

pam_login_attribute uid # user ID attribute for pam user Tookups
nss_base_group <group> # nsswitch configuration pertaining to group search Tookup

d. /NATU— K% /etc/1dap.secret 77 TIVITREL£T., TDT 71 IVITH
T ORABZETDZENTELDIL. root T—HF—DATHDZRETT,
e. /etc/pam.d/db2 T PAM KEEK 7 7 A VAR EZIIEHE L £T, ZOT 7 A
NEHmAEEZTELDIL. root DATHBENETT,
auth  sufficient pam_ldap.so use first_pass
auth required pam_unix2.so
account sufficient pam Tdap.so
account required pam_unix2.so
password required pam_pwcheck.so
password sufficient pam_Tdap.so use_first_pass

password required pam_unix2.so use_authtok use_first_pass
session required pam_unix2.so

f. LDAP 2 LT/ —TRREFEITTELXDIT Linux AT LEZEZY b
w7 UET, /etc/nsswitch.conf 77 JVNT group BL passwd FHH
ZHEOT, MRAXELT 1dap AT TVWBESICLET,

PLFIZRT DL, group X passwd HEHDHI T,

group: files ldap
passwd: files ldap
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2. BB LDAP il =i T 25LDIC DB2 1 > AY > AZRRT %I12i1d. LR
DATy TEEFTLET,

a. DB2AUTH L A M) —%2 %% OSAUTHDB ICFREL £9 ., SYSADM HEPR %
FOI—3—&L T, LAFOaXY > RERITLET,

db2set DB2AUTH=0SAUTHDB
b. Y= N—TORFHZUFDONTNNIHREL XTI,
« SERVER
* SERVER_ENCRYPT
+ DATA_ENCRYPT

c. 774J)VED Client Userid-Password Plugin (cInt_pw plugin). Server
Userid-Password Plugin (srvcon_pw_plugin). H X Group Plugin
(group_plugin) ZHHL TWAHZ E&MRL £,

d. DB2 {1 > AY > AZHIREFHL £,

RIS L VI N—TRED/=HDBEIBR) LDAP DB (HP-UX)
T4 ANy 5 PR, DB2 T—FRX—Z + —/N—I2& > T HP-UX XL
—T A4 2+ VAT ALLET LDAP X—ADRIEZ B EMICHEHTESLHITT BT
3. PAM (Pluggable Authentication Modules) Z {4 206 ENH D £F, T —HF—
BEORTN—TDIEREKMNT 2 X512, FFTIT LDAP H—N—2HR L TH &4

EMHD XTI,

U BHIC

ZOFNETIX. LDAP H—/N—7% REC 2307 IZHEHLL TWD Z EMFiHEE/RD £
ER

FIie

1. IBM Tivoli Directory Server (ITDS) /N—a > 6.1 Z#HL TWAHE, BN
DAT Y TENS DONFEITLT LDAP H—N—%&2t vy N7 v 7T 208 NH D
£9. £OLARWVED, HP-UX AT ALIFENICHER TEEE A, HP-UX F
RL—=T4 27« VATLTO LDAP Y —/N\N—Z#RkT 51213, LFOAT
TEERTLTIIZI N,

a. LDAP H—/N—IZ root HERZFFODI—Y - L TOV/ 1> LET,
b. idsldapadd O~ > RZ¥HfTL T,

idsldapadd -D <root> -w <password> -h <hostname> -p <port> -c -i duaconfigschema.ldif
where,

<root> - the bind dn to bind to LDAP

<password> - the password for bind dn

<hostname> - hostname of the LDAP server

<port> - the port LDAP server is running. Default is 389
<schema.ldif> - LDIF file contains DUAConfigProfle Schema

Netscape Directory Server F 7213 Red Hat Directory Server MDY F10AVEH
INTWBEE, duaconfigschema.ldif ICU A MEN=A TPV bV T
AW, LDAP-UX ty b7 w7 - 70/ 5 L&A LT LDAP ¥ —/N—IZH
BB NET, LML ITDS AEHEINTHLHER, 722

ke 7S 2Z2FEHTEMLTNS, HP-UX Client ET LDAP-UX v b7
w7 e T I NEETLETNERD ER A
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2. LDAP BELW PAM ICHIETDEDIAR L —F 4 27 « AT LERERT 51
3. UFDOATw TE2ETLET,
a. root MERZFH>a1——LLTcor/1>L%E7,

b. LDAP-UX Client Service - > A h—)LL. LDAP-UX v ~h7 w7 - 7O
TILEFETLET., DTOBEENEZRINET,
[ctr1-B]=Go Back screen 2

Hewlett-Packard Company
LDAP-UX Client Services Setup Program

Select which Directory Server you want to connect to:

1. Netscape or Red Hat Directory

2. Windows 2000/2003/2003 R2 Active Directory

To accept the default shown in brackets, press the Return key.
Directory Server: [1]:

F 7 a2 1 Z#IRL T, Netscape Directory Server /=13 Red Hat
Directory Server ([ZH#td 5072 BIC L. S SITHRICLENNET,

LDAP-UX D1 > A R—ILIZDWTEEL LIE. [LDAP-UX Client Services
B.04.15 Administrator's Guide] Z#ZMBL T 7Z3I W,

c. /etc/pam.conf T PAM MR 7 v 1INV EwRELET, ZOT7 71 ILICLLTD
TFANEEBMLET,

db2 auth required 1ibpam_hpsec.so.1
db2 auth sufficient libpam_unix.so.1
db2 auth required libpam_ldap.so.l use_first_pass

FATT AT, £91—Y— ID BROXRAT—RFRo—A)L - 774
e DATLEREADETRAEINE T, LDAP MRMNMTHONZ0DIF, 1
“ﬁ:“ﬁg*ﬁtﬂéMfglﬂi?%é&\ D”‘jj)l/ ° 77/()1/ ° :/X?L\ c]:én/un
KT HLEITRENET,

d. LDAP 2N L TUIIN—THEREZFETTESHLDIC HP-UX P ATLZzty b
7w 7 UET, /etc/nsswitch.conf 7 7 LNT group HBLU passwd H
HzADF, MRAXELT ldap WA N TS ESICLET., BRI
RT DL, group BEY passwd HHEHDHI T,

group: files ldap
passwd: files ldap

3. il LDAP REEZ2 AT 5L 91T DB2 1 > AY A% T 51213, AT
DAT Y TEFITLUET,

a. DB2AUTH L YA b —%2%% OSAUTHDB IZF%E L £9, SYSADM HEfR %
FFoa1—v—&L T, LFOa~Y > RERITLET,
db2set DB2AUTH=0SAUTHDB
b. Y—=N—TORFHZEZUTFDONWTNNITEREL XTI,
+ SERVER
+ SERVER_ENCRYPT
* DATA_ENCRYPT

c. 774D Client Userid-Password Plugin (cInt_pw _plugin). Server
Userid-Password Plugin (srvcon_pw plugin). B XX Group Plugin
(group_plugin) ZfHL TWHZ L&A L £,

d. DB2 {1 > AY > A%ZHIK#HML FT,
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PRIBLUVITN—TRED=HDBIBK] LDAP DIERX (Solaris)
T4 w7 AN 5 L, DB2 T—HRX—RZ « —/N—IZ X > T Solaris XL —
TA 2T AT A ET LDAP R—ZDRGFEZ BBMICHHTE S X DICT 51
IZ. PAM (Pluggable Authentication Modules) Zffi 9 2L ENH D £T, 1 —H—
BLORTN—TDEREKENT DL D12, FRIIC LDAP H—/N—2ZFElk L TH <4

EMHD XTI,

U BHIC

ZOFNETIE. LDAP H—/N—7% RFC 2307 ICHEHLL TW2D Z EMFiTE L2 D £
ER

FIIEi

1. LDAP BXUW PAM ITHINT DX D AXRL—F 4 27 « AT LZHKT 51T

& AFOATwy TE2FETLET,

a. root HEfRZFFOI—Y—&LTOV/ 1> LET,

b. nss_ldap /S\w o —BEXWY pam 1dap ST —I WA > A M=) Tn5
TEEMRLET, N5 2 DO/Nv 7 —213, nss_ldap.so BLW
pam_ldap.so &L T, ZNZN Jusr/lib T4 L7 MU —BXN
/usr/1ib/security T4 L7 hU—IZH D FT,

c. LDAP 77472k« R ELTHRRETHEDITAXRL =T 2T - A
FTLhEYLY N7y T LUET, ldapclient(IM) > ¥ —7z—AZfEHL
T, Idapclient AX > RZFEITTAHIEMTEET, AFICHAFIZRL £
To

ldapclient manual -a credentiallevel=proxy ¥
-a authenticationMethod=simple ¥

-a proxyDN=<root> ¥

-a proxyPassword=<password> ¥

-a defaultSearchBase=<base> ¥

-a serviceSearchDescriptor=group:<group> ¥
-a domainName=<domain> ¥

-a defaultServerList=<IP>

where,

<root> - the bind dn to bind to LDAP. This is the dn of the user entry in the LDAP server
that is permitted to search the LDAP server for user accounts and groups

<password> - the password for bind dn

<base> - the dn for the search base. This should be one Tevel above the user and group entry
<group> - the base dn for where the group information is stored

<domain> - the domain name for the LDAP server

<IP> - the IP address for the LDAP server

FEL <I3. ldapclient(IM) DX Za7I)IVESRL T /Z3 W,

d. /etc/pam.conf T PAM HER 7 7 A NN ERELET., ZOT7 7 AILIZELTD
TFARNEEMLET,

db2 auth requisite pam_authtok_get.so.l
db2 auth required pam_unix_cred.so.1
db2 auth sufficient pam_unix_auth.so.1
db2 auth required pam_ldap.so.1

HATT DR TIE, FT12—Y— ID BLXUOSAT—Rpa—h)L - 77 A
e AT LERZEDETREINE T, LDAP MERMTONLDIF, L
—H =S NBNWEEE, O—HA)b s Ty A1)« AT LK DEBFEIC
KT HHEBITRESNET,

e. LDAP 2N LTV I —THMREFEITTESLDIT Solaris AT LELY K
7w 7 LUET,. /etc/nsswitch.conf 7 71 JVINT group HBLUN passwd H
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HzADO, MRARXELT 1dap AN TWAHESICLET., DR
13, group BEN passwd HEHDHI T,

group: files ldap
passwd: files ldap

2. BHEH LDAP it Z#HH T 5L DT DB2 1 VAV > AZRKT 5I12iE. LR
DATY TEETLET,

a. DB2AUTH L YA b —2%% OSAUTHDB IZF%@E L £7, SYSADM HEfR %
FOaA—Y—7T, UTFoax > REeEFTLET,
db2set DB2AUTH=0SAUTHDB
b. Y—N—TORHZUTFTDONTNNTREL £,
+ SERVER
+ SERVER_ENCRYPT
« DATA_ENCRYPT
c. 774D Client Userid-Password Plugin (cInt_pw _plugin). Server

Userid-Password Plugin (srvcon_pw_plugin). #HBE N Group Plugin
(group_plugin) ZfEHL TWHZ L&A LET.

d. DB2 {1 > AY > AZHIK#ML FT9,

LDAP 75454 - €2 a—)VDi&Rk
LDAP 'S4 2 « B a—)VEBKRT 21213, TNETNOREIZEDET.
LDAP YFaUT (4 — - T R 7 7 ANV EEHTIHEND D ET,
A EDIGEL. LDAP EHEFICHWE LT T, @Y ERMEEERT 2 &#ME
<7,

IBM LDAP tFaUF 4 — - T340 HRT7 71 IIVDOT 7 %)V s O£HET &5
3. L P EBRDTT,

e UNIX: INSTHOME/sq11ib/cfg/IBMLDAPSecurity.ini
* Windows: %DB2PATH%¥cfg¥IBMLDAPSecurity.ini

# 7> a &L T, DB2LDAPSecurityConfig BREAKZHHL T, ZOT7 711D
LR EdT 5 2 EHAEETT, Windows Tld, 7 O—=)NJL « AT LBRET
DB2LDAPSecurityConfig Zi%&E L. DB2 B —EAMBLZTDEESRTE 5Ll
THBLBENHD XTI,

B HEREZ RS 2 E IR DEREUTORICELEDET,

#30. —/N—BIEDE

INT RA—F— Bl

LDAP_HOST LDAP Y —/)N—D4%4Hii,

Z3U3, LDAP H—N—DRA MG EZIT 1P

7 RUVADAR=ZARGID Y A N THO, AT a L TENTND
A= EFEHARADIEHTEET,

B Z1Z, hostl[:port] [host2:[port2] ... ] ®&I AV T,
FTI74)N EDOR—FEBIT 389 TI. SSL WNAEMI/R> TWBHHEIZ
636 IZ/2D £,
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#30. —/IN—BIHEDME (%)

NIA—=5—

GEL|

ENABLE_SSL

SSL Y 7R— k&R AEIC 9 5121X. ENABLE_SSL Z TRUE
ERELET (GSKit 21 > AM—=ILLTHBEBIMLENHDET), N
=

FTrar - NTA=F—THV. T74)V ~NTIL FALSE (SSL HH—
ral)

/30 £,

SSL_KEYFILE

SSL &Y > 7 DI A,

BT 7 A IDNBEIZ D DIE. GSKit D1 > A ~—
JIVTHEIMIZ h T AT v RICRE S N WIEHZEZE

LDAP —N—TfHH L TWAHEAIESNET,

#l Z4E, SSL_KEYFILE = /home/db2inst1/IBMLDAPSecurity.kdb
DEHITRHRDET,

SSL_PW

SSL Y > D/SAT— R, BlZIE, SSL_PW = keyfile-password D&
STV ET,

# 31 2—H—BEDME

INTA—% — L]
USER_ I—Y—H® LDAP 7V k7T,
OBJECTCLASS |j@%ild. USER_OBJECTCLASS % inetOrgPerson

(Microsoft Active Directory DIFAEIEZE DL —H—)
ITRREL £,
Bl 21X, USER_OBJECTCLASS = inetOrgPerson DX SITARD X7,

USER_BASEDN

I—Y—RRMFICHEHT S LDAP K DN,
RELRWEAIE, I—F—M%ED LDAP

FTALYZ M= — NS HRED ET,

W< DMD LDAP H—/N—"TIlZ.
ZDNTA—F—DEZERET S ENVBAIZIZ D TNET,
Bl Z1E. USER_BASEDN = o=ibm D& 32720 £,

USERID_
ATTRIBUTE

I—H— ID IZWT % LDAP 1—H— @,
I—H—2JEERi1—Y— ID T DB2

CONNECT A7 — kA N&%E{79 % &, USERID_ATTRIBUTE J@&ME.
USER_OBJECTCLASS J&{%. USER_BASEDN J&{4%
FEESNTWDES)

DOHABEHEITE > T LDAP MR T 1 VY — DRI NE T,
il 21X, USERID ATTRIBUTE = uid D¥FEIT.
DUFOAT—hMALNEEFTTHELET,

db2 connect to MYDB user bob using bobpass

FRELT, UTFOXRIBRERT 4 NI —DRERSNET,
&(objectClass=inetOrgPerson) (uid=bob)

AUTHID_
ATTRIBUTE

DB2 # 7] ID IZHIET D LDAP I1—H—Jg@ k.,
JHEH X, USERID_ATTRIBUTE &[EU T,
B Z VX, AUTHID ATTRIBUTE = uid DX DTV ET,
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%32, ) —TE#EDE

INTA—K— LA
GROUP_ TN —TH®D LDAP #7227 b - 7 I A,
OBJECTCLASS EH X, groupOfNames F7zId groupOfUniqueNames

(Microsoft Active Directory D1 group) TT
Bl 212, GROUP_OBJECTCLASS = groupOfNames DXL SIZ720 £,

GROUP_BASEDN

TN — 7B T % LDAP &K DN,
BELRWESIE., JIIV—THRED LDAP
FALIZ R =D — NS BEDET,

W< DND LDAP H—/N—TI3.
ZDINTA—FH —
DEZEIEET S ENRAITIL> TNWET,

B 24X, GROUP_BASEDN = o=ibm DX D127/ D £ T,

GROUPNAME_ TN —TDHENIHIET D LDAP 7))L — T @k,
ATTRIBUTE Bl 21X, GROUPNAME_ATTRIBUTE = cn DX S IZ/2D £T,
GROUP_LOOKUP_ A=Y —DTIN—T « A=y TEkERT 520D HiEERTE
METHOD LET, AJREREIIUTOEBD TT,

¢ SEARCH_BY_DN: 1—H—Z A N—ELTUANTBT)—F
EMBLET, AN—T w713,
GROUP_LOOKUP_ATTRIBUTE & L CEFHT 57/ — 7@l GE
13 member F7z13 uniqueMember) IZL > TRLUET,

¢ USER_ATTRIBUTE: ZO¥H1E. I—HY—0FfET 5 7 )L — TN
I—Y—-FT77r FEEKDOE®HEEL TV A ENET, ZO
T T, GROUP_LOOKUP_ATTRIBUTE & L CTEFET 51—
—EHERRL T, I—Y—OMETL /) —T2RELET
(FEAHYIZ. Microsoft Active Directory D513 member0f. IBM
Tivoli Directory Server D51 ibm-allGroups TI ).

%i: GROUP_LOOKUP_METHOD = SEARCH_BY DN

GROUP_LOOKUP_METHOD = USER_ATTRIBUTE

GROUP_LOOKUP_
ATTRIBUTE

TW—"T « A= TEMRT H7-0IEHT 28040
(GROUP_LOOKUP_METHOD D#iHi &%),

il
GROUP_LOOKUP_ATTRIBUTE
GROUP_LOOKUP_ATTRIBUTE

member

ibm-allGroups

NESTED_GROUPS

NESTED_GROUPS % TRUE 1295 &, DB2 T—4N—Z » X R—
Py —ld. TI—T « AUN=2w TEHBNITKRERT B0,
BEINEZTXRTOIN—=T DTN =T« A= v TERRL
FHELET,

AW BICHTEL. B2 A BT AENSMERS.
ELLEINET,

ZDINTA—=F—=13F T a>rThD,

774 )L b Tld FALSE 12720 %7
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LDAP

%33 FofofE

INTA—K—

GrL|

SEARCH_DN,
SEARCH_PW

LDAP Y —N—NELT 7 A EHHR— L TWaRWEEPS, 1—F—
FRITIN—T ORBECESLT 7 B A TIEIA 072868138, MRET
BRICME T % DN ENAT—RZ2F T2 a > ELTHRETEET,

il
SEARCH_DN =
SEARCH_PW = rootpassword

cn=root

DEBUG

DEBUG % TRUE IZFRET 5 &. LDAP BEDMED TN FITHENLD
BIME®RA db2diag.log WEZAENET,

FEAEDEMESRIZ. DIAGLEVEL 4 (INFO) TOXICiINE T,
DEBUG &, T 7 #J)V N T false 12720 X7,

753042 E

~ &

o a—=)VDERTEEIE

ANAIEADINAFYU— LDAP I « B a2—)VN DB2 1 > AY >

A T4 LI K

U—IZA>TWET,

DB2 1 > AY 2V ADHRTEFNZTND LDAP 75712 « B a— VIS N T
NWELBFFELL FORICEEDET,

£34. 64 EY ND UNIX AXL—F 420 « AT AE Linux XL —F4>0 « 2 X7
A

TS5 -

EVa-IVD

A4S S

H—/)N— /sql1lib/security64/plugin/IBM/server

27947 > |/sqllib/security64/plugin/IBM/client

JN—"7 /sq11ib/security64/plugin/IBM/group

#3532 EYND UNIX AXL—F 420 « 2ZFTAE Linux XL —F 420« > X7
A

TI54 -

EVa-IVD

147 B

H—/N— /sq11lib/security32/plugin/IBM/server

27947 > |/sqllib/security32/plugin/IBM/client

TN—"7 /sq11ib/security32/plugin/IBM/group

& 36. Windows

AR —=F 0 20T« S XFN (64 Ev h&E 32 Ey FORiH)

TS5T74 -

ED2-IIVD

L7 S

H—/\— %DB2PATH%¥security¥plugin¥IBM¥instance-name¥server
7947 > | %DB2PATH%¥security¥plugin¥IBM¥instance-name¥client
TN—"7 %DB2PATH%¥security¥plugin¥IBM¥instance-name¥group
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LDAP

H: 64 Ev RO Windows 77712 « B 2a—IILOHEIL. 77 1IVAIC 64 &
WIHIBFEN A TWET,

DB2 OX > Rfr7Ootyd—2fHHL T, 7—FRX—Z « IX3x— v — MR ELH
L. RERTIT74 2 - B a—)VEHHAREICLET,
s —N— T4 - a):
UPDATE DBM CFG USING SRVCON_PW_PLUGIN IBMLDAPauthserver
c UIAT T BT a2
UPDATE DBM CFG USING CLNT_PW_PLUGIN IBMLDAPauthclient
s IN—=T T34 - a—)
UPDATE DBM CFG USING GROUP_PLUGIN IBMLDAPgroups

db2 terminate I~ > RZMHAL T, DB2 I~X > R 7Oty —DFEFHOTRT
ONw LR 7OtA&KETLTHNS, db2stop I > K& db2start I > R
ZERALTA > AY D AZEILL THIBEIL X7,

A—Y— ID ICLBiEE

DB2 > A% AT LDAP £FaUs 44— T3040 kT HE, 1—H—
BEIEIERFEOLI—T— - AN 2V EESTT—IR—AIEHETEDLD
IR0 ET,

LDAP T« L7 NU—HNOA T2/ FOMEIR. #% DN) ICE>TERLE
. DN |IEAMIZ, HLHEOMEEZ KL 72EHUS—Y DARITT . #lZIE, K
DLV ET,

cn=John Smith, ou=Sales, o=WidgetCorp

A—Y—QI—H— D, I—H— ATy MIHEELLEE GEFIZ uid
JEME) 1Ko TERLE T, B ZA N > @A jsmithy DEFHHHIUL, #Hl
TR E O —fE R L7z E A—)L « 7 RL X (Bl AL jsmith@sales.widgetcorp.com)
DEOIBGLELHVET,

I—Y—@ DB2 A ID I3, DB2 T—F N—ANDIL—T—ITBHE L 2 4H[ T
j‘o

PDRfE, —=N—DHKEAL « AR —=F 4 27 « VAT ATI—Y—%EFLTHD
INESET, I—H— ID &FFn] ID ZFEUCTLAE (2720, #Fn] ID [3HEAMITK
XFTERLLET), DB2 LDAP 7771 > « BV a—)V&MHHATHIL. LDAP L
—HY— ATV b OIFIEEEEI—Y— ID EFFA] ID ICBEAITS
EMRREICRDET, FEAEDEBFIE, I—F— 1D &Fr ID ZHUCA RN >~
712 LT, USERID_ATTRIBUTE & AUTHID_ATTRIBUTE Difi /512 [F U@t 2
FHTEET, 72720, 70l ID IIFMAAA T BNWRG DIERNL—H— ID
BHEICEENTVNDEZENSZWERETIE. 7571 > OHMEE7 7 1)L THD
AUTHID_ATTRIBUTE Z#pk3 25 Z EHAHETT ., —N—ld. TD
AUTHID_ATTRIBUTE EMOfEZEOEL T, 21— —0ONE DB2 £itk L TE
DEZFHL £,
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Bl Z1E, LDAP Z—H¥— ID N E A—)L - 7 RL A #lzIL

jsmith@sales.widgetcorp.com) DX D IZ7/2>TnWSHELET, DB2 #Frf ID &L T

—H—DH5 (smith) 72T Z AT HEHEIE. LTFTOXSICL£T,

. BHADEENTVWBHLWEMEZ LDAP H—N—DT R TOI—H— 47
Pz MCBEEMITET,

2. AUTHID_ATTRIBUTE IZZDH L WEEOA4FI 2R T L £7.,

I—H—IF, %8478 LDAP 1—H— ID ENXAT—RZ@HL T, DB2 T—4 N

—AIEHRTEET, AL ROXIICLET,

db2 connect to MYDB user 'jsmith@sales.widgetcorp.com' using 'pswd'

EZAM. NEBTIE. DB2 T—FX—Z « ¥ *— v —Id. AUTHID_ATTRIBUTE
THS L ZEHES (ZO%5EIE jsmith) 2@ L To1—Y—22RBL £,

LDAP 75074 >« X a—)VEMMRICL THKT 2L, I8 —d, Ix&
FRAMI T ZFHALT DB2 T RN—AIHEMTEHLIITRDET,
« 564 DN, #i:

connect to MYDB user 'cn=John Smith, ou=Sales, o=WidgetCorp'

o ¥4 DN, 8% DN ZfiHL T LDAP T« L7 b —ZRBHKRT 5L X2, #HY)
BRZBEE DN NEZINcnhiud, 1 Do—FgaENBHEINET, #i:

connect to MYDB user 'cn=John Smith' connect to MYDB user uid=jsmith

o Hifli/m AR>S EENGENTHEWVWARNY >, FOAKRY 2713,
USERID_ATTRIBUTE TEEfiZN T, ¥4 DN &L T EINET, Hi:

connect to MYDB user jsmith

iE: CONNECT A7 — b A2 MFE7/-IZ ATTACH IX > RICHEETHA M) > FI
AR—=ARERLFENEENTWEERIL, TOA Y > 7 2E—5|HHFTRY >
THBIMENHD T,

JIV—THRRICBAT HEEEHE
LDAP Y —N\—TI3#%. 1—H— - A7V FOBEELRZIN—T - AT
T FOBEELTIN—T « AN—2y TiERERLET,
s A—HY— ATV FOEMEELT

£ZI1—H— - T2 MMz, GROUP_LOOKUP _ATTRIBUTE & W9 EENH
NET, ZOBEICHL THREZ2ETINL. ZOLI—F—DTXRTDY ) —
T e AN—=Tw TERETEET,

o VN —T F Tz OEHEELT

BIN—"T « AT MiZH, GROUP_LOOKUP_ATTRIBUTE & W o JgEENH
DET, TORBEEZFEHATIUL. TOVIN—TDALN—=IZ/R>TNETNTOD
A—HY—ZUZARNTEET, HELI—T—DEL TNEITXRTOY)IL—T %52
T570I0, A=Y= F TPV FMAN—ELTEHEENTWVWETXRTDY
W—TERET DI EHARETT,

FOEBELNDHFIETHRTES LDAP U—N—13%<H0FI L. WiHDOHEZE
FIEFICHR—R LTS LDAP H—N—bWNW<DOhH D ET., THEHD LDAP Y
—NN—ORERGFIEICDOWTIL, LDAP EHEFICHWAEDLETLZE 1,
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LDAP 757142 « 8V a—)V &R T 5 & Z121E. GROUP_LOOKUP_METHOD
INT A= —=2FHL T, VI—TRBOETHEEZRETEET,

o I—H— - F T h® GROUP_LOOKUP ATTRIBUTE ElEZMHL TY Il
— T AUN—y TEERT HZHEND DA,
GROUP_LOOKUP_METHOD = USER_ATTRIBUTE Z##HEL £,

o ZIN—7 +F T h® GROUP_LOOKUP _ATTRIBUTE ElEZMHL TH Il
—T e AUN—=Tw TEMERT DHEND HHEIL.
GROUP_LOOKUP_METHOD = SEARCH_BY DN ZHTEL £7.,

%< D LDAP U—N—1&, VI —F - F T2 7 +D
GROUP_LOOKUP_ATTRIBUTE @M HL TAN—2y TE2HRLET, TD
BEZ. LToloLd> TR TE£T,

GROUP_LOOKUP_METHOD = SEARCH_BY_DN
GROUP_LOOKUP_ATTRIBUTE = groupOfNames

Microsoft Active Directory [Jil%., I—H—@HEEL TN —T « AN— v 7
ZRMLET, TOHEE. LFOBFOL S ITHRTEXT,

GROUP_LOOKUP_METHOD = USER_ATTRIBUTE
GROUP LOOKUP ATTRIBUTE = member0f

IBM Tivoli Directory Server (&, Wil DA EZFERFICYR—FLTWET, 1—H—
DTN—"T « AN—2w TERET 5T, KRl 12— —EM ibm-allGroups
ZUTOBDESITHEHTEET,

GROUP_LOOKUP_METHOD = USER_ATTRIBUTE
GROUP_LOOKUP_ATTRIBUTE = ibm-allGroups

fid> LDAP H—N—T%, ZI)—7 « AN—=2 v TZ2RET B0, &
LD BENREENHEINTWAEENHDET, —i%IZ, 1— ‘ﬁ' )E‘I‘EEL:J:
STAIN=w TERETZHN, I—HF—2AN—ELTYRANTBT)—
TEMRRTHIDBHEETT,

LDAP A —HY—DFAEIN—TDORRICEATSE STV a—
TAT
LDAP I—H—DRiEC VI — T OB CTRIEMNFRE L7285 4513, DB2 2oy
%NM&MQ&mﬂﬂﬁﬁF57w91_T4/ﬁ@t®@lﬁﬁ;ﬁbijo

LDAP 7574 > « B8V a—)VLEHE. BEFRAERO LDAP RO I— K, K7 ¢
W —. TOMDZNL DT —H 20718 LET, LDAP I35 14 2 - £V a—
JVORERL 7 7 1 )VC DEBUG # 7 2a > ZAMNITHE, 512 < DIFRN
db2diag.log O ICEZATNE T, TOERIIMENCRN T TIN> a—FT4 > TI
BB ETN, TRTOBEBMT—F%E 1 DOT 7 AIVCEZADUBEICEEHE L /=4
—N—=Av REEZEZDLE, EHATLATEOL T > a 2 LHEHBEICHEATSH &
3BEHTEET .

T—HIR—A + IF—T % — leaglevel /N T A—4 —7%Z 4 IT&REL T,
LDAP 75742 « EVa—IDERESNTLD2ITXRTDOAyE—V%F vy T F v
_T%%ctj ul./b(<7t_é(/30
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t¥aVFas—--TFS554 0 DERK

DB2 IC&dtFaVUTs—--TFS14DA—FAEK
BT« T4 TF7)—=IZid. UFDEI7%, T340 « ¥4 TR UE
DRI Z FFOUHMEREE NS EN TV HUTR 0 £8 A,
o Y—)N— YA RFBIET T 71 >: db2secServerAuthPluginInit()
« UIAT b - UA RFBIET T 1 >: db2secClientAuthPluginInit()
o J)—"T 75771 >: db2secGroupPluginInit()

COREE. T DB EITENE T, TS5 IR, fEiE
SINE=TITA RGP L, 7571 2 OB EIEOH T /oI i E R e

DB2 ik L ET. 7T 71 DWHHEBEEIZ. AFD/NNT A=Y —ZZFANE

R

o TS5 A L EIFEONHT DB2 A LAY LAWY R— hTE BB RAT > & — i
DE@N—a > &5

s ATVAT—2a ElBEETEHTRTOD APl 28T HRA > — 2D -
BEETRA 25—

+ db2diag.log 77 AIVICES « Awt—T&BINT HHEMERFET R ¥ —

c IT— - Avt—Y  ANY LT EFTRA 2 —

c IT7—  Avtk—YOEX

PLFRIE. INV—TRETZ 71 > OO V' =F v —T7,

SQL_API_RC SQL_API_FN db2secGroupPluginInit(
db2int32 version,
void *group_fns,
db2secLogMessage *1ogMessage fn,
char *xerrormsg,
db2int32 =*errormsglen);

H: 797429475 —% C++ TANAILTBHEEIL. extern "C" Z2fl
ALTIRTOBEKZEZES T HHENHD XY, DB2 I&, HEEFXL—F 1>

T AT LOEO—F —ZFHAL T, C++ OI—Y—AERT 71> - T4 7T
FU—DONETHEAEINTND C++ I2ANITII—BIXOTA KT 745 —&LH
LET,

YIEMERE SO, MEOBEKLEZFR LRTER SR, TS50 - 54T 51
—NOHE—DEITT ., DD T T 71 > BEIE, LIS 5 RS N /=B%k
R —Z@BLTESHREINET, Y—/N— - T35 1 21%. DB2 H—/N\—DIEE)
FRlco—RENEST, V947> b TI3T1203, 7947 > b ETHEEIN
LEEICO—REINET, DB2 L. 90142 - 94T 7)) —%20—RT5LT
<2, ZOYEMEBEE DM EZBFRL TIEOH L 3., ZORRKEEDY X 713,

LFOEBDTT,

o BARARA >y —%, WU EEIET R Y —ICF Y AT B

s TAT T —NOMDOEEKZEIRET RS > —ICANTS

o RINDBEENRA > —WEDON—2a > BFICANTS

DB2 (37574 AL 2 EREIT T ZENHDET, 2O ENREIS
DI, 7TV —2a @I DB2 V947> 94T 57— 0—RLT
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t+a
18

Mm5INEY >O0—RLTHO—RL, BO0—ROREBROWMAICT T 71 205
AR E EITLIEHAE T, ZOXIBBEEE. T3 712 - IA4T U —=0T
>O—RaINg, LEA>THO-RFRHINBRNWIENHDET, LEL. Z0H
ERIARL =T 4 27 « AT AITE>TRIBD XY,

HOFIEL T, T—=IXR=Z « H—=N—HENI IAT7 > L TRDES 2 &N
HBH, ART—R-7O =y =77 L —TFTv R« AT LFRH L DOFET
Kfi2H. DB2 N7 T 74 CWIHHERIE BRI T 2 EMB D ET, T—FN
—A Y =N—LEDIVIAT N TITA Y= N— - TITA NELC T ¥
AINVNIZHB5E. DB2 137571 D HIHEEEE 2 BN rIREMED D U £
ERS

db2secGroupPluginInit MWEKEEONH I NI Lt Lzt 797102
3. T2 I T I —EK T L TEIET AL SRS N0 EL
T, ZOANRY NEUETZHERHODET, LaN>T, TI771 #HEBI%
1%, db2secPluginTerm ZIENHT EEITFINDZ I U —2T v T « YAV T XNTE
LTS, ORI Y-ty hE2RTHLENH D ET,

UNIX F7213 Linux XR—=Z2ADAXRL—F 4 27 « AT LIDNBEEHL TW5 DB2 ¥
—N\—TId, DB2 13& 570t ATTI71 >« 9477 —2EKEo—RL
THE LT 22 ENHD ET,

VT14— T3040 - S4TS5V—-DRRICKT 5HHE

LR, 790402 54750 —DERICEEE L ZZfilFFHTI,

C-linkage
T4« T4 T FU—Id Clinkage &V > 7 SN TWARITFIIERD X
Tho 7ORNIAT, TITA4 DA T A NI BERT—FHiE, B
KVLT— - O—REBZHETZ ANV Y— - T7 1)UL CC+ DHEH
WORERINET, TI3T7A42 - FATFU—0 C++ ELTa2/AI
SNTWVBEAIEL. DB2 NO— REFICHIT 55 % extern "C" 2 AW
TESTAHENRHDET,

NET @58 T V1 AR R—FINTOERA.
T34« GATITU—=DY—A + A—ROANAIBELR) > 7ichH
WT, NET #@ESFET >4 1L (CLR) 3YHR—FrENEH A,
STFIV NV RET—
TSI T4 TI7)—E, PITFIV - NCRI—%A A=)V L&
D, TP RAVEEFELEZDLTERDERA, RS, IhEd
5&. DB2 DT FIV N RI—DHIT5NZHMNE5TT, DB2 D
FIV N RI=DFensE, TI574142 - A—REKIZHD Ty T
BT —2®ELTY AN —9% DB2 OHEENELHTFshx
T, IS, TITA2 - T4 T T —1F. C++ HIhEHL Cldkan £t
o 28725, ZH DB2 OTLT—UEZIHIF 5N 5 TT,

ALy R-t—7
T304 T4 TI7U—=F, ALy R =T BXOHEANRETRITIL
BOEHA, 7571 WEHMEEENE. AR TR THIWIE—D API
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TY. TI774 WML R 5 7 0t 20 5 EERIE O & 15 Al EE
HNHODETHN, ZOHEIL. TITA VINTRTOMHFEA )Y — A%
V=77 LT, 75974 AaKEHNIMEL £,

BINVET—, BEXOEHE C A4 TIFY—LEFXRL—F 1 T « VAT LRV

LOF—N—F1 K
TITA T4 TI7)—d, BE¥E C IAT TV —AXL—F4 7 -
SATFALAEOH L Z2F—N—F 1 RLTIERDERA, IBI. 7971
> IA4 T U—ld, TN BT —% pthread_atfork N> BT —%&A >
ZAh=)LTERDFETN. BTN RT—137 07 T LAK T T DHICT
CO—REINDARENHLDT, TN RFIT—2HHT S EIEBED
LEHA,

F14 75U — OB
Linux £7/21& UNIX Ti&, 7974142 - 91475 —%20—-R9570t
A1, setuid A setgid IZ/ARDET, ZDZEiE, TOAN
$LD_LIBRARY_PATH. $SHLIB PATH. /=i $LIBPATH EREEZA ¥ ZFIM L TH
B4 T —ZRBTEBNWIEEZERLET, LENST, MBI
FU—=DPROELDBMDHETT 7B ARRRICINTWRWERED, 7571
e IATITI=NEINDTA T T —IEEL TW TR D £/ A,
e /1ib F7=1& /Jusr/1ib OHIZAN S,

s TNHENEEHT ST L7 MU—% 0S 71 K (Linux E® 1d.so.conf
Ty A IVNRE) THRET 5,
s T4 4T 5 —HIKD RPATH THRET %,
ZDOHIFEIX, Windows XL —F 4 > 7 « AT AIZIISTIIEDEE
Mo

URINVOERE
AEETHIUX. TITA 2 - TATTU—IE, T ORIV DOEEDRTHENE Z I
59 a LU THATESS > a (7P oNA > REan8 >
RNVBREHET 24T a e ZHVWTa CMILBXONY > 7T 5
WENRH D ET, BlZIE. HP. Solaris. BEL N Linux [T "-Bsymbolic" U
SH—F T a EHERTSERS. ORIV OEEICEBLZMEE S
TEMNTEET, ZEL. AIX TERSNET I 71 > OHEE. "-brtl"
Do h— - F T a VRIS ORERMICHHER LN T 7ZE 0,

REYL-T7TUr—arE d Evh-TTUr—Tay
R EYER-TTUr—arid 32 Ev b TI7A EERTDHHEN
HOET, 64 Evh-TTUTr—alid, 64 Ev T I35 &M
HAT2LENHDET, FICONTIE 32 EvhE 64 By FOEESF
HIZETA My 7 E2SRLTIEI N,

TFAL - ARUYT
ANTFAR « ARNY DTMXINETIZR S TS EWD RFEITR <. 15
AR D TMIIET THHLEIZHDERT L, TDORDD., TRTOAN
AR IR U TEROEIMRESI. RINLHEIELTEEERT
A —IMRESINET,

AP ID XNT A= —D5EPEL
DB2 W7 T 7 A ZIETEHF A ID (authid) /XT A—% — (A authid /XZ
A—%—) 1T, HDIAAT T 2 I BRPNTZKLFED authid WNEFENE
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I, TI7 4 27 DB2 ICRT authid /ST A—4— (/7 authid /S5 A—
A=) IZIZRR LRI B d D £/ AN, DB2 13 authid 2 KX FITEH
L. NEB DB2 MMBICHELC TT T > 7 2 DIAAET,

INT RA—=8— DY A ZHIR

T4 APL id. NTIA—F—DEIHIRELTUTZHEHALET.

#define DB2SEC_MAX_AUTHID_LENGTH 255
#define DB2SEC_MAX_USERID_LENGTH 255
#define DB2SEC_MAX_USERNAMESPACE LENGTH 255
#define DB2SEC_MAX_PASSWORD_LENGTH 255
#define DB2SEC_MAX_DBNAME_LENGTH 128

BEDTITA4 A TYAT—a Tl #Fa ID. 2—H— 1D,
BLONZAT—ROBKEZ., NESL<TDIREND DD, HDWITHERHEIIC
INEL SNBHEEENH D T, KT, DB2 T—IXR—Z + AT LISt
BLTWEARL =T 4 27 « PATLBILT 71 03 AR —F 1 >
T e AT LORFIN EERDORALDEWGZE, XL —FT 94 27 - AT
LADNEITS A RARI—T—K, BRI —TKE, BXUORAKF—L « AXR—
AEORRF ORI 21T £,

AIX TOtLFaUFTo— T34« 54T 5 —DkKT

fork

AIX AT LT, ¥FaU54—- T304 - I14T7F7U—F a F
213 so EVWD Ty AINBIETERODZENTEES, 79710 51
T7)—=%20—RTLHDIMEHTEZANZALE, KDODELDIT. EDILETF
MMEAZINTVEINTE>TEARDET,

s Ty ANKIRTIN a DTS4 - 5475013, HAA T2 r
K e ADN=Z2EDT AT THDEHEINET, TDOIIA N
—IZ1d, shro 32 B b)) F7213 shr6do (64 Ew ) EWD ARiE T
BONERDERA, 2 EvEBXU 64 EY FOB LD A )N—% 1
ODDT7 —HNATIWETBHZENTE, ZUTES T, MDY TDT
Ty R T —ACTTOATHIENTEET,

Bz, 32 Ev R T—HAT - AZANDT 71>« 4T 1) —
ZERRT BITIE. RDOLDICLET,

x1c_r -gmkshrobj -o shr.o MyPlugin.c -bE:MyPlugin.exp
ar rv MyPlugin.a shr.o

o T AINVAIETN so DTZTTA4 >« F4 75U —d, BWico—R
AREREAA TPz 7 P THLHEMEINET, TOEIBA TP I b
3. ZOERRFICHERA L7232 81 S—BLN) > H—0F 7 3 ViTh
CT. 32 EvyhFEET 64 EvROEESENIRVDET, HlZIX 32 E
Y RDTITA 2« TAT T —%FRT BITIE, ROELDICLET,

x1c_r -gmkshrobj -o MyPTugin.so MyPlugin.c -bE:MyPTugin.exp

AIX PAHDTRTDT Ty hT74—ALTlE FaUs40—-T7374
eI T )=, BIZENICO— RaJgERIEEA T2V N ThHDB EA
BEINET,

TIT14 « T4 T )= fork LIZWTL/ZSI W, 77 1I)iEdib B &
D7y RN FT OB AWNICERIN, N T LEDES EENETIN
70T BRREENH D7D TT, Bz, 7y 1IicAH—7> « 771 I)Ladid
FNDDLEEIT, FTOBAN fork SNZE. BOT IO O Y Ve
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DFEAETDARMENRD D ET, £, fork ITE->T, BT+ —72EDAth
DL DY —=ANMASNL RS H D T,

EFaVUTa1— - TS5 VICRAT BHHIHEBIR
PR, tFa T — T T4 > O B HIEEE T,

DB2 F—H#A~R—R - 77 VU—DYR—MICBHT3HIHBEIA

GSS-API 7574 > %ML T, Linux, UNIX. XN Windows L®d DB2 7 Z
17 > k&, DB2 for z/0S 72 EDH|D DB2 77 I — « H—)N— & DD i %
WAET D Z & TEER . £2. V57147 > MELUTHRET 511D DB2 7 —%
N—2R « 77 IY—8ENS Linux, UNIX. %7213 Windows £® DB2 H—/\—
’\@?ﬁﬁ%nh nﬁféc i't].'/u

7272L. Linux. UNIX. ¥/ Windows £® DB2 7147 > hZ&2HAL THiD
DB2 T—AR—Z « 7y IVU—« = N—IZHEHETIHEITE. 7947 -4
4F®1 Y= IDISAT—R « 753742 (IBM ##tOAXL—F 4 > 7« 2 X

LERAET S T4 a &) ZEMALZD, MAOI—Y— IDVSAT—R - 574
/E’ﬁﬂﬂibt@'ﬂ“é EMNTEET, /2. AIABAD Kerberos 7T 71 > D H
. HOMBEOT IS4 >DA > TIA NefToTHENENE R A,

Linux. UNIX. F7z1% Windows E£® DB2 7 J-1 7 > M Tld. GSSPLUGIN FiE%
A TEMEHALTCT—IR=A%2hr a7 L TiFmo 8 A,

AUTHID ID IZBI 9 BHIRDB2 7— % X—Z « AT LDN—2 3> 95 LIKET
W, 128 NN FOFFR ID 2D ENTEEIN, ZOFF ID AL —F 1
ST VAT ADI—Y— ID FEEBTIN—THELTHRRINDEGEE, XL —
TA T AT LAOMG EOHFINEA I NET BlAIX, 1—T— ID OHFIE
13 8 13 30 XF. VI —THOHIRIZ 30 XFETT). TDD. 128 NA b
DFFA ID 25 TEETMN, ZOF] ID 2O —F - LT3R IT2 &
MTEERA. MEOEF 2T — - TITA D EERLEZSGEIL FF] ID @
RSN A X 2HKBIEH TS ENTEET, iz, EFaUF7 40—
TIT4 12 30 N FOI—H— ID 25 AT, EHARERRERIC. BFay
TA—TITAN 128 )NA FOFFA ID 2RI I ENTEET,

WebSphere® 7 57— 3y - ¥—N—0DHR— M SHIHE
1§

DB2 II i3, GSS_API 774 N6 DREGEHEEZMFHL T, 7—4% - V—A
DT RNT > REEREWHNLT S EEZYR—MLTWERA, T—F « J—ZAN
DEITIE, 51 EHE CREATE USER MAPPING OX > RZFHTHMNENH D
ij‘o

F—HN—REBY —N—DYH— FET B HHEE

DB2 Administration Server (DAS) 13tFa2VUF 44—+ FIFU 1 &2 HR—KFLTW
FH M. DAS BAXRL—F 4 27 « AT LADRIHANZALDHZYR—FLE
—a—‘o
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DB2 V5347 bTOEFaAVTA4— - TS4VICHATHHESK
UHI¥9EIE (Windows)

Windows A XL —F 4 > % « Y AF LD DB2 7547 > FNTT 7014 T 5T
EDEFaVTq— - TIT7A ORFERICIZ. 7T 71 A& THEEROPTEDH
o475 =87 0—RLABWT LS, ZOHKFHL, V-7, 21—
P— ID &/XAT— R, Kerberos, BLY GSS-API 77741 2 2EFL, IRTDY
AT IAT o 2FaT 44— TR LUTHEHASNET., 20K
572, db2secPluginTerm. db2secClientAuthPluginTerm. 35
db2secServerAuthPluginTerm &5 72#& 7T API 13, £® Windows 7w b7 % —
LTHMRNHINBRNDT, EETHIVY—R - JU—=2T vy TETOIBENHD
£7,

ZOHIFIFEIEIZ, Windows TO DLL O7 > O—RIZEELZZ7Y—>7 v R
B L TWET,

AIX ETD .a £/=13 .so DILRFDFWNETSI5LY - SA4T5Y
—nAa-—Kk

AIX T, tFaUT4— - TIT710>2 - T4 75U —I121F. .a £/21d .so D7
FAINKIEFEDFHENTEET, 7I97142 - IA4T77)—%210—KRT 5

WCHHATEZANZALE, ROLDIT, EQWRTMAEHEINTNEINITEST
R0 ET,

« A DI 7 AINAHERFOMNNET ST« 4T 51—

a DTy ANGIRTF DO N=T ST - 4T )—d, HEAF TP
K e AN—ZETHT — ﬁ{7f%é&&ﬁéhiﬁo%®i9EX/A%
1213, shr.o 32 Ew k) F721d shrbd.o (64 E v b) EWS ARiZE T RTN
720 EHA. 32 EVvEBLY 64 EV FOEHFDAN—% 1 DOT7—HA
WA THZENTE, TNZXKS T, MAEDYATDT Iy N T+ —LITT
TOATHIENTEET,

BIZWE, 32 Ev b - T—=HAT « AFZAMINDTITTA4 >« 54T 5 —%/ERT
B11E, ROLDIZLET,

xTc_r -gmkshrobj -o shr.o MyPlugin.c -bE:MyPlugin.exp
ar rv MyPlugin.a shr.o

© .50 DT 7 ANAHRTONNT S T4 - 4T 50—

$0 DT 7 ANWAHIRTOFN TSI 710>« 54750 —d, BiicO— Rafge
BEEA TPz N THBERARINET, TOXOI ATV ME. ZDE
BRFICHERA L2281 9—BELR) > h—DA 72 a LT, 32 Ev hE
i 64 Ev RODEESMNITRVDET, #IZIE 32 EvNOTITA2 - FA4T
F)—&ERT ST ROELHICTLET,

xTc_r -gmkshrobj -o MyPlugin.so MyPlugin.c -bE:MyPTugin.exp

AIX UHNDTRTOT Iy h T x—L4LTlE FaUs0— TS50 - I147T
=3, BilHMWIcO— RaJELtE A 7027 hTh D EARINET,
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t+a

GSS-APl ¥ aVF4—+TS554TlR, Ayvt—DER{EE
EREBYR—-PFEZhia

Ayt =T OB L NESIL. GSS-API X aUT 1 — - 571 > TldfEifH
TEZER A,

VFq4—-FS554ORYI—F

TRTOEFaUTF4— - T557142 APl I3, APl OFEFTORNDCERKZRT 20
WEROEZEITHERDDET, KD I—RE 0 13, API NIEWICETLZZ L
ZRUET, -3, -4, BEWY -5 DAHADOTXRTOADRED I— Ri&. API NLTF—
L EERLET,

-3, -4, F2E -5 LK REDO—-RZRE, EFa2UFT 40—+ T 12 APL »

SRINDTRTOADKED I— Rid, SQLCODE -1365. SQLCODE -1366. F7=

13 SQLCODE -30082 I~ v FaNET, -3,

-4, BEXW -5 OffiiL, #Fr] ID N

BRI —P—FRBE TN —T 2R L TNEINEINERTEDITHEHINET,

TRTOEFaUT4—-T5714> API ORD I— Rid. DB2 D AABT 4
L7 b1 — SQLLIB/include I1Z& % db2secPlugin.h TEZEINZET,

TRTODEFaVT4— - TIT742ORDI— RICETBFMIcONWTIE BUF
DETHHL TVWET,

%37 t¥allrr— I 04 >>DRDI—R

ROa—F | &#%H Ek B API

0 DB2SEC_PLUGIN_OK TIT4 2 API BIEWIZFET | TXRT
INnELi.

-1 7504 APL THRENDOL | $XT

DB2SEC_PLUGIN_UNKNOWNERROR

T—FEELE L,

DB2SEC_PLUGIN_BADUSER

ABELTEINZI—T—
ID MERINTNER A,

db2secGeneratelnitialCred
db2secValidatePassword
db2secRemapUserid
db2secGetGroupsForUser

DB2SEC_PLUGIN
_INVALIDUSERORGROUP

ZOI—Y—FLZTIN—TN
HOERE .

db2secDoesAuthIDExist
db2secDoesGroupExist

DB2SEC_PLUGIN
_USERSTATUSNOTKNOWN

I—HY—RENRHTT, N
¥ DB2 T2 —&LTHD

NEFA. ZUE. GRANT A

FT—hF A RN, authid N1—
Y—FEIA R =T 2T -

AT TN—=TDEEL%E
ELTWDNDHGNT B DIl
HLET,

db2secDoesAuthIDExist
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#37. BFalrs— T4 ORNDI—R (#F)

RO3d—F

SE i

Bk

B API

-5

DB2SEC_PLUGIN
_GROUPSTATUSNOTKNOWN

T)—TRMWNARHTY, N
¥ DB2 TIILI—&L THbD

NEFA. Z3UL. GRANT A

FT—F A RN, authid NI1—
Y—FmdA R —F 427 -

VAT TIN—TDEE 5%
FLTWDNHPIT 2201 ff
HALET.

db2secDoesGroupExist

-6 DB2SEC_PLUGIN_UID_EXPIRED I—H— ID NHRYINTT,
db2secValidatePassword
db2GetGroupsForUser
db2secGeneratelnitialCred
-7 DB2SEC_PLUGIN_PWD_EXPIRED ISAT — BRHIREIN T,
db2secValidatePassword
db2GetGroupsForUser
db2secGeneratelnitialCred
-8 DB2SEC_PLUGIN_USER_REVOKED I—H—=NRPL TNET,
db2secValidatePassword
db2GetGroupsForUser
-9 D= =N —HEHL TN K
DB2SEC_PLUGIN 9, db2secValidatePassword
_USER_SUSPENDED db2GetGroupsForUser
-10 DB2SEC_PLUGIN_BADPWD INAT — RINERTY
db2secValidatePassword
db2secRemapUserid
db2secGeneratelnitial Cred
-11 HRN AT — RINES T,
DB2SEC_PLUGIN db2secValidatePassword
_BAD_NEWPASSWORD db2secRemapUserid
-12 IRAT— REHEIHR—han
DB2SEC_PLUGIN TWEH A, db2secValidatePassword
_CHANGEPASSWORD db2secRemapUserid
_NOTSUPPORTED db2secGeneratelnitialCred
-13 DB2SEC_PLUGIN_NOMEM AEY—AREDRD, TIT714 | TXRT
SIAEY —Z2HOIRNEEA
TL7
-14 DB2SEC_PLUGIN_DISKERROR TITAIMMT A AT « TT— | TXRT
R LUEL,
-15 DB2SEC_PLUGIN_NOPERM 7 7 AV DRI DA EY) /72 INRT
O, TITAINT 7 AT
JRATEREATL .
-16 DB2SEC_PLUGIN_NETWORKERROR TITAMMFy RT— - L | TRT
TJ—ZRHLELE,
-17 TIUA BT A T TV

DB2SEC_PLUGIN
_CANTLOADLIBRARY

—ZO—RTEEEA.

db2secGroupPluginlnit
db2secClientAuthPluginlnit
db2secServerAuthPluginlnit

B1E ¥ UTA—TIT
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#37. bFalrs— T4 >ORDI—R (#F)

RO3d—F

SE i

HBk

B API

-18

DB2SEC_PLUGIN_CANT
_OPEN_FILE

RIET 7 A IR 7 7 A
VAP LS OB D 7=0ic,
AL N T vy A I)EF—T >
LTHAMBZEMTEEY

Mo

INRT

-19

DB2SEC_PLUGIN_FILENOTFOUND

T7A)N -« ATLIZT 71
MIZNDIT, TITA v T
7AINEF—T 2 L THAsRS
ZEWTEFEE A,

-20

DB2SEC_PLUGIN
_CONNECTION_DISALLOWED

BHTE557—YR—Z, £z
ITEEDT —F X— A2k T
X720 TCP/IP 7 KL AIZDWN
TORFIEHEOZDIZ, T35
A MR EES L TWET,

FTRTOY—N— YA KROS5

- > APL

=21

DB2SEC_PLUGIN_NO_CRED

GSS API 7571 > DH: FHI#
7747 > hEHERDH D FH
Moo

db2secGetDefaultLoginContext
db2secServerAuthPluginlnit

-22

DB2SEC_PLUGIN_CRED_EXPIRED

GSS APl 7S04 2DH: 7T
A7 > MREBENHIEYIN T
9,

db2secGetDefaultLoginContext
db2secServerAuthPluginlnit

-23

DB2SEC_PLUGIN
_BAD_PRINCIPAL_NAME

GSS APL 755741 > DH: T
I IOIVENERNTT,

db2secProcessServerPrincipalName

-24

DB2SEC_PLUGIN
_NO_CON_DETAILS

ZORD a—RId,
db2secGetConDetails I —JL/N
w7 BZE DB2 NS T TS
A AND) ITE> TR,
DB2 N7 517 > =@ TCP/IP
7 RLUVAZHFITEBRNWT L%
RLUET,

db2secGetConDetails

-25

DB2SEC_PLUGIN
_BAD_INPUT_PARAMETERS

754> APl IO &
., N DONDINT A= —n
RN, FRIEIRELTWE

R

-26

DB2SEC_PLUGIN
_INCOMPATIBLE_VER

T4 ko THRESI N
API O)X—2 3 >IZ, DB2 &P
HfENH D FH/ A

db2secGroupPluginlnit
db2secClientAuthPluginInit
db2secServerAuthPluginlnit

=27

DB2SEC_PLUGIN_PROCESS_LIMIT

T4 CHR T O X & E
ALYt ) A o AN RV §
ZHEATEER A,

INRT

-28

DB2SEC_PLUGIN_NO_LICENSES

TSI ML= — - 51
CADMEERMUE L, H
AN ZLDT At AHR
FUTEL TWDREESENH D F
ER

INRT
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x37. tFaUTs— - TIT7A4ORDI—F (&)

RO3d—F &l 2k B APT

-29 DB2SEC_PLUGIN_ROOT NEEDED T4 3 root FEHEINMLEL | §RT
By TN r—2a 0FETER
AHTNET,

-30 DB2SEC_PLUGIN_UNEXPECTED T34 THENDS AT ERANE

_SYSTEM_ERROR L TT—MREAELELR, Bl

TOL AT LRI YR— &
NTWIRWATREENH D 7,

tFXaVTFs— - TS35M40DIS5— - Ay—INE

tFaUFa—TIT142 API TZLIT—DFAETBHE, API IS errormsg 7 1
—)J)VRIT ASCII TF A b « AMUFTZRLT, RODI— RELDHELNB-ED
HERIERT DI ENHDET,

Bl 2L, errormsg A U 71T, "File /home/db2inst1/mypasswd.txt does not
exist." BEDA—INEFDENET, DB2 IFZDAN) T aEDTE
DB2 EHEAOZICESAA, S 51T, Eifiz W< DMD SQL Avt—IiTh
— 7 ELUTHAIAAEXT., SQL Avt—YHO =7 VERsNZRIIZLM
TERWED, TNH6DAYE—VI3E<S L. INSDAYE—OHEEREKD
EINA B 2T DFRFEITHK D IDICLTLEZI N, TNy TITENLTAHD, T
F— - Ayt—Ii3tF a1 — - TITA COEHEEBMT DI EEERBL
TLZE W,

INAT— RHBUINT T -7 EOBRATHRNT T —ICBEEL TIL, errormsg A KU >~
71&. DIAGLEVEL T—FX—Z « X% —T v —fER/INT A —F—IT 4 DFHES
NTWBEBICORY > TEINET,

INEDITT— - Avt—HOAERY—IZ, EFaUFs— - TI37402010&o
TEIVIRSNDMLENHDET, LMo T, TIT710 203 TOATY —ZE
T 572D API TH D db2secFreeErrormsg % fii 2 TWRTIUT/n 0 £H A,

errormsg 7 4 —JV Ri&, API 2’ EOLSNDEZR L ZHEITDHA DB2 IZL- T
FroZINET, DD, T4 203. TN 0WEEIE. ZORDITT
— A tL—HDOAERY —ZHDIRHEXRETIIHD EH A,

AEMERFICIE, Avt—2 - OF > TR >4 — logMessage fn 7%, )L —
T IIAT b BEYT—N—DT I 74 TEINET, TITTANEID
B AMH L T /Ny VIEH % db2diaglog ICFCEk CTE £, Hi:

// Log an message indicate init successful

(*(TogMessage_fn)) (DB2SEC_LOG_CRITICAL,

"db2secGroupPluginInit successful",
strlen("db2secGroupPluginInit successful"));

db2secLogMessage BIEDE/INT A —F =T DWTFHLLIE, T34 - 41T
OHIHHE API 2L T E3 0,
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tF¥aVFa—--FS554 API OFVUH UIER

DB2 7= NR—A + X¥X—I v —tFaUT1—+TI7714> APl ZIFOHT
FERTFUF LU PTIRLET,
« UIAT 2 RTOT—HN— A8t (BB X OHHIRN)
— CLIENT
- HB—/N— + R—Z (SERVER. SERVER_ENCRYPT. DATA_ENCRYPT)
— GSSAPI BX U Kerberos
s UIAT U h, U=N—, E£RIZIF— Tz TOO—H)VFFA]
s U—N—TODT—% X— Ak
¢ H—/N—T® GRANT AF5—h Ak
o —N\—"TFFu ID DNFETH7)N—7D) A NERHETS

H: DB2 T—HFNRX—2Z « Y—/N—I&, O—HIVFFR] AT db2start. db2stop. B
KO db2tre IREDT—INR—=X T ark, VAT - T7TUr—a>
ERBRICERD B NET,

DB2 T—4 X=X - Xx—I ¥ —NtFaT4— - TI371> APl ZIFOHT
JEFF . ZNSDORBIETLICRBDET, INS5OKTFUFITEBNT, DB2 7
—IN=A - XR=T ¥ —NIEOHT API DJEF 2L FITRLUET,

CLIENT - W5¥Rir)
I —H— MR Y 1 7MY CLIENT O&. DB2 75147 > k- 77U
—a B3UTotFa s — - TI5T14>2 APl ZIEUHL £7,
e db2secGetDefaultLoginContext();
e db2secValidatePassword();
e db2secFreetoken();

BEER 7R RRE DA, T72bh b, FEDI—H— ID ®/SXAT— REHFED
FTIHERT 25513, 21— — IDIXAT—R - 7574 &2 FHL TNV
L. db2secValidatePassword API MO EINET, HBEIIZRL. T35
A MAERREILZ O AP ICX > TR Bt 2R LT 5 ENTEET,

CLIENT - Wi;RIH
RIS DOESE. /bbb, I—F— ID &E/SAT— RO ANEES
NTNDET—FXRX—ZIHEmT DB AT, authentication F—HINRN—Z + <X
F =¥ —HER/N T A—% =70 CLIENT IZRREINTWSE, DB2 774
TR T TU—=2aidk, AT UAT—2a oNNEET DY
2. LFotFaUs 41— 755142 APl Z2EEEINFUOHEL £T,
* db2secRemapUserid();
» db2secValidatePassword();

e db2secFreeToken();

¥ —)\— « X—ZA (SERVER. SERVER_ENCRYPT. DATA_ENCRYPT) - K5ERIY)
Hi%kél’mtnw OBE. 79147 > hEYF—=N—INLT—F—ID/SAT—R®D
AL L TWA S WA, = IN—D srvcon_auth 7N A—%4 —
7% SERVER. SERVER_ENCRYPT. DATA_ENCRYPT. F7zld
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DATA_ENCRYPT_CMP IZRREINTWBHEE), 7947 >k T77TUr
—>a i3 FotFa)Fs— - FI7142 APl ZIEONH L £T,

» db2secGetDefaultLoginContext();
e db2secFreeToken();

H#—)V— « R—Z (SERVER. SERVER_ENCRYPT. DATA_ENCRYPT) - W5
HRMBRBIEDHZ S, 79147 > hET—N—NIL—F—ID/SAT— KD
AL E L TWA S WA, B —/N—fl® srvcon_auth /N T A—4 —
7% SERVER., SERVER_ENCRYPT. DATA_ENCRYPT. F/=iX
DATA_ENCRYPT CMP _Eﬁﬁéﬂflﬂéi}%é) 73478 7T
—2a iB3UTFTotFauss— - TI710>2 API ZIFOHLET,

* db2secRemapUserid();

GSSAPI BX U Kerberos - BFERIT)
BRI RRAE DS, 7 9147 > hEY—/N—2 GSS-API 7213 Kerberos
AL L TWA S A, = NN—D srvcon_auth 71N A—%4 —
7% KERBEROS. KRB_SERVER_ENCRYPT. GSSPLUGIN\ EQ 2
GSS_SERVER_ENCRYPT IZFZEINTWVWSE DA77 T
—2a BUTForFaso—--TI371 API EFEONH L ET,
(gss_init_sec_context() ZM-UNH9 & &1X. GSS_C_NO_CREDENTIAL A M)
AEAFEE L THEHENET, )

e db2secGetDefaultLoginContext();

» db2secProcessServerPrincipalName();

* gss_init_sec_context();

* gss_release_buffer();

* gss_release name();

* gss_delete sec_context();

e db2secFreeToken();

SIVF 70— GSS-API UR—h&fHTHE, A 2T UAT—2 g 2R

WMEETBHEEITIE. gss_init_sec_context() ZEEIEIFFOHT Z ENT
EEICIN

GSSAPI BX T Kerberos - W7RHY
WEH XN Y 1 7D GSS-API F721% Kerberos DEEIL, 753147 >
N7 70— a2 GSS-APL 7574 CHIZ. LFoEF U7«
— 75542 APl ZZOJEFTHERHL £7, FiEEiRINnTnang
B, NSO AP BB 72 385E & BRI ERAE D A I SN E T,

» db2secProcessServerPrincipalName();

+ db2secGeneratelnitialCred(); (FI/RIIZFZEFEDLE DH)
* gss_init_sec_context();

* gss_release_buffer ();

* gss_release name();

* gss_release _cred();

e db2secFreelnitInfo();

* gss_delete sec_context();

* db2secFreeToken();
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Y= N—DDOMEZGFER =T >DNRIN, 1> TUAT—2a NN EE
T HEEITIE. API gss_init_sec_context() MEKEIERHEIND Z &N
HOET,

293475 B—=N—, £FEZF -z TOO—HIVir]
O—A)VEFrIOBEIR. A5 DB2 a2 RAL LLFotFaU T ¢
—TJI504 > APl ZIEUH L ET,

e db2secGetDefaultLoginContext();

* db2secGetGroupsForUser();

e db2secFreeToken();

* db2secFreeGroupList();

ZNH5D APL 2, L—H— ID/SAT—R&E GSS-API Dili 5 DFRGE A 71
AL ENET,

Y —N—TODTFT—H¥ N— Ak
T—HIN=Z + B=N\N—=ETOFT—FRX—AHEHDOHEIE, DB2 T—I =
b TORRAERFAL Y R, I—H— ID/SAT— RFEFEAHNZ L L
AU TOEFa VT — - T57102 APL 2O L XY,

+ db2secValidatePassword(); (authentication T—% N— AR/ A —%
—7% CLIENT T72WHEDH)

e db2secGetAuthIDs();
» db2secGetGroupsForUser();
e db2secFreeToken();
* db2secFreeGroupList();
T R=ANOERDOLHIE, DB2 T—Y x> b« JOBAELIEFA L
v RN, GSS-API BAE AN Z A LRI FOEFa T — - TI3TA >
APl ZMEOHIL £9,
* gss_accept_sec_context();
* gss_release_buffer();
e db2secGetAuthIDs();
* db2secGetGroupsForUser();
* gss_delete sec_context();
* db2secFreeGroupListMemory();

HB—N—T®D GRANT A57—FAU b
USER F7zl¥ GROUP F—T— RZ{FE L2 GRANT A7 —h A2k
(B Z1E,  "GRANT CONNECT ON DATABASE TO userl") ®O#f. DB2 T—3
> b - TOvRF userl WL—Y—, FI)b—7, £LBFZTOHHDONT
NTHLMZHRTERITNERD TR, £D®, DB2 T—I x>
ke 7OBAERZZAL Y RIZUTFTOEFaUT—- TI712 APL %
EONH L £ 9
* db2secDoesGroupExist();
e db2secDoesAuthIDExist();

H—/)N—"T authid DET BTN —TDOY X FZ2lHT 5
T—H X=X + H—/N—"T, #Fn] ID BET 27 )—TDV A~ Z=HH
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DHNENHDHE, DB2 T—2 x> b« 7O AFEZIZAL Y RIZEIFD
tFaUFo— T 1> APl &, 0] ID OBEANELTIHERHL

£,
* db2secGetGroupsForUser();

totFa2 VT4 — - TITAL2NED =0 L3H D A,
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E8E ¥aVUTa—-F>554 API

A=Y= DB2 T—HIXR—=Z + AT LADRIEBEIRTI)N—T « AN—=2 T
DRBOMEZ N AIIAXTELLDIC, BMEOT S4B a—IVOEHE
., FHtEF T — TSI %/J—N@Wﬁ@WLE%T%éAHﬁ\
DB2 T—HNR—Z + AT LAIHEBEINTVWET,

tFasa— T4 B a—IEERT S EZIL. DB2 T—FRX—Z

A=y — NI TR ORREE /21X —T « A N—2w T OMRRBEEZ
AT VA RTDHERHODET, FHTES 3 DO TOTIT74 2 - €D
a—)VICBELTA > T U AL T BHEND DT, UFOEBDTT,

TWV—TH&R
BEDLI—Y—D7)—T « A=y TIERZRZL, HBESNZA b
U OWNENE TN —TH R L TWDENESNEHRILET,

I—Y— ID/NA T — Rl
CORFEE., 774N OtFa T — - T2TFARNEFINL (VF1
72 RDOH), INAT— REMGEL THENHIUIEE L., IHEINLZA L
DTN EN - —2RK L TWDENEDINHBIL (F—=N—DH), 7T
47>hfﬁiémfm51—ﬁ—IDitﬁﬂx7~F%ﬁ IN—ADE
BORNCEEL (I I7147 > hOH), HHE I NI —ICBEEMT SN
DB2 #f ID ZRL %7,

GSS-API it
Z DRBFEIL. W FE7s GSS-API B¥aE 1 > TUA KL, 774 hOEF
AT — - ATFFANEHHL T FA4T 28 B ROA), I—H—
ID BIUNAT— REFICHHREAEZ AR L. LDERHIUT/SZAT—R
EEEL UIAT7 8 YA ROA), EFaUT 40— Fr v FZEIERL
TEZIFAN, HESI N/ GSS-API tF U T ¢ — - I 7 F A MCBEIEAfF
F5i/z DB2 #Fr] ID ZREL X7,

IR, 752742 APl OFHICHEHINSHEDOEE T,

T34
DB2 73, -j-'—'U:'—ﬁEEE@nun ¥/ iﬁ)l/ 7 )(//\‘_‘?//70)4%ﬁ—f*ggj*&
W7 72 AT50I1IC0— R§52HMIcO0— Ru[gERo1 771 —,

155 BRIK) 75 R G
I—H— ID £/ AT— RPNEE S NRBNT —F RX—ZANDHEHi.

B 7RI 75 2R EE
I—H— ID ENNAT— RO AENEE I ND T —F RX—ZANDHEHi.

Authid 7—% X—ZNTOMHERB L OEHEN T G I NZBAELZ TN —TE2EKT
WNEL ID. WNERTIE. DB2 authid [FANFICERINET, NI, 8 XF
PLETY 8 XFICHBDEDIT I MNMDIAENET), HEDE A,
DB2 1. 7 Ev b ASCIH TZEiL TZ 5 authid, 1—H— ID, /SATU—
R, ZI—T%. F—Lh +« AR—A, BEXORAAS 420 EELET,
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a— 5 )Vl

HFujz A > TR R L TWEY—N—F21F37I7147 > hToa—h)Liz
FATT, UL, TAIR—R - X Fx—T vy —ORBEEL. DB2 ML
—ADFUIF T, T=IR—=A « IZ—I v —ROFEHBEDT 7 a
2 (T R=AEGUNDT 723 ) ZETTIHERNLI—TF—ICHD
MEIMERELET,

=L s AR—A
A-—Y—OREXLEIVIN—T, ZOPTEHADLI—HY— ID FL1=—U T
BN R A, M EIE LTI, Windows R A > & Kerberos
LIVAIW®H 0 ET, HlAIE. Windows K A > "usa.company.com" Tl
TRTOL—Y—HPLI— 7 TRFNUIRD . HIAIE,
"user] @usa.company.com” 72 E E/RD ET, D RAA NZHB[FE—DL1—
B — ID (Bl Z 1. "userl @canada.company.com") (&, BlOI—H—E2EKL X
T EREMiI—Y— ID IZIF. I—F— ID EFx—L4 - AR—=ZADXT
(B Z1E "user@domain.name" F 7213 "domain¥user") N ENFT T,

AJ1 DB2 D, BFaUT4— - TITA2 APLI NTA—F—IZfliEZ AT B
EERLET,

Wl tFaUs— TS5 142 APL % APl NS A=Y —DEEANTSZ
EERLET,

i1

IN—TRRTSI4RAD API
TIW—=TREBT 742« BEZa—IVAIKIE, LFD API 21 > T U A T 54
EMHD XTI,
* db2secGroupPluginlnit

#: db2secGroupPluginlnit API X, EAFD 7O KY A 7%FFD API ZiFT R A >
% — xlogMessage fn ZANELTEDET,

SQL_API RC (SQL_API FN db2secLogMessage)

db2int32 level,
void *data,
git')Zint32 length
db2secLogMessage APl ICKD. 7T 74 IT Ny T EIGEMOBET, Ay
t—% db2diag.log ICFLERT DT EMNMTEET, 2D API Id DB2 77— X
—Z s VATALZE TR END D, 1 O TUALNTHLETHD EH
Moo

e db2secPluginTerm

e db2secGetGroupsForUser

* db2secDoesGroupExist

* db2secFreeGroupListMemory

e db2secFreeErrormsg

o AT T ERITIUIR S/ WMHE—D API 1&. db2secGroupPluginInit TT,
Z®D APIL iE. void * NTA—F—% LD, ZRUILLFDY A1 TIZF¥ AT 5
WENRHD LT,
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typedef struct db2secGroupFunctions_1
{

db2int32 version;

db2int32 plugintype;

SQL_API_RC (SQL_API_FN * db2secGetGroupsForUser)
(

const char *authid,

db2int32 authidlen,

const char *userid,

db2int32 useridlen,

const char *usernamespace,

db2int32 usernamespacelen,
db2int32 usernamespacetype,

const char *dbname,

db2int32 dbnamelen,

const void *token,

db2int32 tokentype,

db2int32 location,

const char *authpluginname,

db2int32 authpluginnamelen,

void **grouplist,

db2int32  *numgroups,

char **errormsg,

db2int32  *errormsglen

)s

SQL_API RC (SQL_API_FN * db2secDoesGroupExist)
const char *groupname,

db2int32 groupnamelen,

char **@rrormsg,

db2int32  *errormsglen

)s

SQL_API_RC (SQL_API_FN = db2secFreeGroupListMemory)
(

void *ptr,

char **@rrormsg,

db2int32 *errormsglen

)3
SQL_API_RC (SQL_API_FN * db2secFreeErrormsg)
(

char *msgtobefree

)s

SQL_API_RC (SQL_API FN * db2secPluginTerm)
char **errormsg,

db2int32 *errormsglen

)s

} db2secGroupFunctions_1;

db2secGroupPluginInit API i, A THATE 25K OBEOY RL A ZEID
BTET,

I 1IN APL ON—2 3> 1 1T 2ETHD 2 &2 RLET, &
MDA =T —A +N—2a  OIEFIE 2. 3 EWSEDITRDET,

db2secDoesGroupExist APl - Z)V—TDEEDF T v
authid N7 ) —TZRKITNESNEHWL £,
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TIW—THNEET D6, APL 13, EWICZE T LEZ EZ2RTZ0ICHE
DB2SEC_PLUGIN_OK ZR$ Z EMTERIFIUIRD TR A, TIV—TENENT
WAL, i DB2SEC_PLUGIN_INVALIDUSERORGROUP % & & 11781 ) #1137z
DERF . ANWERNRTIN—TNESDHBITERNEEILZ. APL WM
DB2SEC_PLUGIN_GROUPSTATUSNOTKNOWN ZRd ZEHTEET, HEehin s
JL—7" (DB2SEC_PLUGIN_INVALIDUSERORGROUP) %> RHH/2 7 )L — 7
(DB2SEC_PLUGIN_GROUPSTATUSNOTKNOWN) DfENR S N5%54E,. DB2 13
USER F¥—7— RBLWN GROUP F—7T— RD7/2\Y GRANT AT — A2 F&¥
795 EEIT, authid W —TMI—F—MEHBITERWAEERH D, ZD
#5 5 SQLCODE -569. SQLSTATE 56092 D LT —/NI1—H—IZRINET,

APl &T—HHEEEY

SQL_API_RC ( SQL_API_FN *db2secDoesGroupExist)

( const char *groupname,
db2int32 groupnamelen,
char **@rrormsg,
db2int32 xerrormsglen );

db2secDoesGroupExist APl /X5 A —% —

groupname

ANle RETF 27720 DKRIEFD authid.

groupnamelen
AJle  groupname /NT A—% —fEDO/NA FHEOKSE,

errormsg
Hi 71, db2secDoesGroupExist API 7N IEFIZEIT I B WEFIZID/NT A—
Y—TREINDHIEDHD. TI74 TX>THIDIS N ASCII T5
— Ay t—2 - AN TDT RLAZBFETHRA 25—,

errormsglen
7). errormsg /NI A—F—DILTF— - Ayt—2« AR 2T D)NA hHE
MOEIZRTEREET R 5 —,

db2secFreeErrormsg APl - TS5 — « Ayt —DAEY —DfF
id

ERTD API MEURHLDOILT T — « Awbt—V 2T 5201 IN TS AEY
—ZEHBLET, UL TT7—  Avb—T%HICESRWHE—O API TY,
ZD APl NI o7—2RIEE, DB2 -z 2o/ IZ@s L ThfrLET,

APl &T—HHEEEX

SQL_API_RC ( SQL_API_FN xdb2secFreeErrormsg)
( char *errormsg );

db2secFreeErrormsg APl /XSS A —4 —

msgtofree
Adi. LUEiTD API MO L THIDIREN/AZT T — - Avt—T &R A
‘\/&\__‘O
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db2secFreeGroupListMemory APl - Z)b—7 - UR D ATEY
— DRI

EHTD db2secGetGroupsForUser API DIENHL DV )V—T7 D) A N ZRFFT DI
FRHINTND AT —ZMMLET,

APl &T—HHEEEX

SQL_API_RC ( SQL_API_FN xdb2secFreeGroupListMemory)
( void *ptr,
char **errormsg,
db2int32 *errormsglen );

db2secFreeGroupListMemory APl /X5 XA —4% —
ptr Al BESNDEAEY —ZHFITHRA 25—,

errormsg
e 757140 Ik THIDIRS N ASCI T — + AvtE—2 - A b
V2707 RLAZIEITRA 2 —, TOTT— - Avt—2 - ALY T
IZ. db2secFreeGroupListMemory API N IEH IZET SN NWEFITZID/INT
A= —ITREINDHZENHD XTI,

errormsglen
/1. errormsg NI A—=F—DLT— - Ayt—2 - AU 2TDNA FH
MDOES ZRIBEZHETRA 5 —,

db2secGetGroupsForUser APl - A—H—DIIV—TDU R D
S

I—Y—DHEIT BN —TDU A NERLET,

APl &LT— 91851

SQL_API_RC ( SQL_API_FN xdb2secGetGroupsForUser)

( const char *authid,
db2int32 authidlen,
const char =*userid,
db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *dbname,
db2int32 dbnamelen,
void *token,
db2int32 tokentype,
db2int32 location,
const char *authpluginname,
db2int32 authpluginnamelen,

void **grouplist,
db2int32 *numgroups,
char **errormsg,

db2int32 *errormsglen );

db2secGetGroupsForUser APl /X5 A —% —

authid AJJ. ZD/8NT A—%—{f#lL SQL authid TY ., ZHid. TDEH DB2 IZ
KORLFARN) DTICEBIN, KBTI 273NN ENS EKRT
9, DB2 IIHIZ, authid /XT A—% —1Zx L TIEXIEZEHEL X7,
API 1%, D ASI/NT A—% —IZBf%72 <. authid 2@ 57 )L—TD
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UZRZRERTNERDEFEA, TNNHBITELRWESIR, EEIns-
UANERIFIZEO) AN ERLTHELZADHDERA,

A= —NEFEELBWES, 20 API IZEDI—R
DB2SEC_PLUGIN_BADUSER Z R 9 HAHE/NH D £, authid IZIIBET 5
TNN—TNa ThELIXARWEYH, DB2 BEELEVWI—Y—DF—
AT o7—ELTHFVWERT A, UL, db2secGetAuthids API 234 XL —
TA T AT LEELRN authid 2RI AJREMENH D FT, 2D
authid 12137 — 7B T SN THWERAMN, TN TH TIUTIHE R
HEZEI DM THZEMTEET,

API N2 ® authid 2T 5723 TRELBRITIN—TDU A FERERN
La. JNV—"7 « BiR— NCBEE L 28E D SQL Ba¥IZ 72 A S I DFIRRN
ACBAEEMENH D ET., ZASNIMEFTUFTDY A MIDNWTHFHLL
. ZOREY IO MR EOEE] v/ a z22RLT/Z3 N,

authidlen
AJle authid /XT A= —fHONA FHALOES, DB2 7—4FX—X -
Y%= v —IdH I, authidlen /N T A—% —1Tx L TE O DE 2 T2t
L/ i -a—o

uwserid A JJ. 23U authid 1T 21— — ID T9, EEHEDSF U AT,
H—N—ETZD API DIFORH I N/ EEIE. DB2 I DINT A—F—IC
fliz ANEH A,

useridlen
ASIe userid /NT A—F —fED)NA FNEALOEZ,

usernamespace
AN BfEEN/za—9— 1D DET 2% —L - AR—Z, I—H— ID NN
FHTERWVWES, DB2 T—FXR—Z « Y%= v =3 TD/NNTA—H—
Iz ANEHR A

usernamespacelen
AJlo  usernamespace /N T A —F —fED/)NA FEALOES,

usernamespacetype
Adle T—L « AR—=ZADH A7, usernamespacetype /N T A—% —DHX)
72 (db2secPluginh TEZEINTWD) IILLFOEBDTY,
« DB2SEC_NAMESPACE_SAM_COMPATIBLE 3 domain¥myname 7% & 0
A=Y —HAZAINTHIEL £,
 DB2SEC_NAMESPACE_USER_PRINCIPAL I3 myname @domain.ibm.com
BREDI—H—HZLATAIVITHIEL ET,

BHEDEZA, DB2 T—FX—X « AT LIl
DB2SEC_NAMESPACE_SAM_COMPATIBLE LY 7HR—hKhLTWEHA,
I—H— ID MN72WIHE . usernamespacetype /N T A —4F —DEIZ
DB2SEC_USER_NAMESPACE_UNDEFINED (db2secPluginh TEF S 4172)
ICRESINET,

dbname
ANe BHEDT—F RX—=ZAD41. ZD/INTA—F—1F, TV A+
TIE NULL I 52 EMTEXT,
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dbnamelen
ﬂﬁodMWmﬂﬁf_y_@@N4F$ﬁ@ﬁéo%%ﬁ?TUﬁT
dbname /N A—% —7 NULL OE, TD/INT A—F—I|T _ﬂiém
EJCIN

token AJJ. PBAET TV A Xk TREEINDE T —F BRI AL ¥ —, ZHT

DB2 Tl ENERTA. INEFRTZZEICED. TIT 1 AERE

B —BIRTIN—TEREFHET L ENTELLDICRDET,

DINT A= —F, LT LHIRTOFEFTHEHATERWAIREER D D (F]

ZE, EERS T U A T), TOHAED/INT A—F —DffilE NULL 12720 %

? FHINTWDRIET T 71 20 GSS-API X—ZDHEH, TOL—2
ZIE GSS-API O FF AL « N> R)b (gss_ctx_id_t) e E SN E T,

tokentype

Ao BIET T TA X TREINDET—H DY TERLUET, ffH

INTWBEBEET T 71 > DY GSS-API X—ZA D&, ZD =7 i

GSS-API 2> FF A b « N2 R (gss_ctx_id_t) A7 ﬁéhi@” XN

TWBRBAET Z 7 A >IN —H— ID/SAT— R - X— 20D ZHUIN

RAZ A 712720 ET . tokentype /N T A—% —DAENILfE (db2secPlugin.h

TEREINTVD) IZLFDEBDTT,

 DB2SEC_GENERIC: h—72 >N1—H— ID/SAT—R - R—=ZADT T 74
CMHEDBDTHAH I EERLET,

* DB2SEC_GSSAPI_CTX_HANDLE: h—7% >/ GSS-API (Kerberos Z{¢) NX—
ADTITAINEDHDTHD I EERLET,

location
Adle DB2 WU IAT 2K YA RES—N—-HFAL RODEELESL5TID
APl ZIEONHTMZ R LU ET, location /N T A—4 —DHEN 72 E
(db2secPluginh TEZRINTWVD) IZLLFDODEBDTY,

* DB2SEC_SERVER SIDE: API {IT7 =4 N—Z « H—N—THNRHEINET,
 DB2SEC_CLIENT SIDE: API 137 17 > R T EINET,

authpluginname
Ao b= >DF—% %?I%@tbf;uunﬁj 771 > D4,
db2secGetGroupsForUser API &, IELWZ)L—"7 « A2 )N—2 v T &2HRHIT
LD DEREMHTHIENH VLT, authid 2FRFE S NBEWEE
B A1, authid WEITER L— — &~ LARWER) I3, ZTD/NT A—
5 —IZ1d DB2 WX THEDAN S NN ENH D KT,

authpluginnamelen
AJlo  authpluginname /NT A—% —fED/NA FEMDOES,

grouplist

Hh, =Y —DHETSH7I)IN—TD) A, ZI)b—T70U X ~MI, #fEx
7z varchar (varchar &1d. E#]D/NA RMEREDINA b OEZE IR T SCFHE
FITY) MEENTWD, TIT7A1 X TEHVIRSNIZATY —DEY
TarERITAA A —ELTEINRTNUTRED £/ . £X1L unsigned
char (1 NA 1K) THO., TOEDTI—THORKEIT 255 XFFE TITH
[REEd, #lzlL. [¥006GROUPI¥007MYGROUP¥008MYGROUP3| 7%

ETT., &IV —T%13. A%z DB2 authid TRITFAUEAEDEEA, T0
BEAIDAEY =, TI374 VICEo TEIDIRSNDZMBENHDET, Lz
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Mo T, TI714 1%, DB2 MAEY —ZEMIKT 57=DITEFOHT
db2secFreeGroupListMemory API 72 E D APl Zfii A TWAHMENH D £
ED

numgroups

1. grouplist /XT A —%—ICEHEEND T I)IL—T D

errormsg
Hi /1. db2secGetGroupsForUser API 2N IEH IZHEIT I N/RNWEGEEFIT I D/NT A
—H—TRINZZEDHD, 773714 TE>TEHDIRS N/ ASCII T
T— Ayt—Y - ANV TDOTY RLAZIETHRA 25—,

errormsglen
i1, errormsg NI A—F—DLT— - Ayt—2« AU ZTDNA L
MORIZRTBREEIRI 5 —,

ERALEDEE

AR, 20 API IZ&> T DB2 IZARZERBY IV —T DU A MRS NZHEIT.

MENEC2EEOH S FTUA DY AR TT,

+ DYNAMICRULES BIND (B2 W, Nwr—INAY >Ry - 77U r—
Tar bl LU TEITLTWSEAIE., DEFINEDBIND */z1d INVOKEDBIND) 7Y
FRESINZHAAHA SQL 7S U —3 3>, DB2 13 SYSADM A2 /)N—3 v
TEFzv I LET, LT, 77U —2 a2 M. SYSADM DA N—TH
5 EITE ST EINSHEERA) 7 DBADM MERRICIEFE L TWAHEE, 207
T —a kR ET,

e CREATE SCHEMA A7 — b A2 N TREFHINEMEIN S, CREATE
SCHEMA A7 — KA FHIZHRA NI/ CREATE AT — A2 " dH 55
#. AUTHORIZATION NAME /8T A—4 —IZH L TV I —TRENETINE
ER

+ DYNAMICRULES DEFINERUN/DEFINEBIND MMEE & /= /AR HA SQL 77
Vo —2aildbo, Oy Tr—0)b—F 2 - A2TFARTEITLTNY
%, DB2 3N —F > EFKED SYSADM A>N—w T E2Frw 7L ET, £
LT, 77U =32, SYSADM DAUN—TH3 I ELIL>THEEIN
LI EREY7: DBADM MEFRITIKEL TWAEAE, 207 FUr— 3 i3kl
=S N

o MPP BREIT®D jar 7 71 )VOWEE, MPP EREETIE. jar WHEERN, v 3
>oauthid EEHITIA—T 4 Rx—F—+ /—RhSHEFEINET, Ayl ) —
RIZERZEZZIEFETHE, Ly a s authid Gar PUWHERZETTDH1—H—) O
REMEICEEDWT jar 7 7 1 IVEUEEL £,

— jar 77 AINVDA A=), v a > authid |Z. SYSADM. DBADM. %
721 CREATEIN OWTNMND (Gar AF—< I BBEEREY £ 72 13RI 7R)
MEBRZA L CWAHENRHDET, v a > authid OZEND T I —TIC
KU T L OMEBR N 5N T WA, v a2 authid I[ZHHRITIEN
HBINTOWRWESS, T—IRX—AER/NTA—F —ICX> TERI N
=T DA IN—=2 2 TITE DT SYSADM A 2 N—2w THVHBIE N=728
IZ. SYSADM DOANRFFSNTWBEAIL, BIETEKRL X,

— jar 771V DfRE. v 3 authid . SYSADM. DBADM. F/ziZ
DROPIN OWTNND (jar AF—TITHK T 2D HFERI F 72 13RAR) HERR 2

212 F—HR—A-kFalFq—- AR



LTWaH, jar 77 MIVDOERBETHIMLENHDET, v a > authid
DEHEEND TN —TI LTI LR OHRNH G I N TSR, tyia >
authid IZHRIZIZFA S NTH ST, v a > authid 2 Jar 77 1)L D
EBRB TOHRVWEER, T—IRX—AHER/NTA—F —ICL > TERI NI
=T DA IN=2 v T1ZE 5T SYSADM A 2 )N—2 v THVHBI S 7728
IZ. SYSADM DHANMEFFINTWDIE AL, #HIEITERL XTI,

— jar 77 MIVOBEEHA, UL jar 77y AIVERELEZRIC, jar 77 1)L
A AT HEDOERLCIETY, LD FNETITED T,

« Ea—0O4EM, 273 ALTER TABLE., ALTER COLUMN. SET DATA TYPE
VARCHAR/VARGRAPHIC A7 —h A MNZXo> T, FEEIXAT7L—2a 2D
BRICE#HIESNET, DB2 T—IR—Z + XRx—T v —ldE 2 —EHHD
SYSADM A N—w T ZFryv 7 LET, 77U —a >N SYSADM
TN—TDAUN=TdH%ZEITE> T EINDHEEM7: DBADM HEFR IZHK
HFLTWBHE, 207 7Ur—2a A3kBmUET,

* SET SESSION_USER A7 — KX "R ITINDHE. TDH%D DB2 ##1E
2. TOAT—RAYNTHEESN/ authid DI FTFA MO RTHEITEINE
9, MFE/REHE SESSION_USER DV )L—T7DWNTINMNICL > THiAE SN TN
5HDO, SESSION_USER authid IZHI/RIVICAT G- ENTIEWERWES., TS
DEAEIIRBM LU ET,

db2secGroupPlugininit APl - ZJ)b—7 - 7554 > D#HEE
T4 00—ROEREIZ DB2 T—FRX—Z « X3%x—I v —NIENHT, 7))L
—TRZT 714 O APL

APl LT —H1BIEIBX

SQL_API_RC SQL_API FN db2secGroupPluginInit
( db2int32 version,
void *group_fns,
db2secLogMessage *1ogMessage_fn,
char **errormsg,
db2int32 *errormsglen );

db2secGroupPlugininit APl /X5 A —4 —

version
Ao TDTI54 % 0—RTHA A AL > THR—FEN5
APl Ofg f7/N— 3 >, fi DB2SEC_API_VERSION (db2secPlugin.h )
IZI&, DB2 7= R—Z « IRx—TJ v —NEIETR—FLTW% API Ok
MON—a  HBwENEENET,

group_fns
Hi77. db2secGroupFunctions_<version_number>
(group_functions_<version_number> & L THHSND) WEZIFT R > ¥
—, db2secGroupFunctions_<version_number> #i&I121%. 7 I —THRRBE T 57
A A TR RENTZ APL ZETHRA > —NEENET, ¥
K. INSD AP ITIERBZDN—2 3 OREIET 2 RN H S DT (H
Z 13X, db2secGroupFunctions_<version_number>). group_fns /85 A —4 —
. TITA A TIA R LTWAEN=2 3 STHIRT %
db2secGroupFunctions_<version_number> fiE 2RI R > —&E L THF v A
FEE 9, group_functions_<version_number> #1E DM D/NT A —4 —
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W&, T MA T IUA S RL TS APL O/)N— 3 > % DB2 IZHl
S58FET, 1 DB2 ODN—TaWi, TITAA T IARLTVDS
APIL ODN—2 a3 »ERIUMNENIDRZENVWHEEFITRD, Fv A M TbNE
T, N—Tar&FE, TI3TA2NA T UARLTWS APL D)N—
ParERLTHD, pluginType |& DB2SEC_PLUGIN_TYPE_GROUP (Z7%
EINTWARTUIR 0 FH/ A,

logMessage_fn
Adje DB2 T—=HIN—=R + VAT ALRXE>TA > TUAFEND
db2secLogMessage APl &9 R >4 —, db2secGroupPluginlnit API (.
db2secLogMessage API ZFFONH LT, /Ny JEZITEAOHKTA Y&
— % db2diaglog ICFCERT B EMTEET ., db2secLogMessage API D
REHIDINT A—4— (level) 1. db2diaglog 7 7 1 IVICFEER S N2 ZW T T
—DFATEIREL, BED 2 DONTA—F—FZTNTNAYE— -
AR T EZDEEITTY, (db2secPluginh TEFEI /)
dbesecLogMessage API DiR#ID/NT A —4 —DHNRMEILLTFOERLD T
3‘0
 DB2SEC_LOG_NONE: (0) OF> 275l
 DB2SEC_LOG CRITICAL: (1) BRI I —ZMH L 7%
 DB2SEC_LOG_ERROR: (2) T —ZMitiL7=
* DB2SEC_LOG_WARNING: (3) %%
* DB2SEC_LOG_INFO: (4) i@%HI

Awt—2 « TFARN diaglog ITFERIINS DI, db2secLogMessage
APL @ 'level' /XT A—% —DfENY diaglevel T—F XN—RZ + Y32 — v —H
FZ/NT A =45 —DELLFTHh BT TT. T0D, FAE
DB2SEC_LOG_INFO fEZH T 2HE. Avt— « FF A M diaglevel T
—HIN—A - RR=T ¥ =R/ T A—=F =T 4 PRESNTWDHEIC
DH db2diag.log IZERINET,

errormsg
. 757140 k> TEIDIRS N ASCI T — - AvtE—2 - A b
2707 RLAZIRTHRA > 45—, db2secGroupPluginlnit API 7SIEH 125
TENBWEBIZIDONITA—I—ITRENDZENH D XT,

errormsglen
Hi/. errormsg NXTA—F—DILT— - Awyt—2« AN 2TD)NA MH
MNORSZRITBEERETNRA 25—

db2secPluginTerm - )= - 7504 - UY—-RDH ) —
v7Ty7
TW—TRBT 71 &> THERIND )Y —AZMBMLET,
Z® API 13, DB2 77— R—R « XXx—I v —WNI)WN—TREB TSI %7 >
O— RIDZERICIEIHENET, 2. 75712« 14770 =ML T
WBUY)— 2D =27y TEETTDH, EVWDHETA > TIA RS
NBEZVBENRHDFET, BIZIEX. TI7A1 Ko TEIDRS N AT Y — 2
L. FEA—T2L TS 77 4)Er70—XL, %y =27 0—2L
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9, INHDOUY —AEMRINT H-DICF0ilke2 i Ts2 &, 7571
MMTWET, ZD API I Windows 77 v M7 4 —ATEREONHEIN TR .

APl &T—HHEEEX

SQL_API_RC ( SQL_API_FN xdb2secPluginTerm)
( char *%@rrormsg,
db2int32 *errormsglen );

db2secPluginTerm API parameters

errormsg
i, 77142 C&->THDIRSNZ ASCL 97— - Avtk—2 - Xk
2T D7 RLUAZEETHRA >4 —., db2secPluginTerm API ANIEH IZEITS
NIBWGRIZZDNITA—I—ITREND T ENHD XY,

errormsglen
tHi71. errormsg NI A—=F—DLT— - Ayt—2 - AU ZTDNA M
ORI ZRTBREEIRI 5 —,

A—H— IDIINRAT—RBEETS54 D API
A—Y— IDISAT—R « T5514 > « £2a—)VHIZIE. WSROI T > b -
YA R API 21 > T U A NTBHENHDET,
e db2secClientAuthPluginlnit

H: db2secClientAuthPluginlnit API |&, LAFO 70O K& A 7&2FD API 259 7R
A > % — xlogMessage fn Z AL TEDET,

SQL_API_RC (SQL_API_FN db2secLogMessage)

(

db2int32 level,
void *data,
db2int32 Tength
)s

db2secLogMessage API ICK VD, TI74 LET /Ny JEIZBHADOHMT, Ay
t—% db2diag.log ICRCERT DI EMTEET., TD API 13 DB2 77— N
—A s VATLZE o TREEIND 2D, A TUASNTHRERFHD EH
/l/o

* db2secClientAuthPluginTerm

 db2secGeneratelnitialCred (gssapi %)

+ db2secRemapUserid (47 a3 >)

* db2secGetDefaultLoginContext

» db2secValidatePassword

+ db2secProcessServerPrincipalName (Z#1ld GSS-API #)

» db2secFreeToken (DLL THREFEINTWND AT — 2T 5 7=0 D)
* db2secFreeErrormsg

e db2secFreelnitInfo

o SEB TR TERTIUIE S5/ 0HE—D API 1d. db2secClientAuthPluginInit
TY, Z®D API IZ void » NTA—=F—%2 LD, ZHUILLFOWTNNITF ¥ A
NI HRHENH D ET,
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typedef struct db2secUseridPasswordClientAuthFunctions_1

db2int32 version;
db2int32 plugintype;

SQL_API_RC (SQL_API_FN = db2secGetDefaultLoginContext)

char authid[DB2SEC_MAX_AUTHID LENGTH],
db2int32  =*authidlen,
char userid[DB2SEC_MAX USERID LENGTH],

db2int32  =*useridlen,

db2int32 useridtype,

char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],
db2int32  *usernamespacelen,

db2int32  *usernamespacetype,

const char xdbname,

db2int32 dbnamelen,

void *xtoken,

char **@rrormsg,
db2int32  *errormsglen
)s

/* Optional =/
SQL_API_RC (SQL_API_FN * db2secRemapUserid)

(

char userid[DB2SEC_MAX_USERID_LENGTH],

db2int32  =*useridlen,

char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH] ,

db2int32  *usernamespacelen,
db2int32  *usernamespacetype,

char password [DB2SEC_MAX_PASSWORD_LENGTH],
db2int32  *passwordlen,
char newpassword [DB2SEC_MAX_PASSWORD_LENGTH] ,

db2int32  *newpasswordlen,
const char *dbname,
db2int32 dbnamelen,

char **Errormsg,
db2int32  *errormsglen
)s

SQL_API_RC (SQL_API FN = db2secValidatePassword)
(

const char *userid,

db2int32 useridlen,

const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,

db2int32 passwordlen,

const char *newpassword,
db2int32 newpasswordlen,
const char xdbname,

db2int32 dbnamelen,
db2Uint32  connection_details,

void *xtoken,

char **Errormsg,

db2int32  *errormsglen

)s

SQL_API_RC (SQL_API_FN * db2secFreeToken)
void **token,

char *%@rrormsg,

db2int32 =*errormsglen

)s

SQL_API_RC (SQL_API_FN * db2secFreeErrormsg)
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char *errormsg

)s

SQL_API_RC (SQL_API_FN = db2secClientAuthPluginTerm)

char **Errormsg,
db2int32 =*errormsglen
)s

1

EQlEe

typedef struct db2secGssapiClientAuthFunctions_1
{

db2int32 version;
db2int32 plugintype;

SQL_API_RC (SQL_API_FN = db2secGetDefaultLoginContext)

char authid[DB2SEC_MAX_AUTHID LENGTH],
db2int32  *authidlen,
char userid[DB2SEC_MAX USERID LENGTH],

db2int32  *useridlen,

db2int32 useridtype,

char usernamespace [DB2SEC_MAX_USERNAMESPACE_LENGTH],
db2int32  *usernamespacelen,

db2int32  *usernamespacetype,

const char *dbname,

db2int32 dbnamelen,

void *xtoken,

char **@rrormsg,
db2int32  *errormsglen
)s

SQL_API_RC (SQL_API_FN * db2secProcessServerPrincipalName)
(

const void *data,
gss_name_t *gssName,
char **@rrormsg,
db2int32  *errormsglen

)3
SQL_API RC (SQL_API_FN * db2secGenerateInitialCred)

const char *xuserid,

db2int32 useridlen,

const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,
db2int32 passwordlen,
const char *newpassword,
db2int32 newpasswordlen,
const char *dbname,

db2int32 dbnamelen,
gss_cred_id_t *pGSSCredHandle,
void *xinitInfo,

char **Errormsg,
db2int32 xerrormsglen

)s

SQL_API RC (SQL_API FN * db2secFreeToken)
(

void *token,

char **errormsg,

db2int32 =xerrormsglen

)s

FHEE FaUT—
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SQL_API_RC (SQL_API_FN * db2secFreeErrormsg)
(

char *errormsg

)s

SQL_API_RC (SQL_API_FN % db2secFreelnitInfo)

void *initInfo,
char **errormsg,

db2int32 =*errormsglen

)s

SQL_API_RC (SQL_API_FN * db2secClientAuthPluginTerm)
(

char *%@rrormsg,
db2int32 *errormsglen

)s

/* GSS-API specific functions -- refer to db2secPlugin.h
for parameter Tist*/

OM uint32 (SQL_API_FN = gss_init_sec_context )(<parameter 1list>);
OM_uint32 (SQL_API_FN * gss_delete_sec_context )(<parameter 1list>);
OM_uint32 (SQL_API_FN * gss_display status )(<parameter Tist>);
OM_uint32 (SQL_API_FN * gss_release buffer )(<parameter 1ist>);
OM_uint32 (SQL_API_FN * gss_release_cred ) (<parameter list>);

OM uint32 (SQL_API_FN x gss_release _name ) (<parameter list>);

}

I—H— IDSAT—R « T574 2 &ERT H5513.
db2secUseridPasswordClientAuthFunctions 1 #&&E &M 2L ENH D £7,
GSS-API (Kerberos 3% 7o 74 > &={ERT 25813,
db2secGssapiClientAuthFunctions_1 #iEZ AT H5LENH D X,

A—Y— IDISAT—R - T53710>2 - I4T7F7U—HiciF. LFOY—/)N— -+
AR API 21> 7TURARNTHLENRHDET,
e db2secServerAuthPluginlnit

db2secServerAuthPluginInit API /&, A RO 70O My T Z2FFD,
db2secLogMessage APl #5579 7R1 >4 — xlogMessage_fn, HBEN
db2secGetConDetails API Zf§ 3 "1 > % — xgetConDetails_fn ZANNELTE
D%,

SQL_API_RC (SQL_API_FN db2secLogMessage)

(gb21’nt32 level,

void *data,

db2int32 Tength
)s

SQL_API_RC (SQL_API_FN db2secGetConDetails)
(

db2int32 conDetailsVersion,

const void *pConDetails

)s

db2secLogMessage APl IZK D, 75740 3T /Ny VT EZIEEAIOHBT, Ay
t—% db2diag.log ICREERT D EMNTEET .,  db2secGetConDetails API 1T
K0, TITA0E, TIR—AEREREEOELTNWD Y T4 7 > MY
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LG TH I EMNTEEXT,  db2secLogMessage APl &
db2secGetConDetails API I3EE5H DB2 77— RX—Z « AT ALITL > Tefk
INBEDT, 1> TUANTHLEIHD EH A, FERIC,
db2secGetConDetails API &, =@ 2 FHED/NT A—%4— pConDetails &L T,
DIFOHED 1 DEEIHRA Y —%2LDET,

db2sec_con_details_1:

typedef struct db2sec_con_details_1
{

db2int32 clientProtocol;

db2Uint32 clientIPAddress;

db2Uint32 connect_info_bitmap;

db2int32 dbnamelen;

char dbname [DB2SEC_MAX_DBNAME_LENGTH + 1];
} db2sec_con_details_1;

db2sec_con_details_2:

typedef struct db2sec_con_details_2
{
db2int32 clientProtocol; /* See SQL_PROTOCOL_ in sqlenv.h */
db2Uint32 clientIPAddress; /* Set if protocol is TCPIP4 */
db2Uint32 connect_info_bitmap;
db2int32 dbnamelen;
char dbname[DB2SEC_MAX_ DBNAME_LENGTH + 1];
db2Uint32 clientIP6Address[4];/* Set if protocol is TCPIP6 */
} db2sec_con_details_2;

db2sec_con_details_3:

typedef struct db2sec_con_details_3

{
db2int32 clientProtocol; /* See SQL_PROTOCOL_ in sqlenv.h */
db2Uint32 clientIPAddress; /* Set if protocol is TCPIP4 =/
db2Uint32 connect_info_bitmap;
db2int32 dbnamelLen;
char dbname[DB2SEC_MAX_DBNAME_LENGTH + 1];
db2Uint32 clientIP6Address[4];/* Set if protocol is TCPIP6 x/
db2Uint32 clientPlatform; /* SQLM_PLATFORM_* from sqlmon.h =*/
db2Uint32 _reserved[16];

} db2sec_con_details_3;

conDetailsVersion ®EZ 65N AfHEIE. APl D)N—2 3 > &2HRT
DB2SEC_CON_DETAILS_VERSION_1. DB2SEC_CON_DETAILS_VERSION 2 5
&% DB2SEC_CON_DETAILS_VERSION 3 T4,

1#: db2sec_con_details_1. db2sec_con_details_2 F /=13 db2sec_con_details 3 % {di
HLTWAEEITIE, LFOFEWEZEL T ZE W0,

— db2sec_con_details_1 i & DB2SEC_CON_DETAILS_VERSION_1 fEz{#f L
TWBHED T T 71 2 1&. db2GetConDetails API ZIFOHT &, N—2 3 >
82 T TWLDITIEEZERITET. ZD API 28 IPvd 7T v T4 —LA
TIEOHENDEE, 79147 > b IP 7 RLUADKEED clientlPAddress 7 A
—I)VRTREREINET, 2D API 28 IPv6 7T v M7+ —ATIHEORH IS
&, fild 0 A clientlPAddress 7 4 —JV RTREINET, VI 78 IP 7R
L A% IPv6 7o b 73— ATHODHETIZIL, db2sec_con_details 2 & &
DB2SEC_CON_DETAILS_VERSION_ 2 fliZffiH 3 2k Dic. /=i
db2sec_con_details_3 i & DB2SEC_CON_DETAILS_VERSION_3 fii zf# fi 3
&35t FaVT4— TSI - A—REEHETHILENDD FT,
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— ¥HlT 5271 13 db2sec_con_details_3 i &
DB2SEC_CON_DETAILS_VERSION_3 {E##H 3T 2MLENH D 7,
db2secGetConDetails API 7% IPv4 75 v h 7 —ATHRHEINEYGE. 75
A7 > K IP 7 KL A/ db2sec_con_details 3 #5i& D clientlPAddress 7 1 — )b
RTRIN, 2O API N IPv6 7Ty h 7+ —LATHUOHINDEE, 75
A7 >k P 7 R AN db2sec_con_details_ 3 Hi&i D clientIP6Address 7 A —
IWRTREREINET, #EhiitMiED clientProtocol 7 4 —)I)b RiZ,
SQL_PROTOCOL_TCPIP (IPv4 T vl D& EFFD).
SQL_PROTOCOL_TCPIP4 (IPv4 T v2 F7/z13 v3 DG Z2FD). £/213
SQL_PROTOCOL_TCPIP6 (IPv6 T v2 DHEEZFFD) OWITNMNICHREINE
ER

— H&i% db2sec_con_details_3 1%, SQLM_PLATFORM_AIX DX 572 sqlmonh T
ERINDT TV N TA—L - I TEREFERATDEI547 > 8 TIv b
TH—h - F17 GBERETLR—-rIND) 2EET5EMT —ILR
(clientPlatform) %8 A TW5 R ZFRITIE, & db2sec_con_details_ 2 E[F U T
KRR

* db2secServerAuthPluginTerm
* db2secValidatePassword

* db2secGetAuthIDs

* db2secDoesAuthIDExist

» db2secFreeToken

e db2secFreeErrormsg

o TR T ERITIUTR S5/ WHE—D API 13, db2secServerAuthPluginInit
TY, TD APL I void * NTA—=F—% LD, THILLFONWTNNITF+ A
N HRENHD ET,

typedef struct db2secUseridPasswordServerAuthFunctions_1

db2int32 version;
db2int32 plugintype;

/* parameter lists left blank for readability
see above for parameters =*/

SQL_API_RC (SQL_API_FN = db2secValidatePassword) (<parameter 1ist>);
SQL_API_RC (SQL_API_FN = db2secGetAuthIDs) (<parameter Tist);
SQL_API_RC (SQL_API_FN = db2secDoesAuthIDExist) (<parameter 1list>);
SQL_API RC (SQL_API FN * db2secFreeToken) (<parameter Tist>);
SQL_API_RC (SQL_API_FN =* db2secFreeErrormsg) (<parameter Tlist>);
SQL_API RC (SQL_API FN * db2secServerAuthPluginTerm)();
} userid_password_server_auth_functions;

*
*
*
*

Esel =
typedef struct db2secGssapiServerAuthFunctions 1
{

db2int32 version;

db2int32 plugintype;

gss_buffer_desc serverPrincipalName;

gss_cred_id_t ServerCredHandle;

SQL_API_RC (SQL_API_FN = db2secGetAuthIDs) (<parameter Tlist);
SQL_API RC (SQL_API FN * db2secDoesAuthIDExist) (<parameter list>);
SQL_API_RC (SQL_API_FN =* db2secFreeErrormsg) (<parameter Tlist>);
SQL_API_RC (SQL_API_FN * db2secServerAuthPluginTerm)();

/* GSS-API specific functions
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refer to db2secPlugin.
OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN

OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN
OM_uint32 (SQL_API_FN

for parameter listx/
gss_accept_sec_context ) (<parameter 1ist>);
gss_display name ) (<parameter 1ist>);

gss_display_status )(<parameter list>);
gss_release_buffer )(<parameter 1list>);
gss_release_cred ) (<parameter Tist>);

h
*
*
OM_uint32 (SQL_API_FN * gss_delete_sec_context ) (<parameter 1ist>);
*
*
*
*

OM_uint32 (SQL_API_FN

gss_release_name ) (<parameter 1ist>);

} gssapi_server_auth_functions;

I—Y— IDISAT—R « T5510 2 2ERT D553
db2secUseridPasswordServerAuthFunctions_1 *%Lé‘@ﬂﬂ'ﬂ‘é%\%ﬁ%’é DE9,
GSS-API (Kerberos #58) 7o 74 > &2ERT 25512
db2secGssapiServerAuthFunctions_1 *%L%ﬁﬁﬁﬁ_é%giﬁ% DET,

db2secClientAuthPlugininit APl - 2547 FRRETS 54 >

DHEAE

TI574>00—ROEREIZ DB2 T—IR—Z - X%x—J v —NIENHT, 75
’f?‘/ ]\wunﬁ777’r /ﬁﬁ@?ﬂﬁﬂﬂi API,

APl &T—HHEEEY

SQL_API_

RC SQL_API_FN db2secClientAuthPluginInit
( db2int32 version,
void *client_fns,
db2secLogMessage *1ogMessage fn,
char **errormsg,
db2int32 *errormsglen );

db2secClientAuthPlugininit APl /X5 XA —4 —

version

Adle DB2 T—H X=X « XFx—T % —NEIEHR—KL TS API ®
BADN— a3 %5, DB2SEC_API_VERSION f# (db2secPlugin.h ) 12
&, DB2 MWEETR—KLTWS APl ORHFON—Ya > HBENEGENE
—3-0

client_fns

177, GSS-API FFENEH S NS HEF.
db2secGssapiClientAuthFunctions_<version_number> Wi
(gssapi_client_auth_functions_<version_number> & L THHI 53N 5) D7D
DB2 T—HN—X « XFx—T ¥ —ICXo TSN ATY — 2T H 1
> —, A—H— ID/SAT— RRFENEH S N55E13.
db2secUseridPasswordClientAuthFunctions_<version_number> i
(userid_password_client_auth_functions_<version_number> & LTHHIEND)
D/=®IZ DB2 T—FN—R « XX —T v =l TRESNZAETY —%
fBIR1 25— db2secGssapiClientAuthFunctions_<version_number> I3
13, GSS-API & uIE7 FTTAHITA T A hINTz APL 2T HRA >
Y —EFZALTHD,
db2secUseridPasswordClientAuthFunctions_<version_number> &3, 1—4
— IDIXAT—REBFET 74 VHICA > T U A hENJz API ZHd R
125 —%EGATWET, DB2 DRERDON—23 > T RSN —T 3
> APl WEFIEL TWARIEEED S 5 DT, client_fns /N T A—F—1F, 7
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TN T UAL R L TWBN— 3 VRIS 5
gssapi_client_auth_functions_<version_number> & {59 R ¥ —& LT
FrAMLET,

gssapi_client_auth_functions_<version_number> & & 7213
userid_password_client_auth_functions_<version_number> #i& D ] D /3T A
==&, TITANA T TIAL L TWS APL O)N—2 3 > % DB2
T—HIN=R - IPx—Tr —ICHSEET,

H: DB2 ON— 3 >N, T340 4 T UA ML TWS APL ON
—2aERUNENLDRKREVGFICED, Fr A MMThNET,

gssapi_server_auth_functions_<version_number> E7z13
userid_password_server_auth_functions_<version_number> 3N Tl
plugintype /$Z 77— K% DB2SEC_PLUGIN_TYPE_USERID_PASSWORD.
DB2SEC_PLUGIN_TYPE_GSSAPI. 71
DB2SEC_PLUGIN_TYPE_KERBEROS DWJ IMNIIRET HLENH D F
To FRON—=23 2D API Tld, IOMBEHERZS NS TREMENH O £
KR

logMessage_fn
Adle DB2 T—HINR—A + XX—V ¥ —IZXoTA > TUAFEIND
db2secLogMessage API %59 4" >4 —, db2secClientAuthPluginInit API
1%, db2secLogMessage APl ZIEUNH LT, 7 /\w ZV E£2I3BHOHMT A
vt —% db2diag.log IZRLERT D T EMMTEET .  db2secLogMessage
APl DEAIDINT A—4%— (level) 1&. db2diag.log 7 7 fIVIZREERIND
BHILIT—DY A1 TEIGEL. BED 2 DONTA—F—TZNTNA Y
= AN T EZFDESITY, (db2secPlugin.h TEFKIN)
dbesecLogMessage APl Difl]D/NT A —4 —DHNZMEITILLTFTOEBD T
‘6_0
« DB2SEC_LOG_NONE (0) OF > 77z L
* DB2SEC_LOG_CRITICAL (1) AL I —ZMHL 7%z
+ DB2SEC_LOG_ERROR (2) T —%/HL 7=
« DB2SEC_LOG_WARNING (3) &%
* DB2SEC_LOG_INFO (4) @4l
Awt— « FF AN db2diag.log IZERIND DI,
db2secLogMessage API @ 'level' /X T A—% —ODfEN diaglevel 7 —% NX—
A s RFI—T Y — RN TA—F —DELL T TH B HEZTTT, FlAi
DB2SEC_LOG_INFO fEZfiHd 555, Avt—2 - TF A M diaglevel
T—HIN=Z + IR —T % — RN T A—F =T 4 DFREINTVDBEHE
IZDH db2diag.log ICERINET,
errormsg
e 7714 2CX>THDIKSN/Z ASCIL TF— - Avt—2 - Ak
U707 RLA%ETHRA 2% —, db2secClientAuthPluginlnit API 2VIE%
TSN WERIZZDONITA I —IZRINEL I ENDHDET,
errormsglen
1. errormsg NI A—=F—DLT— - Avyt—2 - AU ZTDNA M
ORI ZRTEREHR IR 25—,
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db2secClientAuthPluginTerm APl - 2547 FRIEET S5 4
Ve UY=RADOY=T T
D547V NRIET I U1 ATk THAE NS U Y — 2 E ML 7.

ZD APl I&. DB2 T—HR—Z « IRx—P v —INIIAT "Bk 7571 > %
7 >0— REHEAMIFCHLET., ZHUE. 7737142 - T4 T U =L
TWBH Y —=ZAD@Y) 7 ) =27 v T5ETTH, EWDHETA > TU AR
INBZLENRHOVET, HlIZAIE. TITA Ko TEHIOIRSNIZ AT — &R
L., ¥ =72 L TWE 7y )Vva70—XL, v NT—r#kEE70—XL
T, INSGDVY—AZfRNT DD DRREREFT D&, T 14>
PTVWET, 2D API X Windows 7T v b 74— ATIEFERHINEE A,

APl &TF— S IBIEEX

SQL_API_RC ( SQL_API_FN =db2secClientAuthPluginTerm)
( char *%@rrormsg,
db2int32 xerrormsglen);

db2secClientAuthPluginTerm APl /S A —4 —

€errormsg
177, db2secClientAuthPluginTerm API /NIE®IZFEIT I NBWEEFIZZ D/
TA=F—TRINDZEDDHD, TI7714 &> TEIDIRSN/Z ASCI
IT7— Avt—2 - AN 2TDY RLAZETHRA 25—,

errormsglen
Hi/l. errormsg /NXTA—F—DLT— - Ayt—2« AR 2TDNA FH
ORI ERTEEEHR IR 5 —,

db2secDoesAuthlDExist - $2iF ID DHFEEDIRE

authid Ml % D L—H—Z2 XL TWDENEDIMN WIZIE. 2D API 282D authid
BRI —T =2y T TEEZNEDID) Z2HHILET,

Z®D API 13, ZHNNIEH (authid NEZR)) 72355134H DB2SEC_PLUGIN_OK %,
MmN 7285513 DB2SEC_PLUGIN_INVALID USERORGROUP %, authid DFELE %
BT E72NWEEIE DB2SEC_PLUGIN_USERSTATUSNOTKNOWN % R 9 WMSEENDH 0D
iﬁ—o

APl &TF— S IBIEHEX

SQL_API_RC ( SQL_API_FN xdb2secDoesAuthIDExist)
( const char =*authid,
db2int32 authidlen,
char **kerrormsg,
db2int32 xerrormsglen );

db2secDoesAuthIDExist APl /XD A —% —
authid AJJ. MEET % authide Z3UL. KET T2 VB LORLFICRDET,

authidlen
AJl. authid /XT A—4—fHEDONA A DE X,

errormsg
H 77, db2secDoesAuthIDExist API WNIE#IZET SN VWEFITID/INT A
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—H—TREINZZEDHD. 773714 Lo TEHDIRS N/ ASCII T
T— A= - AN TDOY RLAZETHRA 25—,

errormsglen
i1 errormsg NI A—=F—DLTTFT— - Avyt—2 - AU 2 TDEIZR
TERERIRT 25—,

db2secFreelnitinfo APl - db2secGeneratelnitialCred A3{%#5L
TWBAYY—-2DOU—-27v T
db2secGeneratelnitialCred API 12X > TEIDIRSN/ZTRXRTOY Y — A 2L F

T, 2T, FIZE EBANZLL - ACTFFARDNY BRIV, GSS-API EE
BHEF v v a HIERSNZEHEF Yy v aNEENET,

APl &T—HHEEEX

SQL_API_RC ( SQL_API_FN xdb2secFreeInitInfo)
( void *initinfo,
char **@rrormsg,
db2int32 *errormsglen);

db2secFreelnitinfo APl /XS A —4 —

initinfo
Adle DB2 T—HR—X « IFx—Tr —IC@R#INTWirWT =¥ %257
R Y= TITA B IDOATY —Z2@HHL T, iEHEN > RILOER
TObATEDIRSNZYY —ZDY A NERSFTEET, ZN65DU Y —
Ald. T® APl 2T Z Eick > TSN E T,

errormsg
e 7371022k >THDIRSN/Z ASCIT TF— - Avt— - A b
V27D RLA%ETHRA > —, db2secFreelnitinfo API 7NIE % 1T ElT
ENBVGBICIDONIA—I—ITRENDZENDHD XY,

errormsglen
Hi77. errormsg NI A—F—DLTFT— - Avyt—2 - AU TDNA MH
MOEIZRTEREEIRI 5 —,

db2secFreeToken APl - =2 U HFRIFELTWBAEY — DRI

=2 ko TREFSNIZATY — 2L ET., 2D API I, DB2 T—4 X
— A XX —T v —IN token NTA—F —ICEO>THRFSINTNDE AT — 2N
ELBL o= EEITMEOHLET,

APl LT —S1BIEIBX

SQL_API_RC ( SQL_API FN =db2secFreeToken)
( void =token,
char *%@rrormsg,
db2int32 *errormsglen );

db2secFreeToken APl /XS A —4% —
token AJ], fRIKSNDZAEY —ZFTRA 5 —,

errormsg

th, 774 & THIDIRS NIz ASCIL TF— + Avt—2 - X b
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U207 RUAZETRA >4 —, db2secFreeToken API 2N IEHIZEFT S
NIEWBBICZDONT A= —ITRINDZENHDET,

errormsglen
1. errormsg NI A—F—DLTTF— - Ayt—2 - AU TDNA MH
ORI ZRTBREEIRI 5 —,

db2secGeneratelnitialCred APl - #¥HAZEBAE D4R
EINDHI—H— ID BIXONNAT— RZHLICHI GSS-API FGEHZEZES L X
9, Kerberos OFE. TIUIFEAHFFAIEE (TGT) 12720 £ 9, pGSSCredHandle /¥
TA—=FH —IZREINDFEHEFE/N > R)UIL,  gss_init_sec_context API T H T35\
> RILTH D, INITIATE FERHE BOTH FEHHEDOWIT NN TRITNIXRD £H
Ao db2secGeneratelnitialCred API 1d, Z—H— ID. T L THBEFLHINAT— RN
BEINTVLEBRICOAFRHEINET, NS DHE, DB2 T—F X—X -
N H— % —Id gss_init_sec_context API ZIFEUNH{d & Z I fii
GSS_C_NO_CREDENTIAL Zf§&EL T, Bif7o/ 4> - A2 TFANSHGESIN
5774 )V NEHENEHEINS ZEERLET,

APl LT —S1BIEIBX

SQL_API RC ( SQL_API FN *db2secGeneratelnitialCred)
( const char =*userid,

db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,
db2int32 passwordlen,
const char *newpassword,
db2int32 newpasswordlen,
const char xdbname,
db2int32 dbnamelen,
gss_cred_id_t *pGSSCredHandle,
void *xInitInfo,
char *%@rrormsg,
db2int32 *errormsglen );

db2secGeneratelnitialCred APl /X5 A —% —
userid AJl, T—FX—Z + H—/N\— ETNAT— RPKGEEEI NS 1—H— ID,

useridlen
AJTe userid /NT A—F —fED/)NA FEAALDOESX,

usernamespace

Ao BEESN/z2—T— ID DNET D% —L « AR—A,

usernamespacelen
AJls  usernamespace /N T A—& —fEDO/NA FHLOES,

usernamespacetype

)\jjo *_A * X/\Q“—X@y’r 700

password

Ao BRESNS/NAT— R,

passwordlen
Ao password /NT A—F —fHD/)NA FHELOES,
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newpassword
ANe WAT = RNEHEINDHEOHB/NAT — R, BENERENRN
56, newpassword /X T A—4% —{F NULL IZRREINET, ZNNIEXIL
OEAE. APL X, [HNNAT — REHFHNAT — RICRE T DRNTHREET 244
ENHOET, APL L, NAT— FOLEBEREZITANZS THHNE
VAN, ZIFANBNEEIT. H/SAT— REBGEE T ICHIRICRE D E
DB2SEC_PLUGIN_CHANGEPASSWORD_NOTSUPPORTED % R § AE N H
DEJ,

newpasswordlen
Al newpassword /N T A—% —fEDONA PEOES,

dbname
AN BREDOT—H R—=ZD %401, TD APl 13T DINT A—4 — % 4]
LTHELZADHVFERA, BBV, HEDT—IXR—=ZANDT 7t
. BN AT— REEINCHEDI—Y —DOBRIRET 2 2 E> T
H5E13, ZOB¥IIME DB2SEC_PLUGIN_CONNECTION_DISALLOWED
ERTIENTEET,

dbnamelen

AJIo dbname /NT A—F — DN NHEMDE X,

pGSSCredHandle
7). GSS-API GEEAEN> RILEHRTRA >4 —,

InitInfo
1. DB2 IZEB S N TWRBWT =Y ZI/THRA 25—, TI7710 13
DAEY—ZMHAL T, FHEND RVOERTOEATE DRSS N Y
—ADYARNERFTEET, DB2 T—FNR—R - I3x—T v —IIi8ilE 7
Ot Z OFf&IT db2secFreelitinfo API ZFFOVH L, TORHTINSD Y
V) — 2RI E T, db2secGeneratelnitialCred API 1, 2D L D7 A
K ZR5F T 2 BN NGEIE. NULL 2RI BENHD £,

errormsg
Hi71. db2secGeneratelnitialCred API MV IEFICET SN NWEEITZD/INT
A—H—TRINDZEDDHD. TI771 Lo TEHDIRS /= ASCI
IT— - Ayt—=2« AN TDT7 RLVAZETRA 24—,

E: 2D APl Tld. EDENE /21— — ID /2138 AT—RZRL
’Cb)ébﬁ%’* 3. TI5— - Avt—IAMERSNBERETIEIH D EH AL, T

c Awt—20F, APL OHIC, ZD API NIELLKZET T 5 Z &2151F
5?\]4&17 MBAHLGEICDARINDHIVLENHDET,

errormsglen
Hi77. errormsg NI A—F—DLTF— - Ayt—2« AU ZTDNA L
MORIZRTEBREEIRI 5 —,

db2secGetAuthlDs API - F2if ID DOHE

FAEL—Y—@ SQL authid #RLET. ZD API I&. Z—H— ID/SAT—R&
GSS-API Ot OB HRITBNT, T—F R— 2GR I N X T,
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APl &T—HHEEEX

SQL_API_RC ( SQL_API_FN *db2secGetAuthIDs)

( const char *userid,
db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char xdbname,
db2int32 dbnamelen,
void *xtoken,
char SystemAuthID[DB2SEC_MAX_AUTHID_LENGTH],
db2int32 *SystemAuthIDlen,
char InitialSessionAuthID[DB2SEC_MAX AUTHID LENGTH],
db2int32 *InitialSessionAuthIDlen,
char username[DB2SEC_MAX USERID LENGTH],
db2int32 *usernamelen,
db2int32 *initsessionidtype,
char **Errormsg,
db2int32 xerrormsglen );

db2secGetAuthlDs APl /XS A —4 —

userid AJJ. BAEL—H—, GSS-API FBiETld, BHEIIMHINEE A, 272
U, R L OI—HB Y0 BRI BEEZRBDL NI ATy R a>FF AL
MEREINTNWBEFERFIINTT, TOXI2REGEEIT. 2—TF—0inEHEx
BERTHEIN TS I—F—ZNIDNTA—F —TEINET,

useridlen

ASTe userid /NT A—F —fHEHDNA FEALOEZX,
usernamespace

AN, BEESN/Z2—H— ID DNET S % —L « AR—Z,
usernamespacelen

AJlo usernamespace /N T A —F —fED/)NA MR OES,

usernamespacetype
Ao F—L+ AR—R « A T, BRFRTHR—FIN2MHE—DF—
e AR—Z « ¥ Tf#IL. DB2SEC_NAMESPACE_SAM_COMPATIBLE
T9 (domain¥myname 7% EDL—H—Z 2 Y A JVITHB L E£7),

dbname
Adle EREDT = R—AD 40, API I EINZEEAL THEL XA H
DEHN. HEWITITTA 2 F—DI—F—NERE557—5 X=X
BT DBICHIZ D authid 2RI ZEHTEET, TD/NTA—F—IT,
NULL 9§55 EMTEET,

dbnamelen
Ao, dbname /NT A—4F —ED/)\NA NEMDEE, dbname /8T A—4
—2% NULL OBE., TONTA—=F—IF 0 ITHRESINET.

token ANEZIEHT., 7T 71 2 db2secGetGroupsForUser API IZJEd 5 —
%, GSS-API OE, ZAUTT 2 TF AN - N2 BRIV (gss_ctx_id_t) T
T, WE. h—T VIRBANDADINT A—F—THD, ZOEIX
db2secValidatePassword NS HDIAENET T, kN7 717 > F’CTT%)
. TD=HIT db2secValidatePassword API NFEONH ENAWEEITIE. &
I IN TG A= —IZb B0 ET, AR DOI—Y—Y D2 HIEEZR
DBENTATY R ATFANDPERESINTNBHERETIL,
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db2secGetAuthIDs API TZ D h—7%> > + )NT A—%4—®O NULL %323+
. EFED userid AJI/SNT A—HF—& useridlen AJ1/NT A—4 —IZH DTN
T YATLH ID ZIRESEDZENTEDIDICHRELRTIUIRD
ERcA YN

SystemAuthID
. SBREL—H—® ID IZHInd 5 AT AFFA], B X1k 255 N1 b
TIA, DB2 T—HNR—R « Yx—T ¥ —I3HEHRK 30 N1 bETHEH
LET,

SystemAuthIDlen
/1. SystemAuthID /XT A—% —fED/)NA MO ES,

InitialSessionAuthID
. Zomty s a A INS authide ZHUTIEF SystemAuthID
INTA—%—EFRCTY A, SET SESSION AUTHORIZATION A7 — kA
D NERITTAGEREDHZEEOHEICIIR L ZENHDFET., 1
AUE 255 NA R TYA, DB2 T—HFRX—2Z « Y x— T ¥ —3HERK 30
NA FETHEHLET,

InitialSessionAuthIDlen
Hi ). InitialSessionAuthID /8T A—4 —{ED/)NA BN OES,

username
Hi71. REEL—H—& authid RIS 51— —%, ZHUIBEEDLZDIC
DOHFEH T4, CONNECT A7 — b A2 hOEERLEKND [1—H— IDJ
T4 =)V RIZEEERINET., API A username /N T A—4 —[ZFEE AL TW
BWEE, DB2 T—HAXR—ZA + Y Fx—T % —Id userid NHETNEIE—L
E N

usernamelen
Hi /1. username /N7 A —4 —fHED/)NA M HEAAL DK,

initsessionidtype
7). InitialSessionAuthid /X T A —% =0 —)L7 authid NZERT LY >
a2 authid 17, API I3, LA FOMEDNWT A (db2secPluginh TE TR
N BERIBTNUIRDER A

 DB2SEC_ID_TYPE_AUTHID (0)
* DB2SEC_ID_TYPE_ROLE (1)
errormsg
7). db2secGetAuthIDs API WNIEHIZETSNBRNWHEITID/NT A—F
—TRENDZEDH D, TI3U1 X ->TEIDIKES N ASCII 5
— Ay t—=Y - ANUTDT RLAZETHRA 25—,
errormsglen
Hi77. errormsg NI A—F—DLT— - Avyt—2 - AU TDNA MH
MOERIZRTEREEIRI 5 —,

db2secGetDefaultLoginContext APl - FZ7#JLb -ASA4 2 -
AVTFRX MORE
FIx)V kO 1> ALFFAMNME#L 21— F— 2 HP L E T, Thb
5, I—H— ID ZHIRIITIEE LRV (T —F N— ZITkT D HRFERI 72 GRAED .
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O—7)VE#n]) € DB2 O > RZMNOH T I—H—0 DB2 authid ZHHL £9,
Z® API 1Z. authid &E1—H— ID OfAFZRSRFIULARD £H A,

APl &T—HHEEEX

SQL_API_RC ( SQL_API_FN xdb2secGetDefaultLoginContext)

( char authid[DB2SEC_MAX AUTHID LENGTH],
db2int32 =*authidlen,
char userid[DB2SEC_MAX_USERID LENGTH],
db2int32 *xuseridlen,
db2int32 useridtype,
char usernamespace[DB2SEC_MAX USERNAMESPACE_LENGTH],
db2int32 *usernamespacelen,
db2int32 *usernamespacetype,
const char xdbname,
db2int32 dbnamelen,
void *xtoken,
char **errormsg,
db2int32 xerrormsglen );

db2secGetDefaultLoginContext APl /X5 A —4% —

authid 1), authid NRERINZ/NT A—%—, ED{HEIL DB2 authid DmHEANC
WL TWATUER D 8, 25 TRiFE, 21— —idERanz7r
Ja OEFERHNINERA,

authidlen
H71. authid /NT A—% —{HEDO/)NA FHEADES,

wserid M. T7AINE -OVAY AT FANCEELA-I—Y— ID 2R

INTA—=H—,
useridlen

4. userid /NT A—=F —{EDQD/NA bHALOK S,
useridtype

AN, 7Ot ADEI—Y— D, FEEFEHI—HF— ID DfEEINTW
HZMNEDMERLET, WindowsDHE, EI1—H— ID OAGFEL F
9, UNIX BELW Linux T, 77U =23 >® uid Z—H— ID 7
TOAEETLTNWEZI—Y—0 ID ERAZEE, E1—Y— ID &F
NL—— ID WELDTENHV ET, userid /NT A—F —DHN/ME
(db2secPluginh TERINTWVS) IILUTFTOEBDTY,

DB2SEC_PLUGIN_REAL_USER_NAME
EI—HP— ID MEESNTNLEZEZRLET.

DB2SEC_PLUGIN_EFFECTIVE_USER_NAME
A1 —H— ID DNMEESNTVSE I EE2RLET,

H: 0T34 A>T IATF—2ailko T, £
—H— ID EAFI—H— ID ZRFILBNHEDONH D ET, K
\Z. DB2 #Fr] ID 2R ET DI —H—0 UNIX 7213
Linux @ ID A LW TI7 4 13, ZORPIEZEEL THX
D D £H A,

usernamespace

Hh, 2—¥— ID OF%—L « ARX—Z,
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usernamespacelen
7). usernamespace /N T A—% —fED/)N1 FELDOES,
usernamespacetype /N7 A —4 — Ml
DB2SEC_NAMESPACE_SAM_COMPATIBLE (db2secPlugin.h TEFHEINT
W3) IKREINTWARITNERSRNEWIHIRO S & T, BEYR—
FENDERARET 15 N1 MTRDET,

usernamespacetype
e =L« AR—Z « A T, BRRTHR—FIN2HE—DF—
e AR—Z « ¥4 7fl. DB2SEC_NAMESPACE_SAM_COMPATIBLE T
9 (domain¥myname 7% EDIL—H—H ALY A IVICHE L ET).

dbname
AHle T=HR=ZEHEDO AL TFANTIOFONE LMEA S NS HE
2, B DT — I RX—ADAFMNAD £, O—HIVFFRIY 7> a3 oA
DAY AR OE G, TD/NTA—F—IF NULL ICREINET,
dbnamelen
AJle dbname /NT A—%F —fEONA FHEOEX,
token 1. THUIT T TA D, TDT ST A TOBRDORAMOH L, £z
BIIN—TWRT I 74 HET, 75374 2ICE->THOIRSNZT—%
ZHRIHRA Y =TT, ZOT—FOMEIL. 7I710 AERFICE> Tk
EINET,
errormsg
177, db2secGetDefaultLoginContext API 73 IEHIZET I NBWEHFITI D
INTA—=H—TRINDHIEDHD. 773714 LoTEIDRS N
ASCII TF— - Awvt—2 - ANU 2 TDT RLAZIEIRA 25—,
errormsglen
HiJ1. errormsg NI A—F—DLTFT—« Avt—2 - AU TDNA MH
MOESERTEEEZHRIRI 5 —,

db2secProcessServerPrincipalName APl - H—N—Mh5R&h

TeY—ER - FU 2RIV RDMNE
PH—N—DERINET—EZ « T VA ZEUBE L, gss_init_sec_context API
THHAZTNS gss_name_t NEHHXOT) >V ERLET,
db2secProcessServerPrincipalName API (3. Kerberos iZaL D FRFIC, 77— X—
AT LT MN)=Th&OQr7INY—EZX - TY NV ADUELET, 8
. ZOEHATIL gss_import_name API MEAINE T, a2 TF A NNHELIN
5 &, gss_name_t 7P 7 M gss_release_name API DFEFONH LIZL - THEKS
#1E 9, db2secProcessServerPrincipalName API (. gssName /X5 A —% —VHERN/R
GSS #ZHE L TWhILfE DB2SEC_PLUGIN OK ZREL 9, U /L AN
#h7235E1d DB2SEC_PLUGIN_BAD_PRINCIPAL_NAME L7 — - d— RARINE
KR

APl &T—HHEEEX

SQL_API_RC ( SQL_API_FN =db2secProcessServerPrincipalName)
( const char *name,
db2int32 namelen,
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gss_name_t xgssName,
char **errormsg,
db2int32 xerrormsglen );

db2secProcessServerPrincipalName APl /X5 A—% —

name AJJ. GSS_C_NT_USER_NAME HHXDOH—EZ - 77U > /OVDTFA
N4 (B: service/host@REALM),

namelen
Atle name NI A—F—{HDONA N DEX,

gssName

1. GSS-API WEBlEXoHHH—E X « U >V A EfETRA 4

o

errormsg
. 77140 ko TEIDIRS N/ ASCI T — - Ay tE—2 - A b
> TD7 R AZHRTHRA > % —, db2secProcessServerPrincipalName API
MEFIZETINBRNWEBICZDONITA—Y—IIRIND I ENH D ET,
errormsglen
7). errormsg NI A—=F—DILTT— - Awyt—2« AU 2T D)NA b
MOEIZRTERERIR 25—,

db2secRemapUserid APl - 1—4%— ID B&LUNRAT—RDB

<y
ZD APLI I DB2 7—HXR—Z - XX =y —IZL>TYZ I 7>k - YA RTIE
CHEIN, BFEDOLI—Y— ID BLXUNAT—R (ZLTRELLHH/NAT—R
B I usernamespace) %, HERFFICHE S N/MEIFRRLEICHEYY 7L ET,
DB2 T—4N—2Z - Yx—I v —Id, #ERRICI—8— ID BRUIXAT— )t
EINTVWDLHEIZOA, O APl 2FFO0HLET, 2L, 753710 >na—8
— ID ZHS51—Y— ID/SXAT—ROXRTVICHY Y 7952 E2BIELET., &
D APL 13A T2 a>ThHO., EFaUTs— - TIT710 &> THREHZWNIET
STURAY RENTOATNEIEORHEINEE A,

APl &T—HHEEEX

SQL_API_RC ( SQL_API_FN xdb2secRemapUserid)
( char userid[DB2SEC_MAX_USERID_LENGTH],
db2int32 *xuseridlen,
char usernamespace[DB2SEC_MAX_USERNAMESPACE_LENGTH],
db2int32 *usernamespacelen,
db2int32 *usernamespacetype,
char password[DB2SEC_MAX_PASSWORD LENGTH],
db2int32 *passwordlen,
char newpasswd[DB2SEC_MAX_PASSWORD_LENGTH],
db2int32 *newpasswdlen,
const char *dbname,
db2int32 dbnamelen,
char **errormsg,
db2int32 xerrormsglen);

db2secRemapUserid APl /X5 A —4% —

userid AN F-1FH N, vy SN s1—9— ID, AJJZ—T— ID ERH D
BE13. APL 3 a—3— 1D 2Rt Lanide s, ThdA
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—H— ID [HERIUCN, HEWETERLEDEIC/RLTREENDDET., Ah
—H— ID N2 WEE. API B —Y— ID 2 RITXRETIEHD
Eyc. YN

useridlen

ATTEZIEIH T, userid /N T A—F —fHO/)NA FHEMOES,

usernamespace
ANFLRH S, 21— — ID OF—L + A=A, ZOfEIE, F7a>
THYY T2 EMTEET, ANNTA—Y—ENREESINT, HMHE
INRINTWBEE, usernamespace 13 CLIENT % A JRBiEDLHEITD H
DB2 7= NR—A + XFX—I v —IZXo THAEN, ORI 1 7Tl
mHINET,

usernamespacelen
AN FEZITHJI. usernamespace /8T A—4% —fHED/NA NHEMDEX,
usernamespacetype /X A —4 —7MiE
DB2SEC_NAMESPACE_SAM_COMPATIBLE (db2secPlugin.h TEFEINT
W2) IKREINTNRITNERSBRNEVIFHIRO® & Tld. BEYR—
FENDEREE 15 N1 MRV £,

usernamespacetype
AN E721FH 1. namespacetype D WHEEHT L WHE, BFFETHR—H X
NDME—DF— L + AR—Z + FA Tl
DB2SEC_NAMESPACE_SAM_COMPATIBLE TT9Y (domain¥myname nED
A=Y —HAYAIVITHE L £9),

password
AN EFH . ANTOHE, THUIEY Yy THRO/NZAT— RIZRD
T, HAOOBE, ZHEEY Y THEAHANAT—RIZBRDET, TO/NNTA—
H—TANEMDEESNTNSEE. AP IANEE IR HNEZRT
ZENTERTNEFRD FH L. ATMEDEE SN TWRNWES, APL 13
71 password fEZRE L TII72 0D £H A,

passwordlen

ASTENIH I, password /N T A—% —fED/NA NEMDES,

newpasswd
ANFZEH . ANOSHE., ZHNEERESINSHH/NNAT— R0 £
9. HHDHE, TUIHERFEAOFH/NAT — RIZRD X7,

H: ZHUE, DB2 7 R—Z I3 —I vy =N I147 >~ EERIEY
—N—LEDEBELEMN GRAT—INR—R « IRx—2 v — /N TA—F—D
fEIZIEC %) @ db2secValidatePassword API @D newpassword /N T A —% —
CETHHNZT— R TY, HHENAZT—RRASEL TEINZHEIT.
APL [ZHMEZ RS 2 EMTERF IR0 FEAMN, HITEPFIOHES
AT =R THAHREES DD ET, ANEL TEINZHB/NAT — BN
WS, APL XN OFHHNAT — REZRITRETEHL D £H A

newpasswdlen

AN EZITH I, newpasswd /N T A—F —fED/NA MO EE,

dbname

Ao 7747 2 bOERGRIEDT — 5 XN—A DA,
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dbnamelen
AJl. dbname /XT A—% —{EHDO/NA FNEMLDOEX,

errormsg
177, db2secRemapUserid APl NIEHIZFEITINBRWGEHIZZID/INTA—F
—TRENDZEDH S, TI714 Ik THIDIRS N ASCIL T
—c Ayt—T AN TDOT RLAZETHRA 25—,

errormsglen
/1. errormsg NI A—=F—DLT— - Ayt—2 - AU 2TDNA FH
MOES ZRIBREZHETRA 25—,

db2secServerAuthPlugininit - 4—/N\—823 7551 > D#E{t
7554 >00— ROEEIZ DB2 T—FN—Z - Y32 — v =BT, Y—
IN—FRFETZ 71 O APL. GSS-API O8&1. 7571 208, I
IZ gssapi_server_auth_functions F51EMNEED serverPrincipalName /X T A —4 —{TH—
IN—=D TV >V # % AL, gssapi_server_auth_functions A& NFED
serverCredHandle /N T A —4& —IZH—)N—DaFHEN > RV EIRELET, TV >
SNNVAHBEOGEAZT N> BV ERFFT 5720ICEDIREN TS AT — &2 MHT
5 DIE. gss_release_name HBL N gss_release_cred API ZM-OHT Z &ick > T,

S -

db2secServerAuthPluginTerm API 23719 NEHHTY,

APl &TF—4 &8

SQL_API_RC SQL_API_FN db2secServerAuthPluginInit
( db2int32 version,
void #*server_fns,
db2secGetConDetails *getConDetails_fn,
db2secLogMessage *1ogMessage_fn,
char **@rrormsg,
db2int32 *errormsglen );

db2secServerAuthPlugininit APl /XS XA —% —

version
AJle DB2 T—HNR—Z « XFx—T ¥ —NBEHR—KLTW% API @
BARKDN— 3 >%FFH. DB2SEC_APL VERSION f# (db2secPlugin.h P)
IZId. DB2 T—4N—Z - XXx—I ¥y —MNEEYR—FLTW5 APl Ok
HON—2a HBENEENET,

server_fns
77, GSS-API FRFEMNH A SN2 HEIL.
db2secGssapiServerAuthFunctions_<version_number> &
(gssapi_server_auth_functions_<version_number> & L THHI SN D) D/zDI
DB2 T—HN—Z « ¥3x—I v — ko TRESNEZATY — 2T R
> —, A—H— ID/SAT— RRFNEH S N55E13.
db2secUseridPasswordServerAuthFunctions_<version_number> ##3&
(userid_password_server_auth_functions_<version_number> & L THH5115)
DI=HIT DB2 T—FR—A + XRx—I v —ZLo TREEINAE) —%
fEd R >4~ —, db2secGssapiServerAuthFunctions_<version_number> &
&, GSS-API ZBFAET T 71 P HITA > TU A RENT APl ZfdRA >
Y —aZATHD,
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db2secUseridPasswordServerAuthFunctions_<version_number> f&ig&ld, 1—H
— IDISATU—REBFHET 74 2 HIZA > T I A bEN APL 25T R
A2 —EF L TNET,

server_fns /NTA—F—1X, TITABA > TUA L TWEN—V 3
NTHHIET %S gssapi_server_auth_functions_<version_number> i & 59 R 1
> —ELTFYARLET,

gssapi_server_auth_functions_<version_number> s & 7213
userid_password_server_auth_functions_<version_number> W& DA DINT A
—&—=lE, TITANA T IUARLTWS API O/)N—2 =3 > % DB2
T—HIR—A - IFx—T vy —ICHSEET,

F: DB2 ONN—2a >, T4 MA > TIUAXARLTWS API OIN
—2a ERUNENIDREVGEITED., Fv XA NN TONET,

gssapi_server_auth_functions_<version_number> F 7z L
userid_password_server_auth_functions_<version_number> f#i& N T,
plugintype /N AT — 7% DB2SEC_PLUGIN_TYPE_USERID_PASSWORD.,
DB2SEC_PLUGIN_TYPE_GSSAPI. £/zid
DB2SEC_PLUGIN_TYPE_KERBEROS DWW NMNITERET HMENDH D £
T, FHERON—2a3 > D API Tl MOEHER S NS IREMENDH D £
R

getConDetails_fn

Atle DB2 ICXoTA > T U AL NENS db2secGetConDetails API % fi§
IRA > —, db2secServerAuthPluginlnit API |3, W N DM DEEE
APl T db2secGetConDetails API ZIFUNE LT, 7 —& X— AT 5
RIS T A ENTEET, ZNSOFMICIE. #EHICBEEL /2\E A
=X L (TCPAP DFEIL P 7 RL AR E) KDOWTOERMNEEN. Z
L T4 AEREDRIEIC DO W TOREE T ISR L 2 nidis
SIBWATREMEN D D £, BIAIX. 7TI77410 213 FBEDOLI—H—2VRED
IP 7 RLAMSERL LD ELTWEDTRWEE, £01—Y — Ok
AT EET,  db2secGetConDetails API OfffIZA 7T 3 > TT,

T = RN— 2RI BR L7 WIRTE T db2secGetConDetails API 23ENH &
N=HE. ZHUEE DB2SEC_PLUGIN_NO _CON_DETAILS ZE L. ZiLL
NOLEIL. EERES 0 #2RLUET,

db2secGetConDetails API &, db2sec_con_details_<version_number> 1t % &
JIRA 5 —Tdb5 pConDetails &, ffifl I35 db2sec_con_details fiti %
IRIN—2a > &FEFTHD conDetailsVersion EWVND 2 DDATIINT A—4
—7%Z & D FET, "JRE/RMEIT. db2sec_con_details] 2MiFH I N2 5EIE
DB2SEC_CON_DETAILS_VERSION_1 T. db2sec_con_details2 73 %
%5813 DB2SEC_CON_DETAILS_VERSION 2 T, T 25X D ITHERES
NTWBH/N—2 3 >F 5L DB2SEC_CON_DETAILS_VERSION 2 TY,

EHICTR 556, db2sec_con_details #1& (db2sec_con_details] F 7213

db2sec_con_details2) IZIXLA F DIFEWMNZ ENET,

o B N—AOEFIEHENS 7O b)), 7O N3VEHZEDY A M,
771l sqlenv.h (include 74 L2 K1) —i2& %) (SQL_PROTOCOL_*)
WCHDET, ZOFERIT clientProtocol /8T XA —F —ICEZAENET,
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e clientProtocol 7% SQL_PROTOCOL_TCPIP F/zid
SQL_PROTOCOL_TCPIP4 DIFHE. H—/N—~DA >\ > REHD
TCP/IP 7 RL A, ZDIEHIZ clientlPAddress /8T A —4 —IZEXZAEN
Er

« UIATURREEHELED ELTNETF—YR—ZAD4LH, T, 1>
25 AR OBEIIRESNETA, ZOEHRIE dbname BN
dbnameLen /NT A—4% —IZEZAENET,

» db2secValidatePassword API @ connection_details /N5 A —4 —NIZEoiR &
N5DLFECFMZSD, #HREROEY by 7, ZOEHIT
connect_info_bitmap /N T A —F —IZEZAENE T,

* clientProtocol 7% SQL_PROTOCOL_TCPIP6 D5, H—/N—~ADA >\
2 REERED TCPAP 7 RL A, ZOIE#HIT clientlP6Address /N T A —%
—IZEZIAEN. db2secGetConDetails API I’EONH LI
DB2SEC_CON_DETAILS_VERSION_2 2\ SN2 EICOAFHTE
N

logMessage_fn

Adle DB2 T—=HNR—A + XX—T v —IZLoTA > TUAbEND
db2secLogMessage APl Z#59 7" >4 —, db2secClientAuthPluginInit API
I&. db2secLogMessage API ZIEUNH LT, 7/\w V7 E2ITEBHOHKT A
wt—% db2diag.log ICREERT D ZEMTEETY,  db2secLogMessage
APl DEAIDINT A—4— (level) 1L, db2diag.log 7 7 1 IVICREERI NS
BMTIT—DYA TE2IEEL. BED 2 DONTA—F—FFNTNAY
=2 ANY T EZEDESITY, (db2secPlugin.h TEFKIN7)
dbesecLogMessage APl DR#ID/NT A —5 —DHNRMEIILLTFOEBLD T
KR

DB2SEC_LOG_NONE (0)
oF> 77kl
DB2SEC_LOG_CRITICAL (1)
BRI ENnz

DB2SEC_LOG_ERROR (2)
I -tk
DB2SEC_LOG_WARNING (3)

e e =y

=H:

DB2SEC_LOG_INFO 4)

A
Ayt—2 « TF AR db2diag.log IZERRSND DI,
db2secLogMessage API @ 'level' /N T A—% — DA/} diaglevel 7—% N—
A s RI—T % — RN TA—F —DIELL T TH L HZEZIT T,
Z D=, #lAIE DB2SEC_LOG_INFO fEZHT 5556, Avt—2 - F
F A ME diaglevel T—F RX—Z + I3x—T ¥ —MR/NT A—%F—IT 4 IN%
EINTVWBEAITDHA db2diaglog ICERINET,

errormsg

. 77140 ickoTEIDIRS N/ ASCT T — + AvtE—2 - A b
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J>TD7 RLAZETHRA 2% —, db2secServerAuthPluginlnit API 731E%

TSN WERIZZDONITA—FI —IIRINL I ENDHDET,
errormsglen

i1 errormsg NI A—F—DLT— - Ayt—2 - AU TDNA L

MOEIZRTERER IR 25—,

db2secServerAuthPluginTerm APl - Y—N\—F7FS551 > -

DY—=-RDOV—=2T7vT
Y= N—BFET T 71 > THERAIND )Y — A &ML ET, TD API 13,
DB2 T—HR—Z « XZx—I % =W —N—GBiL T T /A > %7 > 0— RT S HEA]
WD LET. Z3Ud. 7597102 - IATITU—DREL TS U Y — ADii
o) —=27y TaFETTH, EWISHETA > TUAL NSINDBENH D E
T BlIZE. TI7AICEoTEIDIRSNIZATY — &ML, £EF—T 2L
TWs7y)vEr70—XL, Xy NIV —U#ERZ7O0—-ALET, ZHN650UY
—AZRINT 72D DRk ERFFT A2 EF. TITA BT WET, 2D
API ¥ Windows 7' J v 74 —ATREOHINEE A,

APl &T—HHEEIBX

SQL_API_RC ( SQL_API_FN xdb2secServerAuthPluginTerm)
( char *%errormsg,
db2int32 xerrormsglen );

db2secServerAuthPluginTerm APl /XS A —4 —

errormsg
Hi77. db2secServerAuthPluginTerm API 7NIEH IZEIT I N NWHEIT T DN
TA—F—TREINDZELEDOH D, TI7T714 o> TEDIKS N/ ASCH
IT— Ayt—2 - AN TDTY RLAZFEIHRA 5 —,

errormsglen
Hi71. errormsg NTA—F—DILT— -« Awyt—2« AN 2TD)NA NHE
MOEIZRTEREET R 5 —,

db2secValidatePassword APl - /XX — RDI&EE
T N— 2 ORAERNIZ, 12— — ID BEIONNAT— ROAY 1 IViRit %5
GBI OWTHI L £,

H: APL N7 A7 2k « A RTEITINTWSEHE, API I— Rid. CONNECT
AT—MANEFETTHI—TF —DORMHETETINET. ZTD AP 13, FBAEHERL
JNT A—4 —IZ CLIENT WNRESNTNWIEEICDH, 7F7147 > bk - BA RTIE
OHEnEd,

APl N —)N— « A RTEITFTINTWSEE, API Od— Ri31 > A5 > ATEH
DEHETEITINE T,

AL/ HE (UNIX EDIV—b - LRIVDS AT L« T OB ARRE) DBbE:
Ba. T4 MEREIL. LROSEBETOILENDDET,
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ZD APL 1, /NAT— RNIER 7238 E13f# DB2SEC_PLUGIN OK (IE%#) %, F
77 INA T — RINERh 7235613 DB2SEC_PLUGIN BADPWD 2 EDITF— « 1—R
ERIHENH D ET,

APl &F—4iBEIRX

SQL_API_RC ( SQL_API_FN *db2secValidatePassword)
( const char *userid,

db2int32 useridlen,
const char *usernamespace,
db2int32 usernamespacelen,
db2int32 usernamespacetype,
const char *password,
db2int32 passwordlen,
const char *newpasswd,
db2int32 newpasswdlen,
const char xdbname,
db2int32 dbnamelen,
db2Uint32 connection_details,
void *xtoken,
char **@rrormsg,
db2int32 xerrormsglen );

db2secValidatePassword APl /X5 X —4% —
userid AJ], /NAU— ROMEESIND1—H— ID,

useridlen

AHTe userid /NT A= —fHEHDONA FEALOEZ,

usernamespace

A, BUGEEN/=2—Y— ID NETDHH—L « AR—Z,

usernamespacelen

AJl. usernamespace /NT A —% —fED/)NA FPHELOKSE,

usernamespacetype
Ao F—L « AR—=ZADHA 7, usernamespacetype /N T A —% —DHZ)
72ME (db2secPlugin.h TERINTWD) I FDEBDTT,
- DB2SEC_NAMESPACE_SAM _COMPATIBLE |3 domain¥myname 73 &M 1—H—%
A AITHIEL £,
» DB2SEC_NAMESPACE_USER PRINCIPAL /¥ myname @domain.ibm.com 7% ED
A—H—HAZAIITHIEL £7

BIEDEZ A, DB2 T—HN—R « AT LIHE

DB2SEC_NAMESPACE_SAM_COMPATIBLE LY HR— KL TWER A,

I—H— ID D/2WEHA. usernamespacetype /8T A —4 — Dl

DBZSEC _USER_NAMESPACE_UNDEFINED (db2secPlugin.h TEF I 41
; Iz nxﬁ = h 33 @—

password
Adle MEESNBH/NNAT— R,
passwordlen
Ao password /NT A—F —fED/)NA FELOES,
newpasswd
AHe NMAT—RINELEINDHEOHBNAT — R, BEPER I 780
56, ZONTA—=F—IF NULL IZRESNEKT. ZONTA—=F =03k
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XINVDEE., ZD APL &, [HNNAT— REZHHF/NZA T — RICEE T BRI
WAL DHENH D ET, APl 1F. SAT— ROEHEERZZTF AN/
THHENETALN, ZITFANLWEEIE, [H/SXAT— RERGERE T IRIREC
R Ui DB2SEC_PLUGIN_CHANGEPASSWORD_NOTSUPPORTED % RE9
WHEIRH D ET,

newpasswdlen
AJlo  newpasswd /NT A—F —fEDONA FEOEKES,

dbname
AHl. RO T—F R—=ZA D%, ZD API 13 dbname /N T A—% —%
MELTHELIZADDET L. HDDOWVIE, BEDT—IXR—ZANDT 7t
A%, BN AT— REEICE D I— —DAICRET 5 #t2E-5T
WAEEIE. ZOB%I3E DB2SEC_PLUGIN_CONNECTIONREFUSED %
RIZENTEET., ZONTA—=F—F, NULL CFTHZEMTEXT,
dbnamelen
AJl. dbname /NT A—4 —fED/)NA FHELDEZ, dbname /NT A—4
—M NULL OHE, ZONTA—=F—IL 0 ITHEINET,
connection_details
Atle 32 EVRDNNTA—=F—, ZDHED 3 Ew 8N LLFOERZE
RETHDICHEFRAINTHET,
o AWiOEw M, —H— ID OV — XA db2secGetDefaultLoginContext
DT 74NN THBH0, TNEBEHERFITHIRMNICIEE SN TSN EIR
LET,

o FHM5 2 ZBEHOEw ME, O — )1 (Inter Process Communication
(IPC) ZHHL TWAD, HDEINWIN—FT 13>« T—IR—ABED
db2nodes.cfg NIZH 2/ — ROWTNMNS DR TH D) 7, UE—
N (ry NT—=UEZIZIN—T Ny 7 &kl nhERLET., THUTED
T APL IZF—DX T > LDV 47 > FMW/)NAT— R/ LT DB2 H¥—
IN—ICHEHRTELNEIDHBITEET, TIHINV DAL —F ¢ >
T e AT R=ADL—Y— IDJSAT—R - 75574 12&0, [FH
—DRI 2 EDTIAT 2 RMEDISAT — Ria L O O— VRN E
I NET (- —DEEHEELZ R OEE).

« A5 3 FEHOE Y M3, DB2 F—FR—2A + TF—T ¥ =T —/N\
— YA RERIFZIIAT - HA ROEE ST API 2L TW
HnERLUET,

Ew MAlE, db2secPlugin.h N TRDOXDITER SN TWET,

* DB2SEC_USERID FROM 0S 1. Z—H'— ID % OS 2 5BEI N, A
T—hAY B THRIIZIFEES N TV RN EZRLUET,

* DB2SEC_CONNECTION_ISLOCAL lIm—H)LEEkiaE RL £,

* DB2SEC_VALIDATING_ON_SERVER SIDE |Z. DB2 T—HFN—Z - ¥Xx—
Y=Y —=N— A RELRB I FAT > h - FA ROEEENE/NAY
— ROBGEEZ IO L TWA2hERLET., ZOEY MEWHREINTW
%6, DB2 T—FN—=Z + YFX—=T ¥ =l I —/N— - 1 RN SN
HLTWET, ZNLSOBEEIEF. 771472k - A1 EMSIHEOHL T
Wkd,

238 F—HIR—=Z-kFaUTs—-HAR



BEERAY7ZFBFETD DB2 T—AR—Z « AT ADT 7 )V REIETIL, /%
AT — RIGEER L O#FENFFrRISNET, L., 77710 CBHREEICE

DB2SEC_PLUGIN_BADPASSWORD LT —%R7 I &2k > THREER2ER

AT ENIBIREDH D ET,

AJle BifrHfeh O%#iD AP O LITESND T —F 2fadR1 > %
—. POHSNSAEEMEDH S API 13, db2secGetAuthIDs API &
db2secGetGroupsForUser API T,

token

errormsg
H 7. db2secValidatePassword API ZNIERICEI TS NBNWIHHFITTDINT A
—Y—TREINDIEDHD, TI774 V&> TEHDIRS N/ ASCI T
T— e Ayt—I - AN TDT RLAZEFETHRA 25—,

errormsglen
Hi77. errormsg NI A—F—DLT—+ Avt—2 « AU 2TDNA MH
MOEIZRTEREET R 5 —,

GSS-A

Pl P58 7554 VICHEL APl BLUESE

PLFIZ. DB2 tFaUs s — - T304 « A4 2F—T x— AT GSS-API
DRI ANERRLET,

PHR—KINTWD API |&. Generic Security Service Application Program Interface,
Version 2 (IETF RFC2743) BX N Generic Security Service API Version 2:
C-Bindings (IETF RFC2744) OEARIZHEILL TWET, GSS-API R—Z « 7T 74
SEATYUASRTBHENT. 25 DHERRICDONWTERICHFEL THBLEND

DX,

£ 38. GSS-API GBAt 75 71 NI HE: API L EFE

£ G|

7547 >k Y |gss_init_sec_context WNET7 TV r—rariotFalr— - a2TFAN

<1 K API ZHIGL £7.

P—/N— B R |gss_accept_sec_context MET T r—a ko TRk ztFaU T4

API — AT FARZRITANET,

P—/N— -+ P1 R |gss_display_name N7 4+ —< v hO£&HTZTF A MIEML £7,

API

M API gss_delete_sec_context MyixietFaso—- - aA2TFFANEHIRL ET,

3558 API gss_display_status GSS-API R{LI— RICBHE L /2T F A - 57—+ Ay
- ERGLET,

i@ API gss_release_buffer Ny 77 —ZHIBRLET,

W API gss_release_cred GSS-API AEBAZICEE L 70— H) - 57— i & R
LET,

L8 API gss_release_name WEBZ +—< v b DO&HTZHIFRL £9,

BT TE TR GSS_C_DELEG_FLAG ZEEERLET,

BT E F GSS_C_EMPTY_BUFFER gss_buffer desc IZT—FNETENTNARNT EEEHKL
E

DAL YEVIEE GSS_C_GSS_CODE GSS AV ¥ —Ra—RF&ERLET,
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7 38. GSS-API

FRAL T T A ICRE T API BELUNERE ()

£ ]

DAL VAYEE GSS_C_INDEFINITE ANZALMNA L TF A NOEBIRZ YR — KL TWi
WZEzaRLET,

DAL VAGTEE GSS_C_MECH_CODE GSS YA F—Ra—R&ERLET,

WLBETRTE TR GSS_C_MUTUAL_FLAG MERRENEREINE L /2,

DU VAL GSS_C_NO_BUFFER gss_buffer t ZEINERNL gss_buffer desc iEZfE L
TWRBWIZ EERLET,

WBLTRTE$ GSS_C_NO_CHANNEL_BINDINGS WEFYRI - NA T4 2 TMH0ER A

DAL VAGTEE GSS_C_NO_CONTEXT gss_ctx_id t BEONERR I FTFARERL Tz
ZEERLET,

BT GSS_C_NO_CREDENTIAL gss_cred_id_t ZBMWNENLFEHEN RILEHEL THR
WZEaERLET,

DAL VAGEE S GSS_C_NO_NAME gss_name_t ZENERIRNHAZRRL TWAEWI L&R
LET.

WIS TE T GSS_C_NO_0ID T IV NRBHEANZ AL EFHLET,

DAL VAGTEE GSS_C_NULL_OID SET T c AHNZALEFRALET,

WS E F GSS_S_COMPLETE API MIEHICSETLE L,

DAL VAYEE GSS_S_CONTINUE_NEEDED TORZAMETUTHE ST, MEEEEN S Z T LIRS

h—=2 2 ZEELT API 205 —EROCHTHERSH D
ESIN

GSS-API TS5 4 VBT 3 HI¥EIR

PRI, GSS-API #BAE T2 74 BT 2 HEED ) A M TY,

e TIFIK cEFaUT 4 — ANZZXLNERRHAEINSZ0H, OID IZDNWT

DEREHEHITDH D TH A,

+ gss_init_sec_context() TERI#NS GSS ‘b“ E 23, MHAGRIEB L URLE
WCREDZDDF 7y N EER
LETN, TOF 7y h2/H L/'C%ﬁiﬁﬂ"ﬁ“y F’&iﬁﬁ@‘%lc‘:@i%@ FH A,

7TY, DB2 T—AAR—A + ¥ H—Ty—

« TIAINE - AZTFAMFLHOBNERSINET,

« gss_delete_sec_context() 26D FTF AL« h—=T7 2% 7791472 b5

H—N—. FREFZOHICITEEINET A,
o EHITYR—FEINTWERA,
o Fy I N T4 2T IFHR—FEINTWER A,

o WIHIREHEOEIHIRNINZHE, DB2 T—FRX—X - ¥x—I vy —ldZh %

HEMJIZHE#H L XE A,
« GSS-API fl:£klZ. gss_init_sec_context() F/zl& gss_accept_sec_context()

MERLTH, MEEEICERET S =7 >N TN oKk TR R
oWl &2 HELTNWET., LML, DRDA DOHIED/=D. DB2 7
—HINR—Z « IF*x—T ¥ —IZ gss init_sec_context() MKREL. MDOEYDIT

CHLTh=2 2 Z2ERLSBEICOBR =0 2 ERETEXT,
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%9 E BEFGsEOLI—-F - L1417 b

EEOINSERL O—RFZ2HET 58, &L 3—Ri&. UTORITRINTNVWDS
WITNND T 4+ —< v MIRDET, FEXOFICIE. Y7 LO—RZRLE

ER

L d—ROBEHOODRIE, BEETLIRICBWT—EIC 1 DO OrREINET, &£
OHT, FEEZ, HHBEERICRTID 7y VI hEns &= EFEUIERF TR

LTHOET,

T

I BEAXR ML TR, BTULBEELI—-RFOTRTDT ¢ —I)V FITEN D
LR ETA. 74—V RITEDNZRWGE, D7 4 —)b RIZEEH 1 DO
CEREINFTE A,

2. Hi

FAccess Attempted]

DEIITEY by T ELTRYI D CFAHE

ASCHH ERTIRESINDZ 74—V RHHVET, 22ZL. HEDOT7 T LR
— ke T7AINITBNT, TNHDT 4 =)V RIZEY by TlEERT—BD A
M) TELTERREINET,

EXVIA—R-FT7xzob - 947
KOFEIZ, BEELI—R -T2 b - F1LTHNT, YA T T
CHECKING. OBIMAINT, BXN SECMAINT 1 X2 "OVER S NS AJGEENH 5
MEIMMERLTVWET,

K39 EHFANRNHIDSEELOI—R -7k 517

ATV AT

CHECKING XYV bk

OBJMAINT XXk

SECMAINT XY |k

ACCESS_RULE

X

ALIAS

ALL

AUDIT_POLICY

BUFFERPOOL

XK R

o

CHECK_CONSTRAINT

o

DATABASE

o

DATA TYPE

EVENT_MONITOR

FOREIGN_KEY

FUNCTION

FUNCTION MAPPING

GLOBAL_VARIABLE

HISTOGRAM TEMPLATE

INDEX

X R R <A

INDEX EXTENSION

R AR R R A R R R A R A R R e
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#39 EEANDMNCHIOSERELI—R - F 7220k« 5107 (&)

ATz b 4T

CHECKING XYV |k

OBJMAINT XXk

SECMAINT XY |k

INSTANCE

X

JAR_FILE

METHOD_BODY

NICKNAME

NODEGROUP

NONE

M| R R

OPTIMIZATION PROFILE

PACKAGE

o

PACKAGE CACHE

I R R A R R e

PRIMARY_KEY

REOPT_VALUES

o

ROLE

e

SCHEMA

o

SECURITY LABEL

SECURITY LABEL COMPONENT

SECURITY POLICY

SEQUENCE

SERVER

SERVER OPTION

SERVICE CLASS

STORED_PROCEDURE

SUMMARY TABLES

TABLE

TABLESPACE

MR R R

THRESHOLD

AR R R A R R L R R R

TRIGGER

TRUSTED CONTEXT

o

TYPE MAPPING

o

TYPE&TRANSFORM

e

UNIQUE_CONSTRAINT

USER MAPPING

VIEW

WORK ACTION SET

WORK CLASS SET

WORKLOAD

WRAPPER

XSR 727 b

XKl K R R X | X

ol T BT o el Bl B Il Bl TRl Bl el el (e I o Bl Bl el Bl e el e Bl Bl e
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AUDIT £ X MDEEE LV O— FERET
RDOFEIL., AUDIT AR MOEBEEL I—RFGFHEZRLTWET,

DLRICEEREL O— RO >IN ERLET,
timestamp=2007-04-10-08.29.52.000001;

category=AUDIT;
audit event=START;
event correlator=0;
event status=0;
userid=newton;
authid=NEWTON;

application id=+«LOCAL_APPLICATION;
application name=db2audit.exe;

#40. AUDIT 1 N> NOER L I— R&&Ef

#Hi T+—<3vhk G|
Timestamp CHAR(26) B A N> b B &R
Category CHAR(8) BRI FOKSGr, AIRE/RMEIIU T O EBD T,
AUDIT
Audit Event VARCHAR(32) HEOBEET N>,
AIEZRMED Y Z MZDW TR, RISR—=20 TEEHEA X R D
AUDIT A7 3YU—0tra aBRLT<7EZI N,
Event Correlator INTEGER EEBENROHEEOHB] D, B—1 N> MIEDRAL I— RAEHE
LTWBNE#HNT DDIHATEET,
Event Status INTEGER EHEANFORH, ROXD7 1 DD SQLCODE TEINE
ER
RINA R > =0
KHAXRE <0
User ID VARCHAR(1024) Bl X2 bR TOIL—H— ID,
Authorization ID VARCHAR(128) i1 X2 b OFZITORFA 1D,
Database Name CHAR(8) EDANY NINERINIEMERTT—IR—=2%, 1 AT >
A LNVDEEEANY R THoBBIIEIT I ERDET,
Origin Node Number |SMALLINT BEEA N MIRELE ) — RER.
Coordinator Node SMALLINT d—F 43— —- =D/ —F&F,
Number
Application 1D VARCHAR(255) BERA R IR ELERATHEHAL TW Y FUr—2a > 1D,
Application Name VARCHAR(1024) BElA R PRRBAELEBATHERAL TWEY T r—2a >4,
Package Schema VARCHAR(128) EHEAXRY MO THEAL TV —YDAF—,
Package Name VARCHAR(128) BEEAN IDPEELERLATHERAL TWE Ny r—24,
Package Section SMALLINT EEAN PR ELEBLATHERASN TW ey r—2 017 >
a &
Package Version VARCHAR(64) BRI PR ELERLATERAL TWe /Xy r—2DON—2 3

o

Local Transaction ID

VARCHAR(10) FOR
BIT DATA

EEAN PR ELEBATHERL TWeao—R)b - 8F 287
var b, I I var -0l o—HERkhb
SQLU_TID #sEETY,
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#40. AUDIT 1 N> NOEZL 1—R

Al ($2)

Friiii

T+—3v b

G|

Global Transaction ID

VARCHAR(30) FOR

BAEANY PARELERLTHEAL TW e a—Vb - b5 Y

BIT DATA 7ary D, ZHUL. R YT ar - alo—ifEiks
SQLP_GXID #ERDT—% « 7 4 —)L R TT,
Client User ID VARCHAR(255) BER A X MOYFEAE U 72R %D CURRENT CLIENT USERID $:%k L
DAL —DIH,
Client Workstation VARCHAR(255) B A N RDYFEA U724l D CURRENT CLIENT_WRKSTNNAME
Name Bkl A5 — D1,
Client Application VARCHAR(255) BEAA N> MSFEA L 72Ri%| D CURRENT CLIENT_APPLNAME 4%
Name Rl DAY — DI,
Client Accounting VARCHAR(255) BEA A N> MINFEA L 72RE% D CURRENT CLIENT_ACCTNG 5%k
String LI A% —Dfd,
Trusted Context Name | VARCHAR(128) NI ATy RERICHEMATONZNIATY R -2 TFARD
il
Connection Trust Type |[INTEGER AIRETREIZLA T D EBDTY,
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION
Role Inherited VARCHAR(128) F I ATy RERE T LTl L7z 0 —)b,
Policy Name VARCHAR(128) BAERY > —4,
Policy Association CHAR(1) R S — 224727 b0y A T, AlREIEIZLA T
Object Type DEBDTY,
* N=Zv7x—LA
+ S = MQT
« T = % GEBITE)
* i=§FAl ID
e g = HEMR
e x=hrIFATFTY R -22FFAb
c TI2Y = THIR—A
Policy Association CHAR(1) RN S —2EENT Y TA TV NI AT, ATV
Subobject Type ke ZA4TM 1 GFAl D) O¥AE. AIRERMEIILA T D &EB D TT,
e U= 22—%—
c G= "
« R=10O—Jb
Policy Association VARCHAR(128) RN o — 2T R4 TP 2 b D4R,
Object Name
Policy Association VARCHAR(128) ERRY O —2EMN TR AT FOAF—< %,  [Policy
Object Schema Association Object Type] T. AF—<M@EAINLNA TPV K
NS NTVWSEHAEIL, NULL 22D £,
Audit Status CHAR(1) BEAERY 2 —0 AUDIT K7 ORWL. AIREARMEIZLL T O EB DT

ER

« B- Wif
- F- R
e N- 72l
© S- BRI
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#40. AUDIT 1 N> FNOEZEL 1—R

w’al (L)

Friiii

TI*+—3v b

at

Checking Status

CHAR(1)

BRI 2 —@ CHECKING X4 DR, AIREZRMEIFEA R D &BD
T,

« B- Wi 4

« F- kil

e N- 72l

© S- kY

Context Status

CHAR(1)

BERRY > —@ CONTEXT X4 DRI, AIRE/RMEIZLA T D EB DT
S

o B- W4
. F- REK
e N- 72l
© S- BZY)

Execute Status

CHAR(1)

B Y > —@ EXECUTE K3 DIRM., AlRE/fEIZLA RO EB DT
ED

e B- Wi
. F- REY
e N- 72l
« S- k)

Execute With Data

CHAR(1)

R > —® EXECUTE [X/3® WITH DATA * 7 3>, nlfg
BREIXLL RO EBD TY,

* Y - WITH DATA

+ N - WITHOUT DATA

Objmaint Status

CHAR(1)

iR ) 2 —® OBIMAINT X4y DR, AIREZREIZLA R D & B D
<9,

« B- Wi

. F- BRI

e N- 72l

© S- BRI

Secmaint Status

CHAR(1)

EEAR Y > —0 SECMAINT X7 O4R#. wIRE/RMEIC DWW T,
[Audit Status] 7 4 =)V RZZHL TEI W,

Sysadmin Status

CHAR(1)

B R 2 —® SYSADMIN X7 Dik¥t. FIREARMEIZELF D EHBD
Tq,

o B- W4

. F- R

e N- 72l

oS- BRI
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#40. AUDIT 1 X2 NDEEREL I— RRGH (#6F)

i T+—3 v bk F

Validate Status CHAR(1) EEARR ) 2 —@ VALIDATE X4 DR, AIREZRMEIZEA R D & B0
T,
« B- Wil
o F- RH
e N-72L
oS- RN

Error Type CHAR(8) BEERY—DILI— - ¥ 7, AlRE/f#HIZ AUDIT BLN
NORMAL TY,

Data Path VARCHAR(1024) db2audit configure IX > RTHRESINLT VT4 THRAD T D/
Ao

Archive Path VARCHAR(1024) db2audit configure A< > RTIREINZT — N1 T EINBEED Y
DISA,

CHECKING A1 X hDEEL O — FE&&H

KRDFEIZ., CHECKING I X hDOEEEL I—-ROBAEZRLTVWET,

DFCEREL O— RO > T IVERL £,

timestamp=1998-06-24-08.42.11.622984;
category=CHECKING;

audit event=CHECKING_OBJECT;

event correlator=2;

event status=0;

database=F00;

userid=boss;

authid=B0SS;

application id=+*LOCAL.newton.980624124210;
application name=testapp;

package schema=NULLID;

package name=SYSSH200;

package section=0;

object schema=GSTAGER;

object name=NONE;

object type=REOPT_VALUES;

access approval reason=DBADM;

access attempted=STORE;

#£41. CHECKING 1 N> FDE:E L 01— RFRE

2 i T+—3Iv bk B0

Timestamp CHAR(26) o AN NORE PR =371

Category CHAR(8) EHEAND FOKS, AIRERMEIF T O EBD T,
CHECKING

Audit Event VARCHAR(32) HEDHEEIN I,

AHEMED Y A MOV TIE, RIS R=2D TEEA R R o
CHECKING A7 TV —0Otvra aBRLT<EIN,

Event Correlator

AN ROBEDHE ID, H—a N> MIEDEEL I— R
LW E#MNT 272D TEET,

INTEGER
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#41. CHECKING 1 N2> NDEE L J— RRF (7 )

#Hij T+—3 v bk G|
Event Status INTEGER BEAEA N MORPL, RDOLD7 1 DD SQLCODE THRINE
ER
IRk >=0
KAXRE <0
Database Name CHAR(8) EDARYSIWNERSNIZNERTT—IR—2%, 1 AY >
Z s LNV DEEARY N THOEBRIZT I ERDET,
User ID VARCHAR(1024) BEHEANY NORLTOI—Y— 1D,
Authorization ID VARCHAR(128) BEEAND FORLTOFA 1D,
Origin Node Number | SMALLINT BEEAN MIRAELE ) — RER,
Coordinator Node SMALLINT A—F 4 F—F—+ /)—RD /) —REH,
Number
Application ID VARCHAR(255) EREANR I RAELERLTERL TCW2Y F ) r—2a > ID,
Application Name VARCHAR(1024) BEAA NS IARELZRITHEAL TWeTY T r—a >4,
Package Schema VARCHAR(128) EHEARY FPOBLTHEHL TWEAy r—YDAF—,
Package Name VARCHAR(128) BEEAN IDPEELERLUTHERL TWe/Ny r—24,
Package Section SMALLINT EEANEDPRELERATHERSN TW ey r—2 01 >
Number a &5,
Object Schema VARCHAR(128) BEEA R NOERNRER ST TP FOAF—,
Object Name VARCHAR(128) RS R DOERRGRER ST TP 7 N DA,
Object Type VARCHAR(32) BEEARNNOERMBER ATz NI AT, BRI
W TEEELI—R - F T2V b - F107) E0WS FEY ZITR
INTHET,
Access Approval CHAR(18) TURAMIOEEA N N TRBINZHHZRLUET, AJHER
Reason EIZOWTIE. TER) CHECKING 7 7 & Z&GRHEH DY X ]
EWVWS FEY JIORINTWET,
Access Attempted CHAR(18) MAENEZT IV ADY A TERLUET, AJRE/REIC DWW T,

IH%)72 CHECKING 7 7 2 A7 1 7D A R] WS hE Y
JIRINTNET,

Package Version

VARCHAR (64)

BERA R MOFRELER S THERAINTW Ny r—2DN—
a2,

Checked Authorization
ID

VARCHAR(128)

FFa] ID IFEEA RS RGO ID EREZBEEICF v I IN
F9. #ilzxIE. Zid TRANSFER OWNERSHIP A 57—k A > h®D
5 —ry NITEZRETT,

B A X2 h72Y SWITCH_USER TH 5HEA.
YD BEZ#BOHF] ID NEREINET,

ZDOT 4 =)L RITid,

Local Transaction ID

VARCHAR(10) FOR
BIT DATA

BERANR MR ELERATHERL W z0—-H)L - hT 5
varID, 2 I Tar -0l 0—HERkD
SQLU_TID &k T,

Global Transaction ID

VARCHAR(30) FOR

Bl N PARELERLTHEAL ThWeZ7o—Nb - b I 28

BIT DATA 7ar ID, ZHUE, kT rar-aro—#Eins
SQLP_GXID kDT —% « 74—V RTY,
Client User ID VARCHAR(255) BERA R MINFEA U 7ZIE%ID CURRENT CLIENT USERID #55k L

AL —DIH.
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# 41. CHECKING 1 N> NQE#E L O— REFH ()

i T4—3 vk F

Client Workstation VARCHAR(255) i A X MOYFEAE U 2% CURRENT CLIENT_WRKSTNNAME
Name kL 2 A4 — D1,

Client Application VARCHAR(255) BETA N2 NINFEA L 7ZIE%ID CURRENT CLIENT_APPLNAME %

Name

L A5 — DA,

Client Accounting

VARCHAR(255) BEA X MIFEA L 7ZI%]D CURRENT CLIENT_ACCTNG %55k

String LI A% —Dfd,

Trusted Context Name | VARCHAR(128) NI ATy RERICEEMTSNZ NI ATy R - O2FFAD
il

Connection Trust Type |INTEGER AIREREIZLA T D EBDTY,

IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

Role Inherited

VARCHAR(128) NI ATy REREZNMLTREL7Z0—)),

CHECKING 7 ¥t A#:RHEH

248

KDY A ML, A%I72 CHECKING 7 7 A RKBHHEZRLTWET,

0x0000000000000001 ACCESS DENIED
TR AFERREINEEL, TOL, ERSNEL.

0x0000000000000002 SYSADM
7R AKREINEKT,
IREFEET.

0x0000000000000004 SYSCTRL
TR ARBKREINET,
MR 275 KT

0x0000000000000008 SYSMAINT
TR ARERBEINEKT,
MEPR 2 FF B K9

0x0000000000000010 DBADM
7R ARBAKRINET,
IREFRFE T

0x0000000000000020 DATABASE PRIVILEGE
TR AFERENET, YTV =3 P EEEFI-T I I0T—IN
—AWB L THRIISHER 255 £ T,

0x0000000000000040 OBJECT PRIVILEGE
TORARERENET, YTV r—a B ATV y
N E7ZIIBIEBUTRE T D R EFE D KT,

0x0000000000000080 DEFINER
TURAPKRBENET ., YTV =T aryE BRIk ATV
NERZZBEROERZTHHD LR DX,

77— a > ERIZI—F—1Z SYSADM HE

7Y 7UAr— g EFIFI—Y—13 SYSCTRL

YT —> 3 > FRIZI—Y—13 SYSMAINT

T 7Uhr—2 g EFIZ1I—Y—1< DBADM HE
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0x0000000000000100 OWNER
TR AFKRENET, TTU = a R I-T-E ATV
R OEHE LB KT,

0x0000000000000200 CONTROL
TR AFEKRBEINET, 7TV S—2a  FERIFA—T—E ATy
b F2IBEEICEE9 %5 CONTROL #ERRZH5H 9,

0x0000000000000400 BIND
TUORARERENET, YTV = a yELEBI-T-E Ny =2
BT BN > RHERZR B X7,

0x0000000000000800 SYSQUIESCE
TR AFERINET, 1 O AY AFREET I XR—=ANEHIETE— RIC
HDIHEEF. TV a 3 a3 E T Y Yy FRTD
ZEIMNTEET,

0x0000000000001000 SYSMON
TR ABEREINET, 7TV =3 oERIZI—Y 13 SYSMON
REREHBET,

0x0000000000002000 SECADM
TR ANIEKBEINET, 7TV —2 3 > FERITI—F—1L SECADM
RafFbET,

0x0000000000004000 SETSESSIONUSER
TR RFEREINET, YTV —Ya > FREFaA -
SETSESSIONUSER MR Z 5 £,

0x0000000000008000 TRUSTED CONTEXT MATCH
Bg@iED, DB2 Y—N—TEEINTWVSEAD KT ATy R a5
FAMDEMEE—FHLEL =

0x0000000000010000 TRUSTED_CONTEXT_USE
FoZAFTy R AT FANEFERT L2007 7 ADKRINET,

CHECKING 72t AR1T94 7
KDV A ML, %75 CHECKING 77 A7 71 TH#RLTWET,

B A X MY CHECKING_TRANSFER O#i&, EEEHIIEENMEE I NI N E
SNERBRL FT,

0x0000000000000001 CONTROL
CONTROL HMHENMREB S NEZMEIMEREL LD ELFT,

0x0000000000000002 ALTER
FTx FEEFELIDETIN, FRFEEIXRD N
CHECKING_TRANSFER D¥}&12 ALTER HHENWRE S NEZME D N ERK
HL&LDSELET,

0x0000000000000004 DELETE
FT70x FEHIBRLED ET50, £REBEEI R QN
CHECKING_TRANSFER D41 DELETE BHENRE I NDZME D ) E kK
BLEDELET,
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0x0000000000000008 INDEX
K ZHEALLD ETHN, FRIFEEIXX RN
CHECKING_TRANSFER D#A12 INDEX HHENREE S NDZME S nEK
BLELS5ELET,

0x0000000000000010 INSERT
FT 7 MTHALED ETEH0, FHIEEEI R QN
CHECKING_TRANSFER D& INSERT FiMENMREE I N DM ED &k
BLEHELET,

0x0000000000000020 SELECT
REFRPFE2—ZBRBAEL XD ETEHN, FREFEEMARD D
CHECKING_TRANSFER D¥5&12 SELECT FHEWRE I NDH N E D N
BHLEDELET,

0x0000000000000040 UPDATE
I NDOT—FEHHLEIDETEHN, £REFEEIXRD N
CHECKING_TRANSFER D312 UPDATE FiMENMRE SN ME S e
BMELEDELET,

0x0000000000000080 REFERENCE
F 7 NEOBRBEFRIZHELL LD ET B0, FRIFEEIN RN
CHECKING_TRANSFER D¥}#1Z REFERENCE HHEWRE SN HME DN
ZRELLD ELET,

0x0000000000000100 CREATE
ATz hEERLED ELET,

0x0000000000000200 DROP
FT7Pxz ROy T LESELET,

0x0000000000000400 CREATEIN
MOAF—=IRICA TP o7 FZERLELD ELET,

0x0000000000000800 DROPIN
MDAF—IWNICRHWEEINSEF TPz 7 b2 ROy T LES ELET,

0x0000000000001000 ALTERIN
MDAF—=YWICAWEZSNEF TP/ hZ2EELELD ELET,

0x0000000000002000 EXECUTE
IV =g pEETF, FREBIN-FOEEHES ELET, V—F
NS0 — AR ZEIERT S BIROAITEHAINET) . MS5HhO
DDL A7 — A DI —F BRI 50, ERIFEENN IR
CHECKING_TRANSFER D¥3&12 EXECUTE HitENRE I NDNE D E
BELEISELET,

0x0000000000004000 BIND
YTV —=2a rENA D RERIBERFLES ELET,

0x0000000000008000 SET EVENT MONITOR
AR - BZI DA Foty FLEDELET,

0x0000000000010000 SET CONSTRAINTS
FT7Tx MCHETAHELY hLED ELET,
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0x0000000000020000 COMMENT ON
722 MTHETHEREMERL LD ELET,

0x0000000000040000 GRANT
HBHF Tl MICHTDRER IO —)LZ2RHI O ID ITHELED &
Li—a—o

0x0000000000080000 REVOKE
HBFTTT Ll NI 25 EEIIO—)LEF] ID 25BDHEES &L
ESCIR

0x0000000000100000 LOCK
A7z b0y LEDELET,

0x0000000000200000 RENAME
AT FRAHMIEEL LD ELET,

0x0000000000400000 CONNECT
FT—HINR—AHEHEL LD ELET,

0x0000000000800000 Member of SYS Group
SYS VI—=TDAN—=%7 7R AL/IEHHL LS ELET,

0x0000000001000000 Access All
BEINTVWEF T2 7 M LU TRER TR TOREEZFEHL T, AT
—hARZETLEDELET (DBADM/SYSADM TOAFH INE
),

0x0000000002000000 Drop All
BROA Tz b ROy 7LED ELET,

0x0000000004000000 LOAD
RAR—AICEZEZO—-RLEDELET,

0x0000000008000000 USE
RAR—AWCRZERL LD ETHN, EFREBEENXRS D
CHECKING_TRANSFER D &1C USE FtENRE I NDENESI M EREL
FH5&ELET,

0x0000000010000000 SET SESSION_USER
SET SESSION_USER A7 — A KEEFTFLIDELET,

0x0000000020000000 FLUSH
FLUSH A5 —hMA > RZEITLELDELET,

0x0000000040000000 STORE
EXPLAIN_PREDICATE WO fH MR S 1172 A7 — kA > N OfE 2 E£R
LLo5ELET,

0x0000000400000000 TRANSFER
AT hERERLED ELET,

0x0000000800000000 ALTER_WITH_GRANT
GRANT HHEDfF /= ALTER WRENEI N EMEL IS ELET,

0x0000001000000000 DELETE_WITH_GRANT
GRANT HHED /= DELETE MEENES M EREBEL LD ELET,
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0x0000002000000000 INDEX_ WITH_GRANT
GRANT (HEDFIW /= INDEX WRENEDIMEBREL IS ELFT,

0x0000004000000000 INSERT WITH_GRANT
GRANT HHED /= INSERT RN ES N EMmEL LS EL £,

0x0000008000000000 SELECT_WITH_GRANT
GRANT FHED /= SELECT DMREBMNES N EREBEL LS EL T,

0x0000010000000000 UPDATE_WITH_GRANT
GRANT HHED /= UPDATE MREMNES N EREL IS ELET,

0x0000020000000000 REFERENCE_WITH_GRANT
GRANT HMED I /= REFERENCE WNMREMME I MEREBEL IHEL F
@_D

0x0000040000000000 USAGE
D= VAFERIE XSR ATV FEFHLELD ET 50, FRIEEELS
AN~ CHECKING_TRANSFER D#E1Z USAGE FrHENRE I NN E
IMEMRELELDELET,

0x0000080000000000 SET ROLE
O—)LERELLD ELET,

0x0000100000000000 EXPLICIT_TRUSTED_CONNECTION
WRINE N ATy RiERiZHLL XD E LT,

0x0000200000000000 IMPLICIT_TRUSTED_CONNECTION
WEEA/E b T ATy R e L LD ELET,
0x0000400000000000 READ
JO—=NVERZEGANS S ELET,

0x0000800000000000 WRITE
TO—=NNIVEREEZAHSHIELET,

0x0001000000000000 SWITCH_USER
BIRIZ2 N S ATy R CTL—Y— ID 2Y0BEALS ELET,

0x0002000000000000 AUDIT_USING
ATV MCEERY —Z2BEMNT LS ELET.

0x0004000000000000 AUDIT_REPLACE
FT2 2 bAOBEERY > —OlEM I Z2ESMA LD ELET,

0x0008000000000000 AUDIT_REMOVE
FTVx T bADERERY O —OREMNITERELLS ELET,

0x0010000000000000 AUDIT_ARCHIVE
BEOJE27 -1 T7LEDELET,

0x0020000000000000 AUDIT_EXTRACT
BEEOJZMHEL LD LT,

0x0040000000000000 AUDIT_LIST_LOGS
BEAEOZVZUARLEDELET,
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OBJMAINT /X FOEEE L O— FERET
RDOFEIL., OBIMAINT TR FOBERL I— ROBXLERL TWET,

DLRICEEREL O— RO >IN ERLET,

timestamp=1998-06-24-08.42.41.957524;
category=0BJMAINT;

audit event=CREATE_OBJECT;

event correlator=3;

event status=0;

database=F00;

userid=boss;

authid=B0SS;

application id=+*LOCAL.newton.980624124210;
application name=testapp;

package schema=NULLID;

package name=SQLC28A1;

package section=0;

object schema=B0SS;

object name=AUDIT;

object type=TABLE;

# 42. OBJMAINT T N> NDEA L I— R&RE

#Hij TA+—3 vk G|
Timestamp CHAR(26) B A N> b BT &R
Category CHAR(8) BRI FOKSr, AIRERMEIIU T O EBD T,
OBJMAINT
Audit Event VARCHAR(32) ) E O RN
AIEEZRED U Z MZDW TR, RISR—=20 TEBEEHEA X R D
OBJMAINT A7 d)—Dtr > a a2 TSI,
Event Correlator INTEGER B R OEEDHHB D, H—a N> M EDEAE L J— RABH
LTWBNE#HNT DDIHATEET,
Event Status INTEGER BEHEANFORM, KOED7 1 DD SQLCODE THEINE
ER
RINA R > =0
LBHAR B <0
Database Name CHAR(8) EDANY NINERINIZMERTT—IR—=2%, { AT >
A LRNIVOBEEARY N THLIZHBITITT I o7 ERBDET,
User ID VARCHAR(1024) BB R NORZHTOI—Y— ID,
Authorization D VARCHAR(128) BEA N2 N OKREZITOFFA] 1D,
Origin Node Number |SMALLINT BEBEA N MR ELE ) — RER.
Coordinator Node SMALLINT I—FT4%—%—+ /) —RD/—R’&EHF,
Number
Application 1D VARCHAR(255) BERA R IR ELEBATHERAL TW Y FUr—2a > 1D,
Application Name VARCHAR(1024) BElA R MRRAELEBATHERAL TWEY T r—2a >4,
Package Schema VARCHAR(128) EHEANRY MO THEAL TWENw T —YDAF—,
Package Name VARCHAR(256) BEEAN IDHEELERLATHERL TWENy r—24,
Package Section SMALLINT BEEAN PR ELEBLATHERAESN TW Ay r—2 017 >
Number ENE =N
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K 42. OBJMAINT N> ~NDEAZEL 1—R

Rt (B )

Friiii

T+ —3Iv b

G|

Object Schema

VARCHAR(128)

BAANY FOERMRERS AT FOAF—Y,

Object Name

VARCHAR(128)

B A RN MOERRNRERSTZA TP 7 S DA

Object Type

VARCHAR(32)

ERANR NOERNRERSTZA T NOYA T, BRIl
2. MEELI—R - AT b 1471 EnwS hEY VIR
INTWET,

Package Version

VARCHAR(64)

B A XY MR E LR THEAL TW Xy 5 —2DON—2 3
>

Security Policy Name

VARCHAR(128)

FTx b AT TABLE TTOERNREF )T — - RY
ICBEELTWAEAE, TotFa) T — - RY > —D4H

Alter Action

VARCHAR(32)

FrE DA HRIE

AREMEIRL D EB D TT,

* ADD_PROTECTED_COLUMN

* ADD_COLUMN_PROTECTION

* DROP_COLUMN_PROTECTION

* ADD_ROW_PROTECTION

* ADD_SECURITY_POLICY

* ADD_ELEMENT

* ADD COMPONENT

* USE GROUP AUTHORIZATIONS

* IGNORE GROUP AUTHORIZATIONS

* USE ROLE AUTHORIZATIONS

* IGNORE ROLE AUTHORIZATIONS

* OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL
* RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL

Protected Column

Name

VARCHAR(128)

Alter Action 7% ADD_COLUMN_PROTECTION *7/z1Z
DROP_COLUMN_PROTECTION D&, ZHIUIEEINDH D LTI
‘—6@_0

Column Security Label

VARCHAR(128)

7 4 —JV'R Column Name TIEE I N/ANZERET HFaU T«
— I,

Security Label Column
Name

VARCHAR(128)

TekiET2FaVT 10— - INVEFDIOAH].

Local Transaction ID

VARCHAR(10) FOR
BIT DATA

AN IDRELERLTHERAL TW20—-4)V - T ¥ Y
Tar D, T, I YT Tar - -alo—#Lib
SQLU_TID #éi&fATd,

Global Transaction ID

VARCHAR(30) FOR

BAEANY PR ELERLTHEAL TWeya—)Vb - b5 Y

Name

BIT DATA 7iar D, ZHUL, v rrar-arso—if&inb
SQLP_GXID #&EERDT—% « 74—V R TT,
Client User ID VARCHAR(255) BER A N hDYFA U /=R%]D CURRENT CLIENT USERID ##5kL
DAY —DiH.,
Client Workstation VARCHAR(255) BEA A X MOYFEAE U 24D CURRENT CLIENT_WRKSTNNAME

KL A5 —Dff,
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7242, OBJMAINT 1 N> FDEE L O— RF&GFF (Bt &)

i T+—% v bk G|

Client Application VARCHAR(255) BEAA N> hFEA U 72Ri% D CURRENT CLIENT_APPLNAME 4f

Name Rl DAY — DI,

Client Accounting VARCHAR(255) BERA N RD3FA L7=R%] D CURRENT CLIENT_ACCTNG #5i%#k

String LI A5 —Dfl,

Trusted Context Name | VARCHAR(128) NI ATy REgERICBEENTSNZ NI ATy R a2 TFAMD
o

Connection Trust Type |INTEGER FIRE/RMEIILL T O EBD T,
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

Role Inherited VARCHAR(128) NI ATy REiE LTl L7z 00—,

SECMAINT 14 X FDEEZEL 01— R

KDZFEIZ, SECMAINT A R ROERL I—-—ROBERZRLTWET,

DLRICEEL O— RO >IN ERLET,

timestamp=1998-06-24-11.57.45.188101;
category=SECMAINT;

audit event=GRANT;

event correlator=4;

event status=0;

database=F00;

userid=boss;

authid=B0SS;

application id=+*LOCAL.boss.980624155728;
application name=db2bp;

package schema=NULLID;

package name=SQLC28A1;

package section=0;

object schema=B0SS;

object name=T1;

object type=TABLE;

grantor=B0SS;

grantee=WORKER;

grantee type=USER;

privilege=SELECT;

# 43. SECMAINT 1 N> N DE;E L O— R&&EF

£hHi TH—=3 v b BT

Timestamp CHAR(26) B A X2 O H &AL

Category CHAR(8) BilA N2 hOXS, AIREREIZLLTOEBDTY,

SECMAINT

Audit Event VARCHAR(32) RHEDEBEEAL N,
AIEEZRED U Z MZDW TR, RIS R=20 TEHEA X R D
SECMAINT A5 3V —0tr i al a2l T ZE,

Event Correlator INTEGER NS OEBRIEOHE ID, H—A N> MIEDEEL I— R3BHE
LTWEMEHNT DN TEET,
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#43. SECMAINT 1 N> N DQEE L J— RFEGEF (Bt &)

#Hi T+—3v bk G|

Event Status INTEGER EHEAN ORI, ROKD78 1 DD SQLCODE TEINE
£

AR > =0
KAXRE <0

Database Name CHAR(8) EDA R NINERSNEZNERTT—IR—2%, 1 2 AY >
Z s LNV DEEARY N THoLEBIZT I ERDET,

User ID VARCHAR(1024) BEHEAND FORLTOI—Y— ID,

Authorization ID VARCHAR(128) BEEAND FORLTOFA D,

Origin Node Number | SMALLINT BEBRA N MIRAELE ) — RER.

Coordinator Node SMALLINT d—F 4 F—F—+ ) —RD/J— R &HH,

Number

Application ID VARCHAR(255) EREANRN IO RAELERLTERAL TCW27 F ) r—32a > ID,.

Application Name VARCHAR(1024) EREANR IR ELEBLUTERL TWEeT U r—a >4,

Package Schema VARCHAR(128) EHEAR FOBLTHEHAL TWENy X —YDAF—,

Package Name VARCHAR(128) BEANY IRFRAELZRATHEHAL TW/Xy r—24,

Package Section SMALLINT AN IDRELERLTHEHAIN TW NNy —20t8 s v

Number EE SN

Object Schema VARCHAR(128) BEEAN NOERRRERSTEA T2 FOAF—,
FTPxI N H AT« 74 —)V R ACCESS_RULE 725, ZD7
A =V RICIBBBINCBE#E L 22 F 20 70— - KU —ANEEN
9. HAIOARNIA T2 27 MDD T 4 =) RITKMHENET,
ATV b F47 + 74—V RA SECURITY_LABEL 7525, C
D74 =)V RIZiFEFaUT 14— INIUBZEO-HTHSFa
U g — R —OHRMNEENET., tFaUT— - IXN)L
DAFNIA TP 27 bADT 4 =)L RIZKIENET,

Object Name VARCHAR(128) BEHEAN NOERMSRER>A TP ND4i.

LA A X2 ;)Y ADD_DEFAULT _ROLE. DROP_DEFAULT_ROLE,
ALTER_DEFAULT_ROLE. ADD_USER, DROP_USER.
ALTER_USER_ADD_ROLE., ALTER_USER_DROP_ROLE. F/-id
ALTER_USER_AUTHENTICATION OWT NN THDHEIC, O—
NWHZERLUET,

FTx N HAT - T4 =)V RH ACCESS_RULE 725, ZD7
4 =)V RICIFRAIOATINEENE T, HANCEET 2+ 5
A4 — R T—DAFNIAT 7 b« AF—=DT 1 =)L RITk
MmEnEd,

T N1 7 - 74—)VRA SECURITY_LABEL 755,
DT 4=V RIZIFEFaUT 14— INNOAFNETENET., &
Fals4— - RU—DBTHDAHNIA TV b« ZF—
DT 4 =)V RIS NET,
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7243, SECMAINT 1 N> FDEE L O— RF&GFF (i &)

2 T+—3 vk GrL|

Object Type VARCHAR(32) EHEANR DNOERNRERTZF T MO AT BRIl
3., TEELIA—R - ATV b 1471 WD FEY VIR
INTWET,

LA A N> b)Y ADD_DEFAULT _ROLE. DROP_DEFAULT_ROLE,
ALTER_DEFAULT ROLE. ADD_USER. DROP_USER.
ALTER_USER_ADD_ROLE, ALTER_USER_DROP ROLE. X
ALTER_USER_AUTHENTICATION OWITNNTHDHE. L

ROLE T4,
Grantor VARCHAR(128) KMERHEBR OfT 5 F /213D WE L 2175 1D
Grantee VARCHAR(128) Kb 721 3MERR DM 5 R 72 13D I S N WER A E O 1D,

WA N> hAY ADD_DEFAULT_ROLE. DROP_DEFAULT_ROLE,
ALTER_DEFAULT_ROLE. ADD_USER, DROP_USER,
ALTER_USER_ADD_ROLE. ALTER_USER_DROP_ROLE. /=i
ALTER_USER_AUTHENTICATION OWINNTHBHEIC, ~T
25w ReAFFAN - FTV U hERLET,

Grantee Type VARCHAR(32) MEEZIIWMOBE S NIZWRAIIFDS 1 7, nlREARMEIE

USER. GROUP., ROLE. AMBIGUOUS. F7zid. E#&1 X b2
ADD_DEFAULT_ROLE. DROP_DEFAULT_ROLE.,
ALTER_DEFAULT_ROLE. ADD_USER. DROP_USER.
ALTER_USER_ADD_ROLE. ALTER_USER_DROP_ROLE. F7zid
ALTER_USER_AUTHENTICATION OWINNTHBHEITIE
TRUSTED_CONTEXT TT9,

Privilege 7213 CHAR(18) fEFEFIIWMOBE S NEHEZZIZMHEROY 1 T2 RLET, BR)
Authority 7SEE. TAER7% SECMAINT FrEE7ZITHERRDO U A by £ b
Ew ZIRESNTWET,

WA N2 hAY ADD_DEFAULT_ROLE. DROP_DEFAULT_ROLE,
ALTER_DEFAULT_ROLE. ADD_USER. DROP_USER,
ALTER_USER_ADD_ROLE. ALTER_USER_DROP_ROLE. /=i
ALTER_USER_AUTHENTICATION OWINNTH3HE. bl
ROLE MEMBERSHIP T,

Package Version VARCHAR(64) BEAA N MIRAELERLTHERL TWe Xy r—20N—2 3

~

)
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#43. SECMAINT N> NOEZEL 1—R

Rl (B )

Friiii

T+ —3Iv b

G|

Access Type

VARCHAR(32)

tFaUF4— TR EINDEZT IR 1T,

T HE 7 fE:

* READ

* WRITE

« ALL

tFaVT4— RV —DEHINET VA - 17, AlEER
fil:

* USE GROUP AUTHORIZATIONS

* IGNORE GROUP AUTHORIZATIONS

* USE ROLE AUTHORIZATIONS

* IGNORE ROLE AUTHORIZATIONS

* OVERRIDE NOT AUTHORIZED WRITE SECURITY LABEL
* RESTRICT NOT AUTHORIZED WRITE SECURITY LABEL

Assumable Authid

VARCHAR(128)

15 SN2 EHEDY SETSESSIONUSER HMED & &, ZHUIwkzanl &
Weviar A—H—ELLTHREIND I ENAEERF] ID T
R

Local Transaction ID

VARCHAR(10) FOR
BIT DATA

BERA R MO ELERATHERL W z0—H)L - FT 5
a2 ID, ZRUE. b YT Iar - arlo—EEnD
SQLU_TID K&K TY,

Global Transaction ID

VARCHAR(30) FOR

BEA N PR AELRLTHEAL TWera—NVb - b5 28

BIT DATA 7ar D, 2. hIoH¥rar-alo—ilEins

SQLP_GXID #i#EKDT—% « 74—V RTY,

Grantor Type VARCHAR(32) ft5#EDH 17, nlRE/fEIL, USER TY,

Client User ID VARCHAR(255) BEAE A N bYFE4: L 7=RF%ID CURRENT CLIENT USERID %%k L
:‘/‘\X 9 _ O)'f—go

Client Workstation VARCHAR(255) i A X MOYFEAE U 24D CURRENT CLIENT_WRKSTNNAME

Name Bkl A5 —DfH,

Client Application VARCHAR(255) BEAA N> MIFEA L 72Ri%| D CURRENT CLIENT_APPLNAME #¥

Name Bl A5 —DIH,

Client Accounting VARCHAR(255) BEAA N> MNFEA U 72RE% D CURRENT CLIENT_ACCTNG 5%k

String LI A% —Dfd,

Trusted Context User | VARCHAR(128) B X2 hAY ADD_USER 7213 DROP_USER T®H % & =12,
FNoZFy Ra2FFAb - - —%2HHT 5,

Trusted Context User |INTEGER B N> hAY ADD_USER. DROP_USER. /=13

Authentication ALTER_USER_AUTHENTICATION TH% & &2, FTI AT v R -
d>FFAb « Y —ORAREZRT,
1 : PRRENLTE
0 : RREITAE

Trusted Context Name |VARCHAR(128) r o 2Ty RERGICEEMTSNZRNIATY R A2FFARD

EAp
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7243, SECMAINT 1 N> FDEE L O— RF&GFF (i &)

Friiii

TH+—<3 vk G|

Connection Trust Type

INTEGER HJRE/LMEIZLA T D B D TT,
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

Role Inherited

VARCHAR(128) NI 2Ty REEREENMLTHE L 7200,

SECMAINT 43 F /= 3HERR

KDV AR, %752 SECMAINT FbEF7Z13MEBR 2R L TWET,

0x0000000000000001 Control Table
KEZEFE2—ITHL THE X2 E SN2 > b a—)URHE.

0x0000000000000002 ALTER
RIS —T P AZEET BTG HIZITH D H S N7z R,

0x0000000000000004 ALTER with GRANT
FHEDN G AT ENTNERELIT =T P AZEE T D201 5Tz
VFHLD I S 7R

0x0000000000000008 DELETE TABLE
EHFEFIBE2—Z2 ROy 7T 52015 E-ITED S N2,
0x0000000000000010 DELETE TABLE with GRANT
BWEDMN ENHF R INTNSEZ ROy T35 E5F-IFEHDBEIN
T RPHE
0x0000000000000020 Table Index
FHNTRIL THE R/21I3H0 I S N HHE,

0x0000000000000040 Table Index with GRANT
FRHED AT GV Al S N TR B RGNTRE L TR G R 72 13D 1 & N Rk,

0x0000000000000080 Table INSERT
KEZEFE 2=~ AIZB L THE £72dH D I S N R,

0x0000000000000100 Table INSERT with GRANT
RO GDEF I SNTNDERADOFAIZE L TH G X2 S N2k
o

0x0000000000000200 Table SELECT
ZCTORBPUTBI L TH G K72 DI S N7 R

0x0000000000000400 Table SELECT with GRANT
RHEDF G FF Al SN TN DR TOERUTE L TR G R0 M S Nk
*@O

0x0000000000000800 Table UPDATE
REZRBE 2 —OFHITE L THG XIS D I S N Rk,

0x0000000000001000 Table UPDATE with GRANT
FHEDN GRS NTNDREIZIZE 2 —DOEHNTE L TH G XIS
S N Rk,
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0x0000000000002000 Table REFERENCE
RKANOSIUTEI L T G £721 D IH S N7 R

0x0000000000004000 Table REFERENCE with GRANT
FHED G NFF Al SN TN D RANDOSIITE L THH G R 721D 1 S 72 FF
*’@o

0x0000000000020000 CREATEIN Schema
AF—XICEHL TG £ 2I3H DI S /2 CREATEIN R,

0x0000000000040000 CREATEIN Schema with GRANT
BMEDM EMTF RSN TS AF—ICEL TN EEAIZERDHEI N~
CREATEIN i,

0x0000000000080000 DROPIN Schema
ZF—<ICBE L TG F7ZI13H D S 172 DROPIN ik,

0x0000000000100000 DROPIN Schema with GRANT
BHED ENFF I INTNAEZAF—TICBE L THREFZIFRDIEI N
DROPIN HiHE,

0x0000000000200000 ALTERIN Schema
AF =TI L THEGEZIFEDE SN/ ALTERIN HikE,

0x0000000000400000 ALTERIN Schema with GRANT
BEDAT SN SN TVNB AF—TICBE L THRES /IR0 E SN~
ALTERIN H#HE,

0x0000000000800000 DBADM Authority
5 F£7-13E D E SN/~ DBADM MR,

0x0000000001000000 CREATETAB Authority
5 F/-IZE D S /2 CREATETAB HEFR,

0x0000000002000000 BINDADD Authority
15 F 72130 S 4172 BINDADD HERR,

0x0000000004000000 CONNECT Authority
15 F7213B 0 S S 172 CONNECT HERE,

0x0000000008000000 Create not fenced Authority
15 EIZE D E I N7z fenced TR UWERHERR

0x0000000010000000 Implicit Schema Authority
T 5 F 72 3EL D H & N7z G B A — < HERR
0x0000000020000000 Server PASSTHRU
ZOY—N— (FzTL—FT Y R - T=IR-ADT—F - J—RA) T/XA
AN —HEREZ M T 272012, A5 RIZITHD I S N7z Rk,
0x0000000040000000 ESTABLISH TRUSTED CONNECTION
I AT REERIMER S 7z,
0x0000000100000000 Table Space USE
FTAR—ZIZEEERT 272D 5 £ 7213H D S N Rk,

0x0000000200000000 Table Space USE with GRANT
FHEDAT GV AT EN TN D RANR—RITKENER T 2 01T 5 £ 7213
DIH S NI KM,
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0x0000000400000000 Column UPDATE
FD 1 DU LEOEBEDOHINOEHIZE L TG /2 13H0 1 S 72 HibE,

0x0000000800000000 Column UPDATE with GRANT
HMEDT MR SN TNBED 1 DU LEOEEDFINOEHIZEE L Tt
HFEI3HOE S NI,

0x0000001000000000 Column REFERENCE
KD 1 DU LOREDFINDOBRITE U TH G E /213 D I S 72K,

0x0000002000000000 Column REFERENCE with GRANT
HHED EMFF RSN TNDED 1 DU EOEEDFIANOSRIZE L T
B EZITHDE S N2,

0x0000004000000000 LOAD Authority
5 E£7213E D S N/= LOAD HERE,

0x0000008000000000 Package BIND
N =B LU THRE FZ2I3E DI S 72 BIND B,

0x0000010000000000 Package BIND with GRANT
FHEDM EMNHF T EINTNWE NNy —2ICB L TG EZI3ED sz
BIND #5HE.

0x0000020000000000 EXECUTE
Ny =P E3IV—F B L TR G £ 23D E S 7z EXECUTE ¢
Mo

0x0000040000000000 EXECUTE with GRANT
BMEDM EDNHF RSN TNWAEN T —2JF 213 —F B L T 5 £ 7213
D IE SN/ EXECUTE H##E,

0x0000080000000000 EXECUTE IN SCHEMA
AF—HNDTXRTOI—F L THE F7213E D I S 172 EXECUTE
FrHE

0x0000100000000000 EXECUTE IN SCHEMA with GRANT
KD G5MFF SN TNAAF—IHNOTXRTOI—F L T 5 F
7B D IE E N7z EXECUTE e,

0x0000200000000000 EXECUTE IN TYPE
A THNDTRTDI—F B L TG F2I3E D S 172 EXECUTE
FebE,

0x0000400000000000 EXECUTE IN TYPE with GRANT
FHEOMNGNHRIINTNEY A THRNOTRTOI—F L TR 5%
1ZELD ¥ =37z EXECUTE i,

0x000080000000000 CREATE EXTERNAL ROUTINE
5 F7-I1ZELD S 172 CREATE EXTERNAL ROUTINE Hi#E,

0x0001000000000000 QUIESCE_CONNECT
15 F7213E 0 4 X 7= QUIESCE_CONNECT #5#E,

0x0004000000000000 SECADM Authority
5 F/ZIZE DM S 172 SECADM HERR,
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0x0008000000000000 USAGE Authority
= AL TG EZIZEDIE SN USAGE Fig,

0x0010000000000000 USAGE with GRANT Authority
BMEDMENHF RSN TS —T > AICE L TG EZITEDE SN~
USAGE .,

0x0020000000000000 WITH ADMIN Option
O—)LICBIL T WITH ADMIN # 73 3 W5 F-I3ERD B I N,

0x0040000000000000 SETSESSIONUSER Privilege
15 F7-13H D S #1727 SETSESSIONUSER H##E,

0x0080000000000000 Exemption
G L2 DI S Nz HRBR,

0x0100000000000000 Security label
MEEZIIROE SN ZEF2 T4 — - TN,
0x0200000000000000 WRITE with GRANT
BHEOM G SN TS 7 0= NIVAEKEEZAD O 5 £ 72138
D S N7 Rt
0x0400000000000000 Role Membership
5 ERFROEINZO—ILDA I N=2y 7,
0x0800000000000000 Role Membership with ADMIN Option
15 £ IEI Nz ADMIN 3723 MEQO—IVDAZN—
7
0x1000000000000000 READ
70— )NVER % i A IS T2 O 5 7213 B0 1 & 7Rk
0x2000000000000000 READ with GRANT
KD GOSN TNS 70— ) NIVEKE A D 20124 5 £ 72138
D4 S N7 Rk,
0x4000000000000000 WRITE
70— )NVERZEZADTZOIM 5 7213 H 0 1 S N7 R,

SYSADMIN A X FDEE L 01— R&st

KDZFEIE. SYSADMIN X2 hOEERL I— RZEZEZRLTNET,

DLFICEE L O—ROoY > IV ERLET,

timestamp=1998-06-24-11.54.04.129923;
category=SYSADMIN;

audit event=DB2AUDIT;

event correlator=1;

event status=0;

userid=boss;authid=B0SS;

application id=+*LOCAL.boss.980624155404;
application name=db2audit;

K 44. SYSADMIN 1 N> kDB L 1— RF&GEF

i TA—3v bk B}
Timestamp CHAR(26) BEAA N> b OB ERAL
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# 44. SYSADMIN 1 N> hDEE L 3— R (i)

#Hij T+—% v bk G|
Category CHAR(8) EHEAND MOKS, AIRERMEIF T O EBD T,
SYSADMIN
Audit Event VARCHAR(32) HEDBEEIN I,
AHEMED Y A MOV TIE, RI5 R=20 THEEA X2~ D
SYSADMIN /7T —0t 7 aasRLTI7ZIN,
Event Correlator INTEGER Bt R OEEDOMHE D, H—1 N> M EDRA L I — RABH
LTCWBNE#HNT DDICHEHATEET,
Event Status INTEGER BEEAN FORK, KOXS7 1 DD SQLCODE THEHINF
KR
WINA R >=0
P R b <0
Database Name CHAR(8) EDARNY MIWNERINIZEMNERTT—IR—2%, 1 AT >
A LRNVOEEANY N THho GBI T I &R0 ET,
User ID VARCHAR(1024) Bl X2 bR TOI—H— ID,
Authorization ID VARCHAR(128) EHEAND NORLITOFFA 1D,
Origin Node Number | SMALLINT BEEANS DR ELE ) — FEF,
Coordinator Node SMALLINT dA—F 4 %—HF—+ J—RD /) —R&EHF,
Number
Application ID VARCHAR(255) Bl A R AR ELERITHEMAL TWY 7 U r—2 3 > 1D,
Application Name VARCHAR(1024) BERA R MRBELZBATERAL TWETY T r—2a >4,
Package Schema VARCHAR(128) EEAR FOBLUTHEAL TWEXy =YD AF—7,
Package Name VARCHAR(128) BEEAND PR ELERLATHERL TWe/Xy r—24,
Package Section SMALLINT BRI PR ELERITHERSN T Ay r—2 0k >
Number a &5,
Package Version VARCHAR(64) BEAmA R IR ELLERLTHERAL TV Xy 5 —YDON— 3

e

Local Transaction ID

VARCHAR(10) FOR
BIT DATA

BERANR MR ELERATHERL W z0—-H)L - hT 5
a2y ID, 2L, b Y Tar - alo—EEnD
SQLU_TID K&K TY,

Global Transaction ID

VARCHAR(30) FOR

BN IR ELRATHEAL TWera—Vb - b5 2Y

BIT DATA Jrar D, ZHUE. hIoH¥rar-aro—iEins

SQLP_GXID #iERDT—% « 74—V RTY,

Client User ID VARCHAR(255) BEA A N2 bnFEA U 72Ri%lO CURRENT CLIENT USERID 5k L
ALY — D,

Client Workstation VARCHAR(255) BEEEA N NINFEA L 724D CURRENT CLIENT_WRKSTNNAME

Name Bkl 2 A% — D1,

Client Application VARCHAR(255) BEAA N> MFEA U 72Ri% D CURRENT CLIENT_APPLNAME 4f

Name Rl DAY — DI,

Client Accounting VARCHAR(255) BER A X MOVFEAE L 724D CURRENT CLIENT_ACCTNG ik

String LI A5 —Dfd,

Trusted Context Name | VARCHAR(128) F ATy RERICHEMTOSNZRNIATY R - O2FFALD

EAiIN
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#44. SYSADMIN 1 X> FOEE L I— RFREH (#iZ)

£ I+—3 vk Wi

Connection Trust Type |INTEGER AIRE/RMEIZEL T D &B DT,
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

Role Inherited VARCHAR(128) I ATy Rk a2 N L TIRR L 7=0—)b,

VALIDATE € XY FDEZEL O— R

RDFEIL., VALIDATE TR FOBEL I—ROBLERL TWET,

PARICEEL I—-RoY > FILERLET,

timestamp=2007-05-07-10.30.51.585626;

category=VALIDATE;

audit event=AUTHENTICATION;

event correlator=1;
event status=0;
userid=newton;
authid=NEWTON;

execution id=gstager;

application id=+*LOCAL.gstager.070507143051;
application name=db2bp;

auth type=SERVER;

plugin name=IBMOSauthserver;

%45, VALIDATE 1 X2 hDE# L 11— R#5F

£ TA—3v bk LA
Timestamp CHAR(26) B A R b AR &R
Category CHAR(8) BEfA N> hOXS. AIRERMEIZLLFDEBDTY,
VALIDATE
Audit Event VARCHAR(32) REDEEI N,
e/ EIZLA F D &E BV TT, GET_GROUPS. GET_USERID.
AUTHENTICATE_PASSWORD. VALIDATE_USER.
AUTHENTICATION B X' GET_USERMAPPING_FROM_PLUGIN,
Event Correlator INTEGER BAMROBEDHE ID, H—A X2 MIEDERL O— RHBEE
LTWBNZEHENT 22D EHTEET,
Event Status INTEGER BEEA N FORF, KDELD7 1 DD SQLCODE THRINE
ERS
AR > =0
LRAXNE <0
Database Name CHAR(8) EDOA R SINERSNIENERTT—IR—2%, 1 AY >
A LRNIVDEEANY N THLHARIIEIT I B0 ET,
User ID VARCHAR(1024) BEHAND NORLITOI—Y— ID,
Authorization ID VARCHAR(128) BE& A N> b ORFKITOFF] 1D,
Execution ID VARCHAR(1024) EHEAND FORZITHEMAL TWESET 1D,
Origin Node Number | SMALLINT Bdr A N> hFEEL I/ — R&EF,
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#%45. VALIDATE 1 N> NDE#E L O— KRRt (7 F)

i T+—<vk G|

Coordinator Node SMALLINT dA—F 4 %—HF—+ J—RD /) —REHF,

Number

Application ID VARCHAR(255) BEEANIDRELEBATERL TWEY 7Y r—2a > 1D,

Application Name VARCHAR(1024) BERA R MRBELZBATHERAL TWEY T r—2a >4,

Authentication Type VARCHAR(32) BEEANY NORLTORIESY 1 7,

Package Schema VARCHAR(128) EHEANR MO THEAL TWENw T —YDAF—,

Package Name VARCHAR(128) BEEA R MRELERLTHERL TW/Xyr—24%4,

Package Section SMALLINT EEAN PR ELEBLATHERASN TW NNy r—20t' s >

Number a &5,

Package Version VARCHAR(64) BEEA N MIRAELERLTHERL TWe Xy r—20N—2 3

>

Plug-in Name VARCHAR(32) BB R MR ELERATHERAINTW T I 74 > D40,

Local Transaction ID | VARCHAR(10) FOR |EE&EA R MR EL L THEHL TW=0—h)L « b5 2¥
BIT DATA vary ID., Z3UE. I Y Tar - alo—-#Ekhs

SQLU_TID K&K TY,

Global Transaction ID

VARCHAR(30) FOR

BB AN PR AELRLTHEAL TWera—Vb - b5 28

BIT DATA g ary ID, ZHUE. I Hrar - -alo—#&ins

SQLP_GXID #iERDT—% « 74—V RTY,

Client User ID VARCHAR(255) BEA A R OYFEAE L 72FE%I D CURRENT CLIENT USERID ##%k L
AL — DA,

Client Workstation VARCHAR(255) BEEA N NINFEA L 724D CURRENT CLIENT_WRKSTNNAME

Name Bkl A5 —0DfH,

Client Application VARCHAR(255) BN MFEAEL 24D CURRENT CLIENT_APPLNAME ff

Name Bl P AY —D1H,

Client Accounting VARCHAR(255) BERA N hD3FA L= %] D CURRENT CLIENT_ACCTNG #5i%k

String LI A5 —Dfd,

Trusted Context Name | VARCHAR(128) F ATy REGICHEM TSN NIATY R ATFARD
Al

Connection Trust Type |INTEGER FIRE/RMEIILL T O &BD T,
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

Role Inherited VARCHAR(128) FNoZFTy R« a2FFAMENLUTHEAL 20—V DT,

CONTEXT A X bDEE L I— F&&
KDZFEIZ, CONTEXT TR hOERL I— RFFHZRLTVET,

DFRICEELI—ROY > TIVERLET,
timestamp=1998-06-24-08.42.41.476840;

category=CONTEXT;

audit event=EXECUTE_IMMEDIATE;

event correlator=3;

database=F00;
userid=boss;
authid=B0SS;

application id=+*LOCAL.newton.980624124210;
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£ 46. CONTEXT 1 X> FhDE#E L O— R3REH

application name=testapp;
package schema=NULLID;
package name=SQLC28A1;

package section=203;

text=create table audit(cl char(10), c2 integer);

i TH+—3 vk i
Timestamp CHAR(26) BERA X2 O HAEREEL
Category CHAR(S8) EHEAND MO, AIRERMEIEFULTOEBD T,
CONTEXT
Audit Event VARCHAR(32) FeE DB X2 b,
ARE/SAED ) A MTDWTIE, R7T5R=2 D TEEHEA X K (D
CONTEXT A5dYU—Dtr a2l T3,
Event Correlator INTEGER EEA R R OEBRIMEDHRS ID, B—A N> M EDEEE L J— RNESE
LTSN EHEHNT 720ICHTEET,
Database Name CHAR() EDARY SWERINIENERTT—IN—2K, 12 AY >
A LRIVOEBREA R N THoBEITET I o7 &0 ET,
User ID VARCHAR(1024) R R NORKRTOI—Y— ID,
S A X hY SWITCH_USER Tdh 54,
ZD7 4 =)V FIZiE,
POEZHZOI—Y— ID NERINET,
Authorization ID VARCHAR(128) EEAND FORLTOFA 1D,
BEA A X2 MY SWITCH_USER Tdh 5.
Z07 41—V RITIE.
Y BEZBOF ID DEREINET,
Origin Node Number | SMALLINT BEAEANS DR ELLE ) — FEF,
Coordinator Node SMALLINT dA—F 4 %—HF—+ J—RD /) —R&EHF,
Number
Application ID VARCHAR(255) BERA R IRBELERITHERAL TWY U r—23 > 1D,
Application Name VARCHAR(1024) WBRAR MR ELZBATERAL TWeTY T r—a >4,
Package Schema VARCHAR(128) EHEAR FOBLTHAL TWENy r—Y D AF—7,
Package Name VARCHAR(128) EEANS IDFELERLATHERL TWe/Xy r—24,
Package Section SMALLINT BEEA N MIMRAELERLTERS N TW Ny —2 017 >
Number EZ 2N
Statement Text CLOB(8M) FHTE25EITIE. SQL /21X XQuery AT —FAY FDTF A
FTY, SQL F7zi¥ XQuery AT — KA hOFTF A LHMHHA]
RET/a WA, NULL &80 £9,
Package Version VARCHAR(64) BERA R MR ELLERLTHERAL TW =Xy 5y —20ON— 3

Ze

Local Transaction ID

VARCHAR(10) FOR
BIT DATA

AN IDRELERLTHERAL TWE0—-4)V - kT 2H 7
var D, 2. oY Tar-alo—iEins
SQLU_TID #&i&EfATd,
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# 46. CONTEXT 1 N> NOE#EL I— RRFF (%)

i TH+—<3 vk LA
Global Transaction ID | VARCHAR(30) FOR |BS#A N> B AELZRRTHEAL TWAZa—=N)L -« T8
BIT DATA Jar D, XU, hIoH¥rrar -0l o—ifEins

SQLP_GXID #i&ERDT—% + 74—V RTT,

Client User ID VARCHAR(255) BERA N hD3FA L= %] D CURRENT CLIENT USERID 5k L
PAY —DIHE,

Client Workstation VARCHAR(255) B A N RDFEA U 7=F 4D CURRENT CLIENT_WRKSTNNAME

Name Bkl A5 — D1,

Client Application VARCHAR(255) BEAA N> MFEA L 2% CURRENT CLIENT_APPLNAME 4§

Name Bl P AY —DIH,

Client Accounting VARCHAR(255) BEAA N> MINFEA L 2RE%| D CURRENT CLIENT_ACCTNG 5%k

String LI A% —DfA,

Trusted Context Name | VARCHAR(128) NI ATy RERICEEMTONZ N T ATV R -
2T F A D4,

Connection Trust Type |[INTEGER AJRERMEIZLA R D EB D TY,
IMPLICIT_TRUSTED_CONNECTION
EXPLICIT_TRUSTED_CONNECTION

Role Inherited VARCHAR(128) NI ATy REgERZN L TR L 70—,

EXECUTE /X bPDEEE L OI— &G
KDFEIX., EXECUTE KD —EE L TEREINDZTRNTO T 4 —IL REHBFL T

WET,

UFicEELIO—-RFOY > FIVERLET,

H: OEEERX &R/ D, EXECUTE K D&, BEEOVNEEX TER
SNBEIT 1 DDA R FDRBPEREITICOZ > TREINAIENHDET, 1
THOL O—RIZEELZA R MIDODWTEHRBRLTHBD, A X2 MMIZIFEF—T—
R STATEMENT MEHFENTNET, RO DITIE, NTA—F— + I—F—KA
FEFIZDWT, WITA—F—T4I2 1| DOFZHHLTCHERLET, Zn5DfT
DA R FNZIE, F—T7—F DATA DEENTVWET, BEEOINLHR— MERX
THERINDBIE, LI—RiZ 1 DIz 9, TStatement Value] 1ZIFEHD
HENERINET, DATA F—T— RiF, ZEXKOEHEHFICOAFERINET,

timestamp=2006-04-10-13.20.51.029203;

category=EXECUTE;

audit event=STATEMENT;

event correlator=1;

event status=0;
database=SAMPLE;
userid=smith;
authid=SMITH;

session authid=SMITH;

application id=+LOCAL.prodrig.060410172044;
application name=myapp;

package schema=NULLID;

package name=SQLC2FO0A;

package section=201;

uow id=2;
activity id=3;

statement invocation id=0;
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statement nesting level=0;
statement text=SELECT * FROM DEPARTMENT WHERE DEPTNO = ? AND DEPTNAME = ?;
statement isolation Tevel=CS;
compilation environment=
isolation level=CS
query optimization=5
min_dec_div_3=N0
degree=1
sqlrules=DB2
refresh age=+00000000000000.000000
schema=SMITH
maintained table type=SYSTEM
resolution timestamp=2006-04-10-13.20.51.000000
federated asynchrony=0;
value index=0;
value type=CHAR;
value data=C01;
value index=1;
value type=VARCHAR;
value extended indicator=-1;
value index=INFORMATION CENTER;
local_start_time=2006-04-10-13.20.51.021507

OEEARX 7> L1352 0, EXECUTE R OHG1F. BEOINEBXTERIN
LI 1 DDA XY SO DEBITICODE D TRSINAZIENHDET., 1 DD
AR NOREBNEEITICOZ> TREINDEHE. 1| [THOL I— RIZEHER X
SRIZOWTREIBRLTED., AR MNZIEF—T7— R STATEMENT W& ENT
WET, ODITIE, NTA—F— - I—N—FRANEEIIONT, NTA—F
—Z&IZ 1 DOfFEMEHALTRARLET., 260701 X2 MIIZE, F—TU—
R DATA DNEENTNET,

EREO N R—=FMERTERINDIEIL. LOI—RIE 1 D220 I,
[Statement Value] IZIZEEDHEENFE RINE T, DATA F—7— Rid. FEX
DHEEITDAERINET,

BHEINDAT—hAL b - FFANEANT MBI, T4 AV IREESND
B, F—HR—R - AR - R=VIEMINET EEINET 4V RIETAR
TF—FR—Z + I— R + R— U THREINED),

EXECUTE X2 MZlid, KOEBEENHDET,

#47. EXECUTE 1 X2 FDEZE L J— R3REH

£ A B Bl

Timestamp CHAR(26) o AN NN E RN =378

Category CHAR(8) e s A NS ST N =y
&3 EXECUTE T39.

Audit event VARCHAR(32) REDEEI N,

AIRE/RED ) A MZTDNT
3. 715 R=2 0 TEEA AN
EXECUTE /151
=0t ra s 28Rl T
<IN,
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#47. EXECUTE 1 N> NOEEL I— RE&FF ()

Friiii

TI*+—3v b

at

Event correlator

INTEGER

BN ROBEDHE 1D,
B X2 hzEoiELO
— RABEE L TW 50 255
TEHOITHEHATEEXT.

Event status

INTEGER

ERARD FOWRM, KRDEX
575 1 DO SQLCODE T#H
INET, RIAIRU B > =
0 LA <0

F R

CHAR(S)

EDA R NINERR S NT=)
ERTT—INR—A%, 1
2H A LRIV DEERA AN
CRThoRBEITIET T
7 ERDET,

User ID

VARCHAR(1024)

EBAXR NORHTOI—
H#— ID.

Authorization ID

VARCHAR(128)

B N> P OKLITOAT
— A M D,

v g A ID

VARCHAR(128)

EBAXR NORBLTOR Y
>3 2 1D,

Origin Node Number

SMALLINT

Bt A N2 VAL ) —
R&ES.

Coordinator Node Number

SMALLINT

A—F4 F—F— J— KO
J—RE&S,

Application ID

VARCHAR(255)

BEE A N ROVFEAE L 72 RE4]
THEALTWEY TUr—3
a2 1D,

Application name

VARCHAR(1024)

G AN NN+ R el 371
THEHLTWEY U r—
3 > %,

Client user ID

VARCHAR(255)

BEA A R MOVFEAE L 72X
@ CURRENT CLIENT
USERID FikL A5 —D
1,

Client accounting string

VARCHAR(255)

BEEE A N ROVFEA L 72 Rf 4]
@ CURRENT
CLIENT_ACCTING #5kL >
A5 —DIH,

Client workstation name

VARCHAR(255)

e S A i e Ayl 537
@ CURRENT
CLIENT_WRKSTNNAME &
Bl XY — D1,

Client application name

VARCHAR(255)

B A N ROVFEAE L 72 REA]
@ CURRENT
CLIENT_APPLNAME ##5k L
AL — DA,
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#47. EXECUTE 1 X> hOEEEL 31— RFRGH (8 )

H

Friiii

TI+—3Iv b

G|

FoIATY R-a2FTFAR
%

VARCHAR(128)

NS ATy B B A 1
SNERIATY K- aVT
F2 b DA,

Connection trust type

INTEGER

IR/ fEIZLA T D
EBDTT,
IMPLICIT_TRUSTED_
CONNECTION BL W
EXPLICIT_TRUSTED_
CONNECTION

Role inherited

VARCHAR(128)

NI 2Ty REEREN L THE
AEL=a—)l,

Package schema

VARCHAR(128)

EEBAXRS NORZTHEAL
TWENY T —YDAF—
~o

Package name

VARCHAR(128)

Baf 1 N2 bAFEA L 7=l %
THEAL TWEy r—
%0

Package section

SMALLINT

BEA A R MONFEAE L 7=
THHINTWEZ Ny r—2
DU a s,

Package version

VARCHAR(164)

e S A Wi A Ol 371
THEHALTWESy r—20
N—3 2,

Local transaction ID

VARCHAR(10) FOR BIT
DATA

BEA A N MINFEA L 2R
THEHLTWEZOo—H)L -
Fo¥rar b, TN
2. hoH a0l
D—# & 725 SQLU_TID ##
ERTT,

Global transaction ID

VARCHAR(30) FOR BIT
DATA

BEA A R MISFEA L T2
THEHALTWEZ7Oo—/)N)b -
cNo¥2rar D, I
X, hoY a0y
D—ifE72% SQLP_GXID

WiEROFT—% « 74—V R
TT,

Uuow ID

BIGINT

TOT 4 ET 4 —FEELE
TEZEEALD ID, ZOfEI.
ERBA Iy T —3
a2 ID NCEATT,

Activity ID

BIGINT

TEEHANTEA DY 77«
E7 4 — ID.
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#47. EXECUTE 1 N> NOEEL I— RE&FF ()

Friiii

TI*+—3v b

at

Statement invocation ID

BIGINT

SQL AT — b A FAFELT
NI —F VIR L D
D, &3, Y7V r—ar
THITORAT 4 27 - LR
WINT I T4 TThHholzb &
IZHELE, ZOLN)LTO
N—F IO L D ZERL
X9, TOTL A NE
[Statement Nesting Level |
EEDETHMT S &ITK
D, BED SQL A5 — kX
PANOLRON AR VDI
T BHIEMTEET,

Statement nesting level

BIGINT

AT — KA FMINEFFEINT
WEEEITHEN THo =3 A
T4 T FERITHEBOLAN
Wo FAT A 2TDEL NIV
3. ART7—R - Joy—o
Y=L ——EHEE
(UDF) DX A M3k, £z
{3 AT REZR IOV AT R
LTWET,

Activity type

VARCHAR(32)

TIOTAETA—DYA T,
AREAMERL O EBD T
ER

« READ_DML

« WRITE_DML

« DDL

« CALL

+ NONE

Statement text

CLOB(8M)

HWHTZ2HEITIE. SQL
F721E XQuery AT —h A
FOTFFARTY,

Statement isolation level

CHAR(8)

AT —FMA2 IDREFEINT
W= EZICHTH - =50k
DAE.

ARSI PO EBD T
@_0

« NONE (/BtDIEERL)
« UR (JFa=3 v haAHD)
¢ CS (F1I—YVIVIEE)

* RS (FAHUD [EE)

« RR (RIEWREFAHLD)
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#47. EXECUTE 1 X> hOEEEL 31— RFRGH (8 )

£ T+—% v bk F
Compilation environment BLOB(8K) SQL A7 —hAFDOar
description INAIVERIZE R S 7z a 2%

AINEBRE, ZOTL A
3. COMPILATION_ENV
BE¥ E 7= 1% SET
COMPILATION
ENVIRONMENT SQL A7 —
FAZRMCANELTETZ
EMTEET,

Rows modified INTEGER PUF O 5 OfERE L THI
FR. HA. EREEHINE
1T DFEL
o HIBRIERAERL N D HK D5
il
s TUT 4 TIIENIZ U
—NEE L= SQL AT —
NP AN UE:
a8 > R SQL 2RO
INBHEEIE. ITRTOYT
AF—hAbD, TN
YT BITOROENNE TN
F9, BEIck-oTE, I
—MMNFEAELZEEIZ, NET
T—ERTEADMENIDT 4
—IVRIZERINDZEND
DET, ZOfEIE. SQLCA
D sqlerrd(5) 7 4 —)V K &%
i T,

Rows returned BIGINT AT—hMAY ML TRES
N2TORE
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#47. EXECUTE 1 N> NOEEL I— RE&FF ()

Friiii

TI*+—3v b

at

Savepoint ID

BIGINT

AT —KMAYIMRETFEINT
W EEILZEDAT— A
FCEHTH S — T A
> b ID,

« TAudit Event] 2%
SAVEPOINT T& % #5,

[Savepoint ID] 1. &
INBE—TRA NI
DET,

+ [Audit Event] %
RELEASE_SAVEPOINT T
HB5EE.  Savepoint
IDJ &, sz t—7
RA 2 MDD ET,

« [Audit Event] 7%
ROLLBACK_SAVEPOINT
Th5%E. [Savepoint
ID] &, o=\ 7 X3
Lt—THRA MR E
EDS

Statement value index

INTEGER

SQL A5 — kA NTHEH
SNDBANINNTGA—F— %
— N —F 73 FA NERDON
&,

Statement value type

CHAR(16)

SQL A7 — kA > MZBdH#
MFF5NTHWETF—F DY
ATDAN > TRB, AlkE
72 fEDH & L Tid. INTEGER
% CHAR NEIFohnEd,

Statement value data

CLOB(128K)

SQL A5 —hK A kDT
—HEDOA Y > TEH,
LOB. LONG. XML, XN
&Y A T DINT A—F —
B3FERREINEF AL, B B
G, BEOYAL - AT T
DT 14—V Ri&, 1SO BT
fiEkEInEd,
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#47. EXECUTE 1 N> NOEEE L O— RFERFH (%)

£ T4—3 vk LA

Statement value extended INTEGER ZDAT— KA NDEICHE

indicator ESINTPRA > T4 7 —%
—Ofl, HHTESMEITRD
EBDTT,

c 0: 12T 47—~ —fEHIZk
STEDYTENDHDE
LT, AF7— KA MEM
fRESINEHE

o 1t AT = —{HIC
&> T NULL M@
=56

5 A T —HF—HIC
& > T DEFAULT WMEE
INEHBE

© AT A=Yl
& > T UNASSIGNED 7%
fRESIN=SHE

Local start time CHAR(26) DT VT A ET A4 —D)N—

T4 3y ETEEZBBL

T2l Ny =D R

TIOT4ET A —ThHDY

&, DFED,

CONNECT. CONNECT

RESET. COMMIT, BLIN

ROLLBACK 72 DS, Z

DT 4=V RIF. EA Y >

W0 ET, ZofEid. K

W TREINE T,

¥ D EXECUTE L J— RZ &I, [Statement Value Index] . [Statement Value
Typel . BEXU [Statement Value Data] 7 1 —)L ROEDIRINLDGENH D £
7, fick o TERETND LR —MERXOLAEIL. &L 3— RITERDMENY X
FENFET., RUYD 77y INIEROEEIL. EEOITNEHAINET., RIDITIC
I&. STATEMENT DA X2k « ¥4 THURI NN, HIZH D 8 . HE<ITITIE,
SQL A7 — M XY MNTHEHEMITSNTVWET—FEITEIZ 1 179D, DATA OF
R« ZA4THIIRSINET, STATEMENT {7& DATA 113, 1 N> MHRIRELR
FET7TUVr—2a> ID D74 —)VRZEMFEHLTY >V EELTENTEEXT,
[Statement Text| . [Statement isolation level| ¥ 7} [Compilation environment

description] DAL, DATA 1 N> MZiIH D £H A,
[Savepoint ID] 7 1 —JL R

EDAT— KA N ROLLBACK TO SAVEPOINT A7 — KA NDFELEZIT
7=nid. TSavepoint ID] 74 — )V RZMHHALTE I v F 27 TEET, BHED
DML AJ5— kA2 (SELECT. INSERT 72 &) Tl Bftot—7HRA >k~ ID
MEAEINTVWET, LAL. ROLLBACK TO SAVEPOINT A7 — KA NDFE
3. Rboico—ILNy 7 Dot—THRA > ID NEEINET., LEN>T,
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ROFINRT IO, =Ny 75D ID EFUNENLD HRERE—TRA
K ID 2o TWBHATF—FAY NI, §RTO—INyZENET., £iF. 2
F—hACROEFTOEFEZRLTVET, 2 LEOE—THRAL > ID 2O
N2 MIITXRTO—IUNY 7 EINET, E 3 @HID INSERT AT — KA RXKD)
UM, £ T1 ICHASNET,

#48. ROLLBACK TO SAVEPOINT X7 — A FD#HELERTZODIXT—KMX > D>

—4r 2

AF—F AL b

Savepoint ID

INSERT INTO T1 VALUES (3)

1

SAVEPOINT A

INSERT INTO T1 VALUES (5)

SAVEPOINT B

INSERT INTO T1 VALUES (6)

ROLLBACK TO SAVEPOINT A

N | W W ||

COMMIT

BAXV b

BAENT I —TEI. FEQY A TOA R MAEEL I— REHRTEET,
AUDIT h7IJY—DA Rk

ALTER_AUDIT_POLICY
ARCHIVE

AUDIT_REMOVE

AUDIT_REPLACE

AUDIT_USING

CONFIGURE

CREATE_AUDIT_POLICY

DB2AUD

DROP_AUDIT_POLICY

EXTRACT

FLUSH

LIST_LOGS

PRUNE (/N—23 > 9.5 DBETIZAEREINERA)
START

STOP

UPDATE_DBM_CFG

CHECKING h7JY—DA~R>» b

CHECKING_FUNCTION
CHECKING_MEMBERSHIP_IN_ROLES
CHECKING_OBJECT
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* CHECKING_TRANSFER

CONTEXT A7JY—DA >k

£ 49. CONTEXT J17 31 —DA X2 |

CONNECT

CONNECT_RESET

ATTACH

DETACH

DARI_START

DARI_STOP

BACKUP_DB

RESTORE_DB
ROLLFORWARD_DB
OPEN_TABLESPACE_QUERY
FETCH_TABLESPACE
CLOSE_TABLESPACE_QUERY
OPEN_CONTAINER_QUERY
CLOSE_CONTAINER_QUERY
FETCH_CONTAINER_QUERY
SET_TABLESPACE_CONTAINERS
GET_TABLESPACE_STATISTIC
READ_ASYNC_LOG_RECORD
QUIESCE_TABLESPACE
LOAD_TABLE
UNLOAD_TABLE
UPDATE_RECOVERY_HISTORY
PRUNE_RECOVERY_HISTORY
SINGLE_TABLESPACE_QUERY
LOAD_MSG_FILE
UNQUIESCE_TABLESPACE
ENABLE_MULTIPAGE
DESCRIBE_DATABASE
DROP_DATABASE
CREATE_DATABASE
ADD_NODE
FORCE_APPLICATION

SET_APPL_PRIORITY
RESET_DB_CFG
GET_DB_CFG
GET_DFLT_CFG
UPDATE_DBM_CFG
SET_MONITOR
GET_SNAPSHOT
ESTIMATE_SNAPSHOT_SIZE
RESET_MONITOR
OPEN_HISTORY_FILE
CLOSE_HISTORY_FILE
FETCH_HISTORY_FILE
SET_RUNTIME_DEGREE
UPDATE_AUDIT
DBM_CFG_OPERATION
DISCOVER
OPEN_CURSOR
CLOSE_CURSOR
FETCH_CURSOR
EXECUTE
EXECUTE_IMMEDIATE
PREPARE

DESCRIBE

BIND

REBIND

RUNSTATS

REORG

REDISTRIBUTE
COMMIT

ROLLBACK
REQUEST_ROLLBACK
IMPLICIT_REBIND
EXTERNAL_CANCEL
SWITCH_USER

EXECUTE hAFJU—DA N> b

¢ COMMIT: COMMIT A7 — b A > M DFELT,

¢ CONNECT: 7 —# N— A5t DFEN

¢ CONNECT RESET: 7 —% N— ZEH D T,

* DATA: A7 — A FHOKRA MNEREZIINNTA—FY— - X—H—DFT—%
fié.
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ZDOARNE, AT—FMARNIEENDEERARNEBEOC/NT A= — « T —
H—TEIRDIREINET., DATA 2. RUD Ty InsEREO7 Z2HT 5

EEICDAFREINET,
 GLOBAL COMMIT: 7 O—/N)L « >822 3 >HNTO COMMIT DEFT,

* GLOBAL ROLLBACK: Z7E—/)\)l« hZ>H 7 a >N T®D ROLLBACK DFE

7o
« RELEASE SAVEPOINT: RELEASE SAVEPOINT Z 7 — kA > hDFELT,
+ ROLLBACK: ROLLBACK A7 — kX > hD%EfT,
* SAVEPOINT: SAVEPOINT A7 — kA > kDT,
e STATEMENT: SQL A7 — kA > s D%ElT,
¢ SWITCH USER: b T ZX T v REHANTOI—F—DY DR,

OBJMAINT AFIJU—DA4XV b

* ALTER_OBJECT ({Ri#XKZZEHTHEZITOHERIND)
+ CREATE_OBJECT

+ DROP_OBJECT

+ RENAME_OBJECT

SECMAINT A7 JU—DA >+
 ADD_DEFAULT_ROLE
 ADD_USER
 ALTER_DEFAULT_ROLE

* ALTER SECURITY POLICY

* ALTER_USER_ADD_ROLE

* ALTER_USER_AUTHENTICATION
 ALTER_USER_DROP_ROLE

* DROP_DEFAULT_ROLE

* DROP_USER

* GRANT

e IMPLICIT_GRANT

* IMPLICIT_REVOKE

* REVOKE

e SET_SESSION_USER

* TRANSFER_OWNERSHIP

« UPDATE_DBM_CFG

% 9 B BAEEOLI—-F-L1T7 U b
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SYSADMIN A7 TV —DAX> b+

2 50. SYSADMIN 715731 —D+1 N>k

START_DB2

STOP_DB2
CREATE_DATABASE
ALTER_DATABASE
DROP_DATABASE
UPDATE_DBM_CFG
UPDATE_DB_CFG
CREATE_TABLESPACE
DROP_TABLESPACE
ALTER_TABLESPACE
RENAME_TABLESPACE
CREATE_NODEGROUP
DROP_NODEGROUP
ALTER_NODEGROUP
CREATE_BUFFERPOOL
DROP_BUFFERPOOL
ALTER_BUFFERPOOL
CREATE_EVENT_MONITOR
DROP_EVENT_MONITOR
ENABLE_MULTIPAGE
MIGRATE_DB_DIR
DB2TRC

DB2SET

ACTIVATE_DB
ADD_NODE
BACKUP_DB
CATALOG_NODE
CATALOG_DB
CATALOG_DCS_DB
CHANGE_DB_COMMENT
DEACTIVATE_DB
DROP_NODE_VERIFY
FORCE_APPLICATION
GET_SNAPSHOT

LIST_DRDA_INDOUBT_TRANSACTIONS

MIGRATE_DB
RESET_ADMIN_CFG
RESET_DB_CFG
RESET_DBM_CFG
RESET_MONITOR
RESTORE_DB

ROLLFORWARD_DB
SET_RUNTIME_DEGREE
SET_TABLESPACE_CONTAINERS
UNCATALOG_DB
UNCATALOG_DCS_DB
UNCATALOG_NODE
UPDATE_ADMIN_CFG
UPDATE_MON_SWITCHES
LOAD_TABLE

DB2AUDIT
SET_APPL_PRIORITY
CREATE_DB_AT_NODE
KILLDBM
MIGRATE_SYSTEM_DIRECTORY
DB2REMOT

DB2AUD
MERGE_DBM_CONFIG_FILE
UPDATE_CLI_CONFIGURATION
OPEN_TABLESPACE_QUERY
SINGLE_TABLESPACE_QUERY
CLOSE_TABLESPACE_QUERY
FETCH_TABLESPACE
OPEN_CONTAINER_QUERY
FETCH_CONTAINER_QUERY
CLOSE_CONTAINER_QUERY
GET_TABLESPACE_STATISTICS
DESCRIBE_DATABASE
ESTIMATE_SNAPSHOT_SIZE
READ_ASYNC_LOG_RECORD
PRUNE_RECOVERY_HISTORY
UPDATE_RECOVERY_HISTORY
QUIESCE_TABLESPACE
UNLOAD_TABLE
UPDATE_DATABASE_VERSION
CREATE_INSTANCE
DELETE_INSTANCE
SET_EVENT_MONITOR
GRANT_DBADM
REVOKE_DBADM
GRANT_DB_AUTHORITIES
REVOKE_DB_AUTHORITIES
REDISTRIBUTE_NODEGROUP

VALIDATE h5F3Y—DAX bk

« AUTHENTICATE

« CHECK_GROUP_MEMBERSHIP (/N—3 3 > 9.5 PIBTIdER SN EHA)
« GET_USERMAPPING_FROM_PLUGIN
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* GET_GROUPS (/N—2 3 > 9.5 LB TIZAERINETA)
« GET_USERID N—> 3 > 95 DIETIIAERINEHEA)
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E10 E ARV=TFT42Y - RTAL-FaVFTa—DEE

FRLV—=F 4 27 VATAE, T—AIR—A A A= DOEF2UT 4 —%
YR—bTBDIMHHTESDEFa2 T4 — T4 —Frv—2RHELET,

DB2 LW Windows €¥+aVU5 1 —

Windows R A1 23, FEDOARIBLOEBE DA TESHREIND VI T >~ O
CEa— A —BIXY—N—+ A E2—Y—DEETHD. Security Access
Manager (SAM) EMEENDH—~DI—HF— - 7 HT 2k« T—IXR—ZX&=HHL £
To RAACHNOOE2—Y—DS5ED 1 DX, RAA 22 sO—F—T
T, RAAS - a2 bO—F—F, I—H—+ RAAL OMGEDT R TOMH ZEHE
LET,

RASL > ~a>bho—5—F, RAS> - THhHU >Nl 42951 —F—%:
ALY 57D, RASL Y » A=Y= THT b - T=FR—=ANOHEREMH L
iﬁoPx4>itt‘13@F%4>-:>%D~5—wi1%Fx4>-:yb
O—Z— (PDC) 12720 FT ., RAA A 1 RRAAL> - a2 hO—5—2F
fbam%é F2ld 1 RRAA - S/FD T—MMERAARTOHEIT, -

cTHI L NERFHET BN T T« RAAL 2 - a2 hO—F— (BDC) WFEE
THHEMBVET, N7y T« RAA> 2> O —F—F, PDC DI AHY
— - A —EEHMICHEIEZT 415 Windows Security Account Manager (SAM) 7
—HAR—=ZADIAE—ZREFLTNVET,

A—Y—--THT b, == ID, BRONAT—RIE 1 RRAAL> -
FO—=F—ITERTDHZT T, RAL2 - YUY —AZT V7 EBATELLDITRDE
—a—o

{¥: CONNECT A5 —h A2 k& ATTACH O~ > RiZ, 2 ¥k 11— —
EZHR—FLTNWET, SAM Affi1—H— ID OEHiTFIE. BAE 15 XFD
"Domain¥User' A4 1)V DZ4HEITTI,

Windows T —/N—®DA > A =)Dty b7 v TEREOHF T, LA FZERT DX
IICEINTEET,

e 1 RRAAL> - a>bO—5— FHLWRATL R
e N T7w T« RAA « A hO—F— BHIDO R AL ZH)
« AZ RO« H—)N— HHID R AL ZH)

HLWRAAS AT MO bhO—9—) Z28RTHE, ZTOHF—N—{F 1 KRAT
>ed hO—T—I2R0ET,

I—HY—=3o—H) - x>0l A>T HIENTEET, HHWE. Windows
RAAL IR 2L A R=)LLTWERESIE, I—F—EZDRAL iz
JHTEEY, I—HF—ZRFET 57201, DB2 IIRMICO—HIL - >D
UA B, RICHEDORASLS>ODRAAL > - 2> bO0—F5—, BRICRAL -2
FO—F—%RB#T2ERBINIZRAS E2F vV LET,
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ZOEED HEZFHHT 572D, DB2 1 2 AY ANY—N—Ri 2N ELET 5
EIRELET., #HkiE. AFoEBDTT,

FAA 1 KA 2
o >
FSRF ALY KA - ) FSRT YR RALY -
J=|av+BE—5—"DC1, < . [l|P¥tBE—=5—TTDC2,
T A
FAS A
DATH
|| vk % FAf w2~
=" lvan, L 1=Erb b
=;\J=
A/ R,
T—AR—X
ER
' |
Windows | || 9S54TFUkTIY
E]g H—/\— TServr, —= Abdul,

[X] 5. Windows D R AA > & L /=385

B E EF AT = TAIR-Z (BF a2V T4 — - TV RAEH
(SAM)) "BV FJ, DCl FRAAS> -2 O—F—T, DIV IAT7 K<
2@ Ivan, DB2 J—/N—® Servr IWEEINTWNWET, TDC2 X DC1 IZ&FR
SNZRAALT, 794728 - >D Abdul & TDC2 D RAA DA )N
—T95,

P FUA

Y—N—-RiEFERT 57 UF (Windows)
1. Abdul {¥. TDC2 RAA O/ F>LET (DXD. TDC2 SAM T —4% X—
;ubﬁkém’cmi?)o
2. RIT Abdul &, ROXDICAN LT SRV3 LIZHEETHDIChryOr I
DB2 T—H N—ZIZHEHL £,
db2 connect to remotedb user Abdul using fredpw

3. SRV3 {3, Abdul RSN TWBEFZHBH L £9 ., ZDEREMHETHDIC
fibNnsd API 1F. mHIicO—H)L - 2 (SRV3), KICRAA >« a2 hO—
Z— (DC1) Z2MRHEL. BBITKRBINIZRAAS 2RBLLOELET, 1—
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P—% Abdul 7% TDC2 ETHRHINET., ZOMRBRIEFICIE, 1—F—&7)L
— TSI —F— L« AR—=ANKLETT,

4. RIZ SRV3 1, ROKDITHEITLET,
a. TDC2 Zffio TaA—HY—HENAT— ROZ4EEZREL £,
b. TDC2 ICHET 5T LICL > T, Abdul WEHEENE SN EREL T,
c. TDC2 IZHETHZ EIZE ST, Abdul DV )—TITRTEFEEL T,

93472 FRABLY Windows 95347 b -2 &ERTS

»FUF
1. EHHED Dale |&. SRV3 2O/ A > L., 79147 > MIRHTEHT—HRX—Z -
/f /Z&/Z@uwﬂf%ﬁﬁbi@_
db2 update dbm cfg using authentication client
db2stop
db2start

2. Windows 77147 > bk « X >T, Ivan I DC1 RAAL el 4> LEd
(DFED., DCI SAM T—F R—ZIZ&#HEINTWET),

3. KIZ Ivan &, ROLDICAH LT SRV3 LICEE TS =oiIchryarIngz

DB2 T—4 R—AICEEHRLET,
DB2 CONNECT to remotedb user Ivan using johnpw

4. Ivan DX 03, I—TF—ZENAT—ROZYHEZHRELET., ZOFEHRER
HI 201D 5 AP 1E. &IIca—Hh)L - Y22 (Ivan), KRICK XA > -
J>bhO—7— (DC1) ZRBL. BRBIKBI NI BEAAL S ERRLELDEL
F9, 1—H—% Ivan " DC1 ETHREINET,

5. KIZ Ivan DX 3, DCl 2o TA—HY—ZENAT— ROZLYEEBREL
ij‘o

6. KIZ SRV3 I&, ROKXDITHEFTLET,
a. Ivan DRI NI=HEFTEHBIL £,
b. DCl1 ICRETHZEICL ST, Ivan IIEHENE D NERELET,
c. DC1 IZHETHZEICES T, Ivan DIRTDTIN—T%FHEHELET,

7: DB2 77— RX—ZIZ#H L TH DRI, 47 DB2 EFaUF 14— H—EX
ZIREL TL<7Za W, tF 2T 40—« —E AL, Windows O > A h—JLD—
HELTA A R—=ILENET, KT DB2 N1 > A =)L E$, Windows H—
ERAELT M) SNETN. 771V TR HEWICHKBSNEY L. DB2
tFas— - U—EAZMHRENT SITIE.  NET START DB2NTSECSERVER IX > R
AL TLEE N,

Windows TDZO—/N)b - TIv—FDHR— bk
DB2 F—AFR—Z « YAFAITZO—N) « ) —T 2 R—FLET,

Ja—=)N)b « Z)—TEFEHT S0, a—h)b - ZTI)y—T7Ricra—)Nb - 7
W—TEMAHBADBENDH D ET, HEHI—F—INAN—ER>TNWET ) —T
% DB2 T—HAN—A + XHx—T ¥ —WIXRTHET S EE, TOI—H—R#E
BHZA N—IZ/2o>TWBO—H) - FIV—TbERUANINET (DT )—
T3 1 DFEREFEROO NI - TI—TDAUN=ITleoTWB 70—\ -
TI—TRNIZHB7=D).
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7a—Nb - Z)v—T71F, BUFD 2 DORETHEMAINET,
s O—JV - VI —TIHAAENTRE. O—T)b - ZI)V—T #2592

WEEINH D FET,
s RAA 2 -arbOo—I—ICHAAENIRE, 7 O—)N)L - 7)—TIiFr] %
E5ETHLEND D ET,

Windows T® DB2 D1—H—52:l

A—HY—-ZELUPTIN—TRAICEAT S HIHIEIE (Windows)

Windows BRIEICHEA OHKIEENNWS DBV ET, 7272L. DB2 O— R4~

v/ Mt RAbEA I NET,

¢ Windows BRETIE, I—H—ZICTKLFNLFORMEIH D EH- A, 72720, /N
AT — RIZIIKRFE N FEOXRBNNH D £,

o A—Y—ZOVIN—THITWEARLFENLTFOMGEEDDENTEEXT, /-
7ZL, DB2 T—HAXR—=ANTHHAINZ LT, BEITRALFICEBLEINET, Hi
ZIX, T XR— 2T LT 5 FE schemal.tablel Z1ERRL7Z85E. ZOFEIZ
F—4 X—ZAWIZ SCHEMA1.TABLEl &L THREINZT., (INXFOFTP T
7 RNGERERATAEEIL. O R 7oy b—n6 X REHITTHEE
ATy NAEBIHAFTHD N, HEWIET—R - )N—F ¢+ —® ODBC 7
O>hTL>R-Y—)VEFEHRLET, )

o I—Y—NEITZLEDTEZTIN—TDHIL 64 £TTT,

* DB2 7—HAR—ZA + X F—T ¥ —3H—~DF—L « AR—AZEHYR—-FLZET,
DFD, FTATY R« RAAS VRETETTIHAGIE. ACAROLI—H— -
THT 2 hEBEORAAL ATBEWZD, —N— <32 >00—Hh)L SAM ®
D RAA NCEWEZDT S EITTEERE A,

Windows TODZ I -7 L 1—H 2L

I—HT =%, 21— %= %] £nD Windows EFY—)L&2HHL T,
Windows LICEFRINE T, MOT7H T K (AN—=EBIEIND) DA TV
57T RNE VI—TTT,

TN—=T &I IIE Windows EHEIL, MABIOHFITZ V) —THOLI—H
—IC—EIIMETESLIITRD, &1 —Z@HIRTT 20 ENR<RD E
T =T, I—H— - 7 H U2 hEFEEK. Security Access Manager (SAM)
T—IN—ANTEHRIIURTFINET,

ZIN—TIVERD 2 DOEENH D T,

s O—H)V - =", a—H)b - Z)—T712iF, o=V - 7ho ok - F—%
NR=ZAWNTER SN2 — - THI O REANDIENTEET, O—9h
Ve ZIV—TIMEAL > DO—THBX 2 FITHEETAEEE. a—h)L - 7
I—TIZ1E. Windows RAALZDRAAL S « THI D RBIXOTI—T%2 AN
5ZEBHTEET, O—H - VIN—T2 TV AF5T—ar EITERT 255
. o—A - T N—T3FDT - AT — a3 LEATT,

o JO—=)N)b s ZI)—", Za—=)N)b+ Z)h—TF, KA -a>bhO0—F—F
WOBREFEEL, RAAL 2D SAM T—FRXR—ZADIL—H— - THI > hNEEN
TWET, DFD, ZO—)Vb - 7=, Z7a—/)N)b « ZIb—TIERS
NEZRAAL > DA—Y— - ThHT L NETFEAND ZENTEET, DT IL—
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TEAN—ELTANDZEFTEEEA, V7 O—)Nb - Z)—T1, Jo—
NV = TIV=TIFET 2 RAAL DY —N—=BIOT =V AF—a>s, 7
HDHBHRAATHHTEET,

Windows T®D K A4 EDIESFARF

EEEARIE, 2 DORAM CHOEHBIOHEEFEY >/ TY, 2 DORAAL URHIC
EEERRONE, 2—Y— - THhT > bBIOTO-N - VIV—TE, THY
CEMNERBSNIZRAAL PTERBWRAAS P THEATESXDITRD T,

THY Y MERIZ, FPTAT YR RASCHNICRFESNTITHEEL THWD1—H
— YA EBRYT O - TI)V—T OHERICIHF ] ZMGES 2 2 DI S
NEXY, BEERIL 2 DULEDRAA CZ2H—OFEHHEMICE DD I LICK
D, I—F—DOEHZHMELLXT,

EEBIRICIZIRD 2 DORALMHD £,

« FIATA T RAAL Y, TORAA T, A= —Z2FAL THH D720
D RAL ZZ2EHLTHET,

s FIATYR - FALY, ZORAAL I DO RAA TR TL—HY—%
Ak L X9,

EHEERIIMENN/ZDOTIED D XEA. DED. RAAL CHTRAMOEFHEEFR
RIS 2 ERH O ET. BIAE. bIAT A>T« BAA IE, 469
LHRITAT YR RASL 2 THD LR XA

DB2 F—49~R—R + AT AL Windows £FaVUF4s—-H—F
A

DBZT HNRX—Z - /ZT\ZATLi d1— "j_ %&/\XW }\@nunﬂzﬁ\ DB2 AT
L a2 hO—F—ITHEINTNET,

tFalr g — - U—EADNKEIZ/L D DI, #BEE CLIENT FHICHER I /=9 — N\
—ZIAT IR HEERETTY,

PRITOIN—TELRRALY - F 2V T4 —DfEA
(Windows)

DB2 T—HXRX—A + VAT LTI, FHEEZMNEGTHEEEITMRL NI EZERT
B, O—H)L - 2= a—=N)b « Z)V—TE2EETEET,

A=Y —=NTIN—TDAN—=TH2 LA INHDIT. TOI—HF—DT7HD >
Y, O—HVEREFT7O—=)N)b - ZI)V—TNTHRMICER SN TWDEE, £
3O —H) - ZI—TDAN=IZhBEDITERINTWS T O—=)N)L - Z)
—TDAIN—IZRD LTI THBRNICERIN TS EETY,

DB2 T—4X—=Z - Xx—IYv—d UTFOY¥ A1 TDI )N —T%HdR—-EL X7,
e O—H) - T I—"
e Ja—)N)b - Z)—"
e O—H) « TN—TDAN—=ELTOZO—=N)L « Z)—TF
DB2 T—HN—2A + X3x—V v —d, I—HY—OHEENEENTHEEF2U T
A= T=HIR=ZAZ[HHL T, TOLI—HF—=NAN—EE>TWHO—H
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- T—=7E78=N)b « JI—T &5 LET., DB2 T—FN—A - TR
TAF Y= THT D EREITHEZMNICERIRS, DB2 T—HRX—X
WA A R—=I)INTWBO—H)L Windows B —/N—TDHT )L — T NF%EES
NHEDICRETAHIENTEET, LU PO REHHLET,
- JO0—)NVEREDLA:

db2set -g DB2_GRP_LOOKUP=Tocal
- A 2AY AREDLE:

db2set -i <instance_name> DB2_GRP_LOOKUP=1ocal

DAY ROFETHR, BEEZANTTHITIE. DB2 T—FXR—A -1 A
5 A&EIEUTHIAT 20BN D ET, KIZ, O—H)b - ZI)b—TE/ER
L. RAAL > - Tho hEREBZZ7O—=)N)L - T)V—TE=Zoa—h)L - 7)1
—JIZANET,

REINTWVDETANTO DB2 YO 771« LYARN) —BEZEFRT BIT
X, ROLEDICANTLET,
db2set -all

DB2_GRP_LOOKUP 7O 7 7 A )L+ LA MU =K local IZREINTNSY
£, DB2 T—AAXR—ZFO0—h)L - T2 EOIA—HF—DT)I—TDHAZFHEL L
SELET, TOI—F—20O0—AIILFEEEZra—)N)b - ZI—TDA)N—&L
TEREINTWARVWES, T —T7OFZIIEKMLUET, DB2 id. AU RAAL 2D
DO RAAL - A O—=F—N5L—F =D)L —T2FHEL XD &1T

LERA.

DB2_GRP_LOOKUP 7O 77 A)l « LA RY —=BHEHNBREINTWIRNES, UL

ThMfrbnEd,

1. DB2 7—4XR—Z « AT LIEIICRIUCY Y > FTa—Y—2Z5& L%
—a-o

2. A—HY—ZNO— NI TEHINTWVWBREE, TO1—Y—0ORFIZO—HILT
THonxd,

3. A=Y —RNO0—NIVTRONS M-85, DB2 T—FRX—2Z « AT AT
FURASOHFNSI—F—ZEREHEL. TNTHRON SRV EIL.
KNI ZATw R RAALMBE®RES ELET,

JY—=Z « RALHT 1 RRAS > - a2 bhO0—F—FZE@3Nv 27w 7« KX
422> hO0—=F—TH5HXT > ET DB2 T—HIXR—A « YHx—T ¥ —INET
INTVEHEEIEE. EEORAAL Y - 22 O—F—Z2EBEDRTAT Y R+ KA
AICELS ZENTEET, FTIATYR - RASCHNON I T v T « RAA
oA O—=F—DRAAL COARNT. RAA > - a2 FO—F—TRIFIUIH
BHZEMTERNWEZDTT,

DB2 T—HNR—X - XX—I ¥ —MNRAS > - 22 bO—F—ETETINTVA
WHEEIE. UNZ2RITT 20ENRH D LT,
db2set -g DB2_GRP_LOOKUP=DOMAIN

DAY RIE DB2 T—HR—A + SATLNETERALHNDORAAL > « O
hO—F5—ZFEHALT. YHTE s RAMHNDORAA > -2 FO0—F—D
LRI ZRRTEHLDIZ DB2 T—FR—Z « PATFAITHEALET, DFD, DB2
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F=IR=2ANIFEDL—T— - THI RN RAAL Y x KERINTWDHI L%

BHETBE, RAL x ODRAA> - 22O —F9—%2HZHET5DTIER<,

ZDHRZE DB2 WETDRAALCHNDRAA > « A hO—F—IZEELET,

THI>R« RAACCHADRAA > - A2 hO—F—04FMERHEEIN, DB2 5

— A R—=AMFETINTNEI I VICRSINET, ZOHEIZIT BLFD 2 DOF|

HMNHOET,

. 1 RRAA> - 22 bO0—F—PNEHTERNESIC. BbiE<IZHD RAA
Cearho—I—mEnsg,

2. 1 RRAA > - a2 bOo—F—2HEMICEENTWA AL, RBIEICHD R
AL -2 bO—I—PRHIN%,

IEFFFHFRAAL Y - URMEERL RS
19@%3X%vF-h%f/-7zvthfi\1~€—IDﬁ@ﬁ@Kbt
STERINDGEDNDHVET, FTIATYR RAAL Y - T L ANEER v
FNT—=2ZN L THWIBEEL TWAERDO RAAL VNS R2EATT,

1 DDRAAL >DI—H =, JIORAA HORDOIL—F—EFCLI—H— ID
EEFORBEMEN D D ET, TDL OGS, LUFOBRIENKEIZ/RD 7,
-Hbl—ﬁ~lD%h9@ﬁ@1 Y—Z2ZNEFNHND RAA > THRIAET S,

o TN —TIEDNTEHMEEMNEGEFIZIROBETZDD, ZIL—T )by 77 v
70

e INAT— ROMEE,
« Xy RT—Z - 8T T4y O,

FU1—Y— ID 2HOEHOI—HF—NRASL > - T LA NNTTY VAT 3
BEOMEZ<ITIE. db2set BEXUL DA MU —2% DB2DOMAINLIST % ffi->
TERIND, BFHFRAAL S - UANEHERATIZLEND D ET ., BFZEHRE
THEXITE, UANIEDDERDRAA > ZI R TRYIDET, 12— —3&
FERFICHEED RAA 2 2B T DIEFZRET 5 EZITIE. TITEET HHEN
HDET,

RAAL D« UARDFDOHIIHZ RAAL VICEENDLI—TF— ID N7 7L AD=
OITFIEETNDITIE,. TNSZARER LTIz n 1A,

RAALZ «URARZENLTTY V7 CAZHIHT LI ENTEET, HlzE, 1—H—
DEAA N A MCEENBWEE, TO1—F 3R EFTINEE

#: DB2DOMAINLIST L P A MU —BENEINTRDDIE, T—FRX—Z + IR —
P v —HiEK T CLIENT AN E 4. Windows R A1 2EEEED Windows T A
7}‘/773\50)//7)1/ ‘U‘”f /j‘/f @nhnﬁf)\%gkéh%b’%/\@gﬁfj
DB2DOMAINLIST &, W< D0 D/N— 3 > @ DB2 H—/N—THHR— I TW
FITMN, VIA47 > BT —/N—% Windows BREIHAAENTWRITFIUL,
DB2DOMAINLIST (358 X N EH A,

RASLY - £FaVUTF1—DYR—F (Windows)

LR OfIL, DB2 T—NX—ZEH T X T AN Windows RAAL > - tFa T4
—Z2EDEITHR—FTENERLTVWET, 22— —&ZLEa—h)L - T)L—7
MEC RAA > EIZH B0, HEhlSHEELE7,
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RO F AT, - —aEo—JEzidroa—/b - Z)V—7nHU R
A EITH D7D, HERIIEREL £7,

KT —ZEOo—hIERFZa—N) - V) —T%, T—FR—Z - Y
—N=MEFEINTND RA SCEETDHERH D EEA. LHAL, T—Y—
LHEO—hIVEFEFZTO—=)N)L - TI—TZFRUC RAAL ICEHETDHETIHD E
-a—o

K51 FAT > - 32 bhO—=5—2 ML ER1KRIIT 2556

Domainl

Domain2

Domain2 & OFIEFBIRDFEL T D, « Domainl & ORNCEMHEBGEAEEL TS,

e O—H)VE/ZrZo—)N)b - ZI)b—"7 grp2 DNEHKS
NTn3,

e A—HY—4% id2 NEHXKINTND,

o A—H—% id2 W grp2 DA N—ERH> TS,

DB2 H—=N—=MWNZD RAA > TEFTINTVS, LIFD
DB2 IX > RNZDOY—=N—D05FHTIND,
REVOKE CONNECT ON db FROM public

GRANT CONNECT ON db TO GROUP grp2
CONNECT TO db USER id2

O—HIVEFZZO—=I)Nb « RAA BN AF Y 3N
M id2 BEOYMSRWL, RAL Y - EFaU57 =N
AFxyENbd,

A—H—% id2 NZDRAL > TROM S, DB2 I,
ZDI—HPF—ZIZDWTOBIER (OFED. ZO1—H
— NN —T grp2 DAUN=THDHEND T L) &A
F9 3%,

I—Y—HEo—hIVERFZZO—=)N)b - Z)V—TNET
RAA 2 LITH D720, Hfidlaed 5.

TOR - b= 2%{ERALT Windows A—H—0DF IV —T1F
REMBTS

TORA - b= 2F, TORAEREFALVYy ROoEFaU T4 — - DTFAR
EHHTLA T NTT, 7UEA - b= CHNOBERICIE. TOvAERIZ
ALy RIZBE#E L 722 —H— « YD 2 b OB I ORHENEG ENET,

ar4>95&, PATFAII—YF—DONAT—RE2LFaUTs— - T—FR—
AWHEINTVDERELK LT, TNZRIELET., NAT—RNRIEIND
ELVATART IR b=V EERLET, IV —DEDICETINDT
XRTo7OotAE, 277X b= aAE—E#FHLET.

TR b= 23, Fr vl aINHHBICEONWTEETAZIEHTEE
T, ATALICRFEEND &, TOABIAXR L —FT 4 27 - AT LIZELDT
Fr v all ANGENET, RAAS - A2 NO—F—ZT7 V7V EATELRNWEE

3, Fr v aNIZHBEEOOTFEEOT VA « h—=0 D EBRTEET,
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TORAX s b=220120F O—h) - TN —TBIOREIEIEHBRAAL> - F)L—
7 a—=)N)b - Z)—T, KA -O—H)L - TI)—7F, BIORLIZ)N—H
e ZN—) 12E, A=Y —=DET5ITXRTOTI—TICHET HERNE TN
TnwEd,

H: 78R b=20 2 - HAR—NMIFEATTRETIAN, UE—MEe/fHT 25
B VAT PR EMATEIIN—T -y 77y T I R—-—FINTHEE
/1/0

TORA e b=« I R—MEMHARREICT D11, db2set AN REEHAL T
DB2_GRP_LOOKUP LA N —EHKZEHITHLENDDET, ZODLIANY
— B EFHTHRORIREHICIE, LFOHONHOET,

* TOKEN

ZOBRREHIZ. 1—Y— - ThT O MRESINZO5—2 3 2T TRL,
O—Hh) -3 >Th, 728X b= « YR—FMNI—F—DFET DI N
TOIN—TERBTELELDICLET (THI IR RAAL D TERSINLTWY
DEE).

* TOKENLOCAL

ZOEREHIL, DB2 T—FXX—Z « —N—LET, 727tA+ k=2 >« B
— "L —DOFET 2T NTOa—H) « TI—TEZRBTEHLIICLE
ER

+ TOKENDOMAIN

ZOBREAIZ, 2—Y— - THAY MRERINZO5—2a> T, 77Ut
A+ b= - HR—INI—F—DOFETHITRTOITIN—TERETED L
HICLET, OF—a JI3EH. RAALERIE DB2 T—FXX—Z « H—N
—IZXH L TE—=RIVRGBACH D £T,

DB2_GRP_LOOKUP LA MY —A¥ZEMHHTZZE2MmAtL. 1B —7
FIEHEEFHL T, DB2 T—IR—RZ « AT AN ) — T EHmERT 58 2R
T2, V=T bw o7y - ar— a3 a FEL TN, fi:
db2set DB2_GRP_LOOKUP=LOCAL,TOKENLOCAL
Ziuckn, o—H) - TIN—TEIHETZ2DOT7 VA b—27 2« YR—h
AMERPIREIZ /2 D £,
db2set DB2_GRP_LOOKUP=, TOKEN
kD, A—Y— ID NEXRSIN0r— a3 > EF T, O—h) <>
CTHIN—TEHETEHEODT IR b=« BiR— SOMERARREIZ/R D
F9T (THIT DR RAAL D TERINTVDEA).
db2set DB2_GRP_LOOKUP=DOMAIN,TOKENDOMAIN
ZhckD, I—H— ID NEEIN-Or—2 3> T, KA« ZI)I—T%%|
EITBEOOT VA =2« BiR— NOMEHARREIC/RD T,
TOEA =2« HiR— K~F. CLIENT it ZR< IR TOREY 1 TI2&->
TEMFEEIC/RD £ T,
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Windows 75 b7 4 —ATOA—H—DtEFa VT, —ICET
SERER

sysadm_group 7 —#% X—A « X3 — ¥ —Hpk/N T A—% —IZ NULL Z$E L7
BE. FE O —H—IZ SYSADM HERRMMfT 5 I NE T,

TN —FUTFDOEBDTT,

o O—/1)l Administrators 7 )L — 7D A > )N—

o RAAY a2 hO—F—IZBF% Administrators 27 )L—TD A 2 )N— (L—H
—MNEHRINZOTr— 3> T, TNEOI—Y—DVI)I—T%=F5ET 5L,
DB2 T—HNR—Z « XFx—T ¥ — &k L TWBH5HH)

« DB2ADMNS Z7)L—7 D A > )N— (Windows {LiEYF 2V 5 ¢ —0NF 87235
A)DB2ADMNS 7 )V—7 00— a id, 1 A M —URHCRESINE T,

* LocalSystem 7} > b

FREDOT T 4V FEMETIIAE G RGEMNH D £9 . sysadm_group 57—~ X— 2 -
RF—T v — RN T A=Y —2EHTZE, UFOoWThnrohRickd., 2o
EEZF—N—F1 RTHIENTEET,

* DB2 H—N— -3 > kica—hL - Z)L—TZ/ERL. SYSADM HEFR % ] 5-
T5I—HY— (RAS 2 - A—Y—FHFo—h) - 2—Y¥—) 2ZoO—H) -
TN—TIEBMUET, DB2 7—FRX—R - I¥3x—Yvy—iF, O—H)L -3 >
FEOIA—F—DTN—TEFHET DI ITHRINDILENH D ET,

o RAA « Z)—TZIERL. SYSADM MR Z(1 53 21— —%2FD R AL
e ON—=TIEBMLUET, DB2 T—HFRX—A + Yx—I ¥ —d, I—H—2F
B3Ny —2 a3 ETENSDI—F =D I —TZ2HET DI IR
NHBENH D ET,

DFOAR Y REMEHALT, T—FIR—Z + X% —T v — RN A—F—%2Z0D
TN—TICEHLET,
db2stop

DB2 UPDATE DBM CFG USING SYSADM_GROUP group_name
db2start

IE: DB2 ZIL— 7 DFZEZRERT 51213, DB2_GRP_LOOKUP BREEZEZEH L
i?o

Windows LocalSystem 7AW Y bDYR— b
Windows 7w b7 4—AT, DB2 T—FN—2Z « AT Ald, O—h)VEFEREEGE
MHBO—H) « AT L THT K (LSA) DAL TFARNTHEITTHT7 U
—>a > EYHR—FLUET, LocalSystem 7/ > h@DF R ID I SYSTEM T
—g—o

sysadm_group 7 —F N—A » Y3 —T ¥ —#pk/NT A —% —7/% NULL IZ&E SN
TWBEE. LocalSystem 7 7 > M. AT LEHE (SYSADM HEFR 2 LR EF)
ERBEINET,

COTHI DR TETTZY 7T r—a e ERT ML [SYS) T
BEDAF—HLOF TP 27 ML T DB2 T—F X=X - AT LITHIKIN
HBHZEITHERTIMENHD KT, TD/H, DB2 T—IN—A AT/ b
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#VERRT % DDL N7 U r— 3 Ve EnsBae. sy U r—a >
WFLLF DX D ITHERT 2 ENH D FT,

o EYIRZSTIE. QUALIFIER A 7> a > DfE%ET 7 )V & (SYSTEM) DA DH D
WLUTNA > RIDBENHD LT,

o BIMEETIE. /ERT A4 T2/ h%E DB2 7—FXR—Z - Y Fx—T v —IT&k
S THR— Féhéx# Y4 THRIICERTS %A, CURRENT SCHEMA L
DAY —%& DB2 T—HN—A - XFx =Ty —ICLo>THR—FEINBHAF—
PIWTRET H2HENH D FT,

LocalSystem 7 /1 > h D7)V —T7EHIL. DB2 T—FRX—Z + f > A% > AN
BUBRDOENDOIIV—=T by 77 v TERTIES N, 1 > AY > ANHES)
THETHEHMINEE Ao

A A ADI—Y— - 7 H T NI, DB2 Y—EADT AT hELTHRE
NFET, ZOT7HTERO—H)V - T HU > hEREZO—HIV « S ATLDT T
U RDYE. RALY T AT REFEHL TT—IN—ABRIEEZEITT S &,
I—Y—l3TI7—22ZIFH0Ed, DB2 H—EZXOOVA > - ThI>hrELT
RAS > DA—Y— - THU D ERETHZEICLD, ZOLT—ZEEBETEE
ERS

DB2ADMNS & DB2USERS IV —7DERIC &K B LR
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&, db2extsec = FETT D20 EIRIZ dbextsec -r AN > REERTEZLAVE
D, REF2 T —ZHEHAATICRET S ZEIITEEE A,

REFa YT 1 —DHIER

HIRtF YT ¢+ — 2 HHEIC U - ICHIBR T D8I, Mho pBE &L
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IBMOSchgpwdserver TH#HTL £97,
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