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« exponential growth of storage capacity

 Exponential growth of objects (i.e. datasets) to be managed
« Shrinking backup (and recovery) windows
 Budget cuts

 Regulatory compliance

ILM addresses all these items
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ILM is the process of managing information—from creation to
disposal—in a manner that aligns costs with the changing value of
information

ILM includes Tiered Storage Management for efficiency of storage
operations

Data Lifecycle Management (DLM) is a part of ILM

ILM is a combination of DLM and Enterprise Content Management
(ECM)

ILM addresses legal requirements (“compliance”)
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In a typical corporation...

Storage-related expenditures*, as a %

Disk storage is growing rapidly of IT budgets, is also growing rapidly
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* hardw ftware, storage networking, personnel, backup operations, recovery, security
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In a typical Fortune 500 corporation...

Di Remaining Storage Capacity

Non Business Files

2%0 | Duplicate data

Redundant application data,
log files, dump files, temporary files

Stale / Orphan Data

Terabytes

Valid Data

1996 2002 2007

Source: International Technology Group, Sept 2003

* hardw%ftware, storage networking, personnel, backup operations, recovery, security
Business

......... _ Investin storing,
accessing and
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Remaining Storage Capacity

Non Business Files

Duplicate data

s 204 Redundant application data,
§ 150 log files, dump files, temporary files
g =l| Stale / Orphan Data
3 100 |
& Valid Data
50

.............. Invest in storing,
l accessing and
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. . . '"\‘".
All without applications

or host systems having
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IP Network

Local File System

Integral Fart of OS
NTFS, JFS, FAT...

Local File System

Integral Part of OS
NTFS, JFS, FAT...

CIFS/NFS

SERVERNAME / PATH / FILENAME

Local File System

Integral|Part of OS
NTFS, JFS, FAT...

C

IC5) Acrobat 5.0
= [5) Acrobat 6.0
I3 Esl

[ Help
I Reader

Bl [C7) Contalner CRr
S 2)0atal

|7y Dakabases
[ Logs

) Data 2

[0 Data 3

| Acrobat 5.0
= [3) Acrobat 6.0
Ic3) Esl

|5 Help
I Reader

Premier
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= Individually managed
= Underutilized capacity
= Scalability issues

= Availability issues

= Performance issues
= No DLM functions

= Snapshots on box level

= No Global Namespace
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= Shared storage

= Single namespace

Common SAN wide Common SAN wide
File System File System

Common SAN wide

File System

Fileset 1 Fileset 2

Fileset 3 Fileset 4

Fileset 5 Fileset 6

Premier
Business

IP Network

= file sharing
=Single point of admin

= Infrastructure for
DLM

Metadata
Server

= All the clients

= All the files

= All the time!!!
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AN Name Space
Al «Shared by all
/Storage Utility participating servers
/A/ \ B e H

K e~
IC /D IE IF

Platform OS Version
IR (HACMP) 5.1,5.2,5.3
Linux RHE 3.0, Suse 8.0

olaris (Cl.) 9
Windows 2000, 2003
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SAN
(Fibre, iISCSI)

Customer Customer Customer
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=
Master |
Console [

/-Application Server
(Windows, Linux, AlX,
Solaris)
*Database Servers
(DB2, Oracle)
*File Servers

LDAP, Active
Directory, NIS

\ / / Direct 1/0O ov
SAN or ISCSI
SAN b
(Fibre, iISCSI)

0 e | ...............

o L

Metadata Server Cluster

Shared
Metadata Storage
Servers : Devices
Metadata Store Multiple Storage Pools
System Storage : User Data Storage
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SAN FS appears as a new drive in Windows 2000
Supports Long file names and UNICODE
Supports NTFS Access Control List

SAN FS appears as a new File System in UNIX / Linux
"Visible" for native UNIX commands like df

does not support mkfs

-- 314 Floppey (4]
=g Local Disk {2}
ﬁ' Compack Disc (F:)

= greenmd@

Conkrol Panel

root@aixZ:/# df
Filesystem 1424-blocks

/dev/hd4 32768
/dev/hd2 950272
/dev/hd9vay 32768
/dev/hd3 65536
/dev/hd 131072

32768

rootlBaix?:/#

Free %lsed
23024  30%

8096 100%
25640  22%
45452  31%
52460  60%
24424 26%

16728064 16154624

4%

lused %Iused Mounted on

1413
29103
597
139

34
341
1

9% /

13% /Jusr
8% /var
1% /tmp
1% /home
- [proc
5% Jopt
1% /sanfs

Premier
Business
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/ The IBM SAN File System - Why use it ?

= File Sharing — homogenous and heterogeneous

Policy Based Storage Automation - DLM
Improve Storage Utilization

File Level Flashcopy

Non disruptive Infrastructure Changes
Infrastructure Consolidation

Single Point of Management
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/ The IBM SAN File System - Why use it ?

File Sharing — homogenous and heterogeneous

Policy Based Storage Automation - DLM
Improve Storage Utilization

File Level Flashcopy

Non disruptive Infrastructure Changes
Infrastructure Consolidation

Single Point of Management
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[ Stetan@linux:! - Shell - Konsole

Session Edit View Bookmarke Seftings Help

linux: /StorageTank #

linux: /StorageTank #
PR / storagelan
linux: /StorageTank # dir

dr-x------ 1 root root 4096 2003-05-20 18:08 .

drwxr-xr-x = 22 root root 592 2003-05-20 19:26 ..
¢ dr-x——---- 1 root root 4096 2003-05-20 17:58 Container CRM
_dr—x —————— 1 root root 0 2003-05-20 17:58 Container Finance
o 15 5 1 root Toot 4096 2003-05-20 18:08 Container HR i
Master (4 i ldr-x-—-—- 1 root  root 0 2003-05-20 18:08 RECYCIER L_DAP' Active
Console I L 1 root Toot 0 2003-05-20 17:53 System Volume Information Dlrectory, NIS
o i d[linux:/StorageTank #

linux: /StorageTank #

!

= ’_‘J Hrl:""lr IZII:ItE linux: /StorageTank #
. :|linux: /StorageTank #
[+ =e* Lokaler Datentrager (C:) P Ni lirlux:/StorageTank #[
[+ “e Lokaler Datentrager (O .
< DYD-Laufwerk (E:) :
“g# Storage Tank (Z: e | [ @ s 2 ‘ =@ Lokaler Datentrager (:)
B ) container CcRM | i e—m— 7 . % Lokaler Datentrager (D)
L DD anfuerl (B

D) Datat
I0) Databases

[r_;'l Logs

A& Storage Tank (2
= [ Container CRM
= ) Data 1
[h Dl | Databases
D) Data 3 B Logs

= |3 Container Finance SAN I) Data 2

) Data 1 . ) ) Data 3
() Data 2 (Fibre, iSCSI) = IC5) Container Finance
I Container HR I Data 1
8 : / J J J l l l 3 Daka 2
I : A e e e P R PP S R e ER P RPN ) Container HR
2 ; i1 /Fileset CRM : ¢ [Fileset HR : : [Fileset Finance
:.  /Datal :: /Datal : . /Datal ot
2 8 Metadata /Databases & :  /Data 2 . /Data2 Shared
Servers /Logs .. /Da@a3 .. . ! Storage
i /Data2 e : i Devices
:: /Data3 ‘e b 3 ¥
Metadata StOre =®ececcccccccccsccccs coccccccsssccccccsss ®ccccccccccccccccccccce E
System Storage : Multiple Storage Pools :
User Data Storage :
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The IBM SAN File System - Why use it ?

File Sharing — homogenous and heterogenous

Policy Based Storage Management - DLM
Improve Storage Utilization

File Level Flashcopy

Non disruptive Infrastructure Changes
Infrastructure Consolidation

Single Point of Management
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LAN Clients

l

IP Netwoyk for Client / Met

.
Q
—
0.
3
O
o
(CH
>
[
Q
25
S
© |
T
@© |
—
Q.
=

........................

2-8 Metadata

Metadata Store
System Storage

POLICY

RULE ’'Rulel” SET STGPOOL 'POOL_C" WHERE NAME LIKE "*.tmp’

RULE 'Rule2’ SET STGPOOL 'POOL_A’ WHERE NAME LIKE "*.DB2’

RULE 'Rule3’ SET STGPOOL 'POOL_B’ WHERE NAME LIKE '*.mp3’

RULE 'Rule4’ SET STGPOOL 'POOL_A’ WHERE DAYOFWEEK (CreationDate) ==

RULE 'Rule4’ SET STGPOOL 'POOL_B’ WHERE USER _ID == ‘MUELLER’
Shared
: Storage
Devices

E NN NN NSNS NSNS NN SN NN SN EE NN NS NN NN NSNS EEEEEEEEEEEEEEEEEEEE
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SANFS
Administrator

LAN Clients

" LDAP, Active
Directory, NIS

IP Netwoyk for Client / Met

l
|

mvfile -pool POOL_B -client client03 /root/docs/xyz.pdf -

Admin Client

Metadata Server Cluster

Shared

: Storage

2-8 Metadata
Servers :

Metadata Store
System Storage

: Devices
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LAN Clients

" LDAP, Active
Directory, NIS

l

IP Netwoyk for Client / Met

Metadata Server Cluster

2-8 Metadata

Metadata Store
System Storage

Admin Client

POLICY
RULE '"MyRulel’ MIGRATE FROM POOL 'POOL_A" TO POOL 'POOL_B’
WHERE AGE > 30 DAYS AND SIZE > 500MB

RULE DELETE FROM POOL 'POOL_A’ FOR FILESET (‘docs’) WHERE AGE > 365 DAYS

L1 [ ]

POOL_A
fast/reliable
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Database users experience no disruption,
) need to make no changes

SAN File System
Migrates databases
To the correct tier of storage

Database today with all data _
Database organized by date range

Premier FRITZ&MACZIOL : INFOMA®

Business
Partner




/ The IBM SAN File System - Why use it ?

= File Sharing — homogenous and heterogenous

Policy Based Storage Automation - DLM
Improve Storage Utilization

File Level Flashcopy

Non disruptive Infrastructure Changes
Infrastructure Consolidation

Single Point of Management
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200GB Storage
115GB Data
58%,9.?.'].@?.9(!......»5

100GB Storage
25GB Data

50GB Storage
36GB Data

*
.
-----------------------------------

er has its own file
that must be
dually configured and

At least one LUN per computer

Managing dozens if not 100’'s
of LUNs

Physically dedicate disk space
that may or may not be utilized

Average Utilization: 52%
(Industry Average: 40% - 50%)
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ging a few LUNSs rather
dozens or hundreds

UNs defined as storage
pools based on business
needs

File
System

SYAWN
File System

Host over allocation of
storage space enables
simplified management and
higher efficiencies

SAN /iSCSI

Average Utilization: 93%

Low Performance

=

High Performance Medium Performance
2TB Storage 4TB Storage ) (Oi=ige
1.9TB Data 3.6TB Data Ft= Dala
95% Utilization 90% Utilization 95% Utihzation
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/ The IBM SAN File System - Why use it ?

File Sharing — homogenous and heterogenous

Policy Based Storage Automation - DLM
Improve Storage Utilization

File Level Flashcopy

Non disruptive Infrastructure Changes
Infrastructure Consolidation

Single Point of Management
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= | flashcopy
= = I abpege 06.05.2005

= b&@ﬁr jects

Ih Cu Ih Chst A
= w_w Cuswimer B omer

= b?_?:_.]gjce%?ﬂ%gr#ojectx
2 Ry 50 Py @sptsProject X
= pre 2 Bot 20 RegipoRiesrProject Y
= £33 Ipogygmmatomentation

—#= SAN File System (T:)
= [ #Projects
IC) Customer A

= | Customer B - me
= 3= o ke N ber 5112
I3 Project Files Project X = . — _
El |Uu88{ IIIIII %%—Q&Flles
I} Project Files Project Y I3 Pre () Puothert BluR ber 6112
er
= ¥ Product Documentation 1 = EaProjects
= = Product Number 5112 £ Customer A
=) Current Files
= | Customer B
I3 Product Number 6112
I3 Project Files Project X

I Project Files Project Y
= —#Product Documentation

= |~ Product Number 5112

I3 Current Files

I3 Product Number 6112
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Application

Operating System

SAN FS Client

1Update File

Original File ——— E‘ Datafile.pdf Flashcopy | ——— [=| Datafile.pdf
J‘ . | ©,0 | O |0 o090
4
pata'Slock Data Block & ' I'd K X 4 ¥ v
1 3 Data Block Data Block|Data Block|Data Block|Data Block|Data Block|Data Block|Data Block |Data Block|Data Block
' ? 3 4 5 6 7 8 9 10
updated | updated

Premier
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The IBM SAN File System - Why use it ?

= File Sharing — homogenous and heterogenous

Policy Based Storage Automation - DLM
Improve Storage Utilization

File Level Flashcopy

Non disruptive Infrastructure Changes
Infrastructure Consolidation

Single Point of Management
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y move files to like
e storage devices in
ame storage pool

. ' . 0 need to stop application
processing during volume
drain

SAN
File System
SAN
(Fibre, iISCSI)

Pool Pool

Premier
Pariner
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/ The IBM SAN File System - Why use it ?

File Sharing — homogenous and heterogenous

Policy Based Storage Automation - DLM
Improve Storage Utilization

File Level Flashcopy

Non disruptive Infrastructure Changes
Infrastructure Consolidation

Single Point of Management
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o i s
T e

SAN
(Fibre, iISCSI)

onsolidation

Minimize downtime
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Storage

SAN
(Fibre, iSCSI)

Storage

Storage

)
©)

Reduces
ongoing
maintenance
complexity

Potential cost
reduction
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Monitor

=

=

What are your storage assets?

Do your allocations match
expectations?

What is your current utilization?

Do you have at-risk file
systems?

Do you have allocated, but
unused database space?

oo
File View Connection Preferences ‘Window Help
«|=| m| 8] x| ® |
1BM Trvoli SRM 21| cyele Panel5| Enterprise-wide Summary as of 4/28/03 10:56 AM Refreshl
[=--Administrative Services

Senvices Enterprise-wide Summany

*-Agents
#-Configuration

=-1BM Tivoli SRM

=My Reports

System Reports
gdcOmxc's Reports
Batch Reports

Computer Alerts
Storage Subsystem Alel

Directory fAlerts
Alert Log

Scheduled Actions

Storage Subsystems
Availability

Capacity

Usage

Usage VYiolations
Backup

-IBM Tivoli SRM for Databases
Reports

System Reports
gdcOmxc's Reports
[#-Batch Reports

| |

Constraints [

Filesystem Capacity 7584 TH
Filesystem Used Space 2540718
Filesystem Free Space 4936 TB

Disk Capacity 12958 TR

Disk Unallocated Space 20.78 TB

Monitored Servers 1,035 (61 are down)
Unmonitored Servers 2,835

Users 12,871

Disks 13,960

Filesystems 15,208

Directories 42,842 665

Files 334,282,670

Filesystermn Used Space

MNetwork-wide

M Used Space [lFree Space

Users Consuming the Most Space
1} 1.82TH 364 TH 546 TH

[ 120378
[l

Moracle
Croat
Heems
Onotest
= sybase
.applmgr

Hnotes2 [%

0S Type

Windows NT
Windows 2000
Solaris

Linux

HP-UX

AlX

NetWare

HNetwork Appliance
Other NAS
Unknown

Monitored Server Summary

Humber Filesystem Disk

315
184
486

Capacity
2017 TB
1617 TB
T16TB
[REES

A5
235TH
T8

T8

T8

[REES

Capacity
20.96 TH
1879 TH
103.38 TR
(R1EY

N2

6.47 TH
INIA

INIA

A

(R1EY
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IBM SAN File System - Value Proposition

The IBM SAN File System - Why use it ?

= File Sharing — homogenous and heterogenous

Policy Based Storage Automation - DLM
Improve Storage Utilization

File Level Flashcopy

Non disruptive Infrastructure Changes
Infrastructure Consolidation

Single Point of Management
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10.2.192 - PulTY

2.192'=s password:

0 “ File Edit WView Favorites Tools Help

o 0 s26:26 200 om 10,10
2} IBM TotalStorage SAN File System Console - Microsoft Internet Explorer =] E3

H Qaadg S

J Address J Links

J Google-|

»

IBM TotalStorages
SAN File System

=

i

[~ manage rimnyg

Storag - | Engines

I¥ Maintain System
Engines
FlashCopy Images
Create FlashCopy Image:
Server Restart Service
Check Metadata
Callect Diagnastic Data

Disaster Recovery

Select an action from the menu, or, select one or more engines, and then select an action

for those engines

& &

S_e\_‘;.jct .Engmé_ IP

[ 942164115
[ 9842164114

L2 Properties... (1) - ﬂ

S_e[;'gar_ _. ! Boot State _TBmpef?T_.l_JF;? Fans Voltage

£ NP28Node2 In 0S Hormal Hormal

NP28Node1 Unknown/Power O € Unknown € Unknown € Unknc

Normi

Download Client Software Page 1 of 1 Total: 2 Filtered: 2 Displayed: 2 Selected: 0
. » Master
Recent Tasks L Properties.. (1)
Change Power State . ConSOIe
Welcome
Engines
4| |
‘@ Done liyil—g‘b Internet
secure

I 4

etadata Server Cl

@

= performed via

= SAN FS Console (Web-based)
= Command Line Interface - tanktool

= SSH / SSL
= Authentication against LDAP

LAN Clients

e — LDAP,
S | ’].! ".! ’].ﬂ : Active

Directory,

Admin
Client

\ \ |
SAN
(Fibre, iSCSI)

=~

—

\_ : Shared
Metadata : Storage
Store : Multiple Storage Pools : Devices
System : User Data Storage :

StOI’age EEEEEEssEEsEEEEsEEEsEEssEEssEEssEsssEEssEssEEEEEst

FRITZE&EMACZIOL :INFOMA"




Enhance ILM policy language to support
additional selection criteria

— File create time (age)

— File modification time (time since last modified)

— File name

Extend policy based tiered storage
management to include tape

Integrated with TSM for migrating data to tape or secondary
disk storage

SAN File System controls migration policy to move files to
TSM

Treats TSM tape pool or disk storage as a virtual storage
pool

Metadata of offline objects (files moved to TSM) is
maintained in SAN File System namespace

SAN File System policy control over deletion of offline files
Support manual operations on offline files: list, delete

Support for AlX and Linux archive clients only (can archive
Windows files using these clients)

Tier 1 Tier 2 Tier 3

Premier FRITZE&EMACZIOL :INFOMA"
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100 Server

100 TB Storage capacity

File-System usage 50%

All data stored on highend storage devices (DS8000)

— purchase costs: 20€/ GB

— Migration costs: 8€/ GB

— Depreciation period 36 months

Purchase costs = 2,0 Mio €
Migration costs = 0,8 Mio €

- 2,8 Mio €/ 50TB used cap. / 36 month =
1,56 €/ used TB / month
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100 Servers (100 processors)

100 TB Storage capacity

File-System usage 90%

30% of the data is stored on highend storage devices (DS8000)

30% of the data is stored on “medium class” storage devices (DS4500)
40% of the data is stored on low-end storage devices (DS4100)

— HW purchase costs: 20€ / GB (DS8000), 10€ / GB (DS4500), 5€ / GB (DS4100)

— No Migration costs:

— Depreciation period 36 months
HW Purchase costs = 100.000 * (0,3*20 + 0,3*12 + 0,4*5) = 1,16 Mio €
SW-Costs: 40.000€ (MetaDataServer), 100 * 2.000 € (Clients) +
100.000 € SW-Maintenance for 3 years = 0,34 Mio €

- 1,5 Mio €/ 90TB used cap. / 36 month = 0,46 € / used TB / month
(1,56 €/ used TB / month in a non SAN-FS environment)
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200 Servers with 2 processors each (400 processors in total)

100 TB Storage capacity

File-System usage 90%

30% of the data is stored on highend storage devices (DS8000)

30% of the data is stored on “medium class” storage devices (DS4500)
40% of the data is stored on low-end storage devices (DS4100)

— HW purchase costs: 20€ / GB (DS8000), 10€ / GB (DS4500), 5€ / GB (DS4100)

— No Migration costs:

— Depreciation period 36 months
HW Purchase costs = 100.000 * (0,3*20 + 0,3*12 + 0,4*5) = 1,16 Mio €
SW-Costs: 80.000€ (4 System-MetaDataServer), 400 * 2.000 € (Clients) +
350.000 € SW-Maintenance for 3 years = 1,23 Mio €

- 2,39 Mio €/ 90TB used cap. / 36 month = 0,74 € /used TB / month
(1,56 €/ used TB / month in a non SAN-FS environment)
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= Where do | have to store my “compliance” data ?

= Who manages retention policies ?

» What are the legal requirements ?
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- Cotasset Associates, e

International Laws

Background

m Very few laws that have media or storage specific requirements.
» France may be the only one with a media specific “guideline” requiring optical disk storage.

m Taxrevenue laws of Germany (GDPdU and GoBS) and Japan (Electronic Ledger

Storage Law) specifically, as well as other European countries are similar to IRS
Revenue Procedures.

Storage-related Requirements

m  Most laws and regulations have storage-related requirements similar to most U.S.
laws
» Protect the integrity of the record from unauthorized alteration and deletion.

» Preserve the content, context and, where possible, the structure of the record, including

linkages between associated records (a data transaction and the associated document-
based information).

» Make the records available or accessible.

» Ensure that the records are “processible” and reproducable in human-readable format
Premier FRITZ&EMACZIOL :INFOMA"




“(il) The electronic storage media must:

(A) Preserve the records exclusively in a non-rewriteable,
non-erasable format; ."?

2 SEC 17a-4 (f) (2)
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“SEC. 802. CRIMINAL PENALTIES FOR ALTERING DOCUMENTS.
(a) IN GENERAL.—Chapter 73 of title 18, United States Code, is amended by
adding at the end the following:
““§ 1519. Destruction, alteration, or falsification of records in Federal
Investigations and bankruptcy
“Whoever knowingly alters, destroys, mutilates, conceals, covers up, falsifies, or
makes a false entry in any record, document, or tangible object with the intent to
Impede, obstruct, or influence the investigation or proper administration of any
matter within the jurisdiction of any department or agency of the United States or
any case filed under title 11, or in relation to or contemplation of any such matter
or case, shall be fined under this title, imprisoned not more than 20 years, or
both.”!

1 Sarbanes-Oxley Act of 2002
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Interfaces with ECM (Enterprise Content Management) applications through
TSM-API

Offers nearly the same capabilities like SAN-FS
— Policy based data management

— Incorporated storage-hierarchy (HSM)

— Planned integration with SAN-FS
(TSM-API support from SAN-FS)

Data Retention Protection
— Data will not be deleted until the retention criteria for the object is satisfied

Usually Retention period is controlled by ECM-application
(or Records Manager)
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A comprehensive offering designed to
provide non-rewriteable and non-erasable
policy based storage management

Autonomic policy based data migration

Attaches to IP Network via secure access
API

Many redundant components for high
availability

Integrated Solution
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» DR550 is the solution for data archival in a regulated environment

= SAN-FS lowers TCO and provide significant benefits for all file-system data

Increase storage utilization (from 40-50% up to more than 90%)

Non-disruptive infrastructure-changes (expansion and shrinking of storage pools)
Policy based, tiered Storage Automation (better than DFHSM)

Automatic data migration (even if datasets are in use)

Space efficient FlashCopy for all data (about 10% capacity for FlashCopies)
Shorter Backup-windows and faster Recovery with FlashCopy.

Infrastructure Consolidation (Backup, Virus-Scanning, Accounting etc.)
Convergence of SAN and NAS

Single point of Management

Why don’t you start saving money today ?
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