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Session VS04 Munich:
MARTIN TRÜBNER 2010
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Let us google for z/VSE
Servers in www
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NY GOV APPLICATION12
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QUEEN UNIVSERSITY CA14

��$������&���
�
���������	(�
���� ��
�

��,�



NEW ORLEANS:
ACCOUNTS.SWBNO.ORG:8010
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MUNICIPALITY OF
ANCHORAGE
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STATE OF NEVADA

VM/VSE GSE-FRÜHJAHRSTAGUNG 2011 -
DÜSSELDORF
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What‘s about security when
using standard applications?
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These follies are not created to be a spy in a z/VSE System. This should
show the dangers for being attacked with mainframes in a network.
Although the using of network traces, like Wireshark, should be forbidden
for business networks, but does a hacker use your rules ???
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TELNET LOGIN DATA19
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FTP20
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FTP DAEMON RESPONSE21
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FTP USER MASN22
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FTP FOLLOW TCP STREAM23
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Password Protection24
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What‘s a secure password: 1_don‘t know_it!

What‘s a secure password: 1_don‘t know_it!
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CESN DATA25
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CESN USER/PASSWORD
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E-Mail in z/VSE Trace
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EMAIL - no encryption28
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29 CICS Transaction dump
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TRANSACTION STORAGE-USER24 ADDRESS 00681770 TO 0068276F LENGTH
00000000 C2F0F0F2 F0F7F9F2 85000000 00000000 000F5DD2 11D4E3C8 D7D411D5 F3C7
00000020 C5C9D400 00000000 00000000 00000000 00000000 00000000 00000000 0000
00000040 00000000 00000000 00000000 00000000 00000000 00000000 00000000 0000
00000060 LINES TO 00000B20 SAME AS ABOVE

1770 TO 0068276F  LENGTH 00001000
DD2 11D4E3C8 D7D411D5 F3C7C5C8 *B0020792E.........)K.MTHPM.N3GEH* 00681770
000 00000000 00000000 00000000  *EIM.............................* 00681790
000 00000000 00000000 00000000  *................................* 006817B0
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CICS Transaction dump
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Passwords are not suppressed if stored in a EIB storage,
terminal storage, file storage, user storage, TD storage . . . .
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Why secure VSE ?

� Prevent unauthorized access to VSE and data
–Keep secret data secret
–Data modification by unauthorized users

� Prevent users from damaging the
VSE system (maybe by accident)

–Deletion of members or entries
–Submission of jobs

� Prevent unauthorized remote access to VSE
–Today most computers are part of a network
–Theoretically every system in the network

could connect to your VSE system
–FTP allows to access production data

• VSAM
• POWER entries (listings)
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CICS Security

� CICS sign on is performed using
– Native CICS TS sign on (CESN)
– VSE/Interactive Interface sign on (IEGM)
– Private sign on programs based on

CICS SIGNON
� Grant access to CICS ressources

– Per individual user
– Per group

� Every transaction runs under the context of a user-id
– If no user is signed on, it runs under the default user

• DFHSIT: DFLTUSER=CICSUSER
� CICSUSER is predefined after base install:

– Type 3 (ICCF is not allowed)
– Is in GROUP01, GROUP60-GROUP64

• GROUP01 and GROUP60 is
required by Interactive Interface

� Actions to perform after installation
– Do not allow this user to use

critical transactions
– Adjust groups this user is

belonging to
others ?

Online DittoDITT

Sign on/sign offCESN/CESF

Trace controlCETR

Execution diagnoistic facilityCEDF/CEDX

Command level interpreterCECI

Like CEDA, but read onlyCEDC

Like CEDA, but no INSTALL
possible

CEDB

Resource definition onlineCEDA

Master terminalCEMT

Display Activity Dialog, send
Message to all users

USER

DescriptionTransaction
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Batch Security
� When you have batch security active (SYS SEC=YES),

all your jobs need to specify a user-ID and password
– Either using the // ID statement within the job
– or in the * $$ JOB card

� ID statement or * $$ JOB specifies user id and password for a job

* $$ JOB JNM=MYJOB,...,SEC=(user,password)
or

// ID USER=user,PWD=password

� User id and password are verified against
– DTSECTAB
– Security Manager (RACROUTE)

� Subsystems (LIBR, VSAM, ...) uses this user id to verify access rights against DTSECTAB

� When you submit jobs from the ICCF library
– The submitted job automatically inherits the user-ID and password from the submitting user
– No need to specify a // ID statement or user-ID in the * $$ JOB card

� Inheritance only works if batch security is active at the time you do the submit
– Jobs that have been submitted prior to activating batch security do not have any inherited security information, you

may have to re-submit those jobs
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Audit-Logging and Reporting
� All access attempts to protected resources can

be logged
– Allowed access as well as disallowed access

� Possible attacks can be detected
– E.g. multiple logon attempts with invalid password
– Who did when access which resource

� Analysis can be done using a reporting tool
– Summary report
– Detailed report of all access attempts

� New with z/VSE 4.2:
– Logging of important BSTADMIN commands

� New since z/VSE V4.3:
– Audit-Logging of DTSECTAB resources

� To activate logging for a specific resource, you need to specify the AUDIT
option (using BSTADMIN) on the resource profile:

AUDIT(audit-level, access-level) � New with z/VSE 4.2
audit-level:

ALL: All authorized accesses and detected unauthorized access attempts should be logged.
FAILURES: All detected unauthorized access attempts should be logged (the Default).
SUCCESS: All access attempts that were authorized should be logged.
NONE: No logging should be done.

access-level:
ALTER: Logs ALTER access-level attempts only.
READ: Logs access attempts at any level. READ is the default value if the access-level is omitted.
UPDATE: Logs access attempts at the UPDATE and ALTER level.

CICS/VSECICS TS
(VSE/ESA 2.4) Batch Connectors

(VSE/ESA 2.5)TCP/IP

Signon
Table

Security Manager
(Basic Security Manager or External Security Manager)

(since VSE/ESA 2.4)

Exit DTSECTAB Defined
Users ExitDTSECTXN

VSE
Control File

BSM
Control File

(z/VSE 3.1.1)

LDAP Support

LDAP
Mapping File

Audit Logging & Reporting

DMF
Datasets

CICS/VSECICS TS
(VSE/ESA 2.4) Batch Connectors

(VSE/ESA 2.5)TCP/IP

Signon
Table

Security Manager
(Basic Security Manager or External Security Manager)

(since VSE/ESA 2.4)

Exit DTSECTAB Defined
Users ExitDTSECTXN

VSE
Control File

BSM
Control File

(z/VSE 3.1.1)

LDAP Support

LDAP
Mapping File

Audit Logging & Reporting

DMF
Datasets
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New since z/VSE V4.3: Protect JCL operands

� You can use BSM security to protect operands of specific JCL statements.
– For example, you can protect the PERM operand of the ASSGN and LIBDEF

statements.

� IBM provides five resource profiles of class FACILITY that are used for
JCL statement checking:

– IBMVSE.JCL.ASSGN.PERM
– IBMVSE.JCL.LIBDEF.PERM
– IBMVSE.JCL.LIBDROP.PERM
– IBMVSE.JCL.OPTION.PARSTD
– IBMVSE.JCL.OPTION.STDLABEL

� To perform JCL statement checking:
– JCL security must be enabled (SYS SEC=YES,JCL)
– The minimum access right for Universal Access or user-IDs/groups must be READ
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New since z/VSE V4.3: Protect WebSphere MQ resources

� The Basic Security Manager supports the following resource classes that are used by
WebSphere MQ for z/VSE Version 3 onwards:

– MQADMIN – Administrative type functions
– MQCMDS – Command security
– MQCONN – Connection security
– MQQUEUE – Queue resource security
– MQNLIST – Namelist resource security

� All resources (BSM profile names) used by WebSphere MQ are prefixed with the name
of the subsystem that they are to be used by.

– For example, if queue manager with SSID MQV1 has a queue called
QUEUE_FOR_LOST_CARD_LIST, the appropriate profile would be defined to the ESM
or BSM in class MQQUEUE as:

• MQV1.QUEUE_FOR_LOST_CARD_LIST

� For details, please see manual “WebSphere MQ for z/VSE System Management
Guide“ - GC34-6981-02 (revision 02)
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TCP/IP Security

� In general TCP/IP uses its own user id definitions
– Readable in initialization member (IPINITxx.L)

•DEFINE USER,ID=user,PASSWORD=pwd

– Duplicate user definitions

� Security Exit available from IBM to check the user ids and resource
access via Security Manager

– Issues RACROUTE calls for
• User identification and

verification
• Resource access control
• VSE files, libraries, members
• POWER entries
• SITE commands
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Cryptography and data encryption

Main areas of cryptography:

�Encryption of data transmitted over network
connections

–SSL, HTTPS
–SecureFTP, Secure Telnet

�Encryption of data stored on disk or tape
–Encryption of backups or archives
–Exchange of encrypted and/or signed data with

customers or business partners
–TS1120 Encrypting Tape Drive
–Encryption Facility for z/VSE
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Key & Certificate Management

Cryprography uses Keys and Certificates

� Key Management is not trivial
– Key must often be kept secure for a very long time
– You must be able to associate the encrypted data with the

corresponding key(s)
– Encrypted data and the corresponding

key(s) must be strictly separated

� Keyman/VSE
– Creation of RSA keys and

digital certificates
– Upload of keys and

certificates to VSE
– Creation of PKCS#12 keyring

files (use with Java-based
connector or import into a Web browser)

– Download from VSE Homepage
http://www.ibm.com/systems/z/os/zvse/downloads/#vkeyman
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Certificates

� A certificate contains the following items
– The subject (name of the person)
– The subject's public key
– Period of validity
– The issuer
– Issuers signature

� The issuer "signs" the certificate by encrypting a hash of
the certificate content with his private key

� Everyone can check the sign by decrypting it with the issuers public key

� For production purposes, certificates are usually issued
by a well known and trusted Certificate Authorities (CA)
– For example Thawte, VeriSign, etc.
– Usually this cost money

� For in-house use (Intranet), you can have your own Company-wide Certificate Authority
– Certificates are trusted inside your company, but not outside

� For test purposes you can use self-signed Certificates (you are your own Certificate Authority)
– Nobody trusts these Certificates (except you)
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Secure Socket Layer – Encrypted data transfer over a network

� SSL provides a communication channel with message integrity,
authentication, and confidentiality

� SSL is a widely used protocol
– Secure HTTP (HTTPS) is used very often in the Internet

� SSL uses a TCP connection to transfer encrypted messages
– Uses asymmetric cryptography for session initiating
– Uses symmetric cryptography for data encryption

� As the name implies, SSL is a layer on top of TCP
� Cipher suites defines the algorithms used:

– For key exchange
– For encryption
– For hash algorithm IP

TCP
HTTP App

IP
TCP

HTTP App
SSLSSL_RSA_WITH_DES_CBC_SHA

Key exchange Encryption
Hash algorithm
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SecureFTP

� The FTP protocol provides a easy and straight
forward protocol for transferring files between
systems on different platforms

– Many installations rely on it to efficiently transmit critical files
that can contain vital information such as customer names,
credit card account numbers, social security numbers,
corporate secrets and other sensitive information

– FTP protocol transmits data without any authentication, privacy or integrity

� SecureFTP provides user authentication, privacy and integrity by using
RSA digitally signed certificates, DES encryption and SHA-1 secure
hash functions

– SecureFTP is integrated into TCP/IP for VSE with z/VSE V4.1 or later
(at no additional charge) or offered as separately priced product by CSI

� How to setup Secure FTP with VSE:
ftp://ftp.software.ibm.com/eserver/zseries/zos/vse/pdf3/How_to_setup_SecureFTP_with_VSE.pdf
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Telnet 3270 over SSL

� Define a TELNETD:
DEFINE TELNETD,ID=LU,TERMNAME=TELNLU,TARGET=DBDCCICS,PORT=992,COUNT=4, -

LOGMODE=S3270,LOGMODE3=D4B32783,LOGMODE4=D4B32784, -
LOGMODE5=D4B32785,POOL=YES

� Define TLSD:
DEFINE TLSD,ID=TLSDTELNET, Id of this SSL/TLS daemon

PORT=992, Secure telnet port
PASSPORT=992, Port data is passed to
CIPHER=2F350A0962, Allowed cipher suites
CERTLIB=CRYPTO, Library name
CERTSUB=KEYRING, Sublibrary name
CERTMEM=SECTELN, Member name
TYPE=1, SSL server authentication
MINVERS=0300, Minimum version required
DRIVER=SSLD Driver phase name

With the above definition the TELNETD will natively support SSL, but pick up the necessary
SSL configuration information from the DEFINE TLSD keywords.

� How to setup Telnet with VSE:
ftp://public.dhe.ibm.com/eserver/zseries/zos/vse/pdf3/How_to_setup_Secure_Telnet_with_VSE.pdf
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CEX2C = Crypto Express2/3 in coprocessor mode
CEX2A = Crypto Express2/3 in accelerator mode
See: http://www.ibm.com/systems/z/security/cryptography.html

Hardware Crypto Support on System z and VSE
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VSE Hardware Configuration

� VSE hardware configuration not necessary for
crypto hardware
– No IOCDS definition in VSE
– No device type
– No ADD statement
– You may have to define the devices in the HMC (LPAR) or z/VM directory

� Use of crypto hardware is transparent to end users and TCP/IP applications
– But use of crypto hardware can be disabled via TCP/IP SOCKOPT phase

� How to setup cryptographic hardware for VSE:
– http://www.ibm.com/systems/z/os/zvse/documentation/security.html#howto

FB 0095 1J023I FOUND A CRYPTO EXPRESS2 CARD AT DEVICE INDEX 0
FB 0095 1J023I FOUND A CRYPTO EXPRESS2 CARD AT DEVICE INDEX 1
FB 0095 1J014I FOUND A PCICA CARD AT DEVICE INDEX 6
FB 0095 1J014I FOUND A PCICA CARD AT DEVICE INDEX 7
FB 0095 1J005I HARDWARE CRYPTO ENVIRONMENT INITIALIZED SUCCESSFULLY.
FB 0095 1J006I USING CRYPTO DOMAIN 0
FB 0095 1J022I CPU CRYPTOGRAPHIC ASSIST FEATURE AVAILABLE.
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z/VSE V4.3 – Crypto Express3 and AP queue interrupt support

� Support for AP-interrupts is a new function of IBM System z10 and
IBM zEnterprise 196

� A hardware interrupt is issued when a response is ready for
de-queueing from a card.

– Removes the need for the formerly used polling mechanism
– User can switch between polling and interrupts (default: polling)
– Using interrupts increase throughput for certain workloads without increasing

CPU load

� Not available under z/VM!

� Supported cards are:
– Crypto Express2 and
– Crypto Express3

� The VSE crypto device driver provides new commands:
– APEAI, enable AP interrupts for all APs
– APDAI, disable AP interrupts for all APs
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IBM Tape Encryption – TS1120 & TS1130

� The IBM System Storage TS1120/TS1130 Tape Drive
has been enhanced to provide drive based
data encryption

� A key management component supports the generation
and communication of encryption keys for the tape
drives across the enterprise.

� Support is available for z/VSE:
– z/VSE V4.2: GA
– z/VSE V4.1: DY46682 (UD53141 and UD53142)
– z/VM: VM64062 (UM32012)
– DITTO: PK44172 - With this APAR, DITTO/ESA for VSE

supports tape encryption interactively and via
standard VSE JCL in BATCH mode

� Considerations when encrypting tapes:
– A tape can either contain encrypted data or unencrypted data
– If you encrypt the first file on the tape, all subsequent files will also be encrypted using the

same key
• Important for multi file tapes

– If you send an encrypted tape to a business partner, the other side will also require a
TS1120 or TS1130 to be able to read the tape
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z/VSE

Tape Controller TS1120 Tape Drive

FICON/ESCON

Secure IP Port

any Java Platform

Encryption Key
Manager (EKM)
Label1 & KEK1,
Label2 & KEK2, …
..

Hardware-based
encryption

Encrypted
Text

Clear
Text (default)

Read / Write Read / Write

I/O
Data Path

Transfer Data Encryption
Key ‘wrapped’ using

Key Encryption Key(s)

JCL..Label(S)

System z

IBM Tape Encryption – TS1120 & TS1130

// JOB ENCRYPT
// ASSGN SYS005,480,03
// KEKL UNIT=480,KEKL1=’MYKEKL1’,KEM1=L,KEKL2=’MYKEKL2’,KEM2=L
// EXEC LIBR
BACKUP LIB=PRD2 TAPE=SYS005

/*
/&

encryption mode
(03=write)

key label1
(name of the 1. KEK-key in EKM)

encoding mechanism
(L=Label, H=Hash)
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Encryption Facility for z/VSE

� Secure business and customer data
� Address regulatory requirements
� Protect data from loss and inadvertent

or deliberate compromise
� Enable sharing of sensitive information

across platforms with partners, vendors,
and customers

� Enable decrypting and encrypting of data
to be exchanged between z/VSE and
non-z/VSE platforms

� The Encryption Facility for z/VSE is packaged as an optional, priced feature of VSE
Central Functions V8.1 (5686-CF8-40).

� The Encryption Facility for z/VSE V1.1 uses System z data format

� The Encryption Facility for z/VSE V1.2 uses the standard OpenPGP data format
– PGP stands for „Pretty Good Privacy“, invented by Phil Zimmermann in 1991
– Open Standard, decribed in RFCs 2440 and 4880
– Compatible with Encryption Facility for z/OS V1.2 and many other OpenPGP

implementations
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Encryption Facility for z/VSE

EF for z/VSE V1.1 EF for z/VSE V1.2 OpenPGP

Encrypted data format System z format OpenPGP format

Compatibility with EF for z/OS V.1.1, EF for z/OS Java
client

Any OpenPGP implementations, like
GnuPG, EF for z/OS V1.2 OpenPGP

Symmetric Algorithms TDES and AES-128 DES, TDES, AES-128, 192, 256

Hash algorithms SHA1 MD5, SHA1, 224, 256, 384, 512

Compression System z provided compression
(hardware accelerated)

ZIP, ZLIB based compression (software)

RSA key lengths 512, 1024, 2048 1024, 2048

Data integrity None MDC

Public key format x.509 certificates PGP certificates

Signatures None RSA signatures

Differences between Encryption Facility V1.1 and V1.2 OpenPGP:
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Encryption Facility for z/VSE - Customer value

� No special tape hardware requirements (e.g. TS1120)
–But exploits IBM crypto hardware

(crypto cards and CPACF)

� Host-based utility, no additional client/server
workstations

� Easy to use
–No special setup necessary for password-based encryption

� Supports all VSE data formats: single files and complete tape
backups (LIBR, IDCAMS, POWER, etc.)

� Supports even proprietary vendor backup formats

� Encrypted datasets and tapes can easily be exchanged
between business partners even on non z platforms

–Password-based
–Public-key based
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New technical articles on VSE homepage

http://www.ibm.com/systems/z/os/zvse/documentation/security.html#howto
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Available since October 20, 2009
http://www.redbooks.ibm.com/redpie
ces/abstracts/sg247691.html

Explains security concepts as well as
step by step setup

It covers:
� Basic Security Manager
� LDAP Authentication
� Cryptography & SSL
� TCP/IP Security
� SecureFTP & Secure telnet
� CICS Web Support Security
� Connector Security
� Security APIs

New Redbook: Security on IBM z/VSE - SG24-7691
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Related Documentation

� New RedBook: Security on IBM z/VSE - SG24-7691
– http://www.redbooks.ibm.com/redpieces/abstracts/sg247691.html

� IBM System z cryptography for highly secure transactions
– http://www.ibm.com/systems/z/security/cryptography.html

� VSE Security Homepage
– http://www.ibm.com/systems/z/os/zvse/documentation/security.html

� IBM Manuals
– z/VSE Planning
– z/VSE Administration
– OS/390 Security Server External Security Interface

(RACROUTE) Macro Reference (GC28-1922)
– OS/390 Security Server (RACF) Data Areas (SY27-2640)
– z/VSE e-business Connectors, User's Guide
– CICS Enhancements Guide, GC34-5763
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Questions ?
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Security: Nothing is for free

Reliability

Functionality

Security

IT
Infrastruktur
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Certification of mainframe products and components
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z/VM

z/VM as platform for applications, or as hypervisor for z/VSE, Linux, or z/OS:

� Must be protected

� Access (system, networks., passwords)
– Avoid things like user maint with pwd maint !
– Rights and privilege classes: be careful

� Multiple Seurity Zones within one z/VM can be realised in a secure manner.
– Take care of various aspects for administration and organisation

� RACF
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Multi-zone Network with VSWITCH (red zone physical isolation)

web
web web

web

web z/VSE

LPAR 1 LPAR 2

VSWITCH 1

z/VM

app
appapp

With 2 VSWITCHes, 3 VLANs, and a multi-domain firewall

To
internet

VSWITCH 2

db dbdb



© 2011 IBM Corporation

IBM System z – 5th European GSE / IBM Technical University for z/VSE, z/VM and Linux on System z

Open Source Software (Linux): No Security by Obscurity

� Philosophy

� Open Source ? < - > Closed Source ?
– Algorithms
– Implementation
–

� Trust, guaranty and Service?

� Control (Audit-capability)

And a “Security Policy” is mandatory
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Linux for System z

� Linux as a server itself is not more secure or less secure if it is running on
System z. Linux = Linux.

� Linux needs to be hardened
– Follow standards
– SELinux, AppArmor, . . .

� Linux for System z can use HW Crypto support
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Security – (most) important ascpects

� Define Security Policy
� Implement Secure Solution to meet policy
� Ensure Secure Configuration
� Patch Management Strategy/Execution
� Secure Administration
� Client Policy Enforcement
� User Training
� Ensure adequate physical security
� Disaster preparedness & recovery plans
� Personnel recruitment and separation strategies
� Automated tools to help user community
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Security – Hardening of a Linux servers

� Patch/upgrade strategy
� Set UID/Set GID programs
� Limit privileged accounts – superuser
� Password policy
� Unused services/ports – turn them off
� Insecure services – use secure version
� Intelligent and secure logging – “over-

applied/under-utilized”
� Secure configuration
� Applications security – vulnerable CGI programs,

buffer overflows
� Kernel security – patches, specialized kernels,

LSMs,…
– Industry (LIDS, SELinux, Owl,…)
– Commercial (Pitbull, HPLX, Immunix, Engarde,

Trustix,…)
� Use of tools – 100s of tools available

– Nmap, ethereal, snort, port sentry, nessus, saint,
sara, tripwire,…………..
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Your system is as secure as its weakest link
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z/VM Crypto Guest Support
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Linux on System z Crypto Stack
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Security – More aspects

� The importance of passwords

� User authentication in Linux

� Pluggable Authentication Modules

� Centralized LDAP Server

� OpenSSH

� Logging and remote logging

� Auditing
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Summary: Stepping forward with a secure environment

Thank you very much
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Questions ?
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Reference Information

� Security zones on z/VM presentation
– http://www.VM.ibm.com/devpages/altmarka/present.html

� z/VM Security resources
– http://www.VM.ibm.com/security

� z/VM Secure Configuration Guide
– http://publibz.boulder.ibm.com/epubs/pdf/hcss0c00.pdf

� System z Security
– http://www.ibm.com/systems/z/advantages/security/

� z/VM Home Page
– http://www.VM.ibm.com


