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Disclaimer

This publication isintended to help V SE system programmers setting up infrastructure for their operating
environment. The information contained in this document has not been submitted to any formal IBM test
and isdistributed AS IS. The information about non-IBM ("vendor") products in this manual has been
supplied by the vendor and IBM assumes no responsibility for its accuracy or completeness. The use of this
information or the implementation of any of these techniques is a customer responsibility and depends on
the customer's ability to evaluate and integrate them into the customer's operational environment. While
each item may have been reviewed by IBM for accuracy in a specific situation, there is no guarantee that
the same or similar results will be obtained el sewhere. Customers attempting to adapt these techniques to
their own environments do so at their own risk. Any pointersin this publication to external Web sites are
provided for convenience only and do not in any manner serve as an endorsement of these Web sites.

Any performance data contained in this document was determined in a controlled environment, and
therefore, the results that may be obtained in other operating environments may vary significantly. Users of
this document should verify the applicable data for their specific environment. Reference to PTF numbers
that have not been released through the normal distribution process does not imply general availability. The
purpose of including these reference numbersisto alert IBM customers to specific information relative to
the implementation of the PTF when it becomes available to each customer according to the normal IBM
PTF distribution process.

The following terms are trademarks of other companies:

Attachmate® EXTRA! X-treme™ is atrademark of Attachmate Corporation

Javaand all Java-based trademarks and logos are trademarks or registered trademarks of Sun
Microsystems, Inc. in the United States and/or other countries.

Microsoft, Windows, Windows XP, and the Windows logo are trademarks of Microsoft Corporation in the
United States and/or other countries.

Many thanksto Antonio Zampino from Zampino Consulting, Switzerland
(antonio.zampino@bl uewin.ch), for the idea of writing this document and providing much
technical input!
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1 Introduction

This paper describes the setup of secure Telnet in various scenarios with VSE acting as server. This
involves the creation of RSA key pairs and digital certificates on the server and on the client side. For
simplification, we do not purchase certificates from official Certificate Authorities (CAs), but create our
own set of so called self signed certificates. Self-signed certificates are not signed by an official CA and
therefore work only in a closed test environment.

The following software has been used in the test setup.

Z/VSE 4.1.0 GA version

TCP/IP for VSE/ESA 1.5E as part of zZ/VSE 4.1 GA version

V SE Connector Server as part of z/VSE 4.1.0 (job STARTVCS)
Microsoft Windows XP Professional, SP2

Java 1.4.2 from Sun Microsystems

Keyman/V SE, update from 08/2007

IBM Personal Communications 5.7 for Windows

Attachmate® EXTRA! X-treme™ V9 Evauation for Windows

Note: following fixes are necessary for secure Telnet:

ZP15F202 (TCP/IP 1.5F. As shipped TCP/IP 1.5F does not support Secure Telnet connections.)

2 Generating the server key and certificates

The easiest way to generate all necessary keys and certificates for the VSE server side is by using the
Keyman/V SE utility which is provided by IBM without warranty for free download from

http://www.ibm.com/serverseserver/zseries/zvse/downl oads/

Keyman/V SE is a Java application, which istypically installed on a Personal Computer. It has the
following prerequisites.

Java 1.4 or higher on the workstation side
TCP/IP for VSE/ESA 1.5E onthe VSE side
V SE Connector Server up and running in non-SSL mode on the VSE side

Although Keyman/V SE provides many functions for manually creating keys and certificates, sign
certificate requests, and so on, the easiest way for creating the necessary files on V SE is using the Wizard
dialog for creating a self-signed keyring. For details about Keyman/V SE functions refer to the HTML -
based help of the Keyman tool.

Our first step isto start Keyman/V SE and entering the properties of your VSE system. Thisinformation is
needed later for sending created keys and certificatesto V SE.
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2.1 Defining the properties of your VSE system

On the main window click on the VSE host properties toolbar button.

&  Keyman/VSE - C:\vsecon\samples)\Keyring.phe =101 x|
File ©Options Ackions  Help
@@ amMNe&| f@=a[] |

| alias | YSE Host properties | Length | Tvpe | WSE Llser | Walid |
KeyMan/ysE - 2/¥SE 4,1,0 | M POLLUNLPAR4 : 9.152.84,147

Onthe VSE Host — Properties dialog box enter the required information for your V SE system. Press the
New button to create a new V SE host definition.

VSE Host - Properties ) x|
Mame SAMPLE i W=

IP Address I fidd

Port fza93 Delete

YSE User |55 Change

W3E Job Class IF'.

W3E Password | I

i

YSE Crypto Library |cRYPTO . kEYRING

Cert, Mermber Mame |TESTI:II ; PRME | CERT J ROOT
Cert, Mapping Member |BSSDCLIID c MAPPIMG

TER{IP Library [PRD1 . BasE

TCPJIP System ID IEIEI

(] I Cancel | Help |

Then enter a unique name for your V SE system, its I P address, the port number of the VSE Connector
Server, aV SE user ID together with its password and so on.
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VSE Host - Properties 1 x|

Mame POLLLIXLPAR4 Mew

IP Address f5.152.85.58 Add |
Port |2893 Delete |
VSE User f1sCH Change |
VSE Job Class [

VSE Password |******** I********

\SE Crypto Library |crRYPTO . JKEYRING

Cert, Member Name |5ECTELN i PRVE | CERT | ROOT
Cert, Mapping Member |BSSDCUID c MAPPIMNG

TCR/IP Library PRD1 . |BasE

TCP[IP System ID IUU

DKF_:I Cancel | Help |

Then press the Add button to add the new definition. We are now ready to create the V SE server key and
the necessary certificates.

2.2 Creating a self-signed keyring
Click on the Create self-signed keyring toolbar button.

&  Keyman/VSE - C:\vsecon\samples\Keyring.phc =18l %]

File ©Options Ackions  Help

| =B ames| d=a]] |

| alias | Cerkificate Ikem | Length | [creae sar-aned keying Walid

|. POLLUELPARS ¢ 9,152,584, 147

Fill in the required information on the next dialog box
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VSE Host Keyring Properties |

V3E Mame

IF Address

Part

WSE User

VSE Password

VSE Job Class

VSE Crypto Library
Cert, Member Nams

VSE TCPJIP Library

Ix

[PoLLLPOPARS

f0.152.85.58

|2893
bSCH
| !

P

[cryPTO . [kEvRING
ISECTELN
prD1 . |BAsE

Cancel < Back

Maybe it's a good idea to open a WSE consale now. ..

: Help |

Press Next.

On the next dialog specify a password which is used for protecting the local keyring file. Y ou should leave
the settings for the encryption of public and private items on No encryption. Otherwise there might be
problems when reading the file afterwards.

Local Keyring File Properties | ﬂ

Kevyring File Password
Rebype password
Encryption of public items
Encryption of private items

Pazsword protection

inko your Web Browser,

Mame |c:I\rsecnn’l,sampleslsectel.pr

Browse... |

I*******

I*******

INn encrypkion j

IND encrypkion j

|1 1...2000

This keyring file can be directly used on the client side by the
W5E Connector Clignt, To use it with CWS you musk impart it

Cancel <« Back

Mext == [g Help |
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Press Next. On the next dialog box specify the key length of your server key and a unique alias string to
identify the key. The box shows you alist of available cipher suites with the selected RSA key length. This
association has been removed with TCP/IP fix ZP15E250; refer to the notes below Table 1 on page 14.

Generate RSA Key Pair

Generate newvs RSA key pair with strength:

Key lenath 1024 its

=)

Alias I\-‘SEKE’:.-'

Available S5L cipher suites with this RSA key length:
09 R5A1024 DESCEC_SHA  (S6-hit DES)
08 RSALDZ4 3DESCEC_SHA  (168-bit Triple-DES)
9F 1 TUS_RSA WITH AES 128 CBC.SHA (123-bit AES)
62 i RSAL0Z4 EXPORT_DESCBC _SHA  (S6-bit DES)

This R5A key pair will be stored in your WSE cryplo library
as PRVE member. Further keys with the same strength will

be created fFor wour certificates.

Ed

Cancel

<= Back

Make sure the ¥SE Connector Server is started non-35L1

Help |

Press Next. On the following dialog box specify the personal information for the VSE ROQOT certificate.

Personal Information for VSE ROOT Certificate

Comman name

Qrganizational unit
Organization

City Lacation
Skate/Province
Counkry

2-mail

Expires

Alias

the VSE keyring library.

|vSE ROOT Certificate

|Develr:||:ument

|IEM Germany

|Bnel:u|ingen

fruja

IDE IGerman'f (DE)

=

|zvse@de.ibm.cnm

|2008-5-21 [t year

IrnotCert

This certificate will be cataloged on YSE as ROOT member in

[

Cancel

<« Back

Mew 1024-bit Key generated, elapsed time: 1 second(s].

Mext }},}J
Lt
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Press Next. On the following dialog box specify the personal information for the V SE server certificate.

Note: Attachmate Extral in some cases requires the Common Name to be identical to the VSE IP addressin
order to accept the server certificate during the SSL handshake. Refer to section Attachmate Extral session
setup on page 30 for more information and see right hand picture below.

Personal Information for VSE Server Certifical

Comman name

|‘u'SE Server Certificate

Qrganizational unit |Develr:||:ument

Organization |‘r'c:ur organization

City Lacation |‘r'|:|ur city/location

Skate/Province |‘r'c|ur state/province

Counkry IDE IGermany (DE) j
e-mail |inFu@your.cnmpany.com

Expires I2Dﬂ8-9-21 I 1 year j
Alias I\rseCert

This certificate will be cataloged on YSE as .CERT member in
the VSE keyring library.

Personal Information for VSE Server Certi él
Camman nams |9. 152.85.5?’/)
Organizational unit IDeveInpment
Qrganization I'fcuur organization
City/Location |Yu:uur city flocation
Skate/Province |‘ﬁ:uur skate/province
Counkry |DE IGermany (DE} LI
e-mail IinFo@your.company.com
Expires I2EIUS-':‘1-21| I 1 year ;I
Alias I\rseCert

This certificate will be cataloged on VSE as .CERT member in
the WSE keyring library.

Mew 1024-bit ROOT certificate generated.

Mext »= ]}J

Cancel <« Back

Mew 1024-bit ROOT certificate generated.

Mext == ,J Help |
fs

Cancel << Back

Press Next.

A client certificate is only needed for client authentication (refer to chapter Setting up for client

authentication on page 23).
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Personal Information for VSE Client Ce _él
Commaon nams |'u'5E Client Certificate
Qrganizational unit |Ynur company
Organization |‘r’nur organization
City Lacation |‘r’nur location
Skate/Province |‘r’nur state/province
Country IDE IGermany (DE) j
e-mail |vsec|ient@your.ccmpan‘y’.com
Expires I2UUS-9-21 |1 wear j
Map ko WSE User I— {Optional)
Alias Iclienttert
Mew 1024-bit server certificate generated.
Cancel | << Back | Mext =3 ﬂ
L
Press Next.

Create Client/Server Keyring x|

Following actions will be performed:

Catalag private key on VSE as SECTELM.PRVE
Catalog ROOT cert on VSE as SECTELM.ROOT
Catalog server cert on VSE as SECTELM.CERT

Save certs in local keyring file

WSE Host: POLLLIPARS [ 9.152.85.58
Keyring Library: CRYPTO.KEYRING

Mew 1024-bit client certificate generated.

Cancel <= Back | Finish,\!
1y

Press Finish.

Thiswill send all itemsto VSE and save the certificates in the local keyring file.
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Create Client/Server Keyring x|

Following actions will be performed:

A Catalag private key on VSE as SECTELM.PRVE
" |Catalng ROOT cert on VSE as SECTELN.ROOT
. |Catalu:ug server cerk on VSE as SECTELM.CERT

w  Sawve certs in local keyring filz

WSE Host: POLLLIPARS [ 9.152.85.58
Keyring Library: CRYPTO.KEYRING

Click on the marked buttons ko view job output,

Zancel

Press Close.

Now you have three VSE library members cataloged into CRY PTO.KEY RING. The PRVK member
contains the RSA key pair, the ROOT member contains the self-signed VSE ROOT certificate, and the
CERT member contains the V SE server certificate.

LD SECTELN. *
DI RECTORY DI SPLAY SUBLI BRARY=CRYPTO. KEYRI NG DATE: 2007-09-21
TI ME: 19: 38

ME MB ER CREATI ON LAST BYTES LIBR CONT SVA A R
NANVE TYPE DATE UPDATE RECCRDS BLKS STOR ELI G MODE
SECTELN CERT 07-09-21 - - 724 B 1 YES - - -
SECTELN PRVK 07-09-21 - - 2048 B 3 YES - - -
SECTELN ROOT 07-09-21 - - 686 B 1 YES - - -

L113I RETURN CODE CF LISTDIR IS O
LOO1A ENTER COVMAND CR END

Y ou can aso close the Keyman/V SE tool now. As we don’t need the server key on the client side, the key
was not saved to the locadl file.

We will need the client keyring file later in order to import the self-signed root certificate into Personal
Communications.
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3 Setting up a TELNETD

First, let’s do the basic setup for unsecure Telnet. We will later add the definitions for secure Telnet. The
following command defines a standard Telnet daemon.

DEFI NE TELNETD, | D=LU, TERWMNAME=TELNLU, TARGET=DBDCCI CS, PORT=23, COUNT=4, -
LOGMCODE=S3270, LOGMCDE3=D4B32783, LOGMODE4=D4B32784, -
LOGMODES=D4B32785, POOL=YES

The daemon startup is shown on the VSE console.

F7 0097 0030: TEL900l Daenon Startup Tel net Termmane: TELNLUO4 Port: 23
F7 0097 002F: TEL900lI Daenobn Startup Tel net Termmane: TELNLUO3 Port: 23
F7 0097 002E: TEL900l Daenobn Startup Tel net Termmane: TELNLUO2 Port: 23
F7 0097 002D: TEL900I Daenobn Startup Tel net Termmane: TELNLUO1l Port: 23

We can now immediately use this daemon with a Telnet 3270 capable client. Following picture is taken
from IBM Personal Communications, setting up the session with the V SE | P address.

Telnet3270 ) x|

Host Definition |.Pu..rtomatiu: Host Location | Advanced Securty Setup |

Host Name ar LUer Port
IP Address Pool Name MNumber
Primary [9.152.85.58] | 23
Backup 1 I I Igg
Backup 2 I I Igg
— Connection Options
Connection Timeout IE 3: Seconds

W Atoreconnect

[T Ty conmecting tolast configured host infimtel

— Prirter Association {onhy valid for TN3270E Display sessions)
Associated Printer Session

I j Browse. .,
¥ | Sitart &szociated Frinter Minimized
¥ futomatically close the associated prnter session with this sessian
[T Enable Securty
(0] 4 Cancel Apphy Help

L2

The following picture shows a V SE signon screen connected via Telnet.
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-loix]
File Edit View Communication Actions Window Help
B B sn @ = st 2 8 el
IESADHSD1 Z/USE OHLIHE
5689-2U4 and Other HMaterials (C) Copyright IBM Corp. 2885 and other dates

uu uu S5585 EEEEEEE
uu uu 55855888 EEEEEEE

ZZZZZZ uy Uy 5§ EE
ZZZEZZ 11 uu §555858 EEEEEE
ZZ uu uu S55858 EEEEEE

ZZ uu  uu 55 EE
2ZZZ2Z ++ uugy 555855888 EEEEEEE
FEZZZEF ++ L11] 55558 EEEEEEE

Your terminal is LUB2 and its nmame in the network is TELHLUB2
Today is 89/21/2887 To sign on to DBDCCICS -- enter your:

WSER=TB G0 mmma The name by which the system knows you.
PASSWORD....... Your personal access code.

PF1=HELP 2=TUTORIAL 4=REMOTE APPLICATIOHNS
18=HEW PASSWORD

-iﬁg pu:uF;c'__2_3_ k —-.ﬁ:ppend_ e

The next chapter shows how our previously defined Telnet daemon is SSL enabled.

4 VSE host setup for secure Telnet

Setting up SSL for the Telnet protocol is based on the SSL daemon (TLSD) provided by TCP/IP for
VSE/ESA. In general there are two modes available:

SSL in native mode. Hereby SSL traffic goes directly to the SSL enabled daemon on V SE. Native
mode is supported by HTTPD, FTPD, and TELNETD. In addition to one of these daemons you
have to define a TLSD daemon that defines the SSL parameters.

SSL in pass-through mode, where a TLSD serves as a proxy. In this case encrypted traffic goesto

the TLSD, which in turn passes the data unencrypted to an HTTPD, FTPD, or TELNETD. The
PASSPORT parameter is used to route SSL traffic from an unsecured daemon to the TLSD.

4.1 Setting up pass-through mode

Following TLSD definition is used to secure our previously defined TELNETD. Note that the PORT and
PASSPORT parameters are different.
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DEFI NE TLSD, | D=TLSDTELNET, Id of this SSL/TLS daenobn
PORT=992, Secure telnet port
PASSPORT=23, Port data is passed to
Cl PHER=2F350A0962, Al l owed ci pher suites
CERTLI B=CRYPTO, Li brary name
CERTSUB=KEYRI NG Subl i brary nane
CERTMEMESECTELN, Menber nane
TYPE=1, SSL server authentication
M NVERS=0300, M ni mum ver si on required
DRI VER=SSLD Driver phase nane

Make sure that you specify the same member name (here SECTELN) used when uploading the keyring
filesto V SE (see section Creating a self-signed keyring on page 6). The daemon startup is shown on the
V SE console.

F7 0097 0036: TLS900l Daenon Startup Transport Security Layer SSLD
=81640040

Table 1 shows the available cipher suites on VSE. Parameter CIPHER in the TLSD definition lists the hex
codes of the ciphers you want to use with this TLSD. When the secure Telnet session is established, the
client and server will negotiate one of these cipher suitesto be used. The session will fail if thereisno
cipher suite supported by both sides.

Hex Cipher Suite Handshaking | Encryption Min.
Code (*) TCP/IP
01 SSL_RSA WITH_NULL_MD5 512 None 1.5D
02 SSL_RSA WITH_NULL_SHA 512 None 1.5D
08 SSL_RSA EXPORT WITH DES40 CBC SHA 512 40 bits 1.5D
09 SSL_RSA WITH _DES CBC SHA 1024 56 bits 1.5D
0A SSL_RSA WITH_3DES EDE CBC _SHA 1024 168 bits 1.5D
2F TLS RSA WITH_AES 128 CBC SHA 1024 / 2048 128 hits 1.5E
35 TLS RSA WITH_AES 256 CBC SHA 1024 / 2048 256 bits 1.5E
62 RSA1024 EXPORT_DESCBC SHA 1024 56 bits 1.5D

Table 1: available cipher suiteson VSE

Notes:
When using 2048-bit keys you need a Crypto Express2 or PCI-X Cryptographic Coprocessor card.
AES support was introduced with TCP/IP fix ZP15E214.
AES-128 is available as hardware function on IBM System z9 processors and is much faster than
the software implementations provided by TCP/IP. It is used transparently by TCP/IP when
available.
(*) TCP/IP fix ZP15E250 removes the restriction of allowing some cipher suites only with a
specific RSA key length. If you look at the RFC2240 for TLS you will notice that it does not have
aRSA key size associated with the specific cipher suites. Any cipher suite can now be used with
any of the RSA key sizes.

4.2 Setting up SSL native mode

SSL native mode is used automatically when the DEFINE TLSD contains the same port number for the
PORT and PASSPORT parameters as shown below.
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DEFI NE TLSD, | D=TLSDTELNET, -
PORT=992, -
PASSPORT=992, -
Cl PHER=2F350A0962, -
M NVERS=0300, -
CERTLI B=CRYPTQ, -
CERTSUB=KEYRI NG, -
CERTMEM=SECTELN, -
TYPE=1, -
DRI VER=SSLD

DEFI NE TELNETD, | D=TELNVSSL, TCPAPPL=TNSSLO, TARGET=DBDCCI CS, -
COUNT=3, MENU=MENUZ, TYPE=VTAM POCL=YES, POCRT=992, -
DRI VER=TELNETD

With the above definition the TELNETD will natively support SSL, but pick up the necessary SSL
configuration information from the DEFINE TLSD keywords.

4.3 Setting up a Telnet Listener daemon

When additional security isrequired, such as restricting Telnet traffic to specific |P addresses, you may use
the following variant of setting up Secure Telnet on VSE.

Note: this scenario requires TCP/IP for VSE/ESA 1.5F with fix ZP15F202. See fix description on

http://www.csi-i nternational .com/csi -support/zaps15f.htm#Z P15F202

In this example, the listener daemon only accepts connections from the below specified 1P address, which
usually belongsto adedicated Terminal server. Note that thisis only possible with TN3270E.

DEFI NE TELNETD, TN3270E=L, PORT=992, POOL=YES, DRI VER=TELNETD, -
I D=TLSL1, | PADDR=3. 196. 98. 105

*

DEFI NE TLSD, | D=TLS2, PORT=992, PASSPCRT=992, Cl PHER=090A62, -
CERTLI B=CRYPTO, CERTSUB=KEYRI NG, CERTMEM=SECTELO1, TYPE=1, DRI VER=SSLD, -
M NVERS=0300

*

DEFI NE TELNETD, TERWAME=TLS32AA, | D=TLS32AA, POOL=YES, -
TN3270E=E, TYPE=VTAM MENU=MENU2, LOGMCDE=SP3272QN, -
LOGMODE3=SP3272QN, LOGMODE4=SP3272QN, LOGMODES=SP3272QN, PORT=992, -
DRI VER=TELNETD

This JCL addstherelated VTAM definitions.

* $$ JOB JNMECAT, CLASS=0

/1 JOB CAT TEST

/1 EXEC LI BR, PARME' A S=PRD2. CONFI G

CATALOG TLSD.B  REPLACE=YES

TLSD VBUI LD TYPE=APPL

TLS32AA  APPL AUTH=( ACQ , MODETAB=I ESI NCLM EAS=1
TELNLUO1 APPL AUTH=( ACQ , MODETAB=I ESI NCLM EAS=1
TELNLUO2 APPL AUTH=( ACQ , MODETAB=I ESI NCLM EAS=1
TELNLUO3 APPL AUTH=( ACQ , MODETAB=I ESI NCLM EAS=1
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|+
/&
* $$

5 Client setup with IBM Personal Communications

Basically, we have to import our self-signed root certificate into the PCOM key database. It is important to
import the PFX file into the PCOM key database to not loose the contained private keys.

5.1 Importing the VSE certificates into PCOM

Open the IBM Key Management tool, which is part of the Personal Communications installation. Y ou will
find the tool under Utilities - Certificate M anagement.

5.1.1 Location of the PCOM key database on Windows

On Windows, the PCOM key database is located in folder
C:\Documents and Settings\All Users\Application Data\lBM\Personal Communications

Thisfolder isnot visible via the Windows Explorer when your current folder options specify to not show
hidden files and folders. Y ou can change this in the Windows Explorer via menu Tools — Folder options.

In the below dialog box click on Show hidden files and folders.
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Folder Options . e

Gerneral Miew | File Types I Cffline Files I

— Folder views

£

fou can apply the view (such az Details or Tiles) that
you are using for this folder to all folders.

Reset All Folders

| Appiyto Al Folders |

Advanced settings:
|5 Files and Folders
O Automatically search for network folders and printers
Display file size information in folder tips
Diisplay simple folder view in Explorer’s Folders list
[ Display the contents of system folders
Display the full path in the address bar
[ Display the full path in the title bar
[ Do not cache thumbnails
|73 Hidden files and folders
{3 Do not show hidden files and folders
Show hidden files and folders

O extensions for known file types hd|
Restore Defaults |
ok | Conced | Aty |

5.1.2 Opening the PCOM key database

Now open the PCOM key database.
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_iBix

Key Database File Create Wiew Help

D = & WS

Dpen a key database file |

Key datahase information

DB-Type:
File Hame: |
Token Label:
Key database content

Personal Certificates b | | Recee... |

| Delete |

| View/EdH... |

| Imiport... |

| Recreate Reqguest... |

| Mew SelrSigned... |

| Extract certificate... |

A personal certificate has its associated private key in the database.

If the fields in the below box are empty, browse to the KDB location, see Location of the PCOM key
database on Windows on page 16.

open X

Key database type | CMS - |
File Name: [PCormmclientkeyDb ket || Browse..
Location: |51.-9\|| Users\tpplication DatallBWPersonal Cummunicatinnsﬂ

‘ OK |}J| Cancel
L

Press OK.

Y ou are now prompted for the key database password. The default password for the PCOM key database is
pcomm.
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Password Prompt x|

Password: | |

OK H Clear H Cancel |

Enter the password and press OK.

5.1.3 Importing the PFX file into the PCOM key database

It isimportant to import the certificate with its private key, i.e. to import the certificate as a Per sonal
certificate. Inthe PCOM key management GUI select Personal Certificates and click on Import. This
will also import our VSE client certificate, which is needed later for client authentication.

H# 1BM Key Management - [G\Documents and Settings\All Users\Application Data\IBM\Pe 1] Comminic i ] 4
Key Database File Create View Help

HEEE =

Key database information

DB-Type: | CMS key database file

File Name: lg:_l_[_)_o_gu_rgg_pt_s_g_nd Seﬁingsi:ﬂll_l Usersthpplication DatallBMiFersonal Ccnmmunin:ati0nsIPCnQﬂ_@Clienﬂfeva.kdb

Token Label: |
Key database content
Personal Certificates > | Receive... |
| Delete |
| ViewEdi... |
| import... ||
X

|Imp0rt keys frarm a PECE#1 2 file ar another datahase
[ TCTTETC ot

| Hew Self-Signed... |

| Extract Certificate... |

The requested action has successfully completed! ‘

On the next dialog box select Key file type PK CS12 and enter the name and location of the VSE keyring
file.
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x
Keyfiletype |PKCS12

File Hame: |secte|.pfx [| Browse..

Location: |C:1\fsecnnlsamplesl |

| OK I}H Cancel
14

Press OK.

Password Prompt x|

Password to open the source key database: [~ |

| OK QM Clear || Cancel

Enter the password of the keyring file and press OK.

Note: exporting the V SE certificates in base64 text form from Keyman/V SE and using the Add function in
the PCOM key management tool, would result in loosing the private keys and the certificates would be

imported as signer certificates, rather than as personal certificates. In this case client authentication would
not work.

Fo IR Bey Mansgereen - [C Domments and Seitings! e 'k e e e i I sy '.'1.'::. r =10l =
Moy Datstiase File  Creata  iew  Help

DEa® R

DE-TwM:  GME hey databses file
File Mawwa: | AL 0o Yo P12 1 5 0 b5 5L 1l 1 ) R 5,00 | ) ) (325 DA by B by

Tk Lakvei:
Hey statatise content
Persoml Certiicates v e
" rootedt [ | Dielely
Cliemcen i
Ve L
| Emtepn.]
[——
| s, |

Thie recuested AC0n s SUcc eSSl comanien el
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Now save the key database file and close the PCOM certificate management tool. | would recommend
changing the default password before saving the KDB. Y ou can do this via menu Key Database File —
Change password. After changing the password, use option Stash password to save an encrypted copy of
the password in a separate file for verifying the password in future.
To save the KDB select menu Key Database File — Save as... and proceed with the dialogs.
saveas x|

Key database type |CMS -

File Name: |PCDmmC|ientKeth.kdb | Browse...

Location: fall UsersiApplication DatalBWMPersonal Communications)

oK

Press OK.

Password Prompt x|

Password: [~ |

Confirm Password: |“'***** |

[l Setexpirationtime? |00 | Days
Password Strength:

s il - 2

e

0K || Reset || Cancel

Enter the KDB password and press OK.

5.2 Starting a secure session

In the PCOM session window we have to change the port number to the secure Telnet port 992 and we
have to check the box labeled Enable Security.
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Telnet3270 i x|

Host Defirtion |.Putomatic Host Location I Advanced Securty Setup I

Host Name or LU or Port
|P Address Pool Name MNumber
Primary I Iggg
Backup 1 I I |23,
Backup 2 I I |23,
—Connection Options
Connection Timeout IIE 3: Seconds

V¥ Autoreconnect

[T T connecting to last configured bost infinitel

r— Printer Association {onty valid for TM3270E Display sessions)
Associated Printer Session

¥ Start sseociated Frnter Minimized

[#| sutomaticall close the azsotisted printer sezsion with thiz s2ssion

v [:glable Security

QK I Cancel Apply Help

That’s all. When now connecting again to V SE, the connection is secured.

Note: If the Enable Security checkbox is grayed out, then SSL support is not installed. Check Personal
Communications I nstallation information to see if an error occurred during product installation.
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-loix]
File Edit View Communication Actions Window Help
B B sn @ = st 2 8 el
IESADHSD1 Z/USE OHLIHE
5689-2U4 and Other HMaterials (C) Copyright IBM Corp. 2885 and other dates

uu uu S5585 EEEEEEE
uu uu 55855888 EEEEEEE
ZZZZZZ uy Uy 5§ EE
ZZZEZZ 11 uu §555858 EEEEEE
ZZ uu uu S55858 EEEEEE
ZZ uu  uu 55 EE
2ZZZ2Z ++ uugy 555855888 EEEEEEE
FEZZZEF ++ L11] 55558 EEEEEEE

Your terminal is LUB4 and its name in the network is TELHLUBYL
Today is B9/26/2887 To sign on to DBDCCICS -- enter your:

WSER=TB G0 mmma The name by which the system knows you.
PASSWORD....... Your personal access code.

PF1=HELP 2=TUTORIAL 4=REMOTE APPLICATIOHNS
18=HEW PASSWORD

to secure remote server,."-huu:ust 9,152.85.5 ePrint p-&ﬁ:;c_ﬁnry on FPP1: e

('j 168 :CDI‘IHEL:EEd-EWFDUQI'l TEE

A closed lock iconis displayed in the bottom left-hand corner of the session window to indicate that the
session is encrypted.

The number 168 indicates the key length of the symmetric key used in this session. Here, it tells us that we
are connected with Triple-DES (3 times 56 bits DES). Typical values are 0 (no encryption), 40 (DES with
40-bit key), 56 (DES with 56-bit key), 128 (AES with 128-bit key), 168 (Triple-DES). For alist of
supported ciphers refer to Table 1: available cipher suites on V SE on page 14.

5.3 Setting up for client authentication

SSL client authentication provides more security than server authentication, because both communication
partners provide a certificate in order to establish trust. T o setup client authentication for secure Telnet we
have to do four things:

1. Changethe TLSD definition on the V SE side to enable client authentication. Thisis done viathe
TY PE parameter of the TLSD definition.

2. Make sure our Client Certificateis contained in the Personal Communications key database; see
section Importing the V SE certificates into PCOM on page 16. During the SSL handshake the server
will request the client’s certificate.

3. Restart the TLSD in client authentication mode (type=2).

4. Changethe PCOM session definition for client authentication.

Page 23 of 36



Copyright IBM Corp. 2007, 2010 How to setup Secure Telnet with VSE

5.3.1 Change TLSD for client authentication

In the TLSD definition we have to change the TY PE to 2 (client authentication).

DEFI NE TLSD, | D=TLSDTELNET, Id of this SSL/TLS daenon
PORT=992, Secure telnet port
PASSPORT=23, Port data is passed to
Cl PHER=2F350A096208, Al |l owed ci pher suites
CERTLI B=CRYPTO, Li brary name
CERTSUB=KEYRI NG, Subli brary name
CERTMEMESECTELN, Menber nane
TYPE=2, SSL client authentication
M NVERS=0300, M ni mum ver si on required
DRI VER=SSLD Driver phase nane

5.3.2 Restart TLSD for client authentication

We now have to restart the TLSD with changed TY PE parameter.

101 delete tlsd,i d=TLSDTELNET

F7-0101 1 PN300I Enter TCP/IP Command

F7 0097 OOE1l: TLS903l Daenobn Shutdown TLS Id: TLSDTELN

101 DEFI NE TLSD, | D=TLSDTELNET, PORT=992, PASSPORT=23, Cl PHER=2F350A096208, -

F7-0101 1 PN300I Continue TCP/IP Comrand

101 CERTLI B=CRYPTO, CERTSUB=KEYRI NG, CERTMEM=SECTELN, TYPE=2, -

F7-0101 1 PN300I Continue TCP/IP Commrand

101 M NVERS=0300, DRI VER=SSLD

F7-0101 1 PN300I Enter TCP/IP Command

F7 0097 0212: TLS900l Daenobn Startup Transport Security Layer SSLD
=81640040

Y ou may verify that the TLSD is now started for client authentication:

101 g tlsds

F7 0097 |1 PN2531 << TCP/IP TLS Daenpbns >>

F7 0097 1PN6171 | D: TLSDTELNET C pher: 2F350A096208

F7 0097 | PN618I Port: 992 Passport: 23 Type: Server_Auth
F7 0097 | PN619l Driver: SSLD M ni mum version: 0300

Don’t be confused: type Server _Auth isdisplayed for client authentication, while just Server would be
displayed for server authentication.

5.3.3 Setting up the PCOM session for client authentication

Finally, we have to enable client authentication in the PCOM session. On the Advanced Security Setup
page select Send Personal Certificate to Server if Requested and click on Select or Prompt for Personal
Client Certificate. Then click on button Select now.
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x
Host Definition | Automatic Host Location  Advanced Security Setup |

— Secunty Protocol

s |

— Key Database Password

% Use Password Stash (STH} File

™ Prompt for Password Once

— Personal Client Cedificate from Key database
¥ Send Personal Cerfficate to Server f Requested

™ Send Personal Certfficate Trusted by Server

% Select or Prompt for Personal Client Certificate Select now [: |
[T Cryptographic Support {(PKCS811) Setup |

(0] 4 I Cancel Spply Help

On the next dialog box enter the PCOM key database password and select the VV SE client certificate. Y ou
may have to enter the password, leave the box with OK, and enter the box again to see the certificatesin the
list box. The dialog remembers the password for further use.

Enter Key Database Password ). ﬂ

Pazaword reguired to open the Key Database and retrieve the Perzonal Certificate list

ey Databasze Paszword prem—

Select Perzonal Certificate Label Mame

Cancel | Help |

Then press OK ..

Note: if your certificates don’t show up in the list box, they are either
not correctly imported into the PCOM key database with their private keys, or
you entered a wrong password.
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5.3.4 Connect using client authentication

After leaving the session configuration boxes with OK, we are now ready for connect to the VSE TLSD
with client authentication.

oisessionD-[24x80] =10l x|

File Edit View Communication Actions Window Help

&) i | @] ) (s 2| o] @lo
TESADHS0A Z/USE OHLIHNE
5689-2U04 and Other Materials {C) Copyright IBH Corp. 2885 and other dates

yu uy 555888 EEEEEEE
yu uy 55558588 EEEEEEE

2ZZZZZZ uu {111 .. EE
ZZZZ2 yu uy $8558S EEEEEE
i yu uy 555858 EEEEEE

zz uy gy 55 EE
ZZEZZEZ ++ uuyy 5555888 EEEEEEE
Z2ZZZZ2ZZ ++ uu 55585 EEEEEEE

Your terminal is LUB2 and its nmame in the network is TELHLUBZ
Today is 11/85/28087 To sign on to DBDCCICS -- enter your:

BSER=TD s The name by which the system Knows you.
PASSUWORD....... Your personal access code. k

PF1=HELP 2=TUTORIAL 4=REMOTE APPLICATIOHNS
18=HEW PASSWORD

68 |Connected through TLS1.0 to secure remote server/host 9. 152.85.5: [FinePrint pdfFactory on FPP1:

B

54 Taking a PCOM trace

If you get any problems connecting to V SE, you might want to take atrace. PCOM provides atrace
function that is activated via the session window. Click on Actions— Launch — Trace Facility.

On the trace box, specify a TCP/IP trace.

., Trace (inactive) ] o ]

Trace View Options Help

Function Mame Component Mame Trace Options
|Jzer services
3270/5250T Ermulatar
APPM and AFPC
Connectivity
Data Transfer

Comrmunication data

3270 wia NWwWSAS & C5/NT
|BM Glabal Metwark.

Azunc Conzole

Twinax Conzole

YT over Async

LUA (&P client) _1]

APRCATTO CA R ol

Start IE | Save Format

Select & Funiction and a Companent to Set/View Trace Options
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Click on Start and try to connect again.

Then stop and format the trace. | would recommend to place the trace output into an “easy to find” folder.

x

Format thiz unfarmatted trace file

|c;\pcnmt[acewsmc.mc Browse
M arme of the resulting file
STRE.TLG Browse

Cancel | Help |

Y ou can now use the PCOM trace viewer to view the formatted trace.

=10 x|

Eéq_. Personal Communications Log Viewer - C\pocomtrace \NSTRC.TLG
File Edit View Options Window Help

=5 g == = e

El C:\pcomtrace\NSTRC.TLG

10/11f2007 3 Communication data
10/11f2007 08:53:22,050 Communication data
10/11f2007 08:53:22.050 Communication data
10/11f2007 08:53:22.050 Communication data
10/11f2007 08:53:22,050 Communication data
10/11f2007 08:53:22.050 Communication data
10/11f2007 08:53:22.050 Communication data
10/11f2007 08:53:22.050 Communication data
10/11f2007 08:53:22.280 Communication data
10/11/2007 08:53:22.280 Communication data
10/11f2007 08:53:22.470 Communication data
10;11{200? 08:;53:22.470 Communication data

String data: Length = 59
String data: Length = 39 e
String data: Length = 39

String data: Length = 38

String data: Length = 43

SOCKET CALL: dosesocket() RC=0

String data: Length = 43

String data: Length = 57

String data: Length = 59

String data: Length = 57

String data: Length = 45

SOCKET CALL: WSACleanup{) RC=0

[1] 10-11-2007 08:53:22 050, (00007,
String data: Length = 59
FrocessComBeq called,

type =

3270-5250-¥T Emulator. Communication data 0001, |

4, HDFLG = 8, ShortHame = a

Far Help, press F1
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6 Client setup with Attachmate Extra! X-treme

This chapter describes the secure Telnet setup with Attachmate Extral X-treme V9 Evaluation. The
evaluation version of the emulator was downloaded from

http://www.attachmate.com/en-US/Evals/Eval uate.htm

The main difference of Attachmate Extral To IBM Personal Communicationsis that Attachmate uses the
certificate store of Windows instead of providing an own certificate management tool. We will see later
that there are also some differences in the session setup.

6.1 Import certificates into the Windows certificate store

To import the certificates created in section Creating a self-signed keyring on page 6, open the Windows
Control Panel and double-click I nternet Options. On tab Content click on Certificates.

General | SEcurityrI Privacy Content |Cnnnec:tinns | Programs I Advanced |

rContent Advisor

Ratings help you cortral the Intemet content that can be
@’ viewed on this computer.

Enable. . I Sethrms.. |

— Certificates

% lUse cerificates to postively identify yourself, cerification
g authorties, and publishers.

G 551 Shaio Cert'rﬁcates.ReJ P |
|5

kA2

 Personal information

E._ AutoComplete stores previous entries AutoComplate...

and suggests matches for you. 4|

Microsoft Profile Assistant stores your My Profile..
personal information.

ok | Canced | b |

In the next box click on Import... and follow the Import Wizard dialogs.

In the below picture, file sectel2.pfx is anew keyring file with a server certificate where the Common
Nameisidentical to the VSE IP address, while the original file we created in section Creating a self-signed
keyring on page 6 does not fulfill this condition.
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Certificate Import Wizard x|

File to Import
Specify the file you want to import.

File name:

|C:‘|,vsecnn'nsamples'lﬁecte|2.pﬁ( Browse... I

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS £12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS £7 Certificates (.P7E)

Microsoft Seriglized Certificate Store ((S5T)

< Back | Mext = %J Cancel

In the following box select the lower radio button to place the VV SE root certificate into the Trusted Root
Certification Authorities store. If you would select the upper radio button, Windows would place the
certificates into the Personal certificate store. Thiswould have the same effect as not importing the root
certificate at all (see problem described in section Problem with missing root certificate on page 33).

Certificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
" Automatically select the certificate store based on the type of certificate

% Place all certj

ertificate store:

Trusted Root Certification Authorities Browse... I

< Back | Mext = %l Cancel

Press Next and finish the dial og.
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Intended purpose: I::.'ff.ll.‘.b j
Intermediate Certification Authorities  Trusted Root Certification Authorities |Trusted PubILI_'I
Izsued To | Issued By I Expiratio... | Friendly Mame | ﬂ

E=dverisign Trust Metw... VeriSign Trust Network /22025 VeriSign Class 2 ...
=l verisign Trust Metw... VeriSign Trust Network  5/19/2018  VeriSign Class 3 ...
[Everisign Trust Metw... VeriSign Trust Network  §/2/2028 VeriSign Class 3 ...
'u'eriSign Trust Metw... VeriSign Trust Metwork 50192018  VeriSign Class 4 ...
\.-'eriSign Trust Metw... VeriSign Trust Metwork  8/2/2028 VeriSign Class 1...
\.l'eriSign Trust Metw... VeriSign Trust Metwork  8/2/2028 VeriSign Class 4 ...
'v'eriSign Trust Metw... VeriSign Trust Metwork  5/19/2018  VeriSign Class 1...
Elycertez by DST Xcert EZ by DST 7f11f2008  XcertEZ by DST

= ZVSE Development ... zVSE Development sel...  8/13/2008  rootCert j

Import... | Export... Remove

Certificate intended purposes
<All=

Advanced... |
View

_ vew |

The VSE root certificate is now available in the Windows certificate store. The also contained server
certificate has not been imported into this store, because it’s not self-signed or signed by a known CA.

6.2 Attachmate Extra! session setup

Start anew Attachmate Extral session and enter the I P address of your V SE system and the port number of
the secure Telnet port. For Terminal / device type select IBM-3278. Checkbox Use Microsoft security
implementation must be checked in order to get access to the Windows certificate store. Also, Level of
encryption must be set to SSL V3.0.

Note: for unsecure connections, you have to
Change the port back to your unsecure telnet port (normally 23)
set the L evel of encryption to None and
deselect checkbox Use Microsoft security implementation.
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Configure Connection ]

Host aliaz # IP address:

f9.152.65.58 |
Cancel |
Teminal / device type:
[1BM-3275 ] e |
Part number:
992 = ¥ Auto reconnect
~ Encryption
Lewvel of encryption: SSLW30 j

Server Authentication
[T “erity server identity

V¥ Lsze Microsoft security implementation

Client Authentication
[T Provide client identity

Eertificate;

I Select.. |

W Automatically enter data on this zcreen for new connections

Note: Y ou can define an additional level of security by also marking checkbox Verify server identity. In
this case the Common Name of your V SE server certificate must be identical to the VSE | P address. This
behavior is described in

http://support.attachmate.com/kb/| RE2904.html

It looks like only when Verify server identity is marked, the received server certificate is really checked.
Otherwise the session is established in any case.

Y ou can now connect to V SE via secure Telnet.
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€3 POLLUX LPARA_TELNET - EXTRAIX treme Evalustion ~loix
File Edit View Tools Session Options Help
D adaboMmAc>a R AR o¥ €4 2 Ji
— nd other dates
XA B
=
EEEEEEE
EEEEEEE
1Z7ziZ /V / EE
77772 v v EEEEEE
iz v v EEEEEE
_J:J 7z EE
TFITIT  ++ 5 EEEEEEE
iJ ......... ‘ I7ZZZZT  ++ 'V EEEEEEE
™ scratch Pad
N
@ Recent Typing
B eras S ———
Screen History PF1=HELP 2=TUTORIAL
q{h‘imﬂ@O‘FﬁceTuuls
!Connected to host 9. 152.85.53 ||2|_| | !'—{EY l_i | 7

The closed lock icon shows that the session is now encrypted.

6.3 Viewing the log

To view the Attachmate event log, start application Status App in the Attachmate Extral Program group.
Thelog provides some detailed information about the SSL handshaking process and the used cipher suite
for this session. For alist of supported cipher suitesrefer to Table 1: available cipher suites on VSE on
page 14.

Following problems occurred in our test setup.

6.3.1 Problem with option Verify server identity

In the below log, message “Certificate signature does not verify from host 9.152.85.58” indicates that
option Verify server identity was active, but the Common Name of the received server certificate was not
identical to the server’s IP address. After setting up new certificates with having this precondition fulfilled,
it worked.
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=10l xj

m Status - Audit Log

File \iew Options Help

= H )J}@E

Date | Time | Categorny | Description
9272007 121618745 S50LInfo: Header: 0«5, Trailer: 0x1c, Maxkeszage: 04000
& 342742007 1216171:49 55LInfo; Cipher 26115, 168
& 32772007 1216156:49 S50 Info; Key exchange strength: 1024
vy /272007 12:16.156:45 S55LInfo; Key exchange: RS54
v 9272007 12:16156:49 S55LInfa; Hazh strength; 160
o /2772007 12:16.140:43 S5LInfo; Hash: SHa,
v /272007 12:16.140:49 S5LInfo; Cipher strength: 168
& /272007 1216.125:43 S5LInfo; Cipher; Triple DES
& /2772007 121612543 S5LInfo: Protocol; 5513
& 3/27/2007 121612543 S5LInfo; Server izsuer of the Certificate: E=zvzed@de. bm.com, [
v /272007 12:16.105:45 55LInfo; Server subject: E=zveet@de ibm.com, C=DE, 5=Bader
@ 9272007 1216109:45 S5LInfa; & certificate chain proceszed, but terminated in a roat ¢
@:‘; 94272007 121609249 SSLInfa: Error0x800b0709 [T he certificate iz untrusted or expire:
v 942742007 121607849 S5LInfo; total certificate chains 0x1
& 32772007 121607849 S5LInfo; Server Certificate |zsuer CH Mame : 25SE Developmer

o 372007 121607849 W@M}ect CH Mame : 9.162.85 58
& /2772007 121645348 - nto: Credenhials Created q_-_-_‘_‘_““-\.\
@ /272007 11:32 046:58 AOMTH [THIE0) Certificate signature does not venfy from host 915285 .58
(B 9/27 /2007 11:30.718:37 AOMTH [TH

1]
& /272007 11:30.234:37

Certificate signature does not verify from hozt 9,152,285 58
ocket Clozed

Ci“- 94272007 11:30.218:37 55LInfa: ™= Remote clozed connectian
@ 94272007 11:300 21837 S5LInfa; Error 0x274a sending close notify
& 32772007 11:23.000: 45 S55LInfo; Header: Ox5. Trailer: 0xc. Masxkezzage: Oxd000 ;I

_\ Audit Log ,r'{ AP Trace }{ Communications Trace Jf

[tof38 [ [ [ 4

6.3.2 Problem with missing root certificate

Another thing worth mentioning is that the connection is established even when the V SE root certificate is
not contained in the Windows certificate store. Following two messages show that it was not possible to
verify the received server certificate. However, the connection was established anyway.

SSLinfo: A certificate chain processed, but terminated in a root certificate which is not
trusted by the trust provider.

SSLI nfo: Error0x800b0109 (The certificate is untrusted or expired!) returned by

Cert VerifyCertificateChainPolicy!

After importing the keyring file (created in section Creating a self-signed keyring on page 6) into the
Windows certificate store, these messages disappeared.

6.4 Setting up for client authentication

To establish client authentication with Attachmate Extral we have to do three things. We assume that the
TLSD istill running in client authentication mode.
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1. Changethe TLSD definition on the V SE side to enable client authentication. Thisis done viathe
TY PE parameter of the TLSD definition. Refer to section Change TLSD for client authentication on

page 24.

2. Import our Client Certificate into the Windows key database.

3. Change the Attachmate session definition for client authentication

6.4.1 Import the client certificate into the Windows key database

Open the Windows Control Panel and double-click on I nternet Options. On tab Content click on
Certificates. In the next box click on Import... and follow the Import Wizard dialogs.

Certificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
= Automatically select the certificate store based on the type of certificate
" Place all certificates in the following store

Certificate stare:

Personal Browse. . |

< Back I Next::& I Cancel

Thistime select the upper radio button to select the certificate store based on the type of the certificate. The
certificates are now stored in section Per sonal. Because we already imported the root certificate, we now
haveit twicein the store. Just remove it from the Per sonal store, like shown in the below picture.
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Intended purpose; |<NI:= j

Personal | Other People I Intermediate Certification Authorities I Trusted Root Certificatior_4 | "l

Issued To | Issued By | Expiratio. .. | Friendly Mame |
VSE Client Certificate  zVSE Developmentsel... 9/28/2008  dientCert
L VSE Development sel... 008  rootCert

Import. .. Export... Remave %l Advanced... |

Certificate intended purposes
<all>

View

Close

6.4.2 Change Attachmate session for client authentication

On the Attachmate session setup box select checkbox Provide client identity and press button Select.

Host aliaz # IP address:
|9.152.85.50 d| 3
Caticel |

Terminal / device type:
|IBM-2278 4| Help |
Port number:
992 = v Auto reconnect
 Encryption

Level of encryption: oL j

Server Authentication
|]7 ‘Werify zerver identity |

¥ Use Microsoft security implementation

Client Authentication
¥ Provide client identity

[WSE Client Cerbficats Select.., |

v &utomatically enter data on this screen for new connections
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The available certificates are displayed in the drop-down list box. Select the VSE client certificate for use
by this session.

— Syztem Certificate Stare
= Retieve cerlificate from "My store

Certificate label I"-.-"SE Client Certificate] j

—Smart Card
" Retrieve cerlificate from smart card

Croptographic Service Provider I j

Certifizate label I j

0. &I Cahcel |

That’sit. After applying your changes the session will use client authentication.

7 More information

Y ou can find more information on the web pages below.

Personal Communications Administrator’s Guide and Reference, SC31-8840
ftp://ftp.software.ibm.com/software/network/pcomm/publications/pcomm_57/pcadmin.pdf

Online admin guide for Personal Communications
http://publib.boul der.ibm.com/infocenter/pcomhel p/v5r9/index.j sp?topi c=/com.ibm.pcomm.doc/books/html
/admin_guidel3.htm

Redbook: Personal Communications Version 4.3 for Windows 95, 98 and NT, SG24-4689
http://www.redbooks.ibm.com/abstracts/sg244689.html ?Open

Attachmate® EXTRA! X-treme™ Eva uator’s Guide
http://support.attachmate.com/manual s/'extra/9.0/060051.1006 Xtreme evalgd LR.pdf

TCP/IP for VSE Commands Reference
http://www.csi -i nternational .com/downl oad.htm

Download Keyman/V SE from the VV SE Internet homepage
http://www.ibm.com/servers/eserver/zseries/zvse/downl oads/

How to setup Secure FTP with VSE, Technical Article, downloadable as PDF from
http://www.ibm.com/servers/eserver/zseries/zvse/documentati on/documents.html

How to setup cryptographic hardware for VSE, Technical Article, downloadable as PDF from
http://www.ibm.com/serverseserver/zseries/zvse/documentati on/documents.html
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