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Disclaimer

This publication isintended to help VSE system programmers setting up infrastructure for their operating
environment. The information contained in this document has not been submitted to any formal IBM test
and isdistributed AS IS. The information about non-IBM ("vendor") products in this manual has been
supplied by the vendor and IBM assumes no responsibility for its accuracy or completeness. The use of this
information or the implementation of any of these techniques is a customer responsibility and depends on
the customer's ability to evaluate and integrate them into the customer's operational environment. While
each item may have been reviewed by IBM for accuracy in a specific situation, there is no guarantee that
the same or similar results will be obtained el sewhere. Customers attempting to adapt these techniques to
their own environments do so at their own risk. Any pointersin this publication to external Web sites are
provided for convenience only and do not in any manner serve as an endorsement of these Web sites.

Any performance data contained in this document was determined in a controlled environment, and
therefore, the results that may be obtained in other operating environments may vary significantly. Users of
this document should verify the applicable data for their specific environment. Reference to PTF numbers
that have not been released through the normal distribution process does not imply general availability. The
purpose of including these reference numbersisto aert IBM customers to specific information relative

to the implementation of the PTF when it becomes available to each customer according to the normal IBM
PTF distribution process.

The following terms are trademarks of other companies:

Filezillais open source software distributed under the terms of the GNU General Public License.

Javaand al Java-based trademarks and logos are trademarks or registered trademarks of Sun
Microsystems, Inc. in the United States and/or other countries.

OpenSSL is based on the excellent SSLeay library developed by Eric A. Young and Tim J. Hudson.
Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the
United States and/or other countries.
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1 Introduction

This paper describes the setup of secure FTP in various scenarios with V SE acting as server or as client.
Thisinvolves the creation of RSA key pairs and digital certificates on the different server sides. For
simplification, we do not purchase certificates from official Certificate Authorities (CAS), but create our
own set of so called self signed certificates. Self-signed certificates are not signed by an official CA and
therefore work only in a closed test environment.

The following software has been used in the test setup.

Z/VSE 4.1.0 GA version

TCP/IP for VSE/ESA 1.5E as part of z/VSE 4.1 GA version

V SE Connector Server as part of z/VSE 4.1.0 (job STARTVCS)
Java 1.4.2 from Sun Microsystems

Keyman/V SE, update from 03/2007

FileZilla server version 0.9.23 beta

FileZillaclient version 2.2.30

Symantec Client Firewall Version 8.7.4.97

OpenSSL Light 0.98

Note: when using TCP/IP for VSE/ESA 1.5F, the following fixes are necessary for secure FTP:

204, 206, 244, 247, 251, 252, 253
264 if you are using FileZillaclient and TL S 1.0 for connecting to VSE.

2 VSE as Server

Setting up Secure FTP with V SE asthe server is pretty much the same as setting up SSL for use with the
V SE Connector Server or CICS Web Support. Thisis described in detail in the z/V SE e-business
Connectors User’s Guide that you can download from

http://www.ibm.com/serverseserver/zseries/zvse/documentati on/#conn

In the following sections we describe how secure FTP is set up using V SE as the server side.

2.1 Generate the server key and certificates

The easiest way to generate all necessary keys and certificates for the VSE server side is by using the
Keyman/V SE utility which is provided by IBM without warranty for free download from

http://www.ibm.com/serverseserver/zseries/zvse/downl oads/

Keyman/V SE is a Java application, which istypically installed on a Personal Computer. It hasthe
following prerequisites.

Java 1.4 or higher on the workstation side
TCP/IP for VSE/ESA 1.5E onthe VSE side
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V SE Connector Server up and running in non-SSL mode on the VSE side
Although Keyman/V SE provides many functions for manually creating keys and certificates, sign
certificate requests, and so on, the easiest way for creating the necessary files on V SE is using the Wizard
dialog for creating a self-signed keyring. For details about Keyman/V SE functions refer to the HTML -
based help of the Keyman tool.

Our first step isto start Keyman/V SE and entering the properties of your VSE system. Thisinformation is
needed later for sending created keys and certificatesto VSE.

2.1.1 Define the properties of your VSE system

On the main window click on the VSE host properties toolbar button.

£  Keyman/VSE - C:\vsecon\samples\Keyring.phx & |EI|5|
File ©ptions Ackions  Help
| &= |E| |

YSE Host propetties Type | V3E User I alid |
keyMan/vsE - z/VSE 4.1.0 !. POLLUXLPARS © 9,152,584, 147

Onthe VSE Host — Properties dialog box enter the required information for your V SE system. Press the
New button to create a new V SE host definition.

Page 5 of 32



Copyright IBM Corp. 2007, 2009 How to setup Secure FTP with VSE

VSE Host - Properties ) x|
Mame SAMPLE i W=

IP Address I fidd

Port fza93 Delete

i

YSE User |55 Change

W3E Job Class IF'.

W3E Password | I

YSE Crypto Library |cRYPTO . kEYRING

Cert, Mermber Mame |TESTI:II ; PRME | CERT J ROOT
Cert, Mapping Member |BSSDCLIID c MAPPIMG

TER{IP Library [PRD1 . BasE

TCPJIP System ID IEIEI

(] I Cancel | Help |

Then enter a unique name for your V SE system, its IP address, the port number of the VSE Connector
Server, aV SE user ID together with its password and so on.

VSE Host - Properties ) x|

Narne POLLUXLPARY | Mety

IP Address [5.152,84.147 Add

Port fza93 Delete |
YSE User |35CH Chanae |
VSE Job Class [

W3E Password |1-1Hrw1m1r1r Iwwﬂm*ww

YSE Crypto Library |cRYPTO . kEYRING

Cert. Member Mame |sFTR1024 . PRYK [ CERT [ROGT
Cert, Mapping Member |BSSDCLIID c MAPPIMG

TER{IP Library [PRD1 . BasE

TCPJIP System ID IEIEI

(] I Cancel | Help |
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Then press the Add button to add the new definition. We are now ready to create the V SE server key and
the necessary certificates.

2.1.2 Create the VSE key and certificates

Click on the Create self-signed keyring toolbar button.

& Keyman/VSE - C:\vsecon\samples\Keyring.phe = |EI|5|

File ©Options Ackions  Help
| @B ameaal =[] |

| alias | Cerkificate Ikem | Length | [creae sar-aned keying Walid

!. POLLUELPARS ¢ 9,152,584, 147

Fill in the required information on the next dialog box

VSE Host Keyring Properties I x|

W3E Mame IF'OLLLIXLPP.R":

IF Address [5.152,84.147

Part I2893
W5E User IJSCH

YSE Password

YSE Job Class I.ﬁ.

ETEEFFFTEER |****1‘1€*1€

YSE Crypho Library |crvpTO . [kEvRING
Cetk, Member Name ISFTP1I324
YSE TCPYIP Library PrRO1 . |BAsE

Maybe it's a good idea ko open a WSE console now, ..

Cancel == Back Mexk = l}J Help |

Press Next.

On the next dialog specify a password which is used for protecting the local keyring file. Y ou should leave
the settings for the encryption of public and private items on No encryption. Otherwise there might be
problems when reading the file afterwards.
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Local Keyring File Properties i x|

Mame |C:'wseu:u:un'l,samples'l,Keyring.|:|Fx

Browse, ., |

keyring File Passward I EEEEEE T
Retype passward EEEEEEE
Encryption of public items INu:u encrypkion j
Encryption of private items INu:u encrypkion ;I

Password protection |1 1., 2000

This keyring file can be directhy used on the client side by the
WSE Connector Clignt, To use it with WS wou musk impark it

inko your \Web Browser,

Cancel << Back Mgk }}]}J Help |

Press Next.

On the next dialog box specify the key length of your server key and a unique alias string to identify the
key. The box shows you alist of available cipher suites with the selected RSA key length. This association
has been removed with TCP/IP fix ZP15E250; refer to the notes below Table 1 on page 14.

Generate RSA Key Pair i x|

Generate new RSA key pair with strength:

Key lenath 1024 pits |

alias IvseKey

Available SSL cipher suites with this RS key length:
09 | R5A1024_DESCEC_SHA  (S6-hik DES)
08 RSA1024 SDESCEC SHA  (168-bit Triple-DES)
ZF + TLS_RSA_WITH_AES 125 CEC SHA (128-bit AES)
62 { RSA1024 EXPORT_DESCRC_SHA  (S6-bit DES)

This RS54 key pair will be stored in your W3E cryplo library
as PRYE member, Furkther keys with the same strength will

be created fFor your certificates.

Make sure the WSE Connector Server is started non-55L!

: Help |

Cancel << Back
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Press Next. On the following dialog box specify the personal information for the VSE ROQT certificate.

Personal Information for VSE ROOT Certificate _él

Zammaon name |‘l.-'SE ROOT Certificate
Crganizational unik |Develc:|:ument
Organization |IBM Fermany
ity fLocakion |Bnel:u|ingen
StateProvince |Nf.ﬁ.
Country IDE IGerman',-' (DE} j
-l |2vse@de.i|:um.cu:um
Expires IZDDB-S-? |1 YEar j
Alias Iru:u:tCert
This certificate will be cataloged on YSE as ROOT member in
the WSE keyring library.
Mew 1024-bit Key generated, elapsed time: 1 second(s).

Cancel << Back Mexk =3 d

L&

Press Next.

On the following dialog box specify the personal information for the V SE server certificate.

Personal Information for VSE Server Certifical _él
Zammaon name |‘l.-'SE Serwer Certificate
Crganizational unik |Develc:|:ument
Organization |\"|:|ur organization
ity fLocakion |‘|"|:|ur city flocakion
StateProvince |‘|"|:|ur state/province
Counkry IDE IGerman',-' (DE} j
e-mail |inFu:u@';.-'uur.cu:um|:uan';.-'.cDm
Expites |z008-5-7 |1 year j
Alias IvseCert
This certificate will be cataloged on YSE as . CERT member in
the WSE keyring library.

Mew 1024-bit ROOT certificate generated,
Cancel << Back Mexk =3 ,\\l
4
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Press Next. A client certificate is only needed for Client Authentication.

Personal Information for VSE Client Certi x|
ZOMMMan REme |‘l.-'SE Client Certificate
Crganizational unik |‘ﬁ:uur company
Organization |\"|:|ur organization
ity fLocakion |‘|"|:|ur location
StateProvince |‘|"|:|ur state/province
Counkry IDE IGerman',-' (DE) j
e-mail I\-‘SEC"EI’It@YDUr.CCII'I'IFIaI'I'y'.Cl:II'I'I
Expires IZDDB-S-? |1 YEar j
Map ko WSE User I {Optional)
Alias IclientCert
Mew 1024-bit server certificate generated.,

Cancel | << Back | Mext == ,}l
by

Press Next.

Create Client/Server Keyring

Following actions will be performed:

Ix

Catalog private key on WSE as SFTP1024, PRYE

Zatalog ROOT cert on WSE as SFTP1024,ROOT

Catalog server cert on WSE as SFTP1024.CERT

Save certs in local keyring File

YSE Host: POLLLXLPARS [ 9.152.54.147
Keyring Library: CRYPTO.KEYRING

Mew 1024-bit client certificate generated,

Cancel <« Back | Finish%l

Press Finish.
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Create Client/Server Keyring

Following actions will be performed:

LY

\ Save certs in local keyring File

YSE Host: POLLLXLPARS [ 9.152.54.147
Keyring Library: CRYPTO.KEYRING

Catalog private key on WSE as SFTP1024, PRYE
" iCataIu:ug ROOT cert on WSE as SFTP1O024,ROOT

. |Catalu:ug server cerk on VSE as SFTP1024.CERT

Click on the marked buttons to wiew job output,

zancel < Back | C|DSE’}J

Press Close.

Now you have three VSE library members cataloged into CRY PTO.KEY RING. The PRVK member
contains the RSA key pair, the ROOT member contains the self-signed VSE ROOT certificate, and the
CERT member contains the V SE server certificate.

LD SFTP*. *

DI RECTCRY DI SPLAY

SUBLI BRARY=CRYPTO. KEYRI NG

DATE: 2007-08-07

TIVE: 11: 43

LAST
UPDATE

BYTES
RECORDS

LI BR CONT SVA A- R-
BLKS STOR ELI G MODE

ME MB ER CREATI ON
NAME TYPE DATE
SFTP1024 CERT 07-08-07
SFTP1024 PRVK 07-08-07
SFTP1024 ROOT 07-08-07

- 686 B

L1131 RETURN CODE OF LISTDIR IS O

LOO1A ENTER COMVAND OR END

Y ou can aso close the Keyman/V SE tool now. As we don’t need the server key on the client side, the key

was not saved to the local file.

2.2 Setup and start the VSE FTP server

In genera there are two types of FTP serversin VSE:

External FTP daemons, which run in a separate VV SE partition

Internal FTP daemons, which run as a subtask in the TCP/IP partition
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Thefollowing JCL starts an external SSL-enabled FTP server on VSE.

* $$ JOB IJNMEFTPSERV, CLASS=8, DI SP=D

* $$ LST CLASS=A

/1 JOB FTPSERV

/1 OPTI ON LOG, NOSYSDWP

/1 OPTI ON SYSPARM=' 00

/* LI BDEF *, SEARCH=( PRD1. BASE)

/'l EXEC FTPBATCH, SI ZE=FFTPBATCH, PARM=' UNI X=YES, FTPDPORT=990, SSL=SERVER
SET DI AGNOSE ON

SET SSL PRI VATE CRYPTO KEYRI NG SFTP1024 NOCLAUTH
/ *

/&

* $$ EQAJ

When running the FTP server, some console messages are issued.

F8 0008 // JOB FTPSERV
DATE 08/07/2007, CLOCK 12/03/38
F8 0118 FTP3021 Connected to TCP/IP Sysid 00 in F7 from F8

F8 0118 FTP900I FTP Daenon: FTPBSRVR |listening on 9.152.84.147,990

F8 0118 FTP304l FTPX1000 subtask is runni ng 005044E0

F8 0118 FTP3141 Command connection SSL secured, data connection: PRI VATE
F8 0118 FTP306l Conmands from SYSI PT COVPLETED

Y ou may check the listening port here again. In our example the server listens on port 990.

Here isthe TCP/IP command for starting an internal FTP server with the same properties.

DEFI NE FTPD, | D=FTPDSSL, PORT=990, COUNT=1, TI MEQUT=9000, UNI X=YES, -
DRI VER=FTPDAEM\, SSL=YES, SSLKEY=CRYPTO. KEYRI NG. SFTP1024, -
SSLVER=SSLV3, SSLCI PHER=ALL, SSLDATACONN=PRI VATE

Notes:
It isimportant that you define the FTP daemon with UNIX=Y ES to make the V SE file system
accessible for the Filezilla FTP client. Without UNIX mode, the V SE file system will appear as
just one single <Directory> entry which cannot be accessed by the FTP client.

On the other hand, the z’VM FTP client has a problem when the FTPD is defined with UNIX-
mode. All transferred data records are truncated to 80 characters. So when you are also using
Z/VM to access VSE viaFTP, you should define a second FTPD on VSE with UNIX=NO.
Messages similar to the following appear on the VV SE consol e when the problem occurs.

FTP928E Record 1 |larger then max(80) for ptf/file UN X=YES
| PN549E | PCCDROP error: Invalid ownership 01

2.3 Connect to VSE using an FTP client

In our example we use the FileZilla FTP client. After connecting to the VSE FTP server, the VSE directory
listing isretrieved.
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fZ Filezilla - Connected to 9.152.84.147 ) =10l x|

File Edit Transfer View Queue Server Help
|- QB RDLOER|?
J.Address: |5‘.'|52.3‘1.14? User: IJSCH Password: |[vesessss  Por: |5‘9ﬂ Quickconnect 'I

Command: FTEES ﬁ
Responze: 200 Command okay
Command: PASY
Response: 227 Entering Passive Mode (9,152,84,147,16.0)
Command: LIST
Response: 150 File status okay; about to open data connection J
Status: S50 connection established
Response: 226 Closing data connection
Status: Directorny listing successful j
1™ . e e . = h AT
Local Site: |m = | | Remote Site: |ﬂ -
: =]+ Local Disk (C:) _*| | Filename 4 | Filesize | Fietype | Date [ Time [ Permissions =
| B3 omdeons —i5..
{) Documents and Settings DA Folder 08/08f2007 12:43  drw-rw-rw-
u:l E A R A Folder 08/08/2007 12:43  drw-rw-rw-
. B3 Drivers _|L| [CIBACKUP Folder  08/08/2007 1243  drw-rw-rn-
< | k C)cics Folder 08/08/2007 12:43  drw-rw-rw-
Filename - | Filesize | Fi:l C)cusm Folder 03/08/2007 12:43 drw-rw-rw-
|Cinotes Ft [CJIEFVSE Folder 03/08/2007 12:43 drw-rw-rw-
[)pnp Ft == Folder 08/08/2007 12:43 drw-rw-rw-
[=)Program Files F(J [C3)1I5YSRS Folder 03/08/2007 12:43 drw-rw-rw-
|CCJRECYCLER Ft [CIINFO Folder 08082007 12:43 drv-rw-rw-
|y sdwork = |y I0ERGS Folder 08/08/2007 12:43 drw-rw-rw-
[Cswd Ft |CyPOWER Folder 08/08/2007 12:43 drv-rw-rw-
() System Yolume Informa. .. Fi [C)PRD1 Folder 03/08/2007 12:43 drw-rw-ra-
[C5) temp Fio||[ZPrRO2 Folder 08/08/2007 12:43 drorwrw-
« | LIJ Jd | LIJ
30 folders and 30 files with 2167377911 bytes, 21 folders and 1 file with 0 bytes.
Local Filename | Size | Direction | Remote Filename | Host | Status
.| | i
Ready =] I I I 4

On the V SE side, the FTP daemon tells you, which ciphers are used in the current connection.

F7 0098 0005: FTP900I FTP Daenon: FTPDSSL listening on 9.152.84.147,990

F7 0098 0034: FTP922l Control connection using SSL TLSV1 G pher=0035
(01670000)

F7 0098 0034: FTP909I JSCH in session with 9.152. 216.58, 1694

F7 0098 0034: FTP910l Data connection open 9.152.216.58, 1695 (4101)

F7 0098 0034: FTP922l Data connection using SSL TLSV1 Ci pher=0035 (0166F000)

Cipher 0035 means that transferred data is encrypted using AES-256. Here is the complete list of supported
cipher suites and their meaning.
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Hex Cipher Suite Handshaking | Encryption Min.
Code *) TCP/IP
01 SSL_RSA_WITH_NULL_MD5 512 None 1.5D
02 SSL_RSA_WITH_NULL_SHA 512 None 1.5D
08 SSL_RSA_EXPORT_WITH_DES40 CBC_SHA 512 40 bits 1.5D
09 SSL_RSA_WITH_DES CBC_SHA 1024 56 bits 1.5D
0A SSL_RSA_WITH_3DES EDE CBC_SHA 1024 168 hits 1.5D
2F TLS RSA_WITH_AES 128 CBC_SHA 1024 / 2048 128 hits 1.5E
35 TLS RSA_WITH_AES 256 CBC_SHA 1024 / 2048 256 bits 1.5E
62 RSA1024 EXPORT_DESCBC_SHA 1024 56 bits 1.5D

Table 1: available cipher suiteson VSE

Notes.

When using 2048-bit keys you need a Crypto Express2 or PCI-X Cryptographic Coprocessor card.

AES support was introduced with TCP/IP fix ZP15E214.

AES-128 is available as hardware function on IBM System z9 and z10 processors and is much
faster than the software implementations provided by TCP/IP. It is used transparently by TCP/IP

when available.

(*) TCP/IP fix ZP15E250 removes the restriction of allowing some cipher suites only with a
specific RSA key length. If you look at the RFC2240 for TLS you will notice that it does not have
aRSA key size associated with the specific cipher suites. Any cipher suite can now be used with

any of the RSA key sizes.

2.4 Transfer the certificate to the client side

The FileZilla client allows importing the server certificate into its certificate store while opening a secure
FTP session, so it is not necessary to transfer the certificate in advance. Simply accept the server certificate
permanently when the following message box appears on the client side.
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Accept certificate? x|

oL | |ssuer
et Organization: IBM Gemarny Unit  Dewvelopment
Commaon Name: WSE ROOT Certificate E-Mail: zvse@de ibm com
Country: DE Town: Boeblingen
State / Province: MNAA
Other:
— Subject
Organization: Your organization Unt  Development
Common Mame:  VSE Server Certificate E-Mail: info@your.compary.com
Courtry: DE Town: Your city/location
State # Province: Your state/province
Other:
~ Valid
From: 87,2007 11:38.10 GMT
Lrtil: 8/7/2008 11:38:10 GMT

Fingerprint {SHAT): 4152C3DCEBV313FE34 F44FEG D1 71 DC 94 29 93 D5 GA

Summarny: lUnable to get local issuer certificate.
The emor occured at a depth of 1in the cerfficate chain.

Do you want to trust this cerificate?

VW Abways trust this certificate

Raset_|

For permanently adding this certificate to the server, mark the checkbox Alwaystrust this certificate and
click on Accept. When you do not mark the checkbox, you will get this message box whenever connecting
to VSE again.

3 VSE as Client

Setting up Secure FTP with V SE as the client side, involves some configuration effort on a FTP server
outside of V SE unless both sides are V SE systems.

In the following sections we use the popular Open Source FTP server FileZilla as one example of anon-
VSE FTP server.

3.1 Sample Setup with Filezilla Server

Y ou can download the FileZilla Server from

http://filezilla-project.org/

Note: on Windows the FileZillaserver isinstalled as a Windows service and started automatically when
Windows is started. Y ou might want to not always start the server for security reasons. To configure server
startup for manual startup, open the Windows Control panel, click on Administrative Tools, click on
Services, and change the startup option for the FileZilla server to manual startup.
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3.1.1 Generate the server key and certificate

This functionality is provided by the FileZilla server. Start the server and open the FileZilla server
interface. Then open the Settings dialog.

= Filezilla server ) -10O] x|

File Server | Edit ?

|7 & | G o o & -

FileZilla Server
Copyright 2001  Groups se {tim kosse&filezilla-project .org)
Connecting to server._

Connected, waiting for authentication

Logged on

Retrieving settings, please wait. ..

Dione retrieving settings

D | Account | 1P | Transfer

4] | 2

Displays the options dialog

|0 bytes received 0Bfs 2

.a

On the FileZilla Server Options box select SSL/TL S Settings and specify the filename(s) for the server key
and the certificate file. Both items can be stored into the same file. Y ou have al so to specify a password for

the key file. This password would be needed later when importing the key file into a Web Browser for
further use e.g. in a SSL setup.
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FileZilla Server Options ' x|

- General settings | RSSWAIEE T FileZilla Server
- Welcome mess:
- IP bindings ¥ Enable 551/TL5 support
i |P Fitter
e toade Private key file: I c:\ftpkey. cer Browse... |
- Securty settings
- Miscellaneous Certificate file: | c:\fpkey.cer Browse... |
- Admin Interface sett Password will be
- Logging Key password: | EEERERS stored in
- (355 Settings plaintext,
- Speed Limits
- Filetransfer compres ¥ allow explicit S5L/TLS on normal connections
- SSL/TLS settings I™ Force explicit S5L/TLS
- Autoban B
1 | | » [~ Force PROT P to encrypt data channel in S5L/TLS mode
Listen for S5L/TLS-only connections on the following ports:
390
0K | |
Cancel | | Generate new certificate. .. I

L

Then press the Gener ate new certificate button.

On the next dialog box fill in the required text fields and press the Gener ate certificate button.

B x|
This dialog will help you to create a new private key and a
%ot~ zelf-gigned certificate, needed by FileZilla Server to accept
S5L/TLS connections.

Please fill out the required information. Wrong or missing information may
confuse dients,

Key size: % 1024 hit " 2048 bit ™ 4096 bit

2-Digit country code: I s

Full state or pravince: I Your state or pravince

Locality (City): | Your dty

Organization: I Your organization

Organization unit: I Your organization unit

Contact E-Mail: I your-email @your-company. com

Common name
(Server address):

Save key and C:\fipkey. cer Browse... |
certificate to this file: I \ :

Generating the certificate may take some time depending on the key size.

I Your-server.com

| Generatehcerﬁﬁmte I Cancel |

bt
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Note: the created certificate has avalidity period of one year. FileZilladoes not allow specifying any other
validity period. Refer to section 3.1.2 on page 20 for how to use OpenSSL to create a certificate with a
different validity period.

FileZilla server x|

L ] E Certificate generated successfully.
.

Press OK.

FileZilla Server Options x|

- General settings | RSSWAIEE T FileZilla Server
- Welcome mess:
- IP bindings ¥ Enable 551/TL5 support
----- IP Filter
b Private key file: I C:\ftpkey. cer Browse... |
- Securty settings
. Miscellaneous Certificate file: | C:\ftpkey.cer Browse... |
- Admin Interface sett Password will be
- Logging Key password: | EEERERS stored in
- (355 Settings plaintext,
- Speed Limits
- Filetransfer compres ¥ allow explicit S5L/TLS on normal connections
- SSL/TLS settings I™ Force explicit S5L/TLS
- Autoban B
1 | | » [~ Force PROT P to encrypt data channel in S5L/TLS mode

Listen for S5L/TLS-only connections on the following ports:

i | | 530

Cancel | Generate new certificate. .. I

Now press OK on the FileZilla Server options box. The server stores the settings for further use.
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_loix

File Server Edit ?

EET - RIEEY=-E

FileZilla Server version 0.5.23 beta
Copyright 2001-2006 by Tim Kosse ttim kosse@filezilla-project .org)
Connecting to server...

Connected, waiting for authentication
Logged on

Retrieving settings, please wait..
Dione retrieving settings

Retrieving settings, please wait. .
Done retrieving settings

Sending settings. please wat ..

Dione sending settings.

D ¢ I Account I 1P | Transfer
ki | 2
Ready |0 bytes received [0Bfs 2

The private key and the certificate are now stored in local file c:\ftpkey.cer. FileZilla stores the datain
base64 text form. When you look at the file contents with atext editor, it will 1ook like:

----- BEG N RSA PRI VATE KEY-----

M | CXQ BAAKBgQDmYs6yull 5Fq5vCHkI vwKMpJ uQEWMUpOF7BJoY8Dt 1Lf p+f ER
4SLLr nFr xL6NBG735nanmX1Ed7Du3/ 9LI El Al EBU0z0bCGui €6699zenZwBUgAcaZL
RzgMBy YEi TUUy 4Pa9mvuKRAGGPP/ 8W OEkzx5i ei UAGSTSXpXt KzNEyW wi DAQAB
AoGAD/ aW eGLPgopSf 4/ TLDXf 2CSdt szNnbeS/ BAkkUf MBuGJIssvvf poi 85pg3sd

gcJ5Phg811pcxnr pz Ac CQRCYy G JTwlceENAY I pGIKSzB7FCOEj) ZL5NO6vgwkFul C
F6511 QFf YCo3XRZXJ SypF42RUCH MsJj i pUQFpLOCKGEO

----- END RSA PRI VATE KEY-----

----- BEG N CERTI FI CATE- - - - -

M | DADCCAmyAW BAgl BADANBgk ghki GOWOBAQUFADCBX TEYMBYGAL UEAX MPeVD 1
ci 1z2ZXJ32ZXI uY29t M wCQYDVQQGEWI VUz Ef MBOGALUECBMANN 1ci BzdG-0ZSBv
ci BacrD2aViBj ZTESVBAGALUEBXMIWM®1ci Bj aXR5 MRoOWGAYDVQOKEXFZb3Vy| Ry

EeEi y65xa8S+j QRu9+Z2pl 9RHew7t / / SyBCAJROr t MBGxr onuuvf c3p2c AVKgHGM
SO0c4DEsnBI k1FMuD2vZr 7i kQBhj z/ / FozhJMBeYnol ABkkOl 6V7SszRM os CAWEA
ATANBgk ghki GOwW0BAQUFAACBYgQCH1 Ve ZIKWWCTHI CzOWF RHgr PgadMQTxNe61 KE/

JceOf mA7aqOr uuk SnG7NxAe2p3f WiKe+C8Vg2vEOhn@G9AHAXI Vr 33Ri 1pOQUnyQ

cKVdXQ XCCOt a4N24QZWLI GD6Nxp/ sgoLsPbWhhKS4/ CHNZKecmlj r TISSAn2aBJv
ds10i g==

----- END CERTI FI CATE- - - - -

Our next step is now to read the FTP server certificate from the local file and send it to VSE. The following
section shows how to use OpenSSL to create a certificate with another validity periof than one year. You
can skip this section if you created the certificate with FileZilla as described above.
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3.1.2 Using OpenSSL to create the server key and certificate

This section describes how to create the server key and certificate using OpenSSL in order to specify a
different validity period than one year. At the time of writing this document thisis the only way | know of
doing so. FileZilladoes not accept PFX or JKSfiles as the key or certificate file. Only base64-encoded
(PEM) files can be used and OpenSSL seems to be the only available application that creates the right
format.

Toinstall OpenSSL on Windows XP | downloaded two files from

http://www.sl proweb.com/products/Win320penSSL .html

The links to the two files on above web page are;

Win32 OpenSSL v0.9.8i Light
Visual C++ 2008 Redistributables (you need these runtime components for OpenSSL)

First download and install the Visual C++ Redistributables, then install OpenSSL Light.

To create the key and certificate files, open acommand prompt and browse to the OpenSSL install and bin
directory.

Then enter following command string:

openssl req -new -x509 -keyout ftpkey.pem-out ftpcert.pem -days 3650
In this example, the certificate will be valid for 10 years (3650 days).

Y ou will be prompted to specify your personal information:

C.\ OpenSSL\ bi n>openss|l req -new -x509 -keyout ftpkey.pem-out ftpcert.pem -days
3650

Loadi ng 'screen' into random state - done

Generating a 1024 bit RSA private key

....................................................... +H++++
.......................... +H++++

witing new private key to 'ftpkey. pen

Ent er PEM pass phrase

Verifying - Enter PEM pass phrase

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue

If you enter '.', the field will be left blank.

Country Nane (2 letter code) [AU]:DE

State or Province Nane (full nane) [ Sone-State]:BW

Locality Name (eg, city) []:Boeblingen

Organi zati on Name (eg, company) [lInternet Wdgits Pty Ltd]:IBM Germany
Organi zational Unit Nane (eg, section) []:Devel opnent

Common Nane (eg, YOUR nane) []:9.152.222.125

Emai | Address []:zvse@le.i bm com

C.\ OpenSSL\ bi n>

Now open the FileZilla settings dialog and enter the file names for the key and certificate files.
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FileZilla Server Options : x|

EREMNCPETENN N SSL/TLS settings FileZilla Server
i Welcome mess:
IP bindings [¥ Enable 55L/TL5 support
1P Fitter _
B e A Private key file: I C:\OpenS5Lbin'ftpkey. pem Browse... |
- Securty seftings
TR Certificate fle; [ C:\OpensSLipin|fipcert.pem BH)L'
- Admin Interface sett Password will be
- Logging Key password: | LLLL LS stored in
- (355 Settings plaintext,
- Speed Limits
. Filetransfer compres W allow explicit 55L/TLS on normal connections
SL/TLS settings [0 I™ Force explidt 55L/TLS

- Autoban B
1 | | » [~ Force PROT P to encrypt data channel in S5L/TLS mode

Listen for S5L/TLS-only connections on the following ports:

o I | 530

Cancel | Generate new certificate. ..

PressOK.

Now continue with the next section to upload the certificate to V SE.

3.1.3 Send the server certificate to VSE

There are two ways of sending a certificate to VSE. Y ou can ssmply copy the text form of the certificate
into aVVSE/POWER job or you can use the Keyman/V SE tool to upload the certificate to V SE.

3.1.3.1 Createa VSE/POWER job

Paste the text form of the certificate into ajob like shown in this example and specify the member name of
the V SE library member which shall contain the certificate on your V SE system.

$$ JOB JNME=CI ALROOT, CLASS=0, DI SP=D

$$ LST CLASS=A

/1 JOB Cl ALROOT

/1 OPTI ON SYSPARME=' 00 Sysld of main TCP/IP partition
/' EXEC Cl ALROOT, S| ZE=CI ALROOT, PARM=' CRYPTO. KEYRI NG MYCERT'

----- BEGQ N CERTI FI CATE- - - - -

M | DADCCAMgAW BAgl BADANBgkghki GOwWOBAQUFADCBX TEYMBYGALUEAX MPeV® 1
ci 12ZXJ32ZXl uY29t MJpwCQYDVQQGEWI VUz Ef MBOGALUECBMAND 1ci BzdGF0ZSBv
ci BwenB2aWsj ZTESMBAGALUEBXMIWD 1ci Bj aXR5MRoWGAYDVQKEXFZb3Vy| y
Z2FuaXphdQ vbj Ef MBOGALUECXMANNA1ci Bvendhbm 6 YXRpb24gdWspdDEGMCgG

SO0c4DEsnBI k1FMuD2vZr 7i kQBhj z/ / FozhJMBeYnol ABkkOl 6V7SszRM os CAWEA
ATANBgk ghki GOwWOBAQUFAACBYQCH1 Ve ZIKWWCTHI CzOWF RHgr PgadMQTxNe61 KE/
JceOf mA7aqOr uuk SnG7NxAe2p3f WiKe+C8Vg2vEOhn@G9AHAXI Vr 33Ri 1pOQUnyQ
cKVdXQO XCCOt a4N24QZWLI GD6Nxp/ sgoLsPbWhhKS4/ CHNZKecmlj r TISSAn2aBJv

Page 21 of 32



Copyright IBM Corp. 2007, 2009 How to setup Secure FTP with VSE

ds10i g==
----- END CERTI FI CATE- - - - -

/&
$$ EQJ

Submitting thisjob to VSE will catalog a new V SE library member MY CERT.ROOT in sublibrary
CRYPTO.KEYRING.

3.1.3.2 Use the Keyman/V SE tool

Simply copy the certificate text including the delimiter lines BEGIN CERTIFICATE and END
CERTIFICATE into the clipboard and read the clipboard contents in Keyman/V SE.

Note: asan alternative, you can read the file created by FileZilla or OpenSSL directly using the Import
certificate from file menu choice with Keyman/V SE, build date August 2007 or later.

&  Keyman/VSE - C:\vsecon\samples\Keyring.phc =101 x|
File ©Options Ackions  Help
Open keyring file. . 0 | | fA|m|a| | | 3|
Import certificate from file... I cate Ikem | Length | Type | WSE User | Walid |
Dowrload cert from YSE...” D
Save keyring file 3
File {Save and exit) F
it o
KeyManyWSE - z/¥SE 4.1.0 | M POLLUNLPAR4 : 9.152.84,147
The certificate is now available for upload in in Keyman/V SE.
£  Keyman/VSE - C:\vsecon\samples\Keyring.phc * & |EI|5|

File ©ptions Ackions  Help

=B BREE] =G| | %]
| Mias | Certficatellem | length |

= R0 W OLIF-SErYEF, COM

WSE User

Sekbings ...

Delete

Export. ..
Copy to clipboard

Create YSE certiFicatg. 5

Create Y3E cert via CIALCRED, ..
Create user certficate. ..

Sign certificate request, ..

!. POLLUXLPARS | 9,152,584, 147

Before doing the upload make sure that the right V SE system is shown in the lower right corner of the main
window (here POLLUXLPAR4) and that the VSE Connector Server isrunning on VSE.
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Refer to section 5.1 on page 31 if you have problems uploading the certificate.

3.1.4 Define an FTP user in FileZilla
To setup an FTP user in the FileZilla server follow these steps.

= Filezilla server -10O] x|

File Server | Edit ?

JI?% |E Settings

ledila oerver

JIEE:"I. -
a

Copyright 2001 Groups se ftim kosse&ilezillaproject.org) —I
Connecting to

Connected, waiting for authentication

Logged on

Retrieving settings, please wait. ..
Dione retrieving settings
Retrieving settings, please wait. ..
Dione retrieving settings

Sending settings, please wat ...
Done sending settings.
Retrieving settings, please wait. ..

Dione retrieving settings ﬂ

D | Account | 1P | Transfer

4| | i3
Opens the users dialog

|0 bytes received 0Bfs 2

.a

In the Edit menu, click on Users. On the Users dialog box click on the Add button and enter the name of
your FTP user ID.
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vsers X

Page: ~ Account settings  Users
¥ Enable account
- Shared folders Bl |
i Speed Limits
L |P Filter Group membership: I ﬂ

7 Bypass usetlimit of server

Maximum connection count: |
Connection limit per IP: I

[T Force 550 For user login

Add Hemove |

Fename Eopy |

- Description

0K | [

| You can enter some comments about the user

Cancel

Enter the name of the FTP user.

Add user account _ x|

Please enter the name of the user account that should
be added:

|G|.|est|

User should be member of the following group:

I‘:]"IGII'IE-'> j
cas_|

Now you have to specify a password for this user.

Notes:
Passwords are case sensitive. When you specify the password in uppercase letters on the VSE
side, you must also use uppercase letters here.
User IDs are not case sensitive, i.e. you may use mixed case letters when defining the user in
FileZilla, but use uppercase letters on the V SE side.
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users X

Page: —Account settings ~ Users
- General ¥ Enable account
Shared folders ¥ Password: I sEsEEes
i Speed Limits
. |P Filter Group membership: Icnune:: ﬂ

[~ Bypass userlimit of server

Maximum connection count: o

Connection limit per IP: I o

™ Force 55L for user login

Add | Remove |

Henamel Copy |

- Description

Cancel

| You can enter some comments about the user

In addition to that, you have to specify a home directory for this user. Otherwise connections are not
possible.

vsers x|

Page: — Shared folders Flzsem ————
~ Files =
-~ General Directories | Alizses
8 Shared folders b Hefad
. Speed Limits ™ it
LD e [T Delete
[T Append
— Directories ——
[T Create
[T Delete
I List
| | _,I ™|+ Subdirs Add | Hemmrel
Add %J Hemove | Henanme | Siet a2 home dirl Rename | Copy |
A directory alias will also appear at the specified location. Aliases must contain the full local

path. Separate multiple aliases for one directory with the pipe character ([}
if using aliases. please avoid cyclic directony structures, it will onty confuse FTP clierts.

0K |

Cancel |
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On this dialog box pressthe Add button.

— Shared folders

Directories
H

Aligzes

 Files
W Read
™ Wite

— Users

Xl

[T Delete
[T dppend

— Directories ——
[T Create

[ Delete

Iv List

0 W + Subdirs

Add | Hemovel

Jd| |

Add | Remove | Rename | Set as hEr:edir

Henamel Copy |

A directony alias will also appear at the specified location. Aliases must contain the full local
path. Separate multiple aliases for one directory with the pipe character {1}

if using aliases, please avoid cyclic directory structures, it will only confuse FTP clients.

0K |

Gkl |

Then press the Set ashome dir button. Y ou might want to customize the security settings in the Files and
Directories group boxes also.

Now press OK to leave the Users dialog box. We are now ready to connect to the server fromaV SE
system.

3.2 Connect to the server using the VSE FTP client

Y ou can now connect to the FTP server using the VSE FTP client. The IP address shown in the job belongs
to the Windows workstation where the FileZilla server runs.

* $$ JOB IJNMEFTPBATCH, CLASS=4, DI SP=D

/1 JOB FTPBATCH

/1 OPTI ON SYSPARM-' 00

/1 LI BDEF PHASE, SEARCH=PRD1. BASE

/'l EXEC FTPBATCH, SI ZE=FTPBATCH, PARM=' SSL=CLI| ENT'
SET SSL PRI VATE CRYPTO. KEYRI NG MYCERT NOCLAUTH ALL
LOPEN

LUSER JSCH

LPASS MYPASSW

LAUTH SSL

OPEN 9. 152. 216. 58 990

AUTH SSL

PROT P

USER GUEST

PASS GUESTPW

D R
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CLGSE
LCLOSE

QT

/*

/&

* $$ EQJ

Make sure, that the certificate name matches the name you specified when uploading the certificate to VSE.
In this example we used the member name MY CERT.

In the job, LUSER and L PASS specify aV SE user together with its password. These parameters are
necessary on order to enable the FTP client to access the V SE file system. USER and PASS specify the
remote FTP user and its password as defined on the server side in section Define an FTP user in FileZilla
on page 23. Remember that the remote password (PASS) is case sensitive.

Note: the interactive FTP client (CICS FTP transaction) isnot SSL enabled.

4 Considerations on Firewalls

Itistypical for company Intranets that network accessis controlled by Firewalls. Thisimplies that very
often all port numbers are blocked except some very few ports which are open for use by selected Intranet
applications.

When using the Keyman/V SE tool to upload a generated private key to VSE in a Firewall controlled
network, port 6045 must be open, because this port is used by default by the CIALSRVR program, which
receives the key material on VSE.

Regarding FTP, it is unfortunately not sufficient to for example open port 21 for unsecured FTP
connections and port 990 for secure FTP connections, because the FTP protocal is based on the use of a
control connection (port 21 or 990 respectively) and one or more data connections, which are opened
dynamically during an FTP session when transferring data like files or even directory lists. It depends on
the FTP server and client implementations, which port numbers are selected in a particular case.

To overcome this problem, most FTP servers provide the possibility to either use active or passive FTP
mode.

4.1 Passive versus active FTP mode

In short, active FTP mode means that the FTP client tells the FTP server which data port to use for the
transfer of agiven file. When the server now connects to this port, from the client’s Firewall perspective it
is an incoming connection from aremote system. Passive mode isinitiated by the FTP client and tellsthe
server to specify the data port. Thisimplies that the server must be configured to have some port numbers
open for use to connect to passive FTP clients.

Y ou can find avery good discussion of active versus passive FTP mode on

http://slacksite.com/other/ftp.html
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4.2 Restricting the port range on the server side

The FileZilla server alows restricting the range of used data ports. In the FileZilla Server Options box
select Passive M ode Settings and specify the range of open portsin your company Intranet.

FileZilla Server Options : x|

ERENECEETENPN N Passive mode settings FileZilla Server

i Welcome mess:

.- P bindings External Server IP Address for

. IP Fiter passive mode transfers:
TS % Default Use custom PASY settings if you =
: : 3 : are operating the server from

Sn.acunty e € Use the following IP: behind a MAT router or a
- Miscellansous | firewall, In that case, the IP
- Admin Interfface sett address of the server is not
- Logging You can also enter hostnames accessible from outside of the
- (G55 Settings " Retrieve external IP address from: SIS, % O R e
s correct address here. Use the
il [Fioiio feslaporcioginohy  |portrange tolmit the number  _ |
- Filetransfer compres |
- 55/TL5 settings Information for users with dynamic IPs: If yvour external IP changes, it might take up
.. Autoban - to 5 minutes after the next failed transfer until FileZilla Server recognizes the
P I I b changed IP.

In most cases, the IP is updated within 30s after a failed transfer.

W Don't use external IP for local connections
| QK I ¥ Use custom port range:

|430m =) |431|:|D (1-65535)

Cancel |

TCP/IP for VSE/ESA 1.5E provides a new command PORTRANGE to deal with Firewall issues. The
command is described in the TCP/IP Operator Commands book that is available online at

http://www.e-vse.com/download.htm

The command can be entered at the operator console or specified in your IPINIT member and appliesto all
FTP servers and clients running on this V SE system.

Syntax: PORTRange , H gh=num , LOxv=num
Usage example:

F7-0104 1 PN300I Enter TCP/IP Command
104 PORTRANGE, LOM4096, H GH=65535
F7 0098 | PN127E Port range changed to 4096 65535

The 4096 and 65535 are the defaults if not specified. Any range with at least a 4096 difference can be used.
This appliesto all free port requests.

Note: as PORTRANGE isa TCP/IP command and not an FTPBATCH or FTPD parameter, the values
defined here apply to the entire stack, i.e. to al FTP servers and clients.
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4.3 Restricting the port range on the client side

The FileZillaclient allows restricting the port range in a similar way as the server.

COrTEEE—— x4
[=]- Cannection =il Firewall settings FileZilla

- Firewall settings

- Prowy settings [v. Limit local ports used by FileZila
- FTP proey settings v[%y default FileZilla uses any available local port to establish connections and
- (GSS support transfers. If you want FileZilla to use anly a small range of ports, please enter
.. Directory cache the port range below.
- |dent server Lowest available 44000
- SFTP settings
L} FlCnaiies sl Highest available | 44100
- ASCI/Binary
-~ Speed Limit If you can connect to fip servers but if you have difficulties to setup 3 file transfer,
- Compression you should try to enable passive mode.
[=- Interface settings ¥ Passive Mode
- Local file list S
- Remote file list [~ Use the following IP address for non-passive transfers:
- Language I—
et

[™ Use the following IP address for non-passive transfers if using IPve:
oK | [

Cancel |

Help |

If VSE acts as the client, the PORTRANGE parameter applies in the same way as for the server.

4.4 Considerations on the DATAPORT parameter

The VSE FTPBATCH application has another optional parameter to specify a data port. This parameter
was also undocumented in August 2007.

EXEC FTPBATCH, PARMVE' xxx, DATAPORT=43000'

Our tests showed that this data port is only used for transferring files, but is e.g. not used when issuing a
DIR command to the remote platform. The DIR list is transferred via another randomly selected port and
with each following DIR command, the port number isincreased. This means that the Firewall
administrator is forced to open additional portsto get it to work.

Note: Connectivity Systems, Inc. recommends to not using this parameter except for exceptional
conditions. It forces the FTPBATCH job to use one single specific data port, and this could cause some
other problems. For example, when many incoming connections have to be handled by one DATAPORT,
the port gets opened and closed in very short time intervals. This may block further connections.
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For more information about V SE FTPBATCH parameters, refer to

http://www.e-vse.com/download.htm

and click on
User Guide (beta), and
Optional Features (GPS, NFS, SSL, CAF, SecureFTP, and See-TCP/IP for V SE).

4.5 Firewall configuration

One important Firewall setting is the permission or blocking of the different IP protocols: TCP, UDP, and
ICMP. At least the TCP protocol must be permitted in order to get FTP to work.

Hereis an example of how the Symantec Client Firewall handles these definitions. Depending on the used
Firewall product, the user interface may be different.

@Advanced Firewall x|

General Rules

lere Info

Settings for: | IBM Network (Active) =]

These rules determine how the firewall handles incoming and outgoing connections. Rules
that appear earlier in the list override later rules.

| ¥| Description |

- Allow Dutbound DHCP A
= a—’g 7] Permit, Direction: Dutbound, Computer: &ny, Adapter: Any, Communications;
Specific, Protocol: UBF

o ] Permit Hanaged Symantec Communication
= H ] Permit; Direction: Inbound, Computer: 5 pecific, &dapter: &y, Cammunications:
Specific, Protocal. TCP

Specific, Protocal: TER and UDE

- Allow Outbound File-Print Shanng
¥ Q—@ 1} Permit: Direction: Dutbound, Computer: &ny, Adapter: dny, Cormmunications;

= . (8] Allow Inbound File-Print Sharing

’ Add l I IModify: | ‘ Remove l I Move Up l I IMowve Down

5 Troubleshooting

This section describes some known problems.
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5.1 Cannot submit a VSE/POWER job with Keyman/VSE

Symptom:

When uploading the server certificate to VSE via Keyman/V SE, the CIALROQT job never appearsin the
V SE reader queue. But it is e.g. possible to display the contents of the VSE keyring library. The connection
indicator at the right lower corner of the Keyman/VVSE main window is green, showing that the IP
connection to the VSE Connector Server is established.

Possible reason:

You are using an External Security Manager (ESM), like CA TopSecret or BIM Alert and the ESM is not
correctly configured so that your V SE user can submit V SE/POWER jobs viathe V SE Connector Server.

When using CA TopSecret, use following command to give your V SE user full authorization.

TSS ADD(user-1D) | ESI N T(I ESEADM | ESTYPE( USERTYPEL, NEW SELECT)
| ESFL1( BAT, PSL, COD, VSAM | ESFL2( BQA, ESC, CQU, CVD, OLPD, XRM

Currently | do not have any information of how to configure BIM Alert. Y ou may disable security in the

V SE Connector Server to overcome this problem. Modify job skeleton SKVCSCFG in ICCF library 59 like
shown below. Then catal og the config member using job skeleton SKVCSCAT and restart the connector
server.

R I R S O S O S

SECURI TY CONFI GURATI ON

;- SECURITY: FULL - LOGON, RESOURCE AND USER TYPE CHECKI NG

; RESOURCE - LOGON AND RESOURCE, BUT NO USER TYPE

; CHECKI NG

; LOGON - LOGON, BUT NO RESOURCE AND USER TYPE

; CHECKI NG

; NO - NO LOGON, RESOURCE AND USER TYPE CHECKI NG

R I S S

SECURI TY = NO

5.2 SSL handshaking fails

Symptom:

SSL handshaking fails when connecting from FTPBATCH on VSE to FileZilla server. FileZilla shows
these error messages in the FileZilla server interface window:

150 Opening data channel for file transfer.
Data connection SSL warning: SSL3 alert wite: fatal: handshake failure
Dat a connection SSL warning: SSL_accept: error in SSLv3 read client hello C

Possible reason:

You are using TCP/IP for VSE/ESA 1.5F and some fixes are missing. Check for following 15F zaps: 244,
247, 251, 252, and 253.
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6 More information

Y ou can find more information on these web pages.

V SE Homepage
http://www.ibm.com/servers/eserver/zseries/zvse/

Keyman/V SE tool and V SE Connector Client
http://www.ibm.com/servers'eserver/zseries/zvse/downl oads/

FileZilla server and client
http://filezilla-project.org/

TCP/IP Optional Features (GPS, NFS, SSL, CAF, SecureFTP, and See-TCP/IP for VSE)
http://www.csi-international .com/downl oad.htm

Z/V SE V4R2 Administration, SC33-8304
http://www.ibm.com/servers/eserver/zseries/zvse/documentati on/#vse

Discussion of FTP active and passive mode
http://slacksite.com/other/ftp.html

OpenSSL website
http://www.openssl.org/

Win32 OpenSSL installation files
http://www.d proweb.com/products/Win320penSSL .html
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