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Disclaimer

This publication isintended to help V SE system programmers setting up infrastructure for their operating
environment. The information contained in this document has not been submitted to any formal IBM test
and isdistributed AS IS. The information about non-IBM ("vendor") products in this manual has been
supplied by the vendor and IBM assumes no responsibility for its accuracy or completeness. The use of this
information or the implementation of any of these techniquesis a customer responsibility and depends on
the customer's ability to evaluate and integrate them into the customer's operational environment. While
each item may have been reviewed by IBM for accuracy in a specific situation, there is no guarantee that
the same or similar results will be obtained el sewhere. Customers attempting to adapt these techniques to
their own environments do so at their own risk. Any pointersin this publication to external Web sites are
provided for convenience only and do not in any manner serve as an endorsement of these Web sites.

Any performance data contained in this document was determined in a controlled environment, and
therefore, the results that may be obtained in other operating environments may vary significantly. Users of
this document should verify the applicable data for their specific environment. Reference to PTF numbers
that have not been released through the normal distribution process does not imply genera availability. The
purpose of including these reference numbersisto alert IBM customers to specific information relative to
the implementation of the PTF when it becomes available to each customer according to the normal IBM
PTF distribution process.

The following terms are trademarks of other companies:

Javaand all Java-based trademarks and logos are trademarks or registered trademarks of Sun
Microsystems, Inc. in the United States and/or other countries.

Microsoft® Office Excel 2003 is atrademark of Microsoft Corporation in the United States and/or other
countries.

Microsoft, Windows, Windows X P, and the Windows logo are trademarks of Microsoft Corporation in the
United States and/or other countries.
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1 Introduction

This paper describes the setup of SSL with the V SE Script connector. The V SE Script connector consists of
the V SE Script Server, a Java application, and the VSE Script Client that can be used on any platform,
including non-Java platforms. Usage scenarios for the V SE Script connector are for example including

V SE data into spreadsheet applications like Microsoft Excel or Lotus 1-2-3. We didn’t try OpenOffice so
far.

The following software has been used in the test setup.

- zZIVSE4.2.1
- TCP/IPfor VSE/ESA 1.5F as part of zZ/VSE 4.2
- VSE Connector Server as part of z/VSE 4.2 (job STARTVCS)
- VSE Connector Client as part of zZ/\VSE 4.2
-V SE Script Server 4.2.0 with APAR PK 71659
- VSE Script Client DLL as part of the VSE Script Server installation
- Java1.6.0_05 from Sun Microsystems
Microsoft® Office Excel 2003 SP3
Keyman/V SE, update from 07/2009 with support for Java key stores (JKS)

2 Installing the prerequisite programs

How to download and install the prerequisite programs is described in detail in the “z/V SE e-business
Connectors User’s Guide”.

- VSE Connector Client: chapter 5
-V SE Script Server: chapters 7 and 21.

In addition to these two components, you need:
Keyman/V SE: download and install the latest version from the V SE homepage.
The VSE Script Client DLL isnot installed separately. It is part of the VSE Script server installation.
In the next chapters we show two scenarios with the V SE Script connector where SSL is not used. Later,
these setups are modified in order to use SSL. In the first scenario the VSE Script Client runson a

workstation, in the second scenario it runs on z/VSE. The V SE Script Server aways runs on a Java-enabled
platform.

3 Non-SSL setup with client on workstation

The following picture shows a three-tier scenario with anon-Java V SE Script Client. This can be for
example a Microsoft or Lotus office application. The VSE Script Client communicates with the VV SE Script
Server running on a Java-enabled middle-tier platform. The VSE Script Server uses the V SE Connector
Client to transfer data to and from z/V SE viathe VV SE Connector Server.
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Workstation Middle-tier platform z/VSE
| VSEScrptClient DLL |« V%ifa?im Server
= = s oo
VSAM
Data
MS Excel VSE Script

Directo
Lotus 1-2-3 3

WVSE Connector Client

VSE Connector Server

&
L4

3.1 Setup VSE Script Server

After installing the VV SE Script server, you have to setup two propertiesfiles:

1. Theserver’s propertiesfile (V SEScriptServer.properties), and
2. The server’s connection properties file (Connections.properties).

Normally, no changes are necessary in the server propertiesfile.

In the connection properties file you have to define the | P address of your V SE system and the port number
where the V SE Connector Server listens.

connecti on. 1. nane=z9_LPAR4
connection. 1.i p=9. 152. 85. 58
connecti on. 1. port=2893
connecti on. 1. useri d=JSCH
connecti on. 1. passwor d=nypasswd

meout =100

connection.t

Note: During theinitial startup of the V SE Script Server the password is encrypted and stored using the
property connecti on. n. encpasswor d.

3.2 Setup VSE Script Client

There are several steps necessary to enable a non-Java application running as a VV SE Script Client.

1. MaketheVSE Script Client DLL accessible by the client application
2. Definethe VSE script in the client application

3.2.1 VSE Script Client DLL

V SEScriptClient.DLL must be accessible by the office application. In our test setup we copied the DLL to
c:\wi ndows.
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Note: the VSEScriptClient.DLL is not SSL enabled.

3.2.2 Setup client scriptin MS Excel

In our setup we use Microsoft Excel asthe client application. The following steps show how to include the
IBM provided sample script into MS Excel.

Note: there is an example with Lotus 1-2-3 in the “z/V SE e-business Connectors User’s Guide”.
As afirst step create anew M S Excel worksheet and open it.

Make sure the Control Toolbox isvisible.

B3 Microsoft Excel - Example.xls

(2] Fle Edit | View | Insert Format Tools Data  Window Help

0,50 ] terme el 8 2

: ek | Page Break Preview i i
i g g o 4 P 1| ¥ Reply wit

]

LOanges. ..

Toolbars » Standard i
Zoom, .. Formatting

Borders

%t

N

Chart

Control Toolbox [}_‘

Mirziasimm

o B —=

Insert anew Command Button.

A nEE T Iy
M
Command Button

Then right-click the button and select View Code.

o o P
o  CommandButton? | & Cut
3 o 53| Copy
[ paste
_’?f' Properties
|Q—J View Code I
I"'nmm.:unHFhli'Enn Mhisrt »

The Visua Basic design sheet opens. Make sure that the two drop-down list boxes show
CommandButtonl1 and Click.
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@ Microsoft Visual Basic - Example.xls [design] - [Sheet1 (Code)]

i1 Fle Edit View Insert Format Debug Run  Tools  Add-Ins  Window Help o ®
™ NP REEE Y R B |_;;\gg- W @ E

: X [commandButtont . ~| [ctiek =
Private Sub CommandButtonl Click() =i

End Sub

Sheet2 (Sheet2)
Sheet3 (Sheet3)

| CommandButtc CnmmandButton;j
Alphabetic Categorized]

CommandButton A

a1 A e —

[ ] aHao00000F o (| | =r= |

Now copy/paste the body of the Visual Basic sample script V SEScriptClient.bas that is located in the VSE
Script Server install directory into the text area.

@ Microsoft Visual Basic - Example.xls [design] - [Sheet1 (Code)]
Yiew Insert Debug FRun Tools Add-Ins  Window

A9 C b i AR ©
_]JCIlc:k

Private Sub CommandButtonl Click() 0z
Dim rc As Long

Help o

Format

]Com mandButtoni

[ = 2% vBAProject (Examplexls)

-5 Microsoft Excel Objects
i | Sheetl (Sheet1)
Sheet2 (Sheet2)

i Sheet3 (Sheet3)

@ ThisWorkbook

| CommandButtc CommandButton;j
Alphabetic | Categorized |

CommandButton -

False

False _:_J

[] aHaooo000F

- e

Dim handle As Long
Dim buffer A&As String * 100
Dim length &= Long

Worksheets(1l) .Cells{a, 1).Value = ™"

handle = 0
re = 0

Dim host As 5tring
Dim script As String
Dim key A= String

host = "localhost:4711™
script = "samples/getdata.src™

o

This code assumes that you are running the V SE Script server on the same workstation as the V SE Script
Client. If thisis not the case, you have to change the following line accordingly.
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host = "l ocal host: 4711"

It also assumes that the server script islocated in the scripts/samples directory.

script = "sanpl es/ getdata. src”

If thisis not the case, enter the correct pathname here.

Now select (General) and (Declar ations) in the two drop-down list boxes.

4@ Microsoft Visual Basic - Example.xls - [Sheet1 (Code]] =13
i1 Fle Edit View Insert Format Debug Run  Tools  Add-Ins  Window Help o Al
Bk B o @ b @) nycolt B
il |(General) +| [ipeciarations) B

Private Declare Function ScriptlInit Lib "WSEScriptCl
Private Declare Function ScriptInitEx Lib "VSEScrip
Private Declare Function ScriptAddParam Lib "VSEScri
Private Declare Function ScriptExecute Lib "VSEScrig
Private Declare Function ScriptGetCutput Lib "VSEScz
Private Declare Function ScripcCleanup Lib "VSEScrig

¥4 VBAProject (Example.xis)

EE=

Private Sub CommandButtonl Click()
Dim rc As Long
Dim handle As Long

Sheetl Worksheet

Alphabetic lCategorizEd] Ei$ ?;Eéi; Bis]__i';;lng =

(Mame) Sheetl ~

DisplayPageBresk False Worksheets (1} .Cells (6, 1).Value = "™

DisplayRightTolLel False

EnableAutoFilter False handle = 0 =
Emeciominte g |5 o

Then copy/paste the variable declarations from the provided sample script.

Note: the Visual Basic code provided with the V SE Script Server installation did not work with M S Excel
2003. We removed the first line of the sample code:

Attribute VB _Nane = "Mdul el”

We also changed the declarations from Publ i ¢ to Pri vat e. Refer to section Visual Basic script syntax
error on page 24 for more details about the error.

Now save your changes and exit.

3.2.3 Setup server script

In our setup we just use the provided sample server script Get Dat a. sr ¢, which islocated in
scripts/samples.

Here we have to change some parameters according to our test environment. Open the script with atext
editor and make sure you have the right host and file name defined.
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String host
String file

"z9_LPAR4";
" VSESP. USER. CATALOG\ \ VSAM CONN. SAMPLE. DATA\ \ USEDCARS" ;

Refer to section Setup sample VSAM data on page 9 for how to define the sample VSAM cluster and how
tofill it with some sample data.

Save your changes and exit.

3.2.4 Start VSE Connector Server on VSE

Now make sure that the V SE Connector Server is started on VSE in non-SSL mode (job STARTVCS).

3.2.5 Setup sample VSAM data

Some sample VSAM datais provided with job SKVSSAMP in ICCF library 59. Job SKVSSAMP defines a
new VSAM file VSAM CONN. SAMPLE. DATA in the VSESP. USER. CATALQG. It automatically usesthe
IDCAMS RECMAP command to define aVSAM map that contains the field names of the sample data.

The VSAM fileisthen filled with some sample data (within job SKV SSAMP):

/1 LI BDEF *, SEARCH=( PRDL. BASE)
/| EXEC VSAMSMPD, S| ZE=AUTO

VSAMSMPD isasmall IBM provided program that is used to fill the VSAM file with some sample
records. The VSAM record layout matches the structure that is used in the client script.

3.2.6 Start the VSE Script server locally

Now start the V SE Script server on your workstation. Remember that the client script contains the line.

host = "l ocal host: 4711"
This assumes the script server running locally on your workstation.

Double-click ther unser ver . bat filein the script connector install directory or start the server from the
Start — Programs menu.

The server displays some output similar to the following.

VSEScri pt Server starting...

Dec 8, 2009 2:29:08 PM (1) - Listening socket created on port 4711

Dec 8, 2009 2:29:08 PM (1) - Starting Connecti onManager

Dec 8, 2009 2:29:08 PM (1) - Connection 'Z9 LPAR4' has been bound to

'9.152. 85. 58"

Dec 8, 2009 2:29:08 PM (1) - Connection 'DEMX®' has been bound to '9.12.34.78
Enter 'quit' to stop the server

Dec 8, 2009 2:29:08 PM (8) - Waiting for connections...
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3.2.7 Running the client script

Y ou can now run the script by pressing the command button in the Excel worksheet. The following linein
the script reads the key of the VSAM datafrom cell (1,1).

key = Worksheets(1).Cells(1, 1).Val ue

So just enter avalid key in cell (1,1) and press the command button.

E3 Microsoft Excel - Example.xls _ @
E__" File Edit View [Insert Format Tools Data Window Help S
P A3V a9 T -S| 100% x @ s
gy MR ol e e AR S S AR R
P Q62 @
b T
€& | F | 6 |§
compact
316i
102
1600
4
WVelvetBlue Metalli
spart edition
: : bt
eetl / Sheet? / Sheet3 / |4 3]

Thetransferred VSAM datais now shown in the spreadsheet.

The scripts server shows the status of the V SE connection.

Dec 8, 2009 4:07:18 PM (8) - Waiting for connections...

Dec 8, 2009 4:23:24 PM (8) - Cient connection request from127.0.0.1

Dec 8, 2009 4:23:24 PM (22) - dient has been accepted.

Dec 8, 2009 4:23:24 PM (22) - Connection has been accepted from 127.0.0.1
Dec 8, 2009 4:23:24 PM (22) - Using default system codepage.

Dec 8, 2009 4:23:24 PM (22) - Executing script 'sanples/getdata.src'

Dec 8, 2009 4:23:24 PM (22) - Connection has been term nated from127.0.0.1
Dec 8, 2009 4:23:24 PM (22) - dient has been di sconnect ed.

Y ou can enter the STATUS command to see the connection status.

st at us
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Status I nformation:
Cients:
0 clients connected.
Connect i onManager :
1. Connection: Z9_LPAR4 (unused, current tinmeout=96)

Nunber of used Connecti ons: 0
Nunmber of unused Connections: 1

The output shows that the server caches the VV SE connection for further reuse, i.e. when pressing the button
again, the already established connection is used again.

In the next chapter the same script isrun on V SE using the V SE-based script client IESSCBAT.

4 Non-SSL setup with client on z/VSE

The following picture shows our second scenario, where the script client runson VSE. Thisscenariois
intended for controlling any processes on the platform where the script server runs, for example accessto a
local database and so on. The point isthat you can initiate the process from z/\V SE, similar to the REXEC
function provided by TCP/IP. On the other hand, it’s even possible to retrieve V SE data via the Java-based
connector.

Basically, there are two V SE clients provided:

IESSCBAT — runsin batch.
IESSCCIC — runsin CICS, not considered here.

z/VSE Middle-tier platform
_ Start
IESSCBAT |l V/SE Script Server .| Any external
(Java) process
.’. F Y
i h
CICS !
: VSE Script
[ESSCCIC Directory
| e S e il i * !
| VSE Connector Server w-I----1- VSE Connector Client |

In the following sections we assume that the basic setup is already done, i.e. the VSAM fileis set up, and
the V SE Connector Server and V SE Script Server are running.

Page 11 of 26



Copyright IBM Corp. 2010 How to setup SSL with the V SE Script Connector

4.1 Setup IESSCBAT

Y ou can find various examples of how to use IESSCBAT in the “z/V SE e-business Connectors User’s
Guide”. We used the following JCL in our test environment.

* $$ JOB JINMEI ESSCBAT, CLASS=A, DI SP=D

/1 JOB | ESSCBAT

/| EXEC | ESSCBAT, PARME' CODEPAGE=CP1047 SHOWERROR=YES'
9.152.222.37: 4711

SAMPLES/ GETDATA. SRC

7

/ *

/&

* $$ EQAJ

The above used | P address is the | P address of the workstation running the V SE Script Server. The IP
addressis followed by the name of the server script to be invoked. The script name is followed by the input
argument (key for VSAM file).

Note that the server script GETDATA. SRCis still located on the workstation, although the script gets
invoked from V SE.

Thejob output shows the retrieved data.

/1 JOB | ESSCBAT

/1 LI BDEF *, SEARCH=PRD1. BASE

/| EXEC | ESSCBAT, PARME' CODEPAGE=CP1047 SHOWNERROR=YES'
1S541 PHASE | ESSCBAT |'S TO BE FETCHED FROM PRD1. BASE
7

Ford

Escort

ZX2 2 Door Coupe

150

2000

6

Wi te

Sp. Seat s, Zet ec Eng.

15715

1S551 LAST RETURN CODE WAS 0000

EQJ | ESSCBAT MAX. RETURN CCDE=0000

4.2 Setup IESSCCIC

Refer to the “z/V SE e-business Connectors User’s Guide” for how to use the IBM provided CICS client
IESSCCIC.
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5 General SSL setup

The following sections describe the basic SSL setup for the V SE Script connector with server and client
authentication.

51 Overview of SSL connections

The following picture shows which connections can be secured with SSL. The picture shows two V SE
systems, where one V SE runs the script client and the other VSE is used to retrieve data viathe VSE
Connector Client. Of course, these two V SE systems could be the same system.

Workstation Middle-tier platform z/VSE (2)
VSE Script Client ESSL » VSE Script Server
(non-Java) | (Java)
Fy &
| VSESciptClientDLL |
VSE Script
Directory
IESSCBAT }:
SSIL
cICcs
Y
IESSCCIC |« gk VSE Connector Client [* Ssl ® V/SE Connector Server
Z/VSE (1)

The connection between the VV SEScriptClient.DLL and the V SE Script Server cannot be SSL -enabled.

For a detailed description of the SSL setup between V SE Connector Client and V SE Connector Server refer
to IBM Redbook “Security on IBM z/VSE”, SG24-7691 or document “How to setup SSL with VSE” on

http://www.ibm.com/servers/eserver/zseries/zvse/documentati on/security. html#howto

In the following, we focus on the SSL setup between IESSCBAT and the V SE Script Server.

5.2 Overview of keys and certificates

The following picture shows how the keys and certificates must be stored on the various platforms.
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Warkstatian Middle-tier platform ZIVSE (2)
PRVE
ROOT
Roat cert CERT
Server oarl
PRV s
ROOT PFX crJKS
CERT
Z/VSE (1)

- There are no keys and certificates necessary on the client platform, because the
V SEScriptClient.DLL is not SSL-enabled

- A keyring file (PFX or JKS) is created with the Keyman/V SE tool on the middle-tier platform
where the script server runs. After uploading the RSA key to the V SE systems, it is no longer
needed in the keyring file.

- The RSA key, the V SE server certificate and the root certificate are transferred to the V SE systems.

The following section describes how to create the local keyring file (PFX or JKS) and how to upload the
certificate itemsto VSE.

5.3 Generate the server key and certificates

These tasks are meanwhile described many times in different papers on the V SE homepage. Just have a
look at:

http://www.ibm.com/servers/eserver/zseries/zvse/documentati on/security.html#howto

Hereisaversion not using the Wizard dialogs.

Start the Keyman/V SE tool and generate an RSA key.
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Keyman/V5E - C:\wsecon\samples\Keyring.pfx

File Options Actions Help
=] | & fy = = ,

- - [ S :
Alias Certificate Item |Generate Yy |Ty|:le VSE User Valid

4 [ >
I {H 79.1PAR4:9.152,85.58

Then create a certificate request from this RSA key.

Keyman/V5E - C:\wsecon\samples\Keyring.pfx *

File Options Actions Help
] 0l & A =| =

Alias Certificate Item Length Type VSE User Valid
I setngs e T

Delete

Upload to VSE. ..

4 . o, I ¥
I | Export PGP public key... |79 LPAR4 : 9.152.85.58

Then create a new self-signed root certificate.

File Options Actions Help

= nw A | = :
Alias Certificate Item Generate ROOT certificate | VSE User Valid

P [ —

£ I >
I. 79_|PAR4: 9.152.85.58

Then sign the certificate request with the self-signed root certificate.
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Keyman/V5E - C:\wsecon\samples\Keyring.pfx *

File Options Actions Help
= | & - W ;
Alias Certificate Item Length Type VSE User Valid
T, vsekey 1024-hit RSA Key Pair 1024 Key Pair - -
P e e EEr

Bl iz Certate Reauest em— T I |

B rootCert VSE ROOT Certificate o7 - Yes
Delete |
Export text form. .. ‘

¢ | Export binary form... | I 3
Ky i ik | 75 LPaR4: 9.152.85.58

Y ou first copy the certificate request into the clipboard. Then right-click the root certificate and select
“Sign certificate request”.

Keyman/V5E - C:wsecon\samples\Keyring. pfx *
4 f p yring.p

File Options Actions Help

=] i & | :
alias Certificate Item Length Type WSE User Valid
T, vsekey 1024-hit RSA Key Pair 1024 Key Pair - -
Ilﬂ - 1024-bit Certificate Reguest 1024 Reguest -
| WrootCert  |VSEROOT Certificate —— | Ve
Delete |
Export text form...

Export binary form...
Copy to dipboard

Upload to VSE...

Create VSE certificate. ..

Create VSE cert via CIALCREQ...
Create user certificate...

\LPAR4: 9.152.85.58

! Sign certificate reguest. ..

Paste the certificate request into the text area of the next dial og box.
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Sign Certificate Request

AQEFAACE] QAwgYkCQYEAibgYXTDiwx+8005inYTQ++b5Y
BeyOENcgSsuzalvhAsZdNgM491lraY=+ATf9hZuVPonRZpSxh
ZoGZt/ulHrO0GXgOF1l7evNhTEBd+WSekJAZIGTUGAGCHV/ %
AWEARaRAMAOGCSgGSIb3DOEBEOUAR4GEBAITagcbI6sPhFH
IwS4HEEFCHcHOM2edApPSF/ g+xT4oHM S wCGNxbEWL 8uTI3
6JckLJHxWIRXayCEiaUUlT2M=z00PpvmTEjEaH2 SRy Tpw+
vT4r468FTE/n

[

< ¥ |
Expires |2|J1.D-3-13 i i_l year W |
Alias |'u'seCert |
Paste the text form of your certificate request into the above text
area (Shift+Insert or Ctrl+V). The request will be signed with the
selected ROOT certificate.
Generate cert S\ ’ Close ] [ Help l

Then press “Generate cert”.

Y ou can now delete the certificate request. Just select the table entry and press the DEL button on your
keyboard.

The next steps are uploading the three items to all involved V SE systems. This requires that the VSE
Connector Server runson VSE in non-SSL mode.

Y ou may pre-select the member name of the V SE keyring membersin the VVSE Host Properties dialog box.
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¥SE Host - Properties

VSE Job Class

VSE Password

Name |z9_LPAR4 ]

IP Address 19.152,85.58 | Ad

Part 893 | __Deme

VSE User
s |

VSE Crypto Library E_KEYRI.NG
Cert. Member Name PRVK f CERT fROOT
Cert. Mapping Member MAPPIMNG
TCP/IP Library i_'@ﬁ;_E
TCP/IP System ID
|
I Ok I\L [ Cancel l [ Help ]
X

Now upload the items by selecting “Upload to VSE” from their pop-up menus.

Now there are three new membersin the V SE keyring library.

LD SCRI PTO1. *

DI RECTORY DI SPLAY SUBLI BRARY=CRYPTO. KEYRI NG DATE: 2009-12-09
TIVE: 11:48
ME MB ER CREATI ON LAST BYTES LIBR CONT SVA A- R
NANVE TYPE DATE UPDATE RECORDS BLKS STOR ELI G MODE
SCRI PTO1 CERT 09-12-09 - - 702 B 1 YES - - -
SCRI PTO1 PRVK 09-12-09 - - 2048 B 3 YES - - -
SCRI PTO1 ROOT 09-12-09 - - 700 B 1 YES - - -

L113I RETURN CODE OF LISTDIR IS O

The RSA key is now no more needed locally and should be deleted from the local keyring file.

Now save the two certificates into alocal keyring file with file type KS.

Note: SSL does not work with a PFX file when using a Java runtime environment from Sun! An IBM JRE
works with both file types, PFX and JKS.

Open the “Local file properties” box.
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Keyman/V5E - C:\wsecon\samples\Keyring.pfx *

File Options Actions Help

@E HAEEED fA@o

Alias Local file properties Length Type VSE User Valid
B rootCert VSE ROOT Certificate 1024 ROCT - es
E] vseCert VSE Server Certificate 1024 |Jser - Yes
£ | *

[ M 29 LPAR4: 9.152.85.58

Here, specify the file name, file type (JKS), and file password.

Local Keyring File - Properties

File Mame iC:1I,\.l'SECDH1I,SEmp|ES‘I,Zg_LPn‘5|R4_5CRIP-rD1.JK5 | [ Browse... ]

File Type: (#)iKS () PFX

Keyring file password P |
Retype the password PP |

JES-specific options (Optional)

Private key password
Retype the private key password

JKS keystores allow to optionally encrypt private keys with a different password
than the file password, If not specified, the file password is used,

[ DKN[ Cancel ” Help J

Press OK.

Keyman/V5E - C:\vsecon\samplesiz9_LPAR4_SCRIPTO1.JKS
File Options Actions Help

& 5 | &) E= ,
Ali Certificate Item Length Type VSE User Valid

B rootcert VSE ROOT Certificate 1024 Root - es
=] vsecert VSE Server Certificate 1024 |Jser - Yes
4 | >

| [ M 29 LPAR4: 9.152.85.58

Press Save.

The following chapter describes the SSL setup for the VSE batch client IESSCBAT.
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6 SSL setup with client on VSE

The following sections describe how to setup the keys and certificates for SSL between IESSCBAT and the
V SE Script Server.

Z/\VVSE Middle-tier platform
IESSCBAT le .| VSE Script Server
SSL (Java)
JKS VSE Script

Directory

6.1 Setting up IESSCBAT for SSL

The SSL parameters for IESSCBAT are directly specified in the JCL. With the below JCL, IESSCBAT
assumes the script server running in SSL Server Authentication mode. For how to enable IESSCBAT for
client authentication refer to Using SSL Client Authentication on page 22.

* $$ JOB JINMEI ESSCBAT, CLASS=A, DI SP=D
/1 JOB | ESSCBAT

/1 EXEC | ESSCBAT, PARM=' CODEPACE=CP1047 SHOWNERROR-=YES SSL=YES
9.152.222.37: 4711

SSL30

CRYPTO. KEYRI NG

SCRI PTO1

0A2F

86440

SAMPLES/ GETDATA. SRC

/s

/&

* $$ EQJ

The keyring member name (SCRIPTO01) must match the name you used before when uploading the key and
certificatesto VSE.

6.2 Setting up the VSE Script Server for SSL

To enable SSL for the V SE Script Server you have to modify the VSEScr i pt Ser ver . properti es file.
Just uncomment the following lines and specify the appropriate values for your environment.

ssl ver si on=SSL

keyringfil e=c:\\vsecon\\sanpl es\\z9_ LPAR4_SCRI PTO1. j ks

keyri ngpwd=nmypasswd

ci phersuites=SSL_RSA W TH 3DES EDE CBC SHA, TLS RSA W TH_AES 128 _CBC_SHA
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If you leave the comment for ci pher sui t es, al available cipher suites are enabled.
Here isthe complete list of supported cipher suites and their meaning.

Hex Cipher Suite Encryption Min.

Code TCP/IP

01 SSL_RSA_WITH_NULL_MD5 None 1.5D
02 SSL_RSA_WITH_NULL_SHA None 1.5D
08 SSL_RSA_EXPORT_WITH_DES40_CBC_SHA 40 bits 1.5D
09 SSL_RSA_WITH_DES CBC_SHA 56 hits 15D
0A SSL_RSA_WITH_3DES EDE _CBC_SHA 168 hits 1.5D
2F TLS RSA_WITH_AES 128 CBC_SHA 128 bits 1.5E
35 TLS RSA_WITH_AES 256_CBC_SHA 256 bits 1.5E
62 RSA1024 EXPORT_DESCBC_SHA 56 hits 1.5D

Table 1: list of supported SSL cipher suites

Notes.

Cipher suites 01, 02, 08, 09, and 62 only provide weak encryption and should therefore no more be
used in today’s computing environments.

Java does by default not allow using AES-256. If you want to use cipher suite 35, follow the
instructions described in document “How to setup SIS with VSE (PDF, 810KB)”, section “Using
encryption with AES-256” on

http://www.ibm.com/servers/eserver/zseries/zvse/documentation/security. html#howto

Now restart the V SE Script Server. Y ou can now run IESSCBAT using SSL.

6.3 Testing the connection

When now running IESSCBAT again, output similar to the following should be produced.

/1 JOB | ESSCBAT

/1 LI BDEF *, SEARCH=PRD1. BASE

/| EXEC | ESSCBAT, PARM=' CODEPAGE=CP1047 SHOWERROR=YES SSL=YES
1S541 PHASE | ESSCBAT |'S TO BE FETCHED FROM PRD1. BASE
7

Ford

Escort

ZX2 2 Door Coupe

150

2000

6

Wi te

Sp. Seat s, Zet ec Eng.

15715

1S551 LAST RETURN CODE WAS 0000

The V SE Script Server shows:

Dec 9, 2009 4:26:10 PM (8) - Waiting for connections...

Dec 9, 2009 4:26:16 PM (8) - Cient connection request from9.152. 85.58

Dec 9, 2009 4:26:16 PM (10) - dient has been accepted.

Dec 9, 2009 4:26:16 PM (10) - Connection has been accepted from 9. 152. 85. 58
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Dec 9, 2009 4:26:16 PM (10) - Session established with cipher suite:
TLS_RSA W TH_AES 128 CBC_SHA

Dec 9, 2009 4:26:16 PM (10) - Using script-requested codepage CP1047

Dec 9, 2009 4:26:16 PM (10) - Executing script 'SAMPLES/ GETDATA. SRC

Dec 9, 2009 4:26:16 PM (10) - Created new Connection for 'Z9 LPAR4 (unused,
current timeout=100)"

Dec 9, 2009 4:26:16 PM (10) - Connection has been term nated from 9. 152. 85. 58
Dec 9, 2009 4:26:16 PM (10) - dient has been di sconnect ed.

Note: depending on the specified list of cipher suitesin IESSCBAT, some errors occurred. Refer to section
SSL HandshakeException: Invalid padding on page 25 for details.

6.4 Using SSL Client Authentication

If you want to use client authentication, you have to modify the server’s propertiesfile
(V SEScriptServer.properties). Activate following parameter:

clientauthentication=true

Then change the IESSCBAT job like shown below:

/' EXEC | ESSCBAT, PARME' CODEPACGE=CP1047 SHOWERROR=YES SSL=YES X
ALLOWCLI ENTAUTH=YES'

Now restart the V SE Script Server.

6.5 Testing the connection with client authentication

When running IESSCBAT with client authentication, the server now shows following output.

Dec 10, 2009 10:35:17 AM (8) - Waiting for connections...

Dec 10, 2009 10:35:35 AM(8) - Cdient connection request from9.152.85.58

Dec 10, 2009 10:35:35 AM (10) - dient has been accepted.

Dec 10, 2009 10:35:35 AM (10) - Connection has been accepted from 9. 152. 85. 58
Dec 10, 2009 10:35:36 AM (10) - Session established with cipher suite:
TLS_RSA W TH_AES 128 CBC_SHA

Dec 10, 2009 10:35:36 AM (10) - Cdient Certificate:

Dec 10, 2009 10:35:36 AM (10) - Subj ect : CN=VSE Server Certificate,
OU=Devel opnent, O=I BM L=Boeblingen, ST=Baden-Wierttenberg, C=DE,

EMAI LADDRESS=zvse@le. i bm com

Dec 10, 2009 10:35:36 AM (10) - | ssuer: CN=VSE ROOT Certificate, OU=I| BM
Germany, O=I BM L=Boeblingen, ST=Baden-Wierttenberg, C=DE,

EMAI LADDRESS=zvse@le. i bm com

Dec 10, 2009 10:35:36 AM (10) - Serial No: 1936789053

Dec 10, 2009 10:35:36 AM (10) - Valid from Wed Dec 09 13:36:46 CET 2009
Dec 10, 2009 10:35:36 AM (10) - Valid to: Sat Mar 13 13:36:46 CET 2010
Dec 10, 2009 10:35:36 AM (10) - Val i d: true

Dec 10, 2009 10:35:37 AM (10) - Using script-requested codepage CP1047

Dec 10, 2009 10:35:37 AM (10) - Executing script 'SAVPLES/ GETDATA. SRC

Dec 10, 2009 10:35:37 AM (10) - Created new Connection for 'Z9 LPAR4 (unused,
current timeout=100)"

Dec 10, 2009 10:35:37 AM (10) - Connection has been term nated from 9. 152. 85. 58
Dec 10, 2009 10:35:37 AM (10) - dient has been di sconnected.

Dec 10, 2009 10:37:17 AM (9) - Destroyed Connection for 'Z9 LPAR4 (unused,
current tineout=0)"'
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6.6 Client authentication with multiple VSE clients

When using multiple V SE clients, you have to create a unique keyring for each involved VSE system. The
JK'S keystore on the script server side must contain copies of al root certificates stored on the different
V SE systems. You can delete all RSA keys and V SE certificates (“yellow” certificates) from the JKSfile.

Following picture shows the setup.

z/VSE (1)|| PRVK,

CERT, Script Server platform
ROOT ,
e
z/VSE (2) T
CERT, ROOT ,
ROOT , ROOT ,
ROOT ,
z/VSE (3)|| PRVK, N

CERT3 PFX or JKS

ROOT ,

Y ou can now run IESSCBAT on each V SE system using its own keyring, and thus, its own unique client
certificate. As soon as you remove aroot certificate from the JKSfile, the related VSE client is no more
able to connect.

If aVSE client certificate (stored in the CERT member on V SE) cannot be verified on the server side
(because the related root certificate has been deleted from the JKSfile), the following error occurs:

Dec 23, 2009 3:35:05 PM (11) - Connection has been accepted from 9. 152. 85. 58
Dec 23, 2009 3:35:05 PM (11) - Error during SSL handshake:

j avax. net . ssl . SSLHandshakeException: sun.security.validator. ValidatorException:
PKI X path buil ding fail ed:

sun. security. provider.certpath. SunCert Pat hBui | der Excepti on: unable to find

valid certification path to requested target
Dec 23, 2009 3:35:05 PM (11) - Connection has been ternminated from 9. 152. 85.58
Dec 23, 2009 3:35:05 PM (11) - dient has been di sconnected.
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7 Known problems

This chapter describes some errors that showed up in our test setup.

7.1 Visual Basic script syntax error

Symptom:

Following error message shows up in MS Excel.

Microsoft Visual Basic

"j Compile error:
L

Syntax error

Help

Solution:

The IBM provided Visual Basic client script did not work with the MS Excel version we wereusing. There
was a compile error caused by thefirst line in the declarations part.

LineAttribute VB _Nane = "Modul el" was not recognized.

After removing thisline, the following error occurred.

Microsoft Visual Basic

'E Compile error:
L

Constants, fixed-length strings, arrays, user-defined types and Dedare statements not allowed as Public members of object modules

oK | Help

This error could be resolved by defining the routines as private.

7.2 SSLException when starting VSE Script Server

Symptom:

The V SE Script Server shows following error:

Dec 9, 2009 1:37:41 PM (8) - Error: javax.net.ssl.SSLException: No avail able
certificate or key corresponds to the SSL cipher suites which are enabl ed.
Solution:

Thelocal keyring file was stored in PFX file format. This file format cannot be read correctly by the Java
runtime environment from Sun Microsystems. Using the JKS file format instead solves the problem.
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7.3 SSLHandshakeException: Invalid padding

Symptom:
The V SE Script Server shows:

Dec 9, 2009 4:27:59 PM (10) - Error during SSL handshake:
j avax. net . ssl . SSLHandshakeException: Invalid padding

Solution:

IESSCBAT used these cipher suites. 08090A2F35. Trying several combinations of cipher suites showed
that cipher suite 08 causes the problem. Removing 08 solves the problem. At the moment we don’t know
the reason why cipher suite 08 fails. Suppressing the use of hardware instructions (CPACF) with a
$SOCKOPT phase did not help.

However, as cipher suite 08 uses 40-bit DES, it should no more be used anyway.

7.4 SSL Client Authentication does not work

Symptom:

SSL Client Authentication does not work with either an IBM or Sun Java runtime environment. The VSE
Script Server shows:

Dec 9, 2009 4:09:24 PM (8) - Error during SSL handshake:
j avax. net. ssl . SSLHandshakeException: null cert chain

The IESSCBAT job ends with rc = 14.

/1 JOB | ESSCBAT

/1 LI BDEF *, SEARCH=PRD1. BASE

/1 OPTI ON DUWMP, NOSYSDWP

/1 UPSI 1

/1 EXEC | ESSCBAT, PARM=' CODEPAGE=CP1047 SHOMNERROR=YES SSL=YES'
1S541 PHASE | ESSCBAT IS TO BE FETCHED FROM PRD1. BASE
VSEScriptCient SSL Error: gsk_secure_soc_init: -3100

Error: Scriptlnit: SSL handshake fail ed.
1S551 LAST RETURN CODE WAS 0014

Solution:

Parameter ALLOACLI ENTAUTH=YES was not specified in IESSCBAT.

8 Debugging hints

In case of an error you can get useful trace information on V SE and on your workstation.

To trace the V SE Script Server, modify the runserver.bat file as follows:

% AVA _EXEC% - Dj avax. net. debug=al | comibm vse. script.VSEScri pt Server %

To trace the IESSCBAT job, you have to catalog a $SOCKDBG phase similar to the following:
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* $$ JOB JNM=SOCKDBG, CLASS=0, DI SP=D
/1 J0OB $SOCKDBG

/1 OPTI ON CATAL

/1 LI BDEF *, CATALOG=PRD2. TCP15G

/1 EXEC ASMA90, SI ZE=ASMA90

PUNCH " PHASE $SOCKDBG, *
$SOCKDBG CSECT
SOCKDBG  CSECT, GENERATE A PHASE

FLO1=$DBGALST, MESSACE TO SYSLST ONLY

FLO2=$DBG SON, DEBUG IS ON

FLO3=$DBGNONE, NONE

MSGT=$DBGALL, ALL NMESSAGES

DUMP=$DBGSDIVP, YES DI AGNOSTI C SDUMPS FCR | PNRBSDC

SSLD=$DBGSDWP, YES DI AGNOSTI C SDUWPS FCR | PCRYPTO

Cl AL=$DBGSDWP, YES DI AGNOSTI C SDUMPS FOR | PDSCI AL

CECZ=$DBGNONE NO DI AGNOSTI C SDUWPS FOR Cl ALCECZ
END  $SOCKDBG

XXX XX XX X

/*

/'l EXEC LNKEDT, SI ZE=512K
/*

/&

* $$ EQAJ

Then add the following lines to the IESSCBAT job:

/1 OPTI ON DUMP, NOSYSDIVP
/1 upsi 1

9 More information

Y ou can find more information in these books and web sites:

Z/V SE e-business Connectors User’s Guide
http://www.ibm.com/serverseserver/zseries/zvse/documentati on/#conn

z/VSE Administration
http://www.ibm.com/serverseserver/zseries/zvse/documentati on/#vse

Redbook: Security on IBM z/V SE, SG24-7691
http://www.redbooks.ibm.com/abstracts/sg247691.html ?Open

Download connector components from the VSE homepage
http://www.ibm.com/servers/eserver/zseries/zvse/downl oads/

Various SSL and crypto related technical papers on the VV SE homepage
http://www.ibm.com/servers/eserver/zseries/zvse/documentati on/security. html#howto

TCP/IP and SSL related documentation on the CS| website
http://www.csi -i nternational .com/downl oad.htm
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