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Getting to know the UNIX side

#|X SHELL PHILOSOPHY

PROGRAM

STANDARD INPUT PERFORM A STANDARD OUT

JUST A BYTE STREAW BASIC JUST A BYTE STREAM
FUNCTION

READ  FILTER ~ SORT  PRINT

STDIN fd=0 STDOUT fd=1
STANDARD ERROR
JUST A BYTE STREAM
STDERR fd=2
COMBINE PROGRAMS FOR INCREASED FUNCTION
_

COMPLAINTS

SHELLPH
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Getting to know the UNIX side ...

SHELL & UTILITIES

exec(cmd1,...)

STDIN ~ STDOUT

SHELL SCRIPT

IF...THEN...
DO WHILE ...

emd! | cmd2 exec(cmd2,...)
read()

stoour | #ritel

— flexible interpretive language
- file scan facilities

- character manipulation

- command piping

SHELL1
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Getting to know the UNIX side ...

PROGRAM MANAGEMENT
MV POSIX
STEPLIB SEARCH .
JOBLIB ORDER PATH=dIr" ,dII’2,...
LPALIB Environment Variable
LINKLIST
XCTL ~ — Replace program exec() - Clean up process
on current task image and invoke
ATTACH ~ — Create new task nEw pgm
by pgm name
LINK — Invoke new pgm

by name, returns
when complete

LOAD — Bring pgm image
into storage for

|atter CALL

NEWAS.  JCL = INTRDR fork() - Creot.e new process
TSO = SUBMIT running the same
APPC — ALLOC CONV pgm, often
CALL BPX1FRK followed by exec()
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Getting to know the UNIX side ...

FILE SYSTEMS
MVS POSIX
MASTER CATALOG <> ROOT /
ALIAS IBMUSER
USER DIRECTORY
USER CATALOG < >
Ju/IBMUSER

DSN=IBMUSER.C  PDS

DSN=IBMUSER.C(PGMA)

IBMUSER
P N
FILE FILEZ FILES
SEQ PDS VSAM
(FILE3)
(FILE4)

RECFM, BLKSIZE,
TYPE OF DATASET

< » Ju/BMUSER/c/

<«—» /u/IBMUSER/c/pgma

/u/IBMUSER

7NN

file1 file/  file5

filed  filed

Organization provided
by the application

Bytes (/:| Us

MVPFILE
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Getting to know the UNIX side ...

s FILE ACCESS s
- ALLOCATION
" OPEN - ». open(
o < > read)
P < > wite)
ENQ < » fentl() advisory locking
CLOSE < » close()
UNALLOCATION
SECURITY VIA < » permission bits
DATA SET PROFILES on each file
EXCP \
BDAM
RECORD
BSAM
ORIENTED byte stream -
BPAM : o
j <« » file organization is
oAl KSDS app! responsibility
VSN <
ESDS
VTAM )
MVPFILE2
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Getting to know the UNIX side ...

ws  INTERACTIVE USERS 0k

150 SHELL

Packaged emds
CLIST & REXX e scan files & e SHELL SCRIPTS

string manipulation

SUBMIT JOB Buckaround sh_cmd &
(system managed) <@=>""9"0" —>(

ed, sed or oedit
(no vi)
SIN - m—, /1| G 1

TSO TEST
INSPECT <_Debug - (DX

ISPF e Edlitor

Compilers + LINK  gumm Programming  emmeppe.¢89 + make

DFSMS tar
HSM <_du’rc| MIM eplc
|SPF pax
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Getting to know the UNIX side ...

MVS TASKS
USER ADDRESS SPACE MEMORY MAP
SYSTEM TASKS User Pvt
ik 1 NN
USER TASKS pama
Job Step Task COMMON STORAGE
ST
pqmu pgmc
ATTACH L]
[Pgmb TfJSkS have System Pvt
hierarchy
0 0
pgme pgme

— Tasks may be independent or cooperating.

— Task storage is private and/or shared between tasks
— MVS tasks used where POSIX uses fork
— New task is ATTACHed by program name

SESSION 2877
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Getting to know the UNIX side ...

POSIX PTHREADS ON OpenMVS
USER ADDRESS SPACE MEMORY MAP
SYSTEM TASKS
o STACKS
pgma
main
USER TASKS rtna
Job Step Task b
COMMON STORAGE

]

pthread_create

ST g exec()

pgmu
main

N

_ i

rtna rtnb rtnb

T

— User creates task with pthread_crecte by address

— All code comes from same load module

— Threads have no hierarchy

— Threads execute asynchronously and concurrently

— Typically only one task create by exec() = JST

SESSION 2877
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BPXPRMxXx

* Template shipped in SYS1.SAMPLIB(BPXPRMXX)

* MAXPROCSYS=nnn - max processes in system
No limit for max forked address spaces. WLM controlled.

* MAXPROCUSER - Max processes for a single UID.

* Other various limits: threads, shmem, semaphores, files

* Define file system types (HFS, sockets)

* Define ROOT

* Define mount points

* Define automount policy

SESSION 2877 11ZCON1.



Jobnames

RULES for child process on fork and spawn:

If parent jobname is 8 char, child gets same jobname

If parent jobname less than 8 char, child gets jobname+
1-9

Jobname changed to userid on exec after a setuid
Jobname changed to userid on spawn with userid

Jobname can be set on spawn/exec with
_BPX_JOBNAME=jobname

Example of jobnames on rlogin request:

INETD running with jobname INETD

Gets request and forks creating INETD1

Setuid to userid rlogind

Exec rlogind changing the jobname to RLOGIND
Verify userid=RALPH/password and setuid
Exec rlogind2 changing the jobname to RALPH

Fork issued and child gets jobname to RALPH1

SESSION 2877 12ZCON1. 10



Region Size

* When dubbed, we leave REGION size alone

* On fork, we propagate REGION from parent to child

* On exec following setuid or spawn with userid, REGION is
set to MAXASSIZE.

* setrlimit() can be used to change your region size

* If IEFUSI changes the region size, we try to honor it.

SESSION 2877 13ZCON1. 11



CPU Time Limits

SETRLIMIT for CPU TIME

SINGLE TASK PROCESS
ASCB

sigaction(SIGXCPU) || \
setrlimit(3 sec) /

TIMER SUP.
LOOPING

TIME QUT
SIGXCPU catcher
or terminate /

— SRB

TIMER SUP IRB
~ Invoke [FFUTL installation exit
— If termination requested then
Call OF exit 1. Generate SIGXCPU
2. Generate SIGKILL
J. 522 ABEND

SETRL2

SESSION 2877 14ZCON1.
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Job Wait Time Limit

JWT value specified in SMFPRMxx

Signal enabled waits:

— Cause kernel to raise wait limit to 7 years

— Allows parent to wait for child

— Reset on wake up.

The shell supports TMOUT

SESSION 2877 15ZCON1.
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HSM Considerations for HFS

* HSM performs HFS Quiesce prior to dump

* Quiesce only works on locally mounted HFS

* Global ENQ done if can't quiesce - fails if mounted
elsewhere

* Therefore, you can only have HSM dump HFS's that are:

— Mounted on same system as HSM

— Not mounted on any system in sysplex

* Won't be fixed till we have sysplex HFS support

SESSION 2877 16ZCON1. 14



Operator commands

 DISPLAY OMVS - file systems and processes

D GRS,C - for latch contention

* D TRACE,CT,COMP=SYSOMVS

* SET OMVS=(xx,yy, ...)

* SETOMVS keyword=value
Supports most limit values in BPXPRMxx
Does not currently support filesystem statements

SESSION 2877 17ZCON1.
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Operator commands

—

D GRS,C

ISG020I 19.20.18 GRS STATUS 806

NO ENQ RESOURCE CONTENTION EXISTS
NAME: SYS.BPXFSLIT.FILESYS.LATCH.SET

LATCH SET

CREATOR JOBNAME: OMVS

LATCH NUMBER: 691
REQUESTOR ASID EXC/SHR

KERSHAW
WPIDO13

0047 EXCLUSIVE
002A EXCLUSIVE

LATCH NUMBER: 879
REQUESTOR ASID EXC/SHR

RALPH

SIGGD531

005F EXCLUSIVE
0055 EXCLUSIVE

LATCH NUMBER: 2819
REQUESTOR ASID EXC/SHR

SMORG

SIGGD534

004C EXCLUSIVE
003A EXCLUSIVE

D OMVS,A=ALL

CREATOR ASID: 0038

OWN/WAIT
OWN
WAIT

OWN/WAIT
OWN
WAIT

OWN/WAIT
OWN
WAIT

BPX0001I 19.22.27 DISPLAY OMVS 809

OMVS ACTIVE
USER JOBNAME  ASID PID PPID STATE  START
OMVSKERN BPXOINIT 0022 1 0 IWI 15.47.22
KERSHAW KERSHAW 0047 1245197 1 1KI  17.20.53
OMWPID  OMWPID 0047 5177362 1245197 1KIT 17.20.58
OMSIGGD SIGGD531 0055 14483477 1 1KI  17.59.00
OMSIGGD SIGGD534 003A 11272218 1 1KI  18.34.24
OMSIGGD SIGGD531 004C 9371676 11272218 1KIT 18.34.29
OMSIGGD SIGGD531 005F 786499 14483477 1KIT 17.59.13
C KERSHAW,ASID=47
SESSION 2877 18ZCONL1. 16



F BPXOINIT

F BPXOINIT, TERM,PID=pppppppp

Send a SIGTERM to specified PID. Like kill from shell.

F BPXOINIT,TERM,PID=pppppppp.tttttttttttttttt

Send a SIGTERM to specified thread. Designed to knock out

a thread in a server like SAP or web.

F BPXOINIT,SHUTDOWN=FORKINIT

Tell WLM to take down the fork initiators.

SESSION 2877 19ZCON1. 17



SLIP for HFS (R3)

SLIP SUPPORT FOR HEFS - R3

SLIP SET,IF,PVTMOD='/bin/sh',...
SLIP SET,C=0C4,PVTMOD="inetd',...

— Mlows up to B characters which are matched at end of
file name that was loaded.

— Supports already loaded and future loads

— Supports exec, spawn, DLLs and HFSLOAD.

— If sticky, then use existing SLIP keywords

NEW DUMP EXIT - 0S/390 R4
Dumps OMVS CTRACE when OMVS is not the one that
took the dump. Also covers DUMP and SLIP commands.

SESSION 2877 20ZCONL1. 18



Taking Dumps

IF YOU GET A HANG

AND NEED A DUMP

DUMP COMM=(Hung user with OMVS)

R xx,SDATA=(CSA,SQA,RGN,TRT,GRSQ),CONT

R xx,ASID=(E,47,92),CONT

R xx,DSPNAME=('OMVS'.SYSZBPX2),END

Where E is the kernel, 47 could be the TSO space and 92 a
forked addresss space.

Only need SYSZBPX2 if you suspect file system problems.

SESSION 2877 21ZCON1. 19



IPCS - for system problems

OMVSDATA subcommand

* REPORTS - PROCESS, FILE SYSTEM,
COMMUNICATIONS, STORAGE, IPC

» 3 |levels of detall

 ASID and USERID filtering

* OMVSDATA PROCESS DETAIL ASID(X'47") very useful

CBSTAT for TCB and ASCB

>60 CB Models - internal

SESSION 2877 22ZCON1.
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IPCS - for system problems

OMVSDATA PROCESS DETAIL

—

Process ID: 00010002
Status: Active
Last exec() Program Name: No exec issued

ID Data:
Userid: TC Asid: 0047
Parent PID: 00000001 Ptrace Parent PID: 00000000
Process Group ID: 00010002 Session ID: 00010002
Real Uid: 22 Real Gid: 500
Effective Uid: 22 Effective Gid: 500
Saved Set Uid: 22 Saved Set Gid: 500

Foreground PGid: 00010002
Process Group Member IDs: 00010002
Session Member IDs: 00010002
Signal Data (Process Level):
A11 Signal Data In Default State
File System Data:
Current Working Directory (CWD) Name (at time of last chdir()):
/
CWDs File Serial Number: 00000000 CWDs Device Number: 00000001
Number of open files for this process: 0 Token: 00400070
Thread Data: Active Threads
Thread ID: 02DEAOBO 00000000
Tcb Address: 009FC378
Program Name:
ASID(X'O0L1E') O2DOOEF4. TPSIG999+03E4 IN EXTENDED PRIVATE
Thread Attributes:
undetached
heavy

SESSION 2877 23ZCON1.



Facility Class Profiles

« BPX.DAEMON - controls changing identity (setuid)
* BPX.DEBUG - Allow DBX of APF authorized program

e BPX.FILEATTR.APF - Allow file owner to mark file APF
auth

 BPX.FILEATTR.PROGCTL - Allow file owner to mark file
program controlled

* BPX.SERVER - controls changing identity
(pthread_security _np)

* BPX.SMF - Allows use of smf record service

* BPX.STOR.SWAP - Allows you to make address space
non-swappable
Beware of impact on storage reconfiguration

 BPX.SUPERUSER - allow setuid to uid=0

 BPX.WLMSERVER - allow use of WLM interfaces

SESSION 2877 24ZCON1. 22



Program Control

When a UNIX program is performing identity changes, forcing
the program control requirement, makes it harder for a user
to attack daemon code to increase their authority.

BPX.DAEMON and BPX.SERVER trigger check for Program
Control.

All programs in the address space must be program
controlled before things like setuid or pthread_security _np will
work.

SESSION 2877 25ZCON1. 23



RACF Setup

ADDUSER SMORG DFLTGRP(ENGNGP7)NAMRALPHSMORG
OMVS(UID314)HOME( ¢/ usmorg ¢) PROGRAMY( bin/sh  ¢))
WORKATTR(WANAMIEALPHSMORE  WAACCNT(12345678)
plusotherparms

ALTGROUPSMORGGRPOMVS(GID(7))
PERMITBPX.SUPERUSER CLASS(FACILITY)ID(SMORG)ACCESS(READ)
PERMITBPX.DAEMONCLASS(FACILITY)ID(SMORG)ACCESS(READ)

SESSION 2877 26ZCON1.
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Default UID/GID - OW27564

ADDGROUPOEDFLTGOMVS(GID(777777))

ADDUSEROEDFLTUDFLTGRP(OEDFLTG)NAMEDE DEFAULTUSER)
OMVS(UID(999999)HOME( ¢/ ¢) PROGRAM( binsh  ¢))

RDEFINEFACILITY BPX DEFAULT.USERAPPLDATA( ¢OEDFLTU/OEDFLTG
SETROPTSRACLIST(FACILITY)REFRESH

During DUB processing, the security product retrieves the
default OMVS segments for user or group if OMVS segment
for the user does not exist.
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Mixed Case Alias Userids

USKRID ALIAS TABLE

BPXPRMxx — Identifies HFS file with table definitions
USERIDAL[ASTABLE(’/hfs_fi]e_name')

MYUSERDD MyUserid
K61XDLBC ralph

MORSE -
DASHNG  ———-
:GROUPS

MYGROUP MYGroup
WEIRDGRP ak./b—-

- Degrades performance when alias table is defined.

— Alias names are any character but blank

— Performance improved in 0S/390 R3

— Weird userids can break tools (periods and slashes)

— UNKX functions see alias, MVS sees real userid

— Updates to table are periodically picked up {oper cmd for immediate)

— Security product is unaware of alias

SESSION 2877 28ZCONL1.
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CTRACE

e CTIBPX0O0 is default

* TR CT,size,C=SYSOMVS,PARM=CTIBPXXxx

* D TRACE,C=SYSOMVS

* Supports asid filtering

* Supports userid filtering, borrows JOBNAME to do it.
JOBNAME=(USER1,USER2,...)

* Topic filtes: PROCESS, SIGNALS, FILE, SYSCALL, ...

e Sjze 16K to 4M - default 64K

SESSION 2877 29ZCON1.
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ISPF Dialog

EDITING AND BROWSING HFS FILES

EDIT - ENTRY PANEL
Command ===
Direcory
File name ===
Profile name ===
Initial macro —
\_
10, CMD({0BROWSE) COPY
MOVE
20, CHD{0EDI) REPLACE } External Command
CREATE
EDIT

J

ISHELL contains many file management functions and

systems management tools.

SESSION 2877 30ZCON1.
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ISHELL

File Directory Special fle Tools File systems Options Setup Help

Fie
1.New(N)... Directory
2. Attributes(A)... 1.Listdirectory(L)...
3.Delete(D)... 2.New(N)... 1.*User...
4.Rename(R)... 3. Attributes(A)... 2.*Userlist...
5.EditE)... 4.Delete(D)... 3.*Allusers...
6.Browsetext(B)..  5.Rename(R)... 4.*Allgroups...
7.Browserecords(V)  6.CopytoPDS(C)... 5.*Pemitfieldaccess
8.Copyto(C)... 7.CopyfromPDS(l)..  6.*Character Special..
9.Replacefrom(l)..  8.Print(P) 7.*Root...
10.Print(P) 9.Compare(M)... 8.Enablesuperusermod
11.Compare(M)... 10.Findstrings(F)... (*)requiresuperuser
12.Findstrings(F)..  11.Setworkingdirectory
13.Run(X)... 12.Flesystem(U)...
14.Link...
15.Filesystem(U)...

SESSION 2877 31ZCON1. 29



Forums

IBM TALKLINK -> OPENMVS CFORUM

Georgetown mailing list

sendnotetoLISTSERV@LISTSERV.Georgetown.edu

bodyofnote
SUBMVS OE<yourname>

ArchieveforMVS OE Georgetownmailinglist
http/Amwv.stortek.comicgi bin/oe arc.cgi

SESSION 2877 32ZCON1.
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Websites

http://www.s390.ibm.com/products/oe/index.html

OpenEditionHome Page (textonly version)
UNIX95graphic - informationaboutXPG4 branding

Feature stories(changing)
*DownloadKomShell ¢93
*What ¢sinRelease3?
*Performancefuningtargets
*Tryour Setup Checker
PORTINGgraphic takesyoutoportingpage
RegularFeatures:
*About OE generalbackgroundinformation
aboutOpenEditionservic
*Tools&Toys free, downloadable packages
*BigLists Listsofsuppported Cfunctionsand shellcommands
*Vendor Apps Listofcommercialapplications portedto OE
*FAQs Userquestions, sortedinto 6 categories:
theHFS, the shell, porting, programming,
thecompiler, systemadministration.
*dbx betacode, documentation, information
aboutbugs, apars, etc.
*PublicForums - Infoaboutpublicforumsand OE mailinglist
*Links linkstorelated IBM products,
othercompanies, resources
*OS/390Elements Listofbase and optionalelements of OS/390
*Site Map TextGuidetotheinformationonthe OEwebsite
*Porting OE porting page (described onseparatefoil)
*TheLibrary Accesssoftcopy OE booksonweb, listof OE books,
recommendedredbooks
SESSION 2877 33ZCON1. 31



OE Web Site

ToolsandToysPage  http/Amwv.s390.ibom.com/oe/bpxaltoy.html
Free,downloadable packages. Newonesaddedregularly.

Ported Tools: ACE, banner, cpost, dtet2, gnumake, gzip, ksh93,m4,
ncftp, pen, ping, Samba, uuencode, uudecode, wall

Toys(homegrowntools):
cploadmod  (copiesloadmodulesbetweenMVSandHFS)
dirsize  (shows amount of data in directory and its subdirectories)
getuds  (shows info about OE users and groups from securty DB)
ifind (searchesfilesystemforlinkedfies)
libasci (asciiinterface layerforcommonlyusedC RTLfunctions)
oesvp (OEinstallationand setup verification program)

omvstape (readMrite totapesduringashellsession)
osendmal  (sendmailtoremoteshellusers)

perr (outputs messagetextgivenahexerrororreasoncode)
pschart  (lists processes, showing parent child relationships)
afp (fpcapabiliiesforshelluser)

readmvs  (copies MVS data set to stdout)
witemvs (copiesstdintoMVS dataset)

stat (displaysstat()infoaboutspecifiedfile)

startd (startsdaemonsthatoperate synchronously)

submit (shellcommandthatsubmits JCL)

uusrestore (restorestrailingblanksinuuencodedfile)
Functionpackages:

shemd (rexxfunctionthatrunsashellcommand)

rexxunc (packageof /Ofunctionsand otherfunctions)
bpxndyn  (dynamic allocationfoutput interface for REXX and C)

SESSION 2877 34ZCONL1.
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OE Web Site

Poring Page  htip/Amwv.s390.ibm.com/oelbpxalpor.html

News Stories (examples)
*AnASCllinterface packageforcommonlyused CRTL functions
*MKS offers Sambafor OS/390atits ftp site
*Rogue Wave portstools.h++productset
*AT&T PortsUNIX Tools
*Alistofapplications portedto OpenEdition
*LotusandIBMannounce S/390 Server Platformwill support

thousandsofLotususers

ThePorting Book (published onweb, chapter by chapter)
*Settinguptoport your OS/390 UNIX environment
*Sizingthe port
*Databasemigration
*Processmanagement

Porting Tips

*Porting pthreads
*Portableheaderfiles

*ASCIl to EBCDICconversion
*QOpenEdition supplied Cfunctions:alist
*Porting questionsandanswers
*Compilerquestionsandanswers

Portingservicesandresources
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System Verification Program

The Setup VerificationProgram  (downloadablefromTools& Toyspage)

Afteryouhave

completedyourOpenEdition setupandcustomization
(includingthe shelland utiliies), you canrunthe setup verification
program(SVP).  TheSVPwil:

*Verify thateach userhasaUIDand OMVS segmentdefined,andeach
grouphasaGID

*Checkforduplicate assignmentofUIDsand GIDs.

*Verifythateach user hasaccesstoandownsahomedirectoryandhas
read, write, searchaccesstoit

*Checkthe permissionsfor several directoriesusually setupat
installation

*Checkthatfilesinthe/devdirectory aredefined correctly.
Reconcilethenumberofpseudo ttysand
filedescriptorfileswiththe BPXPRMxxdefinitions.

*Verify thatthe shellwill run.
*Verify thatthe OMVS commandwillrun.
*Checkcustomizationfor utiliies. The programchecks:

flesthathave beencopiedfrom/samplesto/etc
terminfofiles
settingsforsomeenvironmentvariables
abilitytocompileandrunaprogram

andperformsvariousotherchecks.

Ifitdetectsaproblem, the SVPwamsyouaboutitand, ifyourequest,
COITectsit.

TheSVP cantakeuptoone halfhourtocomplete; ime dependsonyour

system
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