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Trademarks
• CICS*
• DB2*
• IBM*
• IBM (logo)*
• OS/390*
• RACF*
• Websphere*
• z/OS*

The following are trademarks of the International Business Machines Corporation in the United States and/or other countries.

The following are trademarks or registered trademarks of other companies.

* Registered trademarks of IBM Corporation

* All other products may be trademarks or registered trademarks of their respective companies.

Identrus is a trademark of Identrus, Inc
VeriSign is a  trademark of VeriSign, Inc
Microsoft, Windows and Windows NT are registered trademarks of Microsoft Corporation.

Notes:
Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM benchmarks in a controlled environment.  The actual throughput that any user will experience will vary depending 
upon considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload processed.  Therefore, no assurance can be given that an individual user will 
achieve throughput improvements equivalent to the performance ratios stated here. 
IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.
All customer examples cited or described in this presentation are presented as illustrations of  the manner in which some customers have used IBM products and the results they may have achieved.  Actual environmental costs and 
performance characteristics will vary depending on individual customer configurations and conditions.
This publication was produced in the United States.  IBM may not offer the products, services or features discussed in this document in other countries, and the information may be subject to change without notice.  Consult your local 
IBM business contact for information on the product or services available in your area.
All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.
Information about non-IBM products is obtained from the manufacturers of those products or their published announcements.  IBM has not tested those products and cannot confirm the performance, compatibility, or any other claims 
related to non-IBM products.  Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.
Prices subject to change without notice.  Contact your IBM representative or Business Partner for the most current pricing in your geography.
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Agenda
Showing PKI Services in action 

� Customization of PKI Services from
� Configuration file – pkiserv.conf
� Template file – pkiserv.tmpl

� Submit and approve a certificate request
� Revoke/Suspend certificate
� Check the certificate status using

� Certificate Revocation List (CRL)
� Online Certificate Status Protocol (OCSP)

� How the other applications utilize the certificates from 
PKI Services - Part 2
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• PKI Services is an application to generate and manage certificates

• Configuration is done through 2 files – pkiserv.conf, pkiserv.tmpl
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# Data set name of the VSAM request (object store) base CLUSTER 

ObjectDSN='pkisrvd.vsam.ost'

# Data set name of the VSAM issued certificate list (ICL) base CLUSTER 

ICLDSN='pkisrvd.vsam.icl' 

# How often to turn approved requests into certificates

CreateInterval=1m

# How often to create the CRL

TimeBetweenCRLs=10m

# CRL distribution point name

CRLDistName=CRL

# CRL distribution point extension containing the location

CRLDistURI1=http://mvs1.centers.ihost.com:8041/PKIServ/crls/

# Is OCSP responder enabled?                            

OCSPType=basic 

pkiserv.conf
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<TEMPLATE NAME=1-Year PKI SSL Browser Certificate> 

<CONTENT> 

%%Requestor (optional)%%

%%Email (optional)%%        

%%CommonName%%              

%%NotifyEmail (optional)%%  

%%PassPhrase%%

…

</CONTENT>

pkiserv.tmpl
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<CONSTANT>

%%NotBefore=0%%                                                        

%%NotAfter=365%%                                                       

%%KeyUsage=handshake%%                                                 

%%ExtKeyUsage=clientauth%%                                             

%%OrgUnit=Fake Internet Certificate Unit%%                             

%%Org=The Fake Organization%%

%%AuthInfoAcc=OCSP,URL=http://mvs1.centers.ihost:8041/PKIServ/publiccgi/caocsp%%

…

</CONSTANT>

pkiserv.tmpl
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Requesting a browser certificate from PKI Services
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This is the start page
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Pick a template

Choose SSL 
Browser cert
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Fill in the info

Try to map these input

fields to the <CONTENT>

entries on slide 6 

This is to generate 
public/private key pair. Pick the 

Microsoft Base one for this demo.
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Get back a transaction ID, save 
it
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Enter the same pass 
phrase you entered 
before
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Certificate not ready
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Administrator starts working
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Choose a task
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Request summary info

Request summary info
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Request detail info

Choose the action

The Subject’s name value

come from the user input 
and hardcoded value in 
pkiserv.tmpl
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Page primed with 
requested info. 
Administrator can 
change them if 
necessary.
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Want to display all the 
requests
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Request is approved and 
certificate is created
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Want to display all the 
certificates
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Certificate summary info
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May choose what to do with 
the certificate

Certificate detail info
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Enter the saved 
transaction ID
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Let’s take a look at the installed certificate
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From IE browser, click on Tools->Internet Options
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Certificate is installed in browser

Export it under a  

directory

eg /temp/mycert.cer
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You may display the certificate information…
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And look at the details of each field – Subject 

Fields supplied by user 
or hardcoded by 
administrator in 
pkiserv.tmpl
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And look at the details of each field – CRL DP location

This is set up in 
pkiserv.conf
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And look at the details of each field – OCSP location

This is hardcoded by 
administrator in 
pkiserv.tmpl
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Let’s revoke/suspend some certificates.

Note: Both user and administrator can revoke/suspend a certificate.
The user can only revoke/suspend his own, but the administrator can
revoke/suspend any.

The following slide show the Administrator path. 
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Click on ‘Revoke’ of 
‘Suspend’
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Check the status using Certificate Revocation List (CRL)
and Online Certificate Status Protocol (OCSP)

� From OCSP, you will find the live certificate status 
� But you may not find the revoked certificate on the CRL list, 

depending on the time the CRL is refreshed
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Check the status using OCSP
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Send a request to the responder:

� openssl ocsp

-issuer \temp\cacert.cer

-cert \temp\mycert.cer

-url http://mvs1.centers.ihost.com:8041/PKIServ/public-
cgi/caocsp 

-resp_text -respout \temp\resp.der

-CAfile \temp\cacert.cer

Get the status from OCSP using openSSL…
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Get the status from OCSP using openSSL…
OCSP Response Data:

OCSP Response Status: successful (0x0)

Response Type: Basic OCSP Response

Version: 1 (0x0)

Responder Id: C = US, O = TEST, OU = Demo Customer Design Centre Certificate Authority

Produced At: May  2 19:39:46 2006 GMT

Responses:

Certificate ID:

Hash Algorithm: sha1

Issuer Name Hash: 776685A214FFAE51B30DBBDEB3E7FE26259192E6

Issuer Key Hash: 5D33E3DEEB85CC83F61F9762A1B0AFB52C0311AC

Serial Number: 02

Cert Status: good

This Update: May  2 19:39:45 2006 GMT

OCSP Response Data:

OCSP Response Status: successful (0x0)

Response Type: Basic OCSP Response

Version: 1 (0x0)

Responder Id: C = US, O = TEST, OU = Demo Customer Design Centre Certificate Authority

Produced At: May  2 21:56:17 2006 GMT

Responses:

Certificate ID:

Hash Algorithm: sha1

Issuer Name Hash: 776685A214FFAE51B30DBBDEB3E7FE26259192E6

Issuer Key Hash: F4464613908ED37CCF4247A2B2A86368D1E87564

Serial Number: 04

Cert Status: revoked

Revocation Time: May  2 21:56:11 2006 GMT

Revocation Reason: certificateHold (0x6)

This Update: May  2 21:56:17 2006 GMT    

Cert 02 is not revoked or suspended

Cert 04 is suspended (from reason 0x6)
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Check the status using CRL
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Go to http://mvs1.centers.ihost:8041/PKIServ/crls/CRL1.crl

Cert with serial no. 3 and 4 are revoked or suspended
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Questions???

Let’s see how the other products use certificates from PKI Services 
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Disclaimer

� The information contained in this document is distributed on as "as is" 
basis, without any warranty either express or implied. The customer is 
responsible for use of this information and/or implementation of any 
techniques mentioned. IBM has reviewed the information for accuracy, but 
there is no guarantee that a customer using the information or techniques 
will obtain the same or similar results in its own operational environment.

� In this document, any references made to an IBM licensed program are 
not intended to state or imply that only IBM's licensed program may be 
used. Functionally equivalent programs that do not infringe IBM's 
intellectual property rights may be used instead. Any performance data 
contained in this document was determined in a controlled environment 
and therefore, the results which may be obtained in other operating 
environments may vary significantly. Users of this document should verify 
the applicable data for their specific environment.

� It is possible that this material may contain references to, or information 
about, IBM products (machines and programs), programming, or services 
that are not announced in your country. Such references or information 
must not be construed to mean that IBM intends to announce such IBM 
Products, programming or services in your country.

� IBM retains the title to the copyright in this paper as well as title to the 
copyright in all underlying works. IBM retains the right to make derivative 
works and to republish and distribute this paper to whomever it chooses.


