PKI on z/OS: A View of PKI in Action
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Agenda

Showing PKI Services in action

= Customization of PKI Services from

» Configuration file — pkiserv.conf

» Template file — pkiserv.tmpl
=  Submit and approve a certificate request
= Revoke/Suspend certificate

= Check the certificate status using
» Certificate Revocation List (CRL)
» Online Certificate Status Protocol (OCSP)

= How the other applications utilize the certificates from
PKI Services - Part 2




« PKI Services is an application to generate and manage certificates

- Configuration is done through 2 files — pkiserv.conf, pkiserv.tmpl




pkiserv.conf
# Data set name of the VSAM request (object store) base CLUSTER

ObjectDSN="pkisrvd.vsam.ost'

# Data set name of the VSAM issued certificate list (ICL) base CLUSTER
ICLDSN="pkisrvd.vsam.icl’

# How often to turn approved requests into certificates
Createlnterval=1m

# How often to create the CRL

TimeBetweenCRLs=10m

# CRL distribution point name

CRLDistName=CRL

# CRL distribution point extension containing the location
CRLDistURI1=http://mvs1.centers.ihost.com:8041/PKIServ/crls/
# Is OCSP responder enabled?

OCSPType=basic




pkiserv.tmpl
<TEMPLATE NAME=1-Year PKI SSL Browser Certificate>

<CONTENT>

%%Requestor (optional)%%
%%Email (optional)%%

%% CommonName%%
%%NotifyEmail (optional)%%
%%PassPhrase%%

</CONTENT>




pkiserv.tmpl

<CONSTANT>

%%NotBefore=0%%

%%NotAfter=365%%

%%KeyUsage=handshake%%

%%EXxtKeyUsage=clientauth%%

%%0rgUnit=Fake Internet Certificate Unit%%

%%0rg=The Fake Organization%%
%%AuthlinfoAcc=0CSP,URL=http://mvs1.centers.ihost:8041/PKIServ/publiccgi/caocsp%%o

</CONSTANT>




Requesting a browser certificate from PKI Services
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PKI Services Certificate Generation Application

Install our C A certficate nto vour browser

Choose one of the following:

+ Request a new certificate using a model

I[“F This is the start page

Select the certficate template to use as a model | 1-¥ear PKI 550 Browser Certificate

Reguest Certificate

+ Pick up a previously requested certificate

Enter the assigned transaction ID

Select the certificate return type | PKI Browser Certificate 7]

Fick up Certificate |

+ Renew or revoke a previously issued browser certificate

Fenew or Revoke Cerificate |

o Administrators click here

Go to Administration Page |

ematl: webtmaster(fyour-c otmnp any. com




Install our CA certficate into vour browser

L

Choose one of the following: Pick a template

e

+ Request a new certificate nsing a model

Zelect the certificate template to use as a model |1-Year PKI 550 Browser Certificate

Reguest Certificate

2-Year Pkl Browser Certificate For Authenticating To /05
A-Year Pkl 550 Server Certificate
« Pick up a previously requested certifiy5-ear PK| IPSEC Server (Firewall) Certificate
&-Year PRI Intermediate CA Certificate
- : 1-Y¥ear SAF Browser Certificate
Enter the aseigned fransaction 1D 1-Year 3AF Semver Certificate
I 2-Year Pkl Authenticode - Code Signing Certificate

Select the certificate return type | PKI Browser Certificate 7]

Pick up Certificate | Choose SSL

Browser cert
« Renew or revoke a previously issued browser certificate

Fenew of Revoke Certificate

e Administrators click here

Go to Administration Page

emall webtnaster(fyour-c ot any. ¢ ot
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1-Year SSL Browser Certificate

» Request a New Certificate

Choose one of the following: I[“ Fill in the info

Enter values for the following fieldiz)

Your name for tracking this request (optional)
|Wai

Try to map these input
Email address for distinguished name (optional) fields to the <CONTENT>

| entries on slide 6

Common MName
Wal Cheil

Email address for notification purposes (optional)

Pass phrase for securing this request. You will need to supply this value when retrieving wour certificate

This is to generate
Eeenter vour pass phrase to confirm

e public/private key pair. Pick the
Select the following key information Microsoft Base one for this demo.
Cryptographic Zervice Prowider I Ficrosoft Base Cryptographic Provider w1.0 ;I

Enable strong private key protection? I Mo 'I

| Submit certificate request I Clear I

» Pick Up a Previously Issued Certificate

Fetrieve yvour certificate I 1 1




L
Request submitted successftully H‘,

Here's yvour transaction ID. ¥ou will need it to retnieve yvour certificate. Press 'Continue' to retnieve the certificate.

|UTfﬁsmﬂcpkESHlﬁkk++++++‘

Get back a transaction ID, save
it

Continue

emall: webtmnaster{@your-comp any. com




Retrieve Your 1-Year PKI SS1. Browser Certificate

Please bookmark this page

=ince your certficate may not have been issued yet, we recommend that you create a bookmarl to this location so that when vou retumn to this bookmark, the
browser will display vour transaction ID. This iz the easiest way to check your status.

Enter the assigned transaction ID
[1]TQjsOncpk2SHY++++++++

If you spectfied a pass phrase when subrmithing the certificate request, type it here, exactly as you typed it on the request form

I

Retrigve and Install Certificate |

To check that your certificate installed properly, follow the procedure below:

Netscape V6 - Click Edit->Preferences, then Privacy and Secunty-> Certificates. Click the Manage Certificates button to start the Certificate Wanager. Tour
new certificate should appear in the Your Certificates kst Select it then click View to see more mformation.

Netscape V4 - Click the Secunty button, then Certificates-> Teours, Tour certificate should appear in the st. Zelect it then click Verdfy.

Internet Explorer V5 - Click Tools-=Internet Options, then Content, Certificates. Your certificate should appear i the Personal kst Chicle &dvanced to see
addittonal information.

Haorme page |

emaill webmaster @your- comp any. com

Enter the same pass
phrase you entered
before




ks

IKTIOOZI ZAF Service IERSPXE0O0 REeturned ZIAF RC = & RBACF EC = 5§ RACF EZN = Lh
Fequest is =till pending approval or yvet to be issued

Request was not successful

Please correct the problem or report the error to vour Web admin person

emal: webmaster () your-company. com

Certificate not ready
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PKI Services Certificate Generation Application

Install our C A certficate nto vour browser ! w
“\ﬁ g

Choose one of the following: 5

+ Request a new certificate using a model

Select the certificate template to use as a model | 1-Year PKI SSL Brawser Certificate |

Reguest Certificate

+ Pick up a previously requested certificate

Enter the assigned transaction ID

Select the certificate return type | PKI Browser Certificate 7]

Fick up Certificate |

+ Renew or revoke a previously issued browser certificate

Fenew or Revoke Cerificate |

o Administrators click here

Go to Administration Page | Administrator starts working

ematl: webtmaster(fyour-c otmnp any. com




PKI Services Administration

Choose one of the following:
« Work with a single certificate request

Enter the Tranzsaction I
| Process Request

« Work with a single issued certificate

Enter the Zernal Fumber:
| Process Cerificate

« Specify search criteria for certificates and certificate requests Choose a task

Certificate Hequests Issued Certificates
 Show all requests 7 Show all issued certificates
# Show requests pending approwal show revolced cerbficates

Show approved requests
Show completed requests

Show rejected requests

0000
D0 000

chow rejections in which the client has been notified

Additional search criteria (Optional)

Eequestor's natme |

Show recent activity only I (Mot Selected) j

Find Certificates or Cerificate
Fequests

Show suspended cerbficates

Show expired cerbificates

Show active certificates (not expired, not revoleed, not suspended)
show dizabled certficates (suspended or revolied, not expired)

Hame Page 16




]
AC o

AR

Request summary info

Certificate Requests

The following certificate requests matched the search criteria specified:

al Eequestor Certificate Request Information Status Dates
Trans ID: 17 +1bvdes2 Te+++++++++ Created: 20060501
Wiai Template:1-Year PEI 5L Browser Certificate Fending &pproval
Subject: CMN=%ai Choi,0U=Fake Internet Certificate Unit,0=The Fake Crganization Modified:-:2006/05/01

Choose one of the following:
+ Click on a transaction ID to see more information or to modify, approve, reject, or delete requests individually
+ Select and take action against multiple requests at once

Action Comment (Optional)

- Approve without modification all requests selected above that are "Pending Approwval"

- Eeject all requests selected abowe that are "Pending Approwval”

- Delete all requests selected above

17



Single Request

Requestor: Wi Created:

Status: Fending Approval Modified:
Transaction Id: 147+ kdvdes2 To -+ +H+++++ Passphrase: secret
Template: 1-Year PEI 851 Erowser Certificate NotifyEmail:
Previous Action Comment:

Subject: CHN="ai Choi,O0U=Fake Internet Certificate Unit,0=The Fake Orzanizatic
Issuer: OU=Demo Customer Design Centre Certificate &uthority, O=TEST,C=U3
Validity: 20060501 Q0000 - 200704420 23:59:59

Usarge: handshake(digitalSignature, kevEncipherment)

Extended Usage: clientauth

Action to take:

Action Comment (Optional)

[ Approve Bequest A5 Ttis ]

[ Approve Fequest with Modifications ]

| RepctRemest |

[ Dielets Fequest ]

Administaton Heome Page ]

email: webmaster ®voul-company.com

Herne Fage

200605401

Jﬁﬂu
1

0060501 The Subject’s name value

come from the user input
and hardcoded wvalue in
pkiserv.tmpl

Request detail info

Choose the action

18



Modify and Approve Request

Eequestor Eequest Information Dates

Trans ID:1i47+1MydcsZ Te+++++++++ Created: 2006/05/01

Wai .
Template:] -%ear PEI S50 EBrowser Certificate Modified =2006/05/401

You may modify the following fields by providing new values. To removwe a field simply blank it out.

Common Name {opticnal)

Wal Ched . .
Page primed with

Crzanizaticnal Unit {opticnal) .

Fake Intemet Certificate Unit requested info.

Crzanizaticnal Unit {opticnal) Adm:l‘nl St r atOr can
change them if

necessary.

Crzanization {optional)
The Fake Organization

Indicate the kev usage for the certificate (optional)
Frotocol handshaking, ez, S5L (digital S ignatore, kewEnciphermaent) |~
Certificate and CEL signing (kesertSilzn, cRLS1an)

Diovmrnent signing monFepadiation)

Diata encrvphion (datEnciphemoent) -

Indicate the extended kew usage the certificate
Server side anthentication (serverdnath) e

Client zide anthentication (clientdoanth)

Clode slgning (codeSigning)

Ernail protecticon (ernailProtecticon) p

Drate certificate becomes valid  Date certificate expires (at end of daw)
MOOE sl | 5 e |1 e 2007 | me | (4 [ | | 30 | e

HostldkMappings Extension value(z) in subject4d @ host-name form (optional)

Licton Cormmrnent (Ophional) |

Approve with specified modifications I

Reset Modified Fields |

Administration Home FPage I

19



g U
Processing successful G

Eequest wath transaction [0 T{TOs0hieplk 2 5 HY-H+H+H+H 13 successtully approved.

You may continue to approve/reject/delete more requesiis) by clicking the button below=

Frocess More Hequestis) |

Administration Home Fage |

Home Page |

ermal: webtmnaster{@your-comp any. com

20



PKI Services Administration

Choose one of the following:

s Work with a single certificate request

Enter the Transzaction I
| Process Reguest

+ Work with a single issued certificate

Enter the Sernal Fuamber:
| Process Cerificate

Want to display all the
requests

s Specify search criteria for certificates and certificate requests

Certificate Requests Issued Certificates

0

Show all requests .
Show requests pending approval

Show approved requests

—how rejected requests

D0 000

~
~
“how completed requests .
~
o~

“how rejections m which the client has been notified

Additional search criteria (Optional)

Eequestor's name |

Show recent activity onty | (Mot Selected) =

Find Certificates or Cerificate
Fequests

email: webmaster@your-company. com

show all issued certificates

Show revoleed certificates

whowr suspended certificates

chow expired certificates

chow active cerbficates (not expired, not reveled, not suspended)

whow disabled cerifficates (suspended or revoled, not expired)

Haome Page
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AR

. 1> Iy
Certificate Requests ﬁgw

The following certificate requests matched the search criteria specified:

All

Requestor Certificate REequest Information Status Dates
TranslID:- i i Mydos2 To+H++H++H+++ . approved |Created: 2006/05/01
VWai Tem_p ate: -Yearl FEI SSL Erowszer Cert 1catel . . Serial #-
Subject: CN=Wai Choi,0U=Fake Internet Certificate Unit,0=The Fake 2 Modified-2006/05/01

Organization

Choose one of the following:

» Click on a transaction ID to see more information or to modify, approve, reject, or delete requests
individually

« Select and take action against multiple requests at once RequeSt 1S appr oved and
certificate is created
- Delete all requests zelected above

[ Eiespecify Vour Search Criteria ]

22



PKI Services Administration

Choose one of the following:

+« Work with a single certificate request

Enter the Tranzaction I
| Pracess Request

« Work with a single issued certificate Want to dlsplay all the

Enter the Zenal Mumber: Cert:l.f:l.cates

| Process Cerificate

s Specify search criteria for certificates and certificate requesis

Certificate Hequests Issued Certificates

' Zhow all requests & Zhow all issued certificates

' Zhow requests pending approval 7 Zhow revoled certificates

' Zhow approved requests 7 Zhow suspended certificates

' Zhow completed requests 0 Zhow expired certificates

 Show rejected recuests © Show active certificates (not expired, not revoked, not suspended)
' Show rejections in which the client has been notified © Show dizabled certificates (suspended or revoked, not expired)

Additional search criteria (Cptional)

Eequestor's name |

Show recent activity only I (Mot Selected) j

Find Certificates or Cerificate
Feguests

Haome Page
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I Iy
Issued Certificates M

FAFS

The following issued certificates matched the search criteria specified:

All REequestor Certificate Information Status Dates
Serial #: 2 Created: 2006/05/01
Wai Template:1-YVear PEI 551 Browser Certificate Bctive
Subject: CHN=%ai Choi,O0T=Fake Internet Certificate Unit,3=The Fake Organization Modified-2006/05/01

Choose one of the following:

« Click on a serial number to see more information or to perform action on a single certificate

+« Select and take action against multiple certificates at once

Action Comment (Optional) Certificate summar Y info

Revele | | No Reason ¥ | - Revoke all zelected active certificates

FEnd - Suspend all selected active certificates

- Delete all selected certificates

Respecify Your Search Criteria

Haome FPage

ematl: webmasteri@vour-company. com
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1

Single Issued Certificate . R
Certificate detail info

Requestor: Wai Created: 2006/05/01
Status: Active Modified: 2006/05/01
Template: 1-Year PKI SSL Browser Certificate

Serial #: 2

Previons Action Comment: Issued certificate

Subject: CN=Wai Choi, OU=Fake Internet Certificate Unit, O=The Fake Organization
Issuer: OU=Demo Customer Design Centre Certificate Authonty O=TEST C=US
Validity: 2006/05/01 00:00:00 - 2007/04/30 23:59:59

Usage: handshake(digital Signature, kevEncipherment)

Extended Usage: clientauth

Action to take:

Action Comment (Optional)

[ Revoke Cemficate ] Mo Reason b

May choose what to do with
the certificate

| Suspend Cerificate |

[ Delete Certficate ]

[ Administraon Home Faga ]

I Home Fage ]

25
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PKI Services Certificate Generation Application

Install our CA certificate mnto vour browser

Choose one of the following: I [ F
+ Request a new certificate using a model o

Select the certificate template to use as a model | 1-Year PKI SSL Browser Certificate

Feguest Certificate

+ Pick up a previously requested certificate

Enter the assigned transaction ID
[1TQjsOhiepk2SHY+++++++4 Enter the saved

Select the certificate return type | PKI Browser Certificate x| transaction ID

Fick up Certificate

+ Renew or revoke a previously issued browser certificate

Fenew or Revoke Certificate |

o Administrators click here

So to Administration Page |

emall: webmaster{@your-c ompany. com




Retrieve Your 1-Year PKI SSL. Browser Certificate

Please bookmark this page

since your certificate may not have been issued yet, we recommend that you create a bookmark to this location so that when you return to this bookmarl, the
browser will display your transaction ID. This 15 the eastest way to check your status,

Enter the assigned transacton ID
[1iTQjOREpk2SHY ++++++++

Ifyou specified a pass phrase when submitting the certificate request, type it here, exactly as vou typed it on the request form

I

Rettieve and Install Certificate |

To check that your certificate installed properly, follow the procedure below:

Netscape V6 - Click Edit->Preferences, then Privacy and Securtty-= Certificates. Chck the Manage Certificates button to start the Certificate Manager. Your
new certificate should appear i the Your Certficates hst. Select f then chck View to see more information,

Netscape V4 - Click the Secunty button, then Certficates-> Yours. Your certficate should appear m the hst. Select of then click Venfy.

Internet Explorer V5 - Click Tools->Internet Options, then Content, Certificates. Your certificate should appear in the Personal hst. Click Advanced to zee
additional wmformation.

Haome page |

emal webmaster@your-company. com
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Internet Explorer certificate install

Chek "Tnstall Certificate” to store your new certificate mto your browser

Install Certificate |

Hame page |

ks
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Let’s take a look at the installed certificate

29



From IE browser,

click on Tools—->Internet Options

2ix
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Certificate is installed in browser

Export 1t under a
directory

eg /temp/mycert.cer

L_

Gadcerto Master CA 4/18/2007  <Mone>
E certo Master CA 4/17/2007  <Mone>
Edwai wai 10/20/2006  wai

G wai choi Master CA 1/26/2007  <Mone>

31



You may display the certificate information..

.L ! | e [t crtiatonpa

Windows does not have enough information to verify
this certificate.

Issued to: ‘Wai Choi
Issved by: Demo Customer Design Centre Certificate
Authority

Valid from 5/1/2006 to 4/30/2007
ﬁ You have a private key that corresponds to this certificate.




And look at the details of each field - Subject

-

Show: |{H;~ |

Field Value

=] version V3
Serial number 0l
Signature algorithm sha IRSA
Issuer Demo Customer Design Centre... Fields supplied by user
Valid fram Monday, May 01, 2006 12:00:... or hardcoded by
valid to . 30, 2007 L1:58.., o .

E T A e s administrator 1n

s RSA (512 Bits) [!I pkiserv.tmpl

\\

E:'ﬁﬂ*&mmm 7/

= The Fake Organization =




And look at the details of each field - CRL DP location

| Generai | Detais | Cerbfication Path

Show: | <lll> Eﬂ
Field value |~
= subject \Wai Chai, Fake Internet Certifi...
- Public key RSA (512 Bits)

4 Enhanced Kev Usage Chent Authentication {1.3.6.L.... |
e Authority Information Access  [1JAuthority Info Access: Acc... | =
CRL Distribution Paints [1)CRL Distribution Point: Distr...

Subject Key [dentifier BosddfbbSB® DD ... | |
Autharity Eey ldentifier KeylD=5d 33e3deeb 85 cc 8... _
8 Certificate Palicies |we|
Ql=0Dema Customer Design Centre Certificate Authority m
=TEST Wl
C=US
[Z}CRL Distribution Point
Distribution Paint Mame:
Full HName: ,
LIRL =http: //mve 1.centers.ihost. com:804 1 PEISery jorls fCRL L ol i-—--l
®

|Eﬁggtmu|Lﬁﬂﬂﬁ@:J

=

\ \

This 1s set up 1in
pkiserv.conf

7/
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-

And look at the details of each field - OCSP location

M

| General | Detais | Cerbfication Path
EWM:|1H; »
Field Value -~
B subject Wi Chasi, Pk [rdmrret Cartifi..
= Public key RSA (512 Bits)

Clent Authentication [1.3.6. L....

'i'.::_ [ﬂmﬁmpnint:nn,., t
4] Subject Key [dentifier a0 44be 1B 42 864751 45dc...
&) Autharity Key Identifier KeylD=5d 33e3deeb 85 ccd...

'] Certificate Palicies Ll
[1JAuthority nfo Access

Access Method =0On-ine Certificate Status Prohocal
(1.346.1.5.5.7.44.1)
Alternative Name:
URL =http: /fmvs 1. centers.ihost: 804 1P Sery jpublic-cgi/caocsp /

A\

x|

This is hardcoded by
administrator in
pkiserv.tmpl

o
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Let’s revoke/suspend some certificates.

Note: Both user and administrator can revoke/suspend a certificate.
The user can only revoke/suspend his own, but the administrator can
revoke/suspend any.

The following slide show the Administrator path.

36



> Iy
Issued Certificates M

FAFS

The following issued certificates matched the search criteria specified:

All REequestor Certificate Information Status Dates
Serial #: 2 Created: 2006/05/01
Wai Template:1-YVear PEI 551 Browser Certificate Bctive
Subject: CHN=%ai Choi,O0T=Fake Internet Certificate Unit,3=The Fake Organization Modified-2006/05/01

Choose one of the following:

« Click on a serial number to see more information or to perform action on a single certificate

+« Select and take action against multiple certificates at once

Acton Comment (Optional) Click on ‘Revoke’ of
‘Suspend’

Revele | | No Reason ¥ | - Revoke all zelected active certificates

FEnd - Suspend all selected active certificates

- Delete all selected certificates

Respecify Your Search Criteria

Haome FPage

ematl: webmasteri@vour-company. com




Check the status using Certificate Revocation List (CRL)
and Online Certificate Status Protocol (OCSP)

® From OCSP, you will find the live certificate status

® But you may not find the revoked certificate on the CRL list,
depending on the time the CRL is refreshed

38



Check the status using OCSP
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Get the status from OCSP using openSSL..

Send a request to the responder: [
» openssl ocsp ﬁ

—issuer \temp\cacert.cer
—cert \temp\mycert.cer

—url http://mvsl.centers.ihost.com:8041/PKIServ/public-
cgi/caocsp

—-resp_text —-respout \temp\resp.der

—CAfile \temp\cacert.cer




Get the status from OCSP using openSSL..

OCSP Response Data:

OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = TEST, OU = Demo Customer Design Centre Certificate Authority
Produced At: May 2 19:39:46 2006 GMT
Responses:
Certificate ID:

Hash Algorithm: shal

Issuer Name Hash: 776685A214FFAES51B30DBBDER3ETFE26259192E6

Issuer Key Hash: 5D33E3DEEB85CC83F61F9762A1BOAFB52C0311AC

seriar Number: 02 Cert 02 1s not revoked or suspended
Cert Status: good

This Update: May 2 19:39:45 2006 GMT

OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = TEST, OU = Demo Customer Design Centre Certificate Authority
Produced At: May 2 21:56:17 2006 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 776685A214FFAE51B30DBBDER3ETFE26259192E6
Issuer Key Hash: F4464613908ED37CCF4247A2B2A86368D1E87564
Ceiir;iti?bi;oiid Cert 04 1is suspended (from reason 0x06)
Revocation Time: May 2 21:56:11 2006 GMT
Revocation Reason: certificateHold (0x6)
This Update: May 2 21:56:17 2006 GMT




Check the status using CRL
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30 to http://mvsl.centers.ihost:8041/PKIServ/crls/CRLl.crl

Cert with serial no. 3 and 4 are revoked or suspende

3 S

B 'dl—_—.: e e

Certificate Revocation List Information

ﬁ * Revocabon date
Value 0 Tuesday, May 02, 2006...

V2
Tuesday, May 02, 2006 1:49:22 PM
Thursday, May 04, 2006 1:43:22 PM

sha1RS5A Revocabon eniry
33 Field value
. Distribution Paint Name Full Mame:... Revacation date Tuesday, May 02, 2006 10:4(: 16 AM

CRL Reason Code Certificate Hold (6)

Yalue:
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Questions???

Let’s see how the other products use certificates from PKI Services
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The information contained in this document is distributed on as "as is"
basis, without any warranty either express or implied. The customer is
responsible for use of this information and/or implementation of any
techniques mentioned. IBM has reviewed the information for accuracy, but
there is no guarantee that a customer using the information or techniques
will obtain the same or similar results in its own operational environment.

In this document, any references made to an IBM licensed program are
not intended to state or imply that only IBM's licensed program may be
used. Functionally equivalent programs that do not infringe IBM's
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