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Increasingly interconnected world opens the  
door to emerging threats and leaks… 
 

Organizations continue to move to new platforms 
including cloud, virtualization, mobile, social business  
and more 

EVERYTHING  

IS EVERYWHERE 

With the advent of Enterprise 2.0 and social business, 
the line between personal and professional hours, 
devices and data has disappeared 

Consumerization  

of IT 

The age of Big Data – the explosion of digital 
information – has arrived and is facilitated by the 
pervasiveness of applications accessed from 
everywhere 

Data  

Explosion 

The speed and dexterity of attacks has increased 
coupled with new actors with new motivations from 
cyber crime to terrorism to state-sponsored intrusions 

Attack  

Sophistication 
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You know? you can do 

this online now. 
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Security Challenges Specific to System z security administration 

 Compliance:  

– Compliance verification is a manual task with alerts coming 
after a problem has occurred, if at all  

 

 Complexity: 

– The mainframe is an integral component of many large 
business services, making the identification and analysis of 
threats very complex and creating a higher risk to business 
services 

– Systems are vulnerable to the unmanaged activities of 
privileged users.   

 

 Cost:  

– Mainframe security administration is usually a manual 
operation, or relies upon old, poorly documented scripts.   

– Administration is done by highly skilled mainframe 
resources that are usually in short supply.   

 

 Visibility: 

– Mainframe processes, procedures, & reports are often 
siloed from the rest of the organization 

Increasing  

Complexity 

Ensuring 

Compliance  

Rising Costs 

Visibility 
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Intelligence   Integration    Expertise IBM’s security framework… 

Data 
Understand, deploy, and properly test controls for 

access to and usage of  sensitive data 

People 
Mitigate the risks associated with user provisioning and 

access to corporate resources 

Applications 
Keep applications secure, protected from malicious  

or fraudulent use, and hardened against failure  

Infrastructure 
Help protect and maintain compliance of networks, 

servers, storage, endpoints and mobile devices 

Security Intelligence and Analytics 
Optimize security management with additional  

context, automation and integration across domains 
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 A strong heritage of being an extremely securable platform 

for virtual environments and workloads 

 Security is built into every level of the System z structure 

 Processor 

 Hypervisor  

 Operating system  

 Communications  

 Storage  

 Applications 

 Security features designed specifically to help users 
comply with security related regulatory requirements, 
including identity and access management; hardware 
and software encryption, communication security 
capabilities; and extensive logging and reporting of 
security events 

 Extensive security certifications (e.g., Common Criteria 
and FIPS 140) including EAL5+ 

Source: Verizon 2011 Data Breach Investigations Report 

Distribution of Data Breaches by Operating Systems 

IBM System z & Security  
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Policy enforcement solution 

that enforces compliance to 

company and regulatory 

policies by preventing 

erroneous commands 

Real-time mainframe threat 

monitoring helps to monitor 

intruders and identify 

misconfigurations that could 

hamper compliance efforts. I 

Provides alerts to SIEM 

products. 

Compliance and audit solution 

that helps to automatically 

analyze and report on security 

events and detect security 

exposures. Provides audit 

information to QRadar SIEM 
Enables more efficient and 

effective RACF 

administration, using 

significantly fewer resources 

Reduces the need for scarce, 

RACF-trained expertise 

through a Microsoft 

Windows–based GUI for 

RACF administration 

Permits you to perform 

mainframe administrative 

tasks from a CICS 

environment, freeing up 

native-RACF resources  

Note: ACF2 and Top Secret are either registered trademarks or trademarks of CA, Inc. or one of its subsidiaries. 

Combined audit and 

administration for RACF in 

the VM environment and 

auditing Linux on System z 

IBM Security zSecure Suite Overview 
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IBM Security zSecure suite – Administration 
IBM Security 

zSecure Suite 

IBM Security zSecure Administration 
 zSecure Admin: 

• Improves security at lower labor cost 

• Also saves cost by: 

o Avoiding configuration errors 

o Improving directory merges 

o Efficient group management 

 zSecure Visual: 
• Permits changes in minutes vs. overnight 

• Provides access for only current employees & 

contractors (better business control) 

• Enables segregation of duties (minimizing 

business risk) 

• Aids in reducing labor cost and errors 
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IBM Security zSecure suite – Compliance and Auditing 
IBM Security 

zSecure Suite 

IBM Security zSecure Compliance and 

Auditing 
 zSecure Audit*: 

• Reports can match business model/requirements 

• Prioritizes tasks (optimize labor utilization) 

• Helps find “segregation of duties” exposures 

(reduces risk) 

 zSecure Alert**: 
• Allows capture of unauthorized “back door”       

changes to RACF / security policies 

• Addresses real time audit control points,  

especially network audit control points 

 zSecure Command Verifier 
• Audits RACF admins’ changes 

• Offers security monitoring without additional 

CPU/cost 

• Audit in seconds vs. days  

Note: ACF2 and Top Secret are either registered trademarks or trademarks of CA, Inc. or one of its subsidiaries. 
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Note: ACF2 and Top Secret are either registered trademarks or trademarks of CA, Inc. or one of its subsidiaries. 

IBM Security zSecure suite Overview 

Permits you to perform 

mainframe administrative 

tasks from a CICS 

environment, freeing up 

native-RACF resources  

Combined audit and 

administration for RACF in 

the VM environment 

IBM Security 
zSecure Suite 
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* zSecure Access Monitor and RACF 

Offline are components 

of zSecure Admin 
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What’s new in zSecure 2.1- Themes 

• Enhanced automated auditing & monitoring support for 

regulatory compliance 

- provide the capability to improve results through a comprehensive, 

automated audit referencing a built-in knowledge base 

- reduce the manual processes for gathering data to support 

activities for compliance 

• New Digital Certificates management for improved security 

and reduced complexity 

- ease of creating, administering, customizing and auditing digital 

certificates  

- enable user ID tracking in Access Monitor for improved visibility 

and certificate usage 

• Integrated mainframe security intelligence with QRadar 

SIEM   

- enrich real-time collection, normalization & analysis  of RACF 

events to reduce manual security operations 

• Ease of multiple RACF system security administration 

• z/OS V2R1 currency 

Key solution highlights 
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zSecure What’s new in 2.1 

• DB2 resource collection/reporting 

• Certificate management support 

• Access Monitor improvements 

• Compliance Testing Framework 

• FTP daemon security settings 

• TN3270 security settings 

• ISPF UI enhancements 

• CARLa enhancements 

• Other Enhancements 

• zSecure Visual enhancements 

• zSecure Server enhancements 
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Expanded integration points with DB2 for enhanced compliance 

 Features 

 Collect data from additional DB2 object types, primarily related to access levels 

 Collect data from DB2 Internal Access Control Lists to track effective access 

 Collect data on potential conflicts between DB2 Internal Access Control Lists and RACF 

 Benefits 

 More effective audit of database access improves integrity of DB2 databases 

 Reduces requirements for manual audits of DB2 access therefore reduction in personnel 

resource requirements 
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Enhanced support for administration of RACF digital certificates  

 RACF Digital Certificates 

 Digital Certificates are used for enhance authentication, verification, and encryption 

 RACF supports digital certificates for use with z/OS 

 Features 

 New facility to create, administer, customize and audit RACF digital certificates 

 New Facility to create certificate templates to pre-fill parameters according to business 

purposes 

 User-id tracking and monitoring of digital certificate usage 

 Benefits 

 Greatly eases administration for customers already using digital certificates 

 Encourages adoption of digital certificates for customers who are not yet exploiting them 
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Extended Access Monitor access usage 

 Features 

 Various performance improvements  

 Richer data collection 

 Enhanced RACINIT support 

 Support for digital certificates 

 Ability to identify and remove unused logon ids 

 Benefits 

 Improves integrity of RACF databases thus improving integrity of z/OS 

 Improved performance means greater adoption of 

Access Monitor which improves z/OS integrity 

 
Condylura 

Cristata 
(Star Nosed 

Mole) 

22,000 sensory 

Organs on 22  

appendages 
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IBM X-Force® Threat 

Information Center  
Real-time Security Overview 

w/ IP Reputation Correlation 

Identity and  

User Context 

Real-time Network Visualization 

and Application Statistics 

Inbound 

Security Events 

QRadar provides security visibility and Security Intelligence 
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Event 

Correlation 

Activity Baselining & 

Anomaly Detection 

User Activity 

Threat Intelligence 

Configuration Info 

Offense 

Identification 

Security Devices 

Network/Virtual Activity 

Application Activity 

Vulnerability Information 

 zSecure 
z/OS 
RACF 
ACF2, Top Secret 
CICS 

Servers & Mainframes 

Database Activity 

Network/Virtual Activity 

Extensive Data Sources 
Deep  

Intelligence 
Exceptionally Accurate and  

Actionable Insight + = 

 Centralized view of mainframe and distributed network security incidents, activities and trends 

 Better real-time threat identification and prioritization correlating vulnerabilities with zSecure 

 SMF data set feeds with zSecure Audit and Alert 

 Produces increase accuracy of risk levels and offense scores, and simplified compliance reporting  

zSecure and QRadar SIEM improve your Security Intelligence 
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Enhanced security intelligence with integration with QRadar 

 Features 

 Further maturation of the interfaces between Audit & Alert and QRadar SIEM 

 Additional SMF fields made available in LEEF (Log Event Extended Format) files 

 LEEF files are the primary conduit for feeding events to QRadar SIEM 

 New DB2 authorization field added to SMF and therefore  available to LEEF files  

 Benefits 

 Richer set of z/OS data fed to QRadar means more intelligent analysis of security threats 

and therefore a more secure IT environment that includes z/OS 

 CARLa enhanced for reporting – additional SMF fields made available 
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QRadar SIEM integration – RACF Sample 
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QRadar SIEM integration – Alert zoom in 
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zSecure and QRadar SIEM – Architecture 

QRadar SIEM retrieves the LEEF files written by zSecure Audit into a z/OS UNIX directory 
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Enhanced compliance reporting 

 Features 

 Extend automation and coverage for PCI-DSS, STIG*, GSD331** and 

other regulatory requirements 

 New reports specific to PCI-DSS, STIG 

 More flexible reporting 

 Ability to combine report types 

 Allow for exceptions 

 Target percentage reporting 

 Improved UI 

 Enhanced zoom in UI reporting 

 More… 

 Benefits 

 Helps customers comply with latest iterations of regulations 

 Helps customers identify, document, and remediate security breaches 

* STIG: Security Technical Implementation 

Guide; Guidelines from US Defense 

Information Systems Agency (DISA) 

** GSD331: IBM's primary information 

security controls documentation for 

Strategic Outsourcing customers 
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Testing and reporting compliance 

 Menu option AU.R 

 Can select more than one standard, including site standard 
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Other zSecure 2.1 Enhancements 

New for  zSecure UI 

 SMF reporting using IP address selection 

 SMF reporting about SuperUser activity  

 Support for Recreate of Universal Groups  

 Extra selection when you really need to select on the complete absolute pathname 

 Command Tailoring 

 

zSecure Visual 2.1 

 Now  provides support for site-specific REXX scripts 

 

CARLa Enhancements 

 Sort on look-up results instead of source 

 Read DEFTYPE input from a file member 

 Enhanced reporting on digital certificates 

 New newlist showing information from ICSF TKDS tokens – 20 new fields and description  

 New reporting capabilities for FTP and TELNET and support for new SMF subtypes and fields 

 

Other Enhancements 

 Enhanced compliance reporting of FTP and TN 3270 

 Restrict access to RACF database via zSecure server 

 Ease of multiple RACF system security administration 
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    IBM Security zSecure SSE 

Key solution highlights 

• Integrated mainframe security intelligence with 
Guardium Vulnerability Assessment 

  – provide zSecure RACF DB2 authorization information to 
Guardium VA for analysis. 

  – coordinated GA date with Guardium VA 9.1 

 

• Support new DB2 V11 and IMS V13 releases 

 – coordinated GA date with DB2 V11 and IMS V13 

 

• Enhanced automated auditing & monitoring support 
for PCI DSS regulatory compliance 
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Leadership 
 Mainframes protect mission critical data and host up to 90% of mission-critical applications 

 Enforce security best practices and compliance regulations such as PCI, HIPAA, worldwide 

regulations, and other privacy and industry standards 

 Reduce cost and complexity of mainframe security: 

 Up to 70% in security audit savings 

 Up to 35% in reduced help desk calls 

 Up to 52% lower administrative costs 

 

Integration 
 Integration across the IBM Security portfolio including zSecure Guardium,                                                      

Security Identity and Access Management,  RACF, and IBM                                                           

Security Key Lifecycle Manager for security intelligence 

 Integration and audit reporting for z/OS, UNIX, Linux on System z,                                                          

DB2, CICS, IMS, WebSphere® Application Server, OMEGAMON®                                         

XE on z/OS, HSM, Communication Server, TCP/IP,  PDSE and more 

 

Expertise 
 Worldwide security research centers and security operations centers 

Why IBM for Mainframe Security: Breadth, deep expertise, integration 
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