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Agenda (Q.

= Quick Security Level Set
= Key Security Technologies

= What does System z bring to Linux Security
» Isolation and Certification
» Cryptography
» Integration

= Platform Synergy (z/OS, z/VM, & zLinux)
» Network Security
» Administration & Authentication
» Configuration
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Linux for System z is not ... .gl

Linux® for System z is not z/OS®

Linux for System z is not RACF®
z/OS Communication Server

Linux for System z is not ICSF
System SSL
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Linuxis ... i)

Linux for System z has security-rich features.

Linux for System z is open, no security
through obscurity, anyone can see flaws

and fix them.
Linux has a large active
H IBM h ided about 7.6% of the ch: to Li
developer base enabling a since version 2.6, 11 (Oracle 2.4%, HP 1.0% and Sun
thorough code review. 0.5%)
Around 70% of the developers who contribute to H : H
Lim:lx are employed tovdo so an;vgetting pl)ard for LanX has a WOfldWld.e user base WhICh
their work allows testing on a wide range of

hardware and diverse scenarios.

Linux benefits from almost immediate response to security advisories
and rapid implementation of new technologies.
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Distributions Embracing Security ‘Q.

= Hardening

= Secure shell

= Enhanced Audit Capability

= Enhanced Authentication Options

= Virtual Private Network

= Enhanced Firewall Management

= Intrusion Detection Systems

= Cryptographic Libraries and Access to Hardware
= Host and Network Scanning Tools

= Certifications
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Linux on System z Security Building Blocks ‘Q.

Access Control (for Linux) SELinux, AppArmor, sudo, IBM Tivoli® Access Manager,
CA eTrust Access Control for Unix

Access Control (for Web) IBM Tivoli® Access Manager, CA Siteminder

Anti-Virus/Anti-Spam ClamAV, OpenAntiVirus, AmaViS, MIMEDefrag,

TrendMicro’s ServerProtect & ScanMail, Network
Associates, Roaring Penguin’s Canlt

Directory Services Open LDAP, NIS/NIS+, IBM Tivoli Directory Server, CA's
eTrust Directory, PADL’s XAD, Quest's VAS

Digital Certificates Freeware PKI, z/0OS PKI Services

Firewall IPTables/NetFilter, ISS PSL for Linux on System z,
webApp.Secure

Intrusion Detection Snort, AIDE, Snare, PortSentry, TripWire, OSSec, LIDS,
IPLog, ISS PSL for Linux on System z, PredatorWatch,
SafeZoneNet

Vendor Product
Open Source Product
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Linux on System z Security Building Blocks .Q

Secure Network OpenSSH, GnuPG (OpenPGP compliant), USAGI IPv6,
Communications FreeS/WAN, CA's eTrust VPN, SecureAgent Software,
PGP Command Line

Secure Socket Layer (SSL) OpenSSL, PKCS#11, GSKIT

System Hardening Bastille, Tiger, RedHat, Novell

Secure Data dm-crypt, ppdd, CFS, Network Associates' e-Business
Server

Identity Integration PAM, OpenLDAP, IBM Tivoli Directory Server for z/OS,
IBM Tivoli Directory Integrator, CA’s eTrust Directory

Identity Management IBM Tivoli Identity Manager

Proxy Server Proxy Suite from SuSE, IBM Edge Server, IBM Tivoli

Access Manager WebSEAL (secure proxy)

Vendor Product
Open Source Product
9 ‘ © 2010 IBM Corporation
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Ethical Hacking .g.

System z
» Setup end-to-end solutions
» Ethical hacking z/VM||2/0S
» Technical whitepaper available

SSL over
7 Firewall sl Web Firewall
LAN Server] | WebSphere®
DMZ. LN

SSL over DB

Firewall | Hper
Sockets Server

/ N
Mail
Server

Workload
Generator

HW
Crypto

Ethical Hacker

For details see:
«Linux Security: Exploring Open Source Security for a Linux Server Environment (GM13-0636-00)
«zSeries Platform Test Report for z/OS and Linux Virtual Servers
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System z Security Advantage Summary mh

= Image Isolation and Certification
LPAR
zZNM®

= Common Criteria Certification and z/'VM
System Integrity Statement

= Hardware Encryption
= Asymmetric Cryptography provides SSL
performance enhancements
Symmetric Instructions - DES, TDES, AES,
and SHA

Secure key cryptography

= HiperSockets™ Provide Physical
Security

= Qualities of Service — specialty engines
(4.4 GHz... Quad Core Processor Up to 64
IFLs)
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IBM System z Virtualization Leadership

Extreme Levels of CPU Sharing

Logical
CPUs

Physical
CPUs

IBM System z
Linux [| Linux
O 0 «~— Virtual?
Linux || Linux || Linux | Linux Linux 2IVM CPUs
OO0 O 0O0O0Ooo oood 0 <« \Clllgllﬁl
2108 2/08 | ZM I - |
| LPAR1 || LPAR2 | | LPAR3 || LPAR4 |
— OOO00 ooog o000 0000 —|— Lo
| | —

Logical Partition (LPAR) Certification

14

IBM eServer zSeries 990 (z990)
» 10/04 Common Criteria EAL4/EAL5

IBM eServer zSeries 890 (z890)
» 6/05 Common Criteria EAL4/EAL5

IBM System z9 109
» 3/06 Common Criteria EAL5

IBM System z9 EC & BC
» 8/06 Common Criteria EAL5

IBM System z10 EC
» 3/08 Common Criteria EAL5

IBM System z10 BC
» 10/08 Common Criteria EAL 5

IBM System z196
» In Certification Process — EAL 5

© 2010 IBM Corporation
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z/\VM Certification

« Statement of System Integrity

* Common Criteria

z/VM 5.1 certified 2Q 2005
EAL 3+ for LSPP & CAPP

z/VM 5.3 certified 3Q 2008
EAL 4+ for LSPP & CAPP

z/VM 6.x in certification
EAL ? for OSPP
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Logical Partition (LPAR)
Certification

Access Control Devices and Systems(61) EIZ\Tth;Eci Jsmems il .

Boundary Protection Devices and Systemrs(97) Data Pretaction(52)

Detection Dewvces and

Databases(43) Systems(26)

1Cs, Smart Cards and Simart Card relatad Davices and
Systams(293)

Key Management Systems
(28)

Operatirg systams(93)

E‘letsvork and Natwork related Devices and Systams
96,

Other Davicas and Systems(201) F%g?”m for Dyita] Signatures

EAL (19971998 19992000 2001 2002 2002 2004 2005 2006 2007 2008 2009 [Total
EALL [0 o & 1 @ B 5 R W B F B @ 2
EALL+fE P B 3 @ 2 o o o o b 2 2]
B2 i i i [T [z 7 7 [i7 k6 39 [ B 3 [185 |
Ba2+lc o o 1 o 5 & R 13 26 26 17 [103 |
EA3 8 P 2 2 B [ [ 13 4 (18 (8 19 [1B [134 |
A3+l o 0 fo [t o |z iz i3 24 [16 (17 [14 105
EAL4 0 1 1 |5 [ 12 4 [ o 13 (16 8 [ |6
]
[
]

EAL4+I 0 o7 5 7 s B3 47 [74 75 M 354

[eas oo oo T kak T o “@R0holae
EALS+ 0 T 6 3 [ iz |10 [6 (2 [1_[8%

& o
EA6H) o o o o o o o o o fo 1 o -
EAL7 0 o 0 [0 o @ 8 [ |t @ [0 o o If
P . A7+ o @ [0 o o o o B T @ o o |t
The use of a “+” sign to indicate augmentation is an

informal shorthand used by product vendors. Total 1 0 12 [22 [7 |53 7 [63 (148 [170 [230 (210 [111 [1136
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Linux for System z certifications by Distribution B}

@ e

Version Certification Level Status

EER

SLES 8 CAPP —EAL 3 + Complete ﬁ

SLES 9 CAPP —EAL 4 + Complete SUSE

SLES 10 CAPP —EAL 4 + Complete

Version Certification Level Status 3

FIPS 140-2 Level4

RHEL 3 CAPP —EAL 3 + Complete

RHEL 4 CAPP —EAL 4 + Complete

RHEL 5 CAPP /LSPP —EAL 4 | Complete
+
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210 Hardware Cryptography Implementation

KCP Assist for Cryptographic Functions (CPACF)
> A facility integrated in each PU
> Standard orderable feature
> Clear Key & Protected Key only
> Symmetric, hash, ...

-

@pto Express 2/3 (CEX2C, CEX3C)

> Priced feature

>0 to 8 features in a system

> 2 secure 4764 coprocessors per feature

> Secure keys symmetric (DES, T-DES) »
and asymmetric (RSA) —

> PR/SM sharable '
> Manually configurable into an RSA accelerator (CEX2A,

CEX3A)

K> FIPS140-2 Certified (As Coprocessor only)

/ \

Accelerator Coprocessor

FIPS140 2 = NO FIPS140-2 = YES Details next slide
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The CP Assist For
Cryptographic Functions
(CPACF)

Available on:

v CP(GP) v'ZAAP
v IFL vzIIP

Staar  Cpestng  Mumberol Px:
i task Y8 # o Dual AC power mairsenance: ruy

CF Assist bor Cryplo funciions: rwm

dorw | Crungs Optors._ | Cancel | Hwp |

CPACE CPACE

Algorithms: 29 210 210
DES, T-DES 4 v v
AES128 4 v v
AES192 x v v
AES256 x v v
SHA-1 4 v ®
SHA-256 4 v ®
SHA-384 x v %
SHA-512 x v ®
PRNG v v ®

Clear Key Protected Q

CPACEF : Cryptography Accelerator

= Data compression engine
= Cryptography engine

= Accelerator unit shared by 2 cores

Core 0 Core 1

e 57 a4t

L CMPr |16k | | 16K C“"""

Exp D |
T 3 1
Crypto Crypto
Cipher Hash
! 1

© 2010 IBM Corporation
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The Cryptographic Express 2/3 ‘Q.

PCIXCC (4764-001)
— Card in coprocessor or \

accelerator mode

Coprocessor

Coprocessor

CEX2C -- System 710 EC/BC 79 EC/BC CEX2C -- System 29 210 BC only
CEX3C - System 710 EC/BC ' CEX3C -- System 210 BC only

[ Enablement with FC 3863 J

= 4764” (PCIXCC) based technology
= Provides secure key functions (FIPS 140-2 Level 4 certified)
=Symmetric DES, T-DES encryption/decryption
=Message authentication, hashing
*PIN processing
*RSA asymmetric encryption/decryption and digital signature generation/verification
=Key generation and management, random number generation
*EMV support
#4753 support

=Provides clear key RSA functions for SSL/TLS acceleration

21 ‘ © 2010 IBM Corporation

The Trusted Key Entry Workstation ‘Q.

L — = Priced optional feature - A highly secure alternative

Hun s M

= TSO/E for the management of secure coprocessors
Master Keys and operational keys

(TR g

= Encrypted and signed communications over TCP/IP
=Listener in ICSF
- =End point is the coprocessor

= Increased security for
=Access to secure cryptographic coprocessors
=Authorities (security officers) identified by
their password and digital signature
=Option to require multiple signatures before performing a crypto
function
=smart card support

= Coprocessors can be administered as groups

Can be used on Linux with secure keys ‘p

TKE V5.2 for CEX2C in System z10. TKE V6.0 for CEX3C in System z

11



Clear Key / Secure Key / Protected Key .Qh

= Clear Key — key may be in the clear, at least briefly, A g

somewhere in the environment

= Secure Key — key value does not exist in the clear
outside of the HSM (secure, tamper-resistant
boundary of the card)

= Protected Key — key value does not exist outside of
physical hardware, although the hardware may not
be tamper-resistant

CEX3C (require CPACF)

23 ‘ © 2010 IBM Corporation

CPACF, CEX2A, CEX3A :
Clear Key ‘Q

~ I

“ Clear Key — key may bein the clear, at least briefly, somewhere in the environment”

Y&

= Hardware Acceleration
» Asymmetric

Acceleration of RSA handshake
- PCICC
- PCICA
- PCIXCC

Crypto Express2/3 Coprocessor
and Accelerator (CEX2/3C &
CEX2/3A)

» Symmetric/HASH
DES, TDES, AES, SHA-1 and SHA-2
» PRNG

= Software Libraries for crypto access
» Kernel APIs
» OpenSSL
» PKCS#11
» GSKit

24

Applications Keys In clear

%C\ear key

CRYPTO Data to encrypt

DEVICE

Encrypted data

© 2010 IBM Corporation
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SeCU re COprocessor Secure Coprocessor (e.g. CEX2C, CEX3C) i

(secure, tamper-resistant boundary of the card)”
= Hardware Acceleration . Applications Keys
»  Asymmetric, Symmetric and i : Sncrypled with M
Financial e e
cexz /B
Data to encrypt

= Software Libraries for crypto access
» CCA — Common Cryptographic
Architecture
» PKCS#11 — Limited
key generation/encrypt/decrypt for
TDES & RSA

» Java/JCE - Limited as above

VSN

Security officers

Encrypted data

FIPS 140-2 Certification (level 4) I

= Card Management —
»  Trusted Key Entry (TKE) @ m ﬁ é’

»  Linux CCA Utility
Physical

Power Supply Very low

»  Configure via z/OS then re-assign to
Linux voltage temperature X-Ray tampering

+ Master Key zeroization in case of tampering attempt

© 2010 IBM Corporation

Protected Key

CPACF (CEX3C required)

“ Protected Key — key value does not exist outside of physical
hardware, although the hardware may not be tamper-resistant”

00.0.0.0.0.0.8.8.8.8.0.0.8,8.8.8.8.8.8.0.08.8.8.9.8..0888.8.9,0.088 8,883, 088 89,8 9,808 888 8 9,088 3 3.9, 9.0858.8.8.5.8
L
o
*

o
.
B

: Applications Keys

encrypted with WK

Applications Keys
encrypted with MK

_ App\ication's Keys In clear
<4mmm g o ¢

_ Data to encrypt

CPACF

‘ Encrypted data
HSA

L
R R R R R A R e AR R R AR R )

Coming soon for Linux on z
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LInUX CryptO Infrastructure :@i - Optional Trusted Key Entry

(TKE) Workstation

ﬁ‘ & é L Application

Application Middleware/ CCA
Application Application
(e.g. OpenSSlI . .
API API engine) B
(PKCS#11)
API

libica

zcrypt (devica)

SLES10: EAL4
I RHS : EAL4+ T

2/VM 5.4+ RACF : EAL4+ zVM

PR/SM: EAL5

© 2010 IBM Corporation

Accelerated Linux kernel functions Qﬁ@

Linux

The standard Linux kernel includes modules that exploit the CPACF capabilities of
the System z hardware. Through the /proc file system, you can query the kernel
about the cryptographic modules that are currently in use.

zVM

= Symmetric algorithms and hash functions CPACF currently

I =T includes:

a[.;:"g‘]‘ ROCHEODE « SHA-1, DES and 3-DES with z990 / 2890

[root-]# modprobe aes_s3gse « SHA-256 and AES W!th 128 with 2_9 )

[root-1# cat /proc/crypto = SHA-512 and AES_Wlth 192/_256 bit I_<eys with z10 )
name : chc(aes) = Algorithms exploiting CP assist functions can be used instead of
driver i che-aes-s398 generic software implementation

“::"::;:‘:L :g-"me = AES fall-back support for unsupported key lengths on z9
Irercnt :f ‘1 « Priority based algorithm selection at runtime

Lype . blkcipher = Pseudo random number generator

blocksize £ 16 = Algorithm description at /proc/crypto

min keysize : 16

max keysize : 16

ivsize {16

name : ech{aes)

driver : ech-aes-s398 &

module ¢ aes_s398 =

priority 1 468

refent 1] SUSE

Gl
28
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Accelerated Linux kernel functions (cont.)

File System Encryption
®

The additional cryptographic capabilities of
System z can also be used to speed up the
process of protecting your file system data
using encryption.

dm-crypt

One of the cryptography features of the
Linux kernel is dm-crypt, which is a device
mapper and a transparent disk encryption
subsystem that allows you to encrypt whole
block devices.

eCryptfs

Native to the kernel, eCryptfs is a stacked
cryptographic file system for Linux. A
stacked file system is layered on top of an
existing mounted file system, which is
referred to as a lower file system. As the
files are written to or read from the lower
file system, eCryptfs encrypts and decrypts
the files.

Network Security Services

NSS includes a open source implementation of:

#10, #12

SSL/TLS

We can utilize hardware cryptographic devices to
improve performance during SSL handshake

£, sava

The hardware cryptography extensions
provided by both CPACF and the Crypto
Express adapters are also available to you in
the Java programming environment

Access to the hardware is mediated by the IBM
Java PKCS#11 implementation
(IBMPKCS111mpl) library that is, for example,
provided with the IBM Java Runtime
Environment (JRE).

NSS comprises a set of libraries for cross platform 1
development of security enabled client and server applications ,r
I

N 5
\\ . P
. Linux -
N g
o l’
N
;
4
)
/zZVM
/
;
/
;
/
;
/
¥
IPSec
D >

IPSec has two major modes of operation:
= Tunnel mode
= Transport mode

Securing communication applications

SSL V2 & v3, TLS, S/MIME, PKCS (#1,#3, #5, #7, #8, #9,

i NSS
-------- ]
libica |
»
‘\
\
Linux
\\ RN
ZVM

\
N
N
<

Key Management .

%

“
&
OpenSS| openCryptoki

o'

iq Random number generator

, random

An important aspect of cryptography is the
availability of enough entropy to ensure
secrecy because many cryptographic
functions rely on randomly chosen values
that are used, for example, to generate
session keys or initialize the internal
pseudorandom number generator (PRNG).

Long Random numbers

Long random numbers are also supported by
System z. User-space applications can access
large amounts of random data. The random
data source is the built-in hardware random
number generator on the CEX2/3C cards.

© 2010 IBM Corporation

OpenSSL is most likely

the most prominent open

source cryptographic library

= The core library implements the

basic cryptographic functions and

provides various utility functions.

« The OpenSSL library has a plug-in

mechanism that allows various engines
2" to be used for cryptographic

operations.

= One of these engines is the ibmca

engine

« It uses CPACF and Crypto Express

functionality if they are present in the

system

“~{, IBMHTTP Apache httpd and
Server mod_ssl

\
N
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Elements of an Enterprise Security Hub

Information Integrity .

Protect Data in Transit Ensure integrity of information, SoD for encryption of data at rest

Protect privacy of customer & employee information Encryption of data for archiv.

Encryption with key managem Encryption

Highly secure data transfer [e—— z/0S key management capabilities

Long term key management

=

Secure exchange of business critical information
Highly secure transfers across the Intemet

Trusted exchange with open standards & support for IP
encryption

Protect your Communications
Enabllng_ non-z/OS slerve_rﬁ K;os FTP. FTPs
communicate securely with z N OpenSSL, OpenSSH

1aked 1/0,
orage,
emory, CPU

Digital Certificates b
Trusted business transactions i __

PKI and Digital Certificates

IPsec

secure key

Commorﬁ]‘ Criteria Rating Identrus compliant Certificates

Directory Services

Managing identity across enterprise .
Data Security
Single repository of data with various levels of security

Distributed directory services

o Security

—amaallll /\CIMinistration

Kerberos
Digital Certificates

© 2010 IBM Corporation

IBM Corporation

w
[N



Synergy Outlook

= Network Security

» Authentication
» Audit

= Other z/VM Highlights

= Centralization with z/OS and z/VM

© 2010 IBM Corporation

Mix of Firewalls

= Defense in Depth Strategy
= Mix of technologies
= Cost considerations
= MIPS vs. Latency
= Internal Firewall
= Linux Image or z/OS Self-protect

Linux

External
Network

]
=
@
=
o

DMz

Application

8.
bt

z/0S

h

i

18AI9SWWO))
S0/z

© 2010 IBM Corporation
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Host Firewalls

Linux

= Physically secure networking
= z/OS

DMZ

z/0S

= |P Filtering & IDS
= Linux

Application

= |SS Proventia Server for Linux

1SS
Proventia

h

= IDS/IPS & IP Filtering

External
Network

lemeuid

sdl
Buuayi di

© 2010 IBM Corporation

Virtual Network Management
Multiple Security Zones

Use z/VM RACF Security Server to control
and audit Linux and other virtual server

access to networks.
db
db f db

y/
/4
(1] In To
T | 11 | T1 outboard
ro 1N — Il databases
internet | Tl T
b

web eb
web s web zZIVM

VSWITCH 1 VSWITCH 2

Control access to
Virtual Switch
(VSWITCH)

Control access to
specific VLANs on a
VSWITCH

Control and audit
guest sniffing of
virtual networks

Better control of
multi-tenant
environments

System z Platform IBM Systems

18



-
e-Business
Users

= e |

Management
Virtual Switch

Presentation
Virtual Switch

Application
Virtual Switch

68

Database
Virtual Switch

LDAP

Linux guest access to a variety of
different virtual switches and VLANs
are controlled by RACF controls

I1BM Tivoli
I dentity
Manager

FAST AR - Guests

Architecture overview for Identity M anagement

zI0S

Cics

WebSphere
App Server

2/0S
Services

ITIM RACF App3
Agent DATA

TRUSTED Zone

LDAP
Server App n
DATA

System z Platform IBM Systems

Customer Example of Utilizing RACF zVM and LDAP zVM

LDAP

Config & Data




Centralized Audit )

System z
= Common Client — auditD with plug-in
Ll R EeRS @RI = Integrated LDAP Server on 2/88
TAMos and z/VM
auditD = LDAP backed by RACF

Zhah \
Linux
IT D S Linux
auditD (LDAP)
o \ auditD

Plug-in

Linux Distributed

auditD s

Plug-in

auditD

Plug-in

LPAR

RedBook: Enterprise Multiplatform Auditing (SG247472)

39 ‘ © 2010 IBM Corporation
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Z(END)

= Questions?
= Comments!

= Suggestions?
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