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Therefore, no assurance can  be given that an individual user will achieve throughput improvements equivalent to the performance ratios stated here. 

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.
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Ernest has been involved in the banking I/T area 
since 1970 and in cryptography since 1971.
He has been involved with or assisted in authoring
teller, 3270, ABM, POS, CSPIN applications
and is self-taught in COBOL;C;BASIC;PLI;PL/X
and ASM.
Since 1988 he has been involved in the design,
coding and support of various cryptographic 
implementations (IBM 3624, 4700, 4730, 4780, 4753,
PCF, CUSP, ICSF, Racal/Zaxus/Thales, Atalla, 
Eracom).
Currently, he is the IBM Crypto Regional Designated
Specialist for the Americas northern region and works
closely with the Washington Systems Center security 
team.

 brief BIO
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TKE workstation V4  z890/z990 HCR770A HCR770B 
HCR7720

TCP/IP

TKE Support Based on ICSF Version Release

S/390 - G3 to G6  w/o  PCICC  
ICSF 2.1,2.2 (APAR needed ) or 
ICSF 2.3 (OS/390 2.9 or higher) 

 TKE workstation V3 S/390 G5-G6  with PCICC
ICSF 2.3 needed (OS/390 Rel.9)TKE code level 

3.0
4758 card 
OS/2  Warp 4
no Personal
    Security
    Card 

TCP/IP

zSeries - with or without PCICC  
z/OS ICSF PCICA   

All

PCIXCC 
CEX2C 
z890 z990
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Profile Customization

Original chart provided courtesy of ITSO.
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Dual AS power maintenance: Fully Redundant
CP Assist for Cryptographic Functions: Installed

CPACF Enabled
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LPAR DEFINITION PCI TAB
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Provides secure functions for
Symmetric DES, T-DES encryption/decryption
Message authentication, hashing
PIN processing
RSA asymmetric encryption/decryption and digital signature, + clear 
key RSA
Key generation and management, random number generation
EMV support
4753 support
User Defined Extension (UDX) – Built under contract by IBM or 
approved third party vendor 

Exploited by
 z/OS CCF and PCICC exploiters (support rolled back to OS/390 
2.10)

One “card” can be shared by up to 16 LPARs 

FC3863 must be installed
Replaced by Crypto Express2 feature in January 2005

PCIXCC - Feature Code 0868

E.H. Nachtigall CISSP;CISA
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Same feature as in z900/z800
Clear key RSA operations only
Very high throughput for RSA asymmetric 
encryption/decryption of a symmetric key

As performed in the SSL handshake – 2000+ SSL 
handshakes/sec per feature (1024bit key)

RSA digital signature generation and verification
Exploited by

 z/OS System SSL
One “card” can be shared by up to 16 LPARs
FC3863 must be installed
Replaced by Crypto Express2 feature in January 2005

PCICA - Feature Code 0862

E.H. Nachtigall CISSP;CISA
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Dual Integrated Cryptographic Coprocessors
Provides PCIXCC and PCICA functionality

Improved throughput over the PCIXCC   
0 to 8 features in a system

The total number of Crypto Express2, PCICA and PCIXCC 
features cannot exceed 8 features per server

All Crypto Express2 features can plug in a single I/O cage 
without restrictions
Current applications expected to run without change
Fully programmable, User Defined Extensions (UDX) 
support
Designed for FIPS 140-2 Level 4 Certification
FC 3863 must be installed
Replaces PCIXCC and PCICA on January 2005
A Crypto Express2 “card” can be shared by up to 16 
LPARs

Crypto Express2 - Feature Code 0863 (+ APAR  OA09157 
on HCR770A and HCR770B)

E.H. Nachtigall CISSP;CISA
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HCR770A  -------------- Integrated Cryptographic Service Facility--------------
 OPTION ===>                                                                    
 Enter the number of the desired option.                                        
                                                                                
   1  COPROCESSOR MGMT -  Management of Cryptographic Coprocessors              
   2  MASTER KEY                  -  Master key set or change, CKDS/PKDS Processing        
   3  OPSTAT                           -  Installation options                                  
   4  ADMINCNTL                    -  Administrative Control Functions                      
   5  UTILITY                            -  ICSF Utilities                                        
   6  PPINIT                             -  Pass Phrase Master Key/CKDS Initialization            
   7  TKE                                  -  TKE Master and Operational Key processing             
   8  KGUP                               -  Key Generator Utility processes                       
   9  UDX MGMT                      -  Management of User Defined Extensions                 
                                                                                
      Licensed Materials - Property of IBM                                      
      5694-A01 (C) Copyright IBM Corp. 1989, 2003.  All rights reserved.        
      US Government Users Restricted Rights - Use, duplication or               
      disclosure restricted by GSA ADP Schedule Contract with IBM Corp.         

                                                                                

                                                                                
 Press ENTER to go to the selected option                    



                          ------------------------- ICSF Coprocessor Management -------- Row 1 to 6 of 6 
 COMMAND ===>                                                  SCROLL ===> PAGE 
                                                                                
  Select the coprocessors to be processed and press ENTER.                      
  Action characters are: A, D, E, K, R and S. See the help panel for details.      
                                                                                
     COPROCESSOR      SERIAL NUMBER   STATUS                                    
     -----------                            -------------               ------                                    
 .   A00                                                              ACTIVE                                    
 .   A01                                                              ACTIVE                                    
 .   A02                                                              ACTIVE 
 .   A03                                                              ACTIVE     
 .   E04                                   93002173           ACTIVE                                    
 .   F05                                   93002184           ACTIVE                                    
 .   X06                                   93001166           ACTIVE                                    
 .   X07                                   93001449           ACTIVE                                    
 *******************************  Bottom of data ********************************



                          
------------- Help for Coprocessor Management ------------- 1 of 2 ------------
 COMMAND ===>                                                                   
                                                                                
 The Coprocessor Management panel displays the status of all cryptographic      
 coprocessors installed.  Select the coprocessors to be processed.              
                                                                                
 Prefix     Type of cryptographic coprocessor        Valid action characters    
 ------                 --------------------------------                    -----------------------    
   A               PCI Cryptographic Accelerator                     a, d   
   E               Crypto Express2  Coprocessor                    a, d, e, k, r, s
   F               Crypto Express2 Coprocessor                     a, d                    
   X               PCI X Cryptographic Coprocessor               a, d, e, r, s             

 Action characters:  (entered on the left of the coprocessor number)            
  'a'        Makes available a coprocessor previously deactivated by a 'd'.     
  'd'        Makes a coprocessor unavailable.                                   
  'e'        Selects the PCIXCC/CEX2C for clear master key entry. 
  'k'        Selects the PCIXCC/CEX2C for DES operational key load.                   
  'r'        Causes the PCIXCC/CEX2C default role to be displayed.                    
  's'        Causes complete hardware status to be displayed for an PCIXCC/CEX2C.     

   The action character 'e' can not be combined with any other action characters. 
   The action character 'k' may be specified on only one coprocessor.
                                                                                 
     F3 = END HELP                                                              
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1. HCR770A is shipped in the z990 Cryptographic Support web deliverable.
2. HCR7708 is shipped in the z990 Cryptographic CP Assist Support for z/OS V1.3 web deliverable.
3. HCR7708 is shipped in both the z/OS V1R4 z990 Compatibility Feature and the z/OS V1R4 z990 Exploitation Feature.
4. HCR770B is shipped in the z990 and z890 Enhancements to Cryptographic Support web deliverable.
5. HCR7720 is shipped in the ICSF 64-bit Virtual Support for z/OS V1R6 and z/OS.e V1R6 Web deliverable (planned to 
be available December 2004).
6. HCR7708 is shipped in the z/OS V1R4 z990 Exploitation Support Feature. After February 24, 2004 this feature 
became mandatory for all new z/OS V1R4 orders

Rerleases and Web Downloadables

E.H. Nachtigall CISSP;CISA
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http://www-1.ibm.com/servers/eserver/zseries/zos/downloads/
http://www-1.ibm.com/support/docview.wss?uid=tss1flash10236&aid=1

WEB Downloads

E.H. Nachtigall CISSP;CISA
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ICSF FMID HCR770B Overview
 Integrated circuit card (ICC) applications

 Financial institutions require smart card support to implement 
applications for smart cards

 Callable services enhancements
 EMV2000 Integrated Circuit Card specification
 VISA Integrated Circuit Card specification

 Financial services
 Derived unique key per transaction for double-length PIN 
encrypting keys

 ANSI X9.24-2002 Retail Financial Services specification
 American Express card security code 

Generation and validation

 DES operational key entry for z990
 Other enhancements

E.H. Nachtigall CISSP;CISA
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 EMV2000 Integrated Circuit Card specification
 Support session key generation algorithms
 Diversified Key Generate (CSNBDKG) will support new 
keywords for session key generation

 TDES-XOR, TDESEMV2, TDESEMV4

 VISA Integrated Circuit Card specification
 PIN Change/Unblock (CSNBPCU)

 new service
 supports the VISA PIN change algorithms
 supports the EMV2000 session key generation

ICC Applications

E.H. Nachtigall CISSP;CISA
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 ANSI X9.24-2002 Retail Financial Services
 support the double-length derived unique key per transaction 
algorithm
 Encrypted PIN Translate (CSNBPTR) and Encrypted PIN 
verify (CSNBPVR)

 Transaction Validation (CSNBTRV)
 new callable service
 generates and validates American Express card security 
codes

Financial Services

E.H. Nachtigall CISSP;CISA
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Trusted Key Entry (TKE) Workstation

E.H. Nachtigall CISSP;CISA
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Operational Key Entry - TKE
 Any key type
 User defined control vectors
 Single, double and triple key lengths

Operational Key Entry – TSO Panels
 New TSO panel to load operational keys from PCIXCC

 Simple, only key label required
 NOCV KEK support

Operational Key Entry

E.H. Nachtigall CISSP;CISA
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 z990 and z890 Enhancements to Cryptographic Support
 Available as a web deliverable 2Q04

 Available for OS/390 V2R10, z/OS V1R2, V1R3, V1R4.2 and 
V1R5
 Available for z/OS V1R6
 HCR7720 supersedes HCR770B supersedes HCR770A

 Hardware requirements: z990/z890 with May 2004 version 
of Licensed Internal Code

HCR770B - Deliverable

E.H. Nachtigall CISSP;CISA
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 ZERO-PAD format processing for PKA Decrypt 
(CSNDPKD)

 Only external (clear) RSA private keys supported
 MRP format processing for PKA Encrypt (CSNDPKE)

 Same as ZERO-PAD formatting with even public exponent 
allowed

 TSO panels
 Copy key value from Check Sum and Verification Pattern  
panel to Clear Master Key Entry panel

 KGUP
 Double-length MAC and MACVER keys

Other Enhancements in HCR770B

E.H. Nachtigall CISSP;CISA
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 ICSF Query Facility (CSFIQF) is a new service
 Returns status information about ICSF
 Export control information of a coprocessor
 Diagnostic information of a coprocessor
 Will execute on any system
 ICSF Query Facility callable service will run on any processor

 PCICA utilization will be included in WLM Usage and 
Delay reports

Other Enhancements in HCR770B

E.H. Nachtigall CISSP;CISA
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19-digit Personal Account Numbers (PANs) - PCIXCC, 
Crypto Express2

Designed to meeting the industry standard for Card Validation 
Value (CVV)
Designed to increase antifraud security
Previously supported 13-digit and 16-digit PANs
Exclusive to z890 and z990

Less than 512-bit clear key RSA operations - PCIXCC, 
Crypto Express2

Designed to allow clear key RSA operations using keys less 
than 512-bits
Digital Signature Verify (CSNDDSV), Public Key Encrypt 
(CSNDPKE), and Public Key Decrypt (CSNDPKD).
Allows the migration of some additional cryptographic 
applications without rewriting the applications.

64-bit API support (System SSL)

Cryptographic functions announced October 7, 2004
HCR7720

E.H. Nachtigall CISSP;CISA
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2048-bit key (clear and secure) RSA operations - PCICC, 
PCIXCC, Crypto Express2

New for PCICC on z800, z900 (Previously supported up to 
1024-bit keys)
The 2048-bit functional control vector will support four ICSF 
services: Public Key Decrypt, Symmetric Key Import, Export, 
and Generate
Standard for PCIXCC (as of 9/2003) and Crypto Express2 on 
z890, z990

Supports new Automated Teller Machine (ATM) standards
Designed to increase antifraud security

TKE 4.2 workstation with smart card reader support - G6 
and zSeries servers
Optional feature providing support for generating and 
storing key parts and key pairs
Trusted Key Entry (TKE) 4.2 workstation is used by: CCF, 
PCICC, PCIXCC, and Crypto Express2

Available October 29, 2004

Cryptographic functions announced October 7, 2004

E.H. Nachtigall CISSP;CISA
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PCIX Cryptographic Coprocessor (PCIXCC)
Derived Unique Key Per Transaction (DUKPT)

Added triple DES support (double length keys)

Europay Mastercard and VISA (EMV) 2000 standardsupport
Diversified key generate enhancements

Session keys for secure messaging for PINs
Session keys for secure messaging for keys using SESS-XOR 
scheme
Session keys for all applicable EMV key types using the EMV 
2000 Annex A1.3.1 derivation scheme

Trusted Key Entry (TKE) enablement
Default setting is disabled

PCIXCC and PCI Cryptographic Accelerator (PCICA)
Public Key Decript/Public Key Encrypt (PKD/PKE) enhancements

PKE Mod Raised to Power (MRP) support

PKD zero pad support

All of the above functions are supported by the new 
Crypto Express2 feature

May 2004 LIC

28
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APAR OA08172

Clear key tokens in the ICSF CKDS
Key Token Build can build tokens
Key Record Write can write tokens
Key Record Read can not read tokens (unless SUP/KEY0)
CSNBSYD - Symmetric Decipher
CSNBSYE - Symmetric Encipher

KGUP support
Designed for fast DES CPACF access (via ICSF API 
CSNBSYD andCSNBSYE)

Updates to IBM Data Encryption for IMS and DB2 Databases 
Allows centralized storage of CPACF tokens within the 
ICSF CKDS
Recommend RACF protection of Key Label especially for 
shared CKDS with other systems

E.H. Nachtigall CISSP;CISA
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1) HCR770A is shipped in the z990 Cryptographic Support web 
deliverable - no longer available
2) HCR7708 is shipped in the z990 Cryptographic CP Assist Support for 
z/OS 1.3 web deliverable - no longer available
3) HCR7708 is shipped in both the z/OS V1R4 z990 Compatibility Support
eature (no longer orderable) or z/OS V1R4 z990 Exploitation Support 
eature
4) HCR770B is shipped in the z990 & z890 Enhancements to 
Cryptographic Support web deliverable
5) HCR7720 is shipped in ICSF 64-bit Virtual Support for z/OS 1.6 & 
z/OS.e 1.6
6) HCR7708 is shipped in the z/OS V1R4 z990 Exploitation Support 
eature
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?
Questions?
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