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Disclaimer

The information contained in this document is distributed on an “as is” basis without any warranty either expressed or
implied. The customer is responsible for use of this information and/or implementation of any techniques mentioned.
IBM has reviewed the information for accuracy, but there is no guarantee that a customer using the information or
techniques will obtain the same or similar results in it's own operational environment.

In this document, any references made to an IBM licensed program are not intended to state or imply that only IBM’s
licensed programs may be used. Functionally equivalent programs may be used instead. Any performance data
contained in this document was determined in a controlled environment and therefore, the results which may be
obtained in other operating environments may vary significantly. Users of this document should verify the applicable
data for their specific environment.

It is possible that this material may contain reference to, or information about, IBM products (machines and programs),
programming, or services that are not announced in your country. Such references or information must not be
construed to mean that IBM intends to announce such IBM products, programming, or services in your country.

IBM retains the title to the copyright in this paper as well as title to the copyright in all underlying works. IBM retains
the right to make derivative works and to republish and distribute this paper to whomever it chooses.
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Session Objectives

=What is Enterprise Identity Mapping
= Purpose
= Content
= Benefits
=Writing an EIM application
=Setting up EIM using z/OS eimadmin tool
“Publications and References
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Enterprise ldentity Mapping

=Observation:

There Is a lot of software in an enterprise that
maps one user id to another.

=ldea:

Store the mappings in a central location
accessible to all of the software.

*Result:

Seamless distributed applications with better
security
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Multiple User Registries Problem

A e DCE User @

WebSphere -
User

Notes ID

Kerberos
Principal WINZ2K, etc.

7
© 2004 IBM Corporation

Digital
Certificate




IBM eServer™

Typical Environment Today

Windows 2000/NT

NetServer

iSeries lWebSphere ! . ! NDS

-

. LINUX

John Smith's users: For example, back-end
access is done using a
u:John Smth p:nmydog6 single OS user, unaware
u:JSimh p: SE50852 of the end user's
u: John p:j ust 4u authority.
u: Smthi p:j onny
u: JoSn05 p: eyKd64dv _
etc.. intranet
User
AlX

RACF 7/0S

Administrative Nightmare // X-mode/ transactions ?
Enterprise "Trust Scope”? Single Sigh-on?
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Enterprise Identity Mapping

= EIM defines associations between anidentifier and user ids in registries that are part
of OS platforms, applications, and middle-ware.

= The identity associations ( mappings) are stored in a well known location, e.g.
LDAP, with common services across platforms to access the mappings.

USGI: ] EIM John Smith
Reg|5tr|es Identifier
NT/2000 iSeries AIX user Kerberos Notes DCE Enterprise z/0S
User User Principle User User User User
Smith JOHNS JohnSM JSmith Services SMITH1
John
User_ ) Smith/Austin/IBM
ldentities

Addresses needs of applications and platforms to "translate" identity when
crossing platform and registry boundaries.
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Enterprise ldentity Mapping Example — OS/400

Authentication vs. Authorization

Kerberos
addresses

authentication only

Client application says
"l am 'patriciaboats@MYCOM.WIN2KDOMAIN1'
and here's proof. "

Kerberos Ticket

>ﬂ
Windowé 2000 0S/400

0S/400 protected

Data

0S/400 says
"I know who you are over there; but | need to
know who you are over here to determine what
you can access over here."
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EIM Enhanced Kerberos Sign-on

EIM Domain Controller

Identifier: John N. Smith
Registry: User: Type Association
Donterver | John Snith Ker ber os | Source Server B (Z/OS)
ServerB JSM TH RACF Tar get
IntraNet | JohnS Al X Tar get
SysA JS50852 Tar get !
o %
Key Distribution , .
Center
(KDC) 4 b
Cao . . & ;
AS TGS o % 0, %
J/S‘I,D Qy

Domain Server A on 0S/400
Requesting TGT steps not shown
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|deas for EIM...

*Replace side files that contain mappings of user IDs

*Retrieve a mapping at exit points in servers where a
host user ID/password is usually required (aka “single
sign-on”)

Note: ensure trusted source

“Write an application that uses EIM mappings to
correlate audit data across systems

© 2004 IBM Corporation



IBM eServer™

Writing EIM Applications
C/C++ Lookup Application

[* obtain an identity, ex. principal @ realm */
call eimCreateHandle (...)
call eimConnect(...)

call eimGetTargetFromSource(...)
[* assert the new identity */
[* access local resources */

call eimDestroyHandle(...)

My Domain
EIM DLL |dap://some.host/ e d

Y .

M /
. LDAP /
LDAP client +_> Server /
4 user ID in user ID in user ID in

registry 1 registry 2 registry y

P
-
-
-
-
-
-
-
-
_ -
-

enterprise identifier \
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EIM APIs

Lookup APIs

eimGetTargetFromSource, eimGetTargetFromlidentifier,
eimGetAssociatedldentifiers
Administration APIs

Domain operations

Registry operations

EIM Identifier operations

User Management operations

Common APIs
EIM “handle” operations

System operations
Configure system with a default domains, bind credentials, and
registry names
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Planning Considerations for EIM

Recommendation:
Let applications and users drive initial deployment of EIM

Information needed about the application

The platforms you plan to run the application on

- The types and names of the local registries

Types EIM associations required and additional information
- Source, Target, Admin

Any system specific configuration requirements

- ex. IRR.EIM.DEFAULTS or IRR.PROXY.DEFAULTS profiles
EIM connection protocol required (i.e. LDAP bind protocol)

- simple, simple + CRAM-MDS5, Kerberos, SSL

General idea of who in your enterprise will use the application
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Planning Considerations for EIM...

Choose an IBM LDAP directory for hosting the EIM domain
controller

Must be accessible to the components of the application

Must support the EIM connection protocol
Options for the LDAP server

platform, one server, referrals, master and replicas,

sysplex, dedicated directory or shared with other
applications
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Planning Considerations for EIM...

Administration of the EIM domain
LDAP administrator and/or

EIM administrator

EIM identifier administrator

EIM registries administrator

EIM reqistry xyz administrator

Naming conventions for
The domain
The reqistries
type and/or system and/or location in network ...
The enterprise identifiers
A person’s name vs employee number vs ...
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