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Agenda

➢ Compliance standards supported in zSecure Audit 3.1

 

➢ DISA STIG version 8 (and z/OS Products STIG)

 

➢ IBM z/OS V2R5 with RACF Benchmark v1.1.0 

➢ CIS IBM Db2 for z/OS Benchmark v1.0.0 



Agenda

➢ Compliance standards no longer supported in 

     zSecure Audit 3.1.0 AU.R

➢ zSecure Audit integration with IBM Z Security and 

    Compliance Center (zSCC)

➢ Digital Operational Resilience Act (DORA) for zOS

     (zSCC)

➢ zSecure Audit and zSCC live demo!



Compliance standards supported in zSecure 

Audit 3.1.0 AU.R

IBM z/OS STIG v8 

z/OS standards developed by DISA for the DoD

 to secure DoD computing systems.1

z/OS Products STIG v6

z/OS Products standards developed by DISA

 for the DoD to secure DoD computing systems.1

zSecure STIG v1.1

IBM Security zSecure for RACF Security Technical 

Implementation Guide (STIG). Developed by 

zSecure and DISA. 1

PCI-DSS

Payment Card Industry Data Security

 Standard (PCI-DSS) 3

IBM z/OS V2R5 with RACF v1.1.0

This CIS Benchmark is the product of a community 

consensus process and consists of secure 

configuration guidelines developed for IBM Z System. 2

IBM Db2 for z/OS Benchmark v1.0 

This CIS Benchmark is the product of a community 

Consensus process and consists of secure 

configuration guidelines  developed for IBM Z System. 2

Source 1: https://public.cyber.mil/stigs/

Source 2: https://www.cisecurity.org/benchmark/ibm_z

Source 3: https://www.pcisecuritystandards.org

Documentation updates technote:IBM Security zSecure 3.1.0 Compliance Standards (PDF)

https://public.cyber.mil/stigs/
https://www.cisecurity.org/benchmark/ibm_z
https://www.pcisecuritystandards.org/
https://www.ibm.com/support/pages/system/files/inline-files/zSecure%20310%20Compliance%20Standards_0.pdf


zSecure Audit Release 3.1.0
Overview of 3.1 compliance updates

IBM APAR Description

OA66990 (base)
OA66991 (ACF2)
OA66992 (zSCC)

zSecure version 3.1.0 SSE 2 (October 2024): 
 -  Further automation for CIS Benchmark for RACF 
 -  IBM DB2 for z/OS Becnchmark v1.0.0 (NEW standard)
 -  Existing zSecure Audit PCI-DSS controls converter to version 4 
(zSecure Audit only)
 -   IBM zSecure STIG for ACF2 1.1
 

OA66794 (base)
OA66795 (ACF2)
OA66848 (zSCC)

STIG quarterly updates 
zSecure Audit support for: z/OS RACF STIG V9R1, z/OS ACF2 STIG 
V9R1, and z/OS TSS STIG V9R1

OA66278 (base)
OA66279 (ACF2)
OA66280 (zSCC)

zSecure version 3.1.0 SSE (March 2024)
 -  Further automation for CIS Benchmark for RACF 
 -  Separate z/OS Products STIGs introduced in zSCC
-   IBM zSecure STIG for RACF 1.1

OA65870 (base)
OA65871 (zSCC)

STIG quarterly updates 
zSecure Audit support for: z/OS STIG ACF2 8.13, z/OS STIG TSS 8.11, 
and CIS Benchmark for RACF 1.1.0.

http://www-01.ibm.com/support/docview.wss?rs=0&q1=5655t0100&uid=swg1OA66794&loc=en_US&cs=utf-8&cc=us&lang=en
http://www-01.ibm.com/support/docview.wss?rs=0&q1=5655t0100&uid=swg1OA66278&loc=en_US&cs=utf-8&cc=us&lang=en
http://www-01.ibm.com/support/docview.wss?rs=0&q1=5655t0100&uid=swg1OA65870&loc=en_US&cs=utf-8&cc=us&lang=en


DISA STIG in zSecure Audit 3.1.0
APAR OA66794, August 2024 

Latest  version update: August 2024

z/OS STIG: 

• ACF2 Versions: 

      8.10,8.11,8.12,8.13,8.14,8.15,9.01

• RACF Versions:

      8.10,8.11,8.12,8.13,8.14,9.01

• TSS Versions:

       8.09,8.10,8.11,8.12,8.13,9.01

z/OS Products STIG:

•   Version 6, release differs per 

      product 

z/OS STIG 

z/OS Products STIG 



CIS benchmark with RACF 
(1.1.0)



IBM z Systems CIS benchmark 

CIS benchmark replaces 

outdated GSD331 

support in AU.R.



CIS Benchmark Recommendations

Most new controls (i.e., not 

STIG equivalent) added in 

Cryptography and Encryption, 

JES2, and UNIX sections

219 controls
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Authorization and Access

Control

Logging and Auditing

System Resilience

Storage Management

Networking

Cryptography and

Encryption

Job Management JES2

UNIX
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CIS Benchmark with RACF vs DISA STIG
➢ Industry-defined vs government-defined 

➢ Based on STIG/NIST, but also developed by industry consensus and peer-reviewed 

➢ Improvements to standard are more dynamic, everyone can submit a comment or request for enhancement: 

https://workbench.cisecurity.org/registration 

➢ Establishes baseline of “best practices” vs prescriptive access controls 

➢ DISA also has the Products STIG controls 

➢ More ICSF recommendations  (+13 new compared to 5 in DISA STIG)

➢ Protection of JESJOBS class profiles (15 new controls)

 

➢ More UNIX recommendations (+10 new recommendations) 

https://workbench.cisecurity.org/registration


JESJOBS class profile controls not in DISA



UNIX controls not in DISA



Interpreting a CIS 

Benchmark control

Control identifier:

1. Identification and Authentication

      2. System Settings 

          7. Ensure that CONSOLE resource…

Profile Definitions:

Level 1: essential control; provides clear 
security benefit 

Level 2: extended security on top of Level 
1; not a standalone profile; for 
organizations that have an unusual high 
level of security

Audit: 

Security recommendations according to 
which zSecure evaluates the control and 
returns the finding status of the control 
(pass, fail, assert, etc. ) 

    



Interpreting a CIS 

Benchmark control

References:

Majority (~74%) of CIS 
controls reference a 

DISA STIG rule (but that 
not mean that the 
requirements are 
identical!) 



CIS benchmark for RACF mapping to DISA z/OS STIG v8



CIS IBM Db2 for z/OS 
Benchmark (1.0.0)



CIS IBM Db2 for z/OS Benchmark (1.0.0)

➢ Provides prescriptive guidance for establishing a secure configuration posture for IBM® Db2® for z/OS®. 

➢ Intended for Db2 for z/OS system, database, and application administrators, security specialists, and auditors 
who plan to develop, deploy, assess, or secure solutions that incorporate IBM Db2 for z/OS. 

➢ Can be downloaded via http://workbench.cisecurity.org. 

➢ Peer-reviewed standard: expert community is encouraged to submit feedback and suggestions

➢ 78 recommendation (controls): 
❖ Installation and Configuration: Securing the system data sets and configuring the security system 

parameters  
❖ Securing the database: Securely connecting to and accessing the DB2 subsys, protecting data with 

encryption and privacy controls
❖ Audit: Enabling auditing

➢ !!Only available with zSCC licence via ISPF of ZSCC dashboard!!

http://workbench.cisecurity.org/


CIS IBM Db2 for z/OS Benchmark (1.0.0) – SSE2 October 2024 (planned) 

zSecure Audit



CIS IBM Db2 for z/OS Benchmark (1.0.0) – SSE2 October 2024 (planned)
zSecure Audit



CIS IBM Db2 for z/OS Benchmark (1.0.0) – SSE2 October 2024 (planned)
zSecure Audit



CIS IBM Db2 for z/OS Benchmark (1.0.0) – SSE2 October 2024 (planned)
zSCC dashboard: Profiles 



Compliance standards no longer supported in zSecure Audit 

3.1.0 AU.R

STIG version 6 -  Refers only to the z/OS STIG; z/OS Products STIG v6 still available in AU.R

        GSD - IBM standard often employed in outsourcing (ISeC/GSD331)  



GSD331 mapping to CIS Benchmark for RACF

zSecure 3.1.0 Incompatibility Warnings



zSecure Audit integration with IBM Z Security and Compliance Center (zSCC)

➢We show full assessment of the following standards in the zSCC dashboard: 

✓ All separate z/OS Products STIG (previously bundled together)

✓ zSecure STIG for RACF and ACF2 v1.1

✓ RACF z/OS STIG versions 8.12,8.13,8.14,9.01

✓ ACF2 z/OS STIG versions 8.12,8.13,8.14,8.15,9.01

✓ z/OS RACF CIS Benchmark versions 1.0.0, 1.1.0

✓ z/OS DB2 CIS Benchmark version 1.0.0 (Only with ZSCC licence)

 



Digital Operational Resilience Act (DORA)
IBM Z Security and Compliance Center (zSCC)
 

➢ legislative act, financial sector mainly 

➢ focus on baseline security 

➢ apply as of 17 January 2025

➢ overlapping requirement between standars 

and regulations (CIS, STIG, NIST, PCI-DSS, 

etc..etc..)

➢ zSCC as starting point with existing goals set



Digital Operational Resilience Act (DORA) for zOS



Digital Operational 

Resilience Act(DORA) 

for zOS



zSecure AU.R 
ZSCC demo



RACF User Group NY Conference 
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