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For security administrators
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UNIX System Services Planning: Security chapter
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» Obtaining security
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v

Setting up field-level
access for the OMVS
segment of a user profile

Defining protected user
IDs

Defining the terminal
group name
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Managing user and
group assignments

Upper limits for GIDs and
UIDs

Creating z/OS UNIX
groups

Superusers in z/OS UNIX

Using UNIXPRIV class
profiles
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USS Command Reference: security cmds
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ASCII/EBCDIC code pages |
for the terminal

chgrp - Change the
group owner of a file or
directory

chlabel - Set the security
label of files and
directories

chmod - Change the
mode of a file or
directory

chmount - Change the Z/OS

mount attributes of a file

system 3 . 1

chown - Change the
owner or group of a file
or directory

chroot - Change the root
directory for the
execution of a command

chtag - Change file tag

information

cksum - Calculate and

display checksums and .

byte counts UNIX System Services
clear - Clear the screen of

all previous output Command Reference

cmp - Compare two files

col - Remove reverse line
feeds

: (colon) - Do nothing,
successfully

comm - Show and select
or reject lines common to
two files

command - Run a simple
command

compress - Lempel-Ziv
file compression

configstk - Configure the
AF_UEINT stack

configstrm - Set and
query the STREAMS
physical file system

configuration

e i

B

The shell commands
you may need to
issue, stating the
authorization required
todo so
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RACF Security Administrator's Guide: UNIX chapter
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Authorization checking
for protected TSO
resources

Field-level access
checking for TSO

Controlling the use of the
TSO SEND command

Restricting spool access
by TSO users

TSO commands that
relate to RACF

Using TSO when RACF is
deactivated

v_

Defining group identifiers
(GIDs)

Defining user identifiers
(UIDs)

Contralling the use of
shared UNIX identities

Enabling automatic
assignment of unique

UNIX identities

z/OS UNIX performance
considerations.

Using UNIXPRIV class
profiles to manage z/0S
UNIX privileges

v

¥

v

v

v

v

Protecting file system
resources

v

Restricting access to a
ZFS file system

v

Restricting execute
access in a zFS or TFS file
system

z/0S UNIX application
considerations.

Auditing z/0S UNIX
security events

v

Chapter 22. RACF and digital
certificates

» Overview of digital
certificates
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Serves as a good
cross-check with UNIX
Planning
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For system programmers
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MVS Initialization and Tuning Ref:

BPXPRMXx
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pararneers o
BLSCUSER, BLSCECT,
and embedded
parmlib members

¥ Chapter 13. BPXPRMxx

Syntax rules for
BPXPRMxx

Syntax format of
BPXPRMxx

z/0S
3.1

Syntax example of

BPXPRMxx

IBM-supplied default
for BPXPRMxx

Statements and
parameters for
BPXPRMxx

¥ Chapter 14. CEAPRMxx
(common event adapter
parameters)

Syntax rules for
CEAPRMxx

MVS Initialization and Tuning Reference

Syntax format of
CEAPRMxx

IBM-supplied defaults
for CEAPRMxx

Statements and
parameters for
CEAPRMxx

Examples of
CEAPRMxx parmlib
member

¥ Chapter 15. CEEPRMxx

(runtime option
parameters)

Parameter in IEASYSxx
(or supplied by the
operator)

Syntax rules for
CEEPRM:x

Syntax format of

CEEPRMxx

IBM-supplied default
for CEEPRMxx

Statements and

L£TZ&E &3 »

BPXPRMxx establishes
file system structure
at IPL, and contains
many more options
such as default system
resource limits
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For auditors
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RACF Auditor’s Guide: UNIX section
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» Conducting the audit

¥ Chapter 2. Setting and
listing audit controls

o
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» General audit controls
» Auditing for APPC/MVS
» Refreshing profiles
Examples for setting
audit controls using
SETROPTS
» Specific audit controls
¥ Auditing for z/OS UNIX
System Services
Classes that control
auditing for z/0S
UNIX System Services
Auditable events
Commands

Audit options for file
and directory levels

Auditing for
superuser authority in
the UNIXPRIV class
Auditing for the RACF
remote sharing facility
(RRSF)
Auditing password and
password phrase changes
at logon
» Auditing application
logon and logoffs
¥ Chapter 3. The RACF SMF
data unload utility
Operational
considerations

» Using IRRADUOO
IRRADUOO output

¥ Using output from the
RACF SMF data unload
utility

» Using the DFSORT
ICETOOL to create
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Describes the UNIX
logging classes, which
ones are controlled
with SETROPTS AUDIT
vs. LOGOPTIONS, and
which UNIX functions
are included in each
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RACF Macros and Interfaces: SMF80/Unload
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The directory search
record extension

The check directory
access record extension

The check file access
record extension

The change audit record
extension

The change directory
record extension

The change file mode
record extension

The change file
ownership record
extension

The clear SETID bits
record extension
The EXEC SETUID/
SETGID record
extension

The GETPSENT record
extension

The initialize z/OS UNIX
record extension

The z/OS UNIX process
completion record

The KILL record
extension

The LINK record
extension

The MKDIR record
extension

The MKNOD record

extension

The mount file system
record extension

The OPENFILE record
extension

The PTRACE record
extension

nnnnnnnnnn

— 4+ Automatic Zoom v
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Security Server RACF Macros and
Interfaces
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| count 41 UNIX-related
SMEF 80 Events Codes you
can query in SMF Unload
(but not Report Writer!)
output. E.G. file access,
security attribute changes,
process creation, changes
to process identity, etc.

Further down and not
shown are the Database
Unload record formats.
You can see OMVS
segment info, as well as
profile and access list info
for UNIX related profiles,
such as UNIXPRIV.
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For application developers
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C/C++ Runtime Library Reference: individual APls

cfgetospeed() —
Determine the output
baud rate

cfsetispeed() — Set the
input baud rate in the
termios

cfsetospeed() — Set the
output baud rate in the
termios

_ chattr(), _chattrb4() —
Change the attributes of
a file or directory

_ chattrat(), _ chattrat64()
— Change the attributes
of a file or directory

chaudit() — Change audit
flags for a file by path

chdir() — Change the
working directory

__check_resource_auth_np|
— Determine access to
MVS resources

CheckSchEnv() — Check
WLM scheduling
environment

chown() — Change the
owner or group of a file
or directory

chpriority() — Change
the scheduling priority of
a process

chroot() — Change root
directory

cimag(), cimagf(), cimagl()
— Calculate the complex
imaginary part

clearenv() — Clear
environment variables

clearerr() — Reset error

File Edit View History Bookmarks Tools Help

El a8 7/OS XL C/C++ - IBM Documer X ags z/0S: z/OS C/C++ Runtime Lib: X
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baud rate
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Describes the high
level language UNIX
APIs and the authority
necessary to call
them.
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USS Programming: Assembler Callable Services Ref
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BPX4BND) — Bind a
unique local name to a
socket descriptor

bind2addrsel (BPX1BAS,
BPX4BAS) — Bind the
socket descriptor to the
best source address
chattr (BPX1CHR,
BPX4CHR) — Change the
attributes of a file or
directory

chattrat (BPX1CRA,

BPX4CRA) — Change the
attributes of a file or

directory relative to a D e S C ri b e S t h e

directory file descriptor z /O S

;22(.;2:’%9;12:%9; 31 assembler APlIs, many
audit flags for a file by

- of which correspond

chdir (BPX1CHD,
g iy to C/C++ APIs,
' providing a good

chown (BPXICHO, _ cross-check on
o rgroup St LML SYEISI Sefvices security requirements

owner or group of a file
Programming: Assembler Callable

or directory
chpriority (BPX1CHP,

BPX4CHP) — Change the H

scheduling priority of a Sel'VlCBS Reference
process

chroot (BPX1CRT,

BPX4CRT) — Change the

root directory

clone (BPX1CLN,
BPX4CLN) — Create a
child process

close (BPX1CLO,
BPX4CLO) — Close a file

closedir (BPX1CLD,
BPX4CLD) — Close a
directory

cond_cancel (BPX1CCA,
BPX4CCA) — Cancel

NY/Tampa/Dallas/Raleigh RUG 15




USS Command Reference: corresponding command

ﬁ @Zo z/OS UNIX System Services -
«

C @

ASCII/EBCDIC code pages
for the terminal

chgrp - Change the
group owner of a file or
directory

chlabel - Set the security
label of files and
directories

chmod - Change the
mode of a file or
directory

chmount - Change the
mount attributes of a file
system

chown - Change the
owner or group of a file
or directory

chroot - Change the root
directory for the
execution of a command

chtag - Change file tag
information

cksum - Calculate and
display checksums and
byte counts

clear - Clear the screen of
all previous output

cmp - Compare two files

col - Remove reverse line
feeds

: (colon) - Do nathing,
successfully

comm - Show and select
or reject lines common to
two files

command - Run a simple
command

compress - Lempel-Ziv
file compression

configstk - Configure the
AF_UEINT stack

configstrm - Set and
query the STREAMS
physical file system

configuration

o L

File Edit View History Bookmarks Tools Help
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UNIX System Services
Command Reference
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Since many UNIX APlIs
correspond directly to
commands, another
good cross check
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RACF Callable Services

Eile Edit View History Bookmarks Tools Help — o e
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» makelSP (IRRSMI00):
Make IISP

» make_root_FSP
(IRRSMR00): Make root
IFSP

» query_file_security_options
(IRRSQFO0O0): Query file
security options

> query_system_security_opt
(IRRSQS00): Query system
security options

» R_admin (IRRSEQOO):
RACF administration API Z/OS

» R audit (IRRSALUOO): 31 Though most Of these

Provide an audit interface

" RS Audts are only for the kernel

security-related event

> R_cachesery (RRSCHOO): and file system, again ’

Cache services
e they correspond to
» R_chmod (IRRSCF0OQ):

hange e mecs Security Server RACF the UNIX assembler

» R_chown (IRRSCO00):

Change oanerand group Callable Services APIs and provide a

» R_datalib (IRRSDLOO or
IRRSDL64): Certificate

s Loy cross check

» R_dceauth (IRRSDAOO):

Check a user's authority

» R_dceinfo (IRRSDIO0):
Retrieve or set user fields

» R_dcekey (IRRSDKQO):
Retrieve or set a non-
RACF password

» R_dceruid (IRRSUDOO): — — — —
Determine the ID of a = v B
client — -

» R _exec (IRRSEX00): Set
effective and saved UIDs/
GIDs

» R_factor (IRRSFAG4):
Authentication Factor
Service

NY/Tampa/Dallas/Raleigh RUG 17



Using REXX and z/OS UNIX System Services
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00 = i+ "
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¥ Chapter 3. The syscall
commands

> Specifying a syscall
command

Using predefined
variables

» Return values
access Z/OS
acldelete 3 1

acldeleteentry

aclfree

aciget All kinds of good APIs for

aclgetentry

aclint REXXophiles, many

acupdateentry corresponding to the

e Using REXX and z/0S UNIX System previously described APIs.
catclose SE!’VfCGS

o The UNIX command
. download mentioned
chauelt later uses some of these.

chdir

cert

chmod

chown

close

closedir
creat
dup
dup2
exec
extlink
fchattr
fchaudit 4

fchmod ‘
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RACF Macros and Interfaces:

SMF80/Unload

File Edit View History Bookmarks Tools Help
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| D AV 72 | (100 of 722) — | 4 Automatic Zoom v
38 = e Data type Data length Format Audited by event code Description (SMF80DA2)
= = (SMF80TP2)  (SMF80DL2)
ICHRFRTB macro dec(hex)
¥ Chapter 2. Panel driver 294(126) 8 Binary 31 New audit options (user and auditor)

interface module (ICHSPF03)

» Invoking the panel driver
interface

¥ Chapter 3. Profile name list
service routine (IRRPNLO0O)

» Invoking the profile name
list service routine

¥ Chapter 4. Date conversion
routine

» Invoking the date
conversion routine

¥ Chapter 5. SMF records

¥ Record type 80: RACF
processing record

Format of SMF type
80 records

Table of event codes
and event code
qualifiers

Byte

Meaning
" |

User read access audit options
2

User write access audit options
3

User execute/search audit options
4

Reserved for IBM's use
5

Auditor read access audit options
6

Auditor write access audit options
7

Auditor execute/search audit options
8

Reserved for IBM's use

In each byte, the following flags are defined:

Value
Table of relocate Meaning
section variable data X'00'
Table of extended- Do not audit any access attempts
len: : e
section variable data Audit successful accesses
Table of data type 6 X'02'
command-related Audit failed access attempts
data X'03'
Record type 81: RACF Audit both successful and failed access
initialization record attempts
» Record type 83: Security 295(127) 1-44 EBCDIC 28,44,55 Data set name for mounted file system
events
296(128) 4 Binary 33,42,43,45 Requested file mode
» Reformatted RACF SMF .
records Bit
Meaning
¥ Chapter 6. The format of the 0-19
unloaded SMF type 80 data Reserved for IBM's use
IRRADUOO record format 20
» XML grammar S_ISGID bit
The format of the header 21 S ISUID bit
portion of the unloaded =
_ SMF tvpe 30 and tvpe 80 22

NY/Tampa/Dallas/Raleigh RUG

Applications can use SMF
Unload output too! And if
you like to crawl through
the raw record, the
formats are documented
here also, in gruesome
detail.
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My UNIX brain-dump of record

z/0OS UNIX System Services File System Security

z/0OS UNIX System Services File Security

z/0S UNIX System Services Users and Groups

The UNIX superuser
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Protecting POSIX
mini-series

PartIof IV

brought to you by
Enterprise Knights of IBM Z

Protecting POSIX
mini-series
Part IT of IV

brought to you by
Enterprise Knights of IBM Z

Protecting POSIX
mini-series
Part III of IV

brought to you by
Enterprise Knights of IBM Z

Protecting POSIX
mini-series
Part IV of IV

rought to you by
Enterprise Knights of IBM Z
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UNIX file system security

Protecting POSIX
mini-series
PartI of IV

brought to you by
Enterprise Knights of IBM Z




Data Sets (aggregates) are MOUNTed into a hierarchical structure

OMVS.ROOT.ZFS

OMVS.ETC.ZFS

brwells mnelson

OMVS.BRWELLS.ZFS

éMyFiIel MyFiIe2 |\/|yDir1 OMVS.MNELSON.ZFS

.
----
wss®
ws®
as®
.......
lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

TSO MOUNT FILESYSTEM(OMVS.BRWELLS.ZFS) MOUNTPOINT('/u/brwells') MODE(RDWR) TYPE(ZFS)

NY/Tampa/Dallas/Raleigh RUG 22



Controls at the aggregate level

Good old DATASET protection
e SYS1.PARMLIB
* zFS aggregates
* Including user file systems, which should not use the user ID as the HLQ

Ability to MOUNT and UNMOUNT
* With specific modes like nosetuid, read-only, read/write,
e SUPERUSER.FILESYS.MOUNT in the UNIXPRIV class
e SUPERUSER.FILESYS.USERMOUNT in the UNIXPRIV class

nosecurity

Ability to encrypt
e ‘zfsadmin encrypt’ command can encrypt while file system is in use

RACF FSEXEC-class profiles to prevent executables from running
* Think /tmp, which is where attackers like to deposit a ‘fingerprinting’ script

RACF FSACCESS-class profiles to prevent entry, even from UID(0)
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Auditing the environment

* Looking at the RACF profiles (SEARCH, RLIST, LISTDSD,
IRRDBUOO)

e ‘df —v’ shell command displays detailed information on
all the mounted file systems

* Mount point

* Mount mode

* Aggregate name
* File system type
* Etc

* ‘find’ shell command — e.g. to discover your
setuid/setgid files

e 7fs Unload utility on RACF downloads page

e https://github.com/IBM/IBM-Z-z0S/tree/main/zOS-RACF/Downloads/ZFSUnload



https://github.com/IBM/IBM-Z-zOS/tree/main/zOS-RACF/Downloads/ZFSUnload

UNIX file security

Protecting POSIX
mini-series
Part II of IV

brought to you by
Enterprise Knights of IBM Z




Security attributes are meta-data
of the file

 Ownership: user and group

* Permission bits and access control lists (acls)

e Set-uid, set-gid, and sticky bits

* Logging specifications

* Extended attributes like apf and program-control
* Security label



initialized to ...

Hle security info

File security attributes and how to manage them

changed by ...

effective UID

User (UID) owner

chown command

parent dir's group

Group (GID) owner

chown or chgrp

varies by function

Permission bits

chmod command

(qualified by umask) Owner Group Other
WX rWx rWx
flags specified by Flags chmod command
open() set-uid set-gid | sticky

read, write, and
execute failures

Owner audit options

read

write

execute

chaudit command

no auditing

AUDITOR audit options

read

write

execute

chaudit —a command

SHAREAS bit on for
executable files

Extended attributes

extattr command

contents of parent's
default ACL

Access Control List

setfacl command

SECLABEL of
covering dataset

Security label

chlabel command




Or use the RACF/TSO/UNIX command download

e https://github.com/IBM/IBM-Z-z0S/tree/main/z0S-RACF/Downloads/RacfUnixCommands

* REXX execs that act like RACF commands would if file security were protected with profiles
* ORALTER, ORLIST, OPERMIT

File Edit iiew History Bookmarks Tools Help = o X
* Uses RACF keyWOFdS where pOSSib'E (Rl © o= evsuarmanox By i
. | < C @ Q 8 httpsy//github.com/IBM/IBM-Z-20S main/zOS-RACF/Downloads/Racfl mmands/RacfUr 5% ® ¥ § =
* Uses RACFish keywords where not ittt A W, A, e S T W O A
° A” Create OUtp ut fi I es [ Files IBM-Z-zOS / zOS-RACF / Downloads / RacfUnixCommands / RacfUnixCommands.pdf T Top
&
- . main ¥ Q
* All have a ‘recursive’ option .
Q Gotofile
* All have a ‘path’ option to operate on all > I 105 DtaGathrer Table of Contents
> W zOS-Education ChangeDate Y
components of a specified path — Ol D !
N N . . > [ z0S-HCD_HCM Invoking the execs 5
* All have optional configuration variables =S kg i iatiss s
. . 205 Configuration variable reference 11
(like ‘noRun’ to see what command would do) ORLIST 5
> W8 205 Purpose: 13
* Documented as if they were in the RACF ISERENE O —— :
z0S-RACF
: Syntax 14
Command Language Reference v I8 Dowrloscs . 16
> BpxCheck ORALTER 19
> I IRRXUTIL Purpose 12
, Authorization required 19
RACSEQ S §
RacfUnixCommands Examples 28
' [ RacfUnixCommands.pdf OPERMIT 30
[ opermittxt Purpose 30
Authorization required 30
[ oralter.txt Syntax 30
O3 orlistxt Examples 35
O readme.md Disclaimers, etc 38
. R Dedication to John C. Dayka 39
v @ ZFSUnload

[3 HFSUnloadReadMe.pdf
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https://github.com/IBM/IBM-Z-zOS/tree/main/zOS-RACF/Downloads/RacfUnixCommands

OPERMIT syntax — used

OPERMIT (or whatever name you have chosen for it)

[absolute-path-name-1]
[ACCess(access-authority) | DELETE]

[ACL] [FMODEL] [DMODEL] | [ALL]

[CLASS(FSSEC)]

[FROM(absolute-path-name-2)]

[FTYPE(ACL | DMODEL | FMODEL)]

[ID(name ...)]
[OUTFILE(path-or-dataset-name)]
[PATH]

[RECursive[(CURRENT | FILESYS | ALL)]]

[RESET]

[VERBOSE]
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Examples

» opermit /u/bruce/filel id(mark) access(r-x)

* opermit /u/bruce/filel from(/u/brwells/file2)

* opermit /u/bruce/filel reset
* oralter /u/bruce/myfile perms(rwxr-x---)

* oralter /u/bruce/filel owner(bruce) group(racfers)

* oralter /u/bruce/myfile noapf noprogram perms(o-w) recursive
e orlist /u/brwells
* orlist /u/brwells auth

* orlist /u/brwells/filel auth path




ORLIST default and AUTH formats

NAME

/etc/inetd.conf

FSSEC

FILE SYSTEM CONTAINER ATTRIBUTES

NAME = ZO0OS24.ETC.ZFS

MOUNT POINT = /SYSTEM/etc

Mount mode = READ/WRITE

Covered in FSACCESS class by ZOS24.ETC.*

TYPE = ZFS

FILE TYPE

OWNER GROUP
IBMUSER  sYSL
SECLABEL

SYSMULTI

AUDITING

FAILURES (READ) , FAIL

GLOBALAUDIT

NONE (READ) , NONE (UPDATE) , NONE (EXECUTE)

CREATION DATE

2019-09-20

LAST

2019

EXTENDED ATTRIBUTES

SHAREAS

FILE MODE BITS

Sticky bit is: 0
Set-uid bit is: 0
Set-gid bit is: 0

FILE PERMISSIONS

rw-  r-- r—-
ID TYPE
TSOUSR4 USER
SYs1 GROUP

GROUP OWNER

OWNER UNIVERSAL ACCESS

YOUR ACCESS

URES (UPDATE) , FAILURES (EXECUTE)

rw- r-- r--
ID TYPE  ACCESS
REFERENCE DATE LAST STATUS CHANGE DATE - - —————=
“10-02 2019-09-20 TSOUSR4 USER  R-X
SYsl GROUP R-X
(644 in octal notation)
ACCESS
. NY/Tampa/Dallas/Raleigh RUG

UNIVERSAL ACCESS

YOUR ACCESS

(644 in octal notation)
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Auditing the environment

* The shell ‘Is" command with various options

e ‘Is—I" for most of the options (ownership, permission bits,

more)

° {

° {

° {

e ‘finc

s —W’ for the logging options
s —E’ for the extended attributes
s —M’ for the security label

’shell command — find files with any

attribute(s)/value

e ORLIST in the RACF/TSO/UNIX download
* Displays all attributes in RLIST-style format

e zFS Unload utility on RACF downloads page

e https://github.com/IBM/IBM-Z-z0S/tree/main/z0OS-RACF/Downloads/ZFSUnload
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Provisioning UNIX

* Prevent UID reuse with SHARED.IDS profile in the
UNIXPRIV class

* Assign OMVS segment with UID
* Manually
e Using the AUTOUID keyword
* Using automatic OMVS segment assignment
* Using an identity management provider that takes the rest
of your enterprise into account

* The user’s default group must have an OMVS segment
with a GID

* Allocate a user file system data set
* Perhaps using the UNIX automount facility



Least Privilege — preventing UNIX

* If a new user has no need for UNIX, don’t grant it
* Why worry about new attack vectors?

* If you have automatic assignment in place, give the
user an ‘empty’ OMVS segment as part of
provisioning to block it

* ADDUSER JOE OMVS
e ALTUSER JOE OMVS(NOUID)



De-provisioning UNIX

Beware of residual access in the file system
* File ownership
* acl entries

Have a process to
* Deallocate their user file system

* Search and destroy(/replace) references elsewhere in the file
system

* Don’t re-assign their UID until this has been verified

Delete the user, or at least its OMVS segment

* But if you haven’t done the above, remember its UID (in a
custom field?) so you can associate file system references
with the user ID

And all that normal RACF stuff (IRRRIDOO, for example)



Auditing the environment

* Good old LISTUSER, LISTGROUP, and IRRDBUOO

* ‘id’ shell command displays user’s identity as UNIX
sees It

S id bruce

uild=266 (BRUCE) gid=115(COOLKIDS) groups=213 (MYDEPT), 300 (MYORG),
7356 (RACFDEV) , 9004 (IZUUSER), 1151 (PEVID), 1(POSIX), 1768 (RACFALL),
1000044 (ZOSDEV) , 1000046 (ZOSTOOLS) , 1000043 (ZRACFU)

* find’ command again
* Can find ownership and acl references in files, by user
ID/group or UID/GID

* zFS Unload utility again

e https://github.com/IBM/IBM-Z-z0S/tree/main/zOS-RACF/Downloads/ZFSUnload



https://github.com/IBM/IBM-Z-zOS/tree/main/zOS-RACF/Downloads/ZFSUnload
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A user with UID(0), or a TRUSTED
or PRIVILEGED started task can

* Create, read, update, and delete any file

* Read and write to network sockets

e Change security attributes of a file

e Consume resources in excess of system limits
* Kill and inspect processes

» Switch into the identity of any UNIX user without authentication
* And then maybe write into APF libraries? Manage RACF profiles?

* Totally pwn you
* Exasperate your auditors due to Separation of Duties violations



Fortunately, there are ways to limit
capabilities
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Scope superuser security
management capabilities

* UNIXPRIV SUPERUSER.
* UNIXPRIV SUPERUSER.
* UNIXPRIV SUPERUSER.

LESYS.DIRSRCH
LESYS.CHOWN
LESYS.CHANGEPERMS

* |In fact, a superuser cannot change extended attributes
without FACILITY authorization

* This underscores the fact that where we have extended the
POSIX standard for z/OS-specific functions, we tend not to
respect UID(0).



Scope superuser system
programmer capabilities

N
N
N

X
X
X

D

D

D

Q
:{

Z{

VS
VS
VS

PE
PE

PE

Q
R

Z{

SE
SE
SE

R.F
R.

R.

D

D

LESYS.MOUNT
ROCESS.KILL

ROCESS.PTRACE



Scope superuser application
identity capabilities

 UNIXPRIV SUPERUSER.FILESYS

e UNIXPRIV SUPERUSER.FILESYS.VREGISTER
 UNIXPRIV SUPERUSER.PROCESS.GETPSENT
 UNIXPRIV SUPERUSER.PROCESS.PTRACE

e UNIXPRIV SUPERUSER.SETPRIORITY
 UNIXPRIV SUPERUSER.SHMMCV.LIMIT

e FACILITY BPX.SERVER

e FACILITY BPX.DAEMON

 SURROGAT BPX.SRV.userid

e ‘Limit’ fields in the USER OMVS segment



Servers and Daemons

Server: establishes a thread (subtask) for client after
authentication (e.g. HTTP server)

Daemon: establishes process (address space) for client after
authentication (e.g. FTP daemon)

Instead of requiring APF/supervisor state, access to a
FACILITY profile and requirement for a clean address space
is sufficient to establish identity

BPX.DAEMON(READ) and UID(0) required
BPX.SERVER or UID(0) required

 READ: Server and client require authority to protected resources
that may subsequently be accessed (unauthenticated client)

 UPDATE: Only client requires access to resources accessed
(authenticated client)



Thank you! Any Questions?
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