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System Administration

= Cross-Platform Server Setup
= Administrator Access

= (lustering

= Fault Recovery

= Shared Mail

= Web Site Management

= Console Enhancements

= Web Administration
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» Many of the familiar configuration steps have changed -- for the
better: consistent server setup cross-platform; simplified web
server management; browser-based management tools equal
to those in the Notes client, and much more.




Cross-Platform: Server Setup

You are aboutto set up a new Lotus Domino Server.

Setup will ask you a few guestions and suggest default aptions whenever possible to
quickly and easily setup yvour Domino server.

To continue with Setup click Mext.

» In RS, the Domino server setup on Windows uses the Notes
client to register the initial certifier, server, and administrator,
while other platforms rely on an HTTP-based setup. In Rnext,
server setup and configuration converge for all platforms in a
single Java application called 'serversetup'



Administrator Access

= Many administrative duties
= Distributed/shared responsibility
= Domino 6 server ACL
- separates Full, DB, Console, System permissions

» Rnext redefines administrator privileges, allowing more granular
delegation of responsibility. In addition to the 'Administrator’
designation left from R5, Rnext adds a 'Full Administrator designation,
which grants the user de facto manager access to every database on
a server, allowing the user to repair broken ACLs from Web Admin or
from the Notes client. Other admin levels include

*Database Administrator: can perform any DB operation

*Full Remote Console Administrator: can use the remote console and
issue any command

*View-only Remote Console Administrator: can use "Show" remote
console commands, but not "Tell"

*System Administrator: primarily for users of the Java server console;
allows users to issue OS commands from the JSC.

*Restricted System Administrator: allows users to issue a subset of
OS commands from JSC.



Clustering Enhancements

= Overriding quotas
= Disabling cluster replicator
= (luster-aware replica creation




Cluster Awareness

Mail Replica Creation Dptions

Select options for creation of mail database replicals]

[¥ Create mail database replicals]

Bemove Server(s]

Create Replica

Use this toal to create database replicas on multiple servers
automatically in the background via the Administration Process.

¥ | Create mailreplicals) in backaraund
Selected: Tunbridge/Acmelldspug.nsf, 5,242,880 bytes _

Create replicas on these servers Destination databage and server

Destination server D estination f
Tunbridge/Acme T hdd E[ Amesburpidicme @ dzpug.nsf

E[ Saumsbome @ dspug nsf

Destination file path

¥ Copy Access Control List

[ Shows me arly cluster members for ™ Creats full text jndex for ssarching
cluster: JOR




Fault Recovery

= Automatic server cleanup and restart
= managed through Server doc
= System commands through Java controller

» Domino Rnext offers automated crash recovery on all platforms. This has been around for
a while on UNIX, but configuration was managed through the server's notes.ini, which made
it somewhat complicated to centralize (it could be done through the NOTES.INI section of a
server configuration document). In Rnext, automated fault recovery is configured centrally
in the Domino Directory, and provides additional options not available in R5:

» Fault Recovery Enabled: Y/N

» Cleanup Script Name: refers to a batch file or shell script in the server's data directory that
typically calls nsd to take a system snapshot, remove any leftover processes and shared
memory segments, and restart the server

» Cleanup Script Maximum Execution time - mostly self-explanatory. If script execution runs
too long, WHAT DO WE DO?

» Maximum crash limits - keeps a server from getting stuck in crash loops. When the limit is
reached (e.g. 3 in 5 minutes), the server stays down.

» Mail Crash Notification - let admins know that we've restarted after crash

» Additionally, if the Java Controller is running on the server, an administrator listed with
System Administrator or Full Administrator rights in the server doc can send shell
commands to the downed server's host OS through the Domino Console (TCP port 2050),
allowing him or her to clean up from the crash manually when it's not possible to reach
Domino on port 1352.



F‘giServer: Tunbridg: cme - Domino Administrator

File Edit Yiew Create Actions Help

~=lolx|

=il 1 A% 26 oo oo Malws]

Administration |u Server: Tunbridgeifcme ﬂ

ﬁ .Edlt Server @Eraate Wieb [RS)... ®Eance|

g T

Sy

l Security I Ports ] Server Taszks ] Internet Protocols ] M TAs ] Miscellaneous | Transactional Lagging | Shared Mail | Administration

Server name Tunbiidge/Acme Server build number: Build VB0_12272001
Server title: Routing tasks: 4 ail Rauting
Domain name: Acme SMTF listener task: Enabled

Fully qualified Intemet host  tunbridge. latus. com Server's phone number(z):

name:

Cluster name: CPU count: 1

Loads Intemet configurations [~ Enabled Operating system: ‘windows/NT 5.0 Intel Pentium
from ServerInternet Sites

documents:

Herknule Debug M anager Dizabled |5 this a Sametime server?. Mo

53l

Optimize HTTF performance Advanced [Custom Settings)
based on the fallawing
primary activity:

Directory assistance
database name

covery Enabled: ¥ ‘es

Mame of condensed Cleanup Script Mame: c:\lotushdominahdatabnatesfatal_sample. bat
directony catalog on this
SEIVEN

Trust the server bazed [ ves Cleanup Script b asimum 300 seconds
condensed directory catalog Execution Time:

for authentication with

internet protocals:

Directory Type: Primary Domina Directary \ td aximum Crash Limits: 3 crashes within & minutes /
Allow this directom to be W Yes ail Crash Matification to: - Tunbridge Admins
used as & remate primary
directomy for other servers:
— — -]
[ Il 3
(] | [x [Feplicating 24 databasss - (20] FE Schedule 79% | (<2 4|[1GN D=




Shared Mail

= Simplified configuration

= Multiple active shared mail DBs and directories
= distributed 1/0

= Transaction logging support

= |ntelligent sharing

= Quotas
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Managing Shared Mail

ngServe Tunbridge/Acme - Dol
File Edit Yiew Create Actions Help

CEs]|d=e]l £9 26 ¢ T % DO b

E"Administratinn |u Server: Tunbridgeifcme j

Edlt Sernver @Eraale Wieb [RS)... ®Eance|

Server F ‘ -

e

Basics ] Security I Ports ] Server Tazks | Internet Protocols 1 M TAs ] Miscellansous ITransadiona\ Logging ] Shared Mail IAdmmistration

Shared Mai: Delivery

discos 4096 megabytes Orline
ehacos megabytes Online
fAsoos megabytes Online

Lo

megabytes
megakbytes
megabyles
megabytes
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Web Site Administration

= Simplifies virtual server configuration
= Unlimited Web site scaling
= See 10/01 Iris Today article on Web Site rules

» Rnext introduces a new way to organize Domino Web servers
-- by site. The Web Site configuration document lets
administrators determine not only the sites Domino will serve
(conceptually identical to RS virtual servers, but easier to set
up) but also the Domino servers that will serve each site,
making it an organizational snap to scale a web site to any size
by adding content servers behind a load-balancing solution like
WebSphere Edge Server



Java Server Console

= (lient-Server console: facility
- Java controller task

= Full console: control over Domino: oni any platform, from: any
machine

= Multiple active connections
= 0§ commands

= Message filtering capabilities
= Color-coded event display
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» The java server console provides full Domino console function and access on
any machine with Java installed.

» In addition to Domino itself, there are two independent pieces to the JSC: the
controller, which listens for connect requests on TCP port 2050, and provides
standard input and output for Domino; and the console itself, which
communicates with the controller.

» It's possible to run each of the pieces independently of the other two: running
Domino without the controller or console is like running an R5 server, with the
familiar text window for all input and output. Running the controller alone on the
server machine allows an administrator to start and stop Domino, and issue
both Domino console commands and operating system commands to the
controller from a java server console on another system.

» To use JSC as a replacement for the text-based console, load '[n]server -jc'; to
load the controller and Domino without opening a console session locally, run
'[n]server -jc -c'; to start the controller and console without starting Domino, use
'[n]server -jc -s'; finally, to load only the controller, use '[n]server -jc -s -C'



Java Server Console

File Edit View Commands Help

User: localidmin

a ﬁ Platform: Windows/NT 5.0 Intel
@ Server: Tunbridge /icme

-

[¥]

H Send ||v|| Comman s ... ”j

¥ @ Fatal ¥ 4\ Failure ¥l @ WarningiHigh)
Show events of these types:
¥l @y wWarning(Low) [ 3 Normal ¥ Unknown

[LOTUS | software

» This is the Domino Console window. Note that it provides
many of the features found in the remote console with the
Administrator client: event messages color-coded by severity;
filtering of events by severity; font control; a fixed field in the
console window to keep commands visible while server output
scrolls by. Additionally, the Domino console allows an
administrator with the proper permissions in the server
document to send OS commands to the server by preceding
them with the keyword "shell".



Remote Console

= Stop Triggers

= Color-coded highlights

= Selective event message display
= More event information

= Font control

= Smoother scrolling

= Qutput easily copied to clipboard

Lo
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Remote Console

B2 Administration - Domino Administrator
File Edit Administration Live Console  Help

IGEslldzo] <o 52

@"Administration

People & Groups I Files I Server... ] Meszaging... I Replication I Configuration

Status I.&nal_l,lsis IMonitoring IStatistics IPerformance ]

{gﬁ Server. Tunbridge/Acme
Windows NT 5.0

[romino Command: I j Send |'| Commands... |'|

Shaw events of these ypes ¥ (2 Fatal I £\ Failurs [ (v arring(High
|-®Waming[L0w]7€‘?,} Normal W Unknown

C] - 4| | Tunkridge ||y .




Server Task Command Help

= Console help for supported 'Tell" commands
= Use 'Load <Task> -2" or 'Tell <Task> -?'
= Example:

load adminp -7

Purpose: Performs various automated administration tasks.
Usage: Tell ADMINFP [options]...
[options]:
POCESS New Process only new requests.
cess daily Process only new and modified daily regquests.
cess delavyed Process only new and modified delaved requests.
cess interval Process only immediate and interval requests.
proceszs all Process all new and modif ied requests.
process people Process all new and modified requests to update person
docunents _in Domino Directories.
process time Process all new and modified requests to delete mail files.
that bhecome unlinked.
show datahases Shows all databases and their Administration server.
gquit Quits the Administration Process task.




Domino Web Administrator

= Full Admin function from a browser
= ACL Repair
- User Registration
- Database Tools

= Role-based Ul Control
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| Tunbridoge,/Acme ¥eb Administration - Microsoft Internet Explorer

File Edt Wiew Favorites Tools  Help
A - it Q 3] (3] B~ =) ]
Back. Forward Stop Refresh Home: Search Favarites History Mail Print Edit Discuss
ddress I@ http: jitunbridge. lokus, com/fwebadmin. nsfFrOpenDat abase j @Gn |J Links
% | E I 'l Search Q Elue Pages m’ HR. I6M Help Desk. B Expenses Americas Marketing 16M Skock Watch n Alerts
ﬂ People & Gmups] Files I Server...] Messaging. I Heplication] Configuration] MDEME*”CBS LI Help
Status I Analysisl Stalisticsl
Server: Tunbridge/Acme * > T ol
Haost:  tunbridge. lotus. com Refresh ool
: & Server Ll
}L oy De't"': SEL'IS Lsst updated: 05:40:37 P
vin Database Users
& allServer Tasks HTTP all request statistics: HTTF connection statistics:
Quick Console Type: Total [H]: Time [secs]: Avg [reqfsec): Current: [LERS Accepted: Denied: Fiefused:
10 [HTTP Statistics LGl 1] 1] il 2 2000 a8 0 0
» B2 Schedules D3&P 0 1 a .
- ] Dperating Spstem Files 1 i} i} HTTP pall statistics:
HTTP 1] 1] a Type: Palls: Timeouts:
Mates 13 &0 3 Accept: 17639 17&00
Total 140 50 3 Input;
Output
Traffic: Total [KE]: Avg. KB/ zec)
Input; 58 1
Output: 470 9
HTTP Maotes request statistics: HTTP Maotes command statistics:
Last: Total (H]:  Peak [#]  Peak time: Commands: Tatal
1 mir; o8 13 01/23/2002 17 40:20 EST Openégent 8
Bmins 141 141 01/23/2002 17.40:35 EGT e :
1 hour, 141 141 01/23/2002 17 40:35 EST OperimageR esource 7
1 day: B3 B3 01/23/200217:33:55 EST Openl avascriptlib 26
Total 14 ReadFom 15
Total [incl unlisted commands] 141
i
Securely sign out of this application lili |® Internet




= Server Monitoring




Server Monitoring

= Event and Activity Logging
= Tivoli' integration
= Managing Events
= Statistic Charting
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Domino 6 Event Logging

= Each log entry a row in a table

- message text, parameters, event code, type & severity are
distinct fields

= Fast, easy searches
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Event Log Analysis

| End D ate

Event Type
I 10/28/2001 16I I 10/29/2001 16I

Event Severity

Addin Name Start Time | End Time

|12:DD A fi‘,ll |1D:50 A fi‘,ll

 What do you want to know? This slide and the six that follow it
show the rich log search options available for Rnext, allowing
administrators to search the log in any conceivable way,
retrieving exactly the information they're looking for.



|J HEK L Ee & O |J ILg_'?,‘.Tunhridgefnc... & pomina Controll...l & Domin Console | | 96% |1 |5(§]§ GEn@ES O E @ szsem
=1=
g Edit Administration Help
SR Iseow 88
Administration E Server: Tunbridgelidcme r Tunbridgeltcme - Log Analysis Results ﬂ
@ Log Analysis Results
Server: Tunbridge/Acme
ﬂ Time 1243042001 1200 AM EST - 12/31/2001 04:06 P EST
i | Type & | Severily & | Time Evert ¥ | 5
DataBase “Warning (low) 12/30/2000 O7:46:43 PM 1243042001 01:46:43 PM Informational, rebuilding view - no container or index (reading C:\LotushDominoD atabdoladmin.nsf 0
ﬂ DataBase Warning (low) 12/30/2000 O1:47:05 PM 12/30/2001 01:47:05 PM Infarmational, rebuilding view - no cantainer of index (reading C:\LotushDomino'D atabeventsd.naf 0
Datab aze “wharning (low] 12/30/2001 01:48:03 P 1243042001 01:48:03 PM Informational, rebuilding view - no container or index [reading C:\Lotus \DominotD atateventsd.nsf + 0;
i a"ﬂ} Semer Mormal 1273042001 01:49:02 Pi 1243042007 07:49:02 PM This server iz not permitted to passthiu to the specified server 0:
® DataBase “Warning (low) 12/30/2001 01:43:08 PM 12/30/2001 01:49:08 PM Unread list for user TESTO01 in database TESTO02 iz damaged: FD:D4 0;
® DataBaze Warning (low) 12/30/2001 01:453:11 PM 1243042000 07:43:11 P Attempt to lock a DB that dossn't support locking 0:
iy Sever Mormal 12/30/2001 01:50:24 P 1243042007 01:50:34 PM End scan of databases: 74 found 0
DataBase “Warning (low) 12/30/2000 01:51:05 PM 1243042001 01:51:05 PM Informational, rebuilding view - no container or index (reading C:\LotushDominoD atabnames. nsf vie 0
DataBase “Warning (low) 12/30/2000 015116 PM 12/30/2001 01:51:16 PM  The buffer poal is toa full to bring in another page. 0;
Datab aze “wharning (low] 12/30/2001 01:51:40 P Jaanianmt P AN Bk A fic o doeo—ood. Blaage rghyild it (by pressing shift-F3 or unning UPDALL 1), 0.
DiataB aze Warning (low) 1273042001 01:51:52 P 'IZ ﬂ ogged Database cannot be accessed during Restart/Media Recoveny Phaze 0
DataBase “Warning (low) 12/30/2000 01:5201 PM 1: in database TESTO0Z2 has been purged due to conuption: TESTOO3 0;
A DataBaze Failure 12/30/2001 01:52:04 Pi 11 @ The log search has completed | modified or conupted since signed! 0:
DataBase Warning (low) 12/30/2000 015213 PM 1: rge; please use a shorter tile.: The Domino server is not responding. The ser 0
Datab aze “warning (high) 12/30/2001 01:52:22 P 1i - Can't hold 3 entries 0.
DataBase “Warning (low) 12/30/2000 01:52:37 PM 1! alid cursar handle 0;
Datab aze “wharning (low] 12/30/2001 01:53.17 P 1: o performed at the current time - database compaction in progress. 0.
DiataB aze Warning (low) 12/30/2001 01:53:20 Pi 1243042007 07:53:20 PM View cannot be created. This iz a read-only databaze from a different platform, 0:
DataBase “Warning (low) 12/30/2000 01:53:53 PM 1243072001 01:5353 PM Finished archiving <filename? . <number> documents were archived and <number> were deleted 0
DataBaze Warning (low) 12/30/2001 01:54:02 Pi 1243042001 01:54:02 PM Irwalid command line argument 0:
DataBase Warning (low) 12/30/2000 01:54:05 PM 1243042001 01:54:05 PM UBM 1/0 Method could not get conditional semaphiore. 0;
Semer “warning (low) 12/30/2001 01:54:11 P 1243042001 01:54:11 P Access to this server has been restricted by the administrator 0.
Server “Warning (high]  12/30/2001 01:54:26 PM 12/30/2001 01:54:26 PM  Prosy Server: Endpoint initialization failed. 0;
Datab aze “warning (low) 12/30/2001 01:54:35 P 1243042001 01:54:35 P <Data Access Application Laver> Too few command arguments 0.
DataBase “Warning (low) 12/30/2000 01:54:41 PM 12/30/2001 01:54:41 PM Mo archive database specified 0;
Datab aze “wharning (low] 12/30/2001 01.54:56 Pi 1243042001 01:54:56 PM “iew has a bad collation description. |t can't be read. 0.
DiataB aze Warning [high] 1273042001 07:54:59 Pi 1243042000 07:54:59 P Event Manager data structures in emror 0:
DataBase “Warning (low) 12/30/2000 01:55:20 PM 12/30/2001 01:55:20 PM <D atabase Driverzlnvalid query specification 0;
Semer Warning (low) 12/30/2001 01:55:32 Pi 1243042001 01:55:32 P Added databaze ¢Database Mame: to Cluster Databaze Directory 0:
Fy DataBase Failure 12/30/2000 01:55:41 PM 1243042001 01:55:41 PM Insufficient memary to load Formula Campiler/Decompiler, ar cannot locate the appropriate pragram 0
© Datab aze “warning (high) 12/30/2000 01:55:53 PM 1243042001 01:55:53 PM Y'our connection to the server unexpectedly dropped: please retry the operation i}
4 L3
lFinished searching log on server Tunbridge/Acme A] Iil Feplicating 24 databases - [1.3) Lotus Answer Netwark. 50% | [ﬂ ‘] [IGN A] )

» This screen shot shows the display of a single log page from
the "View Log Document" tool in the Domino Administrator's
Server Analysis tab. Individual entries in the event log are
displayed like lines in a view, and columns are sortable.

» Note too, that the log search takes place in the background,
allowing you to keep working at other tasks. \When the search
completes, the admin client pops up a dialog box to let you
Know.



Event Filtering

= Limit event display by type and severity
= |ndividual settings for console and log DB




Activity” Logging

= What's really happening on your server?
= Tracks server usage by DB/User/Protocol/Activity
- activity data centralized in server log
= Activity logging information accessible via activity analysis tool
= Tivoli integration

» RS Billing: Storage format is either nsf or non-canonical binary file;
Record format not extensible

» Rnext Activity logging: canonical, compact, extensible storage
format using NSF; no extra flat files to manage.

» Information relating to utilization only. Parsing not necessary.

» Crash proof - checkpointed records prevent data loss if the server
shuts down unexpectedly

» Enabled through the server configuration doc; off by default
» Accessible via the Rnext C API and by activity log analysis

>

» Tivoli integration teaser



Activity” Analysis

Server Activity Analysis

Analyze activity log file of server:
Tunbridge/scme

Select server activity bypes to search for
¥ [ Domino ﬂ Adds ¥ [ |Doming
AGENT
Add Al HTTE
il
Remaye Al

H EHE

hAAIL
MOTES
BERL 1A

2]

2 =T=1= N e

2

Start Date | 100282001 16| Stark Time |12:DDAM (le

EndDate |fi2m01:2001 16 EndTime |11:26 AW [©)

EBesults Databasze... | Log Analysis on Local

" Dwverwrite this database
% Append to this database




Tivolr Integration

= Groundbreaking Domino 6 management tools from Tivoli Software
= |ntegrated into Domino 6 Admin; Client

» Vision is a product developed jointly by Iris/Lotus, IBM
Research, and Tivoli. Its two main features are server health
monitoring and predictive performance analysis, both
integrated into the *Rnext* Domino Administrator client. Vision
will not run with an RS client.



Server Health Monitoring
from Tivoli

|f: Adrinistration

People & Groups I Filez I Server l M essaging I Rieplication I Configuration

Statuzs ]Analysws I I onitaring ]Stanstics IPerfnrmance 1

|EP State j‘ I | Display past siates reporting enors exclusivels

Adm|Aga| Dai|Eve| Ind ‘Rep|Rou|Sta| UsersC| DeaC‘ HoIcC| Wiaiting
@ D DD
B D B DD 86
A A A I -

» Server Health Monitoring monitors related server statistics to
calculate an overall health index, as well as individual values
for critical subsystems:

» Fundamental Components: CPU Utilization, Memory Utilization,
Server Response, Disk Utilization, and Network utilization

» Mail-related Components: Mail Delivery Latency and NRPC
Name Lookup

» Task-Related Components: HTTP, IMAP, and LDAP server
response



er’ Health Monitoring
from Tivoli

ngHeaIth Monitoring rent Reports - Domino Adl
File Edit Yiew Create Actions Help

IGeslld=n] £ 2F c6 % o=%= QML

Adminiztration |@ Health Manitoring - Current Reports ﬂ

L0 software G Rehesh View

|Server e | Index Rating Commen

Balth Fepars l ¥ Clapton/lris Oweral Health Critical The "D\SH
CPU Utilization Healthy

Drisk Utilization Critical

HTTP Response Healthy

LDAP Response Critical

il Delivery Latency  Healthy

Histarical Reparts
== Canfiguration

Server Components

Index Threshalds

temory Utilization Healthy

Metwork, Utlization Healthy

NRPC Name Lockup  Healthy

Server Aespanse Healthy

¥ Houston riz Overall Health Critical The "CFL
4 CPU Utilization Critical

A] [:3 A] [Tunhridga




Predictive Analysis, from: Tivoli

= The long look

- turns activity logging data into knowledge
= Workload balancing

- long-term stability

= low daily fluctuations

- predictability

» Activity logging data is the raw input; Trends analyzes it to
provide Administrators with detailed use analysis for each
server, measuring total workload by disk space and
transactions, and workload distribution by user, by database,
and by protocol.

» With this information, Trends lets administrators plan for
long-term server capacity, and predict the life cycle of a server
based on current use and growth patterns.

» In the short term, Trends identifies the databases and users
generating the greatest amount of activity on a server, and
recommends a plan to redistribute databases to balance
workload between servers.



Managing Events

= Event Generators
- turn measurements into events
~ statistic thresholds
~ file activity
~ replication
- most log messages are already events

Lo
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Managing Events, continued

= Event Handlers
- alert administrators to events of user-defined interest
- notification via pager, SNMP, system log, mail, etc.
- created where it makes sense
> remote console
~ files page

Lo
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Creating Event Handlers

File Edit Administration Live Consale Help
EFEFEEIEET]

@"Admmlstratmn

People & Groups I Filez I Server. l Messaging.. I Fieplication ] Configuration

Statuzs lAnaIysis IMoniloring ]Statistics IPerformance l

@ Server: Tunbridge/Acme -~
Windows NT 5.0 Resume
Server Tasks
A% Gerver Users
A% Database Users
v Schedules
= Programs
QI) Agents
9 kA ail Routing

Replication

-1

Pause/Resume Remote Console
StartfStop Live Console

Copy

Local

Set Server Console Attribubes
Set Server Console Filkers

=000 POE




Monitoring Databases

File Edit Administration Files Help
EEEIEET]

@"Admmlstratmn

People & Groups I Filez IServer... IMessagmg.. IHepIicatiDn ] Configuration l

gﬁ Server. Tunbridge/Acme Shovs me: Databazes anly .
Windows NT 5.0
Mew .
» 5| caLotusiDaminolData | Title & Filename > Delste
» [ domina Activity Trends [Tunbridge]  activity. nsf
[} atrthame Administration Requests (R admind. nsf
£ hel Java sgentBunner agentrunner,
Cdia P Bookmarks [RE] bookmark.ns 4l TEXt Index...
o !C Server Certificate Admin — certsry.nsf Muki-Database Index...
|No.tes Dormina Server. Planner Sar cpa.nsf .ﬁdzanced P.rnpert\es...
g rail DhDitarCacheDb dbdiman.nsf LIk FropeEriEs
rnoderns

Quokas. ..
v [ schemaft Move..,
Clwaz

k Space

Access Contral
Compack. ..

EBEEEEY

Offline Services doladmin. st
Diomino Server. Planner Use dspug.nst
fdonitaring Configuration eventsd. naf
Headlines headiine. nsf
homepage homepage.n
Motes Log (Tunbridge/Acr lag.nsf
Acme's Directon names. haf
Reports far Tunbridge/der reparts. nsf
Dioming LDAF Schema schema nsf
Dormina Configuration [6.0]  setup.nsf Manage Views
Setup Wizard D atabase setupdomwizaTT T T Lo
Smart Upgrade Kits smkit.nsf

Sign...
Replication...
Fixup...
Cluster ...

Analyze...

Sl adade s ddadaXaddadds

1 file(z) selected | 10MB (10,747 904 bytes)

:] [Lnnkup on server Tunbridge/acme




Statistic Charting

= Realtime charting from current server activity
= Historical charting from statrep.nsf
= Includes Tivoli Server Health statistics

» Tip: The server health statistics must be generated by the Tivoli
addin before they can be charted: historical Health
measurements require a local statrep on the admin client, and
realtime stats require that the local statistic collector



g Edit Administration Performance Monitor Help
CIEERIEREY TR
Lﬁf— Adrministration
il People & Groups IFiIes I Senver l Mezzaging IHEpIicat\nn ]Ennfigulatinn ]
i Status ]Anal_usis I Monitoring I Stalistics I Perfoimance I
_ Saved statistics groups:
i Statistic counters: i W Autoscals |<U itleds ,l = - u
Add Remove Fikitle Profiles Stop
= Satistics Charts Colar | Scale ‘ Statistic: Mame: ‘ Server Name | Diarnain W ame:
| Realtime Statistics ] 1 Flatform LogicalDisk. Total Curlflususlen Claptondris Iriz  [Unable ta find path to server)
%2 Histatical Statistics 1 Flatform LogicalDizk. Total Curllueuelen Colrane/ris Iriz  [Unable to find path to server)
v [ sctivity Trends 1 Flatfarm LogicalDisk. Total Curllusuelen Chicks/ris et Sta‘t-i:;tic ';‘F:‘“' b b s e
v B Latest ] 4 Platform. 5ystem. PotCombinedCpulltl Tunbridge/dcme
] 1 b ail W ziting Clapton/lriz
1l Server | ] Mail TotaRouted Local Add Statistic Event Generator (Local)
Lt Database | ] 1 Agent.Daily. TriggeredRuns Liocal At Statistic:...
0 User . i . i Remove Statiskic
Last: 0 Ayerage: 0.00 tdinirum: 0 ) i
v = Historical Display Health Reports
S Gerver
" Profiles 230
;T- Fesource Balancing
200
130
100
30
0
& & o o & o o g
5 2 B & 8 B B 2 B
Lo B i B =1 —- in L =
=T~ R - 4 - ) IS E =
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= Directory Enhancements




Directory Enhancements

= x$P Support

= (entralized Directory

= LDAP Improvements

= Active Directory Integration

Lo
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xSP" Support

= Host multiple organizations on a single instance of Domino
= More efficient than partitioned servers

= Virtualized directory maintains security

= xACL - Extended ACL refines permissions
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Extended Access at: /
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People, Servers, Groups: | Show Al 'l Scope:

Attributes
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Aocess:

Allow  Deny

Form and Field access at: /ANY/Acme

People, Servers, Groups: “Wile E. Copote
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“You can further modify the access privileges of curent subject far this container. Select the forms and fields above and chaose the
access. Toincrease the access base privileges for the subject you are madifying, return to the Access Contial dialog.




Centralized Directory Option

= Reduced Domino Directory footprint
- keep user & group information: on a few directory servers
- other servers replicate: domain configuration only

= Minimizes directory replication time and indexing load

= User directory lives on the network
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LDAP Improvements

= (lient authentication against LDAP for all Internet services
= Schema database simplifies schema extension
= Schema daemon maintains consistency domain-wide




Extending’ the; LDAP*Schema

File Edit Yiew Create Actions Text Help

EFEFEEIEETE | <o B 1 S =

E"Administratinn ‘Q‘?\ Log Analysis - Server ActivitdHT u Configuration for Tunbridgeldcme

® Save & Close ® Cancel

LDAP SCHEMA - Object Class:
| T —

Baszic ]Advanced I

o

LDAP name: ’extensiorh Obiject Class Type:  Stiuctural Object Class ;=1
oiD: U g Superior Object Class: person

Motes mapping: Auilian Object Classes:

Srhema: Other; User Defined Description:

Mandatary Attribute Types:  on objectClass, sn =1 Optional Attribute Types: description, seeflso, telephoneMumber,

userPassword

O

Aname that uniquely identifies the ohject class




MMC/AD' Support

= ADSync snapin to Win2K management tools
= Control two user directories from one console
~ Push from AD

= Cross-directory field and container mapping

» Domino Rnext will be able to authenticate standards-based clients (HTTP, IMAP, POP, etc) against an
external directory via LDAP using Directory Assistance, but will still require a Domino Directory for
Notes clients. In environments whose primary corporate directory is MS Active Directory, this means
performing all user and group management functions twice, once in each directory.

» ADSync addresses this problem by providing a single combined point of user and group administration
for AD and Domino from the MMC Active Directory Users and Computers tool.

» ADSync will typically be run from a Windows 2000 Professional workstation with the Windows 2000
Administrative tools installed. These tools are not included with Windows 2000 Professional; they must
be installed by running adminpak.msi from the Windows 2000 Server CD (in i386\). The MS license
permits domain administrators to install this package on their workstations.

» ADSync is an installation option (W2000 Directory Sync) with the Domino Administrator client. ADSync
comprises two files: nadsync.dll (the code) and adsync.chm (the help file). Once installed, ADSync
must also be registered from a Windows 2000 command prompt by entering 'regsvr32 nadsync.dll' at
the Notes program directory. It may take up to a minute for the confirmation dialog to appear.

» Once registration is complete, Lotus Domino Options will appear as a new object in Active Directory
Users and Computers.

» NUME is supported for legacy NT domains, included in install as well. use ADSync for AD only



Active Directory: Integration

ctory Users and Computers
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Cross-Directory Attribute Mapping
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User Management

= [nstallation

= Roaming User/Multi-user
= Smart Upgrade

= License Tracking

= Mail Management

= AdminP

= Certificate Authority

= Policy-based Management
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02




Installation

= Built for Windows Installer
- Transacted installation
- Managed application deployment
- Product, feature, & component registration
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- Will we requires 'Power User' to install on Win2K?



Rnext W32 Client Installation

Lotus Notes - InstallShield Wizard

Custom Setup

Select the program Features you want installed.

Click on an icon in the list below to change how a Feature is installed.

Festure Description

Drorning Designer
Doming Administrator
Release Motes

This Feature requires 26ME on
wour hard drive. It has 19 af 19
subfestures selected, The
subfeatures require Z4MB on
wour hard drive.

Install Pragram Files ko:

Ciilotusinokest change... |

Install Data Files kot

C:idatainotes) Change... |

Installshisld

Help < Back I et = I Cancel




Roaming User: Support

= Managed through Domino Directory
= Roaming users store Notes “identity” on Domino
- Address book, D file, bookmarks, etc.
= Replication keeps workstation and server information current
= (leanup options
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Multi-User Installation

= Separate but complementary to Roaming
= Notes client only

= (Centralized templates

= 0§ Security
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Scripted Client Setup

= Response file
= User supplies only name and password

» Lotus Notes 6 recognizes the new notes.ini option
CONFIGFILE, which points to a response file used to supply
the defaults used during first-time client setup, allowing
administrators to preconfigure the Lotus Notes client, allowing
users to bypass the usual dialog boxes, specifying only a
username and password.



IBM Lotus' Notes Smart; Upgrade

= Built-in update distribution mechanism for Rnext clients & beyond
= Controlled via desktop policies
= (lient automatically downloads, updates and restarts

» To configure Smart Update, the Administrator creates the download DB based on the Smart
Update Kit template (smupdate.ntf) included with the Rnext server, then pastes a link to that
new DB in the global server configuration document.

» To use it, the Admin downloads the QMR/QMU/FR update kits from notes.net and creates a
kit document for each one in the download DB. The kit document specifies the source
version, the target version, the client OS, localization, kit type (full or lite), the location of the
update kit (can be attached, or referenced on a network share), and any message the
admin wants clients to see when they're prompted to upgrade.

» Finally, to allow clients to use smart update, the admin creates or edits an existing Desktop
policy to specify 1) the target version and 2) the grace period, which is the date by which
users must upgrade. Beta 4 builds include a Notes Smart Update menu option under
File\Tools

» Smart Update can apply multiple updates in sequence to upgrade a client from (for
example) 6.0 to 6.03b by applying the 6.01, 6.02, 6.03, 6.03a, and 6.03b kits in order. Note
that this scenario will require a lot of free disk space!

» Because the Rnext client uses the domain catalog to locate the nearest replica of the
download DB, it's not necessary to replicate it to every server in the domain.



Lotus Notes Smart Upgrade

Lotus Motes

Software Update Awvailable ©  Read Me First

2 news version of Lobus Motes and Domino is available. r'ou should upgrade as soon as possible.
Current versian: Lotus Motes Build M12_01212002 Beta &
Update version: Lotus Motes  Build M12_0122002 Beta 5

Digk. space required: 0.1 MB on drive C:
Dk space available: 2.1 GE on drive C:

Estimated download time: 2 minutes

There is a new version of Motes available for pou. You have 10000 days befare automatic upgrade.

| Update Motes Now I | Don't Update Mow I I¥ Bemind me again in m




Client License Tracking

= "How many licenses are we using?"
= Tracks authenticated users on all protocols
= Option in Server Configuration Record




License Tracking

Fy‘ Domino User License Tracking (6) - Licenses'Users By Protocol - Domino Administrator

File
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User Mail Management

= Editor Access
= Delegation
~ Qut-of-Office
= |mproved quota support

» When converted to the Rnext mail template, Notes clients with
Editor access to their mail files will have the same function that
required Manager access in R4. The RS client used AdminP to
delegate mail file access, but still required Designer access to
enable O.0.0. Rnext lets designers delegate per-agent
activation to users



Quota Management

= Alternative quota methods
- size, usage
= Router-based notification and enforcement
- threshold and over-quota warning options
- "Ransom note™ feature
~ hold and notify for users over quota
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Router-based Quota Management

Select Keywords

Kepwords

Per message
Per time interval

Configuration Setlings

Basics | LDAP | Router/SMTP | MIME | NOTES.IN Sefiings | iNotesWeb Access | I

Basics I Restrictions and Controls l IMessage Tracking ]Advanced I

Restrictions l SMTP Inbound Controls } SWTPF Outbound Caontrols l Delivery Controls ]

b aximum delivery threads:

Encrypt all delivered mail: Dizabled
Pre-delivery agents: Enabled
Pre-delivery agent timeout: 30 seconds

User rules mail forwarding: Enabled SelccHke il
Kepwords
UV?_T warning threshald Per time interval Deliver anpway [don't obey quotas]
notifications: 1o deliver to originator

‘Waning interval: 2 IHDur(S) j /
Ower quota natification: Qer time interval )

Error intersal 30 IMlnutB(S) j

Ower quota enforcement: (Hold mail and retry) -
Attempt delivery of each message:  Dizable

M awimum number of messagesta 25
hald per uger:

M awimum message size to hald: KB




Domino’ 6, Quota Warning

A message from your Administrator:
Over Quota Report

Delivery of the following message caused your mail file to exceed the quota size limit specified by wvour Administrator. Please referto the
"“Whatyou should do?" section of this report to understand why wou hawe received this notification and what can be done to remedy the
situation.

Header information for original message
From: Stewe Pelhamn/IBM
Ta Ted Miblett/IEMEIBH
oo
Subiject: Fuu: stuff2
Meszage size 10939836 Butes
Digpogition of meszsage: Fietry pending

Mail file and quota information

Current usage: 11264 Kilobytes
Quota YW aming threshald: 10240 Kilobytes
Quota Size limit: 11264 Kilobytes

=
k]
5|
&
&
&
W
&l
S
=
=

What should you do?

“'our mail file exceeds aor would exceed the quata size limit specified by the Administratar. The message indicated abowve is currently in a retry state. You should free up space in
your mail file immediately by deleting or archiving messages. Once there iz enough room in pour mai file for the meszage size indicated, the message wil be deliverad at the next
retry interval. Mote that all subsequent messages intended for thiz mail file are now pending delivery. Mo further meszages will be delivered until the over quota situation iz
remedied.

Reporting Server:
Sarm/IEh




AdminP. Enhancements

= Name Changes

= [nfrastructure Support
= Programmability

= Usability

» Convenience
» Automatic name change acceptance from the Notes Client
» Approve (multiples) from view
» Fast replica creation
» New features
» Rename HTTP, IMAP, POP3 User
» HTTP Password Management
» Find name in domain
» Retract Database
» New controls for replica management operations
» Copy source ACL
» Create Full Text Index
» Roaming User Support
» Mail File Move
» Move archive
» Cluster support
» Move onto cluster members
» Move off of cluster members
» Link to SCOS
» From files panel
» Infrastructure Support
» Name management in secondary directories
» xAdministration Servers
» Programmability
» The Lotusscript Adminp Class



Certificate Authority Process

= Separates cert.id ownership from certificate creation
= No access to cert id required
= Registration policies can specify CA

- Web Admin

- Domino AD Synchronization

A bit of history: the term Certificate Authority was popularly applied to Domino in 4.6x and R5, where it referred to
the database application used to generate X.509 keyrings and certificates for browsers and standards-based mail
clients. The R4/R5 CA was never used to generate Notes certificates.

» In Rnext, CA is its own server task, capable of managing and processing certificate requests both for Notes clients
and browsers. This automated process allows Registrars (designated by the CA Administrator) to create new
users without access to the cert.id by submitting certificate requests to the CA process, which issues the
certificates on the registrar's behalf.

» The coolest part of this? You'll be able to register Notes users from Web Admin!
» Other details:

» Some of the benefits of the new CA:
*compliant with security industry standards (e.g. X.509)
*provides a unified mechanism for issuing Notes and Internet certificates
*does not require access to the certifier ID and ID password
*supports the PKIX registration authority (RA) role, which allows administrators to delegate the certificate
approval/denial process.
*simplifies the certificate request process through a Web-based certificate request management database
*maintain certificate revocation lists (CRLs). The administrator of a CA can easily revoke a certificate if the subject
of certificate leaves the organization, or if the certificate has been compromised.

A\

To allow the CA task to manage a cert.id, the owner of the cert.id must migrate it from the Configuration tab of the
Domino administrator. During the migration process, the administrator specifies the certifier to use, the ICL (Issued
Certificate List)



Policy-based User Management

= Central control of user settings:
- Registration
- Setup/Desktop
- Security
= Archive
= Flexible assignment
= Dynamic application

» Administrators grumble a little about configuring servers, but managing client configuration can be the
most time-consuming part of their jobs. Policies give administrators a clean, simple way to define client
options centrally, so they're applied to all affected users at authentication using dynamic configuration.

» Policies have two components: functional settings and policy (structure) documents:

» Settings are grouped by functional category, and include Registration, Archive, Setup, Desktop, Security.
Three of these, Archive, Desktop, and Security, are dynamic: when an administrator changes a setting
(such as the corporate welcome page) in an active settings document, affected users will receive the
update via dynamic configuration the next time they authenticate with their home server (or another
server in their home cluster, if their home server is unavailable).

The remaining settings, Setup and Registration, are applied only once: as the name suggests,
registration settings control initial password strength, mail server& template, group membership, and
other related settings only during user registration; dynamic configuration ignores them.

Setup options are also applied only once, during first-time client setup, and before the user's bookmarks
are created. Other than timing, that's the biggest difference between setup and desktop policies: desktop
policies are executed after bookmarks have been created, so they can modify everything setup policies
do, plus customize bookmark folders and welcome pages in bookmark.nsf

» Policy documents complete the picture by specifying 1) which combinations of settings will be applied,
and 2) how they will be applied. Let's consider these in reverse order.
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» Registration settings let you store tailored options for individual
servers, certifiers, and groups, then apply them as a group
during user registration.



Policy Structure

= Organizational & Explicit hierarchies
- Parental inheritance and enforcement
= Efficient
- one change can update every user in an organization

» There are two types of policies: Organizational and Explicit. Organizational policies are automatically associated with a particular
branch of the naming hierarchy. It's OK to leave gaps in the policy hierarchy, for example, to create an organizational policy for */IBM,
and another for */Italy/Contr/IBM, without defining a policy for */Contr/IBM in between. Explicit policies are also hierarchical, but as
their name suggests, they're assigned explicitly via the person document. The policy field in the person document is a single-value
field, so a user can be assigned only one explicit policy, but it can be something like /Finance/Accounting/Operations, allowing the user
to inherit settings from multiple policies in a hierarchy.

» A word about naming conventions: organizational policies always begin with "/'; explicit policies always begin with '/'.

» As noted above, policies are hierarchical, with a parent-child structure: a parent can have multiple children, and a child can have many
ancestors, but only one parent. Hierarchical policies are applied in a layered fashion, from parent to child. A user's effective policy is
the union of all the explicit and organizational policies that apply to the user. It sounds complicated, but it's not: settings are usually
applied from the most general in the hierarchy (e.g. */IBM) to the most specific (e.g. */OU4/0U3/0U2/0U1/IBM), and the last one
applied wins.

» Usually. But there are times when Administrators will want to turn this model on its head in one of several ways. Rnext policies provide
mechanisms to make this possible:

1) Inheritance lets a child policy use (pull) a setting from its parent. There's a catch: the parent/child relationship is defined in Policy
documents, but inheritance is controlled separately for each option in Settings documents. Defining a policy hierarchy takes planning!

2) Enforcement lets a policy near the top of the hierarchy (like */IBM) control (push) a setting (such as password strength or initial mail
quota) for the entire organization. Like inheritance, parental enforcement is enabled for individual settings, not for entire policies.

3) Exception policies are used to define certain settings or even entire effective policies explicitly for some users, regardless of their
position in other policy hierarchies. A popular example is the use of an exception policy to exempt executives from initial mail file
quotas. The exception option is enabled at the policy level, so it explicitly defines all the settings governed by the policy.

» Policies provide substantial leverage, allowing administrators to customize a framework of user settings for an entire domain from a
central location.



Policy Management Tools

= Assignment
= Viewer
= Synopsis
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» Rnext includes several tools to make the transition to policies easier:

» First, because policies are new in Rnext, the Domino Administrator includes
assignment tools in the People & Groups tab to assign explicit policies to individual
users and group member lists. The latter is an important point: assigning a policy to a
group does not create a permanent link between the group and the policy; it's simply a
convenient way to assign the policy to everyone who's currently a member of the
group. Subsequently moving users in or out of the group will not affect their policy
assignments.

» Next, the viewer tools (accessible from the "Policies" outline entries on the
Configuration tab of the Domino Administrator) allow admins to view users' effective
policies, and view settings by policy and policies by setting.

» Finally, the synopsis tool (under Policies on the Configuration tab) lets an
administrator generate a text description of a user's effective policy, either in summary
form (a list of the policies which influence a user's effective policy), or in detail, listing
the policy and settings document responsible for every value in the user's effective

policy.



Archiving

= Policies centralize control

= Server-to-server archiving

= Extension Manager hooks for third-party solutions
= (lient-based scheduled/background archiving

» In R5, archive settings were set separately for each database; we provided no built-in way for an
administrator to manage the entire organization's archive strategy, and users could easily change
whatever defaults an administrator set.

A lot of things are changing:

» Rnext uses policies to centralize archive controls. At the administrator's option, users may still be able
to modify the archive settings for their mail files, but that choice is now under administrative control.

» Archive settings have been expanded for Rnext allowing separate archive settings for individual folders,
and multiple archive settings (each optionally specifying a separate destination) for a single database.
This combination allows an administrator to age folders at different rates, such as purging Drafts after
10 days, the Inbox after 30, and All Documents after 180.

» To support multiple archive settings, Archiving (usually compact -a) works in three passes: first, it
selects all the documents selected by any archive criteria; then, it copies the appropriate groups of
documents to the specified destination; finally, after all documents have been copied, archiving deletes
those documents which policy indicates should be deleted. Because all documents are copied before
any are deleted, there's no risk of losing a document that should be archived.

» Rnext includes Extension Manager hooks to allow third-party products to archive Domino data to
external storage.



Summary

= [ncrease your control
= Reduce your effort
= Make informed' decisions




Questions

Rufus Woody IlI
rufusw@us.ibm.com
1-817-962-6490 (W)
1-972-462-1386 (h)
1-972-393-2686 (h)




