Introduction to Linux on zSeries
This course introduces the major functions and capabilities of Linux on zSeries and describes the technical differences between Linux on zSeries and, for example, USS on zSeries.  It also goes into the advantages of Linux on zSeries including total cost of ownership, scalability, performance, administration, availability, system, memory management, security and connectivity advantages (virtual networking).  It shows how Linux on zSeries fits into the e-business/e-server environment and includes a brief introduction to on demand and Grid computing. There are practical exercises on installing and cloning Linux images as well as installing web servers and firewalls on your virtual machine.  There is also a lab that will provide you with an example of a server consolidation scenario.  
Prerequisites:

1. Familiarity with Linux and all Linux basic commands 

2. Some familiarity with the architecture of an operating system and how it functions
2. Access to Internet and Internet Explorer Version 4.0 or higher

3. Adobe acrobat or access to it (or word/text files)
Course objectives:

1. Describe certain components of z/Architecture, including LPARs and connectivity options such as HiperSockets
2. Show the benefits of running Linux on zSeries
3. Describe how z/VM exploits virtualization and allows Linux to be run as a virtual guest
4. Describe the types of scenarios in which running Linux on zSeries provides the greatest business value 
5. Understand and be able to list the steps needed to configure a Linux Virtual Machine 
6. Describe the consolidation and TCO advantages of this environment 
7. Describe how Web serving can be implemented in a Linux on zSeries environment 
8. Describe some useful applications to place on a Linux Web serving environment, such as eOneCommerce, Tamino XML server, CommuniGate Pro, and DI Atlantis

9. State the steps for installing an application onto your shared Linux environment, and describe the specific installation steps for Samba and the ext3 file system 

10. Describe how Linux manages memory and how this affects the amount of memory that is allotted to each guest by z/VM 
11. Compare and contrast LVM, EVMS and RAID 
12.  Compare the advantages and disadvantages of running Linux in native mode, in an LPAR, and under z/VM
13. Describe how the mode in which Linux is being run impacts security and which resources can be shared
14.  Describe the connectivity options available for Linux on zSeries with virtualization (OSA, VCTC, CTC, HiperSockets, setting up guest LANs, etc.) 

15. Describe how Linux can utilize zSeries cryptograph functions 

16. Compare the ext3, Reiserfs and JFS Linux file systems 

17. List five considerations that must be taken into account when configuring a Linux image 
18. Describe migration and describe the considerations behind the porting of applications to Linux on zSeries 

19. Describe cloning and file sharing concepts and be able to clone a Linux system. 

20. State the concepts behind Grid computing and on demand computing and understand how Linux on zSeries can be used in those environments 
Required Reading: Lecture material associated with the course. Extracts from IBM

manuals, and papers are provided.
Lecture Schedule:   The Exams (midterm and final) covers all the material from the lectures prior to the date on which they are scheduled.  The final is not cumulative; it begins with material not already tested on the midterm exam.  The exams are timed.  
	MODULE #
	TOPIC

	Module 1
	Introduction

	Module 2
	Consolidation/TCO

	Module 3
	Linux  and the Web

	Module 4
	File Systems for Linux 

	Exam 1
	Mods 1-4 and Intro to z/VM 

	Module 5
	Security

	Module 6
	Cryptography for Linux

	Module 7
	System Management

	Module 8
	Porting and migration considerations

	Exam 2 
	

	Module 9
	Grid & On demand Computing

	Module 10
	Memory Management

	Module 11
	System configuration  

	Module 12
	Networking

	Module 13
	Cloning

	Exam 3
	

	
	


Requirements:
(Your course requirements here)
Discussion Group:
(Your online discussion group requirements here)
Online Discussion Evaluation:


(Your online discussion requirements here)
General Discussion, email and Chat guidelines: 
Respect the privacy of other class members

· Any inappropriate use of the email, chat or discussion group will result in removal from the class and forfeiture of tuition
· Messages are expected to be professional and constructive

· Remember, the tenor of your communication may be difficult to properly assess since facial expressions cannot be observed. Choose your words wisely when strong opinions or feelings are being expressed, i.e. don’t be insulting, inflammatory, provocative, or …

· Be respectful of other people’s opinions and ideas
· Use normal fonts

Email:

· Use the email associated with the class and not a private email address or forward your class email to your private account
· Always provide a relevant and descriptive subject

Grading:

(Your grading standards here)
Final grade assignment scale:

	Points
	Grade

	95+
	A

	90-94
	A-

	86-89
	B+

	83-85
	B

	79-82
	B-

	76-78
	C+

	72-75
	C

	68-71
	C-

	64-67
	D+

	60-63
	D

	<60
	F


Linux Course Module Descriptions
I. Introduction to Linux on zSeries: The basic concepts and general advantages of Linux and zSeries
            This module gives an overview of Linux and the many arenas in which it is flourishing on zSeries.  It shows the differences between Linux on zSeries and the Unix Systems Services component of z/OS.  It describes the different scenarios in which you might utilize Linux and some of its most useful applications.  It also attempts to dispel misconceptions about how Linux works on zSeries.  It provides a basic understanding of one of the greatest advantages of Linux on zSeries -- virtualization and the ability to utilize the z/VM operating system to create virtual servers.  Some hardware features of IBM eserver zSeries are covered.  Reasons to run Linux as a guest under z/VM as opposed to in native mode or in an LPAR are presented.  

II. Consolidation and TCO 


       This module covers a very important topic for any business, Total Cost of Ownership (TCO).  It explains the components of TCO and shows how Linux on zSeries can lower TCO.  The topic of consolidation from both an application and infrastructure point of view is covered, showing the benefits provided by Linux on zSeries.  Considerations for both physical and virtual consolidation are explained, as well as the overall differences in utilization between a virtually consolidated environment and one with discrete servers.   Finally, the correlation between consolidation of servers with Linux on zSeries and TCO savings is made apparent.  

III. Linux on zSeries and the Web 
          This module provides an understanding of how Linux virtual machines can be used as web servers.  It takes you through a practical example of an email serving scenario and shows how discrete Intel boxes operate in contrast to an IBM eserver zSeries server.  The advantages of being able to partition disks are explained.  The module also explains certain alterations that need to be made to run Apache with multiple web sites.  It describes how virtual hosting works and why having a Web server; that is, a connection to the outside world, creates new security demands.  Some useful examples of available web enablement applications are provided (eOneCommerce, Tamino XML server, CommuniGate Pro, and DI Atlantis).   A quick introduction to Java and how it is used in some of these applications is given. 

IV. File Systems for Linux on zSeries

There are many different file systems that can be utilized depending on the type of files that will be created and the components of performance that are to be given top priority.  This module introduces the basics of file systems as they pertain to UNIX and Linux operating systems.  Topics include the basic components of file systems, the purpose of metadata, the role of fsck and a basic understanding of how journaling file systems work.  File systems that can run on Linux for zSeries are examined (ReiserFS, ext3, and basic tmpfs), comparing their strengths and weakness.

.

V. Security 
        This module covers security from a hardware standpoint as well as some considerations that are specific to a Linux environment.  It begins by demonstrating the three ways that Linux can be run on zSeries and how the mode determines what resources can be shared and what must be dedicated.   PR/SM and the management of guest systems, memory and processors in LPAR mode is covered, including the security considerations necessary in a Linux environment.  Running Linux on z/VM, including understanding how CP ensures that each guest is given access to only those resources allotted to it, is contrasted with LPAR management.  How memory and processor sharing can be achieved while maintaining the security and isolation of individual guests in a Linux for z/VM environment is explained.  NAT and packet filtering are covered. 

VI. Cryptography for Linux on zSeries 
      This module stresses the other side of security, the software side.  It describes cryptography and its base components, such as authentication and how it is used in the Linux on zSeries environment.   On the hardware end, it describes the services provided by the CCA that can be run with Linux.  The differences between PCICC and PCICA are explained as well as which hardware services are supported in the environment.  An introduction to the z90crypt driver for Linux on zSeries is provided.   
VII. System Management
        One of the fundamental elements in any environment is being able to manage not only all useable resources of a system but also the users to the system.  Having both Linux, with its schema for user authentication and resource allocation, and z/VM, which treats guests differently, both running on a mainframe architecture leads to many areas of management that need to be addressed.  Being able to control the IT infrastructure in order to meet business objectives is at the core of any business.  With a growing number of systems, and increasing complexity, this has turned into a major challenge for system administrators.  This module explains the five system management disciplines:  availability management, data management, security management, performance and capacity planning, and system administration.   It covers the major activities and concerns of each discipline as they apply to Linux on zSeries.   
VIII. Porting 
            Given the advantages of running in a Linux for zSeries environment, this module explains how to plan to migrate your applications to Linux for zSeries, taking into consideration hardware, memory and networking.  Some of the different distributions of Linux you can choose from and the software and applications intrinsic to them are covered.   The reasons to port, the advantages behind doing so, and the time and cost considerations behind porting applications are examined.  The function of implementing connectors between a given platform and Linux (or other operating system) is also covered. 
IX. Grid computing and Linux 

This module serves as an introduction to Grid and on demand computing.   It shows how Linux on zSeries can be utilized to create the type of platform free, standard driven environment necessary to operate in the increasingly heterogeneous environment created by global virtual organizations.   It gives a basic description of the layers of the Grid.  It also explains how the combination of Web technologies and Grid technologies led to OGSA (open Grid system architecture).  It shows how OGSA hopes to meet the multiple security, authentication and standardization requirements of evolving virtual organizations. 

X. Memory Management
        This module explains how Linux manages memory and some of the scenarios that are created when running on the zSeries platform and more specifically when running as a Linux guest.  It examines Linux jiffies.  It also examines options for storage such as VDISK, RAMdisks or a hybrid of both and how VDISK or expanded storage is used for Linux swapping.  When to dedicate and when to share memory and disks is also covered.   NFS, GFS and AFS are introduced and related to networking.  LVM, RAID and EVMS are introduced.  

XI. System Configuration 
This module explains some of the technical parameters that must be established for VM to initialize a new Linux guest.  The steps for allocating space, dedicating resources and ensuring connectivity from both a Linux and VM standpoint are examined.  DIRMAINT is introduced as an optional resource that aids in creating and maintaining images.  Some open source applications essential for backup, security, and restoration function that should be installed for all images are introduced.  Among these applications are Tripwire, Moodss, SIS and Amanda.  

XII. Networking 
     This module describes another area in which Linux on zSeries can provide some important advantages by exploiting the benefits of Linux while also benefiting from zArchitecture’s intrinsic features.  For example, HyperSockets, which is a part of the underlying zArchitecture, can be used by Linux on zSeries, reduce the amount of physical wiring necessary and at the same time increasing security.  This module begins by covering the different types of IP addressing and the different types of configuration files that are needed for the networking environment.  Also covered are different methods a user can utilize to access data and applications.  Some devices that can be used are OSA, VCTC, CTC, IUCV, and finally, HiperSockets.  Other topics include resilient IP addressing, types of DNS, and VIPA.  Finally, virtual networking and physical networking from both a network and processing perspective are compared with options for choosing a routing protocol.

XIII. Cloning
             This module defines cloned systems and explains the scenarios in which cloning would be most advantageous. The methods and considerations of splitting file systems for administration and maintenance are explained and alterations to specific files are shown.  How to make a common build for your clones is described.  Also the policies that need to be established when determining the degree of flexibility to grant a clone are discussed.  The method of updating and altering the clones is covered.  A simple method of automating the cloning process by utilizing VM, thus showing the utility of clones, is provided. 

