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About This Book

This book describes System Automation for z/OS® (SA z/OS) from a planning
point of view, and how to install the product.

Who Should Use This Book

This information is intended primarily for system programmers and automation
programmers who plan for systems management and who install this product.

Notes® on Terminology

— MVS:
References in this book to "MVS
to the MVS element of z/OS.

T™ ™

refer either to the MVS/ESA "~ product or

— NetView:
The term NetView® used in this documentation stands for IBM® Tivoli®
NetView for OS/390°.

Where to Find More Information

The System Automation for z/OS Library

The following table shows the information units in the System Automation for
z/OS library:

Table 1. System Automation for z/OS Library

Title Order Number
|System Automation for z/OS Planning and Installation| SC33-7038
[System Automation for z/OS Customizing and Programming] SC33-7035
|System Automation for z/OS Defining Automation Policy) SC33-7039
|System Automation for z/OS User’s Guide SC33-7040
|System Automation for z/OS Messages and Coded| SC33-7041
|System Automation for z/OS Operator’s Commands| SC33-7042
|System Automation for z/OS Programmer’s Reference| SC33-7043

|System Automation for z/OS CICS Automation Programmer’s Reference and| |SC33-7044
|OEemtor's Guide|
|System Automation for z/OS IMS Automation Programmer’s Reference and| | SC33-7045
[Operator’s Guide]
[System Automation for z/OS OPC Automation Programmer’s Reference and| |SC23-7046
|Operator’s Guide|

[System Automation for z/OS Licensed Program Specificationd SC33-7037
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The System Automation for z/OS books are also available on CD-ROM as part of
the following collection kit:

IBM Online Library z/OS Software Products Collection (SK3T-4270)

SA z/OS Home Page
For the latest news on SA z/OS, visit the SA z/OS home page at
lhttp: / /www.ibm.com/servers/eserver/ zseries / software /sa

Related Product Information

The following table shows the books in the related product libraries that you may
find useful for support of the SA z/OS base program.

Table 2. Related Products Books

Title Order Number
ISPF User’s Guide S5C34-4484
ISPF Dialog Management Guide and Reference S5C34-4266
MVS/ESA MVS Configuration Program Guide and Reference G(C28-1817
MVS/ESA Planning: Dynamic 1/O Configuration GC28-1674
MVS/ESA Support for the Enterprise Systems Connection GC28-1140
MVS/ESA Planning: APPC Management GC28-1110
MVS/ESA Application Development Macro Reference G(C28-1822
05/390: MV'S System Commands G(C28-1781
MVS/ESA SPL Application Development Macro Reference G(C28-1857
0S/390 Hardware Configuration Definition: User’s Guide 5C28-1848
0S5/390 Information Roadmap GC28-1727
0S/390 Information Transformation GC28-1985
0S/390 Introduction and Release Guide GC28-1725
0S5/390 JES Commands Summary GX22-0041
0S5/390 Licensed Program Specifications GC28-1728
0S5/390 Printing Softcopy Books 5544-5354
0S5/390 Starting Up a Sysplex GC28-1779
0S/390 Up and Running! GC28-1726
Planning for the 9032 Model 3 and 9033 Enterprise Systems SA26-6100
Connection Director

Resource Access Control Facility (RACF®) Command Language 5C28-0733
Reference

S/390® MVS Sysplex Overview -- An Introduction to Data Sharing | GC23-1208
and Parallelism

5/390 MV'S Sysplex Systems Management GC23-1209
5/390 Sysplex Hardware and Software Migration GC23-1210
5/390 MV'S Sysplex Application Migration GC23-1211
5/390 Managing Your Processors G(C38-0452
Tivoli/Enterprise Console User’s Guide Volume I GC31-8334
Tivoli/Enterprise Console User’s Guide Volume 11 GC31-8335
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Table 2. Related Products Books (continued)

Title Order Number
Tivoli/Enterprise Console Event Integration Facility Guide GC31-8337
Tivoli NetView for OS/390 Administration Reference S5C31-8222
Tivoli NetView for OS/390 Application Programming Guide SC31-8223
Tivoli NetView for OS/390 APPN Topology and Accounting Agent S5C31-8224
Tivoli NetView for OS/390 Automation Guide SC31-8225
Tivoli NetView for OS/390 AON Customization Guide SC31-8662
Tivoli NetView for OS/390 AON User’s Guide GC31-8661
Tivoli NetView for OS/390 Bridge Implementation SC31-8238
Tivoli NetView for 05/390 Command Reference Vol. 1 SC31-8227
Tivoli NetView for OS/390 Command Reference Vol. 2 SC31-8735
Tivoli NetView for OS/390 Customization Guide SC31-8228
Tivoli NetView for OS/390 Customization: Using Assembler SC31-8229
Tivoli NetView for OS/390 Customization: Using Pipes SC31-8248
Tivoli NetView for OS/390 Customization: Using PL/I and C SC31-8230
Tivoli NetView for OS/390 Customization: Using REXX and CLIST  |SC31-8231
Language

Tivoli NetView for OS/390 Data Mode Reference SC31-8232
Tivoli NetView for OS/390 Installation: Getting Started SC31-8767
Tivoli NetView for OS/390 Installation: Migration Guide SC31-8768
Tivoli NetView for OS/390 Installation: Configuring Graphical SC31-8770
Components

Tivoli NetView for OS/390 Installation: Configuring Additional SC31-8769
Components

Tivoli NetView for OS/390 Messages and Codes SC31-8237
Tivoli NetView for OS/390 MultiSystem Manager User’s Guide SC31-8607
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Using LookAt to look up message explanations

LookAt is an online facility that lets you look up explanations for most messages
you encounter, as well as for some system abends and codes. Using LookAt to find
information is faster than a conventional search because in most cases LookAt goes
directly to the message explanation.

You can access LookAt from the Internet at:

|http: //www.ibm.com/eserver/zseries/zos/bkserv/lookat/ | or from anywhere in
z/0S or z/0OS.e where you can access a TSO/E command line (for example,
TSO/E prompt, ISPF, z/OS UNIX System Services running OMVS).

The LookAt Web site also features a mobile edition of LookAt for devices such as
Pocket PCs, Palm OS, or Linux-based handhelds. So, if you have a handheld
device with wireless access and an Internet browser, you can now access LookAt
message information from almost anywhere.

To use LookAt as a TSO/E command, you must have LookAt installed on your
host system. You can obtain the LookAt code for TSO/E from a disk on your z/OS
Collection (SK3T-4269) or from the LookAt Web site’s Download link.

Accessing z/OS licensed documents on the Internet

z/0OS licensed _documentation is available on the Internet in PDF format at the IBM
Resource Link"™ Web site at:

[http://www.ibm.com/servers/resourcelink|

Licensed documents are available only to customers with a z/OS license. Access to
these documents requires an IBM Resource Link user ID and password, and a key
code. With your z/OS order you received a Memo to Licensees, (GI10-0671), that
includes this key code. *

To obtain your IBM Resource Link user ID and password, log on to:

[http://www.ibm.com/servers/resourcelink|

To register for access to the z/OS licensed documents:
1. Sign in to Resource Link using your Resource Link user ID and password.
2. Select User Profiles located on the left-hand navigation bar.

Note: You cannot access the z/OS licensed documents unless you have registered
for access to them and received an e-mail confirmation informing you that
your request has been processed.

Printed licensed documents are not available from IBM.

You can use the PDF format on either z/OS Licensed Product Library CD-ROM or
IBM Resource Link to print licensed documents.

1. z/OS.e™ customers received a Memo to Licensees, (GI10-0684) that includes this key code.
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Part 1. Planning

This part provides details on the following;:

* [Chapter 1, “SA z/0S Prerequisites and Supported Equipment,” on page 3|
* |Chapter 2, “What is New in SA z/0S 2.3,” on page 9
* [Chapter 3, “Planning to Install SA z/OS on Host Systems,” on page 19|

* |Chapter 4, “Planning to Install TEC Notification by SA z/0S,” on page 41|
* [Chapter 5, “Planning for the NMC Environment,” on page 45

+ [Chapter 6, “Planning for Automation Connectivity,” on page 49|

* [Chapter 7, “Naming Conventions,” on page 59
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SA z/OS Components

Note that SA z/OS consists of the following three components:
* system operations, sometimes also abbreviated as SysOps

* processor operations, sometimes also abbreviated as ProcOps
* I/0O operations, sometimes also abbreviated as I/O Ops

Refer to [“Component Description” on page 19| for details.

SA z/0S also provides special automation facilities for the following products:
.+ CICS®

* DB2®

« IMS™

* OPC/TWS

Hardware Requirements

IBM has tested SA z/OS on IBM processors. SA z/OS uses the 5/390 interfaces
that vendors of other processors capable of running z/OS have stated that they
support. Check with your vendor for details.

The target system can run in any hardware environment that supports the required
software.

SA 2z/0OS Processor Operations

The processor operations base program can run on any processor supported by
NetView 1.4.

SA z/OS System Operations

The system operations base program can run on any processor supported by
NetView 1.4 and OS/390 Version 2 Release 10.

SA z/OS 1/0 Operations

The I/0O operations base program can run on any processor supported by OS/390
Version 2 Release 10.

Note: If an ESCON® channel has not been installed and defined, I/O operations

recovers from an ABEND 0Cl1, issues message IHVDO014E, and terminates
startup.
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Hardware Requirements

Workstation Components

The NMC exploitation used by SA z/OS can run on all NMC topology server and
NMC topology client hardware that is supported by Tivoli NetView for OS/390
Release 4.

Functional Prerequisites

The hardware interface functions used by the INGPLEX command and the
IXC102A message automation without processor operations is supported by the
following processor hardware families:

» 7Series®
e CMOS-5/390 G6
e CMOS-5/390 G5

For current information about the LIC levels that are required for these servers,
refer to the PSP bucket.

The following processor hardware can be controlled as a target with the BCP
internal interface of the above listed processors, but cannot use the SA z/OS BCP
internal interface to control itself or other processors:

* CMOS-5/390 G4
* CMOS-5/390 G3

The following micro code levels must be applied to all HMCs and SEs:

Processor Hardware

Micro Code Levels

CMOS-5/390 G3, G4

Driver A2 F10980.083

CMOS-S/390 G5, G6

Driver 26 F99918.152

zSeries z800, z900

Driver 3G J11213.154
Driver 3C J10638.116

zSeries z990

Driver 52 J12560.090

These MCL levels are required for all HMCs that serve as Master HMCs and have
the LIC change console service enabled. Note that at least one HMC in your
processor LAN configuration must have this service enabled in order to provide
cross-CPC communication over the BCP internal interface.

Note: A number of hardware commands are not supported when running on a
z/0S image that runs under z/VM®. Refer tdSystem Automation for z/OY
(Customizing and Programming] for information about which particular
functions are affected.

Software Requirements

This section describes the environment of the target system required to install and
use SA z/0S.

Notes:

1. To properly invoke the Japanese language version of SA z/0S 2.3 a Japanese
language version of NetView must be installed and the Kanji support must be
enabled. For Kanji workstation support a Japanese language host must be
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Software Requirements

connected to a Japanese language workstation. If an English language
workstation is connected to a Japanese language host some messages may be
unreadable.

Check with IBM Service for required product service levels in addition to the
base product releases. Certain service levels may be required for particular
product functions.

SA z/0OS processor operations is enabled on a focal-point system, from which
it monitors and controls SA z/OS processor operations target systems. The

SA z/0S processor operations target system may also have SA z/OS installed
for its system operations and 1/O operations but the processor operations will

not be enabled. This section does not describe the SA z/OS Processor

Operations target system.

Unless otherwise noted, subsequent versions or releases of products can be

substituted.

Mandatory Prerequisites

A mandatory prerequisite is defined as a product that is required without
exception; this product either will not install or will not function unless this
requirement is met. This includes products that are specified as REQs or PREs.

Table 3. Mandatory Prerequisites

Product Name and Minimum VRM/Service Level

z/0S 1.3

Tivoli NetView for OS/390 Release 4

Functional Prerequisites

A functional prerequisite is defined as a product that is not required for the
successful installation of this product or for the basic function of the product, but is
needed at run time for a specific function of this product to work. This includes
products that are specified as IF REQs.

Table 4. Functional Prerequisites

Product Name and Minimum VRM/Service Level

| Function

0S/390 base elements or optional features:

SecureWay® Security Server for OS/390 (including RACF
and DCE Security Server components), optional feature
in OS/390 V2R10

For sysplex-based authorization and RACF-based
NetView authorization.

Other program products:

WebSphere® MQ Version 5 Release 3

For sysplex automation and using WebSphere MQ as a
communication vehicle.

HTML Browser

For customization reports. To view the HTML file with
an Internet Browser, either Microsoft® Internet Explorer
5.50 or above, or Netscape 4.72 or above.

z/VM 4.3

For VM Second Level Systems support.

Workstation Prerequisites:

Tivoli NetView for OS/390 Release 4 or later
MultiSystem Manager

For SA z/0S topology manager functions

NetView Management Console topology server and
client

For the SA z/0OS NMC workstation exploitation
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Table 4. Functional Prerequisites (continued)

Product Name and Minimum VRM/Service Level Function

NetView 3270 Management Console For the SA z/0OS NMC workstation exploitation

Supported Hardware

6

SA z/0S processor operations supports monitoring and control functions for any
of the following processors:

* zSeries and 390-CMOS processors

* All CMOS processors supporting Operations Command Facility (OCF) not part
of the above processor families are supported by processor operations with
limited functionality.

SA z/0S processor operations also supports logical partitioning of any of those
processors.

SA z/0S provides a wide range of I/O configuration information and control
functions for various types of hardware other than processors, though it does not
require any of them. The hardware can include channels, control units and devices
(both ESCON and non-ESCON), ESCON Directors (they are not required), and
hardware used for sysplex coordination such as coupling facilities and External
Time Reference (ETR) devices.

Operator Terminals

SA z/0S supports any display supported by Tivoli NetView for OS/390 Release 4.
This is required for access to SA z/OS system operations and processor operations
functions through NetView.

SA z/0S supports any display supported by ISPF 4.2 or higher. This is required
for access to SA z/0OS 1I/0O operations functions and the SA z/OS customization
dialogs.

Operating Systems Supported by Processor Operations

SA z/0S processor operations monitors and controls target systems with the
following operating systems:

+ z/0S, 0S/390, MVS/ESA, MVS/XA™ (MVS/SP"" 2.2 or higher), z/VM
* VM/SP 6.0, VM/XA 2.1, VM/ESA® 1.1.0

+ VSE/SP 4.1, VSE/ESA™ 1.1.0 or higher

+ LINUX of distributions providing Linux" for zSeries and S/390 support

Note: The above products may no longer be serviced.
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Supported Software
Integrated automation for the following products is supported:

Table 5. Supported Software

CICS TS Version 1.1 For integrated automation of CICS address

CICS TS Version 1.2 spaces.
CICS TS Version 1.3
CICS TS Version 2.1
CICS TS Version 2.2
CICS TS Version 2.3

IMS Version 6 For integrated automation of IMS address

IMS Version 7 spaces.

IMS Version 8
IMS Version 9

Tivoli OPC Version 2.3 For integrated automation of OPC/TWS
Tivoli Workload Scheduler for z/OS address spaces.

Version 8.1

Tivoli Workload Scheduler for z/OS

Version 8.2

DB2 Version 6 For integrated automation of DB2 address

DB2 Version 7 spaces.

DB2 Version 8

Customization Dialog Considerations

The SA z/0S customization dialogs do not provide National Language Support
(NLS) in the ISPF environment. The SA z/OS customization dialogs must be used
with a terminal type of 3278. The terminal type can be set in the Terminal
Characteristics portion of the ISPF settings panel.
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Chapter 2. What is New in SA z/0S 2.3

This chapter contains an overview of the major changes to SA z/OS for Version 2
Release 3. Use this information to check the impact on your user-written
programming interfaces, such as automation procedures.

Changed Conceptual Product Behavior

This section introduces the most important changes in the behavior of the product
in comparison to earlier releases.

Gateway Modernization

Instead of using a NetView to NetView session for communicating between a
target system and the SDF focal point, SA z/OS uses either the cross-system
coupling facility (XCF) or the NetView RMTCMD command. XCF is used when
both the target system and the focal point system are within the same sysplex,
otherwise the NetView RMTCMD command facility is used. RMTCMD supports
both SNA and IP.

NMC Focal Point Communication

You can use XCF to communicate between the target system and the RODM focal
point system when both the target system and focal point system are members of
the same sysplex. Otherwise, the RMTCMD command facility is used, either via
SNA or IP. Feeding the configuration data into RODM has been significantly
improved by minimizing the calls to FLCARODM and by reducing the amount of
data obtained from the automation manager.

Smart Defaults for Generic Routines

The AUTOTYP parameter is no longer mandatory for the ISSUECMD and
ISSUEREP commands. Instead, the current state of the resource is used to
determine the automation flag to be checked.

The default of the MSGTYPE parameter has been changed for the ACTIVMSG,
HALTMSG, and TERMMSG commands with the triggering message now as
default. REPLY=YES is defaulted when AVTIVMSG, HALTMSG, and TERMMSG
are called for a WTOR.

Rename Function for Entry and Subsystem Names in the PDB

Allows you to more easily change the name given to a policy object referred to as
the entry name. Prior to SA z/0OS, you had to copy the policy object, thereby
giving it a new name and then deleting the obsolete entry. For entry type APL
(application), you can also rename the subsystem name by simply overtyping the
name.

Support for &AOCCLONE Variable Descriptions

This support allows you to assign descriptive information to an &AOCCLONEx
variable, such as documenting what the clone is used for and other dependencies.
This helps you to keep track of the various clones used in the PDB.
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Changed Conceptual Product Behavior

10

Automatic Defaulting of Job Name

The job name defaults to the subsystem name when applicable.

Sysplex Application Group Linkable to Multiple Sysplex
Groups

The same Sysplex Application Group can now be linked to multiple sysplexes. This
eliminates the need to define different sysplex application groups for the same
application structure that run on more then one sysplex, for example Testplex and
Prodplex.

Online Help for Common Routines and Utility Commands

Online help is provided for the common routines (ACFCMD, ACFREP, etc) as well
as for the utility commands (INGUSS, INGPOST, etc). This eliminates the need for
the automation administrator to look up the appropriate chapter in
(Automation for z/OS Programmer’s Referencel Furthermore, the online help is kept
current.

Improved Group Control in a Sysplex

Better control of how groups are moved between images in a sysplex. A new series
of preference values is defined that allows you to better control when and how an
application move is performed. For example, you can define that the application
should always be started on the system it was running before and should only
move to another system using manual intervention.

Satisfactory Target Support for Server Groups

This allows you to specify a range for the number of members of a server group
that must be available for the group to be in a satisfactory status. SA z/OS
attempts to start up to the upper limit of the range, but considers the group
"satisfactory” when the lower limit is up and running.

Support for Owner Information

You can specify either the owner or the person to be contacted for a particular
application in the PDB. This information is visible in the INGINFO and DISPINFO
command. In case of a problem, the operator can then easily obtain this
information and contact the person in charge.

VM Second Level Systems Support

SA z/0S introduces new support to control and monitor guest machines running
under VM by Processor Operations.

Within VM other operating systems can be IPLed as guest machines. Of particular
interest are LINUX guest machines, but MVS, VSE and even VM guest machines
may be possible. Previously there was no effective way to enter commands to and
receive messages from such a guest target system in order to validate that it has
IPLed correctly, or that it is behaving correctly.

With second level guest machine support you can:

* Capture messages issued by the guest machine itself and route these back to the
ProcOps process for either display or automated processing, or both

¢ Send commands to the guest machine from ProcOps, either as operator requests
or automated actions
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The guest target systems that are being controlled appear to an operator just as a
regular target system does. That is, it:

* Behaves in a compatible way to the existing set of ProcOps commands
* Shows the same set of status values

* Has the same programming interfaces

Kanji Support
A Japanese National Language version of SA z/OS has been made available. It
provides a Japanese version of online HELP information and of the messages.

Online help information for commands, messages and SysOps and ProcOps panels
and the NMC Helps have been translated.

NetView Automation Table

SA z/0S 2.3 introduces a new function that generates Automation Tables (ATs)
according to the AT structure that was introduced with SA OS/390 2.2. Based on a
predefined AT template and on the user PDB, ATs are generated during the
Configuration Build process. When loading the AT at automation run time the
generated ATs can be loaded instead of INGMSGO02.

Message List MPFLSTSA

SA z/0S 2.3 introduces a new function that generates a list of messages stored in
a member named MPFLSTSA. Based on predefined messages used by SA z/0S 2.3
and on messages defined in the user PDB, MPFLSTSA is generated during the
Configuration Build process. MPFLSTSA will help you define your MPF
definitions.

Automation Routines

SA z/0S provides automation routines that enable automatic processing of z/OS
components, data sets and job scheduling systems, as well as automation
procedures that are useful tools in the automation processing context. By using
these prefabricated automation procedures you can save time developing your own
procedures to handle processing in corresponding situations.

Health and Performance Monitoring

Application-specific performance and health monitoring has been introduced. This
means that a separate status shows up to inform you about the application’s
health. This health status is factored into the overall compound status of the
application and, therefore, shown on the NMC screen, Status Display Facility
(SDF), and NetView INGLIST command output. It can also be used by the
automation manager to make decisions and, if necessary, trigger automation for the
application.

To achieve this new functionality a new type of resource has been introduced: the
monitor resource (MTR). MTRs are connected to application resources (APLs) or
application group resources (APGs). The health status of the monitored object is
propagated to the APLs and APGs and results in a health status there.

You can define and connect MTRs in the customization dialog. You can start, stop

and list MTRs and manage their health states in the NetView environment and in
the NMC. MTRs are not APLs, and therefore cannot be members of APGs.

Chapter 2. What is New in SA z/OS 2.3 11



Changed Conceptual Product Behavior

12

Takeover File Repair

The takeover file that was introduced with SA OS/390 2.1 is a shared VSAM file.
The automation manager has been changed to allow you to repair the takeover file
while the PAM and the SAMs are running. Furthermore you are prompted before a
hot start is degraded to a warm start due to a takeover file open/read error.The
takeover file is dynamically allocated during the initialization of the primary
automation manager (PAM).

A new parameter, TAKEOVERFILE, has been introduced in the HSAPRMuxx
member that defines the name of the takeover file.

The INGAMS command has been enhanced to allow the automation manager to
start or stop writing to the takeover file.

Avoiding Access to System Logger

Because the GDPS® on the K-system requires that no z/OS component has a
connection to the system logger while performing, the automation manager no
longer unconditionally establishes a connection to the system logger when the
SA z/OS structures are defined in the coupling facility.

A new parameter, LOGSTREAM, has been introduced in the HSAPRMxx member
that defines whether or not the automation manager should establish a connection
to the system logger at initialization time.

A new option, LOGSTREAM, has been introduced in the INGXINIT member that
defines whether or not the NetView agent should establish a connection to the
system logger at initialization time.

New Group Behavior

Group control in a sysplex has been improved. By revising the rules for preference
thresholds and bonuses, the following behavior is possible:

* Complete Manual Control - It is possible to take complete control of the group’s
selection of its members.

* Sticky Selection - Once a group is running somewhere, it remains there.

* Disaster Only Failover - A group is only moved if the node it should run on
fails.

Enhanced Policy Database Samples

gives details of the sample PDBs that are now supplied with the
customization dialog.

Table 6. Sample PDBs Supplied with the Customization Dialog

Sample Description

EMPTY Allows the creation of a completely empty PDB.

DEFAULTS Allows the creation of a PDB that only has the default definitions
for Resident Clists and Auto Operators.

MULTISYS Contains the definitions for a simple configuration with 4 systems.

SYSPLEX Contains the definitions for a configuration with a sysplex of 4
systems.

SAP_HA A PDB that defines the SAP high availability solution.

WAS401_HA A PDB that defines the WebSphere 4.01 high availability solution.
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Address Space ID Support

The generic routines ACTIVMSG, HALTMSG and TERMMSG respond to ACTIVE,
UP, HALT and termination messages from applications by changing the status of
the application.

In addition to the job name associated with the triggering message, the address
space ID is checked to prevent generic routines from processing messages from
applications that are not being monitored by SA z/OS.

Importing Policy Database Data

Using the customization dialog you can select a policy database from which you
can import portions into your current policy database. Any database in your
selection list can be used, including the sample databases that are delivered with
SA z/0S.

This is the beginning of an activity spread over multiple deliverables with the aim
of providing you with the ability to copy complete application groups, including
nested groups and their links, from one PDB to another PDB.

Captured Messages Limit

The concept of captured messages has been enhanced to allow the specification of
the limit in a more selective way. It is now possible to define a limit for each APL
and MTR resource and an overall system limit.

These messages are shown in the DISPINFO and DISPMTR command output or
the SA z/0S Graphic Interface.

Separation of User and SA z/OS Policies

Previously, user policy definition changes were stored in the same table as the
standard SA z/OS policy items delivered with the customization dialog. This table
is changed with each new release because there are changes in the policy item list.
This changed table is delivered with the new release, and in order to get these
changes, a user has to delete their own personal table with their user
modifications. As a result, with every new release the user definitions have to be
repeated.

The existing SA z/OS policy table has been renamed and a separate user table
introduced that contains only user modifications. This means that with new
releases only the SA z/OS policy table will have been changed; the user table will
not be effected by new releases.

Support for Multiple WLM Names

It is now possible for up to three WLM name to be associated with an application.
If the application reaches its UP state, SA z/OS sets the WLM resource to ON,
otherwise it is OFF. This enables an installation to better control its schedule
environments within WLM.

The DISPINFO command has been enhanced to show all WLM element names
defined for the application.

Password Protection

Because of the changes in the use of gateway sessions, the procedure to install the
optional password protection has also changed.
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To install the SA z/OS password protection feature, install SA z/OS as described
in [“Step 20: Define Security” on page 117

Note: To plan your RMTCMD-based INGSEND security, see the discussion of
RMTCMD security features in the NetView library.

IMS Enhancements

IMS Product Automation has been enhanced to support the automated starting and
stopping of IMSplex support regions. The following types of address space are
now supported:

1. SCI—The IMS Structured Call Interface Support Region.
2. OM—The IMS Operations Manager Support Region.
3. RM—The IMS Resource Manager Support Region.

In addition IRLM start and stop automation is also supported.

Changes with Commands and Routines
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This section provides details of the commands and routines that are new or have
been changed in SA z/0OS 2.3:

+ [“New Commands”]

* |“Enhanced Commands” on page 15

+ [“New Routines” on page 15|

+ |“Enhanced Routines” on page 16|

Check your user-written CLISTs to find out whether these changes have an impact
on them.

For a detailed and complete description of the SA z/OS commands, refer to |S1/stem|
Automation for z/OS Operator’s Commands|and [System Automation for z/OS
Programmer’s Referencd.

New Commands

Table 7. New Commands Shipped with SA z/OS 2.3

New Command Short Description

DISPMTR This command displays and allows you to manage monitors that
you have defined using the customization dialogs for your system.

INGVARS The INGVARS command allows you to share variables among all
systems in the same sysplex. It provides an easy way to set,
retrieve, or delete the variable. The variable can be associated with
the sysplex, a system in the sysplex, or a resource running in one
of the systems. A user written clist can query the content of the
variable or set the variable from any system in the sysplex.

ISQXPSM This command starts or stops the ProcOps Service Machine on a
hosting VM system.
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Changes with Commands and Routines

Table 8. New Routines Shipped with SA z/0S 2.3

Routine

Description

INGPJMON

A new monitoring routine will be provided that replaces
AOFAJMON but provides additional functions:

* Optionally returns the job name and address space ID that
matches passed criteria

* Allows you to search for all address spaces that match the
specified job name

* Supports address space as an optional search criterion

Enhanced Commands

Table 9. Enhanced Commands Shipped with SA z/OS 2.3

Command

Description

AOCTRACE

The AOCTRACE command now supports the TARGET and
OUTMODE parameters.

AOFCPMSG (Capture

COMMENT= parameter added to allow user specification of a

Message) comment.
CAPMSGS Code Match message changed to allow specification of
enhanced comments to the captured message. Further information
in the Programming Manual.

DISPINFO The DISPINFO command now shows all WLM element names

defined for the application. It now displays owner information.

IMS (IMS main panel)

The IMS Active Regions display has had the automatic refresh
function (PF9) removed in line with SA z/OS base compatibility.

INGNTFY

The former DISPNTFY command is now incorporated into the
INGNTFY command so you now have only one command when
dealing with notify operators. The INGNTFY command shows a
list of all defined notify operators and allows you to add, change,
or delete the notify operator definitions by means of command
codes entered in front of the row.

INGRELS

The INGRELS command now has easier navigation through the
dependency graph and you can launch other commands (such as
INGVOTE or INGINFO) simply specifying the appropriate
command code.

The OUTDSN option is now also supported by the INGRELS
command, allowing you to store the output of the command in a
data set.
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Table 9. Enhanced Commands Shipped with SA z/OS 2.3 (continued)

Command

Description

INGREQ

The AOFEXCO01 exit of the INGREQ command allows you now to
override the INGREQ parameters, for example, you can set the
PRI=FORCE option when a shutdown of the entire system is
requested.

You can now specify the EXPIRE parameter in relative time
notation, for example, EXPIRE=(+04:00) The relative time will be
automatically converted into the absolute date and time. The
maximum relative time interval is 24:00 hours.

The REMOVE option of the INGREQ command has been enhanced
to accept the AVAILABLE and DEGRADED observed status, as
well as SYSGONE and UNKNOWN.

INTERRUPT= parameter added to allow you to specify whether or
not to interrupt the startup phase of the resource.

INGVOTE

A new option, called SOURCE, allows you to see only the requests
and votes from a particular source and user. When running in line
mode, the output now shows all detailed information (for example,
timeout info, application parameters) that were previously only
available in fullscreen mode by selecting the detail action.

Enhanced Routines

Table 10. Enhanced Routines Shipped with SA z/OS 2.3

Routine

Description

ACTIVMSG

Smart defaulting of parameters when called from the NetView
automation table has been implemented.

In addition to the job name associated with the triggering message,
the address space ID is checked to prevent generic routines from
processing messages from applications that are not being
monitored by SA z/0S.

The processing of status commands has been simplified and
unified.

AOFCPMSG

A new optional parameter, COMMENT, has been added. It
specifies additional text that will be appended to the message in
SDF and placed in the DATA3 field for NMC.

EVJRYCMD (OPC
Batch Command
Interface)

TIMEOUT= parameter added to allow user specification of the
time that the batch job waits for commands in SA z/OS to execute.

HALTMSG

Smart defaulting of parameters when called from the NetView
automation table has been implemented.

In addition to the job name associated with the triggering message,
the address space ID is checked to prevent generic routines from
processing messages from applications that are not being
monitored by SA z/OS.

The processing of status commands has been simplified and
unified.
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Table 10. Enhanced Routines Shipped with SA z/OS 2.3 (continued)

Routine Description

ISSUECMD Smart defaulting of parameters when called from the NetView

automation table has been implemented.

Now accepts the parameters CODE1, CODE2, CODE3. These are
used for a lookup in code entry of ENTRY/TYPE to get as
response an option used to select the commands to issue from
automation control file.

ISSUEREP Smart defaulting of parameters when called from the NetView

automation table has been implemented.

TERMMSG Smart defaulting of parameters when called from the NetView

automation table has been implemented.

In addition to the job name associated with the triggering message,
the address space ID is checked to prevent generic routines from
processing messages from applications that are not being
monitored by SA z/0S.

The processing of status commands has been simplified and
unified.

Enhancements of Parallel Sysplex Operation

SA z/0S provides functional enhancements that grant greater system reliability
and availability in the sysplex. Sysplex management with SA z/OS is enhanced as
follows:

* A number of recovery actions can now be automated, for example:

Creating or re-creating missing alternate couple data sets (CDSs)
Expanding the system logger CDSs in case of a directory shortage
Resolving of WTO(R) buffer shortages

Avoiding sysplex outages

Resolving pending I/Os for systems being removed from the sysplex
Recovering auxiliary storage

Recovery of long-running ENQs

Each automatic recovery action can be enabled or disabled separately. To do this,
additional minor resources are introduced for the MVS Component policy object
(MVC entry type). A number of these actions can be customized.

¢ The previously available sysplex-related commands have now been merged into
two powerful commands, INGPLEX and INGCE. Furthermore, the following
functions were introduced:

Making an alternate CDS the primary one

Defining a new alternate CDS

Switching the active policy

Integrating a coupling facility into the sysplex

Recording IPL information

Allowing for specifying dump options

Allowing for multisystem SVC dumps

Viewing, enabling disabling, and deleting SLIP traps defined in the sysplex
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For details about customizing and using these functional enhancements refer to
System Automation for z/OS Defining Automation Policif, [System Automation for z/OS|
Customizing and Programming| |System Automation for z/OS Operator’s Commands} and
System Automation for z/OS User’s Guidd.

Changes with User Exits

User exits have been enhanced and new exits have been added to SA z/OS. The
new user exits are documented in [System Automation for z/OS Customizing and|
rogramming]

New User Exits:

Exit Command Description

AOFEXC05 INGLIST The exit allows you to modify the input parameters.

AOFEXCO06 INGSET The exit allows you to perform authorization
checking of the resources for the INGSET command.

AOFEXC07 INGIMS The exit allows you to perform authorization
checking of the resources for the INGIMS command.

AOFEXC08 INGVOTE The exit allows you to perform authorization
checking of the resources for the INGVOTE
command.

AOFEXC09 SETSTATE The exit allows you to perform authorization
checking of the resources for the SETSTATE
command.

AOFEXC10 INGEVENT, The exit allows you to perform authorization

DISPEVTS, checking of the resources for the INGEVENT
DISPTRG command.

AOFEXC11 INGCICS The exit allows you to perform authorization
checking of the resources for the INGCICS
command.

* AOFEXCO05 through AOFEXC011

Enhanced User Exits:
« AOFEXCO01

New Sample Exit:
* AOFEXXO01 can be used for exit AOFEXINT.
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Before you begin the post-SMP/E installation of SA z/OS, read |System Automation|

ffor z/OS General Information} That book briefly describes what SA z/0S does and

explains the concepts you need to know to operate the product. You also need to

make sure that you or someone in your organization has done the SMP/E install.

Component Description

The SA z/0OS product consists of the following components:

* System operations, sometimes also abbreviated as SysOps

* Processor operations, sometimes also abbreviated as ProcOps

* 1/0O operations, sometimes also abbreviated as I/O Ops

System Operations

System operations monitors and controls system operations applications and

™

subsystems such as NetView, SDSF, JES, RMF , TSO, RODM, ACF/VTAM,
TCP/IP, CICS, DB2, IMS, and OPC.

Enterprise monitoring is used by SA z/OS to update the NetView Management
Console (NMC) resource status information which is stored in the Resource Object

Data Manager (RODM).

Processor Operations

Processor operations monitors and controls processor hardware and VM guest
systems operations. It provides a connection from a focal point processor to a

© Copyright IBM Corp. 1996, 2004
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Component Description

target processor. With NetView on the focal point processor, processor operations

automates operator and system consoles for monitoring and recovering target
processors.

Processor operations allows you to power on and off multiple target processors
and reset them. You can perform IPLs, set the time of day clocks, respond to
messages, monitor status, and detect and resolve wait states.

I/0 Operations

I/0 operations provides a single point of control for managing connectivity in
your active I/O configurations. It takes an active role in detecting unusual I/O
conditions and lets you view and change paths between a processor and an

input/output device, which can involve using dynamic switching (the ESCON
switch).

I/0 operations changes paths by letting you control channels, ports, switches,
control units, and input/output devices. You can do this via ISPF dialogs, as well
as on an operator console or APL

SA z/0OS and Sysplex Hardware
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When SA z/0S is used in a Parallel Sysplex® environment, the hardware setup
can be similar to the one illustrated in

Parallel Sysplex
OCF based Logical
processor y partition

1/0 devices
@ Focal-point < < :) > Local Local
i@ processor Sysplex timer target target (====)
3270 7SO processor | processor @
Coupling facility D:l%l:‘
T e
Internal
ladanate Interface Couple Data Sets —
——————
Operator

NVC

TCP/IP

Tokenring / Ethernet
LAN

i

Master HMC

—
O O
NMC Client NMC Server

Figure 1. Basic Hardware Configuration

It shows a two processor Parallel Sysplex configuration, with systems running on
it. One is playing the role of a SA z/0S focal point. For example, the role of the
SA z/0S NMC focal point with information about all the systems and applications
in the sysplex, running under the control of SA z/OS.
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Operators can use a workstation with the SA z/OS NMC client code installed, to
work with graphical views of the SA z/OS controlled resources stored on the focal
point. The NMC server component receives status changes from the NMC focal
point and distributes them to the registered clients to update their dynamic
resource views. Sysplex specific facilities, like the coupling facility hardware can be
managed and controlled using the NMC’s client graphical interface, as well as the
3270 NCCF based SA z/OS operator interfaces.

With the same interfaces, processor operations, another SA z/OS focal point
function can be operated. With processor operations it is possible to manage and
control the complete processor hardware in a sysplex. Operator tasks like re-IPLing
a sysplex member, or activating a changed processor configuration can be
accomplished. Processor operations uses the processor hardware infrastructure,
consisting of the CPC Support Element (SE), or the Hardware Management
Console (HMC) interconnected in a processor hardware LAN, to communicate
with the own, other local, or remote located Support Elements of other CPCs. The
Support Elements provide the Systems Management Interface OCF (Operations
Command Facility) to perform hardware commands like LOAD or SYSTEM RESET
to control the hardware and hardware images. SA z/OS processor operations can
be customized to use SNA-based NetView connections (NVC), or IP based SNMP
for communication. For Parallel Sysplex environments, SA z/OS provides an
additional processor hardware interface, the BCP (basic control program) internal
interface. This interface is independent from processor operations. It allows
processor hardware operation in a sysplex, without requiring external network
CUs (control units). From a system in the sysplex, the SE of the own CPC as well
as the SEs of the other processors in the sysplex can be accessed.

The following describes some relevant resources used by SA z/OS and its
components.

OCF-Based Processor

A central processor complex that interacts with human operators using the
interfaces provided by the Support Element (SE). OCF-based processors are
processors from the 390-CMOS processor family.

Parallel Sysplex

A set of z/OS systems communicating and cooperating with each other through
certain multisystem hardware components (coupling devices and sysplex timers)
and software services (couple data sets). In a Parallel Sysplex, z/OS provides the
coupling services that handle the messages, data, and status for the parts of a
multisystem application that has its workload spread across two or more of the
connected processors. Sysplex timers, coupling facilities, and couple data sets
containing policy and states for basic functions are all part of a Parallel Sysplex.
You can control a Parallel Sysplex by NetView-based commands or through an
NMC workstation.

Coupling Facility
A hardware storage element with a high-speed cache, list processor, and locking
functions that provides high performance random access to data for one system
image or data that is shared among system images in a sysplex. With I/O
operations you can see standalone coupling facilities. It handles them as control
units with up to eight devices, all defined by the user. With SA z/OS system
operations, you can display the status of coupling facilities from a single system’s
point of view or you can display sysplex-wide status.
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Sysplex Timer

An IBM unit that synchronizes the time-of-day (TOD) clocks in a multiprocessor or
in processor sides. External Time Reference (ETR) is the generic name for the IBM
Sysplex Timer® (9037).

Logically Partitioned (LPAR) Mode

A processor with the Processor Resource/Systems Manager (PR/SM ) feature
that can be divided into partitions with separate logical system consoles that
allocates hardware resources among several logical partitions. (It is called logical
because the processor is not physically divided, but divided only by definition.)
The partitions are defined, monitored, and activated separately by processor
operations.

A processor that does not use logical partitions is in “basic mode”.

Communications Links

Links that connect the focal point processor to target processors so that commands,
messages, and alerts can flow. For more information refer to[“Defining System|
Operations Connectivity” on page 49

NetView Connection (NVC)

SNA-based communication between the processor operations focal point and the
operator control facility (OCF), which runs on the Support Element (SE). For this
connection, processor operations uses the NetView RUNCMD interface and the
NetView FOCALPT command.

SNMP

Alternative to NetView connections, SNMP may be chosen as the protocol for
communications between the processor operations focal point and the OCF of an
SE.

See also ["Understanding the Processor Operations SNMP Interface” on page 24.|

BCP Internal Interface

For processor hardware automation in a sysplex environment, this link allows an
0S/390 or z/OS system directly to communicate with the OCF of its own
hardware SE, as well as the OCFs of other hardware SEs which are part of a
cluster of processors. This cluster must be defined to the Master HMC in a
processor environment. If a sysplex processor hardware is to be automated, the
processor hardware of all sysplex members must be defined to the Master HMC.

See also [“Understanding the BCP Internal Interface” on page 23]
NetView RMTCMD Function

A connection that allows communication between the target and focal point system
in order to pass status changes to the focal point system. This communication
method is also used for other purposes.

TCP/IP

For VM second level system automation, this link allows SA z/OS ProcOps to
communicate with the ProcOps Service Machine (PSM) on the VM host of the
second level systems.

See also [“Understanding the TCP/IP Interface” on page 25
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Control Units (CU)

Control units are hardware units that control input/output operations for one or
more devices. You can view information about control units through I/0
operations, and can start or stop data going to them by blocking and unblocking
ports. For example, if a control unit needs service, you can temporarily block all
I/0O paths going to it.

/O Devices

Input/output devices include hardware such as printers, tape drives, direct access
storage devices (DASD), displays, or communications controllers. You can access
them through multiple processors. You can see information about all devices and
control paths to devices. You can vary devices or groups of devices online or
offline.

NetView Management Console (NMC)

A NetView function that consists of a graphic series of windows controlled by the
NetView program and that allows you to monitor the SA z/OS enterprise
interactively. The NetView Management Console consists of an NMC server and an
NMC client.

The NMC client is connected to the NMC server which communicates with
NetView. The NetView Management Console (NMC) can be implemented with an
optional client, either on the server or separately.

Planning the Hardware Interfaces

This section provides additional information about the processor hardware
interfaces supported by SA z/0OS.

Understanding the BCP Internal Interface

In order to allow the sysplex-wide activation or deactivation of the coupling
facilities and to control sysplex members leaving the sysplex, SA z/OS uses the
BCP (Basic Control Program) internal interface. The BCP internal interface of the
following processor hardware families is supported:

e zSeries
* CMOS-5/390 G6
e CMOS-5/390 G5

Using the BCP internal interface from MVS allows you to send hardware
operationscommands such as SYSTEM RESET, or ACTIVATE to the Support
Element attached to its own processor hardware (CPC). If the CPC is configured in
LPAR mode, the operations command can be sent to all logical partitions defined
on the CPC.

Furthermore, with the enhanced sysplex functions of SA z/0S, sysplex members
running on other CPCs than their own image can be controlled through the BCP
internal interface. This is possible by defining all CPCs of your sysplex on the
master HMC of your processor hardware LAN.

The following processor hardware can be controlled as a target with the BCP
internal interface from the above listed processors, but cannot use the SA z/0S
BCP internal interface to control itself or other processors:

* CMOS-5/390 G4
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* CMOS-5/390 G3

At the processor hardware LAN level, the BCP internal interface uses the SNMP
transport protocol. For this reason, the Support Elements need to be customized for
SNMP. One HMC in the processor LAN must be configured to be the Change
Management Master HMC, otherwise routing between the own SE and other SEs
will not work.

Note that the MVS/HCD function uses the BCP internal interface to update IOCDS
and IPL information in the Support Elements of addressed CPCs. You cannot use
SA z/0S to perform these tasks, nor can HCD be used to perform the hardware
operations functions of SA z/OS.

Currently, the BCP internal interface cannot be used by the processor operations
focal point application. The interface can be configured and used for Parallel
Sysplex automation purposes only.

Understanding the Processor Operations SNMP Interface

Using the SNMP interface of processor operations, you can monitor and control
local or remote processor hardware from a processor operations focal point
NetView in an IP network environment. This is different to the BCP internal
interface, which allows mutual hardware control among sysplex members without
a system network dependency.

With the processor operations SNMP interface, the following processors can be
managed:

* zSeries

* CMOS-5/390 G1 through G6
* Multiprise® 3000

* Multiprise 2000

* Application Starter Pak

As with the BCP internal interface, its purpose is to support the OCF commands
(for example, ACTIVATE, SYSRESET) provided by the processor hardware.

The Support Elements of the CPCs you want to control must be configured for
SNMP. Alternatively, you can configure a single HMC instead of multiple Support
Elements in your processor LAN environment for SNMP. On this HMC the CPCs
you want to control must be defined. Multiple HMCs, SEs, or both can be defined
in your SA z/0OS configuration.

Because this interface uses the IP network for communication between the
processor operations focal point and the SEs or HMCs, the TCP/IP UNIX® System
Services stack is required to be active on the processor operations focal point
system.

Understanding the NetView Connection (NVC) of Processor
Operations

Using the NVC interface of processor operations, you can monitor and control
local or remote processor hardware from a processor operations focal point

NetView in an SNA network environment. With a NVC, the Support Elements
must be configured with a valid CPC SNA address. At least one HMC in your
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processor hardware LAN, where the addressed CPCs are defined, must have a
Problem- and Operations Management SNA gateway defined.

As with the other interfaces, a NVC connection can be used to perform OCF
requests supported by the processor hardware. The following processor hardware
can be configured for NVC:

e zSeries

* CMOS-5/390 G1 through G6
* Multiprise 3000

* Multiprise 2000

* Application Starter Pak

Understanding the TCP/IP Interface

Using the TCP/IP interface of Processor Operations, you can monitor and control
VM guest systems from a Processor Operations focal point NetView in an IP
network environment.

Processor Operations communicates with the ProcOps Service machine (PSM)
using TCP/IP. The PSM can be regarded as an HMC or SE substitute for the
virtual machines. The PSM itself uses the VM/CP Secondary Console InterFace
(SCIF) facility to communicate with the single VM second level systems.

The TCP/IP UNIX System Services stack is required to be active on the Processor
Operations focal point system.

Deciding Which Hardware Interface to Use

If you want to use the Parallel Sysplex enhancements of SA z/OS and you have
configured your customization to use IXC102A message automation, the BCP
internal interface is required.

Note, that this interface can coexist with the supported SNMP and NVC interfaces
on a processor operations focal point system. Because the IXC102A automation,
which is part of the Parallel Sysplex XCF automation, can also be performed in
SA z/0S using proxy resources together with processor operations, a decision
must be made, which automation to use. It is recommended to use the XCF
automation based on the BCP internal interface and to disable the IXC102A proxy
resource automation based on processor operations.

The following criteria are important for planning which processor hardware
interface you can use with processor operations:

* Processor hardware LAN
* Processor hardware type

Only if your processor hardware LAN is token-ring you can use NVC. SNA based
NetView connections with an Ethernet LAN are not supported by the Support
Elements. However, a token-ring based processor LAN can be used for both NVC
and SNMP connections. If your processor hardware LAN has an Ethernet LAN,
SNMP must be used.

From the list of the supported processor hardware, only the zSeries models z900

and z800 support SNA based NetView connections. Later zSeries hardware models
will support SNMP connections only.

Chapter 3. Planning to Install SA z/OS on Host Systems 25



Using SA z/OS Partitioned Data Sets

Using SA z/OS Partitioned Data Sets

26

You must be aware of the restrictions involved in the use of partitioned data sets
by SA z/0S and NetView. This section provides information on:

» |“Allocating SA z/OS Partitioned Data Sets”|
* |“Using LNKLSTxx (Link Library List)” on page 2§
+ [“Sharing Data Sets” on page 2§|

Allocating SA z/OS Partitioned Data Sets

After you have completed the SMP/E installation of SA z/0S, you need to
allocate data sets to hold your locally customized members. These data sets are
concatenated in various data definition (DD) names in the NetView startup
procedure. You may need data sets for the DSIPARM, DSIMSG, DSICLD, DSILIST,
CNMPNL1, STEPLIB, and DSIPRF concatenations.

There are two types of customization that you may perform:

+ [“Domain-Specific Customization”|

* |“Enterprise-Specific Customization” on page 27

Domain-Specific Customization

SA z/OS DSILIST
This data set holds the Automation Table (AT) load protocol. When ATs are
loaded which were generated by the SA z/OS Build Proces,s a load
protocol is stored in the DSILIST data set. This protocol is required to
inspect the AT loaded as INGMSGO2.

This can be controlled by the AOFMATLISTING AAO

For details about the new AT build process, refer to [System Automation for|
/OS Customizing and Programming|and [System Automation for z/OS Defining]
Automation Policy|

SA z/OS DSIPARM
This data set holds SA z/OS NetView definitions that are specific to this
NetView. You may need it only for the DSIPARM concatenation. It should
contain the CNMSTYLE specifications that define this domain and a
suitably customized AOFMSGSY member.

For your gateway definitions and your alert forwarding related to NMC,
the updated DSIDMNK member should be included. Depending on your
NMC setup, it should contain your NMC specifications like the
INGTOPOF file and the corresponding BLDVIEWS members. For
information about this customization, see [System Automation for z/OS|
ICustomizing and Programming|

Note: For NetView 5.1 and above DSIDMNK entries have been moved to
CNMSTYLE.

If you plan to use the Kanji support make sure that you update the
member CNMSTYLE:

¢ transTh1l =DSIKANJI must be specified in CNMSTYLE
 transMember =CNMTRMSG must be uncommented in CNMSTYLE.
For more details, refer to the chapter "Installing the National Language

Support Feature” in Tivoli NetView for z/OS, Installation: Configuring Additional
Components.
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Enterprise-Specific Customization

SA z/OS ACF
This data set holds the various automation control file fragments and
control file fragments for the automation manager needed by the SA z/0OS
instance on this NetView. It is not recommended that you build your
SA z/0S policy databases directly into this data set. Changing your active
SA z/0S policy is a process that should be under change control.

Consequently it is recommended that you allocate a separate partitioned
data set for your policy database, your ACF fragments created from the
ISPF dialogs BUILDF process and the enterprise wide ACF fragments data
set specified to the automation manager.

Notes:

1. If the automation agent and the automation manager use different data
sets they must have the same name.

2. INGAMS refreshes GDG data sets by resolving these to absolute data
set names during dynamic allocation.

3. It is highly recommended that the ACF data set is not placed into the
DSIPARM concatenation. The reasons for this are as follows:

a. The same data set must be specified to the automation manager.

b. The DSIPARM data set cannot be changed without stopping and
starting all agents within the sysplex.

c. If you use INGAMS to refresh your configuration and you specify
another data set, dynamic allocation will take place, the data set
allocated to DSIPARM is ignored. The control file you see with
NetView browse will not match the control file used by the
automation manager.

d. GDG versions are resolved at runtime by the automation manager,
while the automation agent receives the complete data set name at
NetView startup. If a different GDG version is allocated to
DSIPARM, dynamic allocation takes place. Again, the control file
you see with NetView browse will not match the control file used
by the automation manager.

4. If you use MEMSTORE to load the NetView PDS members in storage
(this is the default in NetView 1.4) and you do not reload the members
after an ACF build, you will get message AOF6181 ... ACF Token
mismatch ... due to an INGAMS command to refresh the
configuration.

SA z/OS CREXX
Compilation of SA z/0OS REXX code is optional and supported. If you
choose to compile the CLISTs in the SA z/OS SMP/E target data set, this
is where the compiled versions should be placed. It is needed only in the
DSICLD concatenation for system operations and processor operations
REXX CLISTs. If you have compiled I/O operations execs, then the data set
with these compiled execs must be in the SYSEXEC concatenation.

Note: If you use this data set, you can omit the SA z/OS SMP/E target
data set in your DSICLD concatenation, because all the code is in it
as well.

SA z/OS Libraries
This contains data set members shipped with SA z/OS. It can either be the
real SMP/E data set or a locally made copy. If you must change the
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contents of any SA z/OS part, copy the member from the SMP/E target
data set to an SA z/OS enterprise-specific or domain-specific data set, and
edit it there. By keeping the contents of this data set as shipped, you make
it much safer to apply SMP/E maintenance to its members, because

SA z/0S fixes will not overwrite your enterprise-specific modifications.

Using LNKLSTxx (Link Library List)

If you have put the NetView and SA z/OS data sets into your LNKLST
concatenation, rather than into STEPLIB, they must be in the following sequence:
the SA z/0OS ones before the NetView ones.

Sharing Data Sets

By using shared DASD, you are able to reduce the DASD required to store the data
sets, but this exposes you to additional risk. With shared DASD you have only one
copy of the data sets. As a result, if that DASD volume becomes unusable, you lose
access to the data set on ALL the systems that were sharing it. In a large sysplex
this may represent a significant operational exposure.

One solution is to have a set of standby procedures for SA z/OS. These are copies
of your normal SA z/OS procedures that point to a copy of your data set on
another DASD volume and preferably on a different string of DASD volumes.
Although an instance of SA z/0S started from these procedures would not share
status information with the SA z/0OS from your primary procedures, the standby
procedures let you maintain operability of your systems in the event that your
primary procedures are unavailable.

REXX Considerations

Allocation Requirements for REXX Environments

Before running SA z/OS you may need to change the maximum number of REXX
environments allowable.

The recommended starting point is 400 concurrent REXX environments for the
address space of your SA z/OS. Different SA z/OS configurations may require
more REXX environments.

The number of REXX environments allowable is defined in the REXX environment
table. See 0S/390 TSO/E Customization for more information. TSO/E provides a
SYS1.SAMPLIB member called IRXTSMPE, which is an SMP/E user modification
to change the maximum number of language processor environments in an address
space. Define the number of allowable REXX environments on the IRKANCHR
macro invocation:

IRXANCHR ENTRYNUM=401

Install the user modification by following the instructions in O5/390 TSO/E
Customization.

Changing NetView REXX Environment Usage Characteristics

It is recommended that you change some of the NetView REXX environmental
usage defaults. This can be done using the NetView DEFAULTS or OVERRIDE
commands with the REXXENV and REXXSLMT parameters.
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REXXENV
This is the number of REXX environments that each task “hangs onto”
when it has finished with them. The default is 10, but 3 usually gives quite
satisfactory performance.

REXXSLMT
This is the limit on the total amount of storage that NetView is allowed to
allocate for REXX environments. The default is unlimited, but 800K usually
gives satisfactory performance. If you use many locally written REXX, you
may wish to use a larger value.

See Tivoli NetView for z/OS Automated Operations Network User’s Guide for details of
the DEFAULTS and OVERRIDE commands.

z/0OS Considerations

SYS1.PARMLIB Member Suffix

The xx suffix on each SYS1.PARMLIB data set member can be any two characters
chosen to match your IEASYS naming scheme. Before starting installation allocate
a suffix for SA z/0OS, checking that this suffix is not already in use. See
[nitialization and Tuning Reference| for information about IEASYS.

Defining the XCF Group

In order to be able to communicate in certain situations, the automation manager
instances and the automation agents belonging to one sysplex must be members of
one and the same XCF group. The name of this group consists of a fixed main part
and a variable suffix; the format is INGXSGxx. The suffix must be specified
separately for the manager and the agents. For the automation manager, it is
specified in the HSAPRMxx member of SYS1.PARMLIB (see
[Customizing HSAPRMxx” on page 98); for the automation agents, it is defined in
the INGXINIT member of DSIPARM (see ['INGXINIT” on page 85).

Systems with SA z/OS NetView instances belonging to the same XCF group must
be defined in the Customization Dialogs in the same Group Policy Object of type
sysplex. For details refer to the "Group Policy Object” chapter in [System Automation]
for z/OS Defining Automation Policy)

Note that SA z/0OS NetView instances belonging to the same XCF group must
reside on different systems. Thus, when you run an SA OS/390 2.1, SA OS/390
2.2, or SA z/0OS agent and an instance of msys for Operations on the same system,
they must not belong to the same XCF group.

Using SA 2/OS Subplexes

You can divide your real sysplexes into several logical SA z/OS subplexes (an
example is shown in [Figure 2 on page 30)). To do this you must define a specific
XCF group suffix and a specific group policy object for each subplex. Each

SA z/0S subplex must have its own automation manager running. Using

SA z/0S subplexes you can run automation on systems of sysplexes like on single
systems. This is required if you do not have shared DASDs for all your systems in
the sysplex.

The group ID must be defined in an HSA parmlib member or INGXINIT for
NetView.
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Figure 2. Using SA z/OS Subplexes

NetView Considerations

NetView ships two sample automation operators, AUTO1 and AUTO2. SA z/0OS
assumes that these tasks are available and have not been renamed. If they have
been renamed, you must change the names in AOFMSGSY and CNMSTYLE
residing in the DSIPARM data set.

In CNMSTYLE, change every occurrence of AUTO1 and AUTO2 to the autotask
names you are using.
AUTOTASK.AUTO1.Console=+NONE=*

AUTOTASK.AUTO1. InitCmd=AOFRANTL AUTO1,AUTO02
function.autotask.primary = AUTO1

AUTOTASK.AUT02.Console=*NONE*
AUTOTASK.AUTO02. InitCmd=AOFRAAIC

It is recommended that you have system operations and processor operations
installed together on the status focal point system.

Automation Manager Considerations

30

This section presents automation manager considerations relevant to the
installation process. For automation manager concepts that are of interest from an
operator’s point of view, refer to [System Automation for z/OS User’s Guide}

The automation manager is introduced as a separate address space. An installation
requires one primary automation manager and may have one or more backups.
The automation manager is loaded with a model of the sysplex when it initializes.
It then communicates with the automation agents in each system, receiving
updates to the status of the resources in its model, and sending orders out to the
agents as various conditions within the model become satisfied.

A series of substeps is required to get the automation manager up and running for
your SA z/OS installation. These installation steps are described in this
documentation, but are not identified as being specific automation manager
installation steps.
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Only the default installation of UNIX System Services is a prerequisite for the
automation manager. No hierarchical file system (HFS) or UNIX shell is required.

The automation manager must be defined by RACF (or an equivalent security
product) as a super user for UNIX System Services. The user that represents the
started tasks in your installation must be authorized for the OMVS segment.

Note: The system on which the automation manager should be started must be
defined as policy object System in the policy database that will be used to
create the automation manager configuration file that this automation
manager uses (see also [“Step 17A: Build the Control Files” on page 113).

Considerations when using MIM instead of GRS:
If you are using MIM instead of GRS, be careful with mimplexes that extend
beyond the sysplex. These can cause automation manager initialization to fail
due to ENQ contention. Using different GRPIDs for each sysplex within the
mimplex can resolve this problem.

Storage Requirements

When the automation manager is started, it needs a constant amount of storage of
56 MB plus a variable part that depends upon the number of resources to be
automated.

The constant part consists of 40 MB for the automation manager code and 16 MB
for history information. The rule of thumb for the variable part is n * 8 KB where
n is the number of resources.

The sum of storage requirement according to the rule of thumb is:
40 MB + 16 MB + n = 8 KB

This formula covers the maximum storage requirements. However, the storage
requirements does not increase linearly with the number of automated resources.
Real measurements may be smaller than values retrieved with the rule of thumb
formula.

OMVS Setup

Because the automation manager requires OMVS, OMVS must be customized to
run without JES. (This means that OMVS should not try to initialize colony
address spaces under the JES subsystem as long as JES is not available.) Therefore
the definitions in the BPXPRMxx member must match one of the following:

* Either all FILESYSTYPE specifications with an ASNAME parameter are moved
into a separate BPXPRM member. This can be activated via the automation
policy by using the SETOMVS command after the message BPXI0041 OMVS
INITIALIZATION COMPLETE has been received.

* Or the parameter 'SUB=MSTR' is added to the ASNAME definition, for example:
/*********************************************************/

/* ZFS ~ FILESYSTEM */

/*********************************************************/
FILESYSTYPE TYPE(ZFS) ENTRYPOINT(IOEFSCM)
ASNAME (ZFS, ' SUB=MSTR")

Note: In order to initialize without JES, the Automation Manager needs to be
defined as a superuser. If you use an OEM security product that does not
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initialize until JES has initialized, then superuser authority cannot be
evaluated until JES is up and consequently JES cannot be started by
SA z/0S.

Recovery Concept for the Automation Manager

For sysplex-wide and single-system automation, the continuous availability of the
automation manager is of paramount importance.

To ensure the automation manager’s functionality as automation decision server,
the primary automation manager (PAM), must be backed up by additional
automation manager address spaces called secondary automation managers
(SAMs). Secondary automation managers are able to take over the function
whenever a primary automation manager fails.

Therefore, it is recommended that you have at least one secondary automation
manager running. For sysplex-wide automation, the SAM should run on a different
system than the PAM.

To enable software or hardware maintenance in the sysplex, SA z/OS supports a
command to force the takeover of the primary automation manager.

A takeover is only possible when the following requirements are met:
* All the automation manager instances must have access to a shared external
medium (DASD) where the following is stored:
— The configuration data (result of the ACF and AMC build process).
— The schedule overrides VSAM file.
— The configuration information data set — this is a mini file in which the

automation manager stores the parameters with which to initialize the next
time that it is started WARM or HOT.

— The takeover file.
* If WebSphere MQ is used for communication between the automation manager
and the automation agents (see[“Manager-Agent Communication and Status

[Backup” on page 33), all of the automation manager instances must have access
to the coupling facility that contains the automation status queue.

* If WebSphere MQ is used for communication between the automation manager
and the automation agents, the automation agents must have access to the
coupling facility that contains the agent and the workitem queues.

SA z/0S follows the concept of a floating backup because:

* The currently active automation manager has no awareness of the existence (and
location) of possible backup instances.

* The location of the backup instances can change during normal processing
without any interruption for the active automation manager.

* There is no communication between the primary automation manager and its
backup instances during normal operation except when a SAM that is to become
the new PAM informs the current PAM of that fact during a planned takeover.

This has the advantage that in normal operation, the processing is not impacted by
a backup structure which can change.

Depending on the number of resources, the takeover time from a primary to a
secondary automation manager is in the range of one to two minutes.
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shows the configuration of automation manager recovery. The data
required for a restart is externalized on a shared I/O device.
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Figure 3. Recovery Concept for the Automation Manager

Manager-Agent Communication and Status Backup

SA z/0OS provides two options for establishing communication between the
automation manager and the automation agents, and keeping a backup copy of the
status of the automated resources:

* Using WebSphere MQ V5R3 queues for both communication and backup

* Using XCF for communication and a VSAM data set (the takeover file) for
backup

For the WebSphere MQ solution, you need WebSphere MQ V5R3 or higher, and
also DB2 in data sharing mode. WebSphere MQ V5R3 is required because the PAM
and the SAMs must share the queues; this data sharing capability, which is
implemented by means of coupling facility list structures, is shipped with
WebSphere MQ V5R3. DB2 is required because it serves as the repository for the
definitions of the shared queues.

Note: SA z/0OS also supports a local system environment with WebSphere MQ
V2R1. In that case, DB2 is not required, but the scope of automation is
limited to a single system.

Exploiting WebSphere MQ V5R3
If you choose the WebSphere MQ option, the automation manager communicates
with the automation agents through two WebSphere MQ queues, and uses a third
WebSphere MQ queue for status backup:

* Workitem Queue: This queue is the inbound queue for the automation manager.
The automation agents put their requests or queries in the form of a workitem
into this queue. Its name is WORKITEM.QUEUE.

e Agent Queue: This queue is the outbound queue of the automation manager. All
orders for the automation agents that result from a request (a workitem) sent to

Chapter 3. Planning to Install SA z/OS on Host Systems 33



Automation Manager Considerations

34

the automation manager are placed in this queue by the automation manager.
The automation agents then pick up the orders from this queue for execution. Its
name is AGENT.QUEUE.

* Automation State Queue: This queue is only used by the automation manager.
It is used to save the current state as well as other information about the
resources managed by the automation manager. It is the automation state queue
that allows SA z/OS to perform a hot takeover, because this queue always
contains a consistent image of the resource data that the PAM maintains in
storage. Any updates that are made to the resources are also reflected in the
automation state queue. Its name is STATE.QUEUE.

The transactional behavior of WebSphere MQ ensures that these three queues are
always consistent. A change in any queue is only committed after the
corresponding changes have also been made in the other two queues. Thus, for
example, the deletion of a workitem from the Workitem Queue is only committed
when:

¢ The resulting orders to the agents have been written to the Agent Queue, and
* The resulting state changes of the affected resources have been written to the
Automation State Queue.

shows how the queues interact with the automation manager and the
automation agents.

Workitem
Queue
— Automation
— State
— Queue
Automation Automation —_
Agent Agent Manager |%| —
Queue —

Figure 4. WebSphere MQ Queues

The three queues are shared between the PAM and the secondary automation
managers (SAMs). When the PAM fails, an SAM becomes the new PAM and takes
over the shared queues in a consistent state. No requests are lost because both the
actual state of the automated resources, and also the unprocessed requests
(workitems) — even those that were made during the takeover phase — and all
unprocessed orders for the automation agents are known. Only the execution time
may be delayed.

When you use WebSphere MQ for manager-agent communication and status
backup, it is recommended that you automate WebSphere MQ and let it be started
and stopped by SA z/OS. Collecting all the WebSphere MQ and DB2 instances in
a basic group allows you to monitor these prerequisites of SA z/OS as you would
do with normal application automation.

Automation of WebSphere MQ by SA z/OS implies that WebSphere MQ is not yet
available when the automation manager is started. In this situation, the automation
manager will communicate with the automation agents through XCF services until
it has started its local WebSphere MQ. This phase is called the startup phase. As
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soon as WebSphere MQ is up, the automation manager switches over to
WebSphere MQ for communication with the automation agents and for status
backup. This means that both the SA z/OS automation manager and automation
agents are now WebSphere MQ applications.

Similarly, when the PAM has shut down its local WebSphere MQ, and there is no
SAM left for a takeover, the PAM will switch back again to XCF communication.
This phase is called the shutdown phase.

During these "WebSphere MQ-less” phases, resources can change their status, and
the information about these changes should be preserved for an eventual successor
of the actual PAM. This applies not only to a shutdown and subsequent restart of
SA z/0S, but also to a failure of the PAM and a subsequent takeover by a SAM
during the startup phase. To this end, SA z/OS maintains a takeover file.

The Takeover File: Every status change during the startup and shutdown phase
of SA z/0S is recorded in the takeover file. The information in this file is kept
consistent by maintaining two compartments for each resource record. These
compartments are used alternately to store the changes. This ensures that a
consistent and reasonably current version of the resource information exists even
when the PAM fails in the middle of an update of the takeover file.

If the PAM fails during startup, a SAM becomes the PAM as before. But now, the
new PAM reads the takeover file and starts with the information contained in it.
When the shutdown phase is terminated normally or abnormally, the takeover file
will be used for a restart of SA z/OS. In this way, a hot takeover or restart is
possible even when WebSphere MQ is not available. This of course requires that
the takeover file be shared between the PAM and the SAMs.

If a VSAM 1/0 error occurs during the hot start or takeover, this causes the PAM
to initialize with a warm start rather than a hot one. If a VSAM error occurs, you
will be notified and asked to choose one of the following options:

¢ Retry reading the takeover file.
¢ Continue with a warm start.
* Cancel the hot start and trigger a takeover.

It is also possible that a VSAM I/O error might occur while the PAM is running
that causes the PAM to disable recovery of the state information. This now leads to
the following behavior:

1. The in-storage state information is not written to the takeover file when the
PAM terminates.

2. A WTOR is sent to the operator to enable the takeover file, so that the previous
version is used.

[Figure 5 on page 36| shows the timeline for the WebSphere MQ solution when
WebSphere MQ is automated by SA z/OS.
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Figure 5. Automating WebSphere MQ with SA z/OS

The sequence of events is as follows:

1.

During the startup phase, when WebSphere MQ is not yet running, the PAM
uses XCF for communication and stores every status change in the takeover
file.

If the PAM or its system fail during the startup phase, an SAM becomes the
new PAM. The new PAM reads the actual state of the automatable resources
from the takeover file. (Note that this is not represented in )

As soon as WebSphere MQ is up, the PAM switches to WebSphere MQ and
writes the status updates into the Automation State Queue.

If the PAM or its system fail while WebSphere MQ is running, an SAM
becomes the new PAM. The new PAM uses the information in the shared
WebSphere MQ queues. (Note that this is not represented in )
When the PAM has shut down its own local WebSphere MQ, the reaction of
SA z/0S depends on whether an SAM is available:

e If there are any SAMSs, one of these becomes the new PAM. (Note that this is
not represented in .)

¢ If there are no SAMs, the current PAM enters the shutdown phase. It
switches back to XCF and the takeover file.

During the shutdown phase, the PAM stores every status change in the
takeover file. After the PAM has terminated normally or abnormally, the
information in the takeover file will be used for a restart of SA z/OS.

Note: The takeover file substitutes for the Automation State Queue when

WebSphere MQ is not available. There are, however, no corresponding
substitutes for the Workitem Queue or the Agent Queue. Therefore, all
pending work items and orders to the automation agents will be lost when
the PAM fails during the startup or shutdown phase.

For this reason, you should keep the startup phase as short as possible, and
define your automation policy so that the local WebSphere MQ manager
(local for the PAM) and its associated DB2 are started simultaneously
immediately after JES is up.

The following section contains an overview of various recovery scenarios.

Some Problem Scenarios and How SA z/OS Reacts: The following are some
examples of how SA z/OS reacts when there is a:
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System Breakage with Running Automation Manager and Automation Agent
A waiting secondary automation manager will automatically take over the
responsibility of the failed primary automation manager. Of course the
broken automation agent is not moved, because all the broken resources
have gone anyway. However the new automation manager will detect the
system collapse and react accordingly.

An Automation Manager Breakage
A waiting secondary automation manager or the ARM-restarted primary
automation manager will automatically take over the responsibility.

An WebSphere MQ Manager Breakage
A connected automation agent will wait for the ARM-initiated WebSphere
MQ manager restart. A connected automation manager will automatically
trigger a takeover in the case of active processes, otherwise this automation
manager will also wait. Note that even in the case of an WebSphere MQ
manager abend or problem, the automation agent is still able to perform
message automation.

A DB2 Problem or Breakage
After DB2 first comes up and SA z/OS has been able to access the
WebSphere MQ queues for the first time, DB2 is actually no longer needed.
Therefore any of these cases can be completely automated even in the full
WebSphere MQ-supported fashion.

A CF Outage
At this point in time, SA z/OS will automatically restart its automation
processing from the existing static configuration (WARM start).

A Takeover Resulting in the Same Problem
When the new automation manager detects that a workitem has been
rolled back twice, the process will be stopped and a WARM initialization
will be triggered, thus preventing endless retries failing with the same
persistent problem.

WebSphere MQ Queue Problems
See chapter [“WebSphere MQ Exception Processing” on page 38

WebSphere MQ Considerations

This section assumes that you have selected WebSphere MQ for manager-agent
communication and status backup.

Peer Recovery Considerations: Refer to the WebSphere MQ V5R3 documentation
for all aspects of WebSphere MQ sysplex-wide peer recovery. Because SA z/0OS
exploits this technology, you also gain this functionality. The following are
important considerations when planning for SA z/OS to be an WebSphere MQ
shared queues exploiter.

The basic setup consideration is whether or not you choose to have a dedicated
WebSphere MQ QSG (Queue Sharing Group) just for SA z/OS.

Peer recovery requires that a failed WebSphere MQ instance should be restarted
using either the z/OS Automatic Restart Manager or SA z/OS itself.

To roll back or complete the broken automation manager activities (UOWs in

WebSphere MQ terminology), WebSphere MQ can use a different WebSphere MQ
manager instance of that QSG (Queue Sharing Group).
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SA z/0S will ensure that all pending work has been rolled back before the new
primary automation manager starts accessing the queues.

There are no special considerations for DB2 should there be a takeover. DB2 is not
involved in the WebSphere MQ peer recovery functions.

Because SA z/OS provides the capability to automate its prerequisites, SA z/OS
may be used initially to start WebSphere MQ and DB2. z/OS Automatic Restart
Manager or SA z/OS may be used to restart the WebSphere MQ instances, and
SA z/0S can be used to observe the status of its prerequisites as well as finally to
stop it.

Collecting all the WebSphere MQ and DB2 instances in a basic group allows you to
monitor all SA z/OS prerequisites as you would do with normal application
automation.

WebSphere MQ Exception Processing: WebSphere MQ services may fail.
Assuming that the WebSphere MQ setup and queue definitions are correct, there is
still a chance of running into a WebSphere MQ exception. Basically, these
exceptions can be categorized into:

* Recoverable errors — these can be recovered by running the failed WebSphere
MQ service again after a certain time.

* Unrecoverable errors — these cannot be recovered automatically.

The automation agents will react to unrecoverable exceptions by disconnecting
from either the WebSphere MQ manager or WebSphere MQ queue. However the
sysplex communication task will not be stopped. It will continuously try to
re-establish the broken connection.

The automation manager will trigger a takeover if there is a local WebSphere MQ
manager problem with active transactions.

Problems with the Automation State Queue are handled differently. A takeover
should be avoided if possible, because it probably cannot be successfully
completed. For cases where this is possible the queue will be closed and GET/PUT
disabled. Message INGY1107 is then issued. Processing on the automation manager
continues because the data is still in storage. You then have the chance to repair
the queue, for example by:

* Redefining the queue on a different CF
* Redefining the queue on a different CF Structure

* Increasing the maximum number of possible messages.

The current automation manager will continuously monitor whether there is a new
Automation State Queue that has both GET and PUT reenabled. If this automation
manager finds a queue with this attribute it will try to reinstall the queue. Having

done this, SA z/OS is fully recoverable again.

Queue Full Considerations: WebSphere MQ queues can become full. No further
MQPUTs are possible unless some MQGETs remove messages.

The current active SA z/OS automation manager automatically performs the
recovery from a queue full condition. It can be considered as a recoverable

exception as described above.

Situations where a queue full condition can occur are:
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1. For the Workitem Queue:

* An automation manager is not available to pick up the workitem requests
(for example, it has just stopped or is restarting).

* An automation agent-based automation CLIST repetitively sends requests to
the automation manager. Because these automation manager requests can be
generated by an automation program, this program may loop.

2. For the Agent Queue:

¢ Automation agents are not available or able to process orders or responses in
time.

* Many concurrent large response blocks.
3. For the Automation State Queue:

* Dynamic Configuration Reloads drastically increase the amount of
Automation State information.

The samples delivered with SA z/OS combined with a healthy system should not
result in such a situation. It is more an indication that something is wrong but
SA z/0S tries its best to survive.

The recovery action for an Automation State Queue full condition is described in
[“WebSphere MQ Exception Processing” on page 38.|

For the Automation Workitem Queue and the Automation Agent Queue, three

additional message counters have been introduced to act as thresholds:

* Low Threshold — if the number of messages is below this limit, operations on
that queue are fine, and no recovery actions are taken.

* High Threshold — if the number of current active messages reaches this count,
recovery actions are taken. To stop this recovery mode again, the number of
messages must fall below the low threshold counter.

* Max_Queue_Depth — at this time, further MQPUTs are rejected, however
SA z/0S would retry.

To see these thresholds, use the INGAMS command that is described in
lAutomation for z/OS Operator’s Commands)

Using XCF only

XCF communication and the takeover file are primarily intended to substitute for
the WebSphere MQ queues in certain situations. However, you can also use them
permanently and thus dispense with WebSphere MQ altogether. If you wish to do
so, you must set the COMM parameter in the HSAPRMxx member accordingly;
see|Appendix F, “Syntax for HSAPRMO0,” on page 193/

As already pointed out, the work items and orders to the automation agents that
are pending at takeover time are not stored in this implementation, so all these
pending items will be lost when the PAM fails and a SAM takes over.

[Figure 6 on page 40| illustrates the timeline from the start of the automation
manager (AM) through to its termination for the following cases:

¢ A planned stop and start of the automation manager
* An unexpected failure
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Figure 6. Using Only the Takeover File for Status Backup

able 11| outlines the various recovery scenarios.

Table 11. Recovery Scenarios

Event SA z/OS Recovery Action Comments

PAM fails SAM runs a takeover The takeover file contains the
state with the last successfully
processed workitem

PAM detects a severe |PAM terminates and SAM runs a | The takeover file is used to
error condition takeover rebuild the resource object
structures in case of a takeover
or next hotstart

System with the PAM | SAM runs a takeover The takeover file is used to
fails rebuild the resource object
structures in case of a takeover
or next hotstart
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This section contains information required for the installation of TEC Notification
by SA z/0S.

Introduction of TEC Notification by SA z/OS

SA z/0S notification was extended in SA OS/390 2.2 to notify Tivoli Enterprise
Console® (TEC) about an automation problem on z/OS by sending an event to the
TEC event server.

For this purpose, on z/OS systems, messages or alerts are transformed into Tivoli
events and sent to the TEC event server that is running on a Tivoli-managed node
in your network.

These events in turn may:
¢ Cause a notification of a Tivoli administrator on the TEC
e Be correlated with other events on the TEC event server

* Result in opening a trouble ticket, for example, dependent on what you
programmed at the TEC event server

TEC event server was introduced as a new notification target for SA z/0OS. Note
that only those messages that indicate critical situations and alerts are forwarded
as TEC events to the TEC event server using the appropriate NetView
Event/Automation Service Adapter.

A Tivoli administrator who wants to deal with a problem indicated by an event
that is forwarded to the TEC event server by SA z/OS needs access to the affected
z/0OS system. You may use the Tivoli NetView 3270 Management Console for this.
With TEC Notification by SA z/0OS, the TEC administrator may log on to the
NetView operator console by starting the NetView 3270 Management Console from
the TEC console by executing a task. See |System Automation for z/OS User's Guidd
for a description of the graphical interface on how to achieve this.

Note: Forwarding of SA z/OS messages to TEC will not start until SA z/OS and
the Event/Automation Service are up and running. SA z/OS messages
issued during SA z/OS startup will not be forwarded to TEC.

Environment Configurations

Several products are involved in TEC Notification by SA z/0OS:
* Tivoli NetView for z/OS

* Tivoli NetView Event/Automation Service

* Tivoli Enterprise Console (TEC)

You can run TEC Notification by SA z/0S in two configurations:

* local configuration: The message adapter or alert adapter is running on the
same z/OS system on which SA z/OS is also running. The adapters are local to
the SA z/OS which is issuing and forwarding messages and alerts to the Tivoli
Enterprise Console. Such a configuration for message forwarding is illustrated in
[Figure 7 on page 42|
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e distributed configuration: The message adapter or alert adapter is running on an
z/0S system different from the one on which SA z/OS is running and issuing
messages and alerts. In this scenario, the z/OS system running the adapters
must be the SA z/0OS automation focal point system. Such a configuration for
message forwarding is illustrated in [Figure 8 on page 43

Workstation z/OS Platform

Platform
TEC Event/Automation SA z/0OS
Event Server Service
AOFmmm
AOFMSG|~™ ~— ~
Automation
To TEC Event Server TECROUTE Table

AUTOTEC

PPI
INGRTRT
Message
Adapter

E

Figure 7. Local Configuration: NetView Event/Automation Service Local to the SA z/OS
Source of Messages
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Figure 8. Distributed Configuration: NetView Event/Automation Service Remote to the
SA z/OS Source of Messages

Section [“Environment Configurations” on page 41| describes the two configurations
in which you can run TEC Notification by SA z/0OS. How to install this feature is
described in the following sections:

+ |“Installing and Customizing the TEC Event Server Workstation” on page 147

* |“Activating the Installed Files” on page 148§|

The customization part comprises the following steps:

* [“Step 15: Customization of NetView for TEC Notification by SA z/OS” on page|

109 describes how to customize your SA z/OS and TEC Notification by

SA z/0S installations on the z/OS system for both the local and distributed

configuration as described in [“Environment Configurations” on page 41

* |"Installing and Customizing the TEC Event Server Workstation” on page 147
describes how to install and activate the workstation code on the TEC Event
Server.

You can find more conceptual information about TEC Notification by SA z/0OS
and information on how to use it in [System Automation for z/OS User’s Guide|
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Chapter 5. Planning for the NMC Environment

The information in this section helps you to plan the configuration of the
components in your NMC environment.

NMC Exploitation Topology

NMC

FP Sys 1
Network NV ¥ SANV
SA Satellite
\ /
SA Topo Mgr SA Topo Agent Sys 2
A
) oy .
\ X SANV
Automation
Single Sys L ProcOps Focal Point Manager

Sysplex 1

SANV SANV

SA Topo Agent SA Topo Agent
Automation Manager

Figure 9. The SA z/OS Environment for NMC Support

shows how in a SA z/OS configuration the involved components
communicate to produce graphical output information:

1.

At initialization time, the SA z/OS topology manager knows the target systems
for automation.

The SA z/0S topology manager contacts the SA z/OS topology agents on all
sysplexes or stand-alone systems or, for processor operations, it contacts the
processor operations focal point to obtain the required information.

The SA z/OS topology agents contact the related automation managers or the

processor operations component respectively to find out the status from the
systems and resources.

Then the SA z/OS topology agents report this information to the SA z/0OS
topology manager on the focal point.

The SA z/OS topology manager feeds the RODM data base with the achieved
information.

The NMC workstation on the operator’s request can retrieve the RODM data to
produce the defined views.

Also, at initialization time, the automation managers get the order to inform the
related SA z/OS topology agents whenever status changes occur. Then the

SA z/0S topology agents will route the status change information to the

SA z/0S topology manager which will update the RODM data base.
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Planning to Install the NMC Workstation

Make sure that you have a working NMC environment with the required functions
(for example, RODM, GMFHS, NMC Topology Server, NMC Topology Console,
NMC 3270 Management console), as part of your NetView installation available.

For information on how to install the NMC, refer to Tivoli NetView for z/OS
Installation: Configuring Graphical Components and NetView Management Console
User’s Guide. The information about what to do to enable your NMC environment
installation for use in SA z/0S is described in [“Installing the NMC Workstation”|
b page 141

If you pan to use Kanji support for NMC keep in mind that all the NetView
workstations in the domain must support the character set you decide to use.
Multilingual support is not available.

Running Multiple NetViews

46

If you use two NetViews and you want to monitor resources using the NMC
workstation, bear in mind that the NMC workstation must be linked to NetView
Graphic Monitor Facility Host Subsystem (GMFHS) on the Networking NetView
which has a connection to RODM. See [Figure 11 on page 48 You can operate
network and SA z/OS resources via RODM and have SA z/OS running in
another NetView to control the automation resources. This, however, requires a
subset of SA z/0S, referred to as the SA z/0S satellite, to be installed on the
Networking NetView. See [‘Step 25: Install an SA z/OS Satellite” on page 122| for
details.

If you run the Networking Automation NetView only on the focal point, then you
cannot have your resources automated by SA z/OS.

If you run the System Automation NetView only on the focal point, you cannot
have networking resources in RODM, but only SA z/OS resources that you
automate.

Alternatively, you can run both the Networking Automation and the System
Automation on the same NetView. This way, you can save storage and CPU costs
because of the reduction in the duplication of, for example, tasks and logs. But
more important, it reduces maintenance and system programmer costs. See
[Figure 10 on page 47| for details.

In such an environment all functions are handled by that NetView. You may want
to give the individual NetView tasks different priorities, for example, the System
Automation tasks need to run above the VTAM’s priority, whereas others
(Networking Automation) need to run at a lower priority. This is achieved with
z/0S Workload Manager Enclaves support.
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Focal-Point System

@ NMC
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Figure 10. SA z/OS Enterprise with Networking Automation and System Automation running
on the same NetView

[Figure 11 on page 48|illustrates the flow of data from a target system to the focal
point when two NetViews are used on the focal point - one for Networking
Automation and one for System Automation.

1. The target system data is sent to the Networking NetView at the focal point via
Command Handler or Alerts; the AAO AOFSENDALERT will dictate which
forwarding mechanism is used. (Alerts from processor operations are sent
directly to the Automation NetView).

2. The satellite z/OS automation (focal point) receives the data that is sent from
the targets and updates objects in RODM appropriately.

3. NetView Graphic Monitor Facility Host Subsystem (GMFHS) becomes aware of
status updates.

4. GMFHS broadcasts updates to the operator workstation.
When an operator initiates a command or routine from a workstation, the action

flows back to the Networking NetView for processing in the reverse direction from
that shown in [Figure 11 on page 48
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Figure 11. SA z/OS Enterprise Using a Networking NetView and an Automation NetView
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systems, known as an automation network, to SA z/OS for purposes of monitoring
and controlling the systems. The procedures and examples in this chapter assume

that VTAM definitions for systems in the automation network are in place and

available as input.

The Focal Point System and Its Target Systems

SA z/0S allows you to centralize the customization, monitoring, and control
functions of the multiple systems or images that make up your enterprise using a

single, centrally located z/OS system. This controlling z/OS system is called the

focal point system. The systems it controls are called target systems. These systems

communicate using LU6.2 sessions, XCF, WebSphere MQ and NetView facilities.

Defining System Operations Connectivity

This section discusses the following aspects of defining system operations

connectivity:
* [“Multiple NetViews”]

» [“Overview of Paths and Sessions”]

Multiple NetViews

The number of NetViews that run in your SA z/OS complex affects how you plan
for it. SA z/OS can operate with just one NetView at its focal point. Prior to
NetView 1.4 and SA z/0OS 2.2 the networking and automation function could not

run on the same NetView. This is no longer the case. It is your decision whether or
not you want to run the Networking Automation and the System Automation on

separate NetViews.

Overview of Paths and Sessions

To learn about message forwarding paths, see [“Message Forwarding Path” on paged
and to learn about gateway sessions, see [‘Gateway Sessions” on page 50.|
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Message Forwarding Path

SA z/0OS generates and uses messages about significant actions that it detects or
takes such as a resource status change. In addition to sending these messages to
operators on the same system, SA z/OS can forward them from target systems to
a focal point system and can route commands and responses between systems,
using a message forwarding path. This path is defined in your policy. Key
components in a message forwarding path include:

* A primary focal point system

* A backup focal point system

* A target system or systems

* Gateway sessions connecting systems. Gateway sessions use inbound and

outbound gateway autotasks. Communication is via the NetView RMTCMD or
XCF when the focal point system and target system are in the same sysplex.

Using a message forwarding path, a focal point system can monitor several target
systems.

SA z/0S uses notification messages to update the status of resources displayed on
the status display facility (SDF). Routing notification messages over the message
forwarding path helps consolidate monitoring operations for multiple systems on
the SDF at a focal point system. See [System Automation for z/OS User’s Guidd for
details on configuring SDF for a focal point system-target system configuration.

Gateway Sessions

Outbound and Inbound Gateway Autotasks: Each gateway session consists of:
¢ Two gateway autotasks on each system:

— One autotask for handling information outbound from a system, called the
outbound gateway autotask. This establishes and maintains all connections to
other systems. It sends messages, commands, and responses to one or more
systems.

— One autotask for handling information incoming from another system, called
the inbound gateway autotask. A system can have one or more inbound
gateway autotasks, depending on the number of systems to which it is
connected.

[Figure 12 on page 51| shows a single gateway between two SA z/OS agents,
IPUNA and IPUNB.
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Figure 12. Single Gateway Example

There is one task handling all outbound data. This task is setup at SA z/OS
initialization time. Normally the task has a name that begins with GAT and ends
with the domain name. So for IPUNA, the gateway task is GATIPUNA.

When VTAM becomes active, the gateway task (GATOPER) issues a CONNECT
call to the remote system, IPUNB in our example. If the GATIPUNA task on the
remote system is not already active, it will be started automatically by NetView.

All requests initiated by system IPUNA and destined for system IPUNB use the
task pair GATIPUNA. Likewise all requests that originate on system IPUNB and
are destined for system IPUNA use the pair GATIPUNB. In other words the
communication is half-duplex. There is one task pair responsible for the outbound
traffic while another task pair is in charge of the inbound traffic. Each pair consists
of a sender - running on the local system and receiver that runs on the remote
system.

Disallowing the starting of the receiver task protects the local system from getting
requests from the remote system.

The task structure is similar when using XCF as the communication vehicle. Using
the "GATxxxx" task as the receiving and processing task on the remote side gives a
dedicated task pair for the communication between the two systems. This task pair
exists twice, once for each outbound communication. It is important to notice that

the standard RPCOPER is not used for the processing of the remote procedure call.

In the automation policy for each system in an automation network, you need to
define only the outbound gateway autotask (see [System Automation for z/OS|
[Defining Automation Policy}). However, in the NetView DSIPARM data set member
DSIOPF, you must define all gateway autotasks, both inbound to and outbound
from a system, as operators.

You define the outbound gateway autotask by defining the GATOPER policy item
for the Auto Operators policy object in the customization dialog. You must specify
an operator ID associated with the GATOPER function in the Primary field on the
Automation Operator NetView panel. See |System Automation for z/OS Defining|

|Automation Policy| for more information.
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For this example, the operator ID for the system CHIO1 outbound gateway
autotask is GATCHIO1. Similarly, any operator ID for an inbound gateway autotask
is the prefix GAT combined with the inbound gateway domain name.

shows three systems: CHIO1, ATLO1, and ATLO02. System CHIO1 is the
focal point for forwarding messages from target systems ATLO1 and ATLO02. In
gateways are designated as follows:

(0] Outbound gateway autotask

I Inbound gateway autotask.

CHIO01 ATLO02
Focal Target
Point System
Gateway Autotasks: Gateway Autotask:s
] O-GATCHI01 > I-GATCHIO1

I-GATATLO2 O-GATATLO02
I-GATATLO1 [

ATLO1
Target
System

Gateway Autotasks:

—> I-GATCHIO1
O-GATATLO1 —

Figure 13. Example Gateways

How Gateway Autotasks Are Started: Gateway autotasks establish a connection
between systems when any system receives the following NetView message:

DSI1121 NCCF READY FOR LOGON AND SYSTEM OPERATOR COMMANDS

When this message is received, the following steps occur:

1. The outbound gateway autotask tries to establish an outbound session with the
remote system.

2. A gateway session between two systems is established when the outbound
gateway autotask has established its outbound session to the remote system.

This process automatically establishes outbound and inbound connections for
systems without human operator intervention.

How Gateway Sessions Are Monitored: Optionally, gateway sessions can be
monitored by a command executed periodically. The time interval is set in the field
Gateway Monitor Time. in the Automation Setup policy item for the System policy
object.

See |System Automation for z/OS Defining Automation Policy|for details. The ID of the
timer created to monitor gateway sessions is AOFGATE. This timer will not be set
if NONE is entered for Gateway Monitor Time.

If SA z/0OS detects that any gateway session is inactive during the monitoring
cycle, it tries to restart the session.
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Automatically Initiated Terminal Access Facility (TAF) Full-Screen
Sessions

Using the FULL SESSIONS policy item of the Network policy object, you can set
up automatically initiated terminal access facility (TAF) full-screen sessions from
within SA z/0S. |System Automation for z/OS Defining Automation Policy|describes
how to define applications with which SA z/OS operators can establish TAF
sessions automatically using the SA z/OS NetView interface.

Using Focal Point Services

Once an automation network is configured, you can use the message forwarding
path to route messages, commands, and responses between systems. SA z/0S
operators can display the status of gateway autotasks and TAF full-screen sessions

using the SA z/OS operator commands. Details on these operator activities are in
[System Automation for z/OS User’s Guidd,

Defining Processor Operations Communications Links

After determining that you plan to use the processor operations functions, you
must decide the type of communication link from your focal point system to your
support element. Processor operations supports the following types of
communication connections:

« NVC
* SNMP
e TCP/IP

Meeting Availability Requirements

In order to reduce the interruption time in case of processor operations
communication problems, the following facilities are available:

* Backup Support Element
* Alternate focal point system

Backup Support Element

Selected types of the CMOS-S/390 processor family and all zSeries processors have
a second Support Element installed, operating in hot-standby mode. If the primary
Support Element fails, the backup SE is automatically activated as the new primary
Support Element. The SE configuration information is always duplicated, so the
new primary SE has the same configuration information as the failing one
including the SNA or IP network addresses.

Alternate Focal Point System

An alternate focal point system can be used, in addition to the primary focal point
system, to minimize the effect of a focal point system outage. If a focal point
system must remain operational all the time, an alternate focal point system can be
operated in a take-over mode.

Alternate Focal Point for SNA based NVC connections

If you plan to install an alternate focal point system, you must include one or more
37xx communications controllers. Each controller must be equipped with a channel
adapter. The Network Control Program (NCP) must be installed in the
communications controllers. You can use a 3174 subsystem control unit in place of
the 37xx.
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However, the alternate focal point system operator is not automatically notified of
the loss of the session between a focal point system and a NetView connection.
This notification is instead received by the operator of the failed focal point system,
which is the primary focal point system.

Alternate Focal Point for SNMP connections

If you plan to use a second focal point system for your processor operations SNMP
connections, make sure that the TCP/IP USS stack is always up and that your IP
network allows the communication between the alternate focal point and the
Support Elements.

BCP internal interface considerations

If you have customized SA z/OS to use the BCP internal interface for the sysplex
hardware automation, each system being a member of the sysplex has its processor
hardware connection activated and can issue hardware requests to the SEs of the
other sysplex members. The SA z/OS internal code routes the supported hardware
commands only to a system in the sysplex with a functioning hardware interface
to make sure the request can be processed successfully.

Task Structure for Processor Operations

For processor operations there is a task structure that is modular; distinct types of
SA z/0S tasks handle different work assignments. The types of SA z/OS tasks
are:

* Target control tasks

* Message monitor tasks (used for SNMP and TCP/IP connections only)

* Recovery task

e Start task

* Polling task

* OCF-CI task

SA z/0S allows up to 999 tasks of each of the first three types, but only one
recovery task and one processor operations start task. Because SA z/OS tasks are
z/OS tasks that require system services and also add to the load running in the
NetView address space, you should only define as many tasks as are needed.

The following guidelines help you match the number of SA z/0S tasks to your
SA z/OS configuration.

e The number of message monitoring tasks for target systems connected with a
SNMP connection should be identical to the number of target control tasks in
your environment.

* The number of target control tasks should be less than or equal to the number of
target hardware defined. If you plan to use the processor operations group and
subgroup support for the common commands, the total number of target control
tasks should be equal to the number of concurrently active target hardware
systems.

* In consideration of focal point performance, limit the total number of tasks to a
number your system can handle.

Target Control Tasks
The number of target control tasks is automatically calculated and set.
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Target control tasks process commands. A target system is assigned to a target
control task when the target system is initialized. More than one target system can
be assigned to the same target control task. A target control task is a NetView
autotask.

Message Monitor Tasks

Note:
When you are using a NetView connection, these tasks are not required.

The number of message monitor tasks is automatically calculated and set.

Message monitor tasks receive SNMP traps from the Support Element’s SNMP
clients and receive messages from the PSMs and their associated VM second level
systems at the focal point system. The traps and messages are broadcast to the
appropriate tasks and operators.

Recovery, Start, and Polling Tasks

Automation for resource control messages runs under the recovery task, which is a
NetView autotask. Processor operations also uses the recovery task for processing
of recovery automation commands. Normally, this task is idle. It is generated
automatically when you generate NetView autotask definitions from the
configuration dialogs.

The startup task, a NetView task, is used to establish the processor operations
environment with the NetView program and to start the other NetView tasks
needed for processor operations to function. The startup task is only active during
processor operations start (ISQSTART).

The polling task, another NetView task, is used to poll the processors using
NetView connections. You determine both the polling frequency and polling retries
to be attempted. (These polling functions are specified using the NetView
connection path definition panels in the configuration dialogs.) This task is
generated automatically when you generate the NetView Autotask definitions from
the customization dialogs. This NetView task enables SA z/OS to verify and
update operations command facility-based processor status.

Processor Operations OCF-CI Task

The OCF-CI task receives messages sent to the support element on the console
integration interface. These messages come from a target OCF-based or parallel
enterprise server operating system. The task broadcasts these messages to the
appropriate processor operations task and operators interested in processor
operations. For information about interested operators, see [System Automation for|
k/OS User’s Guidg The OCF-CI task, a NetView autotask, is singular. Only one is
required, and it is required only for processors connected with a NetView
connection. This task is not required for SNMP connections.

Planning Processor Operations Connections

This section describes making the hardware connections. It is divided into
subsections for each set of hardware connections:

* |“Preparing the Processor Operations Focal Point System Connections” on page|
56 and [‘Preparing the Alternate Focal Point System Connections” on page 56| for
focal point system connections
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* [“Preparing the Target System Connections” on page 57| for target system
connections. This section also discusses complex connection configurations.

Preparing the Processor Operations Focal Point System
Connections

The physical path for the focal point system consists of connections from the HMC,
SE, or PSM to the focal point system. SA z/OS processor operations supports the
following types of communication connections:

« NVC
* SNMP
e TCP/IP

TCP/IP Firewall-Related Information

The TCP/IP SNMP connections of ProcOps use port number 3161. This is the port
number that Support Elements or Hardware Management Consoles use to
communicate with SA z/OS ProcOps or other applications using the z900 API.

In case you have firewalls installed between the processor LAN and the LAN that
SA z/0S ProcOps belongs to , make sure port 3161 is registered to prevent
SE/HMC responses from being rejected.

Preparing the Alternate Focal Point System Connections

An alternate focal point system can be connected to your DP enterprise in addition
to the primary focal point system.

The physical connection path for the alternate focal point system is identical to that
for the primary focal point system. As with the primary focal point system,

SA z/0OS processor operations supports the following types of communication
connections:

« NVC
* SNMP
e TCP/IP

Connection Example

[Figure 14 on page 57| shows an alternate focal point system as well as a primary
focal point system connected from an IP or SNA network to the processor
hardware LAN.

For SNA networks, an SNA gateway device such as 2216 or 37xx network
controller must be connected to the processor LAN. In an SNA network, the
NetView connection type NVC can be used. The NVC connection also requires that
the processor LAN is a token-ring LAN. Note, that not all processors of the zSeries
processor family may support NVC connections.

For an SNMP connection, the processor hardware LAN can be either Ethernet or
token ring. With SNMP, a connection can be established either to the Support
Element of a CPC, or to an HMC. This HMC must have the CPCs defined you
want to manage. This option is not available for SNA based NVC connections.

With TCPIP, a connection can be established to a ProcOps Service Machine on a
VM host (PSM).
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Figure 14. Alternate and Primary Focal Point System Connections from an IP or SNA
Network to the Processor Hardware LAN

Preparing the Target System Connections

The supported processor hardware allows you to use the attached Support Element
or an HMC (SNMP connections only), connected to the processor hardware LAN
for hardware operations management tasks and for operating system control. The
Console Integration (CI) function of the SE or HMC is used by processor
operations to send commands to an operating system and to receive messages
from an operating system. The Operations Command Facility (OCF) of the SE or
HMC is used to perform tasks like SYSTEM RESET, LOAD, or ACTIVE.

The usage of CI by processor operations is intended to automate system
initialization and recovery tasks. For day-to-day console operation tasks, processor
operations CI usage should supplement the operating system command routing
facilities of SA z/OS or the available console devices like the 2074 control units.

Defining 1/0 Operations Communications Links

When you use SA z/OS on one system to make an operational change to an I/O
resource, like a shared ESCON Director, it coordinates the change with other copies
of SA z/0OS on other systems. This is especially important when the result of the
action you are taking removes connectivity - disables I/O paths - so that the
systems do not lose access to critical resources. Each copy of SA z/OS interacts
with its local system image (for example, via VARY) so the operating system has
the chance to "vote” on the changes. When one system fails VARYs, SA z/OS takes
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that as a vote of "no” and fails the operation. The copy of SA z/OS from which
you initiated the operation then interacts with the other copies on the affected
system images to back out VARYs that were successful.

The copies of SA z/OS across your systems also use the network to share
information with each other on changes to the I/O configuration and to provide
displays that collect I/O information from multiple systems.

To do this, the SA z/0OS I/0 operations functions on each system image need to
intercommunicate. They do this by establishing VTAM sessions between each
other. All systems that share access to a given ESCON Director should run

SA z/0S to provide the protection described above. Those copies of SA z/OS that
do share access to a Director automatically discover each other and establish
sessions each time they start.

You can also use the Reset Host function of I/O operations to force two copies of
SA z/0S that do not share any ESCON Directors to establish communications.
This is useful if you want to benefit from the I/O operations multisystem 1/O
graphic displays or use its multisystem version of Remove CHP, Restore CHP,
Remove Device, or Restore Device, even across system images that don’t use
ESCON Directors or have no reason to share them.

I/0O operations is able to interact with systems that are running ESCON Manager.
I/0O operations can interact with VM systems that run ESCON Manager 1.2 to
support switching operations (for example, blocking ports or writing an entire
saved switch configuration) and for Remove CHP and Restore CHP. I/O
operations can interact with z/OS systems that run ESCON Manager 1.3 to
support the same operations as for VM, and also the same level of multisystem
Query and graphic display requests that ESCON Manager 1.3 itself supports.

To plan for this function, you must review the I/O configuration across the
systems that you will define as an enterprise in SA z/0OS. You should plan to
include in one enterprise all system images that share a given ESCON Director, in
order to benefit from the I/O operations configuration change protection and
displays.

To enable the VTAM sessions, you must create VTAM definitions as described in
[“Step 18B: Perform VTAM Definitions” on page 115|to support communications
between I/O operations defined as a VTAM application in each of them.

Where images do not automatically use those definitions to start sessions, because
they do not share ESCON Directors, you should plan local procedures to use the
SA z/0S Reset Host function to force I/O operations to start the sessions.
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SA z/0OS System Names

The information in this section describes name requirements for z/OS systems and
for processor operations functions.

All system names defined with the customization dialog within one policy
database must be unique.

If your system names currently contradict this restriction, you must change the
names before using SA z/0OS.

System names defined in the customization dialog for z/OS, VM, TPF, or LINUX
systems can have up to 20 characters and must be unique within the SA z/0OS
enterprise.

When you name elements of your SA z/OS processor operations, use a logical
format to create names that are clear to the people using them. The following
names can consist of 1 to 8 alphanumeric characters (A-Z,a-z,0-9,#,$,@), cannot
contain blanks, and must begin with an alphabetic character:

* Processor or target hardware names

 Target system names

* Focal point name

Processor or target hardware system names, target system names, group names for
target systems, and subgroup names for target systems must all be different from
one another. Target system names must also be different from processor operations
names. For any given system, however, its system name can equal its own
processor operations name.

Group and subgroup names for target systems can consist of up to 20 alphameric
characters.

Sysplex group names should not be more than 8 characters in length since they are
used to address the sysplex or subplex.

Cloning on z/OS Systems

The SA z/OS cloning capability allows you to specify up to 36 clone IDs to
identify a system and to identify an application. These clone IDs are then used to
qualify the application job name to ensure a unique job name for each system. The
names given to each of these clones must be unique. The z/OS system symbolics
and the NetView &domain. variable can also be used.
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Further Processor Operations Names

Image, Load, and Reset profile names are defined at the support element of an
OCF-based target processor. They must consist of the characters A-Z and 0-9.
Secondary OCF and Image profile names can be up to eight characters; Reset and
Load profile names can be up to sixteen characters.

ESCON Director Ports

60

This section offers some suggestions for naming ESCON Director ports (dynamic
switch ports) and fully utilizing these names in I/O operations display and
connectivity commands.

Reasons for Naming Switch Ports

Assigning names to switch ports:

* Provides an indication of what is on that port. For example, CP01.SYSA.CHP38
indicates that this port is physically connected to processor CP01, on system
SYSA, on CHPID 38.

* Allows you, when issuing I/O operations connectivity commands, to refer to
ports by name. For example, BLOCK 3490.46233.CUL1.E * blocks the port
connected to interface E of control unit side 01, on the 3490 control unit with
serial number 46233. See [“Using Port Logical Names” on page 61

* Allows you, when issuing I/O operations connectivity commands, to change
connectivity of an entire system to a control unit. For example, PROHIBIT
CPO1.SYSA* 3990.35182* * removes connectivity from all ports on system SYSA
of processor CP01, from all ports on the 3990 control unit with serial number
35182. See[“Using Generic Logical Names” on page 62|

Suggestions for Naming ESCON Director Ports

When naming ports, you should choose names that help identify what the port is
connected to. This simplifies the task of entering commands when connectivity
changes are required. Following are some suggestions for naming CHPID ports
and control unit ports, followed by a figure displaying those ports in an actual
configuration.

Naming CHPID Ports
Name the CHPID ports with three parts: the processor name, followed by the
system image name, followed by the CHPID number. For example:

CP02.SYSC.CHP40

is the port name associated with CHPID 40, on system SYSC of processor CP02.

Naming Control Unit Ports

Name the control unit ports with four parts: the device type, followed by the serial
number, followed by the storage cluster (or control unit side), followed by the
interface letter. For example:

3990.35182.5C1.E

is the port name associated with the 3990 with serial number 35182, on storage
cluster 1, interface E.
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CP01.SYSA
CP02.SYSC

a0

CP02.SYSC.40

CP02.SYSB

ESCON Director(s)

3990.35182.SC1.E  3490.46233.CU0.D  9343.TA161.SC1.F

3990 3490 9343
SCo|ScCHt CUO0| CU1 SCO|SCH
35182 46233 TA161

Figure 15. Examples of Port Names in a Configuration

Methods of Naming Ports
You can assign names to ports using the following:
¢ The WRITE command
You can use the command:
WRITE CPO1.SYSB.CHP38 (D3) 100

to write the name CP01.SYSB.CHP38 to port D3 on switch 100. This command is
available on the operator command line, the ISPF command line, the
workstation feature command builder, and the port settings notebook.

¢ The matrix editor

You can use the matrix editor to enter a name next to the port number; then
send the matrix to the switch. This interface is available on ISPF and the
workstation.

« EXECs
You can create an EXEC with commands like:

WRITE CPO1.SYSB.CHP38 (D3) 100
WRITE 3990.35182.SC1.E (F1) 100

to send a series of name assignments to a dynamic switch.
¢ The WRITE switch (WRITESWCH)

You can create an EXEC to issue the WRITESWCH command, placing the new
name in the WRITESWCH data block.

Using Port Logical Names

Once names are assigned to ports, you can issue a single command to change the
connectivity of one or more switches. The command:

BLOCK 3490.46233.CU1.F 100
blocks the port named 3490.46233.CU1.F on switch 100. The command:
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BLOCK 3490.46233.CUL.F *

blocks the port named 3490.46233.CUL.F on any switch that contains that name.
The command:

PROHIBIT CP02.SYSC.CHP42 3490.46233.CUL.F *

looks for any switch that has both names, CP02.SYSC.CHP42 and
3490.46233.CULE. If both names exist on any switch, those two ports are
prohibited from each other.

The use of these commands is limited to one change per switch.

Using Generic Logical Names

SA z/0S 1/0 operations provides the ability to use an asterisk as a wild card
character in commands that use port names. This allows you to make more than
one change on each switch.

You can use an asterisk as a name in the DISPLAY NAME, BLOCK, UNBLOCK,
ALLOW, and PROHIBIT connectivity commands. For example, if you issue:

PROHIBIT CPO2* 3490.46233% =

all switches are searched for ports with names beginning with CP02 (for example,
CP02.SYSA.CHP34 and CP02.SYSB.CHP70) and ports with names beginning with
3490.46233 (for example, 3490.46233.CU1.B and 3490.46233.CU0.D). If found, those
ports are prohibited from each other.

By using a single command, you can remove connectivity from a entire system to a
control unit. However, for this to work properly:

¢ The names must be consistent across all switches.

* You must issue the connectivity commands from an I/O operations system that
has access to all switches.

Any names that are not an exact match cause no errors. Any switches that are not
affected because they were not accessed cause no errors. You only receive
notification if:

* No name match is found on any one switch (warning return code).
* No name match is found on any switch (failure return code).

Command Usage Examples with Generic Logical Names

The following are some examples of how you can issue I/O operations commands
using generic logical names:

¢ Use DISPLAY NAME to show information about the ports specified:
DISPLAY NAME CPOZ.SYSCx =

SWCH STATUS 1I/0

PORT NAME DEVN LSN PORT H B C P DEF
CPO2.SYSC.CHP22 0400 02 6 OB CH
CP02.SYSC.CHP39 0100 00 EC P CHCU
CP02.SYSC.CHP35 0100 00 C5 CH
CPO2.SYSC.CHPEO 0200 01 EO CH

¢ Use DISPLAY NAME to show information about the ports for the 3490 with
serial number 46233:

DISPLAY NAME 3490.46233 =
SWCH STATUS 1/0
PORT NAME DEVN LSN  PORT HB C P DEF
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3490.46233.CU0.D 0100 02 Co Cu
3490.46233.CUO.F 0200 01 Fb Cu
3490.46233.CU1.A 0300 00 E7 P CU
3490.46233.CU0.C 0400 03 C1 Cu

* Use BLOCK to remove access to a 3490 with serial number 46233 (four
variations):

BLOCK 3490.46233.CU0.D = (for one port on some switch)
BLOCK 3490.46233.CU0*  * (for one CU side)

BLOCK 3490.46233* * (for one CU)

BLOCK 3490.46233* 100 (for one CU through SW 100)

Notice that the first BLOCK command affects only one switch because there
should be only one port with the name 3490.46233.CU0.D.

* Use PROHIBIT and then ALLOW to remove access from one host to one 3490
and give access to another host:

PROHIBIT CP02.SYSC* 3490.46233* =* (affects multiple paths)
ALLOW CPO1.SYSA* 3490.46233* =* (affects multiple paths)

e Use PROHIBIT to remove access from one host to all 9343s to show results:

PROHIBIT CPO2.SYSA* 9343« *

DISPLAY  NAME 9343 *

SWCH STATUS I/0

PORT NAME DEVN LSN PORT HB C P DEF
9343.TA161.SC0.A 0100 02 EO P CU
9343.TA161.5C0.B 0200 01 El P CU
9343.TA161.SC1.A 0300 00 E2 P CU
9343.TA161.5C0.C 0400 03 El P CU

In summary, you can use generic logical names to control system connectivity
without being concerned about individual ports and switches.
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Part 2. Installation

This part provides instructions for:

* [Chapter 8, “Installing SA z/0S on Host Systems,” on page 67
* |Chapter 9, “Installing SA z/OS on Workstations,” on page 141]
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This chapter describes the tasks required to install SA z/OS components on the
SA z/0S host systems. This chapter includes information on installing SA z/0S
on both focal point and target systems. The target system installation does not
require some of the steps used for the focal point installation. Any installation step
that does not apply to the target systems is indicated. Many of the installation

steps have corresponding planning activities and explanations in chapters 2
through 6 of this book. |Chapter 9|describes installation on workstations.

In this chapter, the single installation steps are marked as either being required for
all or certain SA z/OS components or as being optional. Optional denotes steps
that may or may not need to be performed based on your environment, your
system management procedures, and your use of the SA z/OS product. For each
of these steps you need to decide whether it is required for your installation.

Each optional step explains why it is optional and describes the circumstances
when you will need to perform it.

Notes:

1. The meaning of the term target system as used by SMP/E needs to be
distinguished from the way the term is used in SA z/0OS. As used in SMP/E
and when describing the installation of z/OS products and services, a target
system is the system on which a product such as SA z/OS is installed. It is the
collection of program libraries that are updated during SMP/E APPLY and
RESTORE processing. In this publication this meaning of target system is
referred to as an “SMP/E target system”. The usual SA z/OS meaning of a
“target system” is a computer system attached to a focal point system for
purposes of monitoring and control.

2. In this book, data set names are shown with the high level qualifier ING. You
can have a different high level qualifier for your data sets.

3. If ESCON Manager is already installed, consider that SA z/OS cannot run
together with ESCON Manager on the same system. Running a mixed
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environment will end up with unpredictable results for example, storage
overlay ABENDOC4 or ABENDOCI. See also [’Step 4D: Update LPALSTxx” on|
[page 76| and [‘Step 4E: Update LNKLSTxx” on page 77

Overview of Installation Tasks
The major tasks required for installing SA z/OS on a focal point are listed in
|iable 12

Table 12. Installation Tasks for SA z/OS Host Systems. »*=Required, *=Optional

Task SysOps ProcOps I/0 Ops
[“Step 1: SMP/E Installation” on page 70| - - v
[“Step 2: Allocate Data Sets Common to Systems”| v v 1/
lon page 72
[“Step 3: Allocate Data Sets for the Customization| e e e
[Dialog” on page 73
“Step 4: Customize SYS1.PARMLIB Members” onl 7 I I
[page 7A_JI
[“Step 5: Setting up WebSphere MQ” on page 79 I
[“Step 6: Customize SYS1.PROCLIB Members” o] I l/ l/
[page 81]
[“Step 7: Customize NetView” on page 83| I I
|“Step 8: Preparing the Hardware” on page 89 e I
[“Step 9: Preparing the VM PSM” on page 95| *
[“Step 10: Customizing the Automation Manager”| I
|on page 9§
te : Customizing the Component Trace” o I I
[“Step 11: C izing the Comp Trace” on|
|Eage 100|
[“Step 12: Customizing the System Logger” on| *
|Eage 100|
[“Step 13: Install ISPF Dialog Panels” on page 102| I I I
|“Step 14: Verify the Number of available REXX] I I
[Environments” on page 108
[“Step 15: Customization of NetView for TEQ * *
[Notification by SA z/0S” on page 109
[“Step 16: Compile SA z/0S REXX Procedures’| * *
|0r1 page 112]
“Step 17: Defining Automation Policy” on page| I I
iF
[“Step 18: Define Host-to-Host Communications”] v v -
|0n page 11£_L|
[“Step 19: Enabling SA z/OS to Restart Automatiq *
[Restart Manager Enabled Subsystems” on page|
[
|“Step 20: Define Security” on page 117 *

[“Step 21: Customize the Status Display Facility]
[(SDF)” on page 11§

[“Step 22: Check for Required IPL” on page 119| - e e
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Table 12. Installation Tasks for SA z/OS Host Systems (continued). »*=Required,
*=Optional

Task SysOps ProcOps I/0 Ops

[“Step 23: Automate System Operations Startup’] v

|on page 112|

“Step 24: Verify Automatic System Operations|
Startup” on page 121|

“Step 25: Install an SA z/OS Satellite” on page| *
122)

|“Step 26: Installing and Customizing the NMC| *
[Focal Point” on page 123

|“Step 27: Copy and Update Sample Exits” onl * * *
[Qage 130|

[“Step 28: Install CICS Automation in CICS” on| *

|Eage 130|

[“Step 29: Install IMS Automation in IMS” on| *

hgage 133|

[“Step 30: Install OPC/TWS Automation in| *
|OPC/TWS” on page 135]

[“Step 31: Install USS Automation” on page 137 *

Step 1: SMP/E Installation

SysOps ProcOps I/0 Ops

- - »

Perform the SMP/E installation as described in the Program Directory document
shipped with this product. This documentation contains the required information
on how to build the SMP/E environment.

Note: In the steps that follow, sample jobs are all members of the SINGSAMP data
set, the SA z/OS sample library.

shows a list of target data sets as provided by the SMP/E installation
process to be used for production on your system.

Table 13. Target Data Sets

Data Set Name Description
ING.SINGIMOD SA z/0S modules for ISPF
ING.SINGIMSG ISPF messages H
ING.SINGINST SMP/E jobs to install the product alternatively to using SMP/E
dialogs H
ING.SINGIPDB Policy database samples
ING.SINGIPNL ISPF panels
ING.SINGIREX ISPF REXX execs H
ING.SINGISKL ISPF skeletons
ING.SINGITBL ISPF tables
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Table 13. Target Data Sets (continued)

Data Set Name Description
ING.SINGJMSG Kanji NetView messages
ING.SINGJPNL Kanji NetView panels
ING.SINGMOD1 Different SA z/0S modules
ING.SINGMOD?2 Different SA z/0S modules in LINKLST
ING.SINGMOD3 Different SA z/0S modules in LPALIB
ING.SEVIMODS6 For IMS
ING.SEVIMOD? For IMS @

ING.SEVIMODS For IMS

ING.SEVIMOD9 For IMS @

ING.SINGNMSG NetView messages E

ING.SINGNPNL NetView panels

ING.SINGNPRF NetView profiles H

ING.SINGNPRM NetView DSIPARM samples H
ING.SINGNREX NetView REXX execs

ING.SINGSRC SA z/0S source H

ING.SINGPWS1 NMC exploitation code [
ING.SINGJPWS Japanese NMC exploitation code
ING.SINGSAMP General samples E

ING.SINGMODC For CICS H

ING.SINGMSGV For VM second level systems support B
ING.SINGOBJV For VM second level systems support [E
ING.SINGREXV For VM second level systems support B

The following list helps you to grant RACF access to the appropriate users of the

data sets:

Data sets of this category are related to ISPF and need to be accessed by all
persons using the customization dialog.

2 Data sets of this category need to be accessed by the system programmer
running SMP/E.

H Data sets of this category need to be used by the NetView and automation

team responsible for setting up and customizing system automation and

I/0O operations.

BN B O B8

Data sets of this category need to be accessed by anyone who will be
installing the NMC component.

Data sets of this category need to be accessed by system programmers
responsible for CICS Automation.

Data sets of this category need to be accessed by system programmers
responsible for IMS Automation.

Data sets of this category are only required if you install Kanji support.

Data sets of this category are defined in VM setup.
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Step 2: Allocate Data Sets Common to Systems

SysOps ProcOps I/O Ops

v - -

The sample jobs in INGALLC1, INGALLC2, INGALLC3, and INGALLC4 in
SINGSAMP can be used to allocate data sets required for both focal point and
target systems. In the comments included in the sample job are instructions for
customizing the values for the data set allocations. These data sets are:

* for 1/O operations
Table 14. Data Sets for I/O Operations

Data Set DD Name Sample

HCD trace file HCDTRACE INGALLC1

* for all automation agents
These data sets are required once per automation agent and cannot be shared.

Table 15. Data Sets for Automation Agents

Data Set DD Name Sample

automation status file AOFSTAT (in the NetView INGALLC2
start procedure)

dump file INGDUMP (in the NetView |INGALLC2
start procedure)

IPL data collection HSAIPL (in the NetView INGALLC4
start procedure)

* for all automation managers
The following data sets are required once per sysplex or stand-alone system.

Table 16. Data Sets for the Sysplex or Stand-Alone System

Data Set DD Name Sample
schedule override file HSAOVR INGALLC3
configuration information data set HSACFGIN INGALLC3
component trace data set n/a INGALLC3
PARMLIB HSAPLIB INGALLC3
takeover file ' INGALLC3
Notes:
1. Calculate the required size of the takeover file, which is a VSAM data set, by the

following formula:

4000 records + n records of 4K

where 7 is the maximum numbers of resources.

The following data sets must be allocated once for each automation manager.
For more details, see the comments in the INGALLC3 sample.
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Table 17. Data Sets for the Automation Manager

Data Set DD Name Sample

internal trace files (optional) TRACETO, INGALLC3
TRACET1

SYSOUT data set SYSOUT INGALLC3

DUMP data set for LE environment CEEDUMP

Step 3: Allocate Data Sets for the Customization Dialog

SysOps ProcOps I/0O Ops
v . o

When this step is performed, the sample job INGEDLGA in SINGSAMP can be
used to allocate data sets required for the I/O operations and the customization
dialog. These data sets are normally allocated only on the focal point system,
where you use the customization dialog. These data sets include:

* for system operations

— The ISPF table library data set that contains the values you enter in the
customization dialog

— The system operations control file: this is the output data set for the
customization dialog when building the system operations control files
(automation control file and automation manager configuration file)

The following data sets are created:

Data Set Name Purpose
ING.CUSTOM.AOFTABL ISPF customization table for customization dialog
ING.CUSTOM.SOCNTL System operations control file

* for processor operations

— The ISPF table library data set that contains the values you enter in the
customization dialog

— The processor operations control file, generated using the customization
dialog, which provides information about your processor operations
configuration

— The processor operations control file log, which receives messages that result
from generating the processor operations control file

The following data sets are created:

Data Set Name Purpose

ING.CUSTOM.AOFTABL ISPF customization table for customization dialog
ING.CUSTOM.POCNTL Processor operations control file
ING.CUSTOM.POLOG Processor operations control file log

* for I/0 operations

— The I/O operations configuration file. Since you use the customization dialog
to collect information and build control files, you normally need them only at
the focal point. The I/O operations dialogs, however, are used to input
commands and get responses from the I/O operations part of SA z/OS. Since
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they do not support multisystem commands for I/O operations functions,
you must install them on each system, focal point or target, where you wish
to use them.

The following data sets are created:

Data Set Name Purpose

ING.CUSTOM.IHVCONF 1/0 operations configuration file

Notes:

1. Keep these data set names in mind. They are used in [“Step 13: Install ISPF|
[Dialog Panels” on page 102]If you rename the data sets, you need to adapt the
corresponding names in that step.

2. You might also allocate a dedicated data set for the output for building the
system operations control files (automation control file and automation
manager configuration file). The default for this data set is the policy database
itself. It is however recommended to use a separate data set.

Step 4: Customize SYS1.PARMLIB Members
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The xx suffix on each SYS1.PARMLIB data set member can be any two characters
chosen to match your IEASYS naming scheme. The SA z/OS samples delivered in
SINGSAMP use a suffix of SO. See |z/OS MVS Initialization and Tuning Referencel for
information about IEASYS.

The subsequent sections will enumerate the SYS1.PARMLIB data set members that
need to be changed and provide information on how to achieve this.

Step 4A: Update PROGxx

SysOps ProcOps I/0 Ops
v - -

With DFSMS/MVS®, you can define authorized libraries in a PROGxx member for
dynamic authorized program facility (APF). You can activate a PROGxx list using
the SET PROG=xx command without IPLing the system. Alternatively, you can
define authorized libraries to the APF in an IEAAPFxx member. For a complete
description of dynamic APF and PROGxx, see [z/0S MVS Initialization and Tuning|
iﬂe erence

Update PROGxx to include:
* ING.SINGMOD1, ING.SINGMOD?2, ING.SINGMOD3, ING.SEVIMODn(6-9)
* SYS1.SCBDHENU (for I/O operations)

Note: Do not include SYS1.NUCLEUS.

* If you chose to set AOF_SET_AVM_RESTART_EXIT to 0 in module AOFEXDEF
then you will need to add this entry into your PROGxx member:
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EXIT ADD
EXITNAME (IXC_ELEM_RESTART)
MODNAME (AOFPERRE)

Depending on the version of IMS you are executing, authorize:
ING.SEVIMODS for Version 6 of IMS.
ING.SEVIMOD? for Version 7 of IMS.
ING.SEVIMODS for Version 8 of IMS.
ING.SEVIMOD? for Version 9 of IMS.

Note: Do this authorization only if the ING.SEVIMOD* library is going to be
added to the STEPLIB chain of the control region JCL.

Step 4B: Update SCHEDxx

SysOps ProcOps I/O Ops
- v

Compare the contents of the SCHEDxx member with the INGESCH member which
resides in the SINGSAMP sample library. Edit the SCHEDxx member so that it
includes all the statements in the INGESCH member.

This enables the NetView subsystem interface job, the NetView application job (for
the automation agent) and the automation manager to run without being swapped
out of memory.

Step 4C: Update MPFLST xx

SysOps ProcOps I/O Ops
- -

It is recommended that you update the MPFLSTxx member after having installed
the ISPF Customization Dialog (see [’Step 17: Defining Automation Policy” on pag
. Using the customization dialog you can define your Automation Policy and
create a list of messages involved in automation. The customization dialog also
allows you to define header and trailer lines for the message list, thus building a
complete MPFLSTxx member called MPFLSTSA.

Alternatively, the contents of the MPFLSTxx member with the INGEMPF member
which resides in the SINGSAMP sample library. Edit the MPFLSTxx member so
that it includes all the statements in the INGEMPF member. Review the MPFLSTxx
member to ensure that it is appropriate for your system, and resolve any conflicts.

This adds the SA z/OS message automation and console display suppression
specifications to the MPFLSTxx member.

The AUTO(YES) in the NO_ENTRY statement is required to gather all unknown
WTORSs. If you ensure that the unknown WTORs are routed to automation via the
general MPF exit IEAVMXIT and you have all messages that are specified in the
NetView message automation table also specified in the MPF with AUTO(YES),
you can specify AUTO(NO) for the NO_ENTRY statement.
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If you want to use CICS Automation, add the following entries in MPFLSTxx in
SYS1.PARMLIB to trap all DFH , EVE, and EYU prefix messages:
DFHx,SUP(NO) ,AUTO(YES)

EVE*, SUP(NO) ,AUTO(YES)
EYUx,SUP(NO) ,AUTO(YES)

This CICS Automation requirement forwards these messages to NetView.

Add the following entry in MPFLSTxx in SYS1.PARMLIB to trap all DFS™ and EVI
prefix messages:

DFS=,SUP(NO) ,AUTO(YES)

DSP=,SUP(NO) ,AUTO(YES)

EVI*,SUP(NO),AUTO(YES)

10S071*,SUP(NO) ,AUTO(YES)

DXR=,SUP(NO) ,AUTO(YES)

AVMO*,SUP(NO) ,AUTO(YES)

IEF450%,SUP(NO) ,AUTO(YES)

This IMS Automation requirement forwards these messages to NetView.

Add the following message entry in MPFLSTxx in SYS1.PARMLIB to trap all Tivoli
OPC and Tivoli Workload Scheduler for z/OS messages:

EQQ*, SUP(NO) ,AUTO(YES)
EVJ*,SUP(NO) ,AUTO(YES)

This OPC/TWS Automation requirement forwards these messages to NetView.

See [z/0S MVS Initialization and Tuning Referencd for more information about MPF.

Messages processed by the automation either via the NetView Automation Table
(AT) or by the NetView commands TRAP and WAIT must not be suppressed by
any MPF (message processing facility) list being used.

The following messages must be available for the Parallel Sysplex automation:

IEA230E IEA231A IEA232A IEA404A IEA405E IEA4061 IEA7941

IEEO37D IEEO41I IEEO43I IEE205I IEE400I IEE503I IEE533E IEE600I IEE712I IEE769E IEE889I
ILROOIE

INGY10971

IRA200E TRA201E IRA202I IRA204E

IXC102A IXC247D IXC250I IXC2511 IXC255I IXC309I IXC402D IXC500I IXC501A IXC517I IXC559I
IXC560A

IXG2571 IXG261E

IXL1261 IXL127A

Step 4D: Update LPALSTxx

SysOps ProcOps I/0 Ops
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Edit the LPALSTxx member to add ING.SINGMOD?3 to the SA z/OS load library.
There is no other choice for this library, it must be in the LPALST concatenation.
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You can avoid an IPL:
As ING.SINGMOD3 contains only a few modules, you can also code a
PROGxx member that enables a dynamic addition of those modules to the
LPALST. Hereafter, no IPL is required.

Notes:

1. Make sure that the SA z/OS load library is cataloged in the master catalog or
copy the members in ING.SINGMOD3 into a data set which is in the master
catalog.

2. Be sure you do not have any data sets containing load modules with prefixes of
IHV, AOE, 1SQ, ING, HSA in these members.

Step 4E: Update LNKLST xx

SysOps ProcOps I/0 Ops
- - -

To run SA z/0OS, you must ensure that program libraries can be found at start up
time.

Add SINGMOD? to the LNKLST concatenation. There is no other choice for this
library: it must be in the LNKLST concatenation.

For the other libraries, either add them to the LNKLST concatenation or add them
on STEPLIB DDs in the JCL in SYS1.PROCLIB used to start the products.

Adding libraries on STEPLIB DDs will involve performance degradation compared
to adding them to the LNKLST concatenation and should therefore be avoided.

z/0S link list data sets no longer have to be cataloged in the master catalog. It is
possible to specify a volume in the link list entry for data sets which are cataloged
in user catalogs.

Note: Be sure that you do not have any data sets containing load modules with
prefixes of IHV, AOF, ISQ, ING, HSA, EVE, EVI, EV] in these members.

Step 4F: Update IEFSSNxx

SysOps ProcOps I/0 Ops
v 1/

Ensure that IEFSSNxx contains all the statements in the INGESSN sample member.
If this has already been accomplished during the NetView installation there are no
further updates required to this member.

Compare the contents of the IEFSSNxx member with the INGESSN member, which
resides in the SA z/OS sample library. Edit the IEFSSNxx member so that it
includes the subsystem records from the INGESSN member.

This defines:
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* Four-character prefix used in the NetView startup procedure member names.
The four-character prefix that you specify must match the four-character prefix
of the NetView startup procedure member names. For example, if you specify
INGE, then the names of the NetView startup procedure members must be
INGExxxx, where xxxx are any four characters you choose. If you change this
four-character prefix, you can dynamically add this entry using the z/OS
command SETSSI. Otherwise you must perform an IPL of z/OS to effect the
change.

* JES startup specifying JES2 or JES3 with the NOSTART option. This prevents JES
from starting before SA z/OS during the IPL process. If you plan to start JES
before NetView, remove the NOSTART option from the following statement:

JESX, , ,PRIMARY,NOSTART

You can also use the IEFSSN-syntax:

JESx,PRIMARY (YES) ,START(NO)

The positional syntax (PRIMARY,NOSTART) is still supported. For the correct
syntax of your environment please check the /OS MVS Initialization and Tuning|

The first active NetView SSI is used for program-to-program interface
communication. When a NetView SSI is active and in use by the
program-to-program interface (PPI), and another NetView SSI becomes active that
is coded higher in the SSN table, then the PPI will switch and use that NetView
SSI. If product automation has already signed on to the PPI before the switch
occurs, product automation program-to-program communications will be
disrupted.

To ensure that disruptions do not occur, do one of the following:

* Make sure that the SA z/OS SSI entry is the first SSI in the SSN table and the
SSI starts during the IPL.

* Use an option available with NetView to specify “NOPPI” on all NetView SSIs
except the SSI that product automation uses. This “NOPPI” option is specified as
a startup parameter on the SSI JCL.

 If you do not code the SSI that product automation uses in the highest position
in the SSN table and you do not use the “NOPPI” option, then the SSI that is
first in the SSN table must be up before product automation initialization and
must remain uninterrupted until final termination of product automation.

Check the subsystem name table in MVS SYS1.PARMLIB, member IEFSSNxx to
verify the NetView SSI used by product automation is first in the list (ahead of all
other NetView subsystem names).

Step 4G: Update JES3INxx

SysOps ProcOps I/0 Ops
P

If you are using JES3, compare the contents of the JES3INxx member with the
INGEJES3 member which resides in the SINGSAMP sample library. You may want
to review these members first to see whether there are entries in the INGEJES3
member that are already in the JES3INxx member. After merging the INGEJES3
member, be sure there are no duplicate entries in the JES3INxx member.

This includes the DUMP options and adds the JES3 parameters.
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Step 5: Setting up WebSphere MQ

SysOps ProcOps I/0O Ops
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When you want to use WebSphere MQ for communication between the automation
manager and the automation agents and provide a continuous high-reliable
environment for the automation manager, you must set up an WebSphere MQ
manager. The basic steps on how to do this are described in WebSphere MQ for
0S5/390 System Management Guide. The outline for setting up WebSphere MQ for
exploitation by SA z/OS is described in the subsequent substeps.

Note: This step is not necessary when you have decided to use XCF for

communication between the automation manager and the automation
agents.

Step 5A: Customizing an WebSphere MQ Manager for
SA z/0S

This needs to be done on every system where either the automation manager
and/or an automation agent is installed.

Please refer to WebSphere MQ for OS/390 System Management Guide for the correct
WebSphere MQ installation and setup processing. It is recommended that there is a
single WebSphere MQ manager instance for SA z/OS. The way SA z/OS exploits
the WebSphere MQ infrastructure does not immediately require a dedicated DB2
for WebSphere MQ’s shared data repository.

The following list describes which parameters and WebSphere MQ options need
special consideration for SA z/OS.

SA z/0S is using the TSO/Batch adapter
SA z/0OS does not require any distributed queuing capabilities
Archiving can be switched off. See Macro CSQ6LOGP.

The maximum number of connections SA z/OS is using is in the range of 20
which is the current default. However if the number of SA z/OS query threads
is increased drastically you may also require additional connections. See Option
IDBACK in Macro CSQ6SYSP.

The maximum number of messages processed per WebSphere MQ transaction is
normally set to 10000 via CSQINP1. See WebSphere MQ DISPLAY MAXSMSGS.
This should be sufficient in all cases. However when it turns out that the
number of messages in the State Queue (see INGAMS commands) reaches the
area of 4000, this value should be set to approximately. 2.5 * the number of
expected state queue messages. See WebSphere MQ DEFINE MAXSMSGS.

For the calculation of the number of log records see the WebSphere MQ for
0S5/390 System Management Guide. You may consider that the largest processing
load which is to be logged is the takeover case, where about 5000 MQPUTs and
5000 MQGETs with an average of 4 K messages are produced in a timeframe of
one minute. As a rule of thumb, you can take the MAXSMSGS value, divide it
by two to get the number of maximal MQGETs. The same number can be taken
for the maximum number of MQPUTS. The largest transaction producing so
many GETs and PUTs should be in a range of a minute and processes 4 K
messages.
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ARM Considerations for WebSphere MQ Manager

If you choose z/OS Automatic Restart Manager for doing the restart, the
WebSphere MQ manager instance must be set up to allow element restarts only. A
cross system restart is not required.

Step 5B: Definition of CF Structures for a Sysplex
Environment

In a full sysplex environment, you need to build CF list structures needed for
WebSphere MQ shared queues. One CF list structure can have more than one
WebSphere MQ queue, however a queue cannot span CF structure boundaries. It is
recommended that you use two CF structures for the SA z/OS queues. The
Workitem Queue and the Agent Queue can easily share a CF structure. The CF
storage size consumption for the Automation State Queue could be very dynamic,
because the automation manager can generate a huge amount of uncommitted
WebSphere MQ messages also using CF storage.

Please refer to the WebSphere MQ for OS/390 System Management Guide for
information on how to calculate the size of the CF List Structures. The number of
messages per queue and the message size can be taken from the provided samples
(INGALLMS, INGALLML). Keep in mind that you have to double the number of
messages for the state queue because of uncommitted updates which also occupy
CF storage.

Step 5C: Definition of WebSphere MQ Queues

Two sample jobs are delivered defining the queues either as
* local Queues for a single system environment with Sample INGALLML
* shared Queues for a full Sysplex Environment with Sample INGALLMS

Important operands to consider:
name of the queue
the names of the queues are fixed and follow the pattern:
* '"HSA’ the SA z/0S automation manager component prefix

¢ the XCF grouplD (8 Characters) to allow more than one Automation
domain per Sysplex

This is the only modifiable part. Please see the samples.
* a predefined character string as suffix:
— WORKITEM.QUEUE for the Workitem Queue
— STATE.QUEUE for the Automation State Queue
- AGENT.QUEUE for the Automation Agent Queue
CFSTRUCT

Name of the CF List structure used by this queue. This is only valid for
shared queues.

MAXMSGL
maximum length in bytes per message (excluding messages descriptor).
This length plus the message descriptor should not be larger than 4K. This
value is already provided in the samples and should not be changed

MAXDEPTH
maximum possible number of messages. The samples provides values
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which should fit your environment. INGAMS can be used to monitor
whether there is a danger that a queue becomes full. In this situation the
size should be changed accordingly.

Display WebSphere MQ Statistics

Operators may be interested in some WebSphere MQ queue statistics. The
INGAMS command with the automation manager detail option provides the data.

It is also possible to use the ISPF based WebSphere MQ standard operations and
control panel to operate with the SA z/OS queues.

Step 5D: RACF Considerations for WebSphere MQ

If you are using RACF to protect WebSphere MQ resources on your system the
following RACF profiles must be defined:
CLASS (MQCONN) profile mgsubsysid.BATCH

CLASS (MQCONN) profile gsgname.BATCH
CLASS (MQQUEUE) profile mgsubsysid.HSA.**

Notes:

1. mgsubsysid is the 4 character subsystem name of the local WebSphere MQ
queue manager.

2. gsgname is the name of the queue-sharing group to which the queue manager
belongs (refer to the QSGDATA statement in the WebSphere MQ
documentation for details on gsgname.

3. The SA z/0OS automation manager and automation agents must be granted
READ access to the resource profiles of MQCONN.

4. The SA z/0OS automation manager and automation agents must be granted
ALTER access to the resource profiles of MQQUEUE.

Step 6: Customize SYS1.PROCLIB Members

SysOps ProcOps I/0O Ops
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Some changes need to be made to startup procedure members in the

SYS1.PROCLIB data set. It is recommended that you either backup the startup

procedure members that you are going to change or that you create new members.

Then perform the following;:

* for system operations only

— Include the procedure that runs the automation manager into SYS1.PROCLIB

A separate NON-APF authorized task library is required in addition to the
authorized steplib.

- The NON-APF authorized task library is used by the LE task. It must
concatenate the NON-APF authorized SA z/OS product library with the
LE runtime library and the C/C++ library.

- The steplib specifies the APF authorized SA z/OS product library.

You can find an example in member HSAMPROC in the SINGSAMP sample

library.

If you do not want to place the automation manager PARMLIB member into
the SYS1.PARMLIB concatenation, include a HSAPLIB DD statement into the
automation manager startup procedure (see also [“Step 10: Customizing the
[Automation Manager” on page 98):

Chapter 8. Installing SA z/0S on Host Systems 81



Step 6: Customize SYS1.PROCLIB Member

HSAPLIB DD DSN=IBMING.PARMLIB, DISP=SHR
— Copy the following members from the ING.SINGSAMP:

INGPIXCU
INGPHOM

INGPIPLC
HSAPIPLC

Follow the customization instructions that are contained within these
members.

These procedures make use of certain data sets and must have the
appropriate authorizations. For details refer to [“Granting NetView and the]
[STC-User Access to Data Sets” on page 159)

— Optional: Startup procedure for the External Writer of the Component Trace

Copy member HSACTWR from SINGSAMP. At least the SYSNAME
parameter must be specified before the procedure is stored into a library of
the PROCLIB concatenation.

* for system operations and processor operations

— NetView subsystem interface startup:

NetView provides a sample subsystem interface startup procedure in member
CNMSJ010. Copy this member from your NetView library and adapt it to
your needs. Rename it to agree with the four-character prefix defined in the
IEFSSNxx member which is described in |[“Step 4F: Update IEFSSNxx” on|
page 77.

— NetView application startup:

NetView provides a sample application startup procedure in member
CNMSJ009. Copy this member from your NetView library and do the
following:

1. Check the INGENETV member residing in the SINGSAMP sample library.
This is not an executable procedure, but it contains statements required for
the NetView application startup procedure. Include these statements as
specified in the comments in this file into your copy of the NetView
application startup procedure.

2. Ensure that the edited copy of the NetView application startup procedure
contains the appropriate data set concatenation order.

3. Ensure that your new NetView application startup procedure member
uses the correct data set names for your system.

4. Rename the NetView application startup procedure member to agree with
the four-character prefix defined in the IEFSSNxx member, which is
described in [“Step 4F: Update IEFSSNxx” on page 77.|For example, if the
name of the NetView application startup procedure is INGExx, then INGE
must be specified in the IEFSSNxx member as the character prefix.

If you do not make INGO01 your domain name, note carefully what your
NetView domain name is. This information is needed in the next step and
for system operations. See also [System Automation for z/OS Defining]
{Automation Policy| for more information on enterprise definitions.

See Tivoli NetView for z/OS Installation: Configuring Additional Components
for more details on how to modify the NetView startup procedure.

* for 1/O operations
— Copy INGEIO into SYS1.PROCLIB and edit it to specify the domain name
that you noted in step @ The DD statement in the procedure should match

the allocation you did in [“Step 2: Allocate Data Sets Common to Systems” on|
[page 72| for HCDTRACE.
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This section discusses how to customize several aspects of NetView:

* [“Step 7A: Customize NetView Alert Information”]
* |“Step 7B: Customize NetView DSIPARM Data Set” on page 84|

* |“Step 7C: Modifying NetView DSIPARM Definitions for an Automation|
Network” on page 87

+ [“Step 7D: Customize NetView for Processor Operations” on page 87|

Step 7A: Customize NetView Alert Information

SysOps ProcOps I/0 Ops
,/

SA z/0S enterprise monitoring depends upon alert information being passed from
remote systems to the focal point. Note that this is only necessary when
communication is via NPDA alerts.

The NetView command SRFILTER (or SRF) establishes the conditions governing
the recording of data in the hardware monitor database, the generation of
messages to the authorized operator, the forwarding of alert data to a NetView
focal point, and the coloring of alerts.

In order to ensure that the alerts required by SA z/OS for enterprise monitoring
are not filtered out, the following is recommended:

* On any focal point system:
— issue the command SRF AREC PASS N *
* From the remote systems:
— Issue the command SRF AREC PASS N *
— Issue the command SRF ROUTE CLEAR.

These SRF commands should be included into a startup CLIST/exit because they
need to be issued after every NetView startup.

If you do not want to allow all alerts to pass by using the
SRF AREC PASS N =

command, you should allow the following event types (etypes) to pass, as a
minimum:

* NTFY

The NetView SRFILTER command is documented in Tivoli NetView for z/OS
Command Reference Vol. 1.
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Step 7B: Customize NetView DSIPARM Data Set
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Copy any DSIPARM and SINGNPRM member you need to customize into a data
set allocated in DSIPARM above the SMP/E maintained NetView DSIPARM and
SA z/OS target libraries and edit it there.

Then change the following members in the copied NetView DSIPARM data set:
CNMSTYLE

The various SA z/0OS components or environments are activated with
TOWER.SA statements.

The following SA z/OS subtowers exist:
SysOps
This enables application or more general resource automation.

ProcOps
This enables Processor Operations.

Satellite
This indicates that the SA z/OS topology manager runs on the

Networking NetView for communication with RODM and the
NMC.

MsysOps
This indicates that msys for Operations is running. This is
mutually exclusive with any other subtower.

To enable SA z/OS, make sure that the following TOWER statements are
activated in CNMSTYLE:

TOWER = SA
TOWER.SA = SYSOPS

If you plan to use the Kanji support make sure that you update the
member CNMSTYLE:

* transTh1l =DSIKANJI must be specified in CNMSTYLE
* transMember =CNMTRMSG must be uncommented in CNMSTYLE.
For more details, refer to the chapter "Installing the National Language

Support Feature” in Tivoli NetView for z/OS, Installation: Confiquring Additional
Components.

DSIDMNK

If you are in a multisystem environment and plan to use communications
to other NetViews, there must be a resource routing definition statement
(RRD statement) defined for each NetView system to which your system is
connected. Additionally, the alert forwarding definition to your NMC
should be defined.

There are two communication methods for status forwarding:
¢ NV-UNIQ
* XCF/RMTCMD
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Note: For NetView 5.1 and above, DSIDMNK entries have been moved to
CNMSTYLE.

AOFMSGSY
Copy and edit the AOFMSGSY member which resides in ING.SINGNPRM
and do the following:

1. Review your use of all other synonyms. Note that your JES name
synonym (%AOFJES3JOB%) is used for that JES subsystem that you are
using. The only reference to %AOFJES3JOB% is in the AOFMJES3
member of the SINGNPRM library. This member contains automation
entries for the JES3 subsystems only.

2. If you have renamed any automation tasks in AOFOPF, you will need to
make the corresponding changes here.

3. If you do not wish to use the ASSIGN BY JOBNAME exploitation (that is,
Advanced Automation CGLOBAL AOF_ASSIGN_JOBNAME has been set to
0), do NOT specify (*) in the %AOFOPGSSOPER% synonym, because
this may cause serialization problems.

4. If you want to define actions for messages that the SA z/0OS NetView
Automation Table does not trigger any action for, you may use the
symbol %AOFALWAYSACTION%.

This synonym contains the action statement that is used for all
messages within a Begin-End block that SA z/OS does not trigger any
action for. The default, NULL, is that no action will be taken and the
message does not continue to search for further matches within the
same AT.

See|System Automation for z/OS Customizing and Programming] for a
description of these synonyms.

INGMSGO01
The AT member INGMSGO1 provides message suppression that is
necessary to prevent mismatches and duplicate automation before the first
%INCLUDE. You may use the Customization Dialog to build ATs (System
ATs: ACEMxxxx; Sysplex ATs: ACEXxxx; or Enterprise AT: ACFEZ999) that
are included in INGMSGO1 under the name INGMSGO02. The customization
dialog provides the means to customize these ATs. The ATs should not be
modified because modifications may be lost with a configuration refresh. If
you need to build ATs in a way that is not supported by the customization
dialog, you may use fragment INGMSGUT1 for user entries. INGMSGUT1 is
included before INGMSGO02. You may use fragment INGMSGU2 for user
entries. INGMSGU?2 is included behind INGMSGO02.

If you want to have additional entries that are only valid to your
environment, you can use either a separate AT (specified in the
customization dialog) or use one of the user includes. The following shows
the AT structure:

INGMSGO1
— %INCLUDE AOFMSGSY
— %INCLUDE INGMSGU1

— %INCLUDE INGMSGO2

— %INCLUDE INGMSGU2

INGXINIT
The communication DST initialization processing will read data that is
specified in the DISPARM member INGXINIT. Copy and edit the
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INGXINIT member, which resides in ING.SINGNPRM. Uncomment the
following parameters and specify your values:

GRPID
2-byte XCF group ID. Default is blank.

MQM 4-byte MQ manager name. Use this parameter only if you run
MQSeries® for communication. If you use XCF, you do not need to
specify MQM.

LOGSTREAM
The option defines whether or not the NetView agent should
establish a connection to the system logger at initialization time.
The default is YES. If NO is specified, the following logstreams are
not available:

¢ HSA.WORKITEM.LOG
¢ HSA.MESSAGE.LOG
¢ ING.HEALTH.CHECKER.HISTORY
LOGSTREAM
This defines whether or not the NetView agent should establish a

connection to the system logger at initialization time. The default is
YES. If NO is specified, the following logstreams are not available:

* HSA.WORKITEM.LOG
* HSA MESSAGE.LOG
* ING.HEALTH.CHECKER.HISTORY

All parameter values must match with the respective parameters in the
PARMLIB member HSAPRMxx of the automation manager.

A GRPID may be specified to indicate that a subset of the members of an
actual z/OS sysplex is defined in a sysplex group. If specified, the ID may
contain 1 or 2 characters. Valid characters are A-Z, 0-9, and the national
characters ($, # and @).

It will be prefixed with the string INGXSG to construct the XCF group
name used for cross system synchronization, for example, INGXSGxy.

If no GRPID is specified, the default group name INGXSG will be used.

Note:
Syntax errors are reported by a message with error code
ERRCODE=564. Any syntax errors will stop the initialization process
and therefore no automation will be possible.

The following parsing syntax applies:

* Data can only be specified via key-value-pairs.

* One or more parameters may be specified on one line.
* Each record will be parsed for the keyword.

* Parsing will be stopped and any further input data will be ignored after
all keywords listed above are found.

* If the same parameter is specified multiple times, the last one is used.
* For any keyword that was not specified, the default value is blank.
* No blanks between parameters and values are allowed.
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¢ The syntax of a keyword is equal to the syntax of the parmlib member

HSAPRMuxx.

Example of a valid syntax:

GRPID=XY,MQM=SSSS,LOGSTREAM=YES

Example of an invalid syntax:

GRPID = 34 , MQM = SSSS
DSICMSYS / AOFCMDSO

If you want to use the SA z/0OS SETTIMER command instead of the
NetView SETTIMER command, comment out the SETTIMER synonym
definition (CMDSYN SETTIMER) in DSICMSYS and uncomment (activate)
it in member AOFCMDSO of the DSIPARM data set.

Step 7C: Modifying NetView DSIPARM Definitions for an

Automation Network

SysOps

ProcOps

I/O Ops

,/

”

Notes:

1. The following information refers to setting up a single NetView automation

network.

2. For NetView 5.1 and above DSIDMNK entries have been moved to

CNMSTYLE.

To support an automation network, you need to add or modify NetView
definitions in the following NetView DSIPARM data set members:

* AOFOPFGW
* DSIDMNK

AOFOPFGW Modifications

In the AOFOPFGW member for each system, define the operator IDs used for both
outbound and inbound gateway autotasks.

For example, in [Figure 13 on page 52} the gateway autotask definitions in

AOFOPFGW on system CHIO1 are:

GATCHIO1 OPERATOR

PROFILEN AOFPRFAQ
GATATLO1 OPERATOR

PROFILEN AOFPRFAQ
GATATLOZ2 OPERATOR

PROFILEN AOFPRFAQ

Step 7D: Customize NetView for Processor Operations

SysOps

ProcOps

I/O Ops

‘/

To enable SA z/0OS, make sure that the following TOWER statements are activated

in CNMSTYLE:

TOWER = SA
TOWER.SA = SYSOPS PROCOPS
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For SNMP and BCP internal interface connections, it is mandatory to make the
security definitions described in [‘Controlling Access to the Processor Hardware]
[Functions” on page 162

Processor operations uses automation table entries for its operation. Make sure, the
following automation table fragments are included in its master members:

ISOQMSGO1
Processor operations requires the automation table ISQMSGO1 for its
operation. This table is automatically activated when processor operations
is started and deactived, once it is stopped. This automation table uses
symbols defined in AOFMSGSY. Make sure this automation table contains
valid definitions for the variables %AOFOPMSU% and
%AOFOPNETOPER%, and that it is accessible at processor operations start
time.

ISQMSGU1
This empty member is supplied by processor operations and is included in
the ISQOMSGO01 automation table. By inserting your own automation entries
or include statements of your own automation tables here, you can expand
processor operations with your own automation routines which may utilize
the processor operations supplied command APIL

DSIDMNK
If you have defined target hardware in your processor operations
configurations with an SNA based NetView connection (NVC), it is
recommended to set the VTAMCP statement in your processor operations
focal point NetView DSIDMNK member to VTAMCP=NO. This is the default
when no VTAMCP statement is defined. Depending on your NetView MS
environment, messages and alerts from the CPC support elements cannot
be processed when the VTAMCP parameter is set to YES.

Note: For NetView 5.1 and above DSIDMNK entries have been moved to
CNMSTYLE.

AOFCMDPO
This member contains the NetView command definition statements for the
commands that are supplied by processor operations. In order to use
processor operations, these definitions must be included. You may tailor
the command definition entries to establish command-scope security if this
is needed in your environment.

AOFOPFPO
This member is to contain the NetView definition statements for the
processor operations autotasks that are used in your environment. The
input for this include member is generated during the build process. See
[System Automation for z/OS Defining Automation Policy] for more information
about the build process.

Make sure the generated information is copied into the AOFOPFPO
member before using it. The sample data set member AOFOPFPO that is
supplied does not contain any autotask definition statements. See |”Ste};|
[18A: Customize the SYST.VTAMLST Data Set” on page 114 for more
information about how to customize the SYS.VTAMLST library of VTAM
for processor operations.

Other NetView definitions supplied by processor operations:
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ISQPROF
This member contains the processor operations autotask operator profile
definitions. It is available in the operator profile data set INGNPRF
supplied by SA z/OS. You may customize the profile definitions in order
to use OPCLASS levels different from the supplied ones. This step is
optional.

Step 7E: Customize the NetView Message Translation Table

SysOps ProcOps I/0 Ops

*

If you use Kanji support the NetView Message Translation Table that was specified
in the CNMSTYLE with the transMember entry needs to be customized. (The
NetView default for the Message Translation Table is CNMTRMSG located in
library SDSIMSGL.)

Verify that in the CNMTRMSG member the INCLUDE for CNMMSJPN is
uncommented:

%INCLUDE CNMMSJPN

In addition add includes for the SA z/OS Kanji message members at the
beginning of CNMTRMSG:

%INCLUDE AOFJ
%INCLUDE EVEJ
%INCLUDE EVIJ
%INCLUDE EVJJ
%INCLUDE INGJ
%INCLUDE 1SQJ

Note that only the fixed text of the messages has been translated. Any variables
inserted into the text cannot be translated using NetView services, even if the
variable contains text strings that are in principle translatable.

Step 8: Preparing the Hardware

SysOps ProcOps I/0 Ops
e -

The steps described in this section are necessary to prepare your Hardware
Management Console (HMC) and Support Elements according to the processor
hardware interface you are using. For details about planning the hardware
interface, refer to [‘Planning the Hardware Interfaces” on page 23

In addition, refer to the publications Hardware Management Console Guide and
Support Element Operations Guide for details about your HMC and SE.
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Step 8A: Preparing the Hardware Management Console

Enable the HMC API and Set the Community Name

In order to control a CPC using an HMC instead of the CPC’s Support Element,
the Hardware Management Console API function must be enabled. If you do not
plan to use the HMC to control your CPCs over the TCP/IP SNMP ProcOps
interface, omit this paragraph.

1. For this task, you need to be logged on in Access Administrator mode on your
HMC.

2. Select Console Actions and click on the Hardware Management Console Settings
icon. On the Settings notebook, note the TCP/IP address of the HMC for later.

3. Select the API tab. If not already set, enable the API by checking the enable
check box.

4. In the Community name field, enter a community name you have chosen. Note
this community name for later.

5. Finally, select the Apply push button to save the changes. The message
window shown informs you that the changes made require a restart of the
HMC console application in order to become active.

BCP internal interface

To prepare the master HMC, carry out the following steps:

1. Log on to the HMC in your LAN that is to be used for change management
operations with a user ID having SYSPROG authority. The HMC must have the
CPC objects of your sysplex in the defined CPCs group.

2. Select Console Actions icon in the Views window and double click on the
Enable Hardware Management Console Services icon.

3. Select the LIC change Enabled radio button. Select the OK push button to
save the change, or select the Cancel push button if LIC change radio button
was already set to Enabled.

Usually, there is one HMC in a CPC LAN environment that has LIC change
permanently enabled. It will automatically be used by the BCP internal interface.
Make sure that this HMC has all CPC objects of your sysplex in the Defined CPCs

group.
SNMP
If you want to control your CPCs with the TCP/IP SNMP interface of ProcOps

over an HMC, make sure its API is enabled as described in|“Enable the HMC API|
fand Set the Community Name.”| Then, continue as follows:

1. Log on to the HMC in Access Administrator mode.
2. From the Console Actions Work Area, select SNMP Configuration.
3. Select the Communities tab of the SNMP Configuration notebook window.

4. For the API community name, enter the following information and select the
Add push button to add the new community name:

Protocol Select UDP from the drop-down list.

Name The API Community name you have chosen.

Address The TCP/IP address of the Support Element
which you previously made a note of.

Network Mask 255.255.255.255

Access Type Select the Read only radio button.
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5. For the processor operations SNMP interface community name, enter the
information below and select the Add push button to add the new community
name.

The CPC is controlled over the TCP/IP SNMP transport if it is configured for
connection protocol SNMP, using the Processor (CPC) entry in the SA z/0OS
Customization Dialog.

Protocol Select UDP from the drop-down list.

Name PROCOPS (use the community name specified
in the processor entry for the CPC in your
SA z/0OS policy database)

Address Use the IP address of your MVS processor
operations focal point system
Network Mask Use 255.255.255.255 to make sure that only the

addressed focal point can control the CPC. You
may change the netmask to allow multiple focal
point systems to control your CPC. Specify
0.0.0.0 as the address and network mask if you
want to allow access from any location in your
network to your CPC, using the community
name from above.

Access Type Select the Read/write radio button.

6. Select the OK push button to save the changed settings and close the SNMP
notebook window.

7. If any of the above data was added or changed, you need to shutdown and
restart the Console before the changes will be put into effect.

NVC

The following setup step is required if you want to define an SNA-based NetView
connection between the Support Element of a CPC and the processor operations
focal point. The CPCs that you want to connect to the processor operations focal
point must have a valid SNA address configured and must be in the Defined CPCs
Group of the HMC. If the CPC object is not defined to the HMC Defined CPC
Group, see the HMC Object Definition task. To complete this setup:

1. Log on to the HMC with a user ID having SYSPROG authority.

2. From the selectable Task List, choose the CPC Remote Customization task.
3. From the Groups View Work Area, select the Defined CPC Group.

4. Mark the CPC objects you wish to select for processor operations focal point

communication and click on the Problem Management task icon in the CPC
Remote Customization task area.

5. In the Problem Management window that is displayed, select the Enable alert
generation push button.

6. In the Focal Point Addressing, LAN address field, enter the 12-digit LAN
address of the device serving as the gateway between the processor hardware
LAN and your SNA network. This device, usually a network control unit such
as a 37xx or 2216, must be physically connected to the processor hardware
LAN.

7. Select the Save push button to complete the task for Problem Determination.

8. Now select Operations Management task and repeat these steps for the CPC
objects that are still marked.

Chapter 8. Installing SA z/OS on Host Systems 91



Step 8: Preparing the Hardware

92

HMC Object Definition

Depending on the processor hardware interfaces, the CPCs that are to be managed
must be known by the HMC, used to route OCF requests to other SEs (BCP
internal interface), or to the HMC serving as the single point of control (SNMP), or
to the HMC that routes alerts from the CPCs to the processor operations focal
point (NVC).

Use the following steps to define a CPC object to an HMC:
1. Log on to the HMC with a user ID having ACSADMIN authority.

2. From the task list choose the Object Definition task. From the Groups View
select the Undefined CPC group.

3. If the CPC object that you want to define to the HMC is shown in the
Undefined CPC’s Work Area, highlight it and then double click on the Add
Object Definition task in the Object Definition tasks window

4. The CPC Definition Information Notebox is displayed, showing the available
address information for this CPC object. If you do not want to change any of
the address information fields or radio button settings, select the Save push
button. For more information about the address fields or radio buttons, refer to
the HMC online help

5. The CPC is now defined to the HMC. The CPC’s Support Element is rebooted
to activate its registration to this HMC.

6. If the CPC object that you want to define to the HMC is not shown in the
Undefined CPC’s Work Area, highlight the CPC Manual Definition Template
object .

7. The Manual Add Object Definition window is displayed. According to your

environment, choose which protocol to use for communication between the
CPC’s Support Element and this HMC.

8. Depending on your protocol selection, enter: An IP address; Or the SNA
Network ID and CPC name; Or the token ring address of the LAN bridge in
the case of an SNA connection between the HMC and the CPC over a bridged
LAN.

9. Select the OK push button. The HMC starts to communicate with the CPC
using your network information. If the Add was successful, the CPC object will
be shown in the Defined CPCs Work Area.

Step 8B: Preparing the Support Elements

Before the BCP internal interface can be used, you need to verify for the CPC
Support Elements in your sysplex that the required prerequisite MCL levels are
active, and that any essential services have been enabled with the necessary
settings. This requires the following:

+ |“Configure SNMP”|

* [“Enable the API and Set the Community Name” on page 94|

* |“Set the Cross Partition Flags” on page 94| (LPAR mode)

+ [“Customize the Authorization Token” on page 94|

Configure SNMP

Community names have to be specified in order to use the BCP internal interface

transport, the TCP/IP SNMP transport for ProcOps, or both. For this task, you

need to be logged on in Access Administrator mode on your CPC’s Support

Element. To complete this task:

1. Start the SNMP Configuration task by double clicking the Console Actions icon
in the Views area of the Console.
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2. Select the Communities tab of the SNMP Configuration notebook window.

3. For the API community name, enter the following information and select the
Add push button to add the new community name:

Protocol Select UDP from the drop-down list.

Name The API Community name you have chosen.

Address The TCP/IP address of the Support Element
which you previously made a note of.

Network Mask 255.255.255.255

Access Type Select the Read only radio button.

4. If the CPC is not controlled over the BCP internal interface transport, omit this
step.
The CPC is controlled over the BCP internal interface if it is configured for
connection protocol INTERNAL, using the Processor (CPC) entry of the
SA z/0S Customization Dialog.

For the BCP Internal Interface community name, enter the following
information and select the Add push button to add the new community name:

Protocol Select UDP from the drop-down list.

Name SAFOS (Use the CPC authtkn name that you
defined for the CPC using the customization
dialogs)

Address 127.0.0.1

Network Mask 255.255.255.255

Access Type Select the Read/write radio button.

5. If the CPC is not controlled over the ProcOps TCP/IP SNMP transport, omit
this step.
The CPC is controlled over the TCP/IP SNMP transport if it is configured for
connection protocol SNMP, using the Processor (CPC) entry of the SA z/OS
Customization Dialog.
For the ProcOps SNMP interface community name, enter the following
information and select the Add push button to add the new community name:

Protocol Select UDP from the drop-down list.

Name PROCOPS (use the community name specified
in the processor entry for the CPC in your
SA z/0S policy database)

Address x.x.x.x (use the IP address of your MVS
ProcOps focal point system)

Network Mask x.x.x.x (use 255.255.255.255 to make sure that
only the addressed focal point can control the
CPC. You may change the netmask to allow
multiple focal point systems to control your
CPC. Specify 0.0.0.0 as both the address and
network mask if you want to allow access from
any location in your network to your CPC,
using the community name from above.)

Access Type Select the Read/write radio button.
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6. Select the OK push button to save the changed settings and close the SNMP
notebook window.

7. If any of the above data was added or changed, you need to shutdown and
restart the Console before the changes will be put into effect. However, before
doing so, continue with the configuration steps for Console below.

8. If SNMP configuration data was added or changed, you need to reboot the
Support Element to activate these changes.

For additional SNMP and API configuration information, refer to chapter
"Configuring the Data Exchange APIs" in zSeries 900 Application Programming
Interface.

Enable the APl and Set the Community Name

In order to use the BCP internal interface or the SNMP interface, the Support

Element API function needs to be enabled. To complete this task:

1. Start the Support Element Settings task by double clicking the Console Actions
icon in the Views area of the Console.

2. Select the API tab of the Support Element Settings notebook window. If not
already active, enable the API by checking the Enable the Support Element
Console Application Program Interface checkbox.

3. In the Community name field, enter the community name you chose when you
configured for SNMP.

4. Select the Apply push button to save the changes.

5. Finally, for the changes you have made to the Support Element to become
active, you must reboot the Support Element.

Set the Cross Partition Flags

This task is only required if you use the BCP internal interface to connect processor

hardware running in LPAR mode. For this task, you need to be logged on in

System Programmer mode on your CPC’s Support Element. To complete this task:

1. Click on the CPC Group and highlight the CPC icon.

2. Select the CPC Operation Customization task.

3. Click on the Change LPAR Security icon. The window displayed shows the
security settings from the active IOCDS for the logical partitions defined on this
CPC.

4. For each logical partition that should use the BCP internal interface to control
another partition on this CPC, check the Cross Partition Authority checkbox.

Customize the Authorization Token
This task is only required for NVC connections. To complete this task:

1. Log on to the Support Element with a user ID having ACSADMIN authority.
2. Select the Console Actions View. The Console Action Work Area is displayed.

3. Double click on the Customize Authorization Token icon. If you want to
change the supplied default, enter a new authorization token value. The new
value can be up to 8 characters long and must not contain blanks. This
authorization token value must be used when defining a NVC for a CPC using
the SA z/0OS customization dialogs.

Additional Verification for SEs of G3/G4 CPC Hardware

When customizing the Support Element for a G3/G4 machine, it should be verified
that the SETUP.CMD file in the Support Element subdirectory C:\MPTN\BIN
contains the statement 'ifconfig 1o 127.0.0.1". Only if this statement is defined,
can the BCP internal interface be used to target this machine.
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If, after having made the neccessary HMC and SE SNMP definition steps for a
G3/G4 CPC, the BCP internal interface communication to this hardware still fails
with a condition of 0B100224, please contact your IBM customer engineer to
perform the above-mentioned verification. Should the communication still fail,
contact IBM software service.

Step 8C: Updating Firewall Information

This step is only needed if you use ProcOps and intend to use TCP/IP based
communication to your target processors.

Connection protocol SNMP

This communication protocol internally uses port number 3161. If there are
firewalls installed between the LAN that the ProcOps FP belongs to and the
processor LAN that the SEs or HMCs belong to, you should:

* Inform your network administrator to make sure that communication requests
that come from SEs/HMCs with this port number are accepted.

Step 9: Preparing the VM PSM

SysOps ProcOps I/0 Ops

*

This step is only needed if you use ProcOps to control VM second level systems.
The PSM is the communication partner for ProcOps to do this.

Installing the PSM Code on VM

The following parts are shipped as part of the Second Level Guest Support feature:

* In xxx. SINGOBJV — module ISQVMAIN (this is the PSM control program’s
main thread)

e In xxx.SINGREXYV the following squished REXX programs:
- ISQRGIUC
- ISQRCSRV
- ISQRMSRV
- ISQRLOGR
- ISQRCNSV
- ISQRMHDL
e In xxx.SINGMSGV — Message definitions ISQUME

To install the VM parts perform the following steps:

1. Copy the object module ISQVMAIN to the VM file system for the PSM
machine as file ISQVMAIN TEXT

2. Copy REXX programs to the VM file system for the PSM machine as files:
e ISQRGIUC REXX
e ISQRCSRV EXEC
* ISQRMSRV EXEC
» ISQRLOGR EXEC
* ISQRCNSV EXEC
e ISQRMHDL EXEC
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3.

4.

5.

Copy message definition ISQUME to the VM file system for the PSM machine
as file ISQUME REPOS

Enter the following commands on the PSM machine (These may be created as
an CMS EXEC if necessary). The name chosen for the operand of the GENMOD
command (ISQPSM in this case) defines the name of the PSM control program.
Any name may be chosen. These commands create the load module for the
PSM main thread and the messages definitions for all threads.

GENMSG ISQUME REPOS A 1SQ

SET LANG (ADD ISQ USER

GLOBAL TXTLIB DMSAMT VMMTLIB VMLIB

LOAD ISQVMAIN

INCLUDE ISQUME

INCLUDE VMSTART (LIBE RESET VMSTART

GENMOD ISQPSM

Create the two files ISQADDRS DATA and ISQPARM DATA as described in
[“Customizing the PSM” on page 97

If these steps are processed successfully then the PSM can be started.

Configuration

1. Provide TCPIP connection between the VM host system and the SA z/OS
systems that are running NetView ProcOps.

2. Define a ProcOps Service Machine in each VM host. This is a regular virtual
machine that IPLs a CMS when it starts. Ensure that it has a minimum of 32
MB of storage defined.

3. Use the IUCV directory control statement to authorize the PSM virtual
machine to connect to the CP message service (*MSG). For more information
about the IUCV statement, see the z/VM: Planning and Administration book.

4. Authorize the ProcOps Service Machine to use CP and CMS commands. The
following commands are used by the PSM:

SET SECUSER vmachine =
SET EMSG
TERMINAL MORE
SET VMCONIO
SET CPCONIO
GLOBALV
XAUTOLOG

FORCE

XMITMSG

SEND

SMSG

QUERY NAMES
QUERY vmachine

5. Optionally, ensure that the language is set automatically and that the ProcOps
Service Machine starts when the PSM virtual machine starts by creating a
PROFILE EXEC for the virtual machine (if one does not already exist) and
adding the appropriate commands to it:

SET LANG (ADD ISQ USR
ISQPSM
where ISQPSM is the name of the control program in the earlier example.

6. Ensure that the ProcOps Service Machine has appropriate dispatching priority.
Ideally it should have a higher dispatching priority than the guest machines
that it manages.

7. Define the PSM as a Service Virtual Machine.
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8. For each guest machine, ensure that the PSM virtual machine is defined as its
secondary user

9. Define SYSCONS as a NIP console and MCS console for each guest MVS
machine, with appropriate routing codes

10. It is recommended that the PSM virtual machine has read access to the

minidisk that holds the TCPIP program, so that the NETSTAT command can
be issued as part of problem determination procedures.

Customizing the PSM

The PSM uses two files to set parameters for its operation. These files are read at
the time that PSM is initialized, and are not read subsequently.

The statements within them determine the various operational characteristics.

Each file is a simple sequential file that must be part of the file system available to
the PSM virtual machine. Normally they are files on the A-disk. Each file must be
available at PSM initialization. If any is missing, the PSM terminates.

ISQADDRS DATA

The ISQADDRS DATA file specifies those IP addresses that may enter requests to
the PSM. Each ProcOps NetView that issues requests to the PSM must have its IP
address specified.

Each record of the file specifies a single IP address. Any record that has an asterisk
in the first position is treated as a comment. Any record that has the string "/*" in
the first two positions is treated as a comment.

The IP address may be specified either in the normal dotted decimal form, or as a
node name that is known to TCPIP on the PSM’s node. If a node name is specified
and that node name has several addresses, then all addresses returned are used.

An example of a valid file is as follows:

* Normal focal point NetView

9.152.80.253

/* the backup
9.152.80.254

* another system identified by its node name
nv.boekey3.de.ibm.com

* a shorter, if infrequent form of IP address

44 .55

The addresses are not checked for validity when they are read.

ISQPARM DATA
The ISQPARM DATA file specifies operational options for the PSM.

Each record of the file specifies a single parameter. Any record that has an asterisk
in the first position is treated as a comment. Any record that has the string "/*” in

the first two positions is treated as a comment.

The statements are of the form:

keyword = value

All keywords, except TCPIPNAME, must be specified. If any required keywords
are omitted the PSM will terminate. The keywords may be entered in upper, lower
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or mixed case. Values must be entered as required. If a keyword specification is
entered more than once, the latest specification is used.

Valid keywords are:

MESSAGE_SERVER_PORT
The port number that will be used by the Message Server. (That is, the port
on which it issues a TCPIP LISTEN request.) This is a number in the range
1-65335. Consult with your network programmer to ensure that this is a
port number that is not used by any other processes.

COMMAND_SERVER_PORT
The port number that will be used by the Command Server.

SECURITY
The authorization token used to authenticate both the Message Server and
Command Server. This must match the authorization token that is specified
in the System Automation Customization dialogs for this PSM Target
Hardware. This must have the correct (upper) case.

TCPIPNAME
The name of the TCPIP virtual machine that will provide the connections
to ProcOps NetView. When the PSM control program starts, it checks that
this virtual machine is running before issuing any TCPIP requests. The
default value used, if TCPIPNAME is not specified, is TCPIP.

MAX_MESSAGES
The maximum number of messages that may be stored at any instant in
the Message Queue. When the number of messages in the queue exceeds
this number, the Message Handler thread terminates with an error
message.

TRACE_TYPE
The trace type identifies the trace type value that is entered into log
records written by the Logger thread.

An example of a valid file is:

5556
4444

Message_server_port
Command_server_port
*

TRACE_TYPe = 555
security = ISQHELLO
max_messages = 20

Logger Files

The PSM must also have sufficient writeable space on its A-disk to accommodate
the logger files and any files that might be used by CP commands such as DUMP,
if used.

Step 10: Customizing the Automation Manager

SysOps ProcOps I/0 Ops
P

Step 10A: Customizing HSAPRMxx

The HSAPRMxx PARMLIB member contains information required for the
initialization of the automation manager and default values for other operational
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parameters. The member is designed to be used in common by all automation
manager instances within the automation subplex.

Alternatively you can put the automation manager PARMLIB member in any
partitioned data set. Then, you need to insert a statement HSAPLIB DD into the
automation manager startup procedure member which refers to this partitioned
data set.

A sample member called HSAPRMOO is provided in the SINGSAMP sample
library. This sample is automatically copied into the PARMLIB of the automation
manager (DD name HSAPLIB) when you allocate this data set as described in
“Step 2: Allocate Data Sets Common to Systems” on page 72] Refer to
“Syntax for HSAPRMO00,” on page 193 for the contents of this sample and the
description of the parameters.

Step 10B: ARM Instrumentation of the Automation Manager

The automation manager can be enabled for Automatic Restart Manager (ARM).

A job skeleton is provided in the SINGSAMP sample library as member HSADEFA
to define the SA z/OS specific Automatic Restart Manager policy.

You can define a policy allowing you to keep the number of automation manager
instances on a certain level.

In a single system environment
with more than one automation manager active, ARM can automatically
restart a failing primary instance. One of the survived automation
managers will take the primary role and the restarted instance will become
a backup instance.

If there is only one automation manager active on a single system, ARM
will automatically restart this instance again. It becomes the primary
instance again and runs the takeover. The takeover time is extended by the
time needed for the address space restart.

In a sysplex (subplex) environment
ARM will always restart the failing instance on the same system. Either
there is already a backup waiting around or the restarted instance will take
over.

SA z/0S will provide a policy sample with the following major options:

* Restart only for an address space ABEND ( Option ELEMTERM). The restart in
case of a system breakage is not supported.
The concept of the automation manager availability follows a ‘floating” master
model. It is a peer model with one or more backup instances on different
systems already active and waiting to take over. Whenever a complete system
goes away the failed automation managers (backup or primary) are not restarted
somewhere else.

¢ The ARM element name is a 16 byte string concatenation HSAAM_sysnamexy with:

HSAAM_
is a string constant as prefix

sysname
is the XCF member name of the automation manager which is the 8 byte
MVS system name padded with '$’, for example: MVS1$$$$
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X is a one byte digit (one of 1, 2, ... 9) automatically determined at
initialization time
y is a blank

The restart command is the unchanged original start command, however the
start mode is always HOT.

There are no restart dependencies (no Waitpred processing)

Step 10C: Security Considerations

The job invoking the automation manager (see HSAMPROC in the sample library)
must have the following access rights:

1.
2.

If you are not a superuser you must have access to the OMVS segment.

It must be defined by RACF as a superuser for UNIX System Services if the
automation manager will be started before JES2 initialization has completed.

Read access for the SYS1.PARMLIB data set

Write access to the log streams

Write access to the following data sets:

* Trace data sets

* Schedule override file

 Configuration information file (DDname HSACFGIN)
» Takeover file

Step 11: Customizing the Component Trace

SysOps ProcOps I/0 Ops

‘/

The system operations component as well as the automation manager use the
z/OS component trace for debugging purposes. The following setup must be done:

Copy the CTIHSAZZ member from the SINGSAMP sample library into
SYS1.PARMLIB. Do not change this member.

Copy the HSACTWR member residing in the SINGSAMP sample library into
SYS1.PROCLIB.

Allocate the trace data set used by the component trace. You can use the sample
job HSAJCTWR in SINGSAMP to allocate the data set. Modify the sample job
where appropriate.

Note: Make sure that the job invoking the ITTTRCWR module (see HSACTWR

member in the sample library) has write access to the trace output data set.

Step 12: Customizing the System Logger
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— Notes:

1. If you set the LOGSTREAM parameter in the HSAPRMxx parmlib
member to NO then no access will be established to the system logger at
initialization. This step is then unnecessary.

2. Though this step is optional, it is, however, recommended. The
automation manager and the IBM Health Checker for z/OS and Sysplex
both write history information into the z/OS system logger and the
automation agents read from it.

If you do not perform this step, users will not get any output from the
INGHIST and INGHC commands.

To exploit the system logger, the following must be fulfilled:
* systems in a sysplex must run in XCF mode and
PLEXCFG=MULTISYSTEM

must be defined in SYS1.PARMLIB(IEASYSxx).
* for stand-alone systems
PLEXCFG=MONOPLEX

must be defined in SYS1.PARMLIB(IEASYSxx).

Next, the LOGR couple data sets must be formatted — if this has not already been
done. For this task you can use the sample JCL provided in the HSAJFCDS
member of the sample library.

To define the log stream in:

* a single system environment, use the sample JCL provided in member
HSAJDLGM (for the automation manager) and INGJDLGM (for the
HealthChecker)

* a sysplex, use the sample JCL provided in member HSAJDLGS (for the
automation manager) and INGJDLGS (for the HealthChecker)

In both cases you may want to adapt the HLQ parameter in the LOGR policy
according to your environment. The default is IXGLOGR. Use the corresponding
INGJDxxx members as input and make the changes accordingly.

For a sysplex environment, you must additionally add the log structures to the
CFRM policy:
STRUCTURE ~ NAME(HSA_LOG)

SIZE(8192)
PREFLIST(cfname,cfname)

STRUCTURE NAME(ING_HEALTHCHKLOG)
SIZE(8192)
PREFLIST (cfname,cfname)

In this CFRM policy, you have to adapt the PREFLIST for structure HSA_LOG, and
ING_HEALTHCHKLOG if you are setting up the system logger for the
HealthChecker. Also adapt the SIZE parameter to a recommended minimum of 8
megabytes (8M).
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The system logger must be authorized. If it is not yet assigned either privileged or
trusted RACF status, or both, refer to chapter Planning for System Logger
Applications in OS5/390 MV'S Setting Up a Sysplex for more information on how to
define authorization to system logger resources. The names of the system logger
resources used by SA z/OS are HSA.MESSAGE.LOG, HSA.WORKITEM.HISTORY,
and ING.HEALTH.CHECKER.HISTORY.

The NetView agents and the automation manager address spaces need to be
authorized for accessing the log streams. They need update access for

RESOURCE (Zogstream_name)
CLASS (LOGSTRM)

where logstream_name stands for HSA.MESSAGE.LOG as well as for
HSA.WORKITEM.HISTORY.

In addition, all three NetView agents need update access for the log stream:

RESOURCE (ING.HEALTH.CHECKER.HISTORY)
CLASS (LOGSTRM)

For further information see section Authorization for System Logger Application
Programs in OS/390 MVS Setting Up a Sysplex.

Now activate the couple data sets via the console commands:

SETXCF COUPLE,TYPE=LOGR,PCOUPLE=(primary_couple_data_set)
SETXCF COUPLE,TYPE=LOGR,ACOUPLE=(alternate_couple_data_set)

For a sysplex, after defining the new structure in the CFRM policy, activate the
CFRM policy via
SETXCF START,POLICY,TYPE=CFRM,POLNAME=policy_name

Step 13: Install ISPF Dialog Panels

SysOps ProcOps I/O Ops

v - -

Note
’(The member AOFTPOL should be deleted from any user ISPF table library.

This step is required at least on the customization focal point and on any system
where you want to use the customization dialog. It is recommended that you do
not move any SA z/OS policy databases between systems because of
synchronization problems.

SA z/0OS ships two types of ISPF dialogs: one for I/O operations and one for
defining automation policy. The I/O operations panels are used for I/O functions.
The customization dialog is used to create configuration and automation
definitions.

The I/0 operations and customization dialog are both invoked using the INGDLG

exec. This exec provides parameters for selection of the appropriate dialogs. In
addition, this exec can optionally be used to allocate the required dialog libraries.
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INGDLG should be invoked from an ISPF menu or from a user-defined TSO REXX
exec. See[Appendix G, “INGDLG Command,” on page 199|for more details.

Since you use the customization dialog to collect information and build control
files, you normally need them only at the focal point. However, as the
customization dialog allows editing of specific entry types by multiple users, you
also need to observe the instructions given in the appendix Problem Determination
in [System Automation for z/OS User’s Guidd,

The I/0 operations dialogs, however, are used to input commands and get
responses from the I/O operations part of SA z/OS. Since they do not support
multisystem commands for I/O operations functions, you must install them on
each system, focal point or target, where you wish to use them. Alternatively, you
can use the workstation window set to access I/O operations function.

Step 13A: Allocate Libraries for the Dialogs

SysOps ProcOps I/0 Ops
- - -

To set up the dialogs, you must allocate the REXX load libraries and customization
dialog load libraries. This section describes the two alternative options available:
 Alternative 1: Dynamic allocation of the libraries using the INGDLG exec
 Alternative 2: Allocation of the libraries as part of the TSO logon procedure

Remember:
Throughout [“Step 13: Install ISPF Dialog Panels” on page 102| use the names
of the data sets as created in|“Step 3: Allocate Data Sets for the Customization|
[Dialog” on page 73]

Alternative 1: Dynamic Allocation using INGDLG

This exec performs allocations prior to starting the dialogs. In order to invoke the
exec, you need to be in ISPF._ The INGDLG command parameters describe where
the data sets are found. See [Figure 29 on page 199 for the use of INGDLG to
allocate libraries.

Note that if you use INGDLG to allocate libraries, you must still perform allocation

of the ISPF product libraries as described in [“Alternative 2: Add to the TSO Logon|

Alternative 2: Add to the TSO Logon Procedure
Create a new TSO logon procedure that has the SA z/0OS data sets in the
appropriate concatenations.

To create a TSO logon procedure, take an existing one and modify its DD
statements to include the following:
//ISPPLIB DD ...

DD DSN=ING.SINGIPNL,DISP=SHR
DD ...

//ISPMLIB DD ...

DD DSN=ING.SINGIMSG,DISP=SHR
DD ...
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//ISPSLIB DD

DD I.)él;l=ING.SINGISKL,DISP=SHR
DD ...

//ISPTLIB DD

DD [')él;l=ING.CUSTOM.AOFTABL,DISP=SHR
DD DSN=ING.SINGITBL,DISP=SHR

//ISPLLIB DD

DD l.)él;l=ING.SINGIMOD,DISP=SHR

//SYSPROC DD

DD DSN=ING.SINGIREX,DISP=SHR

//AOFTABL DD DSN=ING.CUSTOM.AOFTABL,DISP=SHR

//AOFPRINT DD Sysout=... H

//AOFIPDB DD DSN=ING.SINGIPDB,DISP=SHR

//THVCONF DD DSN=ING.CUSTOM.IHVCONF,DISP=SHR ﬂ
Notes:

1.

Ensure that your ISPF temporary data sets have been allocated with enough
space.

* When a build of the automation control file is performed, each file is written
to the temporary data sets before it is copied into the target data set. This
can lead to a temporary data set many thousands of lines long. For an
enterprise with many processors, there may be several hundred thousand
lines written to the temporary data set. These are in the ISPWRK data sets.
See|z/OS ISPF Planning and Customizing|for more information, where it is
recommended that you pre-allocate to VIO however, because it reduces
overhead and eliminates potential problems from insufficient space.

¢ The ISPCTL1 temporary data set is used by SA z/OS to hold output created
by a data model report and to hold the JCL for batch submission of an ACF
Build job. See /OS ISPF Planning and Customizing] for more information on
the ISPCTL1 data set.

Ensure that the ISPF table output library ISPTABL is allocated. SA z/OS uses
this table output library for temporary tables created by the customization
dialogs. The table output library must be a partitioned data set. The ISPTABL
DD name that defines the table output library may be the same data set as the
table input library, DD name ISPTLIB, but this is not required by SA z/OS. For
more information, see ISPF User’s Guide.

The ellipses (...) in the DD-statements indicate the presence of more information
in the JCL: for example, other data sets in a concatenation.

User-specific data sets should be placed before the SA z/OS data sets.
Generally speaking you need to take care that the concatenation of the

SA z/0S data sets does not interfere with the concatenation with data sets
from other products.

You should not include data sets for any predecessor products, AOC/MVS,
TSCEF, or ESCON Manager, anywhere in the concatenation.

The AOFTABL DD statement ([} ) is required as soon as you intend to
customize your environment: this data set stores ISPF tables containing unique
information created when you use the customization dialog. It is used with the
customization dialog. ING.CUSTOM.AOFTABL, allocated in “Step 3: Allocate
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[Data Sets for the Customization Dialog” on page 73 |is used to hold new and
modified ISPF tables created when the administrator modifies or changes the
SA z/0S Data Model or the SA z/OS policy definitions from the SA z/0OS
customization dialog. While modifications of the SA z/OS Data Model in many
customer environments need not to be changed, changes in the SA z/OS policy
definitions and ISPF tables might often occur. This makes it a required DD
statement. This data set is also used to hold the data set definitions for batch
processing. This data set was allocated by you in the sample INGEDLGA (see
[“Step 3: Allocate Data Sets for the Customization Dialog” on page 73).

The AOFPRINT DD statement ([A) is used in place of SYSPRINT for
IEBUPDTE, which is invoked when a user of the customization dialog creates a
policy database using an SA z/OS-supplied sample as a model. If this DD
statement is not allocated, SA z/OS allocates the DD as SYSOUT=H.

If the IEBUPDTE invocation is successful and SA z/OS dynamically allocated
the AOFPRINT file as SYSOUT=H, the output is purged. If the invocation fails,
the output is saved for use in diagnosis of the problem.

When specifying AOFPRINT (SYSOUT(C1s)), the output of the dynamically called
IEBUPDATE utility is placed in the JES output class Cls. This output is not
purged.

The AOFIPDB DD statement () points to the SA z/OS sample library.

The AOFIPDB DD statement is required for building system operations control
files (automation control file and automation manager configuration file). It
must point to a single data set, not a concatenation. In SA z/OS, this data set
is required, even if you do not use any sample policy databases. AOFIPDB
contains the automation manager logic deck INGLOGIC.

IHVCONF (), is required for I/O operations. If you are not using 1/0
operations this DD statement is optional.

10. You should not use any DD names starting with AOF in your logon procedure

11.

except those specified in the example above. This is because the SA z/0S
customization dialog may dynamically generate AOFxxxxx DD names.
Specifically, SA z/OS generates AOFIN and AOFUT2 DD names.

I/0 operations ISPF dialogs use REXX execs that invoke 1/O operations
commands and ISPF services. These execs must be made available to the users
who want to use the ISPF dialogs. Note that the default record format of the
I/0 operations REXX target library (whose name is SINGIREX) is FB. The
data sets in your SYSPROC concatenation might not be FB. If this is the case,
the ALLOCATE command can be used, but you are not able to execute the
differently formatted or sized execs. You can do one of the following to correct
this:
a. Copy the contents of the SINGIREX exec library to another data set that is
already in your SYSPROC concatenation.

b. Copy the contents of the SINGIREX exec library to a new data set that has
the same characteristics as the other data sets in your SYSPROC
concatenation.

If you already use a CLIST to allocate your data sets for ISPF, modify it to include
the SA z/OS data sets in the appropriate concatenations for users of the
customization dialog. If you wish to create a CLIST to allocate your data sets you
should find out your current allocations for the DD names that need SA z/OS
data sets allocated to them. This can be done with the LISTALC STATUS
command.
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Step 13B: Invoking the ISPF Dialogs

SysOps ProcOps I/0 Ops

- - -

The ISPF Application Selection Menu can be modified to include options for the
system operations and processor operations customization dialog and for the I/O
operations dialogs. These options allow a user to begin the customization dialog
without having to issue commands at the TSO prompt.

Two changes are required to add the dialogs to the ISPF Application Selection
Menu panel (see also :

adding selections to the menu

adding logic to the panel processing to invoke the appropriate dialogs.

Both sets of dialogs are invoked by the INGDLG command. Parameters of this
command determine which set of dialogs is invoked.
Add the command dialogs selections to an ISPF menu panel, such as the ISPF
Master Application Menu panel (ISP@MSTR) or the ISPF Primary Menu panel
(ISP@PRIM).

Note: If you use a customized, non-standard ISPF primary menu panel, modify
the definition for that panel instead of ISP@MSTR or ISP@PRIM.

See [z/OS ISPF Planning and Customizing| for information about customizing ISPF
panels. The modified panel should be placed in a data set so that it is used by
all users who have the dialog data sets in their concatenation, but it is not used
by anyone who does not. You may want to copy it into an enterprise-specific

panel data set that you allocate in front of your normal ISPF panel data sets.

gure 16|is an example of how a modified panel may look.

----------- ISPF APPLICATION SELECTION MENU===-=-=-=sm=mmmmmmmmmmmmmmee
OPTION ===> ZCMD
+VERSION -&ZENVIR

e 20 A A° O° OF° o of

© +ISPF PARMS - Specify terminal and user parameters  +USERID  -&ZUSER
1 +BROWSE - Display source data or output listings +TIME -&ZTIME
2 +EDIT - Create or change source data +TERMINAL -&ZTERM
3 +UTILITIES - Perform utility functions +PK KEYS -&ZKEYS

& C +CUSTOMIZE - SA z/0S customization dialog

& I +I/0-Ops - SA z/0S 1/0 Operations

& T +TUTORIAL - Display information about ISPF/PDF

& X +EXIT - Terminate ISPF using log and list defaults

+Enter%END+command to terminate ISPF.

Figure 16. ISPF Application Selection Menu

The options for the customization dialog and the 1/O operations dialogs must also
be added to the panel processing section of the ISPF Application Selection Menu
panel as follows. The lines you add are written in italics in the example. You can
select the character used to specify the dialogs on your menu.

Using TSO Logon or Your CLIST

This is the example to be followed if you allocated the data sets using the TSO
logon procedure or using a CLIST of your own.
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)PROC
82Q =
IF (&ZCMD ~= ' ')
&ZQ = TRUNC(&ZCMD,'.")
IF (82Q = ' ')
.MSG = ISRUOOO
&ZSEL = TRANS( &ZQ
0, 'PANEL (ISPOPTA)

C, 'CMD(INGDLG SELECT(ADMIN) ALLOCATE(NO))"
I,'CMD(INGDLG SELECT(IOCONNECT) ALLOCATE(NO))"
T, 'PGM(ISPTUTOR) PARM(ISR00000)'

X, "EXIT'

*’I?I )

&ZTRAIL = .TRAIL
)END

Using INGDLG
If you let INGDLG, described in [Figure 29 on page 199, allocate the data sets
dynamically prior to starting the dialogs, the following is a sample definition to be
added to the ISPF processing section:

C,'CMD(EXEC ''ING.SINGIREX(INGDLG)'' +
'THLQ(MYHLQ) +
AOFTABL (ING.CUSTOM.AOFTABL) +
SELECT (ADMIN) ')
I,'CMD(EXEC ''ING.SINGIREX(INGDLG)"'"
' "HLQ(MYHLQ)
THVCONF (ING.CUSTOM. IHVCONF)
SELECT (IOCONNECT) ')

+ + +

Alternatively, you can invoke the dialogs using TSO REXX execs:
/* REXX ADMIN =/

ADDRESS ISPEXEC "SELECT CMD(EXEC 'ING SINGIREX (INGDLG) ' ",
"THLQ(ING)

/* HLQ is the hlq of the SMP/E output data sets */

" AOFTABL(ING.CUSTOM.AOFTABL) S

" SELECT(ADMIN) "

/* REXX IOCONNECT =/

ADDRESS ISPEXEC "SELECT CMD(EXEC 'ING SINGIREX (INGDLG)' ",
"THLQ(ING)

/* HLQ is the hlq of the SMP/E output data sets */

" THVCONF (ING.CUSTOM. IHVCONF) ",

" SELECT(IOCONNECT) "

Step 13C: Reconvert I/O Operations Panels

SysOps ProcOps I/O Ops

The 1I/0 operations dialog panels are defined using Dialog Tag Language (DTL)
for ISPE. Both the source panels and converted panels are provided in the product
libraries. If you choose to update the panels, the source panels must then be
reconverted.

Step 13D: Verify the ISPF Dialog Installation

SysOps ProcOps I/0 Ops
e v -
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Logon to TSO using your modified logon procedure or running your data set
allocation CLIST.

Access the customization dialog from the ISPF main menu that you defined. From
the Customization Dialog Primary Menu that will appear, select option 4 Policies
to see a screen that looks similar to

MENU COMMANDS ACTIONS VIEW HELP

AOFGPDB Policy Data Base Selection Row 1 to 2 of 2
Command ===> SCROLL===> PAGE

Action PoTicyDB Name Enterprise Name/Data Set Name
DATABASE_NAME_1 YOUR_ENTERPRISE_1
DATABASE_NAME_2 YOUR_ENTERPRISE_2

Bottom of data

- J
Figure 17. Policy Data Base Selection Screen

A screen similar to the one shown in will be displayed if you run the

REXX exec IOCONNECT shown on page [L07} You can use the information shown
to verify your SA z/OS installation.

Modify View Locking Options Help

THVMMU SA z/0S - I/0 Operations
Command ===>

System Automation for z/0S

Version 2 Release 3

Licensed Materials - Property of IBM

5645-006

(C) Copyright IBM Corp. 1990, 2004 A1l Rights Reserved

1/0-0ps
Command

Figure 18. I/O Operations Initialization Panel

Step 14: Verify the Number of available REXX Environments

SysOps ProcOps I/O Ops

v -

Change the value of the maximum number of available REXX environments to at
least 400. The variables to do this are in the sample assembly and linkedit job in
SYS1.SAMPLIB(IRXTSMPE). Change the value of the ENTRYNUM= parameter to
at least 400. The sample is a user exit, so follow your SMP/E process for handling
user exits. See also [“Allocation Requirements for REXX Environments” on page 28.|
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Step 15: Customization of NetView for TEC Notification by SA z/OS

SysOps ProcOps I/0O Ops

*

This section describes the customization steps specific for TEC Notification by
SA z/0S of all involved products:

NetView
SA z/0S

Depending on whether SA z/0OS messages are forwarded to a local Message
Adapter and Alert Adapter, or a message has to be forwarded to the SA z/0OS
focal point system running the Message Adapter, the NetView customization is
different:

In a local configuration, there is only one operator and you can use the default
operator ID AUTOTEC.

In a distributed configuration, you need to define a different operator ID on each
target system. If the focal point is also configured as a target system that triggers
messages and alerts, you need to define another different operator ID on the
focal point itself. In case of a distributed configuration, you need to adapt the
synonym table.

All operator IDs of all target systems must be defined on the focal point.

Review the synonyms for TEC Notification by SA z/OS and set all listed
synonyms to their appropriate value.

%AOFTECTASK% and %AOFTECTASKQ%

This is the name of the autotask for sending SA z/OS events to the Tivoli
Enterprise Console. It is the operator ID you defined in your configuration. The
default is AUTOTEC.

%AOFTECPPI%

This is the NetView PPI Receiver ID of the message adapter (with quotes). The
default is THSATEC.

%AOFTECMODE%
This is the event generation mode (with quotes). Possible values are:

— LOCAL: the message adapter is running on this system. LOCAL is valid for
the local configuration (“Environment Configurations” on page 41) and for the
focal point in the distributed configuration.

- REMOTE: the message adapter is running on a remote automation focal
point. SA z/OS messages will be generated on this target system and
forwarded to a remote automation focal point system. There is no local GEM
message adapter which can process SA z/OS messages. REMOTE is valid for

the target system in a distributed configuration (“Environment Configurations”|
on page 41).
The default is LOCAL.
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Modifying Existing Files
shows all product files which need to be modified.
Table 18. Product Files to be Modified

File Name DD Name Description

AOFMSGSY DSIPARM synonyms used within the automation
table

AOFOPFSO DSIPARM operator definitions

AOFMSGSY

Locate the automation fragment AOFMSGSY to update the required
synonyms. See |System Automation for z/OS Customizing and Programming| for
more information.

Customizing the Auto Operators Policy Object

Define the auto operator AUTOTEC using the SA z/OS customization dialog
Automation Operator Definitions.

For a complete description of the required dialogs, refer to [System Automation for|
k/OS Defining Automation Polici}

Customizing the System Policy Object
You must define INGMTEC as additional automation table, using the SA z/0OS
customization dialog Environment Setup (policy selection AUTOMATION
SETUP).

For a complete description of the required dialogs, refer to|System Automation forl
k/OS Defining Automation Polici}

Removing Messages

You may want to remove a message from the set of mapped messages. To do this,
you only need to remove the IF ... THEN statement corresponding to the affected
message from file INGMTEC.

Customization of NetView Event/Automation Service

This section describes how to customize NetView Event/Automation Service,
namely the message adapter and the alert adapter for messages and alerts from

SA z/0S.

Modifying Event/Automation Service Files
|iable 19 shows all product files which need to be modified.

Table 19. Product Files to be modified

Member Name DD Name Description

THSAINIT IHSSMP3 initialization file for the
Event/Automation Service

IHSAMCFG IHSSMP3 message adapter configuration file

IHSAACFG IHSSMP3 alert adapter configuration file

IHSAMEMT IHSSMP3 message adapter format file

IHSAACDS IHSSMP3 alert adapter CDS file
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Table 19. Product Files to be modified (continued)

Member Name DD Name Description
IHSAECFG IHSSMP3 Event Receiver Configuration file

The following is a brief list of steps needed to customize the Event/Automation
Service for SA z/OS specific message/alert routing. For detailed guidance see the
chapter Customizing Event/Automation Service in the Tivoli NetView Customization
Guide .

1. Adapt the initialization file for the Event/Automation Service IHSAINIT. At
least the following values have to be defined:

¢ ALRTCFG: specifies the alert adapter configuration, for example:
ALRTCFG=IHSAACFG

* MSGCEFG: specifies the message adapter configuration file, for example:
MSGCFG=IHSAMCFG

* PPI: specifies the PPI receiver ID used by the Event/Automation Service, for
example: PPI=THSATEC

e Make sure that the NOSTART statements for the tasks ALERTA and
MESSAGEA are not commented out.

The values given here are examples only. They will be further used within this
chapter.

Note: The PPI receiver ID for the Message Adapter specified here must be the
same as the one defined in the synonym section of the NetView
automation table.

2. Adapt the message adapter configuration file IHSAMCFG. You must at least
define:

ServerLocation=Hostname or IP address of your TEC Event Server

If the port mapper is not available on the event server, the port number must
be specified in the statement

ServerPort=port number
3. Adapt the alert adapter configuration file IHSAACFG. You must at least define:
ServerLocation=Hostname or IP address of your TEC Event Server

If the port mapper is not available on the event server, the port number must
be specified in the statement

ServerPort=port number
4. Insert the include statement shown in at the end of the
Event/Automation Service format file IHSAMFMT. This will activate the

message/event mapping defined in the message adapter format file INGMFMT
for SA z/0OS messages.

2 */
/* System Automation for z/0S (AOF) message to TEC event mapping */
2y */

%INCLUDE INGMFMT

Figure 19. Format File Include Statement

5. Insert the include statement shown in [Figure 20 on page 112|into the
Event/Automation Service CDS file IHSAACDS to activate the alert / event
mapping. Make sure
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the SA z/0S specific statements precede the more general statements of the
same class. This can be achieved by inserting the include statement at the top
of file INGACDS.

[ * e e e e - */
/* System Automation for z/0S (AOF) message to TEC event mapping */
2y */

%INCLUDE INGACDS

Figure 20. CDS File Include Statement

6. Adapt the Event Receiver Configuration file IHSAECFG. You must at least
define: NetViewAlertReceiver=NETVALRT

Step 16: Compile SA z/0S REXX Procedures

SysOps ProcOps I/0 Ops

* *

You should perform this step to gain considerable performance improvement for
system operations startup.

You can optionally compile the SA z/OS automation procedures, which are
written in REXX. The decision to compile the SA z/OS automation procedures
implies an added responsibility for recompiling whenever ING.SINGNREX
members are affected by SMP/E maintenance. To compile and execute these
automation procedures, the IBM Compiler and Library for REXX/370 must be
installed on your system along with their prerequisite products.

The JCL job INGEREXR and related routine INGEREXC are provided in the
SA z/0OS sample library to help you compile the ING.SINGNREX members.

Modify the data set names and jobcard in INGEREXR as necessary and submit the
job. The ING.SINGNREX.CREXX library can be modelled on ING.SINGNREX, and
ING.SINGNREX.LIST should be a VBA LRECL 125 PDS library. If necessary add to
the SYSEXEC DD statement the library where the REXXC program can be found.

Finally, specify the name of the resulting compiled-REXX data set in your NetView

application startup procedure.

Note
Module INGRVXMT must not be compiled.

Consult the REXX/370 User’s Guide and Reference R3 (SH19-8160) for the compiler
options that apply to your installation. If necessary, change the INGEREXC routine

accordingly.

Step 17: Defining Automation Policy

SysOps ProcOps

I/0 Ops

- -
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Before you can start using automation, you need to define your automation policy
using the customization dialog. This involves the following actions:

* If applicable, migrate/merge existing policy information; you can use the sample
job INGEBMIG in the SINGSAMP sample library.

* Add further policy definitions
* Build a new policy database
¢ Distribute the policy definitions (the policy database) where required.

If you start from scratch, use the IBM samples delivered with the product and
create your new policy database. In such a case, read the information in the section
Creating a New Policy Database in [System Automation for z/OS Defining Automation|

Then invoke the customization dialog to define your automation policy. Start by
defining the following policy objects:

* Applications

* Application groups

* Processors

* Systems

* System defaults

* A group for each sysplex

You will find detailed information on how to perform these steps in
[Automation for z/OS Defining Automation Policy| which provides information on
using the customization dialog for the required definitions.

Step 17A: Build the Control Files

When the policies for the SA z/OS components have been defined, use the BUILD
command to create the system operations control files (automation control file and
automation manager configuration file, needed for automation), processor
operations control file and NetView operator definitions. The BUILD command is
available from various panels of the customization dialog. For more information on
how to perform this step, refer to the manual [System Automation for z/OS Defining|
|Automation Policy} You can use the sample job INGEBBLD in the SINGSAMP
sample library.

— Note:
It is mandatory to use the SA z/OS customization dialog to create policy
objects for the resources you want to automate. Do not edit the automation
control files (ACF) manually.

A manually edited automation control file cannot be used to start SA z/OS.

Step 17B: Distribute System Operations Control Files

The system operations control files consist of the automation control file and the
automation manager configuration file. You need to make the control files available
to the automation agents and automation managers on the target systems. All
automation managers and automation agents within the same sysplex must have
access to the same system operations control files or a copy of them. You must
send the files to the target sysplexes and make the data available to the automation
agents and the automation managers. For the automation agents, it can either be in
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the DSIPARM concatenation or in a separate data set which has the same name as
that known to the automation manager. For the automation managers it can either
be placed within the automation managers’ current configuration data set or the
automation managers can be told to use a new configuration data set.

Step 18: Define Host-to-Host Communications
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SysOps ProcOps I/0 Ops
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VTAM definitions are required for both host-to-host communications and
host-to-workstation communications. This section of the installation addresses the
host-to-host communications.

Verify that your NetView APPL member is consistent with the steps that follow.
The host-to-host communications require:

* Defining each host as a CDRM
* Defining the host ACB

Step 18A: Customize the SYS1.VTAMLST Data Set

SysOps

ProcOps

I/0O Ops

W

W

Edit the member that defines NetView to VTAM and do the following;:

1. Include as many NetView operator subtask APPL statements as you defined
operators in the DSIOPF member of the NetView DSIPARM data set.

2. Include as many terminal access facility (TAF) APPL statements as there are
NetView operator subtask APPL statements. There are two types of TAF APPL
statements: operator and full-screen. The number of TAF APPL statements for
each type must match the number of NetView operator subtask APPL
statements. See Tivoli NetView for z/OS Installation: Confiquring Additional
Components for more details.

3. Define the NetView primary program operator interface task (PPT) as
AUTH=(NVPACE,SPO). This causes unsolicited VTAM messages to be
broadcast on the SSI and therefore be available to NetView. If, however, you
have another NetView defined as a primary program operator application
program (PPO), then it receives unsolicited messages first and messages do not
reach the secondary program operator application program (SPO) defined
NetView. See Tivoli NetView for z/OS Installation and Administration for