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HTTP Session Tracking

m ysed to maintain a 'session’ state in a stateless
connection (http)

= cookie holds a session key

m session key will be store together with an session
object at the server

= Session is managed with cooky or an modified
(rewritten) URL

= session has to be externalized
» when running in scalable mode
» when Network Dispatching is used

m Externalized Session Tracking uses DB2
connections and should be pooled

= There are more performant scalability options than
externalization
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HTTP Session Tracking (exter nalized)

Client Server / Servlet

=> | http get request.getSession

(create);

<= | sets cooky generates Session Key
http response

set-cooky FISH=Kh3422

. => | http get, cooky
FISH=Kh3422

Server: read cooky,retrieve
SessionObject using
SessionKey

<= | receives personalized

WebContent / Session

Context

Application retrieves
converstional data out of
SessionObject

http response

Session Session
Key Object
Kh3422 @h%yU&*(
L64KL3 )(*Gf$3!1~~?

Behind the scenes

x|

The zerver wtschS9oe: 387 R app=0

wizhes to zet a cookie that will be zent only back to itzelf
The name and value of the cookie are:
FishCake=9y1s0nUKMMUZIODTLIGIBU b

Do vou wizh to allow the cookie to be zet?

femn F B B B J B +--
SELECT * FROM WEBSRV. FI SHPOCLTABLE WTH R
_________ T T T e ok Cancel
ID PRCPI D APPNAVE
777777777 L T T L I L i I

9EWxI nNLKMM ZIxSNLI G buEi  sessi ont est . count er
9EWKXI NUKMM ZIXSNLI d buE  9EWXI nUKMM ZIXSNLI @ buEi | TSGsanp
9y1sOnUKMWLIZI CDTLI G bU b sessi ont est . count er
9y1sOnUKMWLIZI COTLI G bU b 9y1sOnUKMMZI COTLI @ bU b | TSCsanp

{}

SessionKey

0 2001-10-24-22. 28. 49. 013000

IyZfINUKMMGebNjXLIGIbpQi

serialized session
object
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WebSphere & http sessions

IHS
WAS

IHS
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WebSphere connection pooling

WebSphere Funktion for Was 3.02 and
WAS 3.5

= Minimizes the overhead of JDBC initiation
and termination to DB2

Will be implemented in JIDBC Type 2 Driver
Verstion 2

Should be used by applications for
performance reasons
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Connection Pooling in WAS

Client -
—_—

-
AEVTTIEETR

Incoming Request

1.WAS passes a user request to a servlet/App
2.The servlet requests a connection from the Mgr.

3.The Mgr get a connection from the pool and gives the
servlet/app a connection.

4.The servlet uses the connection to the resource
5.The resource returns data back

c . 6.The servlet return the connection to the Manager
onnection

Manager and the connection is returned to the pool
7.The servlet/App sends the response back

If a connection is not available

. . A The CM requests a new connection

B Adds the connection to the pool
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Create table for session objects

/I HALGER JOB ,
/1JCBLI B

/1 SYSPRINT DD SY! =*

DD DI SP=SHR, DSN=DSN610. SDSNLOAD
/1 CREAL  EXEC PQWFI KJEFTO1

/1 SYSTSPRT DD SYSQUT=*, DCB=BLKSI ZE=133

/1 SYSUDUVP DD SYSQUT=*
//SYSTSIN DD *
DSN SYSTEM DBS3)
RUN PROGRAM DSNTI AD)

PLAN( DSNTI A61) -

LI BRARY(' DB2V61S3. RUNLI B. LOAD )

END

/1 SYSIN DD *

CREATE TABLESPACE TRACKI NG | N DSNSD61A;

COMWM T;

CREATE TABLE WEBSRV. FI SHPOOLTABLE (

ID

PRCPI D
APPNAVE

LI STENERCNT
EXPI RES
LASTACCESS
CREATI ONTI ME

NMAXI NACTI VETI VE

USERNAVE

SVALL
MEDI UM

) I N DSNBDG1A. TRACKI NG

VARCHAR( 24)
VARCHAR( 24)
VARCHAR( 32) ,
SMALLI N,

TI MESTAMP,
TI MESTAMP,
TI MESTAVP,

| NTEGER,
VARCHAR( 256) ,

VARCHAR( 3595) FCR BI T DATA,
LONG VARCHAR FCR BI T DATA

NOT NULL,
NOT NULL,

GRANT ALL ON TABLE WEBSRV. FI SHPOOLTABLE TO PUBLI C

aow T,
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define to was.conf

sessi on. enabl e=true
session.urlrewiting. enabl e=fal se

sessi on. cooki es. enabl e=true

session. protocol switchrewiting. enabl e=fal se
sessi on. cooki e. nane=Fi shSessi onCooky

sessi on. cooki e. corment =" Wandas Sessi on Support"
sessi on. cooki e. maxage=-1

sessi on. cooki e. pat h=/

sessi on. cooki e. secur e=f al se

sessi on. cooki e. domai n=
session.invalidationti mre=180000

sessi on. t abl eover fl owenabl e=true
session. tabl esi ze=1000

sessi on. dbenabl e=t rue
sessi on. dbj dbcpool nane=Fi shPoo
sessi on. dbt abl enane=Fi shPool Tabl e

j dbcconnpool . Fi
j dbcconnpool . Fi
j dbcconnpool . Fi
j dbcconnpool . Fi
j dbcconnpool . Fi
j dbcconnpool . Fi
j dbcconnpool . Fi
j dbcconnpool . Fi
j dbcconnpool . Fi
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shPoo
shPoo
shPoo
shPoo
shPoo
shPoo
shPoo
shPoo
shPoo

. m nconnecti ons=10

. maxconnecti ons=40
.inuseconnectiontinmeoutmlliseconds=-1

.j dbcdriver=i bm sql . DB2Dri ver

. dat abaseur| =j dbc: db20s390: dbs3

.wai tforconnectiontineoutm||liseconds=30000
.idl econnectiontimoutm|liseconds=120000
.inuseconnectiontinmeoutm|liseconds=120000
. dat asour cenane=/j dbc/ Fi shPoo
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Are you JDBC pools active ?
http://myhost/ConfigViewer/showCfg?cmd=jdbcPool&jpool=FishPool
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JDBC Connection Fool Seltings

O P e CaO

B FiehP ool

Mindrmmn Murmber of O onme oHnms: 1k

Daximumm MNumber of Connectiens b

Wkt For Centiecthon Timeowt: ) seconds

Kadle Comapection Line om 120 secomds

To-ukse Comection Tiveour: ilisnhded

Divers oo, gl DB Dver
LEL: it el bl o300 Fhad
Uatasoarce MName: AdimsFishiP ool

JDBC Pool Monitoring Data

Fosel Name: FichFool
MMaxlmum Skee of ihe Connccilon Pool: i}
Cirrent Siee of the Connection Poal: 1
Free Commections i Paol: 1
MNumber of Begquesis $Wabthg for o Comoecibons: i
Number af Refused Canmectisns Requests L]
Mumber of Idle Connections Belenseds ik
umber of In-nse Connections Releaseds 1]
Tatal Number of Begueas Mrom e Pool: (i

o]

Total Mumiler of Saccessial lrarm the I'il'lll.:
R e T T TR
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HTTP Session Sample Servlet

/1 SessionSanple.java
inport java.io.*;
inport java.util.*;
inport javax.servlet.*;
inport javax.servlet.http.*;
public class SessionSanpl e extends H tpServl et

public void doGet (HttpServletRequest request, HttpServletResponse response)

throws ServletException, |CException
{
/1 Step 1: Get the Session object
bool ean create = true;

Ht t pSessi on sessi on = request. get Sessi on(create);

/Il Step 2: Get the session data val ue

Integer ival = (Integer) session.getValue ("sessiontest.counter");
if (ival == null) ival = new Integer (1);

el se ival = new Integer (ival.intValue () + 1);

sessi on. put Val ue ("sessiontest.counter”, ival);

/1 Step 3: CQutput the page
response. set Content Type("text/htm ");
PrintWiter out = response.getWiter();
out.println("<htnml>");
out. println("<head><title>Session Tracking Test</title></head>");
out. println("<body>");
out. println("<hl>Session Tracking Test</hl>");
out.println("You have hit this page " + ival + " tinmes" + "<br>");
out.println("Your " + request.getHeader (" Cookie"));
out. println("</body></htni>");
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Verifying WAS session tracking

#% Smsamnn Tracking Tast - Hetacape

Eil Edb Mew Qo Comeunicatee  Help
3| b pooeerke B Loceton]nnp 917 2 239676 ee e Sessicrsarale =] 3" wherzFeierad TN
| T

Session Tracking Test

You have hif this page 6 fimes
Your Do vou like this redbock 7, FishCake= 9700 KTTTEMMU O dH-1GEGpd

ol == | [Dacumant Donea
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