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Multilevel security and how it affects JES2

Job selection based on SECLABEL by system

Can be a subset of MAS members

New affinity based on (SECLABEL and 

SECLABEL extracting

SECLABEL for JES2 address space

ENF58 changes

Notify about printing progress

Other smaller enhancements 

JES2 Enhancements
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SECLABEL not active on all systems in a sysplex

Additional security rules require SDSF to have 
SECLABELs for rows

JES2 support for MLS

SECLABELs can be used in job selection process

SECLABEL for JES2 address space must be 
SYSMULTI

New RACF SETR option

Active based on SECLABEL member list 

SYSTEM SMF ids where seclabel is active

RACF checks fail if SECLABEL is not active

As if SECLABELdid not exist

MLS Security Enhancements
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New JES2 affinity mask

Built based on member list (SMF ids)

Applies to conversion and execution phase

JES2 listens to RACF ENF 62 which occurs:

RACLIST  -  SECLABEL class active

NORACLIST  -  Disable SECLABEL class

RACLIST REFRESH  -  SECLABEL class updated

SECLABEL by System
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SECLABEL by System

Function that limits where a SECLABEL is active is 
call SECLABEL by system
Security administrator can define a SECLABEL to be 
active only on certain members of a sysplex

Allows installation to separate work based on security 
classification while still sharing the RACF database
Activates the use of system-specific SECLABELs:

SETROPTS SECLBYSYSTEM 
SETROPTS RACLIST(SECLABEL) REFRESH 

When SECLBYSYSTEM is active
JES2 insures that no job is run on a member that does 
not have an appropriate SECLABEL active
If no system is available on which a job's security label 
is active, the job remains in the conversion phase
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To define system-specific SECLABELs

Adding a member list to the SECLABEL class profile

Member names are system SMF IDs

(for example SY4, SY7) containing 1-4 characters

SECLABEL named BATCHIMP as being active only on 
the systems with SMF system IDs SY4 and SY7 

Defining System-specific SECLABELs

RDEFINE SECLABEL BATCHIMP....ADDMEM(SY4,SY7) 
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CheckpointSY4

SY7SY8

SYSTEM Affinity
SCHENV Affinity
SECLABEL Affinity

SECLABEL Affinity with JES2 MAS
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Determining Available Systems
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Changed Commands for SECLABELs

$DJ command, SECLABEL_AFF=member
Displays the JES2 MAS members on which the 
SECLABEL for this job is available 

Only shown if the RACF SECLBYSYSTEM option 
active 
$DJ100,LONG or $DJ100,SECLABEL_AFF=member

$DJ, with the option DELAY is updated with SECLABEL 
delay as follows:

Displays the option delay reason why a pre-execution job 
will not enter execution and the new reason is:

SECLABEL - The security label (SECLABEL) assigned 
to the job is not defined as active on any member that 
is active 

$DMEMBER command updated with the MVS SMF ID, 
SMFID[=smfid] - Specifies that the SMF ID of the MVS 
image of the member is to be displayed   
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New Infoprint display function:

Web based SDSF like display

Only Infoprint managed jobs

Driven off ENF 58 and SSI calls

Implications for JES2:

Needed to know how much has printed

Wanted to show print progress like SDSF

Only for SYSOUT with client tokens

Issued when JES2 takes a checkpoint

Contains current counts for

Pages - Records - Copies completed 

ENF 58 Processing
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Miscellaneous Enhancements

1 byte console id elimination
JES2 has completed all its 1 byte console id 
elimination

JES2 command character in whoami SSI (54)
SSI updated with JES2 command character

New $DSERV macro
Customers requested easy way to access checkpoint 
data from non-main task exits

$PJES2/HASP607 message enhancements
Message now retained and updated as conditions 
clear

VER/REP enhancements
Access to JES2 data space (by data space name)
Deferred patch to CKPT data until CKPT is read

© Copyright IBM Corp. 2004. All rights reserved.

Miscellaneous Enhancements

Monitor/$TRACE IPCS support
Monitor data areas are now formatted

Formatting as tables not just CB formatting
Gives same information as monitor commands

Instorage $TRACE tables can be formatted
Some detailed formatting 
Most just dump data in trace entries
Makes running instorage JES2 traces much more 
useable

Multisystem JES2 dump enhancements
Some errors require dumps of other members - 
System with error not always the cause - performance 
problem
Added support to dump a subset of members

Added multi system dump to more error scenarios

JES2 - 13-14



ibm.com

International Technical Support Organization

© Copyright IBM Corp. 2004. All rights reserved.

z/OS Version 1 Release 5 
SDSF Enhancements
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SDSF's support for multilevel security 

Requires the SDSF SAF support to be used

Not available with SDSF's ISFPARMS 

SDSF does not explicitly prevent the use of ISFPARMS 
with multilevel security; if SAF is not active, 
authorization falls back to ISFPARMS 

SDSF's sysplex support - Device panels and browse 
which requires WebSphere MQ

Cannot be used in the multilevel security       

If already using the sysplex support     

Disable it by removing the server group definitions 
from ISFPARMS         

SDSF for V1R5 and MLS
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Whats New in SDSF Panel

From the SDSF primary option menu

Type in “HELP” or PF1 

Select option “1” from the “HELP” menu. 
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Multilevel Security Support

BCP and JES2 at z/OS V1R5 

 MLACTIVE option is active

 SAF is being used for SDSF security

 Not available when ISFPARMS is used for security 

 The appropriate SAF classes are active 

 SECLABEL 
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SDSF and SECLABEL Dominance

With MLS support

SDSF restricts rows displayed on panels using 
SECLABEL dominance 

RACROUTE REQUEST=DIRAUTH service

SDSF caches the results of the DIRAUTH calls so that 
dominance checks are reused

SDSF compares the SECLABEL of the object to the 
SECLABEL of the user - For example, to control a 
printer, the user would need: 

Access to the printer panel (PR command)

SECLABEL dominance over the specific printer

Authority to type an action character or modify a field 
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DA Panel Displays SECLABEL

Security label of the address space (column)        
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Select by DSID

On the JDS panel, the SELECT command now 
accepts DSID as a parameter

SELECT is a fast-path filter that temporarily overrides 
any existing filters                                                          
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Input Queue (I) from Primary Panel

Panel displays SECLABEL (column)
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DA Panel

Y action character issues a STOP (P) command
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