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HTTP Session TrackingHTTP Session Tracking

Used to maintain a 'session' state in a stateless connection (http)

Session id is stored together with an session object on the server

Session is managed with cookie or a modified URL (rewritten)

FormBasedLogin (LoginToken) requires HTTP sessions 

JSP's create HTTP sessions on default

Session object has to be externalized and made persistent
When multiple servers are used and no session affinity is available or enabled
and Application needs high availability for the HTTP sessions

Persistent  session tracking uses DB2 

Session affinity performs better than persistent session in DB2
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HTTP Sessions and WebSphere for z/OSHTTP Sessions and WebSphere for z/OS

Fully supports the HTTP Session state semantic proposed by the Java 
Servlet Specification V2.2

Allows multiple requests in the same session to execute concurrently 
within the same and among multiple Application Server instances

Makes use of a DB2 database as the mechanism for serializing access 
to and sharing HTTP Session State data

Supports maintaining HTTP session state data in-memory, all  request 
inside a Session has to end in the  Server Region where the session was 
created (Session Affinity)

Session API defined in the HttpSession interface
setAttribute(), getAttribute(), and others
See the javax.servlet.http package at 
http://java.sun.com/j2ee/j2sdkee/techdocs/api/index.html
getSession() is part of the HttpServletRequest interface

See also Java Servlet Specification, V2.2
http://java.sun.com/products/servlet/download.html
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<HTML>
<HEAD>
<TITLE>Session MaxInactiveInterval Test</TITLE>
</HEAD>
<BODY>
<H3>Test Buffering and Commit</H3>
<HR>
<%! static int junk = 101; %>
<% out.println("In Jsp");
// session.setMaxInactiveInterval(0); 
session.invalidate();
System.out.println("Is the page comitted to the client? +
                   <BR>Ans: "                           +
                   response.isCommitted());
%> 
<BR>Accessing static variable junk using the implicit page object 
<BR>
</BODY>
</HTML>

Session MaxInactiveInterval from Session MaxInactiveInterval from 
JSPsJSPs
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HTTP Sessions on WAS for z/OSHTTP Sessions on WAS for z/OS
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N

Session ID Session 
Object

Kh3422 @h%yU&*(
L64KL3 )(*Gf$3!~~?

Client Server / Servlet

=> http get request.getSession 
(create);

<= sets cooky generates Session Key
http response
set-cooky FISH=Kh3422

=> http get, cooky 
FISH=Kh3422

Server: read cooky,retrieve 
SessionObject using 
SessionKey

<= receives personalized 
WebContent / Session 
Context

Application retrieves 
converstional data out of 
SessionObject 
http response

S

SRSR

WebSphere Application Server

WebContainer

EJBContainer

SRSR

iiopiiop

httphttp

CR

S

HTTP Session Tracking with single SRHTTP Session Tracking with single SR

Session Object in memory:
session.dbenable=false (webcontainer.conf) 
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Limiting Server Regions Limiting Server Regions 

WebSphere Application Server

WebContainer

EJBContainer

SRSR

iiopiiop

httphttp

CR

Single Server Options:
IHS standalone + WebSphere 3.5 
WebContainer loaded
IHS standalone + WebSphere 4.0 plugin 
configured as WebContainer
WebSphere 4/5 runtime with limitation on 
Server Regions 

The use of MAX_SRS=1 /wlm_maximumSRCount=1  
may interfere with WLM processing which may cause 
application to experience difficulties and requires 
limiting total number WLM service classes
WLM application environment limit 
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Session in Memory are using JVM HEAP
Have multiple SRs to distribute session objects
Large Objects will cause GC
control sessions memory usage (and distribution) 
using

session.invalidationtime=<milliseconds>  (server side)
session.cookie.maxage=<milliseconds>  (client side)
session.tableoverflowenable=false
session.tablesize=<# session objects>

Allow many SRs if you have large session objects
Multiple SRs and Sessions in memory needs session affinity

WebSphere Application Server

iiopiiop

httphttp

CR

Session Objects in MemorySession Objects in Memory

SRSR
JVMJVM

S
S

S
S

heap

SRSR
JVMJVM

S
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S
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JVMJVM

S
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S
S

heap
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N

Client Server / Servlet

=> http get request.getSession 
(create);

<= sets cooky generates Session Key
http response
set-cooky FISH=Kh3422

=> http get, cooky 
FISH=Kh3422

Server: read cooky,retrieve 
SessionObject using 
SessionKey

<= receives personalized 
WebContent / Session 
Context

Application retrieves 
converstional data out of 
SessionObject 
http response

S

 DB2

Session ID Session 
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L64KL3 )(*Gf$3!~~?
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WebSphere Application Server
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httphttp
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HTTP Session Tracking with multiple SRsHTTP Session Tracking with multiple SRs

Multiple Server Options:
IHS scalable mode + WebSphere 3.5 
WebContainer loaded
IHS scalable mode + WebSphere 4.0 plugin 
configured as WebContainer
WebSphere 4/5 runtime without limitation on 
Server Regions 
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Sharing HTTP Sessions (1)Sharing HTTP Sessions (1)

Clients in Clients in 
sessionsession

DispatcherDispatcher

http CF DB2 
1

12

2

3

4
5

6
7

8

9

10
11

N
N

N

S

WebContainer

EJBContainer

SRSR

WebSphere Application Server

WebContainer

EJBContainer

SRSR

iiopiiop

httphttp

CR

WebContainer

EJBContainer

SRSR

WebSphere Application Server

WebContainer

EJBContainer

SRSR

iiopiiop

httphttp

CR

WebContainer

EJBContainer

SRSR

WebSphere Application Server

WebContainer

EJBContainer

SRSR

iiopiiop

httphttp

CR

S

S

Session Object in DB2:
session.dbenable=true (webcontainer.conf) 
session.persistenceversion=1
session.dbtablename=<database_name.table_name>

flush
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Sharing HTTP Sessions (2)Sharing HTTP Sessions (2)

Clients in Clients in 
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Persistent Session Objects
good for high availability
bad for performance 

retrieve
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Session AffinitySession Affinity
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One step furtherOne step further

wunderl@us.ibm.com
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Session Affinity to a specific Server Region Session Affinity to a specific Server Region 
inside a J2EE server instance (1)inside a J2EE server instance (1)

http

WLM server ID 
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ENCLAVE TOKEN
WLM SERVERID = XYZ

ENCLAVE TOKEN
WLM SERVERID = XYZ

WLM-Q WAS Server Regions

WLM SRV=ABC
WLM SC=FAST

Pull work

ET REQ

http req

Classify

WAS Control Region

SC=XYZ

ENCLAVE TOKEN
Service Class = FAST
WLM Server   = ABC

WLM Adress Space ManagementWLM Adress Space Management
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Session Affinity to a specific Server Region Session Affinity to a specific Server Region 
inside a server instance (2)inside a server instance (2)

HTTP Session Affinity in the WAS 4 Server Region
Session-in-memory is only possible when using cookies and the HTTP Transport 
Handler
Within a J2EE server instance, the CR can route requests for a specific HTTP 
session back to the server region maintaining the data for that session
The application can be executed within a J2EE server instance for which multiple 
server regions have been defined even if HTTP session data is being maintained 
in-memory

Session Affinity is not possible when using WebContainers in 
a scaleable IHS
Session Affinity is not possible when using the IHS and the 
WAS plugin to locate WebApplications
One cannot recycle server regions
NO PORTSHARING!
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WAS Session Affinity with multiple J2EE WAS Session Affinity with multiple J2EE 
Server instances (1)Server instances (1)
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WebSphere AE Web server plugin needed for session affinity,          
  support will come soon
Supported with WAS for z/OS 4.0.1, delivered as a PTF
Session affinity based on CloneID (server instance name)

 CloneID = <generic_server_name.sever_instance_name>
Generated by WebSphere and put into  session cookie

A Plugin that will run in the z/OS HTTP Server is planned for 
shipment with the W401409 maintenance release.

WAS Session Affinity with multiple J2EE WAS Session Affinity with multiple J2EE 
Server instances (2)Server instances (2)
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JSESSIONID  session cookieJSESSIONID  session cookie

 JSESSIONID =sessionID$wlmsrvID:cloneID
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Web server plug-in configuration Web server plug-in configuration 

Configuration file  (plugin-cfg.xml) is now generated by WebSphere

Web Server  starts plug-in based on  httpd.conf              configuration 
(done automaticaly during plugin       installation)

       LoadModule ibm_app_server_http_module                              

C:/WebSphere/AppServer/bin/mod_ibm_app_server_http.dll

httpd.conf points to the plugin-cfg.xml file

       WebSpherePluginConfig C:\WebSphere\AppServer\config\plugin-cfg.xml

ibm.com/redbooks
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WAS 501 plug-in filesWAS 501 plug-in files
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plugin-cfg.xml   (1)plugin-cfg.xml   (1)
<!-- LogLevel can be Trace, Warn, or Error. generates lots of output. -->
<Log LogLevel="Trace"   

<VirtualHostGroup Name="default_host">
      <VirtualHost Name="*:80"/>
      <VirtualHost Name="*:9080"/>
</VirtualHostGroup>  

<ServerGroup Name="HAplex">  
       

<ClusterAddress name="haplex1">
       <Transport hostname="202.5.10.10" port="8080"                           
                           protocol="http"/>  

</ClusterAddress>

    <Server CloneID="HAOASR2.HAOASR2A" Name="SC43">
               <Transport Hostname="10.1.6.1" Port="8080" Protocol="http"/>

</Server> 
     

<Server CloneID="HAOASR2.HAOASR2B" Name="SC50">
                    <Transport Hostname="10.1.6.3" Port="8080" Protocol="http"/>
          </Server>

<Server CloneID="HAOASR2.HAOASR2C" Name="SC52">
              <Transport Hostname="10.1.6.4" Port="8080" Protocol="http"/>
         </Server>
  </ServerGroup>

WS Server 
Name WS Instance 

Sysplex 
Distributor

Warning: this config 
was done with a 
non GA plug in
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<VirtualHostGroup Name="default_host">
      <VirtualHost Name="edgeplex.itso.ibm.com"/>
</VirtualHostGroup>

<UriGroup Name="default_host_URIs">
      <Uri Name="/PolicyIVP/*"/>
      <Uri Name="/servlet/*"/>
      <Uri Name="/webapp/examples/*"/>
      <Uri Name="*.jsp"/>
      <Uri Name="*.jsv"/>
      <Uri Name="*.jsw"/>
      <Uri Name="/WebSphereSamples/*"/>
      <Uri Name="/estore/*"/>                        
</UriGroup>

<Route ServerGroup="HAplex" UriGroup="default_host_URIs"             
VirtualHostGroup="default_host"/>

plugin-cfg.xml  (2)plugin-cfg.xml  (2)
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Browser Web Server
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http:edgeplex.itso.ibm.com/WebSphereSamples/TradeSample/welcome.jsp

WSES standby 
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web serverS.id- xxxxxxxxxx

app server app server

A B

app server app server

C D
session cache session cache session cache session cache

Affinity established on 
first access
Local Access to Cached 
Session Data

High Performance
Low cost of ownership (no-DB)
No Failover1.

low-cost, high perf, low integrity

higher-cost, high perf, high integrity
web serverS.id- xxxxxxxxxx

app server app server

A B

app server app server

C D
session cache session cache session cache session cache

DBDBDB

2.

Robust
Full Cluster Failover
Full App Server CPU Utilization
Fully symmetric design for 
failover
Impact of Writes to DB have 
been minimized (sync)
Cost of ownership
Cost to avoid DB-SPOF

Affinity (from first access)
Write through cache
DB Robustness
Programmatic Updates
Immediate or Time-based 
Updates
Time-based Invalidation

web serverS.id- xxxxxxxxxx

app server app server

A B

app server app server

C D
session cache session cache session cache session cache

app server JMS

low-cost, high perf, high integrity

3.

Same as above
Lower cost of ownership
(DB vs App Server)
Multiple Message Brokers to 
avoid SPOF

Same as above
JMS to AppServer 
running WebSphere 
Internal Messaging for 
Persistence

New in V5.0 

data replication servicesdata replication services
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Main performance improvements based on caching DB2 data and relying on 
affinity to access cache
Session server region affinity is a prereq
Database is no longer used to share the data across server regions, but is used 
as a backup in the event of failover, and as an overflow repository if the cache is 
full.
New session persistence implementation requires new DB2 tables and requires 
using the HTTP Transport (for affinity). 
New session persistence code is known as Persistence Version 2; Old code is 
Persistence Version 1 and is the default. 
This is set in webcontainer.conf session.persistenceversion property for WAS 
4 and is default behaviour in WAS 5
Session in memory always runs new code, but there are no known external 
behavior differences in the new implementation so customers won't know the 
difference.

Session Persistance updateSession Persistance update
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WAS5 settingsWAS5 settings
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WAS5 settingsWAS5 settings
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WAS5 settingsWAS5 settings
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Session Recovery / WAS 4Session Recovery / WAS 4

session.reaperinterval=<integer>
Specifies the interval, in seconds, at which the invalidator will run. So this is the 
interval in seconds how often invalid session objects will be deleted from 
memory.

 If this property is not set, or if the specified value is less than 30, the interval 
will be automatically calculated based on the session.invalidationtime 
property.

session.timebasedwrite=<true|false>
If true, database updates are done on a separate thread on a time interval 
specified by session.timebasedwriteinterval. If false, database updates are done 
at the end of every request. True will provide better performance but leaves a 
larger window for data loss in the even of failover. Default is false.

session.timebasedwriteinterval=<integer> 
Specifies the time interval, in seconds, at which session updates get written to 
the database by a background thread. Only applies if timebasedwrite=true. 
Default is 120.

session.persistenceversion=2
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Session Recovery / WAS 4Session Recovery / WAS 4

session.dbconnections=<integer>
Specifies the number of DB2 connections held by the session manager for its 
exclusive use. Holding connections will improve performance. If connections are 
held, the optimal number is the same as the number of threads in your JVM 
(default number of threads is 3). The default for this setting is 0 (don't hold any 
connections).

session.usingmultirow=<true|false>
If true, each session attribute will be written to a separate database row. If false, 
all data is written in a single row. If most session attributes are referenced on 
each request, or if all attributes are relatively small, false (single row) will result in 
better performance. Default is true.

session.writeallproperties=<true|false>
If true, all properties (i.e. attributes) are written to the database even if 
setAttribute() isn't called. This forces changes to objects already added to the 
session to always be written to the database. Default is false, which yields better 
performance. 

database parameters
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session.scheduledinvalidation=<true|false>
If true, specifies that sessions are to be invalidated at two specific hours of the day. 
HttpSession timeouts are not strictly enforced. Instead, all invalidation processing is 
handled at the configured invalidation times

session.scheduledhour1=<integer_between_0_and_22>
Specifies the first hour of the day (0-22) at which invalidation will occur if 
scheduledinvalidation=true.

session.scheduledhour2=<integer_between_1_and_23>
Specifies the second hour of the day (1-23) at which session invalidation will occur if 
scheduledinvalidation=true. 

batched deletion of invalidated objects 
in the DB
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JSP
session.setMaxInactiveInterval(3600)

Servlet
session.setMaxInactiveInterval(3600)

WebApp / web.xml
session-timeout    

WebContainer Conf
session.invalidationtime
(session.cookie.maxage defines how long the 
cooky lives on the browser side)

Session invalidation triggerSession invalidation trigger
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CREATE DATABASE SESSDB              
  STOGROUP SYSDEFLT                 
  CCSID EBCDIC;                     
                                    
CREATE TABLESPACE SESSTS IN SESSDB  
  USING STOGROUP SYSDEFLT           
  PRIQTY 512                        
  SECQTY 1024                       
  LOCKSIZE ROW                      
  BUFFERPOOL BP32K;                            

CREATE TABLE SESSDB.SESSIONS  (                       
  ID               VARCHAR(95) NOT NULL ,             
  PROPID           VARCHAR(95) NOT NULL ,             
  APPNAME          VARCHAR(64) ,                      
  LISTENERCNT      SMALLINT ,                         
  LASTACCESS       DECIMAL(19,0),                     
  CREATIONTIME     DECIMAL(19,0),                     
  MAXINACTIVETIME  INTEGER ,                          
  USERNAME         VARCHAR(256) ,                     
  SMALL            VARCHAR(3122)  FOR BIT DATA ,      
  MEDIUM           VARCHAR(28869) FOR BIT DATA ,      
  LARGE            BLOB(2097152),                     
  SESSROW          ROWID NOT NULL GENERATED ALWAYS    
  )                                                   
  IN SESSDB.SESSTS;                                   

                                  
CREATE UNIQUE INDEX SESSDB.SESS_INDEX ON 
SESSDB.SESSIONS 
      (ID      ASC,                                      
       PROPID  ASC,                                      
       APPNAME ASC);                                     

CREATE LOB TABLESPACE LOBOBJTS IN SESSDB              
    BUFFERPOOL BP32K                                  
    USING STOGROUP SYSDEFLT                           
    PRIQTY 512                                        
    SECQTY 1024                                       
    LOCKSIZE LOB;                                     
                                                      
CREATE AUX TABLE SESSDB.SESSIONSAUX                   
    IN SESSDB.LOBOBJTS                                
    STORES SESSDB.SESSIONS                            
    COLUMN LARGE;                                     
                                                      
CREATE INDEX SESSDB.SESSION_IX ON SESSDB.SESSIONSAUX; 
                                                      
GRANT ALL ON SESSDB.SESSIONS TO CBASRU1; 

create table, index and lobscreate table, index and lobs
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Best of all worldsBest of all worlds
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When developing new objects to be stored in the HTTP session, make sure to implement the Serializable interface. This en
the object to properly persist session information to the database. An example of this is:public class MyObject implements 
java.io.Serializable {...}  Without this extension, the object will not persist correctly and will throw an error. 
When adding Java objects to a session, make sure they are in the correct class path. If Java objects will be added to a sessio
sure to place the class files for those objects in the application server class path or in the web application path. In the case of sessio
clustering, this applies to every node in the cluster. Because the HttpSession object is shared among servlets that the user might ac
consider adopting a site-wide naming convention to avoid conflicts. 
Do not store large Object graphs in HttpSession. In most applications, each servlet requires only a fraction of the total session d
However, by storing the data in HttpSession as one large object, an application forces WebSphere to process all of it each time. 
Release HttpSession objects when you are finished. HttpSession objects live inside the Web container until: 

The application explicitly and programmatically releases it using javax.servlet.http.HttpSession.invalidate(); quite often, programmatic 
invalidation is part of an application logout function.
The application server destroys the allocated HttpSession object when it expires (default is 1800 seconds or 30 minutes). When session
persistence is used, the application server can maintain only a certain number of HttpSession objects in memory. When this limit is reac
The application server removes the least recently used session entries from the cache to make a room for new ones. If Allow Overflow i
enabled, the product also uses an overflow memory table to cache the entries when there is a racing condition for a entry in the cache. 
product makes its best effort to keep the cache at base memory size. 

Do not try to save and reuse the HttpSession object outside of each servlet or JSP. The HttpSession object is a function of the
HttpRequest (you can get it only through req.getSession() ), and a copy of it is valid only for the life of the service() method of the se
or JSP. You cannot cache the HttpSession object and refer to it outside the scope of a servlet or JSP. 
Session clustering requires an affinity mechanism so that all requests for a particular session are directed to the same Jav
Virtual Machine (JVM) in the cluster. This conforms to the Servlet 2.2 Specification in that multiple requests for a session cannot 
in multiple JVMs. One such solution provided by IBM WebSphere Application Server is Session Affinity, which is available as part o
WebSphere plug-ins for Web servers. If one of the servers in the cluster fails, it is possible for the request to be rerouted to another 
server in the cluster. The new server can access session data from the common SESSIONS table. This is transparent to the servlet
browser, and user. This helps to achieve a greater use of the in-memory cache and reduces hits to the session database. 
Use <% @ page session="false" %> to turn off the automatic session creation from the JSPs that won't update the session. Use 
<%HttpSession session = javax.servlet.http.HttpServletRequest.getSession(false);%> to get the already existing session

 Best practices for session programming Best practices for session programming
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HTTP session vs. stateful Session BeanHTTP session vs. stateful Session Bean
 
http session state in memory are obtained on each http interaction through getsession calls. One  can store 
arbitrary information in the http session.  The session gets cleaned up after a designated unreferenced time.    
The reaper thread if implemented well does not usually pose a performance issue. HTTP session objects are 
an artifact of the HTTP communication channel.  As such they bind your application code to an HTTP port of 
entry (when you decide to move to web services they will be in the way). They should be used for managing 
presentation only and not business logic

stateful session beans are obtained via explicit create, they are accessed as an EJB is and have a higher 
overhead to gain access to them.  This is because they implement things like security, transactions, etc.  The 
bean attributes are predefined and typed. There is a stateful session bean reaper which does not incur a lot 
of overhead either.  A stateful session bean has similar properties to an HTTP session but binds you closer 
to IIOP (their value is to get you back to the same server instance as well). EJB containers pools stateless 
session beans and reuses them to service many clients. Stateful session beans can be passivated and 
reused for other clients. But this involves I/O bottlenecks. Because a stateful session bean caches client 
conversation in memory, a bean failure may result in loosing the entire client conversation

HTTP session (in memory) are usually the better performer
Servlet HTTP session will be the most suitable choice if the clients talk to the EJB application via HTTP. 
Serialization of HTTP sessions is as least as costly as the DB2 part of that externalization work 
use only memory, so software cost stays stable
HTTP SOs live in the heap, big HTTP SOs means big heaps and at one point many server regions, watch GC
Implementing statefulbehavior (HTTP or SFSB)  limits WAS ability to do workload balancing.  Designs that do not 
require this are much prefered as they provide a much better scaling experiencest

Stateful Session Beans are performance wise compareable to externalized HTTP SOs (Persistance V1)
Stateful session beans should be used when the EJB application is also accessed by non http application client 
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externalized HTTP session and  in-memory externalized HTTP session and  in-memory 
stateful Session Bean stateful Session Bean 
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in-memory HTTP session and  in-memory in-memory HTTP session and  in-memory 
stateful Session Bean stateful Session Bean 
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HTTP session vs. stateful Session Bean HTTP session vs. stateful Session Bean 
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SummarySummary

Keep Sessions in memory for performance 
Keep Session Objects Small
Session Affinity has to be available at various stages of the 
distribution mechanism
WebSphere Edge Server with CBR enabled does the same 
thing
For High Availability keep sessions also in DB2, but only with 
the new performance improvements and session affinity!
See Redbook 'Enabling High Availability eBusiness on 
zSeries', SG24-6850
http://www-1.ibm.com/support/techdocs/  for a nice description 
on the whole session management story
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Notes


