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Designing Enterprise WebSphere
Topologies

Do you need to understand how to find the right topology for your
WebSphere Application (server)? Do you want to know how to
integrate your Application Server topology into the existing
networking infrastructure and DMZ? Do you want to learn about
deployment options, and the reality of Web component offloading?
Do you want to verify that the topology you are using right now is
based on the right assumptions?

In this session we cover all these areas, providing helpful answers
to these questions and discussing the new integration capabilities
provided by the Trust Association Interceptor and the WebSphere
Plug-in running on the IBM HTTP Server on z/OS. We also discuss
infrastructure support for applications needing HTTP sessions.
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Objectives

= The architectural challenge

=Generic architecture disCUSSIONT xdmses
=The DMZ

m\WebSphere logical elements
= Applications Topology and integration
mz/OS Compatible Implementations
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The challenge

=Your Job: Designing a 'best fit' topology and to
keep everybody happy?
=Given Facts:
» Existing Infrastructure to plug into
» Application and its topology including backend(s)
» Quality of service requirements (characteristics)

» Budget
g Intranets Directory .
- & Security ‘@
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Web
Presentation

Edge Servers

Servers

Data
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Application | gl
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Internet /
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Performance & Horizontal Scalability

Session in
Memory

»white space
computing
- orHTTP

» workload

management
» Quality of
Service
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High Availability / Vertical Scalability
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EDGE & Portal  EpGEe
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Frame works, APIl's & Functions

IDE Workbench Presentatlon

deploy
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Systems & Change Management,
Operation, Automation

Systems
Management

=——xCFramework —

Operational
Focal Point
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Functionality

'/3(& » Operating System Support
- l;,/L - » frameworks
Y % » collocated applications
<“ N > ...
r o N ~'_ »Hardware support
,/L S > crypto
{_L (\/ _ » streaming
o ©® » biometrics
s > ...
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Cost
» Typical approach

»reduce # servers
»reduce staff

» reduce software cost
» use cheap hardware

EDGE Web & Portal EIS
WebApp
EJB on Linux

|

o= —- -1

»typical mistake: long
term cost not really
considered
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Topologies: Realistic View

> it is a compromise, keep everybody happy

» most probably, not all expectations can be met

> its a iterative process to define a solution that fits
all

«&® Redhooks
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The Edge

The term “edge of network” brings to mind different concepts and various
network locations for different groups. For instance, the Sun Microsystems
whitepaper Efficiency Gains at the Edge of the Network states:

“The edge of the network is the gray area between edge routers
and the Tier 1 Web servers of the data center. It is here that,
between a packet’s arrival and its entry into the server room,
intelligent networking and security functions can be implemented
to optimize the flow of traffic in and out of the data center in
order to achieve higher service levels at lower costs. These
specialized functions include traffic management activities such
as load balancing and priority processing, security measures
such as firewalls and cryptography, and availability features
such as redundant components and failover support.”
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What is the edge ?
» Any Network boundary. A DMZ has an edge, too.
» Services access from outside
» Network appliances, router, bridges, switches
» Thin servers, stackables, services, infrastructure
» Firewall(s), Between Firewalls a DMZ
» Proxy, Socks, NAT, Virus scan, IDS
» Caches
» Dispatcher
» Applications
» Servlet Response Caching
» QoS
» Authentication and Access Control
» Directories
» Content Filter
» Application Offload
» Content Redistribution
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The DMZ, a realistic view

inside behind
proxy Static Web » Application Server & Portal
socks Registry » Business Data
sc?reen Transcoder »don't separate logical entities
Virus (Web Adispatcher and dispatched
IDS Container) A Web & EJB Container
Portal

» Don't follow blindly some out of the box concepts

»Don't mix up the layers (no need to protect dispatcher & switches)

» |t is @ combination of services, It is a compromise

» It is exposed, expose what is exposable, Its a DoS buffer, It's a barrier
» |t is a building block
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Network Topologie: Summary

In most cases the network topology is already in place
» Intranet, Extranet, Perimeter with edges
»...where you plug-in your WebSphere topology

»...according to some given rules set by the edge
implementation

Design you WebSphere topology plugable

»flow protocols according to your edge implementation (HTTP
vs [IOP)

» You might need to plug into given topology services:
» SSL termination
» Proxy (reverse and caching), intelligent routing (CBR)
» Authentication & Authorization
» You need to decide if you trust in the existing topology

@ Redhooks =i comrathooks
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Define Your Security Requirements

Understand your security needs
e Identifying and prioritizing
e Design plans to provide effective, efficient solutions
e Awareness of vulnerabilities and weaknesses

e Balance security with other competing priorities
= Technical feasibility
— Performance
— Cost of security solutions (implementation, training, managing, etc.)

Validate if your implementation fits your needs
e Thought experiments
e Swipe
e ethical hacking
e discussion

@ Redhooks [iihicom rgibooks |
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How Much Security Do You Really Need?

Guidelines

e |ts tempting to build a bullet-proof, stringently secured systems
—Be sensible/practical, do whats possible and manageable
e Evaluate existing security
— Platform security (Operating System)
— Network and WebSphere security
e New emerging technologies
= The Java 2 security and J2EE security
= Must first understand the pros and cons of functions/features
e Evaluate risks tolerance level and risk management
— Ask the question
=What is the cost of compromised security
e Do business only with Partners and Suppliers you can trust
— Taken proper security measures

@ Redhooks Bl comiscboors |
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Apply J2EE Programing Model to Security

J2EE programming model conformance
e Simplify development and flexible deployment of web apps
e Platform neutral, separation of roles and responsibilities

e Adopt and implement industry standards and APlIs
— Declarative security and programmatic security

= If declarative security alone does not address the security model of an
application - use the supported programmatic security APIs

e Avoid elaborate business logic that makes security access decisions
e Considerations for forward and backward compatibility
e Think of portability, interpretability, extendibility and maintainability

@ Redhooks i comrétbooks
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Keep it Simple

Simplify complexity
e Take advantage of security capabilities from the
= Operating System
= Network infrastructure
—WebSphere
—The new Java 2 and J2EE security
—...and use only what you really need
e Use and reuse trusted components
= Already invested in securing the network and Operating System
e Invest in industry standards
—Firewall technology
— Declarative and Programmatic securities

e Don't spend a million to protect a dime

«@ Redhooks Bifl.com/rétbooks
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Key Decisions

» How expensive would be a penetrated application/system?
» What topology do you live in? (how much can | spend)
M Intranet / Internet / base /cluster
» Local/ Custom Registry/ forwardable credentials
» Where do you authenticate?
Emreverse proxy, 3rd party, local IHS, local TH
»SSO, GSO, TAI, LNA, trust
» How do you authorize?
M local, remote, programmatic
» EJBROLES, Tivoli authorization, PDWAS
»What resources do you access?
m Backends with end 2 end security
m Other application servers
m OS resources
»end-2-end, auditing, sync2, trust

«@® Redbooks il com/retibooks |
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Security Layers

Another system

Network

Web client Reverse
Proxy

server

WebSphere:
Web Authentication EJB

Container Container

WebSphere:
Authorization

Security
WebShere

configuratio JCA Connectors

Resgs and JDBC
ConicllSy Providers APls

Security
Policy

system
security

Thread Security
(SynchtoOSThread)

Transport

Policy file
Layer

permissions

Class O

loading

crypto support

Message
Integrity

Encryption
- Decryption
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A quick and incomplete guidance: Security
options
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Summary

Focus on

e Understand security objectives
e Choose technologies wisely

e Getting the right people involved

—The architects, the developers, the deployers and the administrators
e Balance security with other competing priorities
e No silver bullet

e Validate / penetrate

«&® Redhooks
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Tiers: J2EE Architecture Model

The J2EE application model defines the following multiple
logical tiers:
e Client tier - web browser or fat client
e Web tier - HTTP server (static contents), presentation layer
(dynamic contents), and controller function
e EJB (Enterprise Java Bean) tier - business logic and data
access
e EIS tier - backend for existing data and transactions

] . ]
Client Tier , WebTier i EJBTier | EIS Tier
' Controller l |
_ ' ¥y B Existing
Client i . EJB ;\—-> Data or
Browser ' \‘___/ Transaction
: Model
'
]
]
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Why Multiple Tiers?

T - T
Client Tier : Web Tier : EJBTier . EIS Tier

Existing
Data or
Transac tion

Client
Browser

e M-V-C pattern is a multi tiered J2EE architecture

e | ooser coupling
- J2EE Packaging
- Component reuse
- Separated, well defined responsibilities

e Different tiers have different QoS and resource requirements
- Different tiers can be scaled separately (horizontally and
vertically)

e Best practices seem to indicate a separation of containers and

FifibdksPProPriae fin.comgibooks |
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Hybrid or Integrated Application Runtime ?

=You have a variety of choices how to physically
implement your appliation tiers.
m|t boils down to the questions
» Should one head for an integrated or a
(semi)hybrid deployment
» For the hybrid (multiple physical)deployment:
e Where do | split my applications, how do |
map logical to physical tiers?
e How do | interconnect my applications
components?

@ Redhooks i comrétbooks
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spreading out

o [f?
- Integrated or (semi)Hybrid
e cross memory vs network
« simplicity vs complexity
« flexibility, pluggability
e cost

e How?
— Hybrid (true multi tier):

« supported by the application?

* supported by your tools?

« inter component connection:
 HTTP
- lIOP
« SOAP
« Hipersockets

« the connection characteristics:
« 'session’ binding
« scalability
* security
« WLM support
« performance
« availability

«&® Redhooks
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Web Tier
Controller

Client Tier EJB Tier

Client
Browser

Servlet

EIS Tier

Existing
Data or
Transaction

e Where?

- Physical / Logical tier mapping

- static, dynamic
- Web/EJB Container

— Session Bean/Entitiy Bean

I Bim.com/retbooks
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(typical) Physical Implementations

Server Tier

2-Tier Physical Architecture

Client Tier

@ Client
| Browser

Controller

Existing
Data or
Transaction

Servlet

e-Server

View

3-Tier Physical Architectures

Web/EJB Tier EIS Tier
Client Tier
Controller
@ Client | B
ata or
Browser < Transaction
View e-Server e-Server
Web Tier EJB/EIS Tier
Client Tier Controller
@ Client e @ Bising
ata or
Browser < Transaction
- Model
e-Server
View e-Server
«® Redbooks i
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Physical 2-Tier Implementation

Client

*1BM HTTP Server is serving as a passthru and not being counted as a tier.

2-Tier Implementation with Redundancy

2-Tier Implementation

*IBM HTTP Server

*IBM HTTP Server

Client

* Network
Dispatcher

*IBM HTTP Server

*IBM HTTP Server and Network Dispatcher are serving as passthrus and not

being counted as tiers.

@ Redhooks
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WebSphere for z/0S

EJBContainer,

‘WebSphere for z/0S

SR

EJBContainer,

WebSphere for 2/0S

Physical 3-Tier Implementation

Client

3-Tier Implementation

*IBM HTTP Server

IBM HTTP Server is serving as a passthru and not being counted as a tier.

3-Tier with Implementation

Redundancy

——

* Network

Dispatcher

Client

*IBM HTTP Server

*IBM HTTP Server

IBM HTTP Server and Network Dispatcher are serving as passthrus and not being counted as tiers

Loss of RRS support

«&® Redhooks
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Physical 4-Tier Implementation

4-Tier Implementation

[

*IBM HTTP Server =
AT

Client

IBM HTTP Server is serving as a passthru and not being counted as a tier.

4-Tier with Implementation
Redundancy

[

*1BM HTTP Server
————

* Network
Dispatcher

*1BM HTTP Server

Gient Bl

IBM HTTP Server and Network Dispatcher are serving as passthrus and not being counted
as tiers
Loss of RRS support

«&® Redhooks
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WebSphere for z/0S

WebSphere for 2/0S

SR
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2-, 3-, and 4-tiered Infrastructures

Tier 1
Browsers Tier 2

ISP
= =
= Internet E
Web Server

Web Container
EJB Container

Browsers Tier 2 Tier 3

EJB Container
(Business Logic)

ISP
2o b
Web Server

Web Container

Browsers j
ISP Tier 2
)
— g Internet
Web Server Web Container
EJB Container
(Business Logic)
Tier 2
Browsers Tier 3

Tier 3

PE‘ Database

Server

Enterprise
Information
Systems

Tier 4
\r Database
Server

Enterprise
Information
Systems

Tier 3

Database
Server

Enterprise
Information
Systems

Tier 4

Database
Server

i i

Web Server Web Container EyB Container
(Business Logic)

ISP
i
5}! Internet

«&® Redhooks

* Not counting the client tier
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Its (almost) all about plug-ins

Reverse
Proxy

WebSphere

S WebSphere
plug-in -

HTTP Server HTTP WebSphere for z/OS

httpd.conf
plugincfg.xm - HTTP protocol sanitation

- Workload Distribution

HTTP Plug-In - SSL endpoint

> |HS for z/OS
> IS (windows only)

- HTTP session support

> |HS Http Server 1.3.X - Fragment CaChing

»APACHE 1.3.X
»APACHE 2.X
»Domino 5.0.X

»|Planet 4.X

- Authentication
- DMZ Integration

» |Planet/SunOne 6.X

@ Redhooks 1
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Plug-in: protocol sanitation

HTTP Server WebSphere for z/OS
CR SR
WebContainer
\: WebSpt_]ere Clean »
Pugin [T HTTP 1.1
e 4

EJBContainer
Licp | @

@ Redhooks S i comicbooks |
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Plug-in: workload distribution and HTTP
session support

SR

CR

SR

CR

»Weighted Round
Robin

» Primary/Backup

Servers

SR

CR

SR

CR

DNS WebSpherg Edge Server IHS / Plug-In WAS 2/0S
Network Dispatcher
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HTTPS Endpoint

W J2EE Server Instance
Pl private
-Y —]

| trusted |

uClient Certificate returned from SSL Handshake
=Client Certificate info passed to Server Region via private headers with request
» Certificate passed if running in BBOC_HTTP_SSL_MODE=INTERNAL / TrustedProxy=true.
The Plugin will pass any needed certificate info via HTTP headers

=CB.BIND provides addition level of security/verification on HTTP SSL Transport connections
and enforces that all SSL connections have a client certificate and the user ID associated with
that client certificate has RACF CONTROL authority for CB.BIND.servername.
» BBOC_HTTP_SSL_CBIND=ON/OFF / protocol_https_mutual_auth_cbind_check=true/false
» PERMIT CB.BIND.servername CLASS(CBIND) ID(clientCertUserid) ACCESS(CONTROL)

@ Redhooks S il com raibooks
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Fragment Caching / ESI (Edge Side Include)

/

z/0S

WebSphere Application Server

HTTP Server

WebSphere
plug-in

® oo 3I<a

| TCP/IP |

Allows the plugin to cache app server responses and cut down on the number of transactions that have to go to
app server. The basic operation of the ESI processor is as follows: When a request is received by the Web serve
plug-in, it is sent to the ESI processor, unless the ESI processor is disabled. It is enabled by default. If a cache m
occurs, the request is forwarded to the WebSphere Application Server. If the dynamic servlet cache is enabled in
the application server, and the response is edge cacheable.
For each ESl include tag in the body of the response, a new request is processed such that each nested include
results in either a cache hit or another request forwarded to the application server. When all nested includes hav
been processed, the page is assembled and returned to the client.

@ Redhooks St comirgibooks |

© Copyright IBM Corp. 2003. All rights reserved.




DMZ Integration

Authentication
Proxy HTTP Server HTTP WebSphere for z/0S
SR
—_ S WebSphere
plug-in ’

EJBContainer

»HTTP is supported by all Firewalls
» Plug-In hosts no critical data

«® Redbooks 0 Libin.com/refibooks |
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Major Architectural Building Blocks

»\WebServer

»WebSphere HTTP Plug-in

»\Web Container / EJB Container
» Nodes, Cells, Servers

» Firewall & Edge Stuff

» Backend

» Workload Distributor

» Remote/Local Registries

» Trust Association
» Public Key Infrastucture
«® Redbooks Bin.com/rétibooks |
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Major Architectural Decision Points

»share, replicate, copy/sync, r/o , riw
» proc, parm, content, conf, extendend conf
(tclass.map, keyring) racf, jes, logs,
websphere Ipp, root, database, sessions...
»sharing is
» costly from performance point of view (R/W)
»adds SPOFs
»is very good for administration
»is difficult for rolling upgrades
»should be designed with SLAs in mind
» and alternate recovery options (HW, SW)

«@® Redbooks fith.com/rédbooks |
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Major Architectural Decision Points

» clone/replicate/cluster servers

» horizontal or vertical scaling
»integrated or hybrid deployment
»inter component communication

» physical tier platform decision

> session awareness/intelligent spraying
»local or remote security

» systems management

@ Redhooks =il com rdibooks
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Topology Elements WAS 4

Outer cluster
sysplex >
Inner cluster
within one
z/0S image ‘ '

II2II
Inner clusTer'
on same or
different
image

sharmg the config
Q@ Redlioors -l repository: NODE |
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Topology Elements WAS 5

sys1 sys2
1

sYs3

] ]
Node A I 1
|
EDE| B
NodeC | |
N l- | cr2
-t
|
NodeD -
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WAS 5 z/OS topology flexibility
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Patterns: generic topology
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generic topology - z/OS mapping
(integrated scenario)
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virtualized semi integrated zScenario
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virtualized semi integrated HA zScenario
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virtualized semi integrated single z/OS
image zScenario
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virtualized semi integrated Sysplex
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fully integrated Sysplex HA zScenario
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mix and match environment
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Plugins, Firewalls and DMZ
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Details & Variations:
Using RACF as a remote user registry
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Details & Variations:
Using any remote user registry / TAI

weseeeee | TrUSt Association Interceptor

Server

il PrivateHTTP Headers

L7
HTTP 1.1 get/ PRIVATEHEADER:USER:LOTTE
Coening
proxy AT z/0S
[lcer
WebSeal
Plug-In

'@ Redhooks e comcibools

© Copyright IBM Corp. 2003. All rights reserved.

Details & Variations:
Using any remote user registry / CUR

Custom User Registry
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Details & Variations:
on platform static file offloading
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Details & Variations:
off platform static file offloading / SMB
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Details & Variations:
off platform static file offloading / copy
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Details & Variations:
on & off platform caching
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DMZ AuthC, LNA, Session in Memory
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