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Objectives

=HTTP Sessions Overview
=Single Server Session
=Multiple Server Session
=Session Affinity

=WebSphere AE Plugin
=Sessions in DB2 Performance

=Summary

«&® Redhooks
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HTTP Session Tracking

= Used to maintain a 'session’ state in a stateless connection (http)
= Session id is stored together with an session object on the server
= Session is managed with cookie or a modified URL (rewritten)
= FormBasedLogin (LoginToken) requires HTTP sessions
= JSP's create HTTP sessions on default
= Session object has to be externalized and made persistent
-When multiple servers are used and no session affinity is available or enabled
-and Application needs high availability for the HTTP sessions

= Persistent session tracking uses DB2

= Session affinity performs better than persistent session in DB2

«@ Redhooks fih com/retibooks |
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HTTP Sessions and WebSphere for z/OS

=Fully supports the HTTP Session state semantic proposed by the Java
Servlet Specification V2.2

= Allows multiple requests in the same session to execute concurrently
within the same and among multiple Application Server instances

=Makes use of a DB2 database as the mechanism for serializing access
to and sharing HTTP Session State data

= Supports maintaining HTTP session state data in-memory, all request
inside a Session has to end in the Server Region where the session was
created (Session Affinity)

=Session API defined in the HttpSession interface
-setAttribute(), getAttribute(), and others
-See the javax.servlet.http package at
http://java.sun.com/j2ee/j2sdkee/techdocs/api/index.html

-getSession() is part of the HttpServietRequest interface

=See also Java Servlet Specification, V2.2
-http://java.sun.com/products/serviet/download.html

«@® Redbooks fith.com/rédbooks |
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Session MaxInactivelInterval from
JSPs

<HTML>

<HEAD>

<TITLE>Session MaxInactiveInterval Test</TITLE>

</HEAD>

<BODY>

<H3>Test Buffering and Commit</H3>

<HR>

<%! static int junk = 101; %>

<% out.println("In Jsp");

// session.setMaxInactivelInterval (0);

session.invalidate () ;

System.out.println("Is the page comitted to the client? +
<BR>Ans: " +
response.isCommitted()) ;

%>

<BR>Accessing static variable junk using the implicit page object

<BR>

</BODY>

</HTML>

@ Redbooks L
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HTTP Sessions on WAS for z/OS

Clients in
session

&

s

7
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HTTP Session Tracking with single SR

&

i
!

|

-

Client Server / Servlet

http get request.getSession
(create);

sets cooky generates Session Key

http response
set-cooky FISH=Kh3422

http get, cooky
FISH=Kh3422

Server: read cooky,retrieve
SessionObject using
SessionKey

receives personalized
WebContent / Session
Context

Application retrieves
converstional data out of
SessionObject

http response

Session Object in memory:
> session.dbenable=false (webcontainer.conf)

«&® Redhooks

WebSphere Application Server

SR

WebContainer
EJBContainer

Session ID

Session
Object

Kh3422

@h%yU&*(

L64KL3

)(Gi$3I~~2
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Limiting Server Regions

= Single Server Options:
» IHS standalone + WebSphere 3.5
WebContainer loaded

» IHS standalone + WebSphere 4.0 plugin

configured as WebContainer

» WebSphere 4/5 runtime with limitation on

Server Regions
+ The use of MAX_SRS=1 /wim_maximumSRCount=1
may interfere with WLM processing which may cause

application to experience difficulties and requires
limiting total number WLM service classes

+ WLM application environment limit

«&® Redhooks

WebSphere Application Server

http

SR

WebContainer

~ Bl com/redbooks
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Session Objects in Memory

WebSphere Application Server

= Session In Memory are using JVVi HEAP
» Have multiple SRs to distribute session objects
» Large Objects will cause GC

» control sessions memory usage (and distribution)
using
+ session.invalidationtime=<milliseconds> (server side)
+ session.cookie.maxage=<milliseconds> (client side)
+ session.tableoverflowenable=false
+ session.tablesize=<# session objects>
» Allow many SRs if you have large session objects
» Multiple SRs and Sessions in memory needs sessio

@ Redbooks S i.comgibooks |

© Copyright IBM Corp. 2003. All rights reserved.

HTTP Session Tracking with multiple SRs

WebSphere Application Server

Client Server / Serviet
=> | http get request.getSession
(create);
<= | sets cooky generates Session Key
N http response
6 set-cooky FISH=Kh3422
€ =>| http get, cooky Server: read cooky,retrieve
— FISH=Kh3422 SessionObject using

i
u

SessionKey

‘l
A
n

r er i
WebContent / Session
Context

Application retrieves
converstional data out of
SessionObject
http response

Session ID

Session
Object

= Multiple Server Optio‘ns:

Kh3422

@h%yU&*(

» IHS scalable mode + WebSphere 3.5

WebContainer loaded

» IHS scalable mode + WebSphere 4.0 plugin

configured as WebContainer

» WebSphere 4/5 runtime without limitation on

Server Regions

«&® Redhooks
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Sharing HTTP Sessions (1)

Clients in
session

Dispatcher

= Session Object in DB2:

» session.dbenable=true (webcontainer.conf)
> session.persistenceversion=1
> session.dbtablename=<database_name.table_name>

«&® Redhooks

it comraibooks
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Sharing HTTP Sessions (2)

Clients in
session

m Persistent Session Objects
» good for high availability
> bad for performance

«&® Redhooks
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Session Affinity

standby
R

Network
Dispatcher

O
S

SR
CR

SR

SR
CR

SR

Session
Awareness

SR
CR

SR

SR
CR

HTTP Proxy {—%

WAS z/0OS

@ Redhooks BT comicbooks
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One step further
session session
IHS | D) R

JSessionID

«&® Redhooks
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Session Affinity to a specific Server Region
inside a J2EE server instance (1)

WebSphere Application Server

http

tschd.itza.ibm.... JSESSIONID
wizchA tenibm,. . Linal oken e

Infarmation about the selected Cookie

MName: JSESSIOMID

Cantent: 00002xaPy 5090 el an/l<pGEBI0ADTI094884
Host: wtzchi itzo ibm.com
Path: /

@ Redbooks - - i comiiboors |
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WLM Adress Space Management

WAS Control Region WLM-Q WAS Server Regions
WLM SRV=ABC
g—_» Classify WLM SC=FAST
e oy
ENCLAVE TOKEN
ET REQ Service Class = FAST — >
http req A WLM Server = ABC
|
\ |

@ Redhooks = ilicom rdibooks |
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Session Affinity to a specific Server Region
inside a server instance (2)

=HTTP Session Affinity in the WAS 4 Server Region

- Session-in-memory is only possible when using cookies and the HTTP Transport
Handler

- Within a J2EE server instance, the CR can route requests for a specific HTTP
session back to the server region maintaining the data for that session

- The application can be executed within a J2EE server instance for which multiple
server regions have been defined even if HTTP session data is being maintained
in-memory

= Session Affinity is not possible when using WebContainers in
a scaleable IHS

= Session Affinity is not possible when using the IHS and the
WAS plugin to locate WebApplications

= One cannot recycle server regions
=NO PORTSHARING!

«® Redbooks LiBih.com/rethooks |
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WAS Session Affinity with multiple J2EE
Server instances (1)

Clients in
session

FI
S

Session cookie name has {¢
be JSESSIONID

@ Redhooks Uil comrétboos
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WAS Session Affinity with multiple J2EE
Server instances (2)

=WebSphere AE Web server plugin needed for session affinity,
support will come soon

= Supported with WAS for z/OS 4.0.1, delivered as a PTF

= Session affinity based on ClonelD (server instance name)

- ClonelD = <generic_server_name.sever_instance_name>
- Generated by WebSphere and put into session cookie

~A Plugin that will run in the z/OS HTTP Server is planned for
shipment with the W401409 maintenance release.

Server Operating System

Webserver Win2KINT AlX HP-UX  Sun Solaris Linux

IBM HTTP Server (IHS) v v v e v
Lotus Domine T T T T/ T T T T T T T T T T T T T T T
Apache Y Y Y Y. __ Y. ___
iPlanet (Netscape) _ __ __ _________¥ ______¥Y_ ______¥_ ______ ¥ ___________
Microsoft Internet Info. Server (11S) e

The various webservers and operating systems on which the affinity plugin runs

(" HEODOUKS TRN.COM/Iedbooks |
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JSESSIONID session cookie

JSESSIONID =__sessionID$wImsrvID:cIoneID

The server edgeplex, |I:sc| |I:urn com
wishes to set a cookie that will be sent only back: to |tseIF
The name and value of the cookie are:

JSESSIONID= DH'y'uthwNin]3W92nWDKCM0$B?C4BDFHCBQS1142000002240000001ID.C'.IZIIIZIE-DI HAOASR3, HAOASR
3

Do you wish to allow the cookie to be set?

Cancel |

@ Redhooks o rdbooks |
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Web server plug-in configuration

= Configuration file (plugin-cfg.xml) is now generated by WebSphere

Update web server plugin configuration

The web server plugin configuration file controls what cortent is transferred from the web server to an application server. This file must be
regenerated when server, cluster, HTTP transport, o virtual host aliss configurations are changed. The generated plugin-cfyg =ml fils is placed in the
config dirsctory of the WebSphere installation. If your web server is located on & remote maching, you must manually move this fils to that machine.

Click the OK button to update the plugin configurstion file.
QK Cancel

View or download the current wieb server plugin configuration file

=Web Server starts plug-in based on httpd.conf configuration
(done automaticaly during plugin installation)

LoadModule ibm app_server_ http module

C:/WebSphere/AppServer/bin/mod ibm app server http.dll
= httpd.conf points to the plugin-cfg.xml file

WebSpherePluginConfig C:\WebSphere\AppServer\config\plugin-cfg.xml

@ Redbooks com/rétbooks |
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WAS 501 plug-in files

Directory List

Select one or more files with / or action codes. If / is used also select an
action from the action bar otherwise your default action will be used. Select
with S to use your default action. Cursor select can also be used for quick
navigation. See help for details.

EUID=0 fWebSphere/BS0OF/appserver/config/cells/

Type Perm Changed-ESTS5EDT Owner i Filename Row 1 of 5
Dir 770 2003-10-07 :51 WDSFSTU

Dir 770 2003-10-07 :53 WDSFSTU .

Dir 770 2003-10-01 :53 WDSFSTU cdfscha

File 660 2003-10-07 :53 WDCFSTU plugin-cfg.xml

File 660 2003-10-07 :53 WDCFSTU plugin-cfg-ascii.xml

¢® Redhooks

© Copyright IBM Corp. 2003. All rights reserved.




plugin-Cfg_Xml (1 ) Warning: this config

was done with a
non GA plug in

<VirtualHostGroup Name="default_ host">
<VirtualHost Name="*:80"/>
<VirtualHost Name="*:9080"/>

</VirtualHostGroup>

Sysplex
Distributor

<ServerGroup Name="HAplex">

<ClusterAddress name="haplexl">
<Transport hostname="202.5.10.10" port="8080"
protocol="http"/>
</ClusterAddress>

S Serve
Name 'WS Instance

<Server CloneID="HAOASR2.HAOASR2A" Name="SC43">
<Transport Hostname="10.1.6.1" Port="8080" Protocol="http"/>
</Server>

<Server CloneID="HAOASR2.HAOASR2B" Name="SC50">
<Transport Hostname="10.1.6.3" Port="8080" Protocol="http"/>

</Server>

<Server CloneID="HAOASR2.HAOASR2C" Name="SC52">
<Transport Hostname="10.1.6.4" Port="8080" Protocol="http"/>

comirgibooks |

</Server>
</ServerGroup>

@ Redbooks B
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plugin-cfg.xml (2)

<VirtualHostGroup Name="default host">
<VirtualHost Name="edgeplex.itso.ibm.com"/>
</VirtualHostGroup>

<UriGroup Name="default host URIs">
<Uri Name="/PolicyIVP/*"/>
<Uri Name="/servlet/*"/>
<Uri Name="/webapp/examples/*"/>
<Uri Name="*.jsp"/>
<Uri Name="*.jsv"/>
<Uri Name="*.jsw"/>
<Uri Name="/WebSphereSamples/*"/>
<Uri Name="/estore/*"/>
</UriGroup>

<Route ServerGroup="HAplex" UriGroup="default host URIs"
VirtualHostGroup="default host"/>

«&® Redhooks
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plug-in session handling detail

Browser Web Server

WebSphere Plug-In

WebSphere
Application
Server Cluster
Member

Route request

to WebSphere
plug-In
HTTP

or
HTTPS

Process request:
host=web1:80
uri=/snoop

Search Routes for any virtual hosf

Search static

on Web Server
I

Not found

return error

to browser

Found - Return
Static HTML
page or graphic

Display
returned

and URI match of web1:80/sno)

Choose Route

HTTPS transports defined? [

I_I Find and set transport. HTTP and

Yes

No
Set to the transport defined Is request H

TTP?
T

Set HTTP
transport

No

Set transport
HTTPS

Get connection to WebSphere
application server clone. Is an
existing stream still alive? E

Yes

No
Create new stream

Use existing stream
(avoid setup time)

| | HTTP or
HTTPS

Send request to member

Process
request

data

1

|

I Read response and pass I
on to Web server |

Return
result

@ Redhooks
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LCOTITTS

High Available WebSphere Implementation

APACHEO1

IHS

F’Iugin-

NETDISP1

Internet ")
Provider )

NETDISP2

APACHEO02

IHS

Plugin.

«&® Redhooks

z/0S Sysplex
§C43
10.1.6.1 TCPIP o
0 CR
202.5.10.10 8
0
SC50
10.1.6.3
SC52
10.1.64
TCPIP ¢
0
sD 8 CR
Back 0
up

SR

SR

© Copyright IBM Corp. 2003. All rights reserved.
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Session Affinity request flow (1)

2/08
HAOASR2.HAOASR2A

< @ &

= il

SC43 2/0S SC50

HAOASR2.HAOASR2B

. & & sk
a '
CR
a >

Sysplex
Distributor

APACHEOT
WAS AE WAS AE
Plug-in Plug-in
IHS IHS
ﬂ 53 10154
NETDISP1 10153 10.1.5.4
10.155

NETDISP2 WSES standby

DNS

10.1.5.5 edgeplex.itso.ibm.com

«&® Redhooks
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z/08

http:edgeplex.itso.ibm.com/WebSp-IT
D
l

SC52
HAOASR2.HAOASR2C

<3090

@ -

APACHE02

epdpooks

.com/r

something different...

. performance table
eS|on st - sow SYS1 www.appl1.com
i Srv2 - slow
: ‘ rez e WLM/IP tepip.data
srv4 - fast
jsession table srv1 loopback:
cluster table w
cluster1:
srvl MAC1 IPLB1
srv2 MAC2 IPLB: SRn —
OSA CR+HPT )
daemon_ipname
IHS (MAC1) srv2 resolver_ipname
LAN ? shared C_ LDAPRACFDB2 HFS D
:i:ﬁzt:her a5 www.appl1.com
NOSSL = (MAC2)
IP Conn endpoint
DNS srv3
Name Number
appl1 dispatcher SRn
appl2 dispatcher |SRn
WLM/IP CR+HPT daemon
SYS2 srv4 resolver:i;)name

@ Redhooks
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data replication services

! low-cost, high perf, low integrity

+ High Performance

ich serve] Low cost of ownership (no-DB)
1 - o shs 1F - X No Failover
- app server app server app server app server
A D
| session cache || session cache session cache || session cache
L1 higher-cost, high perf, high integrity  Robust
. ! web server ~Full Cluster Failover
. Afﬁ_nlfy (from first access) ~Full App Server CPU Utilization
: \évgt;;zll—z:gzs?(:he épp server épp sever épp server ! app server v ;ﬁg]:?mmetric design for
2 - ° Programmatlc Updates 'session cache session cache session cache session cache v ImpaCt Of ertes to DB have

* Immediate or Time-based
Updates
© Time-based Invalidation

LI low-cost, high perf, high integrity

been minimized (sync)
X Cost of ownership
X Cost to avoid DB-SPOF

New in V5.0

~ Same as above

web server

© Same as above app server

* JMS to AppServer
running WebSphere
Internal Messaging for

Persistence

@ Redhooks

A
session cache |

3.

e
app server

 Lower cost of ownership

- épp server : ;pp server app server (DB vs App Server)
B |lc +Multiple Message Brokers to
avoid SPOF

JMS
BB comiretihooks |
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Propagation

Server Runtime

Web

WebSphere
Internal

Session Messaging

Container

Pub/Sub Queue

Server Runtime

Web

@ Redhooks
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Session Persistance update

mMain performance improvements based on caching DB2 data and relying on
affinity to access cache

mSession server region affinity is a prereq

mDatabase is no longer used to share the data across server regions, but is used
as a backup in the event of failover, and as an overflow repository if the cache is
full.

mNew session persistence implementation requires new DB2 tables and requires
using the HTTP Transport (for affinity).

mNew session persistence code is known as Persistence Version 2; Old code is
Persistence Version 1 and is the default.

=This is set in webcontainer.conf session.persistenceversion property for WAS
4 and is default behaviour in WAS 5

mSession in memory always runs new code, but there are no known external
behavior differences in the new implementation so customers won't know the
difference.

@ Redbooks L
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WASS settings

Session Management

Session manager configuration properties allow you to control the behavior of HTTP session support [i

Configuration
General Properties

Session tracking mechanism: [ Specify a mechanism for HTTP session
™ Enable SSLID tracking management

I Enablz Cookies
™ Enable URL Rewriing

I' Enable pratocal switch reseriting

Maximum in-memory session count: Iq oo sessions [il specifies the maximum number of sessions
to maintain in memory .
Cerflow: W tlow averfiow
Application Servers » wdindfcdfsc59 > Web Container > Session Management >
Distributed Environment Settings
Se=sion timeout: Specify a type for saving session in & distributed ervironment. (1]
" Mo timeout
@ Sef timeout Configuration
ISD mirutes m
General Properties
Security integration W g Distributed Sessions & e
€ Databsss
Seriaslize session access:
™ allow serial access apply | oK Reset | Cancel |
Mlacimum wwait time © |5 secC
¥ sllow sccess on timeout Additional Properties
Custom Tuning Parameters |Specify tuning parameters in & distributed environment
¢® Redhooks AR
@ hednoo BRI ESTR S IOORS
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WASS settings

Application Servers > wdindfedfsc59 > Web Container » Session Management > Distributed Environment Settings >
Tuning Parameters

Session Manager provides various tuning options for managing session data n a distrbuted environment. [

Tuning level

Configuration

General Properties

s Sery high (optimize for performance)
Wite frequency: Time based: 300 seconds
Wite conterts: Only updsated sttributes
Schedule sessions cleanup: true

 High
Write frequency: Time based: 300 seconds
Wirite: contents: A1 seasion attributes
Schedule sessions cleanup: false

© Medium

Wirite: frequency: End of serviet service
Wirite contents: Only updated sttrioutes
Schedule sessions cleanup: false

s Lowe (optimize for failover)

Wirite frequency: End of serviet service
Write conterts: All session attributes
Schedule sessions cleanup: false

& Custom settings
Wite frequency: Time based: 10 seconds
Wite conterts: Only updated stiributes
Schedulz sessions clesnup: false

Custom Tuning Parameters

Tuning parameters for session management. [

Configuration

Write frequency:

General Properties

€ End af serviet service
s Manual update
@ Tine based:

10 seconds

Write contents:

@ Only updated attributes

€ )l session attributes

Scheduls sessions cleanug,

- Specify distributed sessions cleanup scheduls

First time of day (0-23).
Second time of day (0-23): I

Apply ‘ Ok Reset | Cancel |

@ Redhooks
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WASS5 settings

Session Management

Session manager configuration properties allow you to contral the behsvior of HTTP session support [

Configur: n

Session tracking mechanism:

™ Erable S5L (D tracking
= Enable Cookiss
™! Enable URL Rewriting

I_ Enable pratocaol switch resriting

General Properties

[ Specify & mechanizm far HTTP session
management

Maximum in-memory session count: |1 o000

=essions

& Specifies the maximum number of sessions
to maintain in memary

Crverflow: W aliow avertiow

[[wmether to allow the number of sessions in
memory to exceed the value specified by Max
In Memaory Session Count property. This is
walid only in non-persistent sessions mode

Session timeout:

€ Mo timeaut
@ Set timeaut

ISD minute:s

[i Specifies how long & session is allwed to
o unused before it will be considersd valid
no longer. Specify ether "Set timeout" or "Mo
timeout " If you select to set the timeout, the
walue must be at least two minutes, specified
in minutes.

Security integration r Enable

[i]vwhen security integration is enahled, the
Sexzsion Manager will sssociate the identity of
users with their HTTP sessions

Setialize session access:

® Redhooks

I sllow serial access

Maximum weait time : IS seconds

¥ allow access on timeaut

[i] Serislize session access indicates whether
to disallow concurrent session accessina
diven server (JYvh).

dbooks |
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Session Recovery / WAS 4

session.persistenceversion=2

msession.reaperinterval=<integer>
» Specifies the interval, in seconds, at which the invalidator will run. So this is the
interval in seconds how often invalid session objects will be deleted from
memory.
o [f this property is not set, or if the specified value is less than 30, the interval
will be automatically calculated based on the session.invalidationtime
property.

msession.timebasedwrite=<true|false>

» If true, database updates are done on a separate thread on a time interval
specified by session.timebasedwriteinterval. If false, database updates are done
at the end of every request. True will provide better performance but leaves a
larger window for data loss in the even of failover. Default is false.

msession.timebasedwriteinterval=<integer>

» Specifies the time interval, in seconds, at which session updates get written to
the database by a background thread. Only applies if timebasedwrite=true.
Default is 120.

@ Redhooks it comraibooks
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Session Recovery / WAS 4

database parameters

msession.dbconnections=<integer>
» Specifies the number of DB2 connections held by the session manager for its
exclusive use. Holding connections will improve performance. If connections are
held, the optimal number is the same as the number of threads in your JVM
(default number of threads is 3). The default for this setting is 0 (don't hold any
connections).

msession.usingmultirow=<true|false>

» If true, each session attribute will be written to a separate database row. If false,
all data is written in a single row. If most session attributes are referenced on
each request, or if all attributes are relatively small, false (single row) will result in
better performance. Default is true.

msession.writeallproperties=<true|false>

» If true, all properties (i.e. attributes) are written to the database even if
setAttribute() isn't called. This forces changes to objects already added to the
session to always be written to the database. Default is false, which yields better
performance.
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Session Recovery / WAS4

batched deletion of invalidated objects
in the DB

msession.scheduledinvalidation=<true|false>
~ If true, specifies that sessions are to be invalidated at two specific hours of the day.
» HttpSession timeouts are not strictly enforced. Instead, all invalidation processing is
handled at the configured invalidation times
msession.scheduledhour1=<integer_between_0_and_22>
» Specifies the first hour of the day (0-22) at which invalidation will occur if
scheduledinvalidation=true.
msession.scheduledhour2=<integer_between_1_and_ 23>

» Specifies the second hour of the day (1-23) at which session invalidation will occur if
scheduledinvalidation=true.

@ Redhooks i comiracboots |
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Session invalidation trigger

=JSP
- session.setMaxInactiveInterval (3600)
=Servlet
- session.setMaxInactiveInterval (3600)
sWebApp / web.xml
- session-timeout
sWebContainer Conf
-session.invalidationtime

» (session.cookie.maxage defines how long the
cooky lives on the browser side)
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create table, index and lobs

CREATE DATABASE SESSDB
STOGROUP SYSDEFLT
CCSID EBCDIC;

CREATE TABLESPACE SESSTS IN SESSDB
USING STOGROUP SYSDEFLT
PRIQTY 512
SECQTY 1024
LOCKSIZE ROW
BUFFERPOOL BP32K;

CREATE TABLE SESSDB.SESSIONS (

D VARCHAR (95) NOT
PROPID VARCHAR (95) NOT
APPNAME VARCHAR (64) ,
LISTENERCNT SMALLINT ,
LASTACCESS DECIMAL (19,0),
CREATIONTIME DECIMAL (19,0),
MAXINACTIVETIME INTEGER ,
USERNAME VARCHAR (256) ,
SMALL VARCHAR (3122)
MEDIUM VARCHAR (28869)
LARGE BLOB (2097152),
SESSROW ROWID NOT NULL

)
IN SESSDB.SESSTS;

«&® Redhooks

NULL ,
NULL ,

FOR BIT DATA ,
FOR BIT DATA ,

GENERATED ALWAYS

CREATE UNIQUE INDEX SESSDB.SESS_INDEX ON
SESSDB.SESSIONS

(ID ASC,

PROPID ASC,

APPNAME ASC) ;

CREATE LOB TABLESPACE LOBOBJTS IN SESSDB
BUFFERPOOL BP32K
USING STOGROUP SYSDEFLT
PRIQTY 512
SECQTY 1024
LOCKSIZE LOB;

CREATE AUX TABLE SESSDB.SESSIONSAUX
IN SESSDB.LOBOBJTS
STORES SESSDB.SESSIONS
COLUMN LARGE;

CREATE INDEX SESSDB.SESSION_IX ON SESSDB.SESSIONSAUX;

GRANT ALL ON SESSDB.SESSIONS TO CBASRUL;
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Best of all worlds
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session
aware

session
aware

DBenable!
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Best practices for session programming

»When developing new objects to be stored in the HTTP session, make sure to implement the Serializable interface. This en
the object to properly persist session information to the database. An example of this is:public class MyObject implements
java.io.Serializable {...} Without this extension, the object will not persist correctly and will throw an error.

»When adding Java objects to a session, make sure they are in the correct class path. If Java objects will be added to a sessiq
sure to place the class files for those objects in the application server class path or in the web application path. In the case of sessi
clustering, this applies to every node in the cluster. Because the HttpSession object is shared among servlets that the user might a
consider adopting a site-wide naming convention to avoid conflicts.

»Do not store large Object graphs in HttpSession. In most applications, each servlet requires only a fraction of the total session d
However, by storing the data in HttpSession as one large object, an application forces WebSphere to process all of it each time.

»Release HttpSession objects when you are finished. HttpSession objects live inside the Web container until:

»The application explicitly and programmatically releases it using javax.servlet.http.HttpSession.invalidate(); quite often, programmatic
invalidation is part of an application logout function.

»The application server destroys the allocated HttpSession object when it expires (default is 1800 seconds or 30 minutes). When sessio
persistence is used, the application server can maintain only a certain number of HttpSession objects in memory. When this limit is rea
The application server removes the least recently used session entries from the cache to make a room for new ones. If Allow Overflow
enabled, the product also uses an overflow memory table to cache the entries when there is a racing condition for a entry in the cache.
product makes its best effort to keep the cache at base memory size.

»Do not try to save and reuse the HttpSession object outside of each servlet or JSP. The HttpSession object is a function of th
HttpRequest (you can get it only through req.getSession() ), and a copy of it is valid only for the life of the service() method of the s
or JSP. You cannot cache the HttpSession object and refer to it outside the scope of a servlet or JSP.

»Session clustering requires an affinity mechanism so that all requests for a particular session are directed to the same Ja
Virtual Machine (JVM) in the cluster. This conforms to the Servlet 2.2 Specification in that multiple requests for a session cannot
in multiple JVMs. One such solution provided by IBM WebSphere Application Server is Session Affinity, which is available as part g
WebSphere plug-ins for Web servers. If one of the servers in the cluster fails, it is possible for the request to be rerouted to another|
server in the cluster. The new server can access session data from the common SESSIONS table. This is transparent to the servle
browser, and user. This helps to achieve a greater use of the in-memory cache and reduces hits to the session database.

»Use <% @ page session="false" %> to turn off the automatic session creation from the JSPs that won't update the session. Use
<%HttpSession session = javax.servlet.http.HttpServletRequest.getSession(false); %> to get the already existing session
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HTTP session vs. stateful Session Bean

http session state in memory are obtained on each http interaction through getsession calls. One can store
arbitrary information in the http session. The session gets cleaned up after a designated unreferenced time.
The reaper thread if implemented well does not usually pose a performance issue. HTTP session objects are
an artifact of the HTTP communication channel. As such they bind your application code to an HTTP port of
entry (when you decide to move to web services they will be in the way). They should be used for managing
presentation only and not business logic

stateful session beans are obtained via explicit create, they are accessed as an EJB is and have a higher
overhead to gain access to them. This is because they implement things like security, transactions, etc. The
bean attributes are predefined and typed. There is a stateful session bean reaper which does not incur a lot
of overhead either. A stateful session bean has similar properties to an HTTP session but binds you closer
to IIOP (their value is to get you back to the same server instance as well). EJB containers pools stateless
session beans and reuses them to service many clients. Stateful session beans can be passivated and
reused for other clients. But this involves 1/O bottlenecks. Because a stateful session bean caches client
conversation in memory, a bean failure may result in loosing the entire client conversation

»HTTP session (in memory) are usually the better performer
= Servlet HTTP session will be the most suitable choice if the clients talk to the EJB application via HTTP.
= Serialization of HTTP sessions is as least as costly as the DB2 part of that externalization work
= yse only memory, so software cost stays stable
= HTTP SOs live in the heap, big HTTP SOs means big heaps and at one point many server regions, watch GC
= Implementing statefulbehavior (HTTP or SFSB) limits WAS ability to do workload balancing. Designs that do not
require this are much prefered as they provide a much better scaling experiencest
»Stateful Session Beans are performance wise compareable to externalized HTTP SOs (Persistance V1)

t i eans should be used when the EJB application/is alsojaccessel j
&_@ ﬂﬁlﬂﬂﬁﬂl&b i Tm books
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externalized HTTP session and in-memory
stateful Session Bean
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in-memory HTTP session and in-memory
stateful Session Bean

SR

Servlet EJB
Container Container

CR

HTTP
Transport
Handler _I—I_

=R
=UIo)

E

session

HTTP Container Container

Transport _I_I_ @ CE/
Handler [ servIE

@ Redhooks =i comirathooks

© Copyright IBM Corp. 2003. All rights reserved.




HTTP session vs. stateful Session Bean
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Summary

= Keep Sessions in memory for performance
=Keep Session Objects Small

= Session Affinity has to be available at various stages of the
distribution mechanism

=\WebSphere Edge Server with CBR enabled does the same
thing

= For High Availability keep sessions also in DB2, but only with
the new performance improvements and session affinity!

= See Redbook 'Enabling High Availability eBusiness on
zSeries', SG24-6850

= http://www-1.ibm.com/support/techdocs/ for a nice description
on the whole session management story
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Notes
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