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PKI Services OverviewPKI Services Overview

Complete Certificate Authority (CA) package

Full certificate life cycle management
User request driven via customizable Web pages
Browser or server certificates
Automatic or administrator approval process
Administered using the same Web interface
End user/administrator revocation process

Certificate validation service for z/OS applications
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z/OS PKI Services Architecturez/OS PKI Services Architecture
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Support for Identrus ComplianceSupport for Identrus Compliance
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Identrus PKI - Providing CredentialsIdentrus PKI - Providing Credentials
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The Identrus Four Corner ModelThe Identrus Four Corner Model
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PKI Services/RACF Support for IdentrusPKI Services/RACF Support for Identrus

New/enhanced certificate extensions

KeyUsage - Support all RSA related flags as defined by RFC2459

For example, digitalSignature/keyEncipherment vs. handshake

ExtKeyUsage - Allows additional key usages to be defined
serverauth, clientauth, codesigning, emailprotection, timestamping and 
ocsp signing

AuthorityInfoAccess - Needed for vendor VA support (OCSP)

Marking extensions critical - Support on a per template basis

ExtKeyUsage, CertPolicies, HostIdMappings, SubjectAltName

Sample template file directives

%%KeyUsage=digitalsig%%
%%ExtKeyUsage=clientauth%%
%%AuthInfoAcc=IdentrusOCSP,URL=https://IV.TC.BankXYZ.com%%
%%Critical=ExtKeyUsage%%

9-10



ibm.com/redbooks
© Copyright IBM Corp. 2003. All rights reserved.

Certificate PoliciesCertificate Policies

CertificatePolicies – Support on a per template basis

R4 PKI supports one global set of policies for all certificate types

Identrus requires unique policies for each certificate type

ividual policies defined in configuration file

dentrusIdentityPolicy=1.2.840.114021.1.4.1
Policy used for Identrus End-Entity Identity and
Server Signing Certificates

olicyName4=IdentrusIdentityPolicy
serNoticeText4=This certificate is for the sole use of Identrus, 
ts Participants and their customers. Identrus accepts no liability
for any claim except as expressly provided in its Operating Rules
IL-OPRUL.

Template file directive specifies policy use
%%CertPolicies=4%%
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Predefined Identrus Certificate TypesPredefined Identrus Certificate Types

New certificate templates (models) for Identrus

Included in template file

End-Entity Identity - Used to sign legally binding transactions

KeyUsage - digitalSignature, nonRepudiation

CertificatePolicies - The Identrus "signing" policy

AuthInfoAccess - OCSP information
Standard OCSP protocol
Identrus enhanced OCSP

End-Entity Utility - Used for SSL client auth and S/MIME data encryption

KeyUsage - digitalSignature, keyEncipherment, dataEncipherment, keyAgreement

ExtKeyUsage - Client authentication, Email protection

CertificatePolicies - The Identrus "utility" policy

AuthInfoAccess - Same as Identity certificate

SubjectAltName – E-mail address
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Predefined Identrus Certificate Types...Predefined Identrus Certificate Types...

End-Entity Server Signing - Used to sign communications

AuthInfoAccess - Identrus enhanced OCSP

Other info - same as Identity certificate

End-Entity Server Encipherment - Used for SSL server auth

KeyUsage - digitalSignature, keyEncipherment 

ExtKeyUsage - Server authentication

CertificatePolicies - Customer defined policy with Identrus wording

AuthInfoAccess - Same as Server Signing certificate

SubjectAltName – E-mail address

Authenticode - Used for code signing

KeyUsage - digitalSignature, keyEncipherment 

ExtKeyUsage - Code signing

CertificatePolicies - The Identrus "utility" policy

SubjectAltName – E-mail address
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Web Pages - INSERTS for Web Pages - INSERTS for 
KeyUsage/ExtKeyUsageKeyUsage/ExtKeyUsage

Modify and Approve Request
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Single Certificate Request or Issued Single Certificate Request or Issued 
CertificateCertificate

Data reformatted. Complete KeyUsage/ExtKeyUsage info displayed.
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Certificate SuspensionCertificate Suspension

Temporarily revoke a certificate

End user may suspend own browser certificate via Web page
Requires SSL w/client auth

PKI Administrator may suspend end user’s certificate

Only PKI Administer may resume end user’s certificate

Some possible reasons to suspend a certificate

On vacation

Fear private key may have been compromised

Optional suspension “Grace Period”

Time period after which suspended certificates are permanently revoked

Configuration file directive
# Length of certificate suspension grace period in day 

# or weeks (d,w). 0d for unlimited.

MaxSuspendDuration=120d
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Suspend a CertificateSuspend a Certificate
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Resume a CertificateResume a Certificate
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New Certificate QueryNew Certificate Query

PKI Services Administration

Choose one of the following:
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Miscellaneous SupportMiscellaneous Support

Internal auditing

Publishing of CRLs to LDAP is now audited
New event unloaded by RACF SMF Unload

Multiple Application Domains

Way of subdividing your customers
Each customer set can have a unique home page and set of certificate templates
Defined by adding additional APPLICATION sections in template file
Default setup has two application domains: “PKIServ” and “Customers”
“Customer” home page is the same as “PKIServ”, less the “Go to Administration Page” butt

Application domain part of URL.  For example,
http://dceimgun.pdl.pok.ibm.com/Customers/public-cgi/camain.rexx
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Miscellaneous RACF SupportMiscellaneous RACF Support

RACF - 2048 bit RSA key generation

Old limit (1024) still in effect for software keys

Up to 2048 bits permitted if generated by ICSF
TSO command - RACDCERT GENCERT SIZE(2048) PCICC
PCICC keyword requires either PCICC card or z990 with PCIXCC card

Option for PKI Services to use 2048 bit signing key
IKYSETUP REXX exec - ca_keysize=“2048"

RACF - New default CA certificates added

Identrus Interoperability CA

GTE CyberTrust Root CA

Entrust.net Secure Server CA
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Performance ImprovementsPerformance Improvements
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Additional VSAM Alternate IndexesAdditional VSAM Alternate Indexes

Improves performance of data access

Each VSAM data set (ObjectStore and ICL) now has:

Status Alternate Index – For background tasks.  For example, creating CRLs.

Requestor Alternate Index – For user queries based on requestor’s name
Customer should ensure requestor names are meaningful. Should be unique (For 
example, e-mail address.)

Migration – Customer must create alternate indexes

Sample JCL provided – SYS1.SAMPLIB(IKYMVSAM)

New configuration file directives for alternate indexes

ObjectStatusDSN='pkisrvd.vsam.ost.status'

ObjectRequestorDSN='pkisrvd.vsam.ost.requestr'

ICLStatusDSN='pkisrvd.vsam.icl.status'

ICLRequestorDSN='pkisrvd.vsam.icl.requestr‘
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Optional VSAM BufferingOptional VSAM Buffering
Declare DD statements in PKISERVD proc with AMP values

//OST      DD  DSN=PKISRVD.VSAM.OST,DISP=SHR,          

//  AMP=('BUFNI=8,BUFND=4')                                    

//TID      DD  DSN=PKISRVD.VSAM.OST.PATH,DISP=SHR,     

//  AMP=('BUFNI=8,BUFND=4')                                    

//OSTAT    DD  DSN=PKISRVD.VSAM.OST.STATUS,DISP=SHR,   

//  AMP=('BUFNI=1,BUFND=4')                                    

//OREQ     DD  DSN=PKISRVD.VSAM.OST.REQUESTR,DISP=SHR, 

//  AMP=('BUFNI=1,BUFND=4')                                    

//ICL      DD  DSN=PKISRVD.VSAM.ICL,DISP=SHR,          

//  AMP=('BUFNI=8,BUFND=4')                                    

//ISTAT    DD  DSN=PKISRVD.VSAM.ICL.STATUS,DISP=SHR,   

//  AMP=('BUFNI=1,BUFND=4')                                    

//IREQ     DD  DSN=PKISRVD.VSAM.ICL.REQUESTR,DISP=SHR, 

//  AMP=('BUFNI=1,BUFND=4') 

Configuration file directives specify the DD statements

ObjectDSN=DD:OST          

ObjectTidDSN=DD:TID       

ObjectStatusDSN=DD:OSTAT  

ObjectRequestorDSN=DD:OREQ

ICLDSN=DD:ICL             

ICLStatusDSN=DD:ISTAT     

ICLRequestorDSN=DD:IREQ 
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CRL Distribution Points (DPs)CRL Distribution Points (DPs)

Mechanism to keep the size of CRLs small

ObjectClass = pkiCA:
   cACertificate,
   
certificateRevocationList,
   authorityRevocationList

ObjectClass = 
cRLDistributionPoint:
   certificateRevocationList

Each would have:

O=Bank XYZ

CN=CRL1 CN=CRL2 CN=CRLn

OU=Bank XYZ Identrus 
Infrastructure

CN=Bank XYZ Identrus Certificate 
Authority
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CRL Distribution Points...CRL Distribution Points...

User certificates subdivided into CRL DPs

Subdivision based on serial number
For example, Certificates 1-500 go in CRL DP 1, 501-1000 go in CRL DP 2, etc.

CRLDistributionPoints extension specifies the correct DP CRL

PKI Services does not use CRL DPs for CA certificates

Configuration file directives for CRL DPs
# Maximum number of certificates that may appear on one 

# distribution point CRL. 0 for no CRL DPs.

CRLDistSize=500

# Constant portion of the CRL distribution point leaf-

# node relative distinguished name. The distribution 

# point number is appended to this value to form the 

# common name.The default value is "CRL".

CRLDistName=CRL
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Miscellaneous Performance SupportMiscellaneous Performance Support

Replaced OCSF Crypto with System SSL

In PKI Services daemon only
Certificate validation API (pkitp) still uses OCSF crypto

No directives to control this. Should be an invisible change

ICL cleanup

Option to removed expired certificate from the ICL after a given 
time period

Controlled by configuration file directive
# How many days (d) or weeks (w) should expired

# certificates remain in the ICL? Specify 0d to 

# indicate expired certificates should not be removed

RemoveExpiredCerts=26w
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Sysplex ConsiderationsSysplex Considerations
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Sysplex Considerations - R4 and R5 PKI Sysplex Considerations - R4 and R5 PKI 
ServicesServices

R4 and R5 PKI Services may coexist

VSAM Record Level Sharing (RLS) maintains alternate 
indexes across both releases

Avoid using R5 features when shared with R4

Suspended certificates appear as revoked on R4

Do not use any of the following:
CRL Distribution Points
Template specific Certificate Policies
New extension support (For example, ExtKeyUsage.)
New Identrus certificate types
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Session SummarySession Summary

You should now have an understanding of...

PKI Services prior to R5

Enhancements made for R5 to:
PKI Services itself, and...
Related RACF changes 
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