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Review the cryptographic facilities available at S/390, z900 and 
z800 processors
Understand the cryptographic facilities available at z990. 
Check when your operating system will be ready to full exploit  
the cryptographic facilities at z990
Be aware of the new ICSF FMIDs
How to plan the logical partition image profile customization to 
support the new cryptographic coprocessor available at z990.
Understand the RMF reports available to monitor the 
cryptographic coprocessors.

The intent of this sessionThe intent of this session

CRYPTO010
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1994 : S/390 CMOS  Cryptographic 
 Coprocessor Facility (CCF)

secure coprocessor
standard feature on                           
9672 G4, G5, G6, z900
optional feature on                     
MP2000, MP3000, z800
evaluated FIPS 140-1 level 4

2000 : S/390 PCI Cryptographic Card 
(PCICC)

secure coprocessor
priced feature on
9672 G5, G6, z900,z800 
0 to 8 'features' in a single system
evaluated FIPS 140-1 level 4

2001 : PCI Cryptographic 
Accelerator (PCICA)

SSL accelerator (non secure)
priced feature on zSeries only
0 to 6 'features' in a system
mix with PCICC for a total of 8
no FIPS evaluation
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IBM Common Cryptographic Architecture Compliant

The S/390 and z900, z800 Cryptographic The S/390 and z900, z800 Cryptographic 
CoprocessorsCoprocessors
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7060< G5/G6
z900
z800

PCICC
PCICA
zSeries

Description

0800 0800 0800 CCF Hardware

0804 0814 0864 DES with PKA 

0805 0815 0864 DES with PKA & TKE

0824 0834 0865 Triple DES with PKA 

0825 0835 0875 0865 Triple DES with PKA & TKE 

0860  
(G5/G6)

/
0861

(z900/
z800)

PCI Crypto Coprocessor Card
hardware 

0862 PCI Crypto Accelerator Card
hardware 

0866 0866 0866 0866 TKE (Token-Ring attachment)

0869 0869 0869 0869 TKE (Ethernet attachment) 

One Crypto Enablement 
Diskette for each CCF
Requires a system Power On 
Reset 

One PCICC FCV Diskette for the
system - Concurrent installation 

No diskette for the PCICA

CCF

S/390-z900/z800 CCF and PCICC S/390-z900/z800 CCF and PCICC 
EnablementEnablement

CRYPTO030
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2003 CP Assist for Cryptographic 
Functions (CPACF)

One CPACF per processing unit
standard orderable feature
5 new published  crypto
 instructions or through ICSF
non-secure (clear keys only)

2003 : PCI Cryptographic 
Accelerator (PCICA)

priced feature (same feature as
for z900, z800)
SSL accelerator (non secure)
0 to 6 features in a system

2003 : PCIX Cryptographic 
Coprocessor (PCIXCC)

priced feature
secure coprocessor
0 to 4 features in a system
mix with PCICA for a maximum of 
8 features
designed for FIPS 140-2 level 4
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IBM Common Cryptographic Architecture Compliant

z990 Hardware Cryptographic Coprocessorsz990 Hardware Cryptographic Coprocessors
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PCICA, CPACF

Clear Application Data Key to use 

Data to encrypt

Encrypted data

Data encryption function +
which encryption algorithm to useAlgorithms

E

Non-Secure Coprocessor or Accelerator

tamper proof hardware
(CCF, PCICC or PCIXCC)

Application Data Key to use        
(optionally in clear) 

Data to encrypt

Encrypted data

Data encryption function +
which encryption algorithm to use

Master Key

Clear
Data 
Key

D

E

Algorithms

Secure Coprocessor

Evaluated FIPS 140-1 level 4
Can also operate with clear keys

Secure and Non-Secure Coprocessors or Secure and Non-Secure Coprocessors or 
Accelerators22Accelerators22

CRYPTO050
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Set of hardware cryptographic functions integrated in each PU

Can be invoked directly using published zArchitecture problem state 
instructions or via ICSF

DES, T-DES encrypt/decrypt (clear key only), SHA-1 digest
 Two engines per asssit: one for DES/MAC and one for SHA

Full error detection (double data flow and comparison) and recovery 
(checkpoints in millicode)

Orderable standard feature: FC 3863 - concurrent install/removal

Certified FIPS for the algorithms

Export controlled feature

Not a replacement for CCF

Central Processor Assist for Cryptographic Central Processor Assist for Cryptographic 
Functions (CPACF)Functions (CPACF)

CRYPTO060
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MDC Generate  (CSNBMDG,CSNBMDG1)
One-Way Hash (CSNBOWH,CSNBOWH1)

 SHA-1

Symmetric Key Decipher (CSNBSYD, CSNBSYD1)
Symmetric Key Encipher (CSNBSYE, CSNBSYE1)

 Clear keys only
 Single-, double- and triple-length keys
 CBC, X9.23, CUSP, IPS, ECB processing

Encode (CSNBECO) (DES, clear key)
Decode (CSNBDCO) (DES, clear key) 

AES still available in software (CSNBSYD, CSNBSYE)

z990 CPACF - ICSF supportz990 CPACF - ICSF support

CRYPTO070
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Cipher Message (KM)
Cipher Message with Chaining (KMC)
Compute Intermediate Message Digest (KIMD)
Compute Last Message Digest (KLMD)
Compute Message Authentication Code (KMAC) (*)

(*) available as asm instruction only - Not via ICSF

Problem state instructions

z990 CPACF - zArchitecture Assembler z990 CPACF - zArchitecture Assembler 
InstructionsInstructions

CRYPTO080
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PCI Cryptographic Accelerator (PCICA)PCI Cryptographic Accelerator (PCICA)

CRYPTO090

Accelerator for SSL handshake - driven by ICSF
Priced feature - FC 0862 (same as z900/z800) -                                  
FC 3863 must be installed
No enablement diskette - Concurrent install/removal 

PKA Decrypt (CSNDPKD)
 PKCS-1.2 formatting

PKA Encrypt (CSNDPKE)
 ZERO-PAD formatting

ibm.com/redbooks
© Copyright IBM Corp. 2003. All rights reserved.

PCI X Cryptographic Coprocessors PCI X Cryptographic Coprocessors 
(PCIXCC)(PCIXCC)

CRYPTO100

Secure coprocessor - driven by ICSF
Priced feature: FC 0868 - FC 3863 must be installed
Replacement for z/900 CCF and PCICC
No enablement diskette - Concurrent install/removal
No Function Control Vector (FCV)
Better performance and reliability

PPC 405 processor
Faster RSA, SHA and DES engines
More memory
Embedded LINUX operating system (replacing IBM CP/Q++ 
control program)
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ICSF services dropped on z990ICSF services dropped on z990

Support for DSA signatures and key generation.
Support for ANSI x9.17 services (offset and notarization), 
and associated key types.
Support for Ciphertext_translate(CSNBCTT).
Support for German Bank Pool - Pin Offset
Support for CSFUDK - use CSNBDKG instead.
Support for CDMF (40 bit encryption)

CRYPTO110
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DES Based Algorithms Asymmetric Algorithms

Miscellaneous Services
Random Number Generation

PCICC Only 

Digital Signature Standard (DSS)
DSS Keys Generation
Digital Signature

Specific assists to SET and SSL
 protocols

SET block compose/decompose

PKA encrypt/decrypt

RSA
Digital Signature
Symmetric Key Export 

RSA Key generation

User  Defined Extensions (UDX)
EMV, ICC functions
4753 functions
retained keys

CCF and PCICC 

CCF Only 

z990 CPACF +
base ICSF services

DES/TDES with clear key

DES Data confidentiality
DES / T-DES

Personal Identification Number 
PIN Generate/Verify/Translate 
PIN Translate

Data integrity
Visa or Master Card verification 
code Generate/Verify 
MAC/MD5/MDC-2/MDC-4/SHA-1

PCIXCC

PCICA (clear key only)

AES (ICSF software)

Cryptographic Algorithms Supported in Cryptographic Algorithms Supported in 
zSerieszSeries

CRYPTO120
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Crypto Support General AvailabilityCrypto Support General Availability

Availability Date

PCIXCC Feature 9/19/2003

TKE 4.0 Workstation 9/30/2003

ICSF Support (z/OS V1R4) - z990 9/19/2003

ICSF Support (z/OS V1R2) - z990 9/19/2003

ICSF Support (z/OS V1R3) - z990 10/17/2003

ICSF Support (OS/390 V2R10) - z990 4Q2003

CRYPTO130
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z990 PCI Crypto Configuration Rulesz990 PCI Crypto Configuration Rules

CRYPTO140

Up to 2 PCICA features* per I/O cage and 6 features per CEC. 
Up to 4 PCIXCC features* per I/O cage and 4 features per CEC.
Total number of PCICA / PCIXCC features* may not exceed 8 
per CEC
Any combination of PCIXCC, PCICA, OSA-Express and 
FICON-Express features* may not exceed 20 features per I/O 
cage and 60 features per CEC.
PCIXCC and PCICA features do not use CHPIDs from the 
Logical Channel Subsystem pool.

(*) One PCICA feature = Two Coprocessors
     One PCIXCC feature = One Coprocessor
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PCI Crypto Feature CodesPCI Crypto Feature Codes

CRYPTO150

PCICC (requires diskette FC 0864 or 0865)  
Feature Code Maximum Number 

of Features
Maximum Number of 

Crypto 
Coprocessors

G5/G6    0860 8 8

zSeries  0861 8 16

PCIXCC (no diskette - FC 3863 must be enabled) 
Feature Code Maximum Number 

of Features
Maximum Number of 

Crypto 
Coprocessors

zSeries  0868 4 4

PCICA (no diskette - FC 3863 must be enabled) 
Feature Code Maximum Number 

of Features
Maximum Number of 

Crypto 
Coprocessors

zSeries  0862 6 12
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ICSF
Callable
Services

APIs

 z/OS

RACF

Clear/Encrypted Data

?
...

TSO Terminal
ICSF panels

Other systems

CKDS PKDSPKDS
Applications' DES

keys encrypted under
the crypto Master Key

Applications' asymmetric
keys encrypted under
the crypto PKA Master Key

ICSF run-time
options
PS or PDS

clear application key  
in storage

CPACF
PCICA

Crypto instructions

Encryption/Decryption 
Key to use

Crypto admin

z/OS Integrated Cryptographic 
Service Facility (ICSF) 

CRYPTO160

PCICACPACF

Crypto Coprocessors

CCF

Master Key
PCICA

z900 - z800

z990

PCICC

Master Key

Master Key

PCIXCC

IBM Exploiters

Home Grown
Applications

OPTIONS
DATA
SET

Crypto admin

TKE Workstation 
(optional) 

TCP/IP

? ? ?
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 ICSF HCR7708 will start on all crypto models

G5/G6 - all existing function enabled

z900 2064/2066 - all existing function enabled

z990 2084 - 
Clear key DES functions (CP Assist instructions)
Clear key RSA functions with optional PCICA
PCIXCC not supported
No cryptography with encrypted keys
CKDS and PKDS not supported
TKE not supported

HCR7708 - Hardware SupportHCR7708 - Hardware Support

CRYPTO170
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HCR7708 - Services Available on a z990HCR7708 - Services Available on a z990

Encode (CSNBECO)

Decode (CSNBDCO)

MDC Generate (CSNBMDG,CSNBMDG1)

One-Way Hash (CSNBOWH,CSNBOWH1)

PKA Decrypt (CSNDPKD) - requires PCICA, PKCS-1.2 formatting

PKA Encrypt (CSNDPKE) - requires PCICA, ZERO-PAD formatting

Symmetric Key Decipher (CSNBSYD, CSNBSYD1)

Symmetric Key Encipher (CSNBSYE, CSNBSYE1)

CRYPTO180
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HCR7708 - Services Available on a z990 HCR7708 - Services Available on a z990 
(continued)(continued)

Control Vector Generate (CSNBCVG)

PKA Key Token Build (CSNDPKB)

Code Conversion (CSNBXEA, CSNBXAE)

Character/Nibble Conversion (CSNBXBC, 
CSNBXCB)

X9.9 Data Editting (CSNB9ED)

All other serivces will fail with 12/8 return/reason code

CRYPTO190
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HCR7708 on a z990 - ConsiderationsHCR7708 on a z990 - Considerations

Most hardware cryptographic applications will not run
z/OS V1R4 System Secure Socket Layer will run 
All applications requiring CKDS or PKDS support will not run - this 
includes

z/OS Communication Server VTAM Session Level Encryption
z/OS Communication Server IP Services
z/OS OCSF hardware crypto CSP
z/OS Security Server RACF using PKDS

HCR7708 is available as a web deliverable* 
will be replaced by HCR770A  

* http://www-1.ibm.com/servers/eserver/zseries/zos/downloads/

CRYPTO200
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HCR770A - Hardware SupportHCR770A - Hardware Support

HCR770A will start on all crypto models

G5/G6 - all existing function enabled

z900 2064/z800 2066 - all existing function enabled

z990 2084 - 
most existing function enabled with optional 
PCIXCC and PCICA 
clear key DES functions (CP Assist instructions)

CRYPTO210
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HCR770A - ChangesHCR770A - Changes

PKDS initialization

Required before reading or writing keys

TSO panel utility available

Options Data Set 

CKTAUTH(YES|NO) - new
Controls authentication of CKDS records at dataspace 
creation and when CKDS is reenciphered

COMPENC - ignored

CICS default waitlist has addtional services

NOCV KEKs

Caller not required to be in supervisor state to write a NOCV 
KEK to the CKDS

CRYPTO220
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HCR770A on a z990 -  ConsiderationsHCR770A on a z990 -  Considerations

CRYPTO230

Special Secure Mode (SSM) 
Software enforced only via options data set
Hardware control is replaced by access control points in 
PCIXCC

NOCV KEK usage will be controlled by access control 
points in PCIXCC
Return/reason codes may change 

Most parameter checking done in PCIXCC
HCR770A is available as a web deliverable* 

Replaces HCR7708  

* http://www-1.ibm.com/servers/eserver/zseries/zos/downloads/
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Enhanced CCA ServicesEnhanced CCA Services  

Encrypted PIN Verify (CSNBPVR) will support VISAPVV4 
(PIN must be 4 digits long)

G5, G6 or z900 2064 with PCICC required

z990 2084 with PCIXCC required

MAC Generate (CSNBMGN) and MAC Verify 
(CSNBMVR) will support segmenting (FIRST, MIDDLE, 
LAST) of text for requests routed to PCICC

restriction on G5, G6 and 2064 with PCICC

2084 with PCIXCC has no restrictions

CRYPTO240
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z990 - User Defined Extensions (UDX) with PCIXCC

Built under contract by IBM or approved third party vendor
Customer is provided with a LIC CD to be loaded
IBM will perform the existing PCICC UDXs migration under 
contract

z990 CKDS and PKDS

Not used with clear keys, but required to be online 
G5, G6 , z900, z800 CKDS and PKDS directly reusable with
z990 PCIXCC (assuming KMMK=SMK)
CKDS/PKDS initially created for z990 is not useable for legacy 
machines

z990 CKDS, PKDS and UDX Considerations z990 CKDS, PKDS and UDX Considerations 

CRYPTO250
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Crypto
Instructions

OS/390 - z/OS

RACF

TKE Workstation 
(optional)TSO Terminal

ICSF

Crypto
Coprocessors

Master Key

Priced feature

Highly secure connection over TCP/IP 
network 
to an ICSF host - The CSFTTCP listener
program provided with ICSF

Increased security for 
Access to cryptographic coprocessors

Authorities (security officers) identified by 
their password and digital signature
Option to require multiple signatures 
before 
performing a crypto function 
SOD for smart card support

Communications with coprocessors
Interactions are digitally signed both ways 
and,when appropriate, encrypted

Can administer coprocessors as groups

ICSF ISPF panels still needed

Overview of Trusted Key Entry (TKE) Overview of Trusted Key Entry (TKE) 
workstationworkstation

CRYPTO260

TSO/E TCP/IP

CCA
APIs
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Support of z990 PCIXCC by TKESupport of z990 PCIXCC by TKE

TKE V4.0 required
Can be brand new or TKE V3.x (G5, G6 or zSeries) with 
TKE code Feature Code 0851
Brand new TKE is FC 0886 (Ethernet) or 0889 (Token Ring)
Secure PCIXCC key entry and key management

without Crypto PCI 
(G5, G6, z900, z800)

with PCICC 
(G5, G6, z900, z800)

with PCIXCC 
( z990)

TCP/IP TCP/IP

CRYPTO270
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Trusted Key Entry (TKE) Main Window Trusted Key Entry (TKE) Main Window 

CRYPTO280



ibm.com/redbooks
© Copyright IBM Corp. 2003. All rights reserved.

zSeries hardware crypto in use today by:
System SSL (HTTP, LDAP, TN3270, FTP, 
CICS/TS, WAS)
IBM Payment Suite e-commerce solutions 
Firewall Technology IPSec (VPN) and IKE 
(Internet Key Exchange)
DCE Security Server 
VTAM 
CBT (Crypto Based Transactions) banking 
solution
Open Cryptographic Services Facility 
(CDSA APIs)
RACF
z/OS Kerberos
Java JCE and JSSE 

Cryptographic Coprocessors ExploitersCryptographic Coprocessors Exploiters

CRYPTO290

Hardware

z/OS

ICSF

Applications

C/C++

C/C++

Asm
PL/I 
C
COBOL
FORTRAN

C/C++

Asm

CPACF
CPACF

CCF

Master Key
PCICA

PCICC

Master Key Master Key

PCIXCC

System SSL OCSF (CDSA)

RSA 
BSAFE 

3.1 
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The z/OS Cryptographic Coprocessors and The z/OS Cryptographic Coprocessors and 
PR/SMPR/SM

16 'domains' in a physical secure 
coprocessor (CCF, PCICC, 
PCIXCC)

Each domain has a physically 
separated set of master key 
registers

Each logical partition uses a 
single dedicated domain in the 
secure coprocessors 

The domain to use is designated 
in the logical partition image 
profile and in the ICSF 
Options Data Set

A coprocessor or accelerator can 
be made available to up to 16 
logical partitions 

Physical  PCIXCC

DOMAIN 0

DOMAIN 1

DOMAIN 2

Master Key

Crypto
Engine

 Up to 30 Up to 30 
LPARsLPARs
in z990in z990

LPARs definitions
in image profiles

TSO Terminals
LPAR Y

TSO Terminals
LPAR X

TSO Terminals
LPAR Z

TKE covers
all LPARs

CRYPTO300

LOGICAL PARTITION X

OS/390

ICSF

OS/390

ICSF
Logical
Crypto

PKDS
OPTIONS

DATA
SET

CKDS

LOGICAL PARTITION X

OS/390

ICSF

OS/390

ICSF
Logical
Crypto

PKDS
OPTIONS

DATA
SET

CKDS

LOGICAL PARTITION X

OS/390

ICSF

OS/390

ICSF
Logical
Crypto

PKDS
OPTIONS

DATA
SET

CKDS

Master Key

Master Key
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Planning LPARs Domain and Cryptographic Planning LPARs Domain and Cryptographic 
CoprocessorsCoprocessors

CRYPTO310

Coprocessor  ID AP0 AP1 AP2 AP3 AP4 AP5 AP6 APn

Type PCICA or 
PCIXCC

PCICA or 
PCIXCC

PCICA or 
PCIXCC

PCICA or 
PCIXCC

PCICA or 
PCIXCC

PCICA or 
PCIXCC

PCICA or 
PCIXCC

PCICA or 
PCIXCC

LPAR 0 0 0 0 0

LPAR 1 0 0 0

LPAR 2 0 0 0 0

LPAR 4 4
14

4
14

4
14

4
14

4
14

4
14

4
14

LPAR 5 1 1 1 1

LPAR n

LPAR 0 and 1 use domain 0, but are assigned to  different crytographic coprocessos. 
The combination domain number and cryptographic coprocessor number is unique 
across partitions.

LPAR 4 uses domain 4 and 14. No other partition uses the same domain number.

LPAR 5 uses domain 1 and no other partition uses the same domain number.

LPAR 2 uses domain 0 on the set of cryptographic coprocessors already used by 
LPAR 0 and LPAR 1. LPAR 2 cannot be active concurrently with LPAR 0 or LPAR 1. 
(Valid configuration for backup situations)
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LPAR Activation ErrorLPAR Activation Error

CRYPTO320

Exceptions

Views

Groups
Active Console Task Books

Activate progress

Function duration time: 00:02:00

Elapsed time: 00:00:26
Object

Name Status

SCZP901:A02         Completed
SCZP901:A03         Failed-double click for more d
SCZP901:A04         Failed-double click for more d
SCZP901:A05         Failed-double click for more d

SCZP802
LINUX1

SCZP901
A03

SCZP901
A04

SCZP901
A05

SCZP802
A5

SCZP901
A06

SCZP901
A07

SCZP901
A08

SCZP901
A09

SCZP901
A0A

SCZP901
A0B

SCZP901
A11

SCZP901
A12

SCZP901
A13

SCZP901 SCZP901 SCZP901 SCZP901 SCZP901 SCZP901

(WTSCZVM1) (TCPLEX:TC6)
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Logical Partition Image Profile - Processor Logical Partition Image Profile - Processor 
Page (z900)Page (z900)

CRYPTO330

PCI CryptoCrypto General Load Storage Security Processor

 Save  Copy notebook  Paste notebook  Cancel  Help

Cryptographic coprocessor 1
Cryptographic coprocessor 0
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Logical Partition Image Profile - Crypto Page Logical Partition Image Profile - Crypto Page 
(z900)(z900)

If no TKE

CRYPTO340
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Logical Partition Image Profile - PCI Crypto Logical Partition Image Profile - PCI Crypto 
Page (z900)Page (z900)

CRYPTO350
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can be changed
dynamically

LPAR Dynamic Cryptographic Controls LPAR Dynamic Cryptographic Controls 
(z900)(z900)

CRYPTO360
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CPACF DES/TDES Enablement (Support CPACF DES/TDES Enablement (Support 
Element)Element)

CRYPTO370

Dual AS power maintenance: Fully Redundant
CP Assist for Cryptographic Functions: Installed

SCZP901 Details
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CRYPTO380

Logical Partition Image Profile - General Logical Partition Image Profile - General 
Page  (z990)Page  (z990)

PCI CryptoOptions General Load Storage Security Processor

Save  Copy notebook  Paste notebook Cancel Help

ESA/390 TPF
Coupling facility
LINUX Only

2

A02

A02 image profile
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z990 RMF Report Changesz990 RMF Report Changes

Crypto Activity (CRYPTO) report in Postprocessor and Monitor I        
 I/O Queuing (IOQ) reports in Postprocessor, Monitor I, Monitor II, 
Monitor III 
Channel Path (CHAN) report in Postprocessor and Monitor I 
New and changed OVERVIEW CONDITIONS for IOQUEUE and 
CRYPTO

New Spreadsheet Reporter
Available for z/OS V1R2 and above
Shipped as SPE with APAR OW56656 and with z/OS V1R5
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SMF Record Type 30 contains SMF30CSC : number of crypto instructions 
executed on behalf of caller

type 82 reports information about events and operations of ICSF
subtype 17 provides some information on the PCICC utilization
all other subtypes report on administrative kinds of operations
beginning with z/OS V1R3, CSFSMFJ and CSFSMFR sample jobs are 
available in SYS1.SAMPLIB to format type 82 records
 

type 70 (RMF Processor Activity) - z/OS V1R2 with APAR OW49808
subtype 2 contains measurements of cryptographic coprocessors activity

type 72 (RMF Workload Activity and Storage Data) 
reports on class period and crypto support by WLM (z/OS V1R2 with APAR 
OW49808) using subtype 3 records

z/OS Crypto Activity SMF Recordingz/OS Crypto Activity SMF Recording
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z/OS Crypto Hardware Activityz/OS Crypto Hardware Activity
1                                           C R Y P T O  H A R D W A R E  A C T I V I T Y
                                                                                                                            PAGE    1
             z/OS V1R3                SYSTEM ID VSN9             DATE 09/11/2002            INTERVAL 29.59.999
                                      RPT VERSION V1R2 RMF       TIME 14.00.00              CYCLE 1.000 SECONDS
0--- PCI CRYPTOGRAPHIC COPROCESSOR --
     -------- TOTAL --------  KEY-GEN
 ID   RATE  EXEC TIME  UTIL%    RATE
0 0   0.00      0.0      0.0    0.00
  1   0.00      0.0      0.0    0.00
- 
 -------------------------------------------------- PCI CRYPTOGRAPHIC ACCELERATOR --------------------------------------------------
     -------- TOTAL --------   ------ ME(1024) -------   ------ ME(2048) -------   ------ CRT(1024) ------   ------ CRT(2048) ------
 ID   RATE  EXEC TIME  UTIL%    RATE  EXEC TIME  UTIL%    RATE  EXEC TIME  UTIL%    RATE  EXEC TIME  UTIL%    RATE  EXEC TIME  UTIL%
0 2   0.18      1.3      0.0    0.00      0.0      0.0    0.00      0.0      0.0    0.18      1.3      0.0    0.00      0.0      0.0
  3   0.00      0.0      0.0    0.00      0.0      0.0    0.00      0.0      0.0    0.00      0.0      0.0    0.00      0.0      0.0
- 
 ----------------------------- CRYPTOGRAPHIC COPROCESSOR FACILITY -----------------------------
         DES ENCRYPTION    DES DECRYPTION    ----- MAC ------    - HASH -    ------ PIN -------
         SINGLE  TRIPLE    SINGLE  TRIPLE    GENERATE  VERIFY                TRANSLATE  VERIFIY
 RATE      0.00    1.05      0.35    1.05        0.00    0.00       0.00          0.00     0.00
 SIZE      0.00   209.3     176.0   297.3        0.00    0.00       0.00

 SMF Type 70-2

SMF Type 72-3

CRYPTO460
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Monitor I Crypto Hardware Activity ReportMonitor I Crypto Hardware Activity Report

                                          C R Y P T O    H A R D W A R E    A C T I V I T Y

              z/OS V1R5                   SYSTEM ID SYS1                DATE 02/24/2003          INTERVAL 60.00.378
                                          RPT VERSION V1R5              TIME 09.00.00            CYCLE 1.000 SECONDS

                                                                                

 -------- CRYPTOGRAPHIC COPROCESSOR -------                 

             ------ TOTAL --------  KEY-GEN                                       
 TYPE   ID   RATE  EXEC TIME UTIL%    RATE                                       

 PCIXCC  0   0.00      0.0     0.0    0.00                                       

         1   0.01     3205    32.1    0.01                                       

         6  83.44      1.1     8.8       0                                       
         7   0.00      0.0     0.0    0.00                                       

                                                                                

 -------- CRYPTOGRAPHIC ACCELERATOR ---------------------------------------------------------------------------------------------
            -------- TOTAL -------  ------- ME(1024) -----  ----- ME(2048)  -----  ------ CRT(1024) -----  ------ CRT(2048) ----- 

 TYPE   ID   RATE  EXEC TIME UTIL%   RATE  EXEC TIME UTIL%   RATE EXEC TIME UTIL%   RATE  EXEC TIME UTIL%   RATE  EXEC TIME UTIL% 

 PCICA   8  165.2      1.3    21.5  107.1      1.1    11.8      0       0       0   58.1        1.7   9.7      0        0       0
 PCICA   9    2.4M     1.8    48.6      0        0       0      0       0       0      0          0     0    2.4M     1.8    48.6

                                                                                 

 -------- ICSF SERVICES EXECUTED ON PCIXCC --------------------------------------------------
         DES ENCRYPTION    DES DECRYPTION    ----- MAC ------    - HASH -    ------ PIN -----

         SINGLE  TRIPLE    SINGLE  TRIPLE    GENERATE  VERIFY                TRANSLATE VERIFY

 RATE      4975K  497.5     12438    1244K      12438    4975K     497.5         1244K   1346
 SIZE      0.75     100K    10.00    0.01       10.00    0.01      10000         

                                                                                

 new crypto 
card 

 (type 5)

new type 
column

 header line 
modified
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ANSI
CA
CBC
CCA
CCF
CDMF
CDSA
CKDS
CRL
CRT
CVC
CVV
DES
DSA
DSS
ECB
FIPS
ICSF
IETF
IPKI
KGUP
LDAP

American National Standards Institute
Certification Authority
Cipher Block Chaining
IBM Common Cryptographic Architecture
Cryptographic Coprocessor Feature
Commercial Data Masking Facility
Common Data Security Architecture
Cryptographic Key Data Set
Certificate Revocation List
Chinese Remainder Theorem
Card Verification Code
Card Verification Value
Data Encryption Standard
Digital Signature Algorithm
Digital Signature Standard
Electronic Code Book 
Federal Information Processing Standards
Integrated Cryptographic Service Facility 
Internet Engineering Task Force
Internet Public Key Infrastructure
Key Generation Utility Program
Lightweight Directory Access Protocol

Licensed Internal Code
Message Authentication Code
Message Digest 5
Optimal Asymmetric Encryption Padding
OS/390 Open Cryptographic Services Facility
Online Certificate Status Protocol
PCI Cryptographic Accelerator
PCI Cryptographic Coprocessor
PCI X Cryptographic Coprocessor
Public Key Algorithm
Public Key Cryptographic Standards
Public Key Data Set 
Public Key Infrastructure
Registration Authority
Resource Access Control Facility
Rivest-Shamir-Adleman
Secure Electronic Transaction
Secure Hash Algorithm 1
Session Level Encryption
Secure Sockets Layer
Trusted Key Entry
Transport Layer Security
Virtual Private Network 

LIC
MAC
MD5
OAEP
OCSF
OCSP
PCICA
PCICC
PCIXCC
PKA
PKCS
PKDS
PKI
RA
RACF
RSA
SET
SHA-1
SLE
SSL
TKE
TLS
VPN

AcronymsAcronyms
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This information was developed for products and services offered in the U.S.A.  

Note to U.S. Government Users Restricted Rights -- Use, duplication or disclosure restricted by GSA ADP Schedule Contract with IBM Corp.

IBM may not offer the products, services, or features discussed in this document in other countries. Consult your local IBM representative for information on the products and 
services currently available in your area. Any reference to an IBM product, program, or service is not intended to state or imply that only that IBM product, program, or service 
may be used. Any functionally equivalent product, program, or service that does not infringe any IBM intellectual property right may be used instead. However, it is the user's 
responsibility to evaluate and verify the operation of any non-IBM product, program, or service. 

IBM may have patents or pending patent applications covering subject matter described in this document. The furnishing of this document does not give you any license to 
these patents. You can send license inquiries, in writing, to: 
IBM Director of Licensing, IBM Corporation, North Castle Drive Armonk, NY 10504-1785 U.S.A.

The following paragraph does not apply to the United Kingdom or any other country where such provisions are inconsistent with local law: INTERNATIONAL 
BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, 
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not 
allow disclaimer of express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made to the information herein; these changes will be incorporated in 
new editions of the publication. IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without notice. 

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any manner serve as an endorsement of those Web sites. The 
materials at those Web sites are not part of the materials for this IBM product and use of those Web sites is at your own risk. 

IBM may use or distribute any of the information you supply in any way it believes appropriate without incurring any obligation to you.

Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly available sources. IBM has not 
tested those products and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the capabilities of non-IBM 
products should be addressed to the suppliers of those products.

This information contains examples of data and reports used in daily business operations. To illustrate them as completely as possible, the examples include the names of 
individuals, companies, brands, and products. All of these names are fictitious and any similarity to the names and addresses used by an actual business enterprise is entirely 
coincidental. 

COPYRIGHT LICENSE: 
This information contains sample application programs in source language, which illustrates programming techniques on various operating platforms. You may copy, modify, 
and distribute these sample programs in any form without payment to IBM, for the purposes of developing, using, marketing or distributing application programs conforming to 
the application programming interface for the operating platform for which the sample programs are written. These examples have not been thoroughly tested under all 
conditions. IBM, therefore, cannot guarantee or imply reliability, serviceability, or function of these programs. You may copy, modify, and distribute these sample programs in 
any form without payment to IBM for the purposes of developing, using, marketing, or distributing application programs conforming to IBM's application programming interfaces. 


