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IBM @server zSeries

The S/390 and z900, z800 Cryptographic Coprocessors

® 1994 : S/390 CMOS Cryptographic : : :
Coprocessor Facility (CCF) IBM Common Cryptographic Architecture Compliant
> Secure coprocessor

» standard feature on
9672 G4, G5, G6, z900

» optional feature on
MP2000, MP3000, z800
» evaluated FIPS 140-1 level 4

e 2000 : S/390 PCI Cryptographic Card

fﬁqqqqqq
(PCICC)

> secure coprocessor "

"’*iiiiii

Crypto i
0

9672 G5, G6, z900,z800
» 0 to 8 'features'in asingle system ~_  qm ®© -
- evaluated FIPS 140-1 level4 e y
e 2001 : PCI Cryptographic > . A %\H%
Accelerator (PCICA) = e e | B

» SSL accelerator (non secure)

> priced feature on zSeries only  > CF>CI Q»—
1 1 rypto

» 0to 6 'features' in a system e

» mix with PCICC for a total of 8
» no FIPS evaluation
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S/390-z2900/z800 CCF and PCICC Enablement

IBM @server zSeries

CCF
7060 2900 . - — Y
0800 | 0800 CCF Hardware

One Crypto Enablement
Diskette for each CCF

0804 | 0814 DES with PKA :
Requires a system Power On
0805 | 0815 DES with PKA & TKE Reset
0824 0834 Triple DES with PKA
0825 | 0835 Triple DES with PKA & TKE
\_/

PCI Crypto Copr
hardware

PCI Crypto Accelerator Card
hardware

0866 0866 0866 TKE (Token-Ring attachment)

0869 0869 0869 TKE (Ethernet attachment)
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IBM @server zSeries

7990 Hardware Cryptographic Coprocessors

e 2003 CP Assist for Cryptographic IBM Common Cryptographic Architecture Compliant

Functions (CPACF) MNT —rwo W Pwd —pwe T pus VRN
> One CPACEF per processing unit Smrepﬁm : e : | ] K
» standard orderable feature o ' T — ' L—
» 5 new published crypto | 3 | = S —
instrucl?tions or throﬁZh ICSF ->.g
> non-secure (clear keys only) vour (i " iniii
MSC MSC

e 2003 : PCI Cryptographic
Accelerator (PCICA)

> priced feature (same feature as
for 2900, z800) Snicirely

» SSL accelerator (non secure)
» 0 to 6 features in a system

[ Ring
L HStructure

MBA Riser Card

® 2003 : PCIX Cryptographic EE
Coprocessor (PCIXCC) T T
- priced feature Hpio 2 STk
> Secure coprocessor
» 0 to 4 features in a system Cz/(;lto Q
» mix with PCICA for a maximum of > 107

8 features
» designed for FIPS 140-2 level 4

© 2003 IBM Corporation
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Secure and Non-Secure Coprocessors or Accelerators
Secure Coprocessor

Non-Secure Coprocessor or Accelerator
tamper proof hardware
(CCF, PCICC or PCIXCC)

Master Kei

PCICA, CPACF

Data encryption function +
which encryption algorithm to use

i Application Data Key to use

(optionally in clear)

Algorithms

Data encryption function +
which encryption algorithm to use

Clear Application Data Key
to use

Data to eNncrypt

Data to encrypt
¥ Encrypted data

Evaluated FIPS 140-1 level 4

»  Encrypted data

Can also operate with clear keys

Outubro /2003
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Central Processor Assist for Cryptographic Functions (CPACF)
¢ Set of hardware cryptographic functions integrated in each PU

¢ Can be invoked directly using published zArchitecture problem state
instructions or via ICSF

v DES, T-DES encrypt/decrypt (clear key only), SHA-1 digest
v Two engines per asssit: one for DES/MAC and one for SHA

¢ Full error detection (double data flow and comparison) and recovery
(checkpoints in millicode)

¢ Orderable standard feature: FC 3863 - concurrent install/removal
¢ Certified FIPS for the algorithms
¢ Export controlled feature

4 Not a replacement for CCF

© 2003 IBM Corporation
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2990 CPACF - ICSF support

IBM @server zSeries

* MDC Generate (CSNBMDG,CSNBMDG1)

* One-Way Hash (CSNBOWH,CSNBOWHL1)
v SHA-1
* Symmetric Key Decipher (CSNBSYD, CSNBSYD1)

* Symmetric Key Encipher (CSNBSYE, CSNBSYEL)

v Clear keys only
v Single-, double- and triple-length keys
v CBC, X9.23, CUSP, IPS, ECB processing

* Encode (CSNBECO) (DES, clear key)
* Decode (CSNBDCO) (DES, clear key)

e AES still available in software (CSNBSYD, CSNBSYE)

© 2003 IBM Corporation
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2990 CPACF - zArchitecture Assembler Instructions

IBM @server zSeries

Problem state instructions

Cipher Message (KM)

Cipher Message with Chaining (KMC)

Compute Intermediate Message Digest (KIMD)
Compute Last Message Digest (KLMD)

Compute Message Authentication Code (KMAC) (%)

© O 0O O

(*) available as asm instruction only - Not via ICSF
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PCI Cryptographic Accelerator (PCICA)

IBM @server zSeries

¢ Accelerator for SSL handshake - driven by ICSF

¢ Priced feature - FC 0862 (same as z900/z800) -
FC 3863 must be installed

¢ No enablement diskette - Concurrent install/removal

* PKA Decrypt (CSNDPKD)
v PKCS-1.2 formatting

* PKA Encrypt (CSNDPKE)
v ZERO-PAD formatting

© 2003 IBM Corporation
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PCI X Cryptographic Coprocessors (PCIXCC)

IBM @server zSeries

Secure coprocessor - driven by ICSF
Priced feature: FC 0868 - FC 3863 must be installed
Replacement for z/900 CCF and PCICC
No enablement diskette - Concurrent install/removal
No Function Control Vector (FCV)
Better performance and reliability
v PPC 405 processor
v Faster RSA, SHA and DES engines
v More memory

v Embedded LINUX operating system (replacing IBM CP/Q++
control program)

QOO OOO

© 2003 IBM Corporation
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ICSF services dropped on z990

X Support for DSA signatures and key generation.

X Support for ANSI x9.17 services (offset and notarization),
and associated key types.

X Support for Ciphertext_translate(CSNBCTT).

X Support for German Bank Pool - Pin Offset

X Support for CSFUDK - use CSNBDKG instead.
X Support for CDMF (40 bit encryption)

© 2003 IBM Corporation

CRYPTO100
Outubro /2003 ranieri @ br.ibom.com




zSeries Explorers

Cryptographic Algorithms Supported in zSeries

IBM @server zSeries

PCIXCC
DES Based Algorithms Asymmetric Algorithms
DES Data confidentiality
CCF Onl
* DES/T-DES y « Digital Signature Standard (DSS)
» DSS Keys Generation
» Digital Signature
Personal Identification Number
> PIN Geneflate/Ve”fy/T ranslate | Miscellaneous Services » Specific assists to SET and SSL
S HINATES 2 Random Number Generation protocols
Data | : » SET se/decompose
ata integrity
« Visa or Master Card verification PCICA (clear key only) (&~ PKA encrypt/decrypt
code Generate/Verify
* MAQ/MD5/MDC-2/MDC-4/SHA-1 * RSA
» Digital Signature
/ CCF and PCICC - Symmetric Key Export
7
VA » RSA Key generation
2990 CPACF + e User Defined Extensions (UDX)
base ICSF services « EMV, ICC functions
\ e 4753 functions
e retained keys
e DES/TDES with clear key PCICC Only

e AES (ICSF software)

© 2003 IBM Corporation
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Crypto Support General Availability

Availability Date

PCIXCC Feature 9/19/2003
TKE 4.0 Workstation 9/30/2003
ICSF Support (z/OS V1R4) - z990 9/19/2003
ICSF Support (z/0S V1R?2) - 990 9/19/2003
ICSF Support (z/OS V1R3) - 2990 10/17/2003
ICSF Support (0S/390 V2R10) - z990 11/21/2003
Outubro /2003
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IBM @server zSeries
Reminder: Service End Dates

X Out of service
e All OS/ 390 Releases V2R9 and below

» 0S/390 V2R10

e September 30, 2004

» z/OS V1R1

e March 31, 2004
» z/OS V1R2

e October 31, 2004
» 7/0OS V1IR3

e March 31, 2005

» 7z/OS V1R4
e March 31, 2007

© 2003 IBM Corporation
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IBM @server zSeries

72990 PCI Crypto Configuration Rules

A Up to 2 PCICA features* per I/O cage and 6 features per CEC.
A Up to 4 PCIXCC features* per I/0O cage and 4 features per CEC.

A Total number of PCICA / PCIXCC features* may not exceed 8
per CEC

A Any combination of PCIXCC, PCICA, OSA-Express and
FICON-Express features* may not exceed 20 features per I/O
cage and 60 features per CEC.

A PCIXCC and PCICA features do not use CHPIDs from the
Logical Channel Subsystem pool.

(*) One PCICA feature = Two Coprocessors
One PCIXCC feature = One Coprocessor

© 2003 IBM Corporation
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PCI Crypto Feature Codes

PCICC (requires diskette FC 0864 or 0865)
Feature Code | Maximum Number

Maximum Number of
of Features Crypto Coprocessors
G5/G6 0860 8 8
zSeries 0861 8 16

PCICA (no diskette - FC 3863 must be enabled)
Feature Code | Maximum Number | Maximum Number of

of Features Crypto Coprocessors
zSeries 0862 6 12

PCIXCC (no diskette - FC 3863 must be enabled)

Feature Code | Maximum Number | Maximum Number of

of Features Crypto Coprocessors
zSeries 0868 4 4

Outubro /2003
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IBM @server zSeries
z/OS Integrated Cryptographic Service Facility (ICSF)
Crypto

admin
TKE Workstation

Crypto
admin
:_iJ_ (optional)
TSO Terminal T
Crypto Coprocessors ICSF panels
z900 - z800 TCP/IP Other systems
Master Key Clear/Encrypted Data /\
2 I 2
z/0S
RACF
ctions —
IBM Exploiters
Callable
/Decryptign Senvices
APIs Home Grown
PCIXCC Applications
| clear application key
~ % in storage
CPACF
PCICA

ICSF run-time
options

Applications' DES Applications' asymmetric
keys encrypted under
the crypto PKA Master Key
PS or PDS
© 2003 IBM Corporation

keys encrypted under
the crypto Master Key
CRYPTO160
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HCR7708 - Hardware Support

IBM @server zSeries

= |CSF HCR7708 will start on all crypto models

» G5/G6 - all existing function enabled

» 7900 2064/2066 - all existing function enabled

» 72990 2084 -
— Clear key DES functions (CP Assist instructions)
— Clear key RSA functions with optional PCICA
— PCIXCC not supported
— No cryptography with encrypted keys
— CKDS and PKDS not supported
— TKE not supported

© 2003 IBM Corporation
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HCR7708 - Services Available on a z990

IBM @server zSeries

= Encode (CSNBECO)

= Decode (CSNBDCO)

= MDC Generate (CSNBMDG,CSNBMDG1)
= One-Way Hash (CSNBOWH,CSNBOWH1)

= PKA Decrypt (CSNDPKD) - requires PCICA,
PKCS-1.2 formatting

= PKA Encrypt (CSNDPKE) - requires PCICA,
ZERO-PAD formatting

= Symmetric Key Decipher (CSNBSYD, CSNBSYD1)
= Symmetric Key Encipher (CSNBSYE, CSNBSYE1)

© 2003 IBM Corporation
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HCR7708 - Services Available on a z990 (continued)

IBM @server zSeries

» Control Vector Generate (CSNBCVG)
» PKA Key Token Build (CSNDPKB)
» Code Conversion (CSNBXEA, CSNBXAE)
» Character/Nibble Conversion (CSNBXBC, CSNBXCB)
» X9.9 Data Editting (CSNB9ED)
X All other services will fail with 12/8 return/reason code

© 2003 IBM Corporation
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HCR7708 on a z990 - Considerations

= Most hardware cryptographic applications will not run

IBM @server zSeries

= 7z/OS V1R4 System Secure Socket Layer will run

= All applications requiring CKDS or PKDS support will not run -
this includes

» z/OS Communication Server VTAM Session Level Encryption
» z/OS Communication Server IP Services

» z/OS OCSF hardware crypto CSP

» 7z/OS Security Server RACF using PKDS

= HCR7708 is available as a web deliverable*
» will be replaced by HCR770A

* http://lwww-1.ibm.com/servers/eserver/zseries/zos/downloads/

© 2003 IBM Corporation
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HCR770A - Hardware Support

IBM @server zSeries

= HCR770A will start on all crypto models
» G5/G6 - all existing function enabled
» 7900 2064/z800 2066 - all existing function enabled
» 2990 2084 -

— most existing function enabled with optional PCIXCC and
PCICA

— clear key DES functions (CP Assist instructions)

© 2003 IBM Corporation
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IBM @server zSeries

HCR770A - Changes

= PKDS initialization
» Required before reading or writing keys
» TSO panel utility available

= Options Data Set
» CKTAUTH(YES|NO) - new

— Controls authentication of CKDS records at dataspace
creation and when CKDS is reenciphered

» COMPENC - ignored
= CICS default walitlist has addtional services
= NOCV KEKs

» Caller not required to be in supervisor state to write a
NOCV KEK to the CKDS

© 2003 IBM Corporation
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HCR770A on a z990 - Considerations

IBM @server zSeries

= Special Secure Mode (SSM)
» Software enforced only via options data set

» Hardware control is replaced by access control points in
PCIXCC

= NOCV KEK usage will be controlled by access control
points in PCIXCC

= Return/reason codes may change
» Most parameter checking done in PCIXCC
= HCR770A is available as a web deliverable*
» Replaces HCR7708

* http://Iwww-1.ibm.com/servers/eserver/zseries/zos/downloads/

© 2003 IBM Corporation
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Enhanced CCA Services

IBM @server zSeries

= Encrypted PIN Verify (CSNBPVR) will support VISAPVV4
(PIN must be 4 digits long)

» G5, G6 or z900 2064 with PCICC required
» 7990 2084 with PCIXCC required

= MAC Generate (CSNBMGN) and MAC Verify (CSNBMVR)
will support segmenting (FIRST, MIDDLE, LAST) of text for
requests routed to PCICC
» restriction on G5, G6 and 2064 with PCICC

» 2084 with PCIXCC has no restrictions

© 2003 IBM Corporation
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2990 CKDS, PKDS and UDX Considerations

IBM @server zSeries

z990 CKDS and PKDS

e Not used with clear keys, but required to be online

e G5, G6, 2900, z80O0 CKDS and PKDS directly reusable with
2990 PCIXCC (assuming KMMK=SMK)

e CKDS initially created for z990 is not useable for legacy machines

2990 - User Defined Extensions (UDX) with PCIXCC

e Built under contract by IBM or approved third party vendor
e Customer is provided with a LIC CD to be loaded

e |IBM will perform the existing PCICC UDXs migration under
contract

© 2003 IBM Corporation
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Overview of Trusted Key Entry (TKE) workstation

* Priced feature

TS0 Terminal TKE Workstation

o (Optl) * Highly secure connection over TCP/IP network

j G to an ICSF host - The CSFTTCP listener
FQ program provided with ICSF
\ :j * Increased security for
TV g ~ Access to cryptographic coprocessors
Crypto = Authorities (security officers) identified by
Coprocessors P their password and digital signature
= Option to require multiple signatures before

Master Key \\

performing a crypto function
Crypto

= SOD for smart card support
» Communications with coprocessors

= |nteractions are digitally signed both ways
and,when appropriate, encrypted

Instructions

e Can administer coprocessors as groups

¢ ICSF ISPF panels still needed

Outubro /2003
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Support of z990 PCIXCC by TKE

IBM @server zSeries

TKE V4.0 required

e Can be brand new or TKE V3.x (G5, G6 or zSeries) with
TKE code Feature Code 0851

e Brand new TKE is FC 0886 (Ethernet) or 0889 (Token Ring)
e Secure PCIXCC key entry and key management

TCP/IP TCP/IP

without Crypto PCI with PCICC with PCIXCC
(G5, G6, 2900, z800) (G5, G6, 2900, z800) ( z990)

© 2003 IBM Corporation
CRYPTO270

Outubro /2003 ranieri @ br.ibom.com




zSeries Explorers
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Cryptographic Coprocessors Exploiters

Asm
L/ . .
Applications - zSeries hardware crypto in use today by:
CICH ooy Asm - System SSL (HTTP, LDAP, TN3270, FTP,
CICSITS, WAS)

» IBM Payment Suite e-commerce solutions

» Firewall Technology IPSec (VPN) and IKE
(Internet Key Exchange)

» DCE Security Server

» VTAM

» CBT (Crypto Based Transactions) banking
solution

» Open Cryptographic Services Facility
l (CDSA APIs)

» RACF
» z/OS Kerberos
» Java JCE and JSSE

—_— A CIC++

System SSL OCSF (CDSA)

X

ICSF

Master Key Master Key

PCICC PCIXCC

Master Key |

© 2003 IBM Corporation
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IBM @server zSeries

The z/OS Cryptographic Coprocessors and PR/SM

, . . TSO Terminals TSO Terminals TSO Terminals
¢ 16 'domains' in a physical secure LPAR X LPAR Y LPAR Z
coprocessor (CCF, PCICC, PCIXCC) @ @ TKE covers
@ SR i all LPARs
—=
e Each domain has a physically
separated set of master key registers it FEREE e
Crypto ICSF
* Each logical partition uses a single JA/ —/
dedicated domain in the secure VERATN w
COprocessors — -

LOGICAL PARTITION Y

e The domain to use is designated

Logical |z/io0s
Master Key fag—Crypto
in the logical partition image /7/!‘
profile and in the ICSF oA w @ \
Options Data Set Veser Koy Daa Se

® A coprocessor or accelerator can be DOMAIN 0 \ Logel oS )é i/_r\nRaSgZelﬁ:irnc:‘ii(I);sS
. . t
made available to up to 16 logical — 1
partitions Engine — 7\
k-

© 2003 IBM Corporation
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IBM @server zSeries
Planning

_PARs Domain and Cryptographic Coprocessors

Coprocessor ID APO AP1 AP2 AP3 AP4 AP5 APG6 APnN
vee | osaT | Pace | FoEhe [ Fone | reche | Fache [ Fohe o
LPARO 0 0 0 0
LPAR 1 0 0 0
LPAR 2 0 0 0 0
LPAR 4 144 f4 f4 f4 f4 f4 f4
LPAR S5 1 1 1 1
LPAR N

v/ LPAR 0 and 1 use domain 0, but are assigned to different crytographic coprocessos.
The combination domain number and cryptographic coprocessor number is unique
across partitions.

v/ LPAR 4 uses domain 4 and 14. No other partition uses the same domain number.

v/ LPAR 5 uses domain 1 and no other partition uses the same domain number.

X LPAR 2 uses domain 0 on the set of cryptographic coprocessors already used by LPAR
0 and LPAR 1. LPAR 2 cannot be active concurrently with LPAR 0 or LPAR 1.

(Valid configuration for backup situations)

© 2003 IBM Corporation
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IBM @server zSeries

LPAR Activation Error

SCZHMC2: Hardware tHanagement Console Workplace (Yersion 1.8.0) @q_ 7z = =

4 SCZP901:A03 Failure Details

il SEEE| ® Activation of logical partition A03
failed because one or more
& e F e O O e
usage domain index and PCI
cryptographic candidate list
value(s) are currently in use by

Groups

Function duration time: 00:02:00

Elapsed time: 00:00:26 another active logical partition.
Object
s ...l Name Status The combination of usage domain
ﬂ SCZP961:A02 Completed =~ index and PCl candidate list values
SCZPI901:A03 Failed-double click for more de¢ mu_st b tnique among 2l Gk
logical partitions in the system:.
=] = [ - q o | Ask your system programmer to do
the following.
| oK | | Help | Change the combination of usage
domain index and PCIl candidate list
(WTSCZVMI1) (TCPLEX:TCB) values selected so that there are
m no duplicate combinations among all
] active logical partitions.
SCZP901
ADB ACTZ212
=
[ ok
SCZP90
Al13
= _|
B EA B OB RS
SCZPI901 SCZP901 SCZP901 SCZP901 SCZP3901 SCZPI901 ~l <7 o
Dizplay details by double-clicking an Image icon or start a task by dragging an Image icon to a task icon. Ly | l L I

© 2003 IBM Corporation
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IBM @server zSeries
Logical Partition Image Profile - Processor Page (z900)

B - State Active — Reystrokes remole

Logical processor assigmmeant
U redicared central Processors

[=]eem]
=[]

croups | [T

~-Hot dedicated central processor details
Initial processing weight liEI 1 tio 999 || Inikial capping

Humber of processors - Initial i_q—@ Feserved m

Cruptographic copracessgrs (s8]l els e el g [Tl o] gelal=t=1a1 38 B <
Cryptographic coprocessor @

|_|Enable asynchronous data mover (ADM) facilif

i] L]

© 2003 IBM Corporation
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SE: Support [—lr-ﬂr-'nl Workplace (¥Yarsion 1L.6.2)

g Customize Image Profiles: AFP
nablefDisabl
ynamic Chal
Libsystem
hange LFAF
ryptographi
ontrols
hange LPAF
Lsplex Test
atesource

[+ Enable cryptographic Tuncrions
; YpTograp If nO TKE =port/impor sl
| AF W Enable special security mode rofile Data
W Enable integrated eryptographic facility (ICRF) key entry ;
SR

[ Enable publle key secure cable (PRSC) and integrated
cryptographic service facility (IC5SF)

+ Enable modify authority
o Enable query signature controls
¥ Enahle query transport controls

| Crypto PCI Crypto

= eroal Emﬁgecumu ‘Storage  Load

© 2003 IBM Corporation
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IBM @server zSeries

Logical Partition Image Profile - PCI Crypto Page (z900)

State Active - Keystrokes remote [d |U|
Keystrokes Session o000

PCI Cryptographics Enable/Disakl
Coprocessor ynamic Chai

Candidate List Beware, these are nﬂt dﬂmaiHE, ubsystem

hange LPAF

_____ these are PCI coprocessors ruptographi
PCI Cryptographics (dD not need to be iﬂ%ﬂ—t}be ::':lgz LTF;z‘f

Coprocessor
atesource

online List - 'Candidatet)

xport/impor s
rofile Data

elp

T (L1 E‘P_ﬂj
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IBM @server zSeries

ol AFPS265E - State fuckive =

LPAR Dynamic Cryptographic Controls (z900)

F:.l"y"«.‘l rokes remuote

| ||_-
ﬁeynmluzs Session Help
': Change LPAR Crephogr aphic Condoods d| ﬁ
i Enable public key algarithm [PKA) facilit [
+! Enable cryptographic functions Li HTCLASS
i Enable special security mode o .HEE" |
can be Changed _  Enahle integrated cruyptographic facility [ICRF] key entry
; i Enable public ke able [PKSC) and inteqrated
dynamically aslt cavies facllay HICAF i
|« Enable query signature controls
|« Enable query transport controls
|« Enable maodify authority
Cryptographic coprocessor 0,1
Control domain indesx 05 ; %
Sa \ LPAR dEE.thI‘-..fE’t-’llﬂﬂ
and reactivation
required to change
these parameters
| Change running system | | Save to profile | Save and change | | Cancel | | Halp | i
Al ]

Outubro /2003
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IBM @server zSeries

2990 CPACF DES/TDES Enablement (Support Element)
& sczpootoefals

-Instance information

CP Status: fiperating Rctivation profile: DEFRULT
CHPIO Status: Exceptions Lazt used profile; 3CZP981
Graup: CPC service state: Dizabled
[0C0s identifiar: A3 Raxinun CPz: h
[0C0S name: I00F12 Raxinun ICFPs: 3

Lockout disruptive tasks: O o5 @ Ho

systen Hode: Logically partitionad Her maintenance: Fully Redundant
Alterpate 3E Status: Operating [P Assist for Cryptographic Functions: Installed

e — —
-Acceptable CPACHPID status
V] tperating - [ || Power save - [ || Ho pouer - R
|| Mot Operating - [H || Exceptions - B || status check - [
¥ Acceptable - [ | Service Required - [] || Degraded - O

-Product infornation
Rachine fype / Aodel: REZ285d / ABG-365 Ranufacturer:  IEA

Hachine serial: B2 - AR2GA3A CPC =sarial: HARAZARZEASA
Hachine sequence: ARRBAAR2EASA [PC Location:  A19E
Plant of manufacture; B2 CPC identifier: AR

Sava | Change Options... | B reameni. | Cancal | | Help |

© 2003 IBM Corporation
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IBM @server zSeries

Logical Partition Image Profile - General Page (z990)

SCZHMC2: Hardware Management Console Workplace (Version 1.8.0) %_ [z =

4 Customize Image Profiles: SCZP901

Profile name |A02 El Advancec
ties
Description |@A02 image profile b

s - le 110
Partition identifier ty Queuir
Mode ge LPAR

ty Queuir

Clock type assignment
(e Standard time of day

() Logical partition sysplex timer offset

PCI Crypto Tab only

/\ =]

|Security ﬁStorage Hﬂptions ﬁLoad (HPQT%

"Processor

Save I | Copy notebook | | FPaste notebook | ‘ Cancel | | Help |
iil i [| i3
Use CPC Operational Customization tasks to customize CPC operational characteristics. Loy | I L | I
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Logical Partition Image Profile - PCI Crypto Page (z990)

Control domain index

tnd Customize Image Profiles: SCZP901

PCI Cryptographic
Candidate List

FPCI Cryptographic
Online List

Usage domain index

Attention: You must install the 'IBM CP Assist for Cryptographic Functions'

(CPACF) feature if a PCI Cryptographic Candidate is selected from
the list box; otherwise, some functions of Integrated Cryptographic
Service Facility (ICSF) may fail.

= General

Processor

‘Security  Storage

‘Options

Load

-PCI Crypto

JZ4 N

Save

Copy notebook

Pante nntebhaok

Cancel

Help
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LPAR Cryptographic Controls - Support Element

Wl sCzZPoo1 - state Adive - Keysirokes remote el el
Keystrokes Session “ocrviccs Help

L bl R E Dy
CPC Operational !J
Customization
ﬂ Hardware
Groups =l Messages
i View LPAR Cryptographic Controls £l hge
. slet
Usage Domain Index g0 01
A01
PCI Cryptographic Candidate List 00 01 AOZ |
PCIl Cryptographic Online List 00 01 AD3 |
SCZPY01
! £
R
|i| i 1 k|
- .
EIEY los
le
| ok | | Help | hne
Yiew LPAR
Cryptographic
Controls 5=
4 [T [ L
Ilsze CPC Operational Customization tasks to customize CPC operational characteristics. | Ly | l mj
R i I 1
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7990 RMF Report Changes

m Crypto Activity (CRYPTO) report in Postprocessor and Monitor |
» 1/O Queuing (I0Q) reports in Postprocessor, Monitor |, Monitor |l,

Monitor IlI
» Channel Path (CHAN) report in Postprocessor and Monitor |

» New and changed OVERVIEW CONDITIONS for IOQUEUE and
CRYPTO
®m New Spreadsheet Reporter
» Available for z/0OS V1R2 and above
» Shipped as SPE with APAR OW56656 and with z/OS V1R5

IBM @server zSeries
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z/OS Crypto Activity SMF Recording

IBM @server zSeries

e SMF Record Type 30 contains SMF30CSC : number of crypto instructions
executed on behalf of caller

e type 82 reports information about events and operations of ICSF
» subtype 17 provides some information on the PCICC utilization
» all other subtypes report on administrative kinds of operations

> beginning with z/OS V1R3, CSFSMFJ and CSFSMFR sample jobs are
available in SYS1.SAMPLIB to format type 82 records

e type 70 (RMF Processor Activity) - z/OS V1R2 with APAR OW49808
» subtype 2 contains measurements of cryptographic coprocessors activity

e type 72 (RMF Workload Activity and Storage Data)

> reports on class period and crypto support by WLM (z/OS V1R2 with APAR
OW49808) using subtype 3 records

© 2003 IBM Corporation
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z/OS Crypto Hardware Activity
SMF Type 70-2

ﬁ CRYPTO HARDWARE ACTIVITY \

PAGE 1
z/0S V1IR3 SYSTEM ID VSN9 DATE 09/11/2002 INTERVAL 29.59.999
RPT VERSION V1R2 RMF  TIME 14.00.00 CYCLE 1.000 SECONDS
0--- PCI CRYPTOGRAPHIC COPROCESSOR --
TOTAL KEY-GEN

ID RATE EXEC TIME UTIL% RATE
00 000 0.0 0.0 0.00
01 0.00 0.0 0.0 0.00

PCI CRYPTOGRAPHIC ACCELERATOR
0] 7\ N— (V] TET ) p— VIS :) p—— CRT(1024) ----er —ecee CRT(2048) ------

ID RATE EXECTIME UTIL% RATE EXECTIME UTIL% RATE EXECTIME UTIL% RATE EXEC TIME UTIL% RATE EXEC TIME UTIL%

02 018 13 00 000 00 00 000 00 00 018 1.3 00 000 00 00

03 000 00 00 000 00 00 000 00 00 000 00 00 000 00 00

CRYPTOGRAPHIC COPROCESSOR FACILITY

DES ENCRYPTION DES DECRYPTION  ----- MAC ------ -HASH - ------ PIN -------
SINGLE TRIPLE SINGLE TRIPLE GENERATE VERIFY TRANSLATE VERIFIY
RATE 0.00 1.05 035 1.05 0.00 0.00 0.00 0.00 0.00
QZE 0.00 209.3 176.0 297.3 0.00 0.00 0.00 j
SMF Type 72-3
f -=--RESPONSE TIME--- EX PERF ANG  =-USIMG%-+ =-reee=eem=ce EXECUTION DELAYS & -=mee=smscens  =a=DLY%=- -LRYPT- %\
HH .MM 55, TTT VEL [MDE @aDHSP (P9 [f0 TOTAL  CPU D00 ALK ALK SWIN URER [OLE OLY UsG QuUIE
AL Ol DB, B 00 95, 0% VI PRIY
RCTUALS
wik L h?.b% 31.8% 4.0 h.l 3.8 2.6 13.1 B.5 4.3 8.2 p.1 0.1 hB.1 22.7 1.1 3.1 o.B
ifH} 67.5% 30.5% 4.0 2.1 35 2.3 13.3 9.0 4.2 6.1 BB 0.1 68.3 20.5 9.2 1.1 0.
0a hi.0% 49.4% 4.0 1.4 3.3 3.1 6.5 1.8 4.3 6.1 B.B 0.0 il 2.0 1.4 4.1 0.8
il fb. 5% 24.1% weink 1.8 349 2.3 19.3 14.3 4.3 #.1 p.4 0.1 hB.3 23.7 0.3 B3 0.8

- /
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Monitor | Crypto Hardware Activity Report

CRYPTO HARDWARE ACTIVITY
SYSTEM | D SYSL DATE 02/ 24/ 2003 | NTERVAL 60. 00. 378
new type RPT VERSI ON VIRS TI ME 09. 00. 00 CYCLE 1.000 SECONDS
column
new crypto
-------- CRYPTOGRAPH C OOPROCESSCR - - -- - - - card
------ TOTAL -------- KEY- CGEN (typeS)
TYPE ID RATE EXEC TIME UTIL%  RATE
PAOXCC 0 0.00 0.0 0.0 0.00
1 o0.01 3205 32.1 0.01
6 83.44 1.1 8.8 0
7 0.00 0.0 0.0 0.00
-------- CRYPTOGRAPH C ACCELERATCR - == - === === ===
-------- TOTAL =---=--  —=---o- ME(1P” N048)  -----  ------ CRT(1024) ----- ------ CRT(2048) -----
TYPE |ID RATE EXEC TIME UTIL% RATE EXEC header line "ME UTIL% RATE EXEC TIME UTIL% RATE EXEC TIME UTI L%
POCA 8 165.2 1.3  21.5 107.1 modified 0 581 1.7 9.7 0 0 0
POCA 9 24M 1.8 48.6 0 - J 0 0 0 0 24M 1.8 48.6
-------- | CSF SERVI CES EXEQUTED ON PCIXOC - == - ==+ oo mm s s s mm e e oo
DES ENCRYPTION  DES DECRYPTION ~ ----- MAC - ----- - HASH - ------ PIN-----
SINAE TRPLE SINAE TRPLE GENERATE VER FY TRANSLATE VER FY
RATE 4975K 497.5 12438  1244K 12438 4975K  497.5 1244K 1346
S ZE 0.75 100K 10.00  0.01 10.00  0.01 10000
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= ANSI
= CA

= CBC
= CCA
= CCF
= CDMF
= CDSA
= CKDS
= CRL
= CRT
= CVC
= CVV
= DES
= DSA
= DSS
= ECB
= FIPS
= [CSF
= [ETF
= |PKI

= KGUP
= | DAP

zSeries Explorers

American National Standards Institute
Certification Authority

Cipher Block Chaining

IBM Common Cryptographic Architecture
Cryptographic Coprocessor Feature
Commercial Data Masking Facility
Common Data Security Architecture
Cryptographic Key Data Set

Certificate Revocation List

Chinese Remainder Theorem

Card Verification Code

Card Verification Value

Data Encryption Standard

Digital Signature Algorithm

Digital Signature Standard

Electronic Code Book

Federal Information Processing Standards
Integrated Cryptographic Service Facility
Internet Engineering Task Force

Internet Public Key Infrastructure

Key Generation Utility Program
Lightweight Directory Access Protocol

Outubro/ 2003

Acronyms

=LIC

= MAC

= MD5

= OAEP
= OCSF
= OCSP
= PCICA
= PCICC
= PCIXCC
m PKA

m PKCS
m PKDS
= PKI

= RA

= RACF
= RSA

m SET

= SHA-1
mSLE

= SSL

= TKE
mTLS

= VPN

Licensed Internal Code

Message Authentication Code
Message Digest 5

Optimal Asymmetric Encryption Padding
0OS/390 Open Cryptographic Services Facility
Online Certificate Status Protocol
PCI Cryptographic Accelerator

PCI Cryptographic Coprocessor
PCI X Cryptographic Coprocessor
Public Key Algorithm

Public Key Cryptographic Standards
Public Key Data Set

Public Key Infrastructure
Registration Authority

Resource Access Control Facility
Rivest-Shamir-Adleman

Secure Electronic Transaction
Secure Hash Algorithm 1

Session Level Encryption

Secure Sockets Layer

Trusted Key Entry

Transport Layer Security

Virtual Private Network
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Solucao de Criptografia em z990
O gue mudou ?

IBM @server zSeries

Vicente Ranieri Junior
IBM Senior Certified Consulting IT Specialist
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