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Introduction to the Host
Access Client Package

The IBM Host Access Client Package is a solution for all of your host connection
needs. The package provides:

» Access to applications and data on IBM @server iSeries (5250),
IBM @server zSeries (3270), and DEC/UNIX virtual terminal (VT) hosts for
traditional Web users in SNA and intranet environments

» Thin client technology to distribute host access capability to remote users, as
well as users in intranet and extranet environments

» The ability to create new graphical user interfaces to front-end host
information without programming, using drag and drop technology

The IBM Host Access Client Package offering integrates WebSphere Host
On-Demand and IBM Personal Communications into a single packaged solution.
This package can provide access to legacy applications to virtually any type of
user regardless of their needs. Whether it is an office-based power user, a mobile
employee, a systems programmer, or a business partner with no training on host
applications, the Host Access Client Package fits virtually any user need. With
the addition of relatively simple graphical rejuvenation tools, you can make your
applications easy to use and available to virtually anyone, virtually anywhere.
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IBM Host Access Client Package offers a migration path from traditional
emulation to Web browser-based emulation, with the ability to put a simple
graphical user interface on a host application. This bundle focuses on TN5250,
TN3270E, and VT applications support.

The components of this package are:
» IBM WebSphere Host On-Demand Version 8.0

Host On-Demand provides Java applets that enable host connectivity and
terminal emulation for 3270, 5250, and VT displays, plus FTP, and JDBC
access, using industry-standard TCP/IP protocols for communications to the
host. The Java applets are downloaded from a Web server through a Web
browser.

» IBM Personal Communications Version 5.7

Personal Communications provides host connectivity and emulation for Telnet
3270, Telnet 5250, and VT displays; supports SNA applications and
technologies and TCP/IP.

Note that the Screen Customizer product available in previous releases of Host
Access Client Package is no longer available.
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1.1 Host On-Demand

WebSphere Host On-Demand is targeted to customers who wish to provide
easy, and cost-effective host access with security to users in intranet-based and
extranet-based environments. It enables businesses to extend the reach of their
host applications and data to new users, including business partners, suppliers,
and sales personnel.

Host On-Demand gives users secure browser access to host applications and
data, with Web browser-based emulation. With support for TN3270E, TN5250,
VT and CICS® applications included in a single package, users need to learn
only one interface to reach key host data. Because Host On-Demand is Java
based, users in different operating environments get the same look and feel, and
identical feature set.

Host On-Demand is installed only on the Web server, and the Host On-Demand
applet is downloaded through a Web URL to the user's Web browser. Code
maintenance, updates and configurations all occur on the Web server, and users
are updated automatically. The Host On-Demand cached client reduces
download and user idle time, enhances productivity, and helps save significant
expense in product deployment and maintenance.

Host On-Demand can be installed on nearly any server platform to fit nearly any
size organization or branch office. Host On-Demand is supported by your choice
of platforms, ranging from Windows NT, Windows 2000, AlX and Linux servers to
iSeries™ and zSeries® mainframes. And, this benefit extends to the desktop as
well. Because the interface is Java based, it is the same in every workstation
environment, whether it be Windows 95, Windows NT, Windows XP, OS/2®,
Linux or other supported workstation environments.

A rich Java tool set, including Host Access Beans for Java and the application
programming interface (API), can enable customers to rapidly create custom
e-business applications to achieve a competitive advantage. Because Host
On-Demand is part of the WebSphere family, applications developed using the
tool set can be incorporated into other WebSphere software projects, helping
preserve your Host On-Demand investment and helping provide a quick start to
the Web and e-business.

Host On-Demand is recommended for installations that require low-cost
centralized deployment, easy, centralized administration, and support for a broad
range of client and server platforms. IBM Personal Communications is
recommended for full-function emulation, more extensive APls and a wider range
of protocols or connectivity, including APPN and other SNA technologies.
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1.1.1 Host On-Demand features

4

The features and functions that Host On-Demand provides have been increasing
steadily with each new version. It is a very powerful terminal emulator, FTP client
and database-access utility, all implemented in Java and downloadable through
a standard Web browser.

Features summary

Here is a summary of the main features followed by a list of features by release
that have been added.

>
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TN3270, TN5250 and VT (VT52/VT100/VT220/VT320/VT420) emulation and
a CICS Gateway client

3270 host printer emulation

Database On-Demand for database query

3270 file transfer with MVS™, VM, CICS

File transfer with OS/400®

File Transfer Protocol (FTP) and Secure Shell FTP (sftp) client

Keyboard remap

Color remap

Copy, cut and paste

Print screen

Macro record/play, with prompts and waits and a powerful editor

Session security, through the Secure Sockets Layer (SSL) and Transport
Layer Security (TLS) protocols

Support for firewalls

Server-based management of user configurations

Telnet redirection

Host Access Class Library (HACL) for development of network-computing
applications

Host Access Beans for Java for application development

Translation into 20 languages, with keyboard and code page support for 20
more, including Arabic, Hebrew and Thai

Comprehensive problem determination capability

26 sessions allowed

Ability to create customized clients

Locally installed client on Windows machines

Host On-Demand Version 8

The main emphasis in Version 8 is on accessing host systems and host
applications without user ID and password and running Host On-Demand without
a browser.

»

Security
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— Web Express Logon is a new feature of Host On-Demand V8 that provides
an automated way for users to log on to hosts and host-based applications
without having to provide an additional ID. It is designed to function within
a wide range of computing environments. Web Express Logon works in
conjunction with your existing network security application and does not
require client certificates. See Chapter 15, “Express Logon” on page 555.

— Secure Shell (SSH) is a popular protocol for running secure sessions over
a non-secure transport layer. It can be thought of as a secure replacement
for Telnet and uses a different daemon (sshd instead of telnetd). Host
On-Demand now supports secure VT Display sessions and secure file
transfer protocol (sftp) sessions using SSH. There is no 3270 or 5250
session support. See 11.5, “Host On-Demand SSH support” on page 433.

— The Host On-Demand File Transfer Protocol (FTP) client now provides
Transport Layer Protocol (TLS) and Secure Socket Layer (SSL) based
secure file transfer. This is referred to as secure FTP. The FTP server must
also support secure FTP. See “FTP/sftp session” on page 322.

» Technology

— Java Web Start is a technology which makes it possible for Java
applications to be distributed over the network. Unlike applets, which must
be accessed with a browser and depend on the browser JVM, Java Web
Start runs as a Java application, independently of any browser. The Host
On-Demand Web Start client is new Java 2 technology that provides the
ability to run Host On-Demand clients without a browser. The Web Start
client can eliminate some of the problems that occur when running HOD in
a browser, such as inadvertently closing the browser when a session is
active. See Chapter 16, “Web Start” on page 591.

— Host On-Demand 3270 Display sessions now support the TN3270E
protocol (TN3270E extensions). TN3270E is an enhanced form of the
TN3270 protocol that allows users to specify an LU or LU pool to which the
session will connect. TN3270E also supports the Network Virtual Terminal
(NVT) protocol for connecting to servers in ASCIlI mode (for example, in
order to log on to a firewall). HOD also supports the contention-resolution
mode feature of TN3270E. This feature allows the 3270 host to indicate to
the client when the host has finished updating the application screen. See
“3270/5250 Connection selection” on page 280.

— Internet Protocol Version 6 (IPv6) is the next generation of the Internet
Protocol. IPv6 expands the number of available Internet addresses and
provides improvements over IPv4 in the areas of routing and network
configuration. Host On-Demand support for IPv6 requires Java 1.4 or later.
HOD supports IPv6 on Solaris Version 8 and later, and Linux kernel 2.1.2
and later. See 2.2.13, “Support for Internet Protocol Version 6” on
page 29.
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— Host On-Demand emulator and database clients now support Mac OS X

client. See 5.2, “Mac OS X clients” on page 159.

Host On-Demand offers several improvements in the Java 2 cached client.
These improvements raise the Java 2 cached client to the same level of
user-friendliness and flexibility as the Java 1 cached client. See 5.9.3,
“Improvements to the cached client for Java 2” on page 181.

Programmable Host On-Demand is a set of Java APIs that allows
developers to integrate various pieces of the Host On-Demand client
code, such as terminals, menus, and toolbars, into their own custom Java
applications and applets. The API gives the developer complete control
over the Host On-Demand desktop (what the user sees) without starting
with the Host Access JavaBeans found in the Toolkit. The underlying Host
On-Demand code handles all the “wiring” of the various components,
including saving user preferences, such as macros, keyboard remappings,
and color remappings, to the local file system for future use. The
developer must only determine the layout of the Host On-Demand
desktop. For more information, see IBM Programmable Host On-Demand
Reference, SC31-6380, or on the Host On-Demand product disk, go to:

file>///{cdrom:]/doc/en/doc/proghod/phReference.html

For 5250 Display sessions, Host On-Demand now supports iSeries hosts
that send Unicode data using tagged Coded Character Set Identifier
(CCSID) fields. This capability is supported by OS/400 V5R2. This
enhancement allows Unicode data to be displayed in 5250 Display
sessions. Host On-Demand supports CCSIDs 13488 (0x34B0) and 17584
(0x44B0). For more information, see the online help.

» Productivity

— The Host On-Demand ZipPrint feature allows you to automatically print

some types of 3270 documents in their entirety by making a single
selection. ZipPrint is a parameterized macro that is built “on the fly” to print
screen data. This ZipPrint capability is similar to the ZipPrint functions in
IBM Personal Communications. See 21.9, “ZipPrint” on page 750 for more
information.

Administrators and users can share and reuse macros, keyboard
definitions and toolbar definitions from one session to the next. This
increases productivity because administrators no longer need to
reconfigure these components for each individual session or HTML file.
Users can share a single component definition across sessions. See
Chapter 23, “Sharing and reusing objects” on page 815.

New macro enhancements and capabilities are now available. Macros can
invoke methods in Java classes (Java classes as variable types). In
addition, you can print screens or a series of screens using new print
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actions that have been added. These print actions invoke the new PD3270
bean.

— Server macro library support allows administrators to create a library (or
libraries) of macros (files) on the Host On-Demand server. A macro in the
library is then distributed to the user only when the user uses the macro.
The Host Sessions window of the Deployment Wizard allows you to
deploy server macro libraries to selected sessions from either a Web
server or a shared network drive. This eliminates the need to import large
macros into a session, and macros can be updated without modifying the
HOD sessions or HTML definitions. See 23.1, “Overview” on page 816
and 23.5, “Scenario using server macro libraries” on page 834.

— The Redirector now provides connection logging and allows connections
to remain active during a period of inactivity. You can specify the amount
of time to wait before dropping an inactive Redirector connection. See the
Host On-Demand V8 Readme for Redirector scalability recommendations.
For additional Redirector scalability recommendations, see

http://www-3.ibm.com/software/webservers/hostondemand/Tibrary/v8infocent
er/hod/en/help/2tabcontents.html

— Directory Utility (DirUtil) adds a list function to its other actions, all
calculated to save time by allowing management of configuration data in a
batch mode environment. With this new function you can perform
searches on users and groups, using criteria with flexible wildcard options.
The list function writes search results to output files that can be reused as
input for other actions. See 7.7.2, “The Directory Ultility list action” on
page 360.

» Usability

— On most session types, you can specify up to two backup servers in
addition to the main server. If you specify backup servers, then the Host
On-Demand client automatically tries to connect with the backup servers if
the connection with the main server fails. See “3270/5250 backup servers
selection” on page 287.

— CICS Gateway clients can now be customized more according to the
needs of the user's work habits. Users can either specify which CICS
transaction starts upon host connection, or choose to begin their sessions
without an initial transaction. See 5.6, “CICS Gateway client” on page 167,
and “CICS Gateway client” on page 320.

For a list of all functions and enhancements, see the online IBM WebSphere
HOD V8 Planning, Installing and Configuring Host On-Demand, SC31-6301
documentation:

» Onthe CD:
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http://[cdrom]/doc/[1anguage] /doc/install/install.htm]
http://[cdrom] /doc/[1anguage] /doc/install/install.pdf

» On Windows:

Click Start -> Programs -> IBM Host On-Demand -> InfoCenter -> IBM
WebSphere HOD V8 Planning, Installing and Configuring Host
On-Demand.

» Ondisk:
http://[published directory]/[language]/install/install.html

For the latest information about Host On-Demand, visit the Web site at:

http://www.ibm.com/software/webservers/hostondemand

To subscribe to the Software Support Bulletin, go to:

http://www.ibm.com/software/network/support

To use the Web online Host On-Demand InfoCenter, go to:

http://www.ibm.com/software/webservers/hostondemand/1ibrary/v8infocenter/ho
d/en/help/2tabcontents.html

For a list of enhancements included in previous releases of Host On-Demand,
see IBM Host Access Client Package Update, SG24-6182-01.

1.1.2 Host On-Demand components

Host On-Demand consists of the following components:

One or more Web servers

A Java environment, provided by a Java Virtual Machine (JVM)
The Host On-Demand Service Manager

A Web application server (optional)

Clients

Deployment Wizard

Certificate management utilities

Host Access Class Library for Java

Host Access Beans for Java

VVYyVYyVYVYVYVYYVYY

Web servers

Since the Host On-Demand applet must be downloaded from a server to the
client, a Web server must be installed on the same machine as the Host
On-Demand server. Any Web server will work; we have not yet found a Web
server that does not work.
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On OS/400, Windows, AlX, Linux, Solaris and HP-UX, the Host On-Demand
installation program will detect and configure most Web servers. Configuration
consists of creating the required alias for the Host On-Demand publish directory
so that the applet and other files are available to clients.

The client code is available for download once Host On-Demand is installed and
the Web server configured. If the configuration server model is used (see 13.1,
“Host On-Demand configuration models” on page 502), then the Host
On-Demand Service Manager is utilized to configure and manage users and
sessions.

Java Virtual Machine

Since Host On-Demand consists of a set of Java applets and applications, a
Java environment is required on both the server and the client. This Java
environment is provided by a Java Virtual Machine (JVM).

The Java Virtual Machine is installed along with the Host On-Demand code. Host
On-Demand V8 installs the IBM 1.3.1, 1.4.0 or 1.4.1 JVM, depending of your
server platform. For all other servers the JVM must be obtained and installed
separately.

Clients are supported on Java 2-enabled Web browsers, such as Netscape 6.x
and Mozilla. The Java 2 Plug-in with Netscape 4.x and Microsoft Internet
Explorer is also supported. For more information refer to 5.16, “Web browsers:
Java 1 and Java 2 enabled” on page 213.

Host On-Demand Service Manager

The Host On-Demand Service Manager consists of multiple sub-functions each
of which is discussed in detail in Part 1, “IBM WebSphere Host On-Demand” on
page 19.

» Configuration server

The configuration server centrally stores and manages session configuration
data and user preferences by user and group IDs. The configuration server is
managed using the Administrative client.

» Redirector service

The Redirector is a Telnet proxy that may be used to protect internal Telnet
servers and ports from Internet users or to provide security for Telnet servers
that do not support security natively.

» (0S/400 Proxy

The OS/400 Proxy is a proxy that allows clients to connect to a back-end
AS/400® system through a single port, instead of exposing the address and
ports of the AS/400 to end users.
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» Configuration servlet

The Configuration Servlet is very useful in Internet environments. The servlet
runs under control of a Web application server and is configured to relay
communications between the client and configuration server over standard
HTTP(S) connections.

» Native Authentication

This is a function that is used to authenticate Host On-Demand defined users
with the native operating system of the server upon which the Host
On-Demand server is running. This is supported only on Windows NT,
Windows 2000, Windows XP, AIX, OS/390® and z/OS® operating systems.

Web application server

A Web application server, such as IBM WebSphere Application Server V4 or V5,
Lotus® Domino® R, or iPlanet Application Server V6 is required to run the
Configuration Servlet.

Clients

Host On-Demand provides several types of pre-configured clients. Note that an
emulator client can support all of the listed terminal types from a single
full-function client.

» Emulator clients

— 3270 display
— 3270 print
— 5250 display
— 5250 print
- VT

» FTP client

» Database clients

» Administrative clients

» Utility clients

Host On-Demand provides these full-function clients as either a cached client or

as a download client, or both, with normal or debug options. In addition, the
Deployment Wizard utility allows for the creation of custom emulation clients.

All available clients are explained in detail in Chapter 5, “Clients” on page 149.
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Deployment Wizard

The Deployment Wizard is a utility that allows the administrator to build an
emulation client customized for their environment. By using the Deployment
Wizard to build custom clients, the administrator can affect the size of the
downloaded or cached client, restrict the client to a subset of functions that they
may perform, and establish the security capabilities of the client. The list below is
a partial list of the capabilities of the Deployment Wizard.

» Type(s) of emulation allowed:

— 3270 display

— 3270 print

— 5250 display

— 5250 print

- VT

— CICS Gateway client
- FTP

» Capabilities of the emulator:

Keyboard remap
Color remap

File transfer
Macro play/record

» Cached or download client
» Normal or debug options
» User model

— Configuration Server
— HTML-based

» Portlet creation

For a complete discussion of the Deployment Wizard, refer to Chapter 14,
“Deployment Wizard” on page 517.

Certificate management utilities

The certificate management utilities are installed on Windows and AIX platforms
during installation. These applications provide the capability of managing digital
certificates and keyring files used by the Host On-Demand clients and Redirector
on supported platforms. Refer to Chapter 12, “Certificate management” on
page 473 for additional information.
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Host Access Class Library for Java

The Host Access Class Library (HACL) for Java, delivered on the Host
On-Demand Toolkit CD, provides a set of classes and methods that allow the
development of platform-independent applications that can access host
information at the data stream level. HACL implements the host access function
in a complete class model that is independent of any graphical display and
requires only a Java-enabled browser or comparable Java environment.

With HACL, application developers can write Java applets that manipulate data
from the data stream presentation space (such as 3270, 5250, and VT) without
requiring that the applets reside on the client machines.

HACL is a significant improvement over traditional emulator programming
interfaces, such as EHLLAPI, in several respects. It is an object-oriented API,
with all the well-known benefits of the object-oriented programming paradigm
and it requires far fewer statements to achieve the same result.

For more details, refer to Chapter 24, “Host Access Toolkit” on page 843.

Host Access Beans for Java

The Host Access Beans for Java provide emulator functions as a set of
JavaBeans. JavaBeans are components that have configurable properties that
use events to communicate between each other, and that can be manipulated in
visual development environments. The Host Access Beans can be used by
developers to rapidly develop custom applications that deliver the specific
functions they want to include in their host-access applications.

For more details, refer to Chapter 24, “Host Access Toolkit” on page 843.

Screen Customizer default graphical interface

Host On-Demand has the ability to automatically render the classic “green
screen” into a basic graphical user interface. A default graphical user interface,
Screen Customizer/LE, is included in all the Host On-Demand clients and can be
turned on in the session configuration panels, but this cannot be customized. The
IBM Screen Customizer product is no longer available separately or as part of
the Host Access Client Package product.

1.1.3 Architecture and operations

Figure 1-1 illustrates the basic operations of Host On-Demand. We briefly
describe the components and how Host On-Demand works, referring the reader
to more specific chapters.
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Figure 1-1 Host On-Demand basic operations

Host On-Demand is installed on a Web serving platform. This platform can be
almost any platform that supports a Web server, and Java.

A client browser running a Java Virtual Machine contacts the Web server and
requests an HTML page that has a Host On-Demand client embedded. This
connection to the Web server may optionally be secured with HTTPS.
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Configuration information for the client is either downloaded with the HTML page
or is obtained from the Host On-Demand configuration server component
through a non-secure TCP RMI connection using port 8999 by default. To secure
this configuration information and to simplify administration in an Internet
environment with firewalls, a Configuration Servlet running under a Web
application server can be configured and HTTP(S) used to pass the configuration
information as opposed to the non-secure RMI connection.

If configuration information is obtained from the Host On-Demand configuration
server and not through the HTML files, then the ability to store these preferences
using Windows user IDs is supported. Additionally, the ability is provided to
challenge the user for their user ID and password as known by the server upon
which Host Access Client Package is running.

Once the configuration information is obtained, any of the clients shown in
Figure 1-1 may be invoked by the user in the following ways:

» Connections are supported to the CICS Transaction Gateway using the CICS
Gateway client on a non-secure TCP/IP connection

» Standard TN3270(E) and TN5250 connections are supported to any of the
following:

— Stand-alone Telnet servers through secure or non-secure connections

— Host On-Demand Redirectors

— Communications Server for AIX Redirectors through secure, non-secure,
or passthrough connection

— Direct to an iSeries or zSeries server through secure or non-secure Telnet
protocols

» VT sessions are supported in the following ways:

— Directly to a supported VT host through non-secure Telnet connections
— To a Redirector through a secure Telnet connection that can then connect
to the back-end non-secure VT host

» Database On-Demand connections to an iSeries host in the following ways:

— Direct to the iSeries through secure or non-secure TCP/IP connections
— Through the Host On-Demand OS/400 Proxy through a non-secure
TCP/IP connection

In order to provide the administrator a mechanism for insuring that the company
stays within its licensing agreement, the License Use Management function is
provided on the Host On-Demand server. This function, when enabled, provides
a count of the maximum number of users concurrently running a Host
On-Demand client at any given point in time.
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This architecture and operations is fully described in Part 1, “IBM WebSphere
Host On-Demand” on page 19.

1.2 Introduction to Personal Communications

Host Access Client Package V4 ships with Personal Communications Version
5.7 for Windows. Personal Communications Version 5.7 is Windows XP certified
and runs on Windows 95, Windows 98, Windows ME, Windows NT, Windows
2000, and Windows XP. Both products are market leaders for traditional client
access and connectivity, providing connectivity and APlIs for all environments.

Personal Communications brings the power of personal networking to your
workstation by exploiting networking capabilities to provide a variety of
connectivity options supporting local area network (LAN) and wide area network
(WAN) environments. Whether it is for host terminal emulation, client and server
applications, or connectivity, Personal Communications offers a robust set of
communication, networking, and administrative features.

Personal Communications is a full-function emulator. In addition to host terminal

emulation, it provides these useful features:

» File transfer

» Dynamic configuration

» An easy-to-use graphical interface

» APIs for SNA-based client applications

» An API allowing TCP/IP-based applications to communicate over an
SNA-based network

A variety of SNA-based client application programming interfaces (APIs) are
supported by Personal Communications. You can create applications that use
the peer-to-peer client APls, which are based on LU 6.2 and provided by
Personal Communications. These APIs let you simultaneously access and
process information on peer workstations.

Personal Communications supports Advanced-Peer-to-Peer Networking (APPN)
as an end node, and uses the advanced network features: high-performance
routing (HPR) and dependent LU requester (DLUR).

AnyNet® SNA over TCP/IP is a feature of Personal Communications that allows
emulator, and client and server SNA applications to communicate over a TCP/IP
network.
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Enterprise Extender (HPR over IP) allows you to extend the reach of SNA
applications and data to include IP networks and IP-attached clients with similar
levels of reliability, scalability, and control as SNA users. Personal
Communications supports the Enterprise Extender (EE) Data Link Control
(DLC).

Refer to Part 2, “Personal Communications Version 5.7” on page 915 for more
information.

1.3 National Language Support

IBM, as a true international leader of global information technology, has a global
vision for all its products. As a part of its globalization strategy, IBM ensures all its
products, communications, and services are designed to meet the needs of the
global market.

This means that they must support the language, culture, and character
encoding elements of IBM’s worldwide customers. The strategy is to do this in a
consistent and comprehensive manner, and at the same time leveraging existing
international standards where possible.

National Language Support (NLS) provides a standardized method of supporting
multiple international locales, code pages, input methods, sort orders, and
number, currency, time, and date formats.

1.3.1 The need for National Language Support

16

As the global economy becomes more integrated, users require software
compatibility across multicultural and multilingual barriers. They want to run
applications using their own language and local conventions for time display,
menu selections, and error messages.

A large corporation with several branches offices around the world may require
that its applications to have interfaces for more than one language, such as a
mixture of English, Japanese, and French software environments with perhaps
multiple languages supported in a single site.

Enterprises with such complex requirements require a unified system-software
architecture that can support global networks without the incompatibilities often
found with different localized versions of software. Not only do they require
unified system-administration models and policies, but they also need to be able
to develop internal applications that operate without modification across all their
operations.

Host Access Client Package V4 Update



For an application to be successful and to reach the global marketplace, it has to
be made in accordance to the local customs, conventions, and other
requirements. These could be culturally specific, such as the way the date is
represented and how decimals are rounded.

In accordance with the IBM globalization strategy for its products, the Host
Access Client Package is translated to several languages to ensure its global
reach. The individual products such as Host On-Demand and Personal
Communications Version 5.7 are provided in many languages. The session
windows, configuration panels, help files, and the documentation have been
translated. In addition, display, keyboard, and processing support is provided for
Arabic, Hebrew, Thai, Hindi, and Greek.

The languages and code pages supported by Host On-Demand are listed in the
National Language Support section of the online Planning, Installation, and
Configuring Host On-Demand. There is also a list of the suffixes required if you
want to load non-native versions of the client applets.

Support in terms of code pages, fonts, screens, and keyboard functions have
been included for a host of languages such as Arabic, Hebrew, Hindi, and Thai,
as well as for the Euro, the new currency of the European Union. For a complete
and comprehensive list of supported languages and their levels of support,
please refer to the installation guide provided along with the software.

Note: National Language Support is operating-system dependent. It calls for
the availability of the necessary font and keyboard support for the language
you want to use, and it should be installed in the operating system. For
example, if you want to use French as the host-session language but do not
have the French font and keyboard support installed, you may not be able to
display the correct characters.

1.3.2 Globalization demystified

This section attempts to explain some of the technical terms and jargon used:

National Language Support Supporting multiple international locales, code
pages, and input methods to a software product
using a standards based approach that makes
the software product culturally correct and closer
to the user.

Internationalization The process of designing software applications
so that it can be adapted to various languages
and regions without engineering changes.
Sometimes the term internationalization is
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abbreviated as i18n, because there are 18
letters between the first “i” and the last “n.”

Localization The process of adapting software for a specific
region or language by adding locale-specific
components and translating text. The term
localization is often abbreviated as 110n,
because there are 10 letters between the “” and
the “n.” Usually, the most time-consuming
portion of the localization phase is the
translation of text. Other types of data, such as
sounds and images, may require localization if
they are culturally sensitive. Localizers also
verify that the formatting of dates, numbers, and
currencies conforms to local requirements.

DBCS Double-Byte Character Set, which is used in
Asia Pacific countries, including Japan, Korea,
Taiwan (Traditional Chinese), China (Simplified
Chinese), and Hong Kong (Simplified Chinese).
As the name suggests, it may be assumed that
DBCS simply means a character-encoding
scheme where each character occupies two
bytes. However, depending on the scheme such
as EBCDIC, ASCII, 1ISO2022, and Unicode,
each character could occupy one or more bytes
in the DBCS environment.

Code Page (CP) A code page (CP) is the specification of code
points (hexadecimal value) for each character in
a character set. Each CP has its own ID number.
For example, Japanese Katakana has a Code
Page ID number 930.

Unicode Provides a unique number for every character,
irrespective of the platform, or program or
language.

1.3.3 Installation

When you install any or all the products of the Host Access Client Package on a
Windows server or on an iSeries, you can choose which languages you wish to
be installed.
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Part 1

IBM WebSphere
Host On-Demand

In this part, we review Host On-Demand Version 8.0. We address all aspects of

the product from installation planning to deployment strategies, from
administration to client operations, and migration issues from prior versions of

Host On-Demand.
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Planning and installation

This chapter discusses the planning for an installation of Host On-Demand on all
platforms except zSeries. Installation on this platform is significantly different
from installation on distributed platforms; therefore, we will discuss zSeries
planning and installation in Chapter 3, “z/OS implementation” on page 69.
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2.1 Supported platforms

The following sections describe the Host On-Demand server and client
requirements for supported platforms. Additional sections cover installation and
migration considerations for supported platforms.

2.2 Server requirements

In the following sections, we will examine the server requirements.

2.2.1 zSeries platform

For a complete list of OS/390 and z/OS requirements, see the Program Directory
that comes with the media.

2.2.2 iSeries platform
Table 2-1 iSeries server requirements

Server operating system 0S/400 (R) V5R1 and V5R2. Recent
cumulative service is recommended.
Recent cumulative service is
recommended. Refer to for service
information:
http://www-912.ibm.com/s_dir/slkbase.n
sf/recommendedfixes

Unicode support using Coded Character
Set Identifiers (CCSIDs) requires V5R2
with the following PTFs: S108903,
S108904, S108933 and S108985

Disk space 363 MB for an English-only installation.
Add 4 to 8 MB for each additional national
language to be installed.

Memory 256 MB memory or more. Refer to
http://publib.boulder.ibm.com/pubs/html/
as400/onlinelib.htm for additional
information about the impact of additional
memory and Java performance

Supported Web servers » Apache-based HTTP Server for
iSeries

» IBM HTTP Server for iSeries

» Lotus Domino for iSeries (manual
configuration required)
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Java

IBM Java Toolbox

Java Developer’s Kit *BASE option and
one of the following:

- Option4-1.1.8

- Option 5-1.3

- Option6- 1.4

All other requirements

- TCP/IP Connectivity Utilities for iSeries
- QShell Interpreter

2.2.3 Microsoft Windows platforms

Table 2-2 Windows server requirements

Server operating systems

» Windows NT 4.0 with SP5 or later

» Windows 2000 Professional, Server
and Advanced Server

» Windows XP Professional (32-bit)

» Windows server 2003

Disk space

363 MB for an English-only installation.
Add 4 to 8 MB for each additional national
language to be installed.

Supported Web servers (automatically
configured)

» Apache HTTP Server V1.3 and V2.0

» IBM HTTP Server V1.3.12.6,
V1.3.19.2, V1.3.26, and V2.0.42

» iPlanet Web Server Enterprise
Edition V6.0

» Lotus Domino R6 (manual
configuration required)

» Lotus Go V4.6

» Microsoft 1S 4, 5,5.1, and 6

Supported Web Application Servers

» iPlanet Application Server V6.0
(manual configuration of servlet
required)

» Lotus Domino R6 (manual
configuration of servlet required)

» WebSphere Application Server 4.0,
5.0, and 5.0 Express

Java

Installed with Host On-Demand
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2.2.4 AIX platform

Table 2-3 AlX server requirements

Server operating system

AIX (R) Version 4.3.3, 5L, 5.1 and 5.2

Disk space (installp image)

363 MB for an English-only installation.
Add 4 to 8 MB for each additional national
language to be installed (including the
additional security files).

Supported Web servers

» Apache HTTP Server V1.3 and V2.0

» IBM HTTP Server V1.3.12.6,
V1.8.19.2, V1.3.26, and V2.0.42

» iPlanet Web Server Enterprise
Edition V6.0

» Lotus Domino R6 (manual
configuration required)

» Lotus Go V4.6

Supported Web Application Servers

» iPlanet Application Server V6.0
(manual configuration of servlet
required)

» Lotus Domino R6 (manual
configuration of servlet required)

» WebSphere Application Server 4.0
and 5.0

Java

Installed with Host On-Demand

2.2.5 Solaris platform
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Table 2-4 Solaris server requirements

Server operating system

Sun Solaris 7, 8, and 9

Disk space

363 MB for an English-only installation.
Add 4 to 8 MB for each additional national
language to be installed.

Supported Web servers

» Apache HTTP Server V1.3 and V2.0

» IBM HTTP Server V1.3.12.6,
V1.3.19.2, V1.3.26, and V2.0.42

» iPlanet Web Server Enterprise
Edition V6.0

» Lotus Domino R6 (manual
configuration required)

» Lotus Go V4.6
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Supported Web Application Servers

» iPlanet Application Server V6.0
(manual configuration of servlet
required)

» Lotus Domino R6 (manual
configuration of servlet required)

» WebSphere Application Server 4.0
and 5.0

Java

Installed with Host On-Demand

2.2.6 HP-UX platform

Table 2-5 HP-UX server requirements

Server operating system

11.0and 11i

Disk space

363 MB for an English-only installation.
Add 4 to 8 MB for each additional national
language to be installed.

Supported Web servers

» Apache HTTP Server V1.3 and V2.0

» IBM HTTP Server V1.3.12.6,
V1.3.19.2, V1.3.26, and V2.0.42

» iPlanet Web Server Enterprise
Edition V6.0

» Lotus Domino R6 (manual
configuration required)

» Lotus Go V4.6

Supported Web Application Servers

» iPlanet Application Server V6.0
(manual configuration of servlet
required)

» Lotus Domino R6 (manual
configuration of servlet required)

» WebSphere Application Server 4.0
and 5.0

Java

Installed with Host On-Demand
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2.2.7 Linux and other UNIX platforms
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Table 2-6 Linux server requirements

Server operating system

» Red Hat Linux 7.1, 7.2, 7.3, Red Hat
Enterprise Linux AS 2.1, 8.0
Personal, 8.0 Professional, 9.0
Personal, and 9.0 Professional

» SuSE Linux7.1,7.2,7.3, 8.0, 8.1
Professional, and 8.2

» Caldera 3.1, SCO-Caldera
OpenLinux Workstation 3.1.1, and
SCO-Caldera OpenLinux Server
3.1.1

» TurboLinux 6.5, 7.0, 8.0 Workstation,
and 8.0 Server

Disk space

363 MB for an English-only installation.
Add 4 to 8 MB for each additional national
language to be installed.

Supported Web servers

» Apache HTTP Server V1.3 and V2.0

» IBM HTTP Server V1.3.12.6,
V1.3.19.2, V1.3.26, and V2.0.42

» iPlanet Web Server Enterprise
Edition V6.0

» Lotus Domino R6 (manual
configuration required)

» Lotus Go V4.6

Supported Web Application Servers

» iPlanet Application Server V6.0
(manual configuration of servlet
required)

» Lotus Domino R6 (manual
configuration of servlet required)

» WebSphere Application Server 4.0,
5.0, and 5.0 Express

Java

Installed with Host On-Demand

When using Redhat Linux Version 7.0, make sure that the glibc package is at

least Version 2.2-12.
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2.2.8 0S/2 platform

Table 2-7 OS/2 server requirements

Server operating system » 0S/2 (R) Warp Server Version 4
» OS/2 Warp Server for e-Business 4.5
Disk space 510 MB. The hard disk must be
configured for HPFS.
Supported Web servers Lotus Domino Go Web server for 0S/2
Java 0S/2 JDK 1.1.8 or JDK 1.3.

You can obtain the latest 0S/2 JVM from one of the following Web sites:

ftp://ftp.hursley.ibm.com/pub/java/
http://www.ibm.com/developerworks/java/

For JVM 1.1.8, make sure your classpath entry in config.sys is updated with the
location of the JVM class files and that the current directory (.) is included. The
classpath should include something like this:

c:\Javall\lib\classes.zip;
Note: When you have installed the JDK and set the classpath, reboot the

workstations so that the updated classpath takes effect.

2.2.9 Novell Netware platform

Table 2-8 OS/2 server requirements

Server operating system Novell NetWare Version 4.2, 5.1 and 6
Disk space 510 MB.

Supported Web servers Novell Web Server

Java Novell JDK 1.1.8. and JDK 1.3

You can obtain the latest Novell JDK from:
http://www.developer.novell.com

The JDK must be configured for long-filename support.
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Note: For users to load the client HTML files from a Novell server, their
browsers might need to be configured not to use a proxy server. In addition, if
users have a browser with a Java 2 plug-in, the IBM plug-in must be 1.3.1 or
later, and the Sun plug-in must be version 1.3.1 or later. The client applets do
not successfully load if the plug-in is an earlier version.

2.2.10 Supported LDAP servers

The Host On-Demand server can optionally use the lightweight directory access
protocol (LDAP) as a data store for user and group information. The following
LDAP servers are supported:

» IBM LDAP Directory Server V3.2.2

» IBM Directory Server V4.1 and V5.1

» IBM LDAP Server running on OS/390 V2R9 and V2R10

» IBM LDAP Server running on z/OS V1R1, V1R2, V1IR3, and V1R4
» Netscape Directory Server V4.0 (Windows NT and AlX)

For more information on IBM’s LDAP Directory solution, and to download a
complimentary evaluation kit, go to:
http://www.software.ibm.com/network/directory/

For instructions on using LDAP with Host On-Demand, see Chapter
18,“Configuring Host On-Demand Server to use LDAP” on page 129.

2.2.11 Development environments

Host On-Demand supports the following Development environments:

IBM’s VisualAge® for Java Version 3.5 and 4.0
WebSphere Studio Application Developer 4.0 and 5.0
WebSphere Studio Site Developer Advanced 4.0
Borland/Inprise’s JBuilder Version 5.0, 6.0, 7.0, and 8.0

vyvyyy

2.2.12 Miscellaneous software
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The following software is supported:

» IBM WebSphere Portal for Multiplatforms 2.1, 4.1, and 4.2
» CICS Transaction Gateway 5.0.1 (required for CICS Gateway client)
» Acrobat Reader (Acrobat) Version 4.0 or later
(Note: Acrobat Version 5.0 or later is required for DBCS PDF support.)
» Netegrity Siteminder 5.5
» IBM Tivoli® Access Manager for e-business 4.1
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2.2.13 Support for Internet Protocol Version 6

Internet Protocol Version 6 (IPv6) is the next generation of the Internet Protocol
designed by the Internet Engineering Task Force (IETF) to replace the current
version, which is now referred to as Internet Protocol Version 4 (IPv4). For almost
20 years, IPv4 has been very effective for the Internet, but now it is experiencing
certain limitations. For example, the main limitation is the growing shortage of
IPv4 addresses, which is a big concern as the Internet continues to grow with
more and more machines needing IP addresses. IPv6 expands the number of
available IP addresses and makes improvements in areas such as routing and
network configuration. IPv6 is expected to gradually replace IPv4, with the two
coexisting for a number of years during a period of transition.

Support for IPv6 requires Java 1.4. on the server (where it is installed by default)
and the client.

Host On-Demand 8 supports IPv6 on the following operating systems, because
only the JVM for this operating systems supports IPv6:

» Solaris Version 8 and later
» Linux kernel 2.1.2 and later (Red Hat Version 6.1 and later)

Note: A Linux client may be installed with a dual IP stack that supports
both versions after which the client will be able to use IPv4 to talk to the
Web server and HOD server, and IPv6 to talk to the TN3270/TN5250
server.

For an up-to-date list of operating systems supported by Host On-Demand that
use IPvB, visit the Host On-Demand V8 Web InfoCenter at:

http://www.ibm.com/software/webservers/hostondemand/1ibrary/v8infocenter/

Note: To be able to use a TN3270 or TN5250 session using IPv6, the
Telnet-server must also support this; for example, Communications server for
z/OS V1Rb5.

2.3 Client requirements

For updates to client requirements, refer to the readme.html, which can be found
in /HostOnDemand/HOD//language/doc/readme/.
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2.3.1 Supported operating systems

Host On-Demand clients are supported on the following operating systems:
Windows 95 (no local client support)

Windows 98

Windows Millennium Edition (ME)

Windows NT 4.0 with SP5 or later

Windows 2000 (Professional)

Windows server 2003

Windows XP Professional and Home Edition (32-bit version)

AlX 4.3.3, AIX5L™ 51 and 5.2

0S/2 Warp 4

Sun Solaris 7, 8 and 9

HP-UX 11.0 and 11i

Red Hat Linux 7.1, 7.2, 7.3, Red Hat Enterprise Linux AS 2.1, 8.0 Personal,
8.0 Professional, 9.0 Personal, and 9.0 Professional

SuSE Linux 7.1, 7.2, 7.3, 8.0, 8.1 Professional, and 8.2

Caldera 3.1, SCO-Caldera OpenLinux Workstation and SCO-Caldera
OpenLinux Server

TurboLinux 6.5, 7.0, 8.0 Workstation, and 8.0 Server

Microsoft Windows NT Server 4.0 Terminal Server Edition

Windows Terminal Services for Windows 2000

Netstation V2R1MO

Citrix Metaframe 1.8 for Windows Terminal Server 4.0 and 1.8 for Windows
2000 Server

Citrix Metaframe XP Presentation Server (Versions s,a,e) for Windows
Mac OS X 10.2.1 Host On-Demand does not support Netscape on Mac OS X.

vyvyVvyyvyy vy YVYVYYYVYVYVYVYVYVYYY
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Note: A locally installed client is supported only on Windows 98, Windows
Millennium, Windows NT, Windows 2000, and Windows XP.

2.3.2 Supported Web browsers
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The following Web browsers are supported for you to download the Host
On-Demand clients from a remote Host On-Demand server, or to run Host
On-Demand on a locally installed client:

» Supported Java 1 browsers
— Netscape Navigator 4.7
Host On-Demand does not support Netscape on Mac OS X.
— Netscape Navigator (0S/2) 4.61

— Microsoft Internet Explorer 4.01, 5.01, 5.5, and 6.0 without a Java 2 plug-in
installed.
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Note: Based on our experience during the tests, we strongly suggest that
you use the latest supported browser versions, and for Microsoft Internet
Explorer, the latest JVM.

Microsoft Technical Document, Q163637, available on Microsoft's Web site,
provides information for Internet Explorer users on how to obtain the latest JVM
for Microsoft Windows 98 operating system, Microsoft Windows 98 Second
Edition operating system, Microsoft Windows Millennium Edition operating
system, Microsoft Windows NT(R) 4.0 operating system, and Microsoft Windows
2000 operating systems.

For Windows XP operating system without a JVM installed, reference the
Microsoft support news group for Windows XP operating system, located on
Microsoft's Web site:

» Supported Java 2-enabled browsers and Java 2 plug-ins
— Netscape Navigator 6.1, 6.2, 7.0
Host On-Demand does not support Netscape on Mac OS X.
— IBM Web Browser for 0S/2 V1.2

— Microsoft Internet Explorer 4.01, 5.01, 5.5, and 6.0 with a Java 2 plug-in
installed.

— Safari
— Mozilla 1.0.2, 1.2.1

A Java-2 enabled browser requires a Java 2 plug-in. Supported Java 2 plug-ins
are: Sun, IBM, and HP Java plug-ins 1.3.1, 1.4.0, and 1.4.1.

For more information about Java 2-enabled browsers and Java 2 plug-ins, refer
to 5.9, “Java 2 support” on page 179.

For more the most up-to-date list of supported Web browsers, refer to the
Readme and to the Host On-Demand Web site:

http://www.ibm.com/software/webservers/hostondemand

2.4 Installing Host On-Demand

Before installing the Host On-Demand server, ensure that you have the
appropriate level of authority to access the directories, and run the commands
required for installation. For example:
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» On Windows, you must log in as administrator or as a user that is a member
of the administrator’s group.

» On 0S/400, you must sign on with the QSECOFR user profile (or with
another user profile with equivalent security authorities).

» On any UNIX-based operating system, you must log on with root access
authority.

The Host On-Demand clients are served as Web pages, so you must install the
Host On-Demand server in the same environment as an HTTP Web server. If the
installation process detects one of the supported Web servers (see 2.2, “Server
requirements” on page 22) is configures it automatically, otherwise, you have to
do it manually after the installation has finished. The installation steps are
different for each of the following operating systems:

Installing on Windows, AlX, Linux, Solaris, and HP-UX
Installing on OS/2

Installing on Novell NetWare

Installing on OS/400

Installing on OS/390 or z/OS

vyvyyvyyvyy

2.4.1 Installing on Windows, AIX, Linux, Solaris, and HP-UX

32

You can install Host On-Demand:

» With a graphical interface (see “Installation using the graphical interface” on
page 32).

» In console mode (see “Installation in console mode” on page 39).

» Or with a response file in silent mode (see “Installation in silent mode” on
page 41).

Even if you plan to install in console or silent mode, you should read through the
steps for using the graphical interface. They document environment variables
required for any installation mode.

The installation is logged in hodinstall.log, which is located in the operating
systems TEMP directory. Any deinstallation will be logged in hoduninstall.log in
the same directory.

Installation using the graphical interface
The following steps guide you through the graphical interface for installation on
Windows, AlX, Linux, Solaris, and HP-UX:

1. If your platform supports CD autoplay, insert the CD and wait for the start
window. If not, you must launch the installation program with the native
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platform launcher appropriate to your environment. Use one of the following
(on the CD in the hodinst directory):

hodinstallwin.exe for Windows

hodinstallwin.console.exe for Windows. Launches the Windows console
with return codes.

hodinstall_aix.bin for AlIX

hodinstall_linux390.bin for Linux/390

hodinstall_linuxppc.bin for Linux partitions on pSeries® and iSeries
hodinstall_linux.bin for all other Linux versions
hodinstall_solaris.bin for Solaris

hodinstall_hpux11x.bin for HP-UX

As you enter your native platform launcher, you can add command-line
parameters to the installation process. Refer to Appendix D in IBM
WebSphere HOD V8 Planning, Installing and Configuring Host On-Demand,
SC31-6301 for more information.

. The welcome window shown in Figure 2-1 appears in the language of your
system or user locale.
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=101 ]

VLR ECR Host On-Demand

Installstion Pre

Welcome to IBM WebSphere Host On-Demand!
Click on the buttons to the left to find out more about 1B host connectivity saolutions and to install
Host On-Demand on your computer.

@ Copyright International Business Machines Corporation 1998, 2003,
All Rights Reserved.

Figure 2-1 Welcome window

3.

4.

Read the software agreement, which you must accept to continue the
installation.

If you have a previous version of Host On-Demand installed, the next window
instructs you to uninstall it.

For Host On-Demand 5, 6, or 7 on Windows and AlX, click Next to
automatically launch the uninstall utility. It performs the uninstallation, leaving
all of your existing customized HTML pages and other customized
configuration files in place.

When the utility closes, Host On-Demand 8 installation continues.

Next, the wizard prompts you for the installation directory. See Figure 2-2. If
you are upgrading from a previous version of Host On-Demand, your previous
installation directory appears as the default on Windows and AlX only.
Otherwise, the installation directory defaults to one of the following:

— c:\Program Files\IBM\HostOnDemand for Windows
— /opt/IBM/HostOnDemand for AlX, Linux, Solaris, and HP-UX
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Figure 2-2 Installation directory

6. The additional language selection window appears to allow you to choose
support for multiple languages in addition to English, which is automatically
installed.

7. The next window (shown in Figure 2-3) asks for input to configure appropriate
Web servers and establish the publish directory.

a. Alist of detected Web servers appears. Select which Web server you want
to configure for Host On-Demand. For a list of supported Web servers,
refer to 2.2, “Server requirements” on page 22, under the platform you are
trying to install on.

b. The publish directory stores files that must be kept available to clients. The
install wizard prompts you to designate your publish directory by
displaying the default, HOD, as a subdirectory appended to your Host
On-Demand server path. The wizard also prompts you to specify an alias
for the directory.
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The Web Servers listed were detected an your system. Select the Web Server you would like ta
— configure.

Detected Webh Server(s):
WehSphere.

Apache HTTP Server

Choose the directary in which to install files that will be accessible fram the Web and downloaded
by clients to run Host On-Demand.

Fublish Destination Directory Location:
|C:1Pr0gram Files\BMHostOnDemandiHOD
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Specify the alias for the HOD Publish directary. Clients will use this alias to access Host On-
Demand.

Host On-Demand Publish Alias:
Jhod

InstallZhield
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Figure 2-3 HTTP server panel

For IBM HTTP Server for Windows, the entry in the httpd.conf file will
probably look like this:

Alias /hod/ C:/Program Files/IBM/HostOnDemand/HOD/

8. Specify the Service Manager port, through which Host On-Demand clients
communicate with the Service Manager. This communication is necessary for
the following deployment options:

— Using the configuration server to maintain session configuration
information. See 5.1, “Host On-Demand default clients” on page 150.

— License-Use Counting, refer to 7.6, “License Use Management” on
page 353.

IBM recommends designating port 8999 for these purposes. Check your
server documentation to see if this port is being used. If it is in use, you can
change the port during installation, or at a later time. For more information
about changing the Service Manager port, see 2.4.6, “Changing the Service
Manager port” on page 48.

9. If the installation program detects IBM WebSphere Application Server
(versions 4.0 and 5.0) on your system, the next window asks if you want to
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configure the Host On-Demand configuration servlet in one of them. If you run
Host On-Demand through a firewall, this eliminates the need to open an extra
port for client communications with the Host On-Demand Service Manager.
See 2.4.7, “Installing the configuration servlet” on page 52 for more
information:

— If you click Yes, a window appears listing the versions of the application
servers detected, prompting you to choose from them. The installation
program automatically deploys the configuration servlet on the Web
application server you designate, and it configures your clients to access
the Service Manager through the servlet.

— If you click No, the install configures the clients to access the Service
Manager directly on port 8999 (or an alternative port you have specified).

If you click Yes and select WebSphere Application Server 5, and you have
multiple servers configured within WebSphere Application Server; the install
wizard prompts you to choose the server on which you want to deploy the
configuration servlet.

Note: If you would like to set up your server so that some clients are using the
configuration servlet and others do not, select Yes at this time, and refer to
Chapter 9, “Configuration servlet” on page 387 for more information.

10.A window summarizing all of your input appears. This is shown in Figure 2-4.
Click Next to install.
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e Flease read the summary information below.
_— IEM WehSphere Host On-Demand will be installed in the following location:

CAProgram FilesiBMiHostOnDemand
WehSphere.

for a total size:
263.6 MB

InstallZhield
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Figure 2-4 Summary screen

11.When the installation is complete, the wizard presents you with options to
register your software and view the Host On-Demand InfoCenter.

12.When you click Finish in the next window, the wizard might prompt you to
restart your computer.

Note: For several Host On-Demand functions, the Service Manager is
required to be running. On Windows servers, the Service Manager runs as
a service and will be configured to start automatically at reboot. On all
UNIX-based operating systems, if you reboot the server, you must also
restart the Service Manager. Copy the appropriate script from
/usr/opt/IBM/HostOnDemand/lib/samples/NCServiceManager/ to
/usr/opt/IBM/HostOnDemand/lib/, change if needed and arrange for the
script to be run at boot time. Refer to the documentation supplied with your
operating system on how to add a boot service.

13.Load the HODMain.html, located in the published directory into your browser.
This page contains links to all the Host On-Demand clients and utilities, the
readme file, and basic configuration steps for configuring the Host
On-Demand server.
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Note: For AIX administrators: Be aware that installing Host On-Demand 8 on
AlX results in new compiler requirements for Certificate Management. Refer to
12.4, “The IKEYCMD command-line tool” on page 493 for further information.

Installation in console mode

Installing Host On-Demand in console mode suppresses the GUI wizard.
Instead, the utility sends messages and text prompts directly to your console (or
command line window). You make selections by pressing the Enter key or typing
a number.

To use console mode, input your native platform launcher with the -console
command line option. For example, on Windows:

hodinstallwin.exe -console
When you enter the following command line options with your native platform

launcher, the launcher passes them to the Host On-Demand install as installation
parameters. Options that suppress the GUI wizard are marked accordingly.

Table 2-9 Command line options

Option Purpose Usage example

-console Installs Host hodinstallwin.exe
On-Demand in console | -console

(Suppresses the GUI mode.

wizard)

-log #!filename Generates an hodinstallwin.exe -log
installation file |Og with #!\mydirectory\|ogfi|e

where # echoes the the name specified.

display to standard
output and filename is
the name of the log file.
If you specify ! without
a file name, the default
log file name is used.

-options filename Installs Host hodinstallwin.exe -silent
On-Demand with -options
command line options | ¢:\mydirectory\response
that set specified File
properties for the
installation.
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Option

Purpose

Usage example

-options -record
filename

Generates an options
text file recording your
responses to the Host
On-Demand install
wizard, establishing
them as default values
for installation variables.

hodinstallwin.exe
-options-record
responses.txt

-options-template

Generates an options

hodinstallwin.exe

filename text file containing the | -options-template
default installation template.txt
values.

-silent Installs Host hodinstallwin.exe -silent

(Suppresses the GUI
wizard)

On-Demand in silent
mode, accepting all
default installation
values.

The following additional command line options apply only to the process of
calling and running the installation program. Enter them at the command line with
the native platform launcher.

Table 2-10 Launch-specific command line options

Option

Purpose

Usage example

-is:logfilename

Generates a log file for
the native launcher's
JVM searches.
hodinstallwin.exe

-is:log myLogFile.txt

-is:silent

Prevents the display of
the launcher user
interface (Ul) while JVM
searches and other
initializations are taking
place. (Commonly used
with the command line
option silent.)

hodinstallwin.exe
-is:silent

-is:tempdirdirectory

Sets the temporary
directory used by the
Host On-Demand
install.

hodinstallwin.exe
-is:tempdir "c:\temp"
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Installation in silent mode

A silent installation installs Host On-Demand without displaying any windows or
asking for input. All of the input required during an installation is obtained from a
text file called a response file. The silent mode is particularly useful for deploying
multiple images of Host On-Demand server. A response file is created by
recording an installation. Please refer to Figure 2-9 on page 39 for the install
options to record a response file. You can find a sample response file on the Host
On-Demand CD in hodinst\hodSampleResponse.txt. The defaults are English,
no WebServer configuration, no WebSphere configuration, and a port value of
8999. If these values are not correct and there is not a GUI-capable console
available to record a new response file, the install.script file may be copied to a
writable directory and manually edited based on the comments included in the
install.script file. After modifying the file for your environment, enter the following
command-line options (with your native platform launcher) to run a silent
installation. For example, on Windows:

hodinstallwin.exe -silent -options c:\mydirectory\responseFile

To create your own response file, you would enter the following options:
hodinstallwin.exe -options -record -filename c:\mydirectory\responseFile
Note: When you install in silent mode, there is no indication on the screen or
taskbar that the installation is in progress or that it is complete. In the task

manager you will find the IKERNEL.EXE running as long as the install process
is active.

The directory for the response file must be defined prior to the start of the
installation.

A locally installed client cannot be installed silently.

For a detailed description of the silent install process refer to IBM WebSphere
HOD V8 Planning, Installing and Configuring Host On-Demand, SC31-6301. It is
also available in the Infocenter shipped with Host On-Demand.
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The following steps assume that HostOnDemand is the server directory and HOD

Note: If you have previously installed Host On-Demand and have changed
/hostondemand/private/NSMprop or changed or created
/hostondemand/hod/config.properties, you must back up these files before
installation and then restore them after installation. The files are overwritten
during the unzip process.

is the publish directory. To install the Host On-Demand server:

1.
2.

Insert the CD.

If this is a new installation, create a server directory, for example
C:\HostOnDemand. The server directory contains files that are used only by
the server and must not be available to client workstations

3. Change to the server directory.

4. Run the following command to extract the files:

unzip [cd_rom]:\zip\hod70srv.zip
Where:

— unzip is your unpacking program (such as UNZIP.EXE). It must support
long filenames.

— [cd_rom] is the CD-ROM drive letter.
— zip is the directory on the CD.

If this is a new installation, create the publish directory, for example
C:\HostOnDemand\HOD. The publish directory contains files that must be
available to client users who access the server through a browser.

6. Change to the publish directory.

7. Run the following command to extract the files:

unzip [cd_rom]:\zip\hod70www.zip

Make the publish directory available to clients on the network. Refer to the
documentation of your Web server for information about how to publish a
directory.

Configure a local host by adding the following line to the setup.cmd file, which

is usually found in the \mptn\bin directory:
ifconfig 10 127.0.0.1

10.Start the Host On-Demand Service Manager, which provides support

services for Host On-Demand and runs as a Java application:

Host Access Client Package V4 Update



a. At the command prompt, change directory to \HostOnDemand\lib.

b. Copy NCServiceManager-OS2.cmd from the
\HostOnDemand\lib\samples\CommandFiles directory.

c. Edit NCServiceManager-OS2.cmd to reflect the directory paths
appropriate for your workstation.

d. Run NCServiceManager-0S2.cmd. The Service Manager does not display a
message indicating that it has started. Also, disregard the following
message: Native library failed to load, indicating this
Redirector does not support SSL. The failure to load this library simply
indicates that the server does not support SSL sessions.

Note: For several Host On-Demand functions, the Service Manager is
required to be running. If you reboot the server, you must also restart
the Service Manager. You might want to add the
NCServiceManager-0S2.cmd command to your startup.cmd file so that
the Service Manager starts automatically when the workstation boots. If
you do, remember to specify to change directory to /HostOnDemand/lib
before running the command.

11.Restart the Web server to pick up the changes in the configuration

12.Load HODMain.html, located in the \HostOnDemand\HOD directory, into your
browser:

— Click Readme to see updated information.
— Click Basic configuration steps to help you get started with configuring
the Host On-Demand server.

2.4.3 Installing on Novell NetWare

Note: If you have previously installed Host On-Demand and have changed
/hostondemand/private/NSMprop or changed or created
/hostondemand/hod/config.properties, you must back up these files before
installation, then restore them after installation. The files are overwritten
during the unzip process.

These steps assume that HostOnDemand is the server directory and HOD is the
publish directory. To install the Host On-Demand server:

1. Stop the Service Manager with the Java -exit command.

2. From a client workstation, map a drive to the SYS: volume of the Novell
server.

Chapter 2. Planning and installation 43



44

3. Mount the SYS:volume.
4. Insert the CD.

5. If this is a new installation, create a server directory, for example
HostOnDemand. The server directory contains files that are only used by the
server and must not be available to client workstations.

6. Change to the server directory.

7. From the drive mapped to the SYS:volume, run the following command to
extract the files:

unzip [cd_rom]:\zip\hod70srv.zip
Where:

— unzip is your unpacking program (such as UNZIP.EXE). It must support
long filenames.

— [cd_rom] is the CD-ROM drive letter.

— zip is the directory on the CD.

8. Change to SYS:\web \docs. This directory is usually published (made
available to client users who access the server through a browser)
automatically. If the \web \docs directory does not exist, continue, otherwise,
go to Step 10.

9. Create a publish directory named HOD and change to that directory. The HOD
directory contains files that must be available to client users who access the
Host On-Demand server through a browser.

10.Run the following command to extract the files to the publish directory:
unzip [cd_rom]:\zip\hod70www.zip
11.From the server console, run the command load java to start the Java NLM.

12.Start the Host On-Demand Service Manager, which provides support services
for Host On-Demand and runs as a Java application, by following these steps
from a client system mapped to the SYS volume of the server:

a. Copy NCServiceManager-Novell.ncf from the
\HostOnDemand\lib\samples\CommandFiles directory to the \system
directory on the Novell server. To run the command from the server
console, you might have to change the file name to the eight-dot-three
format.

b. Edit NCServiceManager-Novell.ncf (or the eight-dot-three format of the
file) to reflect the directory paths that are correct for your workstation.

c. From the server, run NCServiceManager-Novell.ncf (or the eight-dot-three
format of the file). The Service Manager does not display a message
indicating that it has started.
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Note: For several Host On-Demand functions, the Service Manager is
required to be running. If you reboot the server, you must also restart the
Service Manager.

2.4.4 Installing on 0S/400

There are three options for installing the Host On-Demand server on OS/400
systems:

» Using the graphical interface for remote installation (see “Using the graphical
interface for remote installation” on page 45)

» Using the console or silent mode for local installation (see “Using the console
or silent mode for local installation” on page 47)

» Running a remote console or silent installation from a Windows machine (see
“Running a remote console or silent installation from a Windows machine” on
page 48)

For information about the impact of additional memory and Java performance,
refer to the iSeries Performance Capabilities Reference Web page:
http://www.ibm.com/servers/eserver/iseries/perfmgmt/resource.htm
Recent cumulative service is recommended. Refer to the Fixes, Downloads and
Updates Web page:
http://techsupport.services.ibm.com/eserver/fixes

Search for iSeries.

Using the graphical interface for remote installation

To install on OS/400 in graphical mode, you must install remotely from a
computer running Windows. The following steps guide you through the install:

1. Insert the Host On-Demand CD into your Windows system and open the
Windows command prompt window. If your computer has CD autoplay, exit
out of the Host On-Demand Welcome window.

2. At the command line prompt, change to the hodinst directory and enter the
Windows launcher with an additional parameter specifying the OS/400
operating system:

hodinstallwin.exe -0s400

Alternatively, you can use three more parameters to designate the exact
server to which you are installing and log onto that server. For example:

hodinstallwin.exe -0s400 myserver myuserid mypassword
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Myserver is the TCP/IP address or host name for your iSeries server.
Myuserid and mypassword are a valid logon ID to that server.

. If you do not specify the iSeries server and your logon ID in the command

line, a window appears prompting you to enter that information. After you
enter that information, the wizard starts. It automatically uses the language of
your location, defined on your system by the running Java Virtual Machine
(JVM).

. Read the software agreement. You must accept the software agreement to

continue the installation.

. If you have a previous version of Host On-Demand installed, a window

appears instructing you to uninstall it. For Host On-Demand 4, 5, 6, and 7,
click Next to automatically delete the previous version. All of your existing
customized HTML files and other customized configuration files will be saved.

After the previous version is deleted, Host On-Demand 8 installation
continues. Customized files will be restored after Host On-Demand 8
installation completes.

. The additional language selection window appears to allow you to choose

support for multiple languages in addition to English, which is automatically
installed.

. A list of Web servers detected on the iSeries system appears. Select which

Web server you want to configure for Host On-Demand. For a list of
supported Web servers, refer to 2.2.2, “iSeries platform” on page 22.

. Specify the Service Manager port, through which Host On-Demand clients

communicate with the Service Manager. This communication is necessary for
the following deployment option:

— Using the configuration server to maintain session configuration
information (as in the configuration server-based and combined
deployment models, described in Planning for deployment).

IBM recommends designating port 8999 for these purposes. Check your
server documentation to see if this port is being used. If it is in use, you can
change the port during installation or at a later time. For more information
about changing the Service Manager port, see Changing the Service
Manager's configuration port in the online help.

. If the installation program detects IBM WebSphere Application Server

(versions 4.0 and 5.0) on your system, the next window asks if you want to
configure the Host On-Demand configuration servlet in WebSphere
Application Server. If you run Host On-Demand through a firewall, this
eliminates the need to open an extra port for client communications with the
Host On-Demand Service Manager. See Installing the configuration servlet
for more information.
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— If you click Yes, a window appears listing the versions of the application
servers detected, prompting you to choose from them. The installation
program automatically deploys the configuration servlet on the Web
application server you designate, and it configures your clients to access
the Service Manager through the servlet.

— If you click No, the install configures the clients to access the Service
Manager directly on port 8999 (or an alternative port you have specified).

10.A window summarizing all of your input appears. Review and click Next to
install.

11.When you see the installation complete message, click Finish to exit the
wizard.

12.Restart the Web server using the following commands:

ENDTCPSVR *HTTP HTTPSVR(DEFAULT)
STRTCPSVR *HTTP HTTPSVR(DEFAULT)

13.If you want the Host On-Demand Service Manager to automatically start after
an IPL (when QSYSWRK is started), type the following command:

CHGHTTPA AUTOSTART (*YES)

14.Load http://server_name/hod_alias/hodmain.html (where server_nameis
the name of your server and hod_alias is the directory you set in step 3) to
verify that the Web server can serve Host On-Demand HTML pages.

For advanced configuration information, see “Configuring Host On-Demand on
iSeries” in IBM WebSphere HOD V8 Planning, Installing and Configuring Host
On-Demand, SC31-6301. You can find this manual on the installation CD.

Using the console or silent mode for local installation

Installing Host On-Demand in console mode suppresses the GUI wizard.
Instead, the utility sends messages and text prompts directly to your console (or
command line window). You make selections by pressing the Enter key or typing
a number.The silent mode is particularly useful for deploying multiple images of
Host On-Demand server. The silent mode requires no interaction between you
and the systems constituting your installation. You simply distribute a text-only
response file supplying installation input.

The following steps apply to both console and silent installations on your iSeries
server:

1. Place the Host On-Demand installation CD in the CD-ROM drive of your
iSeries server.

2. Sign on with the QSECOFR user profile or a profile with equivalent security
authorities.
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3. Enter STRQSH at the command line to start the Qshell interpreter.

4. Enter cd /QOPT/HOD/instmgr to change directories to the installation CD's
instmgr directory.

5. Run the following shell script according to your installation mode:
Console: inst400.sh

Silent: inst400.sh -silent -options/mydirectory/responseFile

For a description of all installation options parameters refer to Figure 2-9 on
page 39.

Running a remote console or silent installation from a
Windows machine

To run a remote console installation from a Windows machine, enter the
following:

hodinstallwin.exe -0s400 -console.

To run a remote silent installation from a Windows machine, enter the following:

hodinstallwin.exe -0s400 myserver myuserid mypassword -silent -options
c:\mydirectory\responseFile

For a description of all installation options parameters, refer to Figure 2-9 on
page 39.

2.4.5 Installing on 0S/390 or z/OS

For instructions on installing Host On-Demand on the Linux/390 operating
system, refer to 2.4.1, “Installing on Windows, AlX, Linux, Solaris, and HP-UX”
on page 32.

For instructions about installing Host On-Demand on z/OS or OS/390, refer to the
Host On-Demand Program Directory supplied with the Host On-Demand product
media.

For further informations about installing Host On-Demand on OS/390 or z/OS,
refer to 3.2, “Host On-Demand installation” on page 73.

2.4.6 Changing the Service Manager port

The Host On-Demand Service Manager provides support for persistent user
configuration, the configuration server, error logging, and the Redirector.
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During Host On-Demand installation, you have the option of specifying which
port the Service Manager will use to communicate with clients. The default port is
8999.

Changes to Service Manager

You change the Service Manager port after Host On-Demand is installed by
updating the NSMprop file. If the Service Manager is running on z/OS, see 3.3.6,
“Changing the configuration port” on page 80 for details. For all other platforms,
follow the instructions below to make changes to the Service Manager:

1. Stop the Service Manager:

— On Windows systems, it runs at a service. Stop it from using the Services
panel.

— On 0OS/2 press CTL-C in the window from where it was started.

— On Novell enter java-exit from the console.

— On a UNIX machine use the following sequence:

Determine the process ID of the Service Manager by entering the
following command:

ps -ef | grep NCServiceManager
The system responds with a line similar to the following:

root 20130 22944 O Feb 16 pts/1 0:20 java
com.ibm.eNetwork.HODUti1.services.admin.NCServiceManager
/opt/IBM/HostOnDemand

The number following root is the process ID (20130 in the example
above).

Enter ki11 -9 20130 at the command prompt.
2. Change ConfigServerPort parameter

This can be done in one of several ways. Choose the most convenient
method. These are listed in order of precedence based on where the
parameter is set. These parameters are case-sensitive:

a. Add the command-line parameter /ConfigServerPort=8999 to the end of
the command you use to start the Configuration Server (or edit the script
that is used to start the Configuration Server so that the ConfigServerPort
parameter is passed to it).

On the iSeries, use CFGHODSM to add the ConfigServerPort parameter.

On Windows machines the Service Manager runs as a service so that this
parameter could be entered in the registry or in the properties panel for the
service, but we do not recommend this. Please refer to option b) and c).
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b. Edit the NSMprop file to add ConfigServerPort=8999 to the bottom of the
file. The NSMprop file is found in the private directory of the Host
On-Demand server. For example:

¢ On Windows: C:\Program Files\IBM\HostOnDemand\private
¢ On z/OS: /usr/lpp/HOD/hostondemand/HOD/private

c. Edit the NSMprop file to update CONFIGSERVER_PARMS:
CONFIGSERVER_PARMS = %INSTALL_PATH% 8999

This method provides compatibility with previous versions of Host
On-Demand.

3. Restart the Service Manager.

Because there are several ways to specify a different configuration port for
the Service Manager, there is a precedence that takes place based on where
the parameter is set:

a. Firstis a command line parameter, such as /ConfigServerPort=12345.
b. Second is the ConfigServerPort entry in the NSMprop file.

c. Third is the setting of the second parameter of CONFIGSERVER_PARMS
in the NSMprop file.

4. Next, change the port the Host On-Demand clients use.

Changes to Host On-Demand clients
When you elect to use a port other than the default of 8999, you must notify all
clients of the port change.

There are several ways to make the necessary changes to each entity, but it is
important to note the order of precedence. There must be a match between the
port specified for the Service Manager, the clients, and the configuration servlet
(if used) in order for the clients to successfully access the Service Manager. If
you have trouble accessing the Service Manager, verify each possible point of
change to make sure one parameter is not canceling out another. These are
listed below in the order of precedence based on where the parameter is set:

1. Change the ConfigServerPort parameter in the client HTML. The preferred
method is through the Deployment Wizard. See 14.3.2, “Configuration
server-based model example” on page 537 for an example. Only clients that
use the customized HTML files will pick up the change. If you need to
manually modify the HTML, use the PARAM tag inside the APPLET tag to set
the ConfigServerPort parameter. For example:

<PARAM_NAME=ConfigServerPort VALUE=8999>

2. Change the ConfigServerPort parameter in the config.properties file. This
change will be picked up by all clients.
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Edit config.properties to add ConfigServerPort=8999 to the file. If a
config.properties file does not exist, create it and add the parameter. The
config.properties file is found in the publish directory of the Host On-Demand
server. For example:

— On Windows: D:\Program Files\IBM\HostOnDemand\HOD
— On z/0OS: /ust/Ipp/HOD/hostondemand/HOD

Example 2-1 config.properties file

# This file is used to set properties that apply to all Host On-Demand
# applets loaded from this directory. By default, config.properties is
# read by each applet and used to over-ride default values.

# Parameters set using HTML PARAM tags will take precedence over those
# set in this file.

# Examples:

H=

ConfigServer=hodserver.ibm.com
ConfigServerPort=12345

#
#
#
# For WebSphere Application Server 3.5x

# ConfigServerURL=http://hodserver.ibm.com/serviet/HODConfig/hod

# For WebSphere Application Server 4.x

# ConfigServerURL=http://hodserver.ibm.com/HODConfig/HODConfig/hod
#

C

onfigServerPort=8999

Force any active Host On-Demand clients to re-read the config.properties file by
clearing your browser's cache and reloading the Host On-Demand applet.

Because there are several ways to specify a different configuration port for the
clients, there is a precedence that takes place based on where the parameter is
set:

» ConfigServerPort parameter set in the client HTML.
» ConfigServerPort parameter set in the config.properties file.

If you are using the configuration servlet and you change the Service Manager
port, you will need to set the ConfigServerPort parameter for the configuration
servlet. For example, if you change the Service Manager port to 12345, you need
to pass the ConfigServerPort=12345 parameter to the configuration servlet so it
can communicate with the Service Manager. Check your Web server or servlet
engine documentation for information about how to pass parameters to servlets.
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2.4.7 Installing the configuration servlet
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During the Host On-Demand installation, you can choose to have the
configuration servlet installed and configured on OS/400, Windows, AlX, Linux,
Solaris, and HP-UX. A list of supported Web application servers for each
platform can be found in 2.2, “Server requirements” on page 22.

Installing the configuration servlet is necessary only if both of the following
statements are true for your Host On-Demand deployment:

» You plan to configure Host On-Demand so that client communication with the
Service Manager is necessary (as in the configuration server-based and
combined deployment models, if you enable License-Use Counting, or if you
use the Redirector).

» A firewall protects the servers on which you plan to maintain session
configuration information, and you do not want to open a port in that firewall to
give outside clients access to the Service Manager.

By default, the Host On-Demand clients use port 8999 to access configuration
information from the Service Manager. If any of your clients are outside the
firewall, the firewall administrator needs to open port 8999 both internally and
externally. However, you can avoid opening this port by customizing your clients
to use the configuration servlet to access configuration information. If you are
using the configuration servlet and you change the Service Manager port, you
will need to set the ConfigServerPort parameter for the configuration servlet. For
example, if you change the Service Manager port to 12345, you need to pass the
ConfigServerPort=12345 parameter to the configuration servlet so it can
communicate with the Service Manager. Check your Web server or servlet
engine documentation for information about how to pass parameters to servlets.

All Web servers and servlet engines are configured differently. Check your Web
server and servlet engine documentation for servlet configuration details on your
operating system.

For a complete discussion of the configuration servlet, see Chapter 9,
“Configuration servlet” on page 387. You may also want to refer to IBM
WebSphere HOD V8 Planning, Installing and Configuring Host On-Demand,
SC31-6301, and the online help.
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2.4.8 Installing the locally installed client

The locally installed client installs to a local disk on the client machine. The client
applet is loaded directly into the default system browser, so there is no download
from a server. The most common reason to use a local client is for users who
connect remotely over slow telephone lines, where download time can be an
issue and connectivity is unpredictable. You can also use the locally installed
client to test host access capabilities without installing the full Host On-Demand
product.

Locally installed clients are supported on Windows 98, Windows Millennium,
Windows NT, Windows 2000, and Windows XP. To install the Host On-Demand
local client on a Windows NT, Windows 2000, or Windows XP workstation, you
must be a member of the administrator’s group.

1. Insert the CD and run the following command from the /hodinst directory of
the CD:

hodinstallwin.exe -1c
2. Click Install.
3. Proceed through the rest of the windows.

4. If you have not already done so, read the Readme available in the last
window.

5. At the end of installation, the Host On-Demand Service Manager is
configured and started automatically. On Windows NT, Windows 2000, and
Windows XP, the Service Manager is installed as a Service; on Windows 98,
and Windows Millennium (Me) it is added to the Start menu.

Starting the locally installed client

To start Host On-Demand as a client, click Start -> Programs -> IBM Host
On-Demand -> Host On-Demand.

Removing the local client

To remove the local client, use add/remove programs from the control panel. If
InstallShield does not remove the hostondemand directory, you must remove it
manually.

2.4.9 Installing the Deployment Wizard

The Deployment Wizard is automatically installed as part of the Windows Host
On-Demand server installation. It is also available separately for those
customers who do not wish to install the entire Windows Host On-Demand
server. This separate Deployment Wizard can be installed in one of two ways:
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» Using the Deployment Wizard install option on the Windows Host
On-Demand server installation CD

» Downloading it from the Host On-Demand server

See Chapter 14, “Deployment Wizard” on page 517, for details on using the
Deployment Wizard functions.

The following two sections describe the installation process for each,
respectively.

Note: The Deployment Wizard installation image is approximately 85 MB. If
you are planning to download this installation image, particularly over a
modem, prepare for a large download.

Installing the Deployment Wizard from the Windows CD
To install and run the Deployment Wizard, do the following:

1. Insert the Host On-Demand CD. If autorun is enabled, the CD Installer starts
automatically. If autorun is not enabled, start the CD Installer by running the
setupwin.exe file located on the Host On-Demand CD.

2. From the CD Installer window, select Install Deployment Wizard.

3. The InstallShield Wizard will guide you through the remaining installation
steps.

4. Once installation is complete, you can launch the Deployment Wizard from
the Start -> Programs desktop menu.

Downloading the Deployment Wizard installation image from a
Host On-Demand server

The Deployment Wizard image is shipped on all Host On-Demand server
platforms, and can be downloaded from the server and installed on any Windows
machine.

To download the Deployment Wizard from a Host On-Demand server, do the
following:

1. From your Windows machine, start your browser and point to the
HODMain_xx.html file on your Host On-Demand server, where xx is your two
letter language suffix. You can enter and use only those languages which had
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been installed on the HOD server according to Figure 2-3 on page 36. The
Language suffixes are as shown in Table 2-11 on page 55.

Table 2-11 Language suffixes:

Language Language suffix
Simplified Chinese zh
Traditional Chinese zh_TW
Czech cs
Danish da
Dutch nl
English en
Finnish fi
French fr
German de
Greek el
Hungarian hu
Italian it
Japanese ja
Korean ko
Norwegian no
Polish pl
Brazilian Portuguese pt
Portuguese pt_PT
Russian ru
Slovenian sl
Spanish es
Swedish sV
Turkish tr
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Figure 2-5 Downloading the Deployment Wizard

2. Click the Deployment Wizard link. This will download the Deployment
Wizard installation image to your Windows machine.

3. Run the Deployment Wizard installation from your Windows machine.

4. Once installation is complete, you can launch the Deployment Wizard from
the Start -> Programs desktop menu.

2.5 Migration considerations

With very few exceptions, data used in earlier versions of Host On-Demand will
be automatically migrated when you begin using Host On-Demand Version 8.
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The upgrade of the Host On-Demand server is per default transparent to the
clients. After the upgrade, the clients have their same sessions defined and all
their customizations, for example, macros and keyboard remaps, continue to
work as before (first introduced as Enhanced Local Preferences with HOD 6). On
platforms where an uninstall program for Host On-Demand is not provided, the
administrator must back up some files and directories before upgrading, and
then restore them after the upgrade.

2.5.1 Server considerations

Any existing configuration data in your configuration server will be automatically
available in Host On-Demand Version 8 once installation is complete. Even if
most of the installation processes preserves any configuration data, it is
recommended to back up the following data prior to installation:

The /private directory

All custom HTML files

The /HODData directory

The CustomizedCAs.class, if one exists

NSMprop, if not default

The NCServiceManager start script, depending on your operating system.

vyVyVYyVvYVvVYyYy

Table 2-12 Migration considerations

Operating system Previous version of HOD | Migration process
Windows and AIX 4.3 or 5-7 Host On-Demand
later. automatically uninstalls the

previous version from your
system and replaces it with
Host On-Demand 8,
leaving customized files
intact.

Windows or AIX previous to 5 Make sure, you have
saved the above data, run
the uninstall program of
your installed version
manually, then install HOD
8.

0S/400 4-7 Host On-Demand
automatically uninstalls the
previous version from your
system and replaces it with
Host On-Demand 8,
leaving customized files
intact.
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Operating system Previous version of HOD | Migration process

Any other operating Does not apply Make sure, you have
system without a native saved the above data,
uninstall utility delete the HOD directories

and install HOD 8. Then
restore the saved files.

Setting up a user publish directory

You can put custom HTML files (files generated from the Deployment Wizard),
config.properties, and CustomizedCAs.p12 files in a directory other than the Host
On-Demand default publish directory. Creating a user publish directory makes it
easier to apply future Host On-Demand upgrades because installing a new
version of Host On-Demand will not affect the new directory. It also keeps the
Host On-Demand publish directory read-only and provides a separate writable
location for deploying Deployment Wizard pages. Additionally, creating a
separate user publish directory isolates new files from those provided by Host
On-Demand. Note that other user-modified files (such as customer applets and
HACL programs) still need to run from the Host On-Demand publish directory.

To set up a separate user publish directory, do the following:

1. Specify the codebase (the URL of your Host On-Demand publish directory)
as follows:

a. Using the Deployment Wizard, on the Additional Options page, click the
Advanced Options button.

b. Select the Code base selection. The window shown in Figure 2-6 will be
displayed.
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Advanced Options

Choose options to be configured

HTML pamaers Specify Host On-Demand code base
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eafanc:e publizhing this file to & different location. If thiz URL specifies a
PR hostharme, users must access this file from exactly the same hosthame.

[-Cther

Code Base:  [mod_publish_dir_sliass

Ok | Cancel | Help |

Figure 2-6 Advanced Options - Code base selection

c. Enter the codebase. You can enter a fully qualified URL including the

hostname (for example,
http://your HOD server/hod_publish _dir_alias/) or a relative path (for

example, /hod_publish_dir_alias/).
d. Click OK to return to the Additional Options window.
2. On the Additional Options page, click Next to proceed. The window shown in
Figure 2-7 will be displayed.
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Figure 2-7 File Name and Output Format panel

3.

Select Output Zip to save the files generated from the Deployment Wizard in
HTML and a zip file format.

Click Create Files.

If you are not running the Deployment Wizard on your Host On-Demand
server, FTP the output Zip file to your server platform.

Create a separate user publish directory, /user_publish_dir/.

Use the DWunzip tool to install the Deployment Wizard generated files into
the /user_publish_dir/ directory. You must edit the DWunzip command file on
your server to specify the correct MY _PUBLISHED DIRECTORY value. You will find
the sample DWunzip.cmd on Windows machines in
\HostOnDemand\lib\samples\DWunzip. See the online help topic using
DWunzip for more information on how to use this tool. Example 2-2 shows a
simple customized section of DWunzip.cmd.
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Example 2-2 Example of customized DWunzip.cmd

REM ##############HR#HHRAFHRRFHRRAA AR R AA R AH R A AR AR AR AR AR
REM  If you do not use Host On-Demand's default web-published directory, then
REM  set the following variable to be your web-published directory.

REM  Note: This is also the directory where your zip file should be.

REM  Example: set MY_PUBLISHED DIRECTORY=c:\HostOnDemand\HOD

set MY_PUBLISHED DIRECTORY=c:\HostOnDemand\HOD

NN FE sl dsddsddsddsdddddsdtsdtddtsdssdsddaddsdasdsddsadsddsdaddaddad
REM  If you run DWUnzip from anywhere other than the directory where

REM  Host On-Demand was installed, then set the following variable

REM  to your Host On-Demand installation directory.

REM EXAMPLE:  set MY_HOD_DIRECTORY=c:\HostOnDemand

set MY_HOD DIRECTORY=c:\HostOnDemand

The execution of the DWunzip results in Example 2-3.

Example 2-3 Execution of DWunzip

C:\Program Files\IBM\DeploymentWizard>dwunzip teamcom2wizz

Extracting teamcom2wizz.zip to and from directory: c:\HostOnDemand\HOD
Allocating ZIP comments array
Added ZIP comment "HODCDLABEL"
Added ZIP comment "HODCDLABEL"
Added ZIP comment "HODCDLABEL"
Added ZIP comment "HODCDLABEL"
Added ZIP comment "HODCDLABEL"
Added ZIP comment "HODCDLABEL"

File being extracted
File being extracted
File being extracted
File being extracted
File being extracted
File being extracted

from
from
from
from
from
from

teamcom2wizz
teamcom2wizz
teamcom2wizz
teamcom2wizz
teamcom2wizz
teamcom2wizz

File extraction was a success.

.zip:
.zip:
.zip:
.zip:
.zip:
.zip:

Teamcom2wizz.html
HODData\Teamcom2wizz\cfg0.cf
HODData\Teamcom2wizz\params.txt
HODData\Teamcom2wizz\policy.obj
HODData\Teamcom2wizz\preloads.obj
HODData\Teamcom2wizz\wInfo.txt

The Deployment Wizard HTML files are installed in the directory
/user_publish_dir/. Additional files like cfg0.cf, params.txt, and so forth, are
installed in the /user_publish_dir/HODData/your_html directory as shown in

Example 2-3.
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8. Add a pass rule (also known as an alias on some platforms) in your Web
server configuration file, /etc/httpd.conf, to point to this new user publish
directory. For example:

Pass /user_alias/* /user_publish_dir/*

9. If changes are required in the Host On-Demand config.properties file (for
example, to change the default port or enable the Host On-Demand
configuration servlet), do the following:

a. Update the config.properties file. If your server platform does not support
the ASCII character set, update this file on a machine that does support
ASCII.

b. If the config.properties file was updated on a different platform than your
server, FTP the file to your server platform in a binary format.

c. Place the file in the user publish directory /user_publish_dir/.

d. Add the following pass rule (also known as an alias on some platforms) in
the Web server configuration file /etc/httpd.conf:

Pass /hod_publish_dir_alias/config.properties
/user_publish_dir/config.properties

(All on one line)

Note: On the zSeries platform, append the ascii extension,
/user_publish _dir/config.properties.ascii.

10.If you are using SSL and need to change the CustomizedCAs.p12 file, do the
following:

a. Place the updated file in the user publish directory
/user_publish_dir/CustomizedCAs.p12

b. Add the following pass rule (also known as an alias on some platforms) in
the Web server configuration file /etc/httpd.conf:

Pass /hod_publish_dir_alias/CustomizedCAs.pl2
/user_publish_dir/CustomizedCAs.pl12

(All on one line)
11.Restart the Web server.

12.From a Web browser, specify the URL:
http://your_HOD_server/user_alias/your_html.html
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Moving a Host On-Demand server installation to a new server
You can move your Host On-Demand server configuration from one server to
another. If you install Host On-Demand in a test environment before deploying to
your production environment, complete the following steps to migrate Host
On-Demand from one server to another (or from one HFS to a different HFS in
an OS/390 or z/OS environment). For example, if you wanted to move your Host
On-Demand server configuration from server1 to server2, you must:

1. Install Host On-Demand on server2. You must install the same release level
of Host On-Demand on server2 that is installed on server1. If server2 is using
a Web server that is not recognized by the Host On-Demand installation
program, you must manually configure the Web server for Host On-Demand.
Refer to IBM WebSphere HOD V8 Planning, Installing and Configuring Host
On-Demand, SC31-6301 for more information.

2. Stop the Host On-Demand Service Manager on server2.

3. Replace the necessary files and directories on server2 with those from
server1. This step overwrites any configuration changes made to Host
On-Demand on server2 since step 1.

4. Copy the \private\ directory in the Host On-Demand root directory, which is
\HostOnDemand\ by default, on server1 to the \private\ directory on server2
to move user and group configuration information to server2.

5. Copy all files and directories you have created with the Deployment Wizard
from their server1 location to server2. For example, if you created test. HTML
using the Deployment Wizard, copy test. HTML and Autotest. HTML in the
publish directory from server1 to server2. Also copy the test directory in
\HODData in the publish directory from server1 to server2.

6. Start the Host On-Demand Service Manager on server2.

Note: If your current environment is not 0S/390 or z/OS, and you want to
move to an OS/390 or z/OS environment, this migration requires some
additional steps. You can copy the private directory and CustomizeCAs.p12
file over to the new server directly. However, you should use the DWunzip
utility to correctly install the customized HTML files and the /HODData
directory.

2.5.2 Client considerations

There is no need to actually migrate a client, except the locally installed client.
For the locally installed client, the InstallShield for Windows XP, Windows 2000,
Windows NT and Windows 98 will detect any earlier version of Host On-Demand,
uninstall it, and install the Host On-Demand Version 8 client.
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When using a cached client, the user will be notified about the change at the
server when accessing it for the first time, and any new files will be downloaded.

Upgrading HOD V4.x cached clients to HOD V8

If you upgrade your Host On-Demand server from Version 4.x to Version 8, your
clients will no longer be able to communicate with the server without upgrading.

If you need to manage network demand while upgrading cached clients, you can
gradually move all of your Host On-Demand Version 4.x cached clients to Host
On-Demand V8 by setting up two servers. One would be a Host On-Demand
Version 4.x server and the other would be a Host On-Demand V8 server.
Configure all clients to access the Host On-Demand V8 server, and then add the
HTML parameter HODServer to HODCached.html, or any of your customized
cached client HTML files that are on the Host On-Demand V8 server. There are
two sets of applet parameters defined in the HTML. Add the HODServer
parameter to the set defined by the array cHod_AppletParams. You can do all of
this using the Deployment Wizard on the Additional Parameters window;
however, if you want to manually modify the HTML, the format for the parameter
is:

cHod_AppletParams[7] =<PARAM NAME=HODServer
VALUE=http://yourhostname/alias/HODCached.html>

(All on one line)

where yourhostname and alias are your Host On-Demand Version 4.x server’s
hostname and alias, or publish, directory. Make sure that the index of the new

cHod_AppletParams array element is in the correct sequence with the existing
array elements.

The HODServer parameter works with the UpgradePercent and UpgradeURL
parameters to manage client upgrades. If the cached client is not upgraded on
this connection attempt, it is redirected automatically to the Host On-Demand
Version 4.x server specified in the HODServer HTML parameter. If a cached
client will be upgraded, the Host On-Demand Version 4.x cached client is
removed and the Host On-Demand V8 cached client is installed. Once the client
is upgraded to Host On-Demand V8, the HTML parameter is ignored and the
client is no longer redirected to the Host On-Demand Version 4.x server. After
you have gradually upgraded all your cached clients, you no longer need the
Host On-Demand Version 4.x server.

Be aware of the following when you are upgrading cached clients from Version
4 .x to Version 8:

» Cached clients are upgraded in the foreground. The upgrade in background
option is ignored.
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» If you have customized Host On-Demand Version 4.x HODCached.html and
have called it something different, like OurHTML.htm1, do the following:

a. Copy the Host On-Demand V8 version of HODCached.html to the file
OurHTML.html.

b. Addthe HODServer parameter to OurHTML.html. The HODServer
parameter should specify http://yourhostname/alias/OurHTML.html as
the Host On-Demand Version 4.x server.

» You can copy the new HODCached.html, which includes the HODServer
parameter to AutoHODCached.html and AutoHODLaunch.html in case these
pages are bookmarked by the clients. The HODServer parameter in
AutoHODCached.html should specify the AutoHODCached.html page on the
Host On-Demand Version 4.x server. The HODServer parameter in
AutoHODLaunch.htm1 should specify the AutoHODLaunch.html page on the Host
On-Demand Version 4.x server.

» If you are using language specific HTML files (such as HODCached_es.htmT,
AutoHODCached_es.html, AutoHODLaunch_es.html, etc.) you can also add the
HODServer to these pages.

Upgrading custom HTML files

Java 1

If your users have Java 1 browsers and you have customized HTML files from
previous versions of the Deployment Wizard, you do not have to regenerate the
custom files with the Host On-Demand 7 Deployment Wizard. The users can
take advantage of all the new features (except Java 2-specific features) once the
client code gets upgraded to Host On-Demand 8.

Java 2

If your users have Java 2 browsers, we strongly encourage you to regenerate the
HTML files with the Host On-Demand V8 Deployment Wizard to receive the
improved support for Java 2 environments. Additionally, if you want to take
advantage of the new features built in to the Host On-Demand V8 Deployment
Wizard, such as the customized template, separate codebase, or upgrade based
on time of day, you should regenerate your custom HTML files.

2.5.3 Client migration problems

It is not common, but does happen that when a user upgrades a workstation from
one HOD client version to another that it does not go well. For these situations
you should be prepared to try the following procedures:

1. Have the user use the HodRemove.html utility to remove the existing cache
client
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2. Clear browser temporary cache

3. Clear Java 2 cache

4. Reload the new cache client

If this still fails to resolve the problem then use the HOD InfoCenter and refer
directly to the Troubleshooting section of the Online Help. The section client

troubleshooting checklist under the list of Troubleshooting topics should be very
helpful.

2.6 Removing Host On-Demand

To uninstall the Host On-Demand server follow the appropriate steps for your
platform.

2.6.1 zSeries

Follow the instructions in the Program Directory for uninstalling the Host
On-Demand server on zSeries.

2.6.2 All other operating systems

Please refer to IBM WebSphere HOD V8 Planning, Installing and Configuring
Host On-Demand, SC31-6301.

Notes:

» On Windows 2000, if you plan to reinstall Host On-Demand, you should
reboot first.

» If you install the standalone Deployment Wizard on a Windows NT or
Windows 2000 workstation that already has Host On-Demand server
installed, you should uninstall the Deployment Wizard before you uninstall
the Host On-Demand server.

If you uninstall Host On-Demand server first, you might not be able to
uninstall the Deployment Wizard because the Deployment Wizard
uninstallation attempts to use the Host On-Demand JVM.

2.7 Service updates

You can access the latest information on Host On-Demand through the Support
Web site. The URL is:
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http://www.ibm.com/software/webservers/hostondemand/support.html

To download the latest service updates for Host On-Demand and Personal
Communications, you will need to register with the IBM Software Internet Service
Delivery site. The URL is:

http://www6.software.ibm.com/aim/home.htm]

This site entitles you to download service updates directly from the Internet. You
must first register, then add your service key to your registration. The service key
is the 10-digit number on the service key card that is provided for each product.
Then you can download the product that matches the key you have entered. We
recommend registering every key that comes in the package.

The service key must be treated with the same care given to the base product in
terms of export and import regulations. It provides access through the Web to
product code that contains encryption technologies. Care should be taken to
read and comply with the text presented on the Authorization to Download Web
page. You must agree to these terms prior to being allowed to download the
product code.

Note: The service key can be used by only one person. Once registered to an
individual, it cannot be registered to another individual.

When attempting to download Corrective Service Distributions (CSDs) or
Program Temporary Fixes (PTFs) from the site, you must make sure that you
select the product version, the language and the encryption correctly.

Please also note that this key will provide you with access to the product as long
as service is generally provided for this level of code.
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z/OS implementation

In this chapter, we discuss Host On-Demand on the z/OS platform. The base
operating system referred to in this chapter is assumed to be one of the
following: OS/390 V2R10 or higher, or z/OS V1.01.00 or higher. Information
relevant to a particular operating system is listed. Information pertinent to both
0S/390 and z/OS is referred to as z/OS. Although the z/OS environment is a
UNIX environment, it is installed and maintained differently from a normal UNIX
distributed environment. Therefore, this chapter will cover the following areas for
z/0OS, emphasizing the z/OS unique aspects:

» Planning
» Host On-Demand installation

» Activating Host On-Demand Service Manager, including the configuration of
the HTTP server and RACF®

» Deployment Wizard considerations for uploading customized HTML pages,
including a sample created and uploaded to a z/OS server

» Using SSL with Communications Server for z/OS, including general
information about SSL on z/OS, samples of using the gskkyman certificate
management utility, and RACF certificate management, TCP/IP profile for
server and client authentication

» Certificate Express Logon
» Native Authentication
» LDAP directory server configuration on z/OS
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3.1 Planning

70

Host On-Demand consists of only one FMID: HHOJS800.

The distribution medium for Host On-Demand Version 8 is magnetic tape. A
program directory is supplied with the package, which provides the information
necessary to install Host On-Demand using SMP/E, activates the Host
On-Demand server, starts the Native Authentication service, and sets up the
LDAP directory server.

Installing Host On-Demand by SMP/E will result in the previous Host
On-Demand FMIDs being deleted, for example:

» HHOJ700 - Version 7 FMID
» HHOF600 - Version 6 FMID
» HHOH500 - Version 5 FMID

Host On-Demand on z/OS can only be installed using SMP/E. You cannot copy
the .tar file from another platform and run the hod80mvs.sh shell script to install it.

It is recommended that you consult the Program Directory and the following Web
sites prior to installation. Support, product information, and hints and tips can be
found on the following Web sites:

» Product information site:
http://www.ibm.com/software/webservers/hostondemand/

» Support site (hints and tips, service updates, newsletters):
http://www.ibm.com/software/webservers/hostondemand/support/

» Program directory softcopy:
http://www.ibm.com/software/webservers/hostondemand/Tibrary/

» Host On-Demand product InfoCenter and Program Directory softcopy:
http://www.ibm.com/software/webservers/hostondemand/1ibrary/v8infocenter/
Maintenance for Host On-Demand V8 can be ordered in one of two ways, both of

which are SMP/E installed:

» Go to the support Web site and select Support Downloads. You must be
registered with the IBM Software Internet Service Delivery site. Refer to 2.7,
“Service updates” on page 66 for additional details.

» Order the PTF tapes through IBM support.
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3.1.1 Software requirements

The following prerequisites are required for the Host On-Demand V8 product to
install or function:

>

0S/390 V2.10.00 or higher or z/OS V1.01.00 and above:

— If running with OS/390 V2R10 and using the LDAP directory server,
maintenance (PTF UW74965, superseded by PTF UW99407) is needed
to properly display LDAP sessions.

— 08S/390 or z/OS Communications Server TCP/IP services are required at
runtime.

— Java V1.3.1, V1.4.0, or V1.4.1 for OS/390 or z/OS

— If running with OS/390 V2R10, you must install Java APAR
OW45575/PTF UW78944(PTF6).

A Web server

— IBM HTTP Server V5.00.00 or higher (V6.00.00 supports z/OS V1.R2 and
higher only)

WebSphere Application Server if using the configuration servlet
— WebSphere Application Server for z/OS and 0S/390 V4.0.1 and higher

For SSL encryption, one of the following elements is needed. Refer to
Table 3-1 on page 92 for the correct FMID:

— Communications Server for 0S/390: IP Security SSL DES (56-bit Export)
— Communications Server for OS/390: IP Security SSL Triple-DES (168-bit
us)

LDAP directory server (optional):

— IBM LDAP directory server for 0S/390 V2R9,R10, z/OS V1.1 or higher
— IBM LDAP Directory Server V3.2.2

3.1.2 DASD storage requirements

DASD storage is required for the target and distribution libraries and for the
Hierarchical File System (HFS). Work space is also needed during the SMP/E
installation. The program directory outlines the storage requirements for Host
On-Demand and for SMP/E.

The recommended space allocation is 940 MB for the distribution library, and
3500 MB for the HFS.
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3.1.3 Backing up the private directory

The private directory can be backed up using either the pax command or the tar
command. Assume the current private directory is for HOD V7:

1. From the Host On-Demand V7 HFS, change the directory to the private
directory:

cd /usr/1pp/HOD/hostondemand/private

2. Archive the private directory in a /tmp directory. The -z option compresses the
file; the -v provides a list of files and subdirectories being archived (optional):

pax -wzvf /tmp/private.pax.Z *

3. The private.tar.Z file was then transferred in binary to the /tmp directory on the
system for Host On-Demand V8.

4. On the Host On-Demand V8 HFS, change the directory to the private
directory where the file will be extracted.

cd /usr/1pp/HOD/hostondemand/private

5. Issue the pax command to extract the private.pax.Z file. The -z option
specifies a compressed file; the -v provides a list of files and subdirectories
being extracted (optional).

pax -rzvf /tmp/private.pax.Z

3.1.4 Upgrade considerations

72

When upgrading from a previous level of Host On-Demand, you will probably
want to take into consideration previous customizations. The following are three
processes of allocating an HFS and restoring the previous private directory. We
found the third option to be the easiest:

1. Allocate a new HFS and copy the existing HFS into the new HFS. Then follow
the installation procedure. The customization in the private directory will be
intact. Any customizations made in any directory other than the private
directory will be overwritten, so they must be backed up prior to running the
hod80mvs. sh shell script.

2. Install into the existing HFS. With this process, you need to take into
consideration space available in the HFS. Host On-Demand V8 will require
more space. Any customization other than what is in the private directory will
be lost as in option 1.

3. Allocate a new HFS, then follow the installation procedure. Copy your existing
private directory into the new HFS using the pax or tar command. Refer to
3.1.3, “Backing up the private directory” on page 72.
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With Host On-Demand V7 and later, the NSMprop file is located in the /private
directory. If you have customized this file in Host On-Demand V6 or earlier, you
can copy the file from the /lib directory to the Host On-Demand V8 /private
directory.

Customized files not in the private directory can also be copied to the new HFS,
for example: CustomizedCAs.class, CustomizedCAs.p12 (new in HOD V8),
custom HTML pages, /HODData directory, and config.properties.ascii found in
the publish directory.

Publish directory

With Host On-Demand V7 and later, the administrator can choose to publish files
created by the Deployment Wizard to a directory other than the Host On-Demand
publish directory. If you wish to move your custom HTML pages to a separate
user publish directory, you will need to re-edit these files through the Deployment
Wizard to add the Codebase parameter. See Chapter 14, “Deployment Wizard”
on page 517 for more information on using the Deployment Wizard.

Mounting a separate user publish directory allows the administrator to mount the
Host On-Demand HFS as read-only. However, when starting the
ServiceManager for the first time, Host On-Demand will require write access to
the /lib directory. Also, if you use the DWunzip utility you will need to either edit
DWunzip-S390 prior to mounting the HFS as read-only, or copy the file to a
directory with write permissions. After initialization of the ServiceManager for the
first time, the Host On-Demand HFS can be changed from read and write to
read-only mode. For more information on setting up a separate user publish
directory, see IBM WebSphere HOD V8 Planning, Installing and Configuring
Host On-Demand, SC31-6301.

3.2 Host On-Demand installation

In this section we detail the installation of Host On-Demand on z/OS. We discuss
the installation jobs and instructions, and activating and stopping the Service
Manager.

3.2.1 Installation jobs

Host On-Demand can be installed into its own SMP/E environment, but sample
jobs to create and initialize the environment are not provided. Sample jobs are
provided to do the basic RECEIVE, APPLY, and ACCEPT functions, as well as
defining the DDDEF entries.
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The Program Directory provides JCL that can be used to copy the sample jobs
from the product tape. Once the RECEIVE is completed, the samples can be
found in the IBM.HHOJB800.F1 data set.

The sample jobs provided to install Host On-Demand V8 are:

HOMRECVE Sample RECEIVE job

HOMALLOC Sample job to allocate target and distribution libraries

HOMDDDEF Sample job to define SMP/E DDDEFs

HOMHFS Sample job to define Host On-Demand HFS data set
(optional)

HOMISMKD Sample job to invoke the supplied HOMMKDIR EXEC to
allocate HFS paths

HOMAPPLY Sample APPLY job

HOMACCPT Sample ACCEPT job

HOMSERVR Sample job for starting Host On-Demand

The sample jobs should be updated to reflect the CSI, target zone, and
distribution zone names used in the installation.

3.2.2 Installation instructions
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The program directory contains the steps for the SMP/E installation; therefore,
they are not included in this book. The support Web site contains the latest
program directory.

If upgrading from a previous level of Host On-Demand, you need to decide which
process to follow to migrate your customization. Refer back to 3.1.4, “Upgrade
considerations” on page 72. If allocating a new HFS, you may want to consider
increasing the space allocation in the HOMHFS job to accommodate future
service updates. Refer to 3.1.2, “DASD storage requirements” on page 71.

Create the mount point and make sure it has permissions of 755. For example:
TSO MKDIR €[PATHPREFIX]/usr/1pp/HOD> MODE (7,5,5)

where [PATHPREFIX] is the appropriate high-level directory name. For users

installing in the default path, this would be null. For others, the high-level

directory may be something like /service/, or some meaningful name for your
installation.
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Note: In the UNIX System Services environment, everything is case-sensitive.

Mount the HFS to the system; it must be mounted with read and write access.
This is the default if omitted on the MOUNT command. The command should be on
one line:

TSO MOUNT FILESYSTEM(‘hfsprfx.hom.hfs”)
MOUNTPOINT (¢ [PATHPREFIX] /usr/1pp/HOD*) TYPE(HFS)
where hfsprfx is the name of the qualifier used in the HOMHFS installation job.

Regardless of whether a new or existing HFS is used, you must run the
HOMISMKD job to create the directory structure for the Host On-Demand
product.

If you obtained Host On-Demand as part of a CBPDO, follow the installation
instructions found in the CBPDO RIMLIB data set to receive the Host
On-Demand FMID, HHOJ800.

Important: Depending on when the product was ordered, you may receive
PTF tapes in addition to the base product tapes. You must install the base
product before installing the PTF tapes. The z/OS installation requires the
base to be fully installed. The hod80mvs. sh shell script performs tasks such as
symbolic links that the PTF shell script does not.

3.3 Activating Host On-Demand Service Manager
Before you can use a Host On-Demand server, there are several steps to
complete:

1. Set up the UNIX System Services environment.

2. Set up the Security Server (RACF) if you plan to run the HOMSERVR as a
started task.

3. Set up the Web server environment.
4. Modify the HOMSERVR sample job to suit your environment.
5. Start the Host On-Demand Service Manager.

Chapter 3. z/0S implementation 75



Note: The basic installation assumes the Host On-Demand port will be 8999,
the recommended port. To change the port, refer to 3.3.6, “Changing the
configuration port” on page 80.

3.3.1 UNIX System Services environment

Make sure the LIBPATH and PATH statements are all set correctly in the UNIX
System Services (USS) environment. The USS file is commonly stored as
/etc/profile. You need to point to your installed level of Java. You should also
make sure that the LIBPATH, and PATH statements are included in the
WebSphere product statements, for example /ust/lpp/internet/bin.

Note: The actual paths for Java may vary depending on your installation:

» The LIBPATH environment variable should point to the correct Java library:
LIBPATH=/usr/1pp/java/IBM/J1.3/1ib

» The PATH environment variable should point to the correct Java library:
PATH=/usr/1pp/java/IBM/J1.3/bin

3.3.2 Security Server (RACF) considerations

The HOMSERVR sample job is supplied to start Host On-Demand. It runs the
ServiceManager.sh shell script, which starts the Host On-Demand Service
Manager (NCServiceManager).

The HOMSERVR procedure must be started from a user ID with root authority in
z/OS UNIX System Services. Our examples are for zZOS RACF. Here are the
basic instructions to enable Host On-Demand to be assigned to the appropriate
user ID:

1. Create a user ID for the HOMSERVR procedure (for example, HOMSRV):

a. Choose a default group that is defined to z/OS UNIX (for example, it has a
z/OS UNIX segment with a group identification number (GID) defined. You
might have a group called OMVSGRP that includes all z/OS UNIX users).

b. Add a z/OS UNIX segment, giving the user ID root authority by assigning it
a user identification number (UID) of 0.

2. Create a started class entry (or update ICHRINO3) for the HOMSERVR
procedure:

a. Make the entry name procname.” (for example, HOMSRV. *).

b. Assign =MEMBER to the user, thereby making the user ID and the
procname the same (for example, HOMSRV. *).
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c. Assign the procname to the z/OS UNIX group that is the default group for
the user (for example, OMVSGRP).

Here is an example:

Associate the Host On-Demand Started Task with a RACF user ID that has
an OMVS segment defined:

RDEFINE STARTED HOMSRV STDATA(USER(TCPIPOE))
SETROPTS RACLIST(STARTED) REFRESH

where TCPIPOE is the user name with which the started task is associated.

If you want to create a different user ID to be used with Host On-Demand,
issue the following commands:

ADDUSER HODSRV OMVS(HOME(*/*) UID(777))

DFLTGRP (OMVSGRP) AUTHORITY(CREATE) UACC(ALTER)
RDEFINE STARTED HOMSRV STDATA(USER(HODSRV))
SETROPTS RACLIST(STARTED) REFRESH

Remember that the GROUP also has to have an OMVS segment defined.

3.3.3 HTTP server environment

To activate the Host On-Demand functions, the HTTP server must be configured
to allow the HTML pages, class files, Web Start files, and JavaScript files to be
downloaded to the user's machine. The name of the HTTP server configuration
file is /etc/httpd.conf and it contains the configuration statements called
directives.

The Pass directive specifies a template for requests that you want to be passed

from the server. These Pass rules must be in the order listed in Example 3-1 and
be placed prior to the ending Pass rule, Pass /*. The rules assume an alias of
/hod/. The Web Start feature of Host On-Demand V8 requires an additional Pass
directive to support Web Start clients. The first Pass directive shown in

Example 3-1 is required for Web Start support.

Example 3-1 z/OS Web server Pass statements

Pass /hod/*.jnlp /usr/1pp/HOD/hostondemand/HOD/*.jnlp.ascii

Pass /hod/*.html /usr/1pp/HOD/hostondemand/HOD/*.html.ascii

Pass /hod/*.HTML /usr/1pp/HOD/hostondemand/HOD/*.HTML.ascii

Pass /hod/*.js /usr/1pp/HOD/hostondemand/HOD/*.js.ascii

Pass /hod/*.properties /usr/1pp/HOD/hostondemand/HOD/hod/*.properties.ascii
Pass /hod/*.props /usr/1pp/HOD/hostondemand/HOD/*.props.ascii

Pass /hod/* /usr/1pp/HOD/hostondemand/HOD/*
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If you are using a directory path other than /usr/Ipp/HOD, change the directory
path to the correct path, for example, /service/usr/Ipp/HOD. Keep in mind that the
alias is also case-sensitive. Consult the Web Server documentation for details.

Data type directives must be added among the other rules in the AddType
section of the /etc/httpd.conf file. A new AddType directive is required to support
the Web Start client in Host On-Demand V8. It is the first AddType shown in
Example 3-2. The other AddType directives were added in previous release of
HOD.

Example 3-2 z/OS Web server AddType statements

AddType .jnlp application/x-java-jnlp-file 8bit 1.0
AddType .cab application/octet-stream binary 1.0
AddType .jar multipart/x-zip binary 1.0

If you are using a directory path other than /usr/Ipp/HOD, change the directory
path to the correct path, for example /service/usr/Ipp/HOD.

If you wish to publish your custom HTML pages from a separate user publish
directory, you will need to add a pass rule pointing the alias to your separate
publish directory:

Pass /user_alias/* /user_publish_dir/*

For example:
Pass /hodpages/* /var/hod/customHTML/*

In this example, the user_alias is hodpages and our customized files will be
stored in the directory /var/hod/customHTML.

3.3.4 Modify the HOMSERVR sample job
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To start the Service Manager with a started task, copy HOMSERVR sample
procedure to a PROCLIB known to the system, and make the necessary
changes to your installation. In this example we renamed the sample
HOMSERVR procedure to HODSRV. If you have a different path structure for the
Host On-Demand HFS, make the change in the PARM field. If you need to direct
the STDOUT and STDERR to a file, you can modify the JCL like the following
example to redirect the output to a temporary file.

Example 3-3 Sample Host On-Demand started procedure

//HODSRV  PROC

/1*

//* Function: IBM WebSphere Host On-Demand Server JCL
/1*

//HODSRV EXEC PGM=BPXBATCH,REGION=0K,TIME=NOLIMIT,
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// PARM="sh /usr/1pp/HOD/hostondemand/1ib/ServiceManager.sh'
//SYSPRINT DD SYSOUT=*

//SYSIN DD DUMMY

//SYSERR DD SYSOUT=*

//STDOUT DD PATH='/tmp/homservr-stdout"',

// PATHOPTS=(OWRONLY,OCREAT,0TRUNC) ,
// PATHMODE=SIRWXU

//STDERR DD PATH='/tmp/homservr-stderr',
// PATHOPTS=(OWRONLY,OCREAT,0TRUNC) ,
// PATHMODE=SIRWXU

//SYSOUT DD SYSOUT=*

3.3.5 Start the Host On-Demand Service Manager

The Service Manager can be started one of two ways, either as a started task
using the HOMSRYV job or by entering the shell script from the OMVS shell. You
cannot start it from the ISHELL because the environment variables set in
/etc/profile will not be used.

To start from the z/OS console using the sample procedure defined in
Example 3-3, enter:

s hodsrv

In this example the started task name, HODSRYV, is less than eight characters,
hence, job names HODSRVx and HODSRVYy will also be created, where x and y
is a numeric between 1 and 9. In this scenario HODSRV1 and HODSRV2 were
created as shown in Figure 3-1. If the started task name is eight characters, all
three job names will be the same.

SDSF DA SC48 SC48 PAG 0 sIo B CPU 9/ 7 LINE 1-3 (3)

COMMAND INPUT ===> _ SCROLL ===>

NP JOBNAME StepName ProcStep JobID Owner C Pos DP Real Paging SsIo
HODSRY  HODSRY  =0OMVSEX STC29265 STC L0 FF 269 0.00 0.00
HODSRV1 STEP1 STC29264 STC L0 FF 281 0.00 0.00
HODSRV2 STEP1 STC29263 STC IN F9 3568 0.00 0.00

Figure 3-1 Job names

From the OMVS shell, there are a couple of ways to start the Service Manager:
/usr/1pp/HOD/hostondemand/1ib/ServiceManager.sh &
or

cd /usr/1pp/HOD/hostondemand/1ib
ServiceManager.sh &
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Remember to include the & in order to run the shell script in the background,;
otherwise the ID will be unusable.

Once the Service Manager is started you will get the following message in
STDOUT:

RDR0O008: Native library failed to load, indicating this Redirector does not
support SSL.

The message is self-explanatory and can be ignored. If you would like to
eliminate the message, edit the NSMprop file in the private library,
/usr/lpp/HOD/hostondemand/private. Change the following parameter from YES
to NO:

REDIRECTOR_AUTOSTART = NO

The Service Manager will need to be stopped and restarted to pick up the
change.

3.3.6 Changing the configuration port

To change the configuration port for Host On-Demand on z/OS, the port must be
specified in two places:

1. The NSMprop file, found in the /hostondemand/private directory, sets
properties for the server. This file is in EBCDIC and does not need to be
downloaded to be edited. Edit the NSMprop file and change the port number
in the following line found in the CONFIGSERVER section. For our example
we changed the port from 8999 to 8900:

CONFIGSERVER_PARMS = %INSTALL_PATH% 8900

2. The config.properties.ascii file sets the port for the clients. The file resides in
the publish directory. Host On-Demand on z/OS ships with a
config.properties.ascii file located in a subdirectory in the publish directory,
/usr/lpp/HOD/hostondemand/HOD/hod. You need to edit the file on an ASCII
based system. Add the following to set the port to 8900:

ConfigServerPort=8900

Then transfer the file to the z/OS server in binary. The reason for this is that
the client applets expect ASCII text in config.properties.ascii, but files created
or edited on z/OS are stored in EBCDIC.

After these changes have been made, the Service Manager can be started. To
verify the correct port is listening, issue the TCP/IP netstat conn command:

To verify the client is making requests on the new port, access HODAdmin.html.
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If you receive the message window shown in Figure 3-2, verify that you have
transferred the file in binary mode from the workstation, and that the filename is

config.properties.ascii.

LOGO007: The Host On-Demand client is uhable ta contact the Hast On-Demand
Service Manager for one of the following reasons:

1. The Service Manager iz located on the ather side of a firewall, which does not
allows the connection.

2 “our browser's proxy configuration prevents contact.

3.4 nebwork problem has prevented the connection.

4 The Service Manager iz not started or iz not operational.

Pleaze contact your system administrator.

|Warning: applet Window
Figure 3-2 LOGO0001 error window

Migration concern

If your existing Host On-Demand configuration was using a port other than 8999,
you must be careful during migration. During the install process, the files in the
private directory are unchanged, including the config.properties.ascii file. Also, in
Host On-Demand V8 the NSMprop file is installed in the directory,
/usr/lpp/HOD/hostondemand/private. Therefore, you must edit the file to change
the ConfigServerPort parameter to indicate the port you wish to use. For more
migration concerns refer to 2.5, “Migration considerations” on page 56.

3.3.7 Stopping the Service Manager

If the Service Manager was started as a started task, the task cannot be stopped
with the purge command as it will not work; the cancel command must be used.
If the task name is HODSRY, stop it with the z/OS command:

C HODSRV

Note that you do not need to cancel the additional two jobs created by the
system as these will be stopped when the main task is cancelled. It is
recommended to use a started task name less than eight characters. If the
started task name is eight characters, to cancel the Service Manager you will
need to specify the ASID of the main task on the cancel command.
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Important: If the level of Java on the z/OS is J1.3.1, when the cancel
command is issued, CEEDUMP and HPITRACE files are created in the Host
On-Demand /lib directory. If these files are not removed, eventually the HFS
will become full. You can manually remove these files or add the rm command
to the ServiceManager. sh script as shown in Example 3-4. Note that if you
stop Host On-Demand by killing the USS process these files will not be
created.

Example 3-4 ServiceManager.sh with rm command

rm /usr/1pp/HOD/hostondemand/11b/CEEDUMP*
rm /usr/1pp/HOD/hostondemand/1ib/HPITRACE*

If the Service Manager was started from the OMVS shell, you need to determine
the PID of the Service Manager by issuing either, as super user:

ps -ef

from the OMVS shell, or:

d omvs,a=all

from the z/OS console. Two processes will be running:

WEBSRV 67895616 51118403 - 11:09:59 ttyp0000 0:03 java -Djava.compiler=o
ff -classpath .:sm.zip:ibmjndi.jar:jndi.jar:jsdk.jar:ods

WEBSRV 51118403 84672827 - 11:09:59 ttyp0000 0.00 /bin/sh ./ServiceManag
er.sh

You must issue the ki1l command with the PID of the Java -classpath process
even though the ServiceManager.sh process is the parent. For example:

kill -9 67895616

The ServiceManager. sh shell script issues the Java command that actually starts
the server. If you kill the ServiceManager.sh process, the Java -classpath
process remains. Then, if you try to restart the Service Manager, you will receive
the following error:

remote.Server. : ServerSocket Constructor Failed: EDC81151 Address already
in use.
*** Error - Failed to start Service Manager on port 8999

You must kill the Java -classpath process so the ServiceManager.sh process will
also be killed, and then the server can be restarted. You can create a shell script
to kill Host On-Demand as shown in Example 3-5. In this example, we created a
shell script, stophodsrv. sh, in the /private directory.

Host Access Client Package V4 Update



Example 3-5 Shell script to kill Host On-Demand

#1/bin/sh
#
HODTMP1=/tmp/tmpl
HODTMP2=/tmp/tmp2
HODTMP3=/tmp/tmp3
#
echo "Shell script looking for HODSRV group process id and kill it"
#
ps -e -0 pgid,pid,ppid,args >$HODTMP1
egrep "ServiceManager.sh" $HODTMP1 >$HODTMP2
if test ! $? -eq O
then
echo "Could not find the Host On-Demand ServiceManager"
echo
exit 1
fi
i=0
while test §i -1t 1
do
read gprocid cprocid pprocid junk
echo $gprocid $cprocid $pprocid
Tet i=$i+1
done <$HODTMP2 >$HODTMP3
echo "killing HODSRV group process " $gprocid
ki1l -- -$gprocid
rm $HODTMP1
rm $HODTMP2
rm $HODTMP3

The shell script can also be executed from an MVS procedure. A sample

procedure is shown in Example 3-6, stophodsrv. sh is the name of the script we

created in Example 3-5.
Example 3-6 Procedure to kill Host On-Demand

//STOPHOD PROC
//‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k*‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k*‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k
//STOPHOD  EXEC PGM=BPXBATCH,REGION=0K,TIME=NOLIMIT,

// PARM="'sh /usr/1pp/HOD/hostondemand/private/stophodsrv.sh'
//SYSPRINT DD SYSOUT=T

//SYSIN DD DUMMY

//SYSERR DD SYSOUT=T

//STDOUT DD SYSOUT=T

//STDERR DD SYSOUT=T

//SYSOUT DD SYSOUT=T

//***STDENV ~ DD PATH='/etc/Teopt'
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3.3.8 Considerations when running multiple TCP/IP stacks

If you are running multiple TCP/IP stacks, you may need to establish affinity to a
specific stack by setting the _BPX_SETIBMOPT_TRANSPORT environment variable.
The variable can be set in one of two ways: add the variable to the
ServiceManager.sh shell script or create a data set or PDS member that contains
the environment variable and is pointed to by the SYSENV DD name in the
started task. We recommend having a data set with the environment variable and
not editing the ServiceManager.sh shell script. We do not recommend adding the
environment variable to the /etc/profile in the event other processes will be
establishing affinity to other stacks.

export BPXK SETIBMOPT_TRANSPORT=XXXXXX

where xxxxxx is the name of the TCP/IP stack with which you want to establish
affinity.

If you have multiple stacks and it is not necessary to establish affinity to a
specific stack, then do not set the _BPXK_SETIBMOPT TRANSPORT environment
variable. The Host On-Demand server will bind to each stack that is active, and
can be accessed by the host name of each stack as long as a Web server is
active on each stack.

3.3.9 Miscellaneous information
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The following are additional functions that a z/OS user should be concerned with.

0/5400 Proxy Server port

By default the O/S400 Proxy Server is automatically started, and it listens on port
3470. If the O/S400 Proxy Server is not required, it may be disabled by following
these instructions:

1. Start the Service Manager and log on to the administration applet from a
workstation.

Select 0S/400 Proxy Server in the left frame.
Select the No radio button, then click Apply.
Log off the administration applet.

o~ 0 DN

Stop and restart the Service Manager and the port 3470 will no longer be
open.

For more information on the O/S400 Proxy Server, refer to Chapter 10, “OS/400
Proxy” on page 397.
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Web server timeout directives

During the download of the cached client from a z/OS Host On-Demand server,
you may encounter what appears to be a hang. The default values of the Web
server timeout values may not be sufficient for Host On-Demand clients,
especially for dial-up connections. We recommend the following start values for
the timeout directives in the httpd.conf file if you are supporting dial-up users:

InputTimeout 10 min
OutputTimeout 20 min (may need to be increased for slow connections)
ScriptTimeout 10 min
PersistTimeout 20 sec

You may need to adjust the values based on your environment. Refer to z0S
HTTP Server Planning, Installing and Using, SC34-4826.

Removing Host On-Demand on z/0S

To remove Host On-Demand on the z/OS platform, you must use SMP/E to
delete the product from the SMP/E environment. Refer to the SMP/E V3R2 for
z/0S and 0O5/390: User's Guide, SA22-7773, and SMP/E V3R2 for z/OS and
05/390: Reference, SA22-7772 to delete the product.

Error starting Service Manager, address already in use

If you receive an error message indicating the port address is already in use
when starting the Service Manager, you need to check the IPL parameters in the
BPXPRMxx member of SYS1.PARMLIB. In the FILESYSTYPE for the transport
type of CINET, the parameters INADDRANYPORT and INADDRANYCOUNT
reserve ports that the system will use. If the port you have specified for Host
On-Demand is in the range specified by these parameters, Host On-Demand
cannot use the port. For details on these parameters, refer to zZ0S V1R4.0 MVS
Initialization and Tuning Reference, SA22-7592. The port can also be reserved
through the z/OS Communications Server TCP/IP stack.

3.4 TN3270E contention-resolution function

The Telnet TN3270E protocol (RFC 2355) includes enhancements that support
contention-resolution. Contention-resolution supports TN3270E server
notification to the TN3270E client when data transmission has completed.
However, several bugs persist in its implementation that have not been fixed by
the IETF.

HOD 7.0.2 introduced TN3270E client functionality to support
contention-resolution. By default, Host On-Demand enables the
contention-resolution function on TN3270E clients.
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A Telnet server that supports TN3270E is required to take advantage of
TN3270E enhancements. All IBM TN3270 servers support the TN3270E
extensions. However, correct maintenance must be installed on Communications
Server for z/OS V1.2 and higher, or COMM®665, or similar hang situations can
occur. There are a couple of ways to handle the contention-resolution problem
on z/0OS:

» Apply the following APARs to Communications Server for z/OS, which will fix
the problems in its contention-resolution code:

- PQ72265
— PQ72970 (this will allow the coding of NOSNAEXT to take effect)

Other APARs we suggest to have applied:

- PQ75437
— PQ74648

Info APAR 1113135 has more information regarding this and other
maintenance for the Telnet server on z/OS.

» You can disable contention-resolution all together either on the
Communications Server for z/OS side by coding NOSNAEXT in the
TCPIP.PROFILE as discussed below. Or, if you are using the Deployment
Wizard, by coding the HTML parameter input in the appropriate fields of the
Deployment Wizard's Advanced Options window (see “TN3270E” under
“8270/5250 Connection selection” on page 280):

— Name: NegotiateCResolution
— Value: false

On Communication Server for z/OS 1.2 and higher, contention-resolution is
enabled by default, but can be disabled by coding NOSNAEXT under
TELNETPARMS in the TCPIP.PROFILE. However, PQ72970 is required for this
to work.

3.5 Deployment Wizard considerations
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The Deployment Wizard does not run on z/OS, but runs only on a Windows
platform. The Deployment Wizard can be installed on a Windows platform from
either a Host On-Demand Windows CD or by downloading setupDW.exe from
HODMain.html. For further instructions, see 14.2, “Starting the Deployment
Wizard” on page 518.
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3.5.1 Deployment Wizard files

The administrator can select the type of output to be generated by the
Deployment Wizard. If output HTML is selected a number of files will be
generated which must be transferred to the z/OS server. If output zip is checked
the Deployment Wizard will create a zip file. After the zip file has been transferred
to the z/OS server, it can be unzipped using the DWunzip utility. For detailed
information about using the Deployment Wizard, refer to Chapter 14,
“Deployment Wizard” on page 517.

All Deployment Wizard output must be transferred to the z/OS server in binary
mode, and the names are case-sensitive. We recommend using FTP to transfer
the file to the z/OS server.

Tip: We recommend using the DWunzip utility as the tool creates files in the
appropriate directory, appends the necessary file extensions, and sets file
permissions.

Transferring Deployment Wizard output zip files

For our example of using the Deployment Wizard, we selected the HTML-based
model to configure two 3270 sessions. The file name created is called
RaleighITSO. After checking output zip, RaleighlTSO.zip was created by the
Deployment Wizard. In this example, the HTML file will be published from a
separate user directory: /var/hod/customHTML.

Once a zip file is created, follow these steps to deploy the files to the z/OS system:
1. Start an FTP session with your z/OS server system from the workstation.

2. Use the binary command to ensure the transfer mode is Image.

3. Change directory on the target system to your publish directory. This will
either be the Host On-Demand publish directory or your user publish
directory. In this scenario we will use our user publish directory:

cd /var/hod/customHTML

4. Change directory on the local client to the directory where the zip file resides.
For example:

lcd c:\DWizard\ZIPfiles
5. Transfer the zip file:

put RaleighITSO.zip RaleighITSO.zip
bye

6. Log on to your z/OS server and change directory to where the DWunzip file is
located. The z/OS DWunzip file is called DWunzip-S390, and located in the
Host On-Demand /lib/samples/DWunzipCommandFiles directory. For
example:
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cd /usr/1pp/HOD/hostondemand/1ib/sample/DWunzipCommandFiles

Edit DWunzip-S390, modifying the parameters to your installation directories
as shown in Figure 3-3. If you have created a separate user publish directory,
modify MY_PUBLISHED_DIRECTORY to reflect this directory. Verify
DWunzip has execute permissions. Use the chmod command to set the
permissions if required. If you have mounted the Host On-Demand HFS as
read-only, you will need to copy DWunzip-S390 to a directory with write
permissions in order to update the file with your installation variables.

it T B S o s
# Modify the following to be your web-published directory.

# MNote: This is also the directory where your zip file should be.

A R A R A A A

My_PUBLISHED_DIRECTORY=var /hod/customHTmML
AR A R A A A
# Modify the following to be your Host on-Demand install directory.

A R A A A
MY _HOD_DIRECTORY=,usr /1ppHoDhostondemand

e

# Modify the following to specify your java engine
##############################################################################

JavA_ENGINE=/usr,/Tpp,/java,IBM/11.3/bin/Java
L
# Modify the following Tine to specify the path of your jawa class Tibrary
##############################################################################

Java_LIB_CLASSES=/usr/Tpp/java,I6M/11. 3,11k

Figure 3-3 DWunzip-S390

Transferring Deployment Wizard Output HTML files

If Output HTML is selected, you will need to transfer all the Deployment Wizard
files in binary to the z/OS server. You will also need to append .ascii to the .html
and .txt files.

In this example, using the Deployment Wizard and the HTML-based model we
created two 3270 sessions. The file name entered was Raleigh2ITSO and the
Output HTML was checked. See Example 3-7 for a list of files that was created
by the Deployment Wizard. In this example the HTML file will be published from
the Host On-Demand publish directory.

Example 3-7 Sample Output HTML Deployment Wizard files

hostondemand\HOD\Raleigh2ITS0.htm]
hostondemand\HOD\z_Raleigh2ITS0.htm1
hostondemand\HOD\HODData\Raleigh2ITSO\cfg0.cf
hostondemand\HOD\HODData\Raleigh2ITSO\cfgl.cf
hostondemand\HOD\HODData\Raleigh2ITSO\params.txt
hostondemand\HOD\HODData\Raleigh2ITSO\policy.obj
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hostondemand\HOD\HODData\Raleigh2ITSO\preloads.obj
hostondemand\HOD\HODData\Raleigh2ITSO\udparams.txt
hostondemand\HOD\HODData\Raleigh2ITSO\wInfo.txt

Follow the following steps to copy the files to the z/OS server:
1. Start an FTP session with your z/OS server system from the workstation.
2. Use the binary command to make sure the transfer mode is Image.

3. Change directory on the target system to the Host On-Demand publish
directory or your user publish directory. In this example we have used the
Host On-Demand publish directory:

cd /usr/1pp/HOD/hostondemand/HOD

4. Change directory on the local client to the directory where the files reside. For
example:

lcd c:\DWizard\HTMLfiles

5. Transfer the files, renaming the .html and .txt files to append .ascii as shown
in Example 3-8.

Example 3-8 FTP Deployment Wizard generated files to z/0S

put Raleigh2ITSO.html Raleigh2ITSO.html.ascii
put z_Raleigh2ITSO.html z_Raleigh2ITSO.html.ascii
mkdir HODData

cd HODData

mkdir Raleigh2ITSO

cd Raleigh2ITSO

1cd HODData\Raleigh2ITSO

mput cfg*.*

put params.txt params.txt.ascii

mput p*.obj

put udparams.txt udparams.txt.ascii

put winfo.txt winfo.txt.ascii

bye

6. Verify the permissions are 755 of all the files, including the subdirectories
HODData and Raleigh2ITSO. If they are not, change them using the chmod
command, either through the FTP session, or by logging on to the z/OS
system on TSO.

The customized client is now ready to be downloaded. If the Host On-Demand
server and Web server were active before you uploaded, you do not need to
recycle them to pick up the new HTML files.

If you are updating an existing customized HTML file, you should stop the Web
server prior to uploading, since the FTP may fail if the custom page is in use.
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3.6 Using SSL with Communications Server for z/0S

Communications Server for z/OS supports data encryption through the Secure
Sockets Layer (SSL) protocol. Beginning with Communications Server for
0S/390 V2R10, the use of RACF as a repository for the server’s keyring is
supported. OS/390 V2R10 also introduced the TELNETPARMS CONNTYPE
statement that allows a client to connect to a Telnet port either as secured or
basic, which allows security negotiation on a single port.

There are three main scenarios:

» A Host On-Demand client can be configured to make an SSL-secured
connection directly to a Communications Server for z/OS server, having been
loaded from a separate Host On-Demand server.

» A Host On-Demand Redirector on Windows or AlX can be configured to make
an outgoing SSL connection to a Communications Server for z/OS.

» When a Host On-Demand server and Communications Server for z/OS are
installed on the same system, a client downloaded from z/OS can make an
SSL connection to the z/OS Telnet server without the use of the Redirector.

The z/OS setup required for scenarios 1 and 2 is the same. Communications
Server for z/OS uses gskkyman for its key management and the keyring
database is of the kdb type. The procedure for putting the server’s site certificate
into the CustomizedCAs.p12 file is as follows:

1. On the z/OS, create the keyring file and a certificate request using gskkyman.
2. Store the unknown CA’s certificate into the key database.

3. Receive the signed certificate into the key database.

4. Update the CustomizedCAs.p12.

Scenario 3 is different because the key management utility on z/OS is not able to
add the certificate to the class file database, CustomizedCAs.p12. However, a
Java program named keyrng.class is provided by Host On-Demand to add the
certificate to the CustomizedCAs.p12 file. This is demonstrated in “Make
certificates available to clients” on page 103.

3.6.1 Telnet Server and SSL support

90

The z/OS TN3270 Telnet server supports the Secure Sockets Layer (SSL)
protocol. This provides secure data transmission between a secure port and an
SSL-enabled client. SSL supports three levels of client authentication (allowing
additional authentication and access control by means of a certificate that must
be presented to the server by a client):

» Client authentication defined in the SSL specification, Level 1
» Client authentication against the certificate stored in RACF, Level 2
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» Client authentication with the SERVAUTH RACF class, Level 3

In the TCP/IP profile, three keywords can be used for the CLIENTAUTH
parameter in the TELNETPARMS block:

NONE Indicates that no client authentication is required during the
SSL handshake
SSLCERT Specifies that the SSL handshake process authenticates the

client certificate as well as the server certificate. This is Level 1
security support.

SAFCERT Indicates the additional validation associated with Levels 2 and
3. Level 2 requires the certificate to be stored in RACF, and
Level 3 requires the SERVAUTH RACF class is in effect.

In Communications Server for 0S/390 V2R10, the Security Server (RACF)
provided common keyring support, so no key database is required. All
certificates can be managed through the RACF database.

Telnet-negotiated session

A Telnet-negotiated session determines if the security negotiations between the
client and the Telnet server are done on the established Telnet connection or on
an SSL connection prior to the Telnet negotiation. For the client to use this
feature, the Telnet server must support Telnet-negotiated security. The other
SSL options are valid regardless of whether Telnet-negotiated is set to Yes or No.

In OS/390 V2R10 or above, the CONNTYPE ANY keyword in the TELNETPARMS
block signifies that the Telnet server can support both SSL clients and non-SSL
clients over a single port. The Telnet server first establishes a Telnet session
then negotiates security. If the client wishes to enter into a secure connection,
SSL protocols will be used for all subsequent communication. If the client is not
willing to enter a secure connection, a non-SSL or basic connection is used. For
a complete discussion of Telnet-negotiated sessions, refer to “Telnet-negotiated
sessions” on page 1043.

Note: Do not use CONNTYPE ANY if you are going through a firewall, because
this will allow a non-SSL connection through the firewall. For details about the
CONNTYPE keyword, refer to the IBM Communications Server IP Configuration
Reference manual for your operating system release.

3.6.2 SSL encryption overview

Host On-Demand V8 has one FMID providing all the encryption support:
HHOJ800.
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In an SSL-encrypted session, any data on a secure port is encrypted by means
of the SSL protocol before it is sent to the client. Data received from the client is
decrypted before the data is sent to other processes, such as VTAM®. The flows
between Telnet and VTAM are unchanged.

Secure connections are made through a secure port. When running with base
TCP/IP, Telnet connections across ports defined as secure are protected by way
of MD5 or SHA hashing algorithms and support SSL V3 clients, but do not
provide data encryption. SSL Encryption support by way of RC2, RC4, DES, or
triple DES requires one of the optional features shown in the tables below.

The following table describes the FMIDs for the respective levels of 0S/390 and
z/OS.

Table 3-1 Encryption FMIDs

Encryption Base Level 1 Level 2 Level 3
Feature

V2R10 HTCP50A HTCP53A HTCP52A JTCP5KA
zOS V1R1 HTCP50A HTCP53A HTCP52A JTCP5KA
z0S V1R2 HIP6120 N/A N/A JIP612K
zOS V1R3 HIP6120 N/A N/A JIP612K
z0S V1R4 HIP6140 JIP614K

The following table provides the level of security that each level provides.
Table 3-2 Encryption features for 0S/390

Level

SSL V3 Clients

SSL V2 Clients

Base

NULL SHA
NULL MD5
NULL NULL

Not supported

Level 1

RC4 MD5 Export
RC2 MD5 Export
NULL SHA
NULL MD5
NULL NULL

RC4 Export
RC2 Export

Level 2

DES SHA

RC4 MD5 Export
RC2 MD5 Export
NULL SHA
NULL MD5
NULL NULL

RC4 Export
RC2 Export
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Level SSL V3 Clients SSL V2 Clients
Level 3 Triple DES SHA US Triple DES US
DES SHA DES US
RC4 MD5 Export RC4 Export
RC4 SHA US RC4 US
RC4 MD5 US RC2 Export
RC2 MDS5 Export RC2 US
NULL SHA
NULL MD5
NULL NULL

Refer to “Basic concepts of cryptography and digital certificates” on page 1010
for descriptions of the encryption elements.

For more information about the security levels, please refer to:

>

z/0OS Communications Server: IP Configuration Reference, SC31-8776

You can find additional information on the following Web sites:

»

About SSL protocol:
http://home.netscape.com/eng/ss13/ss1-toc.html
About the encryption methodology:

http://www.verisign.com/repository/crptintr.html

3.6.3 SSL configuration using gskkyman

In this section, we discuss the use of the gskkyman utility to do the following:

>

>

»

Create the key database

List all trusted CAs

Create key pair and certificate request
Store a CA certificate

Receive a certificate issued for the request
Create a self-signed certificate

Make certificates available to clients

Implement Server Authentication using a certificate from an unknown
Certificate Authority

Implement Client authentication
Transport Layer Security-based security (OS/390 V2R 10 and higher)
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http://www.verisign.com/repository/crptintr.html
http://home.netscape.com/eng/ssl3/ssl-toc.html
http://home.netscape.com/eng/ssl3/ssl-toc.html
http://home.netscape.com/eng/ssl3/ssl-toc.html
http://www.verisign.com/repository/crptintr.html

Create the key database

If you do not have a key database, you must create it using either the gskkyman
utility, which is shipped as part of the Cryptographic Services, or the Security
Server (RACF) if on OS/390 V2R10 or higher.

Note: When using gskkyman, do not create your key database in any of the
Host On-Demand directories for security and migration reasons.

If using gskkyman, go to the OMVS shell and follow the steps shown in
Example 3-9. Before using the utility, you might need to make gskkyman known to
the UNIX System Services environment:

export STEPLIB=GSK.SGSKLOAD (verify name)
Example 3-9 Creating the key database

CASEY @ SC48:/u/casey>gskkyman

IBM Key Management Utility

Choose one of the following options to proceed.

1 - Create new key database

- Open key database

3 - Change database password

0 - Exit program
Enter your option number: 1
Enter key database name or press ENTER for "key.kdb": itso.kdb
Enter password for the key database....... >
Enter password again for verification..... >
Should the password expire? (1 = yes, 0 =no) 17: 0
The database has been successfully created, do you want to continue to work
with the database now? (1 = yes, 0 =no) 17: 1

Key database menu

Current key database is /u/casey/itso.kdb

List/Manage keys and certificates

List/Manage request keys

Create new key pair and certificate request
Receive a certificate issued for your request
Create a self-signed certificate

Ol B W N =
1
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6 - Store a CA certificate

7 - Show the default key

8 - Import keys

9 - Export keys

10 - List all trusted CAs

11 - Store encrypted database password
0 - Exit program

Enter option number (or press ENTER to return to the parent menu): 11
The encrypted password has been stored in file /u/casey/itso.sth

Your request has completed successfully, exit gskkyman? (1 = yes, 0 = no) 07: 0

After creating the key database, you need to store the encrypted database
password, option 11. This creates a .sth stash file.

List all trusted CAs

Next, we need to determine if the Certificate Authority you plan to use is in the list
of trusted CAs (Example 3-10). If you plan to use a self-signed certificate, refer to
“Create a self-signed certificate” on page 101.

Example 3-10 List trusted Certificate Authorities this key database knows

Key database menu
Current key database is /u/casey/itso.kdb

- List/Manage keys and certificates

- List/Manage request keys

- Create new key pair and certificate request
- Receive a certificate issued for your request
- Create a self-signed certificate

Store a CA certificate

- Show the default key

- Import keys

- Export keys

- List all trusted CAs

- Store encrypted database password

= O WO NOOOL B WN -
1

—_ =

0

Exit program

Enter option number (or press ENTER to return to the parent menu): 10

Trust CA certificate list

Key database name is /u/casey/itso.kdb
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Please choose one of the following keys to work with.

- Integrion Certification Authority Root

- IBM World Registry Certification Authority
- Thawte Personal Premium CA

- Thawte Personal Freemail CA

Thawte Personal Basic CA

- Thawte Premium Server CA

- Thawte Server CA

- Verisign Test CA Root Certificate

- RSA Secure Server Certification Authority

O 00N B WN =
1

Enter a key number or press ENTER for more labels: <Enter>
Trust CA certificate list

Key database name is /u/casey/itso.kdb

Please choose one of the following keys to work with.
10 - Verisign Class 1 Public Primary Certification Authority
11 - Verisign Class 2 Public Primary Certification Authority

12 - Verisign Class 3 Public Primary Certification Authority

Enter a key number or press ENTER to return to parent menu: <Enter>

Create key pair and certificate request

If you need to request a certificate to be signed by a well-known Certificate
Authority or an unknown Certificate Authority, you need to create a key pair and
certificate request (Example 3-11).

Example 3-11 Create new key pair and certificate request

Key database menu
Current key database is /u/casey/itso.kdb

- List/Manage keys and certificates

- List/Manage request keys

- Create new key pair and certificate request
- Receive a certificate issued for your request
- Create a self-signed certificate

Store a CA certificate

- Show the default key

- Import keys

- Export keys

- List all trusted CAs

- Store encrypted database password

— O W OoONOOOL B WN -
1

—
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0 - Exit program

Enter option number (or press ENTER to return to the parent menu): 3
Enter certificate request file name or press ENTER for "certreq.arm":
itsoreq.arm

Enter a Tabel for this key.....covvuven.n. > ITSO Certificate
Select desired key size from the following options (512):

1: 512

2: 1024

Enter the number corresponding to the key size you want: 2
Enter certificate subject name fields in the following.

Common Name (required)................ > wtsc48oe.itso.ibm.com
Organization (required)............... > IBM

Organization Unit (optional).......... > ITSO

City/Locality (optional).............. > RTP

State/Province (optional)............. > NC

Country Name (required 2 characters)..> US
Please wait while key pair is created...

Your request has completed successfully, exit gskkyman? (1 = yes, 0 = no) 07: 1

The label you enter will be the label you see when you display the list of
certificates.

The common name is the fully qualified host name of the TN3270 server. If you
select server authentication on the Host On-Demand session properties, the
common name must match the host name in the DNS server for the IP address
of the TN3270 server. In our example, the host name of our TN3270 server is
wtsc48oe.itso.ibm.com.

Using the file that was created (in our example, itsoreq.arm) you can then send
the request to the Certificate Authority of your choice. For these examples, we
set up an ITSO Certificate Authority server for signing certificates.

Store a CA certificate

After you receive the signed certificate from the CA, you need to add the
unknown CA certificate to your list of Trusted CAs (Example 3-12). Enter
gskkyman and open the key database you previously created. If you requested a
certificate from a CA already in the trusted list, you can skip this step and go to
“Receive a certificate issued for the request” on page 100.
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Example 3-12 Store a CA certificate

Key database menu
Current key database is /u/casey/itso.kdb

- List/Manage keys and certificates

- List/Manage request keys

- Create new key pair and certificate request
- Receive a certificate issued for your request
- Create a self-signed certificate

Store a CA certificate

- Show the default key

- Import keys

- Export keys

- List all trusted CAs

- Store encrypted database password

= O WO N D WN -
1

—_ =

0 Exit program

Enter option number (or press ENTER to return to the parent menu): 6
Enter certificate file name or press ENTER for "cert.arm": itsoca.cer
Enter a label for this key.....ccevvven.n. > ITSO Certificate Authority

Please wait while certificate is stored...

Your request has completed successfully, exit gskkyman? (1 = yes, 0 = no) 07: 0
Key database menu

Current key database is /u/casey/itso.kdb

- List/Manage keys and certificates

- List/Manage request keys

- Create new key pair and certificate request
- Receive a certificate issued for your request
- Create a self-signed certificate

Store a CA certificate

- Show the default key

- Import keys

- Export keys

- List all trusted CAs

- Store encrypted database password

— O W oONOOOLB WN -
1

—_

0

Exit program
Enter option number (or press ENTER to return to the parent menu): 10

Trust CA certificate list
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Key database name is /u/casey/itso.kdb
Please choose one of the following keys to work with.

- ITSO Certificate Authority

- Integrion Certification Authority Root

- IBM World Registry Certification Authority
- Thawte Personal Premium CA

Thawte Personal Freemail CA

- Thawte Personal Basic CA

- Thawte Premium Server CA

- Thawte Server CA

- Verisign Test CA Root Certificate

O 00Nl B WN =
1

Enter a key number or press ENTER for more labels: 1
Key Menu

Currently selected key: ITSO Certificate Authority

Choose one of the following options to proceed.

- Show key information

- Set the selected key as default

- View certificate of the key

Remove trust root status

- Copy the certificate of this key to a file
- Delete the key

- Export the key to another database

NOoO Ol WN
1

0 - Exit program

Enter option number (or press ENTER to return to the parent menu):1

Basic information of the currently selected key

Unique ID: 13

Label: ITSO Certificate Authority
Chosen as default key: false
Key size: 1024
Set as trusted: true
Private key existence: false
User defined field existence: false

Certificate information for the selected key
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Version: 3
Serial number: 0582cf5027da20a945f0dadf594849b1
Issuer name:
ITSORaTeigh
ITSO
1BM
Raleigh, NC
1N
mticknor@us.ibm.com
Subject name:
ITSORaTeigh
ITSO
IBM
Raleigh, NC
1N
mticknor@us.ibm.com
Effective date: 08/27/02
Expiration date: 08/27/04
Signature algorithm 0ID: shalWithRSASignature

Issuer unique ID: false
Subject unique ID: false
Number of extensions: 5

Choosing to list all trusted CAs shows the new CA as trusted, and then you can
show the key information. You cannot make this certificate the default at this
time. Once a private key from this CA has been added to the key database, then
the certificate can be made the default.

Receive a certificate issued for the request

Once you receive the signed certificate from the CA, you can receive the
certificate into the key database for your request (Example 3-13).

Example 3-13 Receive certificate after signed by CA

Key database menu
Current key database is /u/casey/itso.kdb

- List/Manage keys and certificates

- List/Manage request keys

- Create new key pair and certificate request
- Receive a certificate issued for your request
Create a self-signed certificate

- Store a CA certificate

- Show the default key

- Import keys

- Export keys

O 0O NOYOTL A WN -
1
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10 - List all trusted CAs
11 - Store encrypted database password

0 - Exit program

Enter option number (or press ENTER to return to the parent menu): 4
Enter certificate file name or press ENTER for "cert.arm": itso.cer

Do you want to set the key as the default in your key database? (1 = yes, 0 =

no) 1°: 1

Please wait while certificate is received......

Your request has completed successfully, exit gskkyman? (1 = yes, 0 = no) 07:1

Create a self-signed certificate

Using gskkyman, you can create a self-signed certificate (Example 3-14). Once

the certificate is created, make this certificate the default.

Example 3-14 Creating a self-signed certificate

Key database menu
Current key database is /u/casey/itso.kdb

- List/Manage keys and certificates

- List/Manage request keys

- Create new key pair and certificate request
- Receive a certificate issued for your request
- Create a self-signed certificate

Store a CA certificate

- Show the default key

- Import keys

- Export keys

- List all trusted CAs

- Store encrypted database password

— O W OoONOOOL B WN -
1

—

0

Exit program

Enter option number (or press ENTER to return to the parent menu): 5

Enter version number of the certificate to be created (1, 2, or 3) ¥3":

Enter a Tabel for this key.....ccvvvven.n. > ITSO self-signed cert
Select desired key size from the following options (512):

1: 512

2: 1024

Enter the number corresponding to the key size you want: 2
Enter certificate subject name fields in the following.
Common Name (required)................ > wtsc48oe.itso.ibm.com
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Organization (required)............... > IBM

Organization Unit (optional).......... > ITSO
City/Locality (optional).............. > RTP
State/Province (optional)............. > NC

Country Name (required 2 characters)..> US
Enter number of valid days for the certificate ¥365~: 365
Do you want to set the key as the default in your key database? (1 = yes, 0 =
no) Y1°: 1
Do you want to save the certificate to a file? (1 = yes, 0 = no) Y1": 1
Should the certificate binary data or Base64 encoded ASCII data be saved? (1 =
ASCII, 2 = binary) 17: 2
Enter certificate file name or press ENTER for "cert.crt": itsoself.crt

Please wait while self-signed certificate is created...

Your request has completed successfully, exit gskkyman? (1 = yes, 0 = no) 07: 0
Key database menu

Current key database is /u/casey/itso.kdb

- List/Manage keys and certificates

- List/Manage request keys

- Create new key pair and certificate request
- Receive a certificate issued for your request
- Create a self-signed certificate

Store a CA certificate

- Show the default key

- Import keys

- Export keys

- List all trusted CAs

- Store encrypted database password

— O WO NOOOL B WN
1

— =

0 - Exit program

Enter option number (or press ENTER to return to the parent menu): 10
Trust CA certificate Tist

Key database name is /u/casey/itso.kdb

Please choose one of the following keys to work with.

- ITSO self-signed cert

- ITSO Site Certificate

- ITSO Certificate Authority

Integrion Certification Authority Root

- IBM World Registry Certification Authority
- Thawte Personal Premium CA

(o NG N R
1
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7 - Thawte Personal Freemail CA
8 - Thawte Personal Basic CA
9 - Thawte Premium Server CA

Enter a key number or press ENTER for more labels:

The label you enter will be the label you see when you display the list of
certificates.

The common name is the fully qualified host name of the TN3270 server. If you
select server authentication on the Host On-Demand session properties, the
common name must match the host name in the DDNS server for the IP address
of the TN3270 server.

Make certificates available to clients

The process of making the server’s public certificate available varies with the
type of client. The locally installed client obtains the server certificate from the
same sources as the download and cached clients, the CustomizedCAs.p12 file
or the Microsoft cryptographic database. However, on a locally installed client the
CustomizedCAs.p12 file must reside on the client itself. There are two methods
of updating this file on the client. We recommend the first method:

» Have the administrator create the CustomizedCAs.p12 file for the download
clients, then distribute it to every locally installed user.

» Distribute the certificate to every locally installed user and have them run the
Certificate Management Utility to create or update their local copy of the
CustomizedCAs.p12 file. The procedure for doing this is the same as
described in “Creating the CustomizedCAs.p12 file on the server” on
page 104.

Downloaded and cached clients must be able to access the certificate from the
Host On-Demand server. If the server is using a certificate from a well-known
trusted CA, nothing more needs to be done because the certificate is already in
the WellKnownTrustedCAs.class file in the publish directory. Therefore, it is
accessible to the clients.

The Telnet server’s certificate issued from an unknown CA, or a self-signed
certificate, can be made available to the client in one of two ways:

» If the client is running on a Windows platform, you add the certificate to the
MSIE browser’s keyring. This action is not automatic and must be performed
by each user. Refer to 11.4.5, “Add MSIE browser’s keyring” on page 429 for
the procedures on how to do this.

» Create a CustomizedCAs.p12 file, store it on the server, and it will be
downloaded to the client.
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Creating the CustomizedCAs.p12 file on the server

If the certificate is self-signed or from an unknown Certificate Authority, you
should put it into the CustomizedCAs.p12 file in the publish directory using the
Java keyring utility. The publish directory can be either the Host On-Demand
server publish directory or a separate user directory. See IBM WebSphere HOD
V8 Planning, Installing and Configuring Host On-Demand, SC31-6301. The utility
can be issued one of two ways, either with the add option or connect option. We
recommend the connect option because it issues a socket connection to the
TCP/IP SSL port, and verifies it is available and configured correctly.

Before you can issue the Java keyring utility, you need to have the TCP/IP
TN3270 Telnet server configured for the SSL port you wish to connect. For
TCP/IP profile definitions see “Configuring TCP/IP TN3270 server for SSL” on
page 108. Run the Java keyring utility provided with Host On-Demand. This is a
lengthy command and it is easy to make errors. The backslash is a continuation
character; otherwise, the command must be on one continuous line. The
command for Java 1.3 is:

java -classpath .:/usr/1pp/HOD/hostondemand/1ib/sm.zip \
com.ibm.hodssTight.tools.keyrng CustomizedCAs connect ipaddr:port

where ipaddr is the address of your TN3270 Telnet server and port is the SSL
port you wish to connect.

Tip: You can create a shell script with the command. This enables you to
easily reissue the command if needed. It also allows you to check the syntax
of the command before running the script.

You will be prompted to enter the password for the CustomizedCAs.p12 file. You
must give a password. The password must be hod (all lower case letters), or it will
not work. The results of the command will look similar to the Java 1.3 example
shown in Example 3-15.

Example 3-15 Java keyring utility output

CASEY @ SC48:/usr/1pp/HOD/hostondemand/HOD>javakeyrng
Password for CustomizedCAs.pl2:
Connecting to 9.12.6.126:6623
com.ibm.hodssTight.SSLException
at com.ibm.hodssTight.SSLConnection.certificate(SSLConnection.java:979)
at com.ibm.hodssTight.SSLClient.serverCertificate(SSLClient.java:272)
at com.ibm.hodsslight.SSLC1ient.handshake(SSLClient.java:110)
at
com.ibm.hodss1ight.SSLConnection.handleData(SSLConnection.java(Compiled Code))
at
com.ibm.hodss1ight.SSLRecordlLayer.receiveRecord(SSLRecordLayer.java:695)
at com.ibm.hodsslight.SSLConnection.install(SSLConnection.java:212)
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at com.ibm.hodsslight.SSLClient.<init>(SSLClient.java:719)
at com.ibm.hodsslight.SSLSocket.install(SSLSocket.java:117)
at com.ibm.hodss1ight.SSLSocket.<init>(SSLSocket.java:260)
at com.ibm.hodsslight.tools.keyrng.main(keyrng.java)

com.ibm.hodssTight.SSLException

time created=Wed Aug 29 16:52:27 EDT 2002

category=4 TRUSTPOLICY

error=1017 PEERCERTIFICATECHAINNOTTRUSTED

intl =0

e=null

Site Certificate - Number 0

Key : RSA/512 bits
Subject: wtsc48oe.itso.ibm.com, Research Triangle Park, ITSO, IBM, US
Issuer: ITSORaleigh, Raleigh, ITSO, IBM, US
Valid from: Mon Aug 27 10:53:17 EDT 2002
Valid to: Tue Aug 27 11:03:17 EDT 2003
Finger print: 2A:84:BA:46:C0:73:7C:4F:6D:98:AD:B1:44:72:BA:F8

Enter the number of the certificate to be added to CustomizedCAs.pl2 (q to
quit): 0

Adding the Site Certificate - 0 to CustomizedCAs.pl2

Done.

The Java exception shown in Example 3-15 can be ignored. You can verify the
certificate was added to the CustomizedCAs.p12 file with the following
command:

java -classpath .:/usr/1pp/HOD/hostondemand/1ib/sm.zip \
com.ibm.hodsslight.tools.keyrng CustomizedCAs verify

The add option does not require the TN3270 server to be available, since no
socket call is issued. You must specify the name of the certificate file as one of
the input parameters. The command when using Java 1.3 is:

java -classpath .:/usr/1pp/HOD/hostondemand/1ib/sm.zip \
com.ibm.hodss1light.tools.keyrng CustomizedCAs \
add --certificatetype certificate.name

Where the certificate type is either ca if you are adding a CA root certificate or
site if you are adding a site or self-signed certificate. The certificate.name is the
fully qualified name of the actual certificate, for instance, /u/caseyl/itso.cer.
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Server authentication

For basic SSL TN3270 server authentication connection, you need to configure a
port capable of SSL. Refer to “Configuring TCP/IP TN3270 server for SSL” on
page 108 for how to define the TELNETPARMS definitions.

With the instructions provided for creating a key database, and requesting and
receiving a certificate, you should be able to establish a TN3270 SSL connection
for server authentication. In the session properties, select Telnet -TLS or Telnet
-SSL only as the protocol and select Yes for Server Authentication (SSL) as
shown in Figure 3-4.

X
F_I---Cpnnection TLS/SSL
sedzzociated Printer
ackup Servers Lock
roxy Server
=L
“-Express Logon Telnet-negotisted =
[=I-Terminal Properties o
‘..-Host Graphics Server Authertication i~
----- File Transter
Acld MSIE brovwser's keyring " Yes {* Mo v
— If Server Requests Client Cerificate (defaults)
El-Preferences Send a Cerificate " es ¥ Mo ¥
- Start Options
weLanguage Certificate Source ILIRL or local file ll =
URL o Path and Filerarme | ¥
Select File... |
Certificate Marme I-any cerificate trusted by the server- ll v
Add Certifioate Name.. |
Howy ofter to prormipt IFir31 titrne after HOD is started LI [+
Retrieve certificate before connect 7 ¥es (= Mo v
(034 | Cancel | Kewboard... | Helgp |

Figure 3-4 Session properties to enable SSL for server authentication

When you start the 3270 session the lock in the bottom right corner of the
session window should be locked. If it is not, check the communication code on
the bottom of the window. Click the up arrow next to the message in the OIA to
display the Status Bar History. Click ? for further details of the error.
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Figure 3-5 3270 session fails to connect, communications error

For this example, the CustomizedCAs.p12 file did not exist. It was created using
the instructions in “Creating the CustomizedCAs.p12 file on the server” on

page 104. In order to download the CustomizedCAs.p12 file, if using Internet
Explorer, press and hold Ctrl, then click Refresh on the browser to reload the file;

if using Netscape, click Reload.

Client authentication

In client authentication the Telnet server requests a certificate from the client to
verify who it claims to be. To enable client authentication, server authentication
must first be enabled. On the Host On-Demand session properties, several
options are available to deploy client authentication. Refer to 11.3.3, “Client

authentication” on page 423.

Restriction: Host On-Demand requires a Version 3 type certificate for client
authentication. If you have created the certificate using GSKKYMAN on z/OS,
you will need to convert the Version 1 PKCS12 created on the z/OS to a
Version 3 PKCS12 file. The following lists the steps required to convert a
PKCS12 Version 1 file to Version 3.
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Here are the steps:
1. On the TN3270 server, use GSKKYMAN to create a self-signed certificate.

2. Create a PKCS12 format file (select Export keys, Export keys to a PKCS12
file from the GSKKYMAN panels). This will create a file with the format
filename.p12. If using CLIENTAUTH SAFCERT, use this file as the client
certificate source if manually registering the client certificate to the SAF
product.

3. FTP the PKCS12 file in binary mode to the client.

4. Use the Host On-Demand certificate management panels to import the
PKCS12 file into the Host On-Demand key database.

5. Export the certificate using the Host On-Demand certificate management
panels to create a new PKCS12 file. This is the file that Host On-Demand will
use to retrieve the client certificate.

On the z/OS TN3270 server, the TCP/IP profile must be configured for client
authentication. See below for details on configuring the profile.

Configuring TCP/IP TN3270 server for SSL

To configure client authentication in IP services, the TCP/IP profile must be
updated. Configure the TCP/IP profile data set, using the CLIENTAUTH statement
in the TELNETPARMS block, and choosing the security level you want. Client
authentication is only supported by OS/390 V2R8 and higher. Our TCP/IP profile
Telnet statements are shown in Example 3-16.

Example 3-16 TCP/IP profile Telnet statements

; Basic TN3270 Telnet - non-SSL
TELNETPARMS

PORT 623
ENDTELNETPARMS

; Basic SSL - provides Server Authentication
TELNETPARMS
SECUREPORT 6623 KEYRING HFS /u/casey/itso.kdb
CLIENTAUTH NONE
ENDTELNETPARMS

; Client Authentication, without RACF security
TELNETPARMS
SECUREPORT 7723 KEYRING HFS /u/casey/itso.kdb
CLIENTAUTH SSLCERT
ENDTELNETPARMS

; Client Authentication, with RACF security
TELNETPARMS
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SECUREPORT 8823 KEYRING HFS /u/casey/itso.kdb
CLIENTAUTH SAFCERT
ENDTELNETPARMS

; Client Authentication, with RACF security and SERVAUTH class active
TELNETPARMS

SECUREPORT 9923 KEYRING HFS /u/casey/itso.kdb

CLIENTAUTH SAFCERT
ENDTELNETPARMS

BEGINVTAM
PORT 623 6623 7723 8823 9923

DEFAULTLUS
TCP48001..TCP48099
ENDDEFAULTLUS

DEFAULTAPPL SC48TS 3 TSO
LINEMODEAPPL SC48TS
ALLOWAPPL *

ENDVTAM

The Telnet server configuration can be updated dynamically by using the
following command:

vary tcpip,,obeyfile,dataset.name

3.6.4 Certificate management using RACF

RACF can be used to create, register, store, and administer digital certificates,
and the private keys associated with the certificates. RACF can also be used to
create and manage keyrings of stored digital certificates. In this section we
describe how to manage your certificates using the RACF commands.
Certificates are stored in the RACF database, while private keys may be stored
in the ICSF Public Key Data Set (PKDS), encrypted under a 168-bit Triple-DES
key.

Using RACF keyrings is the preferred method, because it provides better
security for the certificates and their private keys. With RACF keyrings, stash
files containing key database passwords are not used, and access to keyrings
and certificates is controlled by RACF.
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RACEF distinguishes three types of digital certificates:

» Certificate Authority certificates: These certificates are associated with
Certificate Authorities (CAs) and are used to verify signatures in other
certificates.

» Site certificates: These certificates are associated with servers or network
entities in other locations than the local system.

» User certificates: These certificates are associated with a RACF user ID and
are used to authenticate a user’s identity.

A user certificate or a certificate that has been connected to a keyring with
USAGE(PERSONAL) is the only type of certificate whose private key can be
used to create signatures. Therefore, all server certificates for local servers need
to be user certificates, or they need to be connected to an appropriate keyring
with USAGE(PERSONAL).

The step-by-step example described in “Using a CA-signed certificate” on
page 110 is generic in nature. It can be used to create a RACF keyring for the
IBM HTTP Server for z/OS, the TN3270 server, or other servers that are SSL
enabled.

For detailed information about the RACDCERT command, refer to the ZZ0S
V1R4.0 Security Server RACF Command Language Reference, SA22-7687.

Using a CA-signed certificate

This section presents the steps required to implement the SSL environment for
the Host On-Demand Server. A similar procedure can be used for other
SSL-enabled application servers. In this scenario, we use a server certificate
signed by a public CA. The steps are:

Generate a self-signed certificate.

Create a certificate request for the CA.

Store the returned certificate into a data set.

Store CA certificate for unknown Certificate Authority.
Replace the self-signed certificate.

Create a keyring for the server.

Connect the certificate to the keyring.

Connect the CA certificate to the keyring.

©ONOOOA WD~

Generate a self-signed certificate
We used this self-signed certificate as a base for the certificate request we
created:

RACDCERT ID(STC) GENCERT
SUBJECTSDN(CN(’wtsc48oe.itso.ibm.com’)
0(’IBM?)
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oU(’1ITS0*)
L(*RTP?)
SP(*NC?)
C(°US?))
WITHLABEL(’HOD Server Certificate’)

Make sure the common name (CN) is the same as the host or domain name of
the server. STC is the user ID associated with the TCPIP started task.

Create a certificate request for the CA
The certificate request will be stored in an MVS data set with a name like
>CASEY.HODSRV.GENREQ’.

RACDCERT ID(STC) GENCERT
GENREQ(LABEL(’HOD Server Certificate’))
DSN(*CASEY.HODSRV.GENREQ?)

This certificate request needs to be sent to the Certificate Authority. The format
of the request is Base64-encoded text. The data set can be transmitted to a PC
with FTP, and pasted into the appropriate field in the certificate request.
Alternatively, cutting and pasting between a host emulator window and the Web
browser can be used.

Store the returned certificate into a data set

The CA usually returns the certificate using e-mail or similar means. The
certificate is in Base64-encoded text format. Again, use the same technique as
before to copy the certificate into a data set named, for instance,

>CASEY .HODSRV.CERT”’.

Note: The data set organization must be variable blocked. If it is fixed blocked,
you will receive error IRRD103I: An error was encountered processing the
specified input data set. You may need to preallocate the data set as
variable blocked prior to transferring the signed certificate.

Store CA certificate for unknown Certificate Authority

If your certificate is signed by an unknown Certificate Authority, you need to store
the CAs ce