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Host BusErrors

Split transaction time-out
ECC/parity error on data
ECC/parity error on address

Bad address (e.g., memory not
present)

Bad operation (e.g., writeto read-
only memory)

¢ Protection violation (e.d., access not
allowed)

¢ ¢€lC.
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Open HCI Perspective of
Host BusErrors

¢ All host buserrorshaveasingle
classification -- accessdidn’t work

¢ Error handling isunit/mode
dependent
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DMA Units

Self | D Buffer

Physical Read Request
Asynchronous Request Transmit
Asynchronous Response Transmit
| sochronous Transmit
Asynchronous Reguest Receive
Asynchronous Response Receive

| sochronous Recelve

Physical Write Request

L R 2 2 2 BN 2K 2 R 2
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Self D Buffer

David Wooten / 1394 Open HCI, Errors




PEN
Self 1D Buffer

¢ Errorsthat aredetected by HC

e memory writeerror (can’'t write)
e buffer overflow (tried to writetoo much)
e FIFO overflow (can’t writefast enough)

¢ In all cases:
o sat Salfl DCount.salfl Derror
e drop remaining self I D packets
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Self ID Buffer (cont.)

¢ Inthecaseof anerror,
| ntEvent.selfl Dcomplete is not set
until end of self ID process

¢ |tisnotanerror if self ID process
startsand HCControl.revSafiD 1Is
not set

December 18-19, 1996 David Wooten / 1394 Open HCI, Errors Slide7




&)
PEN

December 18-19, 1996

Physical Read Requests

Slide 8




&
PEN

Physical Read Request

¢ Read from addressin first 4GB
from a nodethat iIsenabled In
PhysDM AEnable and

AsynchronousReguestFilter

¢ |fmemoryread error at start of
packet, before header sent, send
response with resp data error.
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¢ |f

Physical Read Request
(cont.)

memory error after packet starts
truncate packet

If requester responds with

ack data error, then re-arbitrate and
send response with response code of
resp data error

If requester response with anything
else, drop theresponse
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Physical Read Request
(cont.)

¢ |f FIFO underrun after packet
starts

e truncate packet

e If requester respondswith
ack data error, then re-arbitrate and
try tore-send

e If requester responds with anything
else, drop theresponse
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Physical Read Request
(cont.)

¢ Onerror, nointerrupt event is
generated and thereisno logging of
Interrupt for statistics gathering.
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DM A Unitswith
Standard Context
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Standard Context

3130292827 2625242322212019181716/1514131211109 8,7 6 5 4 3 2 1 0
1 LI

d acklerr
sP code
l . | | | | | |
run ‘ Iactlve
dead
wake

ContextControl

3130292827262524|2322212019181716|151413121110 9 8;,76543210
e rrrrrrrorrrrrr o rrrrrrrrrrrrrprororl

descriptorAddress [31:4] Z

CommandPtr
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Units Using Standard
Context

Asynchronous Regquest Transmit
Asynchronous Response Transmit
| sochronous Transmit
Asynchronous Reguest Receive
Asynchronous Response Recelve

| sochronous Recelve

® & 6 ¢ o o

December 18-19, 1996 David Wooten / 1394 Open HCI, Errors Slide 15




PEN
‘Standard’ Failures

¢ Descriptor Read
e host buserror

¢ DataRead
e host buserror
e FIFO underrun
e invalid tCode
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‘Standard’ Failures (cont.)

¢ DataWrite

Nost bus error
-|FO overrun

ouffer overrun

¢ Descriptor Status Update
e host buserror
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Descriptor Read Error
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Descriptor Read Error

¢ All standard contexts have same behavior
e truncate packet transmit
e set ContextControl.dead
e Set IntEvent.unrecoverableError
e set ContextControl.ack to evt_descriptor read

e CommandPtr.descriptorAddress pointsto a
descriptor within the failed descriptor block
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Descriptor Read Error
(cont.)

¢ Fallurebehavior isthe sameif
descriptor block read in partsor as
awhole

¢ |n caseof multipleerrors,
descriptor read error error takes
precedence
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Descriptor Read Error
e Donot:  (CONt.)

e set the‘normal’ interrupt for the
context in IntEvent

e Update xfer Status, resCount or
timeStamp
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Status Update Error

¢ Occurswhen thereisahost bus
error in writing to the xfer Status
and resCount/timeStamp in a
descriptor

¢ Writing status quadlet to input
buffer Isnot considered a status
updateerror. Itisa‘datawrite for
error purposes.
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Status Update Error (cont.)

¢ For all unitswith the ‘standard’
context the behavior iIsthe same
e et ContextControl.dead

e retain ContextControl.ack and
ContextControl.spd for completed
packet

e St IntEvent.unrecoverableError

e Do not optionally set the context’s
‘normal’ IntEvent
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Asynchronous Transmit
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Data Read Errors

¢ Dataread error can only occur on
olock writerequest, lock request,
nlock read response or lock
response
¢ Threetypesof errors
e host busread error
e FIFO underrun

e INnvalid tCode
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Host Bus Read Error

¢ Truncate packet and advanceto last in
descriptor block (OUTPUT _LAST?)

¢ Wait for response (unless broadcast)

¢ |fresponseisack data error then
change ContextControl.ack to
evt data read

e €lse saveresponse code asreturned
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Host Bus Read Error

Conditionally (GRE Qatusin
OUTPUT LAST*

Conditionally set context event bit
In IntEvent
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FIFO Underflow

¢ Behavior sameasdataread error
except the replacement ack/error
codeisevt underrun
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tCodeError

Meansthat tCode not appropriate for
context (tCode ‘A’ In async context)

tCodeerror also meansthat header
length doesn’t match tCode

Don’t put header into output FIFO --
don’t start packet

Set ContextControl.ack to evt_tcode err

Conditionally save ContextControl In
xfer Statusof OUTPUT LAST* and
conditionally generate interrupt
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| sochronous Transmit
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Data Access Errors

¢ Dataread
e host busread error
e FIFO underrun
e invalid tCode

¢ Datawrite

e Host buswriteerror during
STORE_VALUE
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Host Bus Read Error

¢ Truncate packet and advanceto last In
descriptor block (OUTPUT _LAST?)

¢ Set ContextControl.ack to evt data read

¢ Conditionally update statusin
descriptor containing OUTPUT _LAST
and conditionally set IntEvent

¢ Continue
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FIFO Underflow

¢ Behavior sameashost busread
error except ContextControlack set
to evt underrun
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tCodeError

Meansthat tCode not appropriate for
context (not iso tCode)

tCodeerror also meansthat header
length doesn’t match tCode

Don’t put header into output FIFO --
don’t start packet

Set ContextControl.ack to evt_tcode err

Conditionally save ContextControl In
xfer Statusof OUTPUT LAST* and
conditionally generate interrupt
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Data Write

Set ContextControl.ack to
evt data write

SkiptoOUTPUT _LAST*

Conditionally update xfer Status
and set I ntEvent
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A diversion...
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Input FIFOsS

¢ Want to minimize number of input
FIFOs

¢ Can combinethingsthat never
block into same FIFO

¢ Error strategy isto prevent any
iInput FIFO from blocking so that
they can all be combined

¢ Other strategiesare possible - e.q.,
have multiple FIFOs.
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¢ Prevention of buffer overrun of AR
response context isresponsibility of
softwar e

¢ |f AR response buffer fills, response
packets are dropped

e leadsto split transaction time-outs

AR Response
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AR Request

¢ Dealing with buffer overrunsof AR
request context isresponsibility of HC

¢ \When overrun occurs
e Packetsthat weregiven ack_pending by
Ink aredropped

e Can’t return resp_conflict_error because
output queue would be blocking resource

e Packetsthat were given ack_completeare
reported to software or dropped
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Posted Write Requests

¢ |flink sent ack_complete on write
request before dataiswritten to
memory, packet Is ‘posted’

¢ May drop, and not report, It writeto
offset above physical memory limit
(48°'h0000 FFFF FFFF)

e Writesto CSR space arenever posted
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Posted Write Reguests
¢ |f posted to pr()@@ﬁ]tn)amory, local

offset and source node | D reported
to softwar e through
PostedWriteAddressregisters

¢ Can’t post morewriterequeststhan
can bereported
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Buffer Space Tracking

¢ Can reduce number of request packets
that are dropped by keeping track of
amount of spacein AR reguest buffer

e do, pre-fetch of descriptorsto determine
remaining space (reqCount)

e each reqCount value given to link to increase
available space

e aslink accepts packetsit reducesthe
available space

e When link runs out of space, it sends
ack busy
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Dead Contexts

¢ When context iIsdead or run not set
link will ‘rgect’ packetsfor the
context -- no ack sent!
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and now back to...
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Asynchronous Receive

¢ Asynchronousreceiveonly runsin

L 4

buffer-fill mode.

When HC can’t writeto buffer due
to host buserror, buffer can no
longer be ‘parsed’ by software.

Therefore, unlike transmit, when
data transfer error occurs (other
than buffer full), HC must stop
context
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Asynchronous Receive
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Data WriteError

¢ Set ContextControl.dead (link ‘reects
packetsfor context)

Set ContextControl.ack to evt_data write
Set | ntEvent.unrecoverableError

¢ Drop packetsthat reach host side of input
FIFO (only if shared FIFO)

e If posted write, report failureto software

¢ CommandPtr pointsto descriptor where
fallure occurred
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FIFO Overflow

¢ Link sideof FIFO truncates packet
going into recelve FIFO and sends
ack busy on 1394 bus

¢ System side of FIFO seestruncated
packet and does not update status

¢ Thismakesit look like packet never
happened (packet Is‘backed out’ of
the buffer)
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| sochr onous Recelve
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Buffer-fill Mode

¢ On FIFO/buffer overrun, back
packet out of buffer

¢ Onwriteerror:
e Set dead
e set ack/error codeto evt data write
e set unrecoverableError interrupt event
e discard all packetsfor context
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Packet/buffer M ode

¢ Ondatawriteerror
e set ack/error codeto evt data write

e conditionally update xfer Statusin
descriptor in which error occurred

e continue asif packet wasreceived
correctly

December 18-19, 1996 David Wooten / 1394 Open HCI, Errors Slide 54




PEN

December 18-19, 1996

David Wooten / 1394 Open HCI, Errors

Slide 55




