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0RVW�RI�WKH�RUJDQL]DWLRQV�WRGD\��KDYH�VWDUWHG�LPSOHPHQWLQJ�SULYDWH�
QHWZRUNV�

7KHVH�QHWZRUNV�PD\�EH�XQUHJLVWHUHG�QHWZRUNV�ZLWKRXW�SURSHU�
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DQG��ZRUN�ILQH�DV�LQWUDQHWV�DV�ORQJ�DV�WKH\�DUH�LVRODWHG�IURP�WKH�UHVW�RI�
WKH�ZRUOG�

7KLV�SUDFWLFH�FDQ�KDYH�VHULRXV�UHSHUFXVVLRQV��2QFH�ZH�DUH�RXW�WKHUH�RQ�
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VRPHRQH�HOVH�ZH�DUH�QRW�DEOH�WR�RSHUDWH�ZLWK�WKH�FXUUHQW�,3�VHWXS�ZH�
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1$7��1HWZRUN�$GGUHVV�7UDQVODWLRQ�
+HOSV�DOOHYLDWH�,3�H[KDXVWLRQ
$OORZV�SULYDWH�XQUHJLVWHUHG�QHWZRUN�WR�EH�
UHSUHVHQWHG�LQ�WKH�,QWHUQHW

+RZ"
%\�XVLQJ�D�VPDOO�VHW�RI�YDOLG��UHJLVWHUHG��
JOREDOO\�URXWDEOH��DGGUHVVHV
)XQFWLRQ�UHVLGHV�RQ�WKH�,3�URXWLQJ�GHYLFH�
SURYLGLQJ�WKH�FRQQHFWLRQ�EHWZHHQ�WKH�WZR�
QHWZRUNV
6KLHOGV�WKH�LQWHUQDO�DGGUHVVHV�IURP�WKH�ZRUOG�
RXWVLGH��HQKDQFHV�VHFXULW\�
+RVW�SURYLGLQJ�1$7�LV�DQ�,3�IRUZDUGLQJ�GHYLFH�
FRQQHFWHG�WR�DW�OHDVW�WZR�GLIIHUHQW�,3�QHWZRUNV
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,Q�9�U��ZH��LQWURGXFHG�WKH�FRQFHSW�RI�1$7��1HWZRUN�$GGUHVV�7UDQVODWLRQ��

7KLV�VXSSRUW�ZLOO�EH�SURYLGHG�DV�D�SDUW�RI�WKH�EDVH�RSHUDWLQJ�V\VWHP�DQG�FDQ�EH�
FRQVLGHUHG�DV�SDUW�RI�EDVLF�ILUHZDOO�IXQFWLRQDOLW\��

7KLV�PHDQV�WKDW�ZH�ZLOO�KDYH�D�QDWLYH�,3�WUDQVODWRU�IRU�,QWHUQHW�VXSSRUW�DQG�DGGHG�
VHFXULW\�RQ�WKH�,QWHUQHW��1$7�ZLOO�KHOS��WKH�,3�H[KDXVWLRQ�SUREOHP��,3�ILOWHULQJ�ZLOO�
SURYLGH�XV�WKH�DGGHG�VHFXULW\�ZH�QHHG�WR�VKLHOG�RXU�V\VWHP�IURP�WKH�RXWVLGH�ZRUOG�

1HWZRUN�$GGUHVV�WUDQVODWLRQ�DGGUHVVHV�WKH�SUREOHP�RI�,3�GHSOHWLRQ��1$7�DOORZV�D�SULYDWH�
XQUHJLVWHUHG�QHWZRUN�WR�EH�UHSUHVHQWHG�E\�D�VPDOO�VHW�RI�YDOLG�UHJLVWHUHG�DGGUHVVHV��7KLV�
IXQFWLRQ�UHVLGHV�RQ�WKH�,3�URXWLQJ�GHYLFH�SURYLGLQJ�WKH�FRQQHFWLRQ�EHWZHHQ�WKH�WZR�
QHWZRUNV��D�ERXQGDU\�V\VWHP�

,Q�DGGLWLRQ�WR�WKH�,3�GHSOHWLRQ�SUREOHP��1$7�FDQ�DOVR�EH�XVHG�WR�SURYLGH�D�FHUWDLQ�OHYHO�
RI�QHWZRUN�VHFXULW\��

:KHQ�FRQQHFWLQJ�WR�DQRWKHU�QHWZRUN��LW�LV�KLJKO\�DGYLVDEOH�WR�LVRODWH�WKH�WRSRORJ\�RI�WKH�
LQWHUQDO�SULYDWH�QHWZRUN�

�)RU�H[DPSOH��WKH�DGGUHVVLQJ��,3�DGGUHVVHV��VXEQHWV�DQG�KRVW�QDPHV��RI�LQWHUQDO�
PDFKLQHV�VKRXOG�QRW�EH�NQRZQ�WR�WKH�RXWVLGH�ZRUOG��

1$7�LV�DEOH�WR�KLGH�WKH�LQWHUQDO�QHWZRUN�WRSRORJ\�E\�UHSUHVHQWLQJ�WKH�LQWHUQDO�KRVWV�EHKLQG�D�
VPDOO�VXEVHW�RI�SXEOLFO\�NQRZQ�DGGUHVVHV�

1HWZRUN�$GGUHVV�7UDQVODWLRQ�LV�D�PHFKDQLVP�ZKLFK�FDQ�EH�XVHG�WR�DOORZ�D�SULYDWH�
QHWZRUN�ZKLFK�LV�QRW�FXUUHQWO\�XVLQJ�UHJLVWHUHG�DGGUHVV�WR�FRQQHFW�WR�DQG�FRPPXQLFDWH�
ZLWK�D�SXEOLF��UHJLVWHUHG�QHWZRUN�

6ROXWLRQ�
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UHSUHVHQWHG�E\�RQH�,3�DGGUHVV�DVVLJQHG�E\�DQ�,63
(DFK�RXWERXQG�UHTXHVW�XVHV�D�GLIIHUHQW�SRUW�DVVLJQHG�
G\QDPLFDOO\
7UDIILF�PXVW�EH�LQLWLDWHG�IURP�WKH�
LQVLGH
�

6WDWLF�1$7
2QH�WR�RQH�PDSSLQJ�EHWZHHQ�SULYDWH�DQG�SXEOLF�
DGGUHVVHV
7UDIILF�FDQ�EH�LQWLDWHG�LQ�HLWKHU�GLUHFWLRQ�

3RUW�PDSSHG�1$7
2QH�WR�RQH�PDSSLQJ�RI�,3�SRUW�WR�,3�SRUW
7UDIILF�FDQ�EH�LQLWLDWHG�LQ�HLWKHU�GLUHFWLRQ

�
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0DVTXHUDGH�1$7

0DVTXHUDGLQJ�LV�XVHG�WR�DOORZ�WKH�SULYDWH�QHWZRUN�WR�KLGH�EHKLQG�DQG�EH�UHSUHVHQWHG�E\�WKH�
DGGUHVV�ERXQG�WR�WKH�SXEOLF�LQWHUIDFH�RI�WKH�1$7�PDFKLQH��,Q�PRVW�VLWXDWLRQV��WKLV�ZLOO�EH�WKH�
DGGUHVV�WKDW�KDV�EHHQ�DVVLJQHG�E\�DQ�,63�ZKLFK�PD\�EH�G\QDPLF�LQ�WKH�FDVH�RI�D�333�
FRQQHFWLRQ��7KLV�W\SH�RI�WUDQVODWLRQ�FDQ�RQO\�EH�XVHG�IRU�FRQQHFWLRQV�RULJLQDWLQJ�ZLWKLQ�WKH�
SULYDWH�QHWZRUN�GHVWLQHG�IRU�WKH�RXWVLGH�SXEOLF�QHWZRUN��(DFK�FRQQHFWLRQ�RXW��LV�PDLQWDLQHG�E\�
XVLQJ�D�GLIIHUHQW�VRXUFH��FOLHQW��,3�SRUW�QXPEHU���3URYLGHV�D�PDQ\�WR�RQH�PDSSLQJ�

6WDWLF�1$7

6WDWLF�1$7�LV�D�VLPSOH�RQH�WR�RQH�PDSSLQJ�EHWZHHQ�SULYDWH�DQG�SXEOLF�DGGUHVVHV��7KLV�LV�
UHTXLUHG�WR�VXSSRUW�LQERXQG�FRQQHFWLRQV�IURP�WKH�SXEOLF�QHWZRUN�LQWR�WKH�SULYDWH�QHWZRUN��)RU�
HDFK�ORFDO�DGGUHVV�GHILQHG��WKHUH�PXVW�EH�DQ�DVVRFLDWHG�JOREDOO\�XQLTXH�DGGUHVV��

3RUW�PDSSHG�1$7

�3RUW�PDSSLQJ�PLJKW�EH�XVHG�WR�DOORZ�PXOWLSOH�RFFXUDQFHV�RI�D�+773�VHUYHU�WR�H[HFXWH�RQ�D�
$6�����E\�PDSSLQJ��LQWHUQDO�,3!������WR��H[WHUQDO�,3!����

7KLV�1$7�UXOH�ZRXOG�EH�SODFHG�RQ�\RX�H[WHUQDO�LQWHUIDFH���7KH�LQWHUQDOIDFH�ZRXOG�KDYH�QR�1$7�
UXOH�

7KHQ��FRQILJXUH�RQH�:(%�VHUYHU�WR�XVH�SRUW����IRU�LQWHUQDO�FOLHQWV��DQG�WKH�RWKHU�:(%�VHUYHU�
WR�XVH�SRUW�������IRU�WKH�H[WHUQDO�FOLHQWV�

7\SHV�RI�1HWZRUN�$GGUHVV�7UDQVODWLRQ

�
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6ZDSV�DFWXDO
SRUWV�ZLWK�/RJLFDO�3RUW�1XPEHUV��/31�
,3�DGGUHVVHV�ZLWK�WKH�SXEOLF�LQWHUIDFH�,3�
DGGUHVV

$�SRRO�RI�SRUWV�IRU�WKH�VDPH�SK\VLFDO�LQWHUIDFH
3RUW�QXPEHUV�IRU�0DVTXHUDGLQJ�
����������������IRU�7&3�
����������������IRU�8'3��

5H�FRPSXWHV�FKHFNVXPV�IRU�7&3�DQG�83�KHDGHUV
0DLQWDLQV�WDEOHV�RI�RXWJRLQJ�DQG�LQFRPLQJ�WUDIILF
&OHDQV�XS�LQDFWLYH�WDEOH�HQWULHV

3URYLGHV�D�SULPLWLYH�QDWLYH�ILUHZDOO�
&RQQHFWLRQ�LQLWLDWHG�E\�VHFXUH�VLGH�+RVWV�RQO\
+RVWV�FDQQRW�EURDGFDVW�WKHLU�DGGUHVVHV

0DVTXHUDGLQJ�IXQFWLRQV�
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� ,3�0DVTXHUDGLQJ�LV�D�PHWKRG�E\�ZKLFK�KRVWV�ZKLFK�GR�QRW��KDYH�,QWHU1,&��,QWHUQHW�
1HWZRUN�,QIRUPDWLRQ�&HQWHU��UHJLVWHUHG�,3�DGGUHVVHV�PD\�FRPPXQLFDWH�ZLWK�WKH�
,QWHUQHW�WKURXJK�D�URXWHU�ZKLFK�GRHV�KDYH�DQ�,QWHU1,&�UHJLVWHUHG�,3�DGGUHVV�

7KH�WHUP��VHFXUH�VLGH�KRVW��LV�XVHG�WR�UHIHU�WR�DOO�PDFKLQHV�RQ�DQ�LQWHUQDO�QHWZRUN�UHJDUGOHVV�
RI�WKH�PHWKRG�RI�DWWDFKPHQW��/$1��:$1��(WKHUQHW�HWF���DQG�UHJDUGOHVV�RI�WKH�GLVWDQFH�RI�WKH�
FRQQHFWLRQ��

7KH�WHUP��H[WHUQDO�PDFKLQHV��LV�XVHG�WR�UHIHU�WR�PDFKLQHV�ORFDWHG�RXW�RQ�WKH�,QWHUQHW�

�0DVTXHUDGH�ZLOO�VXSSRUW��7&3��,&03�DQG�8'3�SURWRFROV�

� 7R�WKH�,QWHUQHW��DOO�RI�WKH�VHFXUH�VLGH�KRVWV�DSSHDU�WR�EH�FRQWDLQHG�ZLWKLQ�WKH�
$6������WKDW�LV��WKHUH�LV�RQO\�RQH�,3�DGGUHVV�DVVRFLDWHG�ZLWK�ERWK�WKH�$6�����DQG�WKHVH�
KRVWV�

(DFK�VHFXUH�VLGH�KRVW�PXVW�EH�VHW�XS�VR�WKDW�WKH�$6�����LV�LWV�JDWHZD\��DQG�DOVR�LWV�GHIDXOW�
GHVWLQDWLRQ�

7KH�FRUUHVSRQGHQFH�EHWZHHQ�D�SDUWLFXODU�FRPPXQLFDWLRQ�FRQQHFWLRQ��SRUW��DQG�D�KRVW�LV�VHW�
XS�ZKHQ�RQH�RI�WKH�KRVWV�VHQGV�D�SDFNHW�WR�WKH�$6�����WR�EH�URXWHG�WR�WKH�,QWHUQHW�

7KH�PDVTXHUDGH�1$7�IXQFWLRQ�VDYHV�WKH�SRUW�QXPEHU�LQ�D�WDEOH�RI�DFWLYH�FRQQHFWLRQV�VR�WKDW�
ZKHQ�LW�UHFHLYHV�UHVSRQVHV�WR�WKH�KRVW
V�SDFNHW�RYHU�WKDW�FRQQHFWLRQ��LW�FDQ�VHQG�WKH�UHVSRQVH�
WR�WKH�FRUUHFW�KRVW�

:KHQ�WKH�URXWHU�UHFHLYHV�D�SDFNHW�LQWHQGHG�IRU�D�KRVW��LW�VHDUFKHV�WKH�WDEOH�RI�DFWLYH�
FRQQHFWLRQV�WR�GHWHUPLQH�ZKDW�DGGUHVV�RQ�WKH�LQWHUQDO�ULQJ�VKRXOG�UHFHLYH�WKH�SDFNHW�DQG�
VHQGV�LW�WKHUH�

� $�UHFRUG�RI�DFWLYH�SRUW�FRQQHFWLRQV�DQG�WKH�ODVW�DFFHVV�WLPH�E\�HLWKHU�HQG�RI�WKH�
FRQQHFWLRQ�LV�FUHDWHG�PDLQWDLQHG�E\�PDVTXHUDGH�1$7��7KHVH�UHFRUGV�DUH�SHULRGLFDOO\�
SXUJHG�RI�DOO�FRQQHFWLRQV�LGOH�IRU�D�SUHGHWHUPLQHG�DPRXQW�RI�WLPH�EDVHG�XSRQ�WKH�
DVVXPSWLRQ�WKDW�DQ�LGOH�OLQN�LV�QR�ORQJHU�LQ�XVH�

0DVTXHUDGLQJ�IXQFWLRQV

�
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� ,W�VKRXOG�EH�QRWHG�WKDW�DOO�FRPPXQLFDWLRQ�EHWZHHQ�WKH�VHFXUH�VLGH�KRVWV�DQG�WKH�
,QWHUQHW�PXVW�EH�LQLWLDWHG�E\�WKH�VHFXUH�VLGH�KRVWV��7KLV�LV�DQ�HQKDQFHPHQW�WR�VHFXULW\���
7KH�,QWHUQHW�NQRZV�QRWKLQJ�RI�WKH�H[LVWHQFH�RI�WKH�KRVWV��DQG�WKH\�FDQQRW�EURDGFDVW�
WKHLU�DGGUHVVHV�WR�WKH�,QWHUQHW�

�
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2XWERXQG�WUDIILF���VHFXUH�VLGH�WR�H[WHUQDO�,QWHUQHW

2XWERXQG�PDVTXHUDGH�SURFHVVLQJ�DVVXPHV�DOO�,3�SDFNHWV�LW�UHFHLYHV�DUH�ERXQG�IRU�H[WHUQDO�,3�
DGGUHVVHV�DQG�VR�GRHV�QRW�FKHFN�WR�GHWHUPLQH�LI�D�SDFNHW�VKRXOG�EH�URXWHG�ORFDOO\��

&RQIOLFWLQJ�,3�DGGUHVVHV�PXVW�KDYH�VWDWLF�URXWHV�RQ�WKH�RULJLQDWLQJ�KRVW�WR�HQVXUH�RQO\�WKRVH�
ERXQG�IRU�WKH�,QWHUQHW�DUH�URXWHG�WR�WKH�PDVTXHUDGLQJ�ERXQGDU\�KRVW�

)RU�RXWERXQG�GDWDJUDPV��WKH�VRXUFH�SRUW�QXPEHU�LV�WKH�SRUW�QXPEHU�RI�WKH�RULJLQDWLQJ�KRVW�

$W�WKH�WUDQVSRUW�OD\HU��1$7�VHDUFKHV�WKH�WDEOH�RI�LQ�XVH�/RJLFDO�3RUW�1XPEHUV���/31��HQWULHV�
ORRNLQJ�IRU�D�VRXUFH�,3�DGGUHVV�DQG�VRXUFH�SRUW�PDWFK���,I�IRXQG��WKH�FRUUHVSRQGLQJ�/31�LV�
VXEVWLWXWHG�IRU�WKH�VRXUFH�SRUW��,I�QR�DFWLYH�PDWFKLQJ�/31�HQWU\�LV�IRXQG��D�QHZ��RQH�LV�
FUHDWHG��D�QHZ��/31�VHOHFWHG�DQG�VXEVWLWXWHG�IRU�WKH�VRXUFH�SRUW�

�1$7�ZLOO�VDYH�WKLV�FRPELQDWLRQ�RI�QXPEHUV�LQ�WKH�,Q�8VH�WDEOH�DQG�UHSODFHV�WKH�SRUW�QXPEHU�
LQ�WKH�WUDQVSRUW�KHDGHU�ZLWK�WKH�/31��

7KH�VRXUFH�,3�DGGUHVV�LV�VZDSSHG�ZLWK�WKH�0DVTXHUDGLQJ�,3�DGGUHVV�LQ�WKH�,3�GDWDJUDP�
KHDGHU�DQG�WKH�KHDGHU�FKHFNVXP�YDOXH�LV�UHFDOFXODWHG�

7KH�SDFNHW�LV��WKHQ�SURFHVVHG�DV�XVXDO�E\�,3��DQG�ZLOO�JHW�VHQW�WR�WKH�FRUUHFW�H[WHUQDO�KRVW�

7KH�SRUW�QXPEHUV�WKDW�ZLOO�EH�XVHG��Y�U��RQO\��DUH�LQ�WKH�UDQJH�RI�

�������������� �7&3

������������� �8'3

7KLV�ZLOO�DIIHFW�WKH�DSSOLFDWLRQV�DOUHDG\�XVLQJ�WKHVH�SRUW�QXPEHUV�

7KLV�ZDV�FKDQJHG�LQ�Y�U���SRUWV�DUH�REWDLQHG�G\QDPLFDOO\

0DVTXHUDGLQJ�IXQFWLRQV

�

�
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$6����0DVTXHUDGLQJ�IXQFWLRQV

,QERXQG�0DVTXHUDGH�SURFHVVLQJ��UHVSRQVH�	�RWKHU�

5HVSRQVH�PHVVDJHV�UHWXUQLQJ�IURP�WKH�,QWHUQHW�ERXQG�IRU�VHFXUH�VLGH�KRVWV�ZLOO�KDYH�D�
0DVTXHUDGH�DVVLJQHG��/RJLFDO�3RUW�1XPEHU��/31��DV�WKH�GHVWLQDWLRQ�SRUW�QXPEHU�LQ�WKH�
WUDQVSRUW�OD\HU�KHDGHU��

7KH�0DVTXHUDGH�1$7�LQERXQG�SURFHVVLQJ�VWHSV�DUH�

0DVTXHUDGH�ZLOO�VHDUFK�WKH�WDEOH�RI�,Q�8VH�/31V�WR�VHH�LI��WKLV�GHVWLQDWLRQ��SRUW�PDWFKHV�DQ�
,Q�8VH�/31�SRUW���

,I�QRW�IRXQG��WKHQ�WKH�SDFNHW�LV�DVVXPHG�WR�EH�D�XQVROLFLWHG�SDFNHW��DQG�WKH�
SDFNHW�LV�
UHWXUQHG
�WR�WKH�FDOOHU�XQFKDQJHG��,W�ZLOO�WKHQ�EH�KDQGOHG�DV�D�QRUPDO�
XQNQRZQ�GHVWLQDWLRQ�

,I�D�PDWFKLQJ�/31�LV�IRXQG��D�IXUWKHU�FKHFN�LV�PDGH�WR�GHWHUPLQH�WKDW�VRXUFH�,3�DGGUHVV�
PDWFKHV�WKH�GHVWLQDWLRQ�,3�DGGUHVV�RI�WKH�H[LVWLQJ�/31�WDEOH�HQWU\�

,I�LW�LV�2.��WKH�RULJLQDO�ORFDO�PDFKLQH
V�SRUW�QXPEHU�ZLOO�UHSODFH�WKH�VRXUFH�SRUW�
LQ�WKH�,3�KHDGHU�

,I�WKLV�FKHFN�IDLOV��UHWXUQ�WKH�SDFNHW�XQFKDQJHG�

7KH�VRXUFH�SRUW�OLVWHG�LQ�WKH�WDEOH�LV�SODFHG�LQ�WKH�SDFNHW�WUDQVSRUW�OD\HU�KHDGHU�DV�WKH�QHZ��
GHVWLQDWLRQ�SRUW�

7KH�VHFXUH�VLGH�KRVW�,3�DGGUHVV�IURP�WKH�WDEOH�LV�SODFHG�LQ�WKH�SDFNHW�KHDGHU�DV�WKH�
GHVWLQDWLRQ�,3�DGGUHVV�

7KH�SDFNHW�LV�WKHQ�SURFHVVHG�DV�XVXDO�DQG�LV�URXWHG�WR�WKH�VHFXUH�VLGH�KRVW�

6LQFH�0DVTXHUDGH�UHTXLUHV�DQ�/31�HQWU\��WR�GHWHUPLQH�WKH�FRUUHFW�GHVWLQDWLRQ�SRUW�DQG�
,3�DGGUHVV��0DVTXHUDGH�LV�LQFDSDEOH�RI�KDQGOLQJ�XQVROLFLWHG�GDWDJUDPV�IURP�WKH�
,QWHUQHW��

�

�
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$6����

,QWHUQHW

/
R
FD
O�
/
$
1

��������� ���������
�

���� �����

6RXUFH�
$GGUHVV

'HVWLQDWLRQ��
$GGUHVV�

/3 '3

��������� ���������� ���� ��

6RXUFH�
$GGUHVV

'HVWLQDWLRQ��
$GGUHVV�

/3 '3

���������� ��������� �� ����

6RXUFH�
$GGUHVV

'HVWLQDWLRQ��
$GGUHVV�

/3 '3

���������� ���������� ����� ��

6RXUFH�
$GGUHVV

'HVWLQDWLRQ��
$GGUHVV�

/3 '3

���������� ���������� �� �����

2XWERXQG�
WUDIILF

,QERXQG�
WUDIILF

���������

����������

3XEOLF�
,QWHUIDFH

0DVTXHUDGLQJ�
)XQFWLRQ

����������

'\QDPLF�
0DSSLQJ

0DSSLQJ�WDEOH�VZDS�,3�DGGUHVV�DQG�SRUW�QXPEHUV��KLGLQJ�
ORFDO�/$1
7UDQVODWLRQ�LV�GRQH�IRU�RXWJRLQJ�SDFNHWV
,QFRPLQJ�SDFNHWV�DUH�WUDQVODWHG�EDFN�DQG�UHGLUHFWHG�WR�
RULJLQDO�VRXUFH

0DVTXHUDGLQJ�1$7�H[DPSOH��
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$6����

7HOQHW�&OLHQW�����������ZDQWV�WR�WDON�WR�D�6HUYHU�RQ�WKH�,QWHUQHW�DW������������

7KH�ORFDO�KRVW�LV�WU\LQJ�WR�FRQQHFW�WR�WKH�UHPRWH�KRVW�WKURXJK�ORFDO�SRUW������DQG�UHPRWH�
SRUW�����

7KH�0DVTXHUDGLQJ�JDWHZD\�VHFXUH�VLGH�DGGUHVV�LV������������

7KH�FOLHQW�URXWHV�WKH�RXWERXQG�SDFNHW�WR�LW
V�GHIDXOW�URXWH�����������

1$7�GRHV�WKH�IROORZLQJ�

6ZDSV�WKH�ORFDO�SRUW�QXPEHU�ZLWK�D�UDQGRP�QXPEHU�IURP�WKH�DYDLODEOH�/RJLFDO�3RUW�1XPEHUV

/31�DVVLJQHG������

5HFRUGV�DQ�HQWU\�LQ�WKH�G\QDPLF�PDSSLQJ�WDEOH

6ZDSV�WKH�ORFDO�,3�DGGUHVV�����������ZLWK�WKH�PDVTXHUDGLQJ�,3�DGGUHVV�RI������������

7KH�SDFNHW�LV�URXWHG�WR�WKH�UHPRWH�KRVW�ZLWK�WKHVH�FKDQJHV

7KH�UHPRWH�KRVW�VHHV�D�SDFNHW�IURP������������RQ�SRUW�������DQG�RSHQV�SRUW����IRU�WHOQHW�

7KH�UHWXUQ�SDFNHWV�IRU������������RQ�SRUW�������ZLOO�EH�WUDQVODWHG�E\�1$7�EDFN�WR�
����������RQ�SRUW������DQG�URXWHG�WR�WKH�RULJLQDO�WHOQHW�FOLHQW�

%RWK�WKH�7HOQHW�6HUYHU�DQG�&OLHQW�DUH�XQDZDUH�PDVTXHUDGLQJ�LV�RFFXUULQJ

0DVTXHUDGLQJ�1$7�H[DPSOH�

�

�
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,QWHUQHW

/
R
FD
O�
/
$
1

��������� ���������
�

��������� ���������
�

��������� ���������
�

6RXUFH�
$GGUHVV

'HVWLQDWLRQ��
$GGUHVV�

��������� ����������

6RXUFH�
$GGUHVV

'HVWLQDWLRQ��
$GGUHVV�

���������� ���������

6RXUFH�
$GGUHVV

'HVWLQDWLRQ��
$GGUHVV�

���������� ����������

6RXUFH�
$GGUHVV

'HVWLQDWLRQ��
$GGUHVV�

���������� ����������

2XWERXQG�
WUDIILF

,QERXQG�
WUDIILF

���������

����������

3XEOLF�
,QWHUIDFH

����������

6WDWLF�
0DSSLQJ

0DVTXHUDGLQJ�
)XQFWLRQ

3URYLGHV�RQH�WR�RQH�PDSSLQJ
5HTXLUHV�D�UHJLVWHUHG�,3�DGGUHVV�IRU�
HDFK
3RUW�LQGHSHQGHQW��UHPDLQ�XQFKDQJHG
6HVVLRQ�FDQ�EH�LQLWLDWHG�IURP�HLWKHU�
VLGH

6WDWLF�1$7�H[DPSOH��
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$6����

(DFK�VHFXUH�VLGH�,3�DGGUHVV�ZKLFK�LV�WR�EH�WUDQVODWHG�PXVW�EH�FRQILJXUHG�WR�DQ�DVVLJQHG�
,QWHUQHW�UHJLVWHUHG�,3�DGGUHVV�

7KLV�LV�D�RQH�WR�RQH�PDSSLQJ�ZKLFK�UHPDLQV�VWDWLF�XQWLO�UHFRQILJXUHG�PDQXDOO\�

2QO\�WKRVH�,3�DGGUHVVHV�LQ�WKH�WDEOH�ZLOO�EH�URXWHG�WKURXJK�WKH�6WDWLF�1$7�ERXQGDU\�
KRVW�

7KH�LQWHUQDO�/$1�,3�DGGUHVVHV�DUH�KLGGHQ�EHKLQG�WKH�UHJLVWHUHG�,3�DGGUHVVHV�

EXW�

6LQFH�LW�LV�D�VWDWLF�HQWU\��WKH�,QWHUQHW�KRVWV�FDQ�OHDUQ�WKH�UHJLVWHUHG�,3�DGGUHVV�RI�D�
VSHFLILF�VHFXUH�VLGH�KRVW�DQG�LQLWLDWH�FRQYHUVDWLRQV�

6WDWLF�1$7�H[DPSOH�

�
�
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$6����

:KLFK�SK\VLFDO�LQWHUIDFH"

1$7�UXOHV�DUH�DVVRFLDWHG�ZLWK�D�SK\VLFDO�LQWHUIDFH��H�J��333���
751/,1(��(7+����HWF��

)RU�PDVTXHUDGH�1$7�UXOHV��ZKLFK�XVH�
KLGH
�VWDWHPHQW�����

HIDE  <subnet a.b.c.*>  BEHIND  203.14.57.198
SK\VLFDO�LQWHUIDFH�LV�GHWHUPLQHG�E\�WKH���������������DGGUHVV�

)RU�VWDWLF�1$7�UXOHV��ZKLFK�XVH�WKH�
PDS
�VWDWHPHQW�����

MAP  <internal IP addr>  TO  <external IP addr> LINE=ETH1

SK\VLFDO�LQWHUIDFH�LV�(7+�
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,3�)LOWHULQJ,3�)LOWHULQJ

�

�
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,QWHUQHW
3DFNHW 3DFNHW 3DFNHW

3DFNHW 3DFNHW

3DFNHW 3DFNHW 3DFNHW

3DFNHW 3DFNHW

3DFNHW 3DFNHW 3DFNHW

3DFNHW 3DFNHW

3DFNHW 3DFNHW 3DFNHW

3DFNHW 3DFNHW

3HUPLW�3OHDVH

3DFNHW 3DFNHW

3DFNHW

'LVFDUGHG�
3DFNHWV

/RFDO�/$1

6HOHFWLYHO\�OHWV�VRPH�,3�SDFNHWV�WR�JR�RXW�DQG�
EORFNV�RWKHUV

:RUNV�WKURXJK�SUHGHILQHG�ILOWHU�UXOHV

$FWLRQV�DUH�DVVRFLDWHG�ZLWK�HDFK�ILOWHU�UXOH

,3�)LOWHULQJ��
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$6����

$OO�WKH�RXWERXQG�DQG�LQERXQG�,3�SDFNHWV�KDYH�WR�SDVV�WKURXJK�D�VHW�RI�UXOHV�

�:KHQHYHU�DQ�RXWERXQG�FRQQHFWLRQ�LV�UHTXHVWHG��WKH�SDFNHW�LV�FRPSDUHG�DJDLQVW�D�VHW�RI�
SUHGHILQHG�UXOHV��

,I�D�FRQGLWLRQ�LV�PHW�DQG�LW�KDV�SHUPLVVLRQ�WR�JR�RXW��LW�ZLOO�EH�DOORZHG�WR�JR�RXW�RQWR�WKH�
,QWHUQHW��RWKHUZLVH�WKH�SDFNHW�ZLOO�EH�GLVFDUGHG�

7KLV�PHFKDQLVP�LV�DSSOLHG�IRU�LQERXQG�WUDIILF�DV�ZHOO�

7KLV�SURYLGHV�D�FHUWDLQ�OHYHO�RI�VHFXULW\�IURP�,QWHUQHW�WUDIILF�

,3�ILOWHULQJ�FDQ�DOVR�EH�XVHG�LQ�LQWUDQHWV�WR�VHFXUH�VSHFLILF�VXEQHWV�IURP�XQDXWKRUL]HG�
DFFHVV�LQWHUQDOO\�

,3�ILOWHULQJ��5,3Y��DQG�1$7�ZRUN�WRJHWKHU�WR�SURYLGH�HQWU\�OHYHO�ILUHZDOO�IXQFWLRQ��

,3�ILOWHU�UXOHV��OLNH�1$7�UXOHV��DUH�DVVRFLDWHG�ZLWK�D�SDUWLFXODU�SK\VLFDO�LQWHUIDFH��H�J��
751/,1(�RU�333��

,3�)LOWHULQJ

�

�
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$6����

&ULWHULD
VRXUFH�,3�DGGUHVV
GHVWLQDWLRQ�,3�DGGUHVV
SURWRFRO��7&3��8'3��,&03��)73��HWF��
VRXUFH�3RUW
GHVWLQDWLRQ�3RUW
GLUHFWLRQ��LQERXQG��RXWERXQG�RU�ERWK�
IUDJPHQWV

$FWLRQV
SHUPLW�
GHQ\
,3VHF��IRU�931�

6FRSH
VSHFLILF
XQLYHUVDO

,3�)LOWHULQJ�5XOHV� �
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$6����

� 7KH�DYDLODELOLW\�RI�G\QDPLF�URXWLQJ�SURWRFROV�DQG�1$7�ZLOO�DOORZ�WKH�$6�����WR�HDVLO\�
FRQQHFW�WZR�RU�PRUH�GLVSDUDWH�QHWZRUNV���7KHVH�IXQFWLRQV�DORQH��KRZHYHU��GRQ
W�SURYLGH�
DGHTXDWH�VHFXULW\��HYHQ�IRU�ORZ�HQG��HQWU\�OHYHO�FRQQHFWLRQV��,3�ILOWHULQJ�LV�WKH�FRUH�
SURWHFWLRQ�PHFKDQLVP�EHKLQG�VHFXULW\��7KH�FRPELQDWLRQ�SURSHUO\�FRQILJXUHG��5RXWLQJ��
1$7�DQG�,3�ILOWHULQJ�FDQ�EH�FRQVLGHUHG�HQWU\�OHYHO�QHWZRUN�ILUHZDOO�

� 3DFNHW�ILOWHUV�DUH�VHW�UXOHV�WKDW�OLPLW�,3�SDFNHW�IORZ�LQWR�RU�RXW�RI�D�QHWZRUN��:H�
GHILQH�SROLFLHV�WKDW�GHWHUPLQH�ZKLFK�SDFNHWV�DUH�DOORZHG�DFFHVV�LQWR�RU�RXW�RI�WKH�
QHWZRUN��,I�WKHUH�LV�QR�PDWFKLQJ�UXOH��WKH�GHIDXOW�UXOHV�DUH�XVHG�WR�GHQ\�DFFHVV�DQG�
GLVFDUG�WKH�SDFNHWV��:H�FDQ�ILOWHU�SDFNHWV�EDVHG�RQ�WKH�IROORZLQJ�FULWHULD�

�:H�FDQ�OLPLW�D�VSHFLILF�VRXUFH�DGGUHVV�IRU�WKH�RXWERXQG�WUDIILF�WR�EH�UHVWULFWHG�WR�WKH�ORFDO�
QHWZRUN�RQO\�RU�ZH�FDQ�VFDQ�IRU�D�UHVWULFWHG�GHVWLQDWLRQ�DGGUHVV��:H�FDQ�DOVR�UHVWULFW�WUDIILF�
IRU�FHUWDLQ�DSSOLFDWLRQV�XVLQJ�D�SDUWLFXODU�SURWRFRO�H�J��7(/1(7�XVLQJ�7&3�SURWRFRO��:H�FDQ�
UHVWULFW�DFFHVV�WR�VSHFLILF�SRUW�QXPEHUV�DQG�DOO�WKHVH�UXOHV�DSSO\�IRU�ERWK�LQERXQG�DQG�
RXWERXQG�WUDIILF�

�:H�FDQ�VHW�XS�ILOWHULQJ�UXOHV�IRU�RXU�SK\VLFDO�LQWHUIDFHV�DV�ZHOO��WKDW�ZLOO�HQVXUH�D�KLJK�OHYHO�RI�
VHFXULW\��7KHUH�DUH�WZR�DFWLRQV�DVVRFLDWHG�ZLWK�WKH�ILOWHULQJ�UXOHV��(LWKHU�\RX�DOORZ�SHUPLW�
VRPHRQH�WR�HQWHU�\RXU�V\VWHP�RU�\RX�GHQ\�WKH�DFFHVV��

� 7KH�VFRSH�RI�WKH�UXOHV�FDQ�EH�VSHFLILF�RU�LW�FDQ�EH�XQLYHUVDO��<RX�GHILQH�VSHFLILF�UXOHV�
IRU�HYHU\WKLQJ�WKDW�\RX�DUH�DZDUH�RI�DQG�ZDQW�WR�SUHYHQW��:KHQHYHU�DQ�,3�SDFNHW�FRPHV�
LQ�\RX�FKHFN�WKH�FRQWHQWV�RI�WKH�,3�SDFNHW�DJDLQVW�WKH�UXOHV�WKDW�\RX�VHW�XS�IRU�SDFNHWV�
ILOWHULQJ��1RUPDOO\�SDFNHWV�KDYH�SUHGLFWDEOH�EHKDYLRU�DQG�\RX�KDYH�WDNHQ�FDUH�RI�LW��$�
UXOH�WDEOH�LV�PDLQWDLQHG�E\�WKH�V\VWHP�ZKLFK�KDV�DOO�WKH�HQWULHV�WKDW�\RX�GHILQH�IRU�\RXU�
V\VWHP��7KLV�WDEOH�LV�VFDQQHG�IRU�DOO�WKH�SDFNHWV�FRPLQJ�LQ�RU�JRLQJ�RXW��:KHQHYHU�D�UXOH�
LV�PDWFKHG�LW�LV�DSSOLHG��,I�DIWHU�VFDQQLQJ�DOO�WKH�UXOHV��WKHUH�LV�QR�H[DFW�PDWFK�D�GHIDXOW�
UXOH�H[LVWV�ZKLFK�PDWFKV�DQ\�SDFNHW��7KLV�UXOH�GHQLHV�WKH�SDFNHW�DQG�WKLV�DFWLRQ�FDQQRW�
EH�FKDQJHG�

,3�)LOWHULQJ�5XOHV

�

�
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$6����H

&RQILJXUDWLRQ&RQILJXUDWLRQ�

�
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$6����
&RQILJXUDWLRQ

6HOHFW
����1HWZRUN
��������3URWRFROV
��������7&3�,3

5LJKW�&OLFN�
7&3�,3

6HOHFW
,3�3DFNHW�
6HFXULW\
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0DLQ�FRQILJXUDWLRQ�VFUHHQ

�
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$6����
1$7�0DVTXHUDGH���6WHS��

� $GG�1HZ�'HILQHG�$GGUHVVHV
����(QVXUH�WKH�UXOHV�DUH�GHDFWLYDWHG��
����'HILQH�HDFK�VHFXUH�VLGH�,3�DGGUHVV�DV�75867('
����'HILQH�WKH�H[WHUQDO�UHJLVWHUHG�,3�DGGUHVV�DV�D�
%281'$5<

�
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$6����
'HILQH�$GGUHVV�ZLQGRZ

$UELWUDU\�$GGUHVV�QDPH�LQSXW�KHUH�ZLOO�EH�XVHG�LQ�
6WHS �

�
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1DW�0DVTXHUDGH���6WHS��

�7LH�WKH�WUXVWHG�DGGUHVV�WR�WKH�ERUGHU�DGGUHVV�XQGHU�
+LGGHQ
����6HOHFW�$GGUHVV�7UDQVODWLRQ�+LGGHQ�DGGUHVV
����5LJKW�FOLFN�+LGGHQ�DGGUHVV��VHOHFW�1HZ�+LGGHQ�
DGGUHVV

�
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+LGGHQ�$GGUHVV�ZLQGRZ

8VH�WKH�QDPHV�IURP�6WHS���WR��WLH�WKH�+LGGHQ�DGGUHVV�WR�WKH�%RUGHU�
DGGUHVV

�
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$6����

1$7�0DVTXHUDGH���6WHS��

� 8VH�WKH�$OO�6HFXULW\�5XOHV�IXQFWLRQ�WR�VHH�DOO�WKH�ZRUN�GRQH

����3XVK�WKH�JUHHQ�DUURZ�WR�DFWLYDWH�WKH�UXOHV
����<RX�ZLOO�EH�JLYHQ�D�FKDQFH�WR�VDYH�WKH�UXOHV�WR�D�ILOH���7KLV�LV�D�VWDQGDUG�
:LQGRZV�ILOH�VDYH�GLDORJXH���<RX�FDQ�VDYH�WKH�ILOH�XQGHU�DQ\�QDPH�LQ�DQ\�
,)6 GLUHFWRU\

�
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0HVVDJH�ZLQGRZ�
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1HZ�)LOWHU�UXOH�ZLQGRZ�
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6HUYLFH�WDE�IRU�ILOWHUV
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$VVRFLDWLQJ�ILOWHUV�ZLWK�DQ�LQWHUIDFH
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7KLQJV�WR�FRQVLGHU�ZKHQ�ZULWLQJ�ILOWHU�
UXOHV

$�
GHQ\�DOO
�UXOH�LV�DOZD\V��DXWRPDWLFDOO\��WKH�ODVW�UXOH��RQ�DQ\�SK\VLFDO
LQWHUIDFH�WKDW�KDV���RU�PRUH�ILOWHUV��

6R��JHQHUDOO\��\RX�RQO\�KDYH�WR�ZULWH�
SHUPLW
�UXOHV�IRU�WKH�WUDIILF�\RX
ZDQW�WR�RFFXU�

*URXS�ILOWHUV�E\�SURWRFROV��)73��7HOQHW��6073��HWF�

,QFOXGH�VWDWHPHQWV�DUH�VXSSRUWHG��DOORZV�VLPSOH�UHXVH�RI�FRPPRQ
UXOHV�DFURVV�GLIIHUHQW�LQWHUIDFHV�RU�V\VWHPV���

:KHQ�WHVWLQJ�QHZ�UXOHV��GRQ
W�IRUJHW�5097&37%/�
$//�&/�FRPPDQG�
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$6����

$FWLYDWHG�5XOHV

:KHQ�WKH�UXOHV�DUH�DFWLYDWHG��WKH\�DUH�ORDGHG�DV�
SDUW�RI�WKH�,3�SURWRFRO�VWDFN�LPSOHPHQWDWLRQ�LQ�
6/,&

$FWLYDWHG�UXOHV�SHUVLVW�DFURVV�7&3�,3�VWRS�RU�
VWDUW��LQWHUIDFH�VWDWH�FKDQJHV��DQG�DFURVV�,3/V

:KHQ�UXOHV�DUH�DFWLYDWHG��WKH\�FRPSOHWHO\�UHSODFH�
DOO�SUHYLRXVO\�ORDGHG�UXOHV�RQ�DOO�SK\VLFDO�
LQWHUIDFHV

7KH�RQO\�$6�����MRE�DVVRFLDWHG�ZLWK�WKHVH�
IXQFWLRQV�LV�ZKHQ�MRXUQDOLQJ�LV�VHOHFWHG

�
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�
5HODWLRQVKLS�EHWZHHQ�ILOWHU�	�1$7��
UXOHV

ILOWHULQJ
VWDWLF�1$7
PDVT�1$7

RXWERXQG

LQERXQG

D�
E�
F�

F�
E�
D�

.H\�SRLQWV�����ZULWH�ILOWHU�UXOHV�IRU�
LQWHUQDO
�WUDIILF
��������������������1$7�UXOHV�DUH�DXWRPDWLFDOO\�PXWXDOO\�H[FOXVLYH���
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6XPPDU\

1HWZRUN�$GGUHVV�7UDQVODWLRQ�SURYLGHV�
3XEOLF�,QWHUQHW�DFFHVV�IRU�H[LVWLQJ�SULYDWH�
QHWZRUNV
0LQLPL]H�WKH�QXPEHU�RI�UHJLVWHUHG�,3�DGGUHVVHV�
UHTXLUHG
3ULYDWH�QHWZRUN�LVRODWLRQ�IURP�SXEOLF�QHWZRUNV

,3�)LOWHULQJ�SURYLGHV�
3DFNHW�OHYHO�VHFXULW\
:LGH�UDQJH�RI�SDFNHW�VHOHFWLRQ�FULWHULD
5XOHV�IRU�ERWK�LQERXQG�DQG�RXWERXQG�SDFNHWV

�
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�
This publication may refer to products that are not currently available in your country.

Client Access, Client Access/400, AS/400, OS/400, and IBM are trademarks of the IBM 
Corporation in the United States or other countries or both.

Other company, product, and service names may be trademarks or service marks of 
others.
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