Session: 37DD, 404401

<|IIE

eServer Single Sign-On Enablement and
More

IBM (@server iSeries

Patrick Botz
eServer Security Architect

8 Copyright IBM Corporation, 2002. All Rights Reserved.

This publication may refer to products that are not currently
available in your country. IBM makes no commitment to
make available any products referred to herein.

IBM @server. For the next generation of e-business.

PSBotz Page 1



Agenda

IBM (& server iSeries

Multiple User Registry Problem
New eServer Approach

ISeries Exploitation
Architecture

Benefits for ISVs

IBM @server. For the next generation of e-business.

PSBotz Page 2



Multi-tier, Heter ogeneous Applications

IBM (& server iSeries
Server Consolidation
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Partitioned Systems
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Problem Description

IBM (@ server iSeries

Every eServer platform (and many SWG products) have unique
mechanisms for managing users (called User Reqgistries).

In today's world of Data/Transaction Servers, UNIX and NT servers,
this becomes a severe problem for customers (and thus an
opportunity to differentiate).

Systems Management application-based solutions (like Tivoli) do not
meet the needs of all customers, nor do they provide any
differentiation for eServer platforms - they run everywhere and
manage everything.

IBM @server. For the next generation of e-business.
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Multiple User Registries Problem

IBM (& server iSeries

(A'X User> CDCE uSer> @
o D
Digital
Certificate
Kerberos
Principal Win2K, etc

Administrative Nightmare ! Single Signon ?

Enterprise "Trust Scope'” ? X-model transactions ?
IBM @server. For the next generation of e-business.
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Recommended Approach

IBM (€ server iSeries
New Approach -- Enterprise ldentity Mapping

= Accept the fact that multiple registries (IBM and non-IBM) will exist in the
enterprise

= Make it easy for customers to associate a user's multiple identities in the
enterprise and to manage those associations

= Use IBM's platform breadth of software offerings to differentiate eServer
platforms while providing a complete solution for heterogeneous environments

= Develop this in such a way that it can be extended to other facets of
cross-platform management

IBM @server. For the next generation of e-business.
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Enterprise ldentity Mapping

IBM (@ server iSeries

= EIM defined: Identity associations across user registries associated with OS
platforms, applications, and middle-ware.

= The identity associations (mappings) are stored in a well known location,
e.g. LDAP, with common services across platforms to access the

mappings.
EIM John Smith
Identifier
NT/2000 iSeries AIX User Kerberos Notes DCE Enterprise z/OS
User User Principle User User User User
Smith JOHNS JohnSM JSmith Services SMITH1

John
Smith/Austin/IBM

Addresses the run-time needs of applications and platforms which need
to "translate" identity when crossing platform and registry boundaries with
a set of common services.
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PSBotz

eServer Single Sign-On

Kerberos And EIM

IBM @server. For the next generation of e-business.
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Multi-system Security with eServer

PSBotz

IBM (& server iSeries

ID=boats boats= curly=boatsonz=larry=moe ID=b

Windows D= curl W _l!,,

Sign-on — Curly |
poksys4

eServer
Secure
Access

iISeries Navigator
ODBC/JDBC/DRDA
PC5250/Telnet Server
Netserver
QFileSvr400
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Single Sign-On Process

a. User signs on to Win2k as normal as"boats" (delegatable ticket) IBM (@ server iseries

e StartsiSeries Navigator and points at system | par2nzm (OS/400)
e Navigates to Database section and pulls up the SQL Script tool.

e SQL script
» gets data from table rchisl
» connects to system db2nsys (zOS) and gets data from table poksys4
» connects to system |parlnzm (OS/400) and gets data from table rchis2
» displays all of the results

b. Kerberos ticket flows for authentication from Win2k to Ipar2nzm

c. ODBC server validates Kerberos ticket and uses EIM to map to user CURLY and runs SQL to
get data from table rchisl on this system applying this system's security semantics (CURLY)

d. SQL connect statement executes and the ODBC server does a DRDA connection to db2nsys
flowing Kerberos ticket for authentication

e. DRDA server on db2nsys accepts Kerberos ticket and maps to RACF ID BOATSONZ and
accesses data applying RACF security semantics (BOATSONZ) and returns

f. Same as d/e except table ausys3 and Al X user LARRY
0. Same as d/e except Iparlnzm and table rchis2 and user profile MOE

Retrieved dataisreturned to win2k system and displayed

IBM @server. For the next generation of e-business.
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DRDA Configuration

IBM (@ server iSeries

& i5eries Navigator -|D|E|
File Edit ‘iew Help

E%@@|%|%E|x|@a 3 minutes old

| Environment: My Connections | Fichasjmb: Databases
@ Management Central (Rehasjmb) & | Mame | Type | stakus | Description |
E‘m My Connections %Dmv Remate Lnknown TEST
B Rchassio %Huedh Remote Unknown
B Rehasbbm BHuesna Remate Unkniown
! Rehasgma %Iaspune Remaote Unknown
=@ Rechasimb Bam
3 yserver . -
-85 Basic Operations %Picasu Rchaskal Properties - Rchasjmb x|
% Work Management BRchasifd a I
ﬁ!‘ Configuration and Service enzrd |
53 Network BRchassio
B Saciri %Rchasazd Relational database: Rchaskal
: 5 4 % h
- Users and Groups Richissant
£l Databases BRchasbbm Description; Rermote iSeries
By Rchasjmb %Rchasdzd
Z, File Systems B chasdbd Relational database type: Remote
Backup B Rchasgma
@ Application Developrment %Rchasgpa Status: Unknown
-8, AFP Manager Bnchaskal
(S ! Rchasnth b %Rchaslal _
% Basic Operations %Rchaslpl — Remaiote location
% Wark Managernent %Rchasmal
B2 Configuration and Service Bar.chasmop Remate location: [RcHasKa1
- Metwork
. %Rchasmus
# hd | [ icati :
: Rrhasnts Communications type: TCPIP

Ld Ld Lo

ML Add a connection FPort number: IDHD.&
ML Inztall additional components

Authentication method:

[ Allow negotiation to lower security method

0] 4 I Cancel Hel 7
Displays the properties of the selected database, s | |
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Client Access/PC5250 Configuration

IBM (& server iSeries

" Configure PC5250 Connecktion

Systemn name: R=048 j Froperties |

—Workstation D

— Uszer ID signon information

" Use Computer hame [ Add prefis bo indicate printer or display
£ Usze Windows user name [ Awoid duplicate names on this workstation [z
¢ Specify workstation 1D [ awvoid duplicate names with other workstations
— Security
Truncate:; :
- : Current security: Mot secured
" Beginning characters * Ending characters

* Use Operations M avigator default

— Type of emulation

' Digplay Size: IE#HBD "I

£~ Printer St |

™ Mot zecured

" Use Secured Sockets Layer [55L)

[Elient certifizate o uee:

[ Bwpass signon

[ Auto-reconnect

= Select certificate when connesting

i [Uze default

Host code-page: | 037 Uited States =]

Fort number: |23

k. Cancel Help

] 4 | Cancel Help

IBM @server. For the next generation of e-business.
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Telnet, Bypass Sign-On

IBM (@ server iSeries

i Session & - [24 = 80]
File Edit View Communication Actions  Window  Help

B DR 2% @E @ v 2 2 @)

MAIM 057400 Main Menu

Select one of the following:

F4=Frompt F9=FRetriewve FlZ2=Cancel Fli=Information Assistant
t initial menu
F. 1980, 2002,

g p—
20007

14" 1902 - Session successfully started

IBM @server. For the next generation of e-business.
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OpsNav Connect

IBM (& server iSeries
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Administering EIM

IBM (@ server iSeries
» Create EIM Domain

» Create EIM identifier for people/entities

» Define third party user registries to EIM domain
» Configure systems to particpate in EIM domain
» Associate user identities with EIM identifiers

» Create replicas of EIM Domains if desired

IBM @server. For the next generation of e-business.
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EIM Domain Creation/Configuration Wizard

IBM (& server iSeries

Enterprise Identity Mapping Configuration Wizard - \'I"ElEDI'I'IF:_'EE% El

Welcome to the Enterprise [dentity Mapping (EIM) Configuration Wizard. This
wizardd will help you to configure your systerm to padicipate inan EIM domain. You
can configure your system to join an existing domain ar you can create and
configure a nesy EIM domain with your Directony server as the domain contraller.

Howe do wou want to configure EIM on your system?

' Uain an existing domairt

" Create and join a new domain

Click Cancel at any time to cancel the wizard.

?

*NE}{T X Cancel | ? Help

IBM @server. For the next generation of e-business.
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Configuring a System to Use EIM

IBM (& server iSeries

J”':i Configuration Properties - LparZnzm o ]

[+ Enahle EIM operations

— Domain

Damain: |m3reimD|:|main Browse... |

Parant DM |o=rch,o0=EIM =

Ciomain contraller: |Ipar25|8m.rchland.ibm.cnm

Local user registry: |LPAR2NEM.RCHLAND.IEIM.CDM Browse. ..

— Connection
[ Use secure connection (SSL ar TLS)

Fort: 410

Yerify Connection |

ok | cancel Heln 2]

IBM @server. For the next generation of e-business.
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Managing EIM

IBM (& server iSeries

M iSeries Navigator =10 x|
File Edit Yew Help

) | b " | @ m & 15 minutes old

| E nvironment; by Connechions | LparZnzm: |dentifiers  [nclude: All
@ Management Central (Lpar2nzm) & | | Identifier | Descripkion | -
=B My Connections EBACHAND Tony Bachand
B Lparinzm & Budster The coolest person
oW Lpar2agm &11CA Kerberos test Mike Sullivan Kerbtest
- ﬂ LparZnzm @Chuck Ernig Chuck
+1% Basic Operations &H0RDA DRDA/DDM Service
% '-.-'-.-'-::rlf MEII'IE.IQEITIEI'I': ] @Endicntt kelnet Jeff Stevens Identifier
g ;:tnﬂgrul:atmn and Service E@?Endkrbtest Endicott Kerbtest
TCR{IF Configuration E:};;:fgill:uertn Gilberto Martinez MetServer kesking
% Remote ACcess Services t;;;;::lJava Jawa toolbox besting
ﬁ Servers %‘__ﬁfjavactl javact| java kool box test
@ IP Palicies t:gf_'leff Huebert Jeff Huebert 3-0362
Windaws Adrmiistration €682 Jim YWright java toolbox gury
=- g Enterprise Identity Mapping fdjoe schimo a putz
----- % Configuration ) |dhistevens Jeff Stevens
EI @ Domain Management @Julie Krings krings
El @ reimComain (Lpar2nzm) @kﬂrhtest Kerberos teskid o
----- %) User Reqistries @kﬂngg krings id
453 e ntifiers EfiMike Sullivan Mike Sullivan (Mikesul)
. % EIM @F‘at Batz Mr Securiby
el SDMshewbomain @Scntt MeCreadie Scott's identifier
i:r:'-ﬂe:':l:ttwnrk Skations Eﬁ?ﬁheehan Denni=
R .-. -y j L:I_;;:;Sue Reuland Jawa toolbox kest LI
r'-'1_l,l Tazks =§E nterprize |dentity bapping tazks
ﬂ Add a connection %_) Add a new uzer regiztyg b ? Help for related tazks
(@ Inztall additional components C{jf] Create a new identifier

| |1 - 22 of 30 objects |

IBM @server. For the next generation of e-business.
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Managing EIM

IBM (& server iSeries

B iSeries Navigator =10 x|
File Edit Wew Help

;%3 | ><|@f_}'1 & 10 minutes old

I Ervironment: My Connections I LparZnzm: Uszer Regstries
@ Management Central {LparZnzm) & | | Registry | Tvpe | Descripkion |
EI---H_; My Connections ‘%TJDEPTGBR.RCHLAND.IBM.COM kKerberos - case sensitive  Configured kerberos registry
E LparLnzrm %TJDEF'TGPE.C'..ENDICOTT.IBM.CDM Kerberos Configured kerberos regiskry
B Lparzasm %Iparzaam 05400 Local reqiskry
=B Lparznam W5 L PARZNZM. RCHLAND IEM.COM  0S5/400
% Biasic Oper ations %OF‘P.TSPC.RCHLP.ND.IBM.COM kerberos - case sensitive  kerberos realm on Pat Flemings PC
% WE‘”? MEII'IE.IQEITIEI'It _ #5rchasazd 05400 Corfigured local registry
g EZE’E::E'“D” and Service WA RCHASAZD RCHLAND IBM.COM  OS5/400 DRDA Redgishry
TCR{IP Configuration %{Jrchasant Q5400 Configured local registry
% Remobe Access Services %{jrchasbSd 05400 Configured local registry
ﬁ Servers %{Jrchascnw 25400 kest
@ IP Palicias %{)rchasjmh 251400 Configured lacal reqiskry
g Windows Adriniskration %jrchasmal 05400
=8 Enterprise Identity Mapping %{)rchasrcz 25400 Configured local regiskry
@D Configuration ) |®spcHASRC2 RCHLAND, IBM.COM  ©S5/400 Created by wizard,
El@ Domain Management %Orchasrjs 25400 Configured local reqiskey
El@ myeimDomain (Lpar2nzmm) %jrsljdla 25/400 Configured local reqgiskry
Y e Registries
{}:3:1 Identifiers
- EIM
% SDMsMewDaomain
----- Internet
..... @y i
i .I.ET.NEtWDrk Skations LI
r-.-1 T asks =2F nterprize ldentity Mapping tazks
ﬂ Add a connection %j Add a new uger registoy b ? Help for related tasks
() Install additional components &3 Create a new identifier

a

| 1 - 16 of 16 ohjects |

IBM @server. For the next generation of e-business.
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Associating User Profile/EIM |dentifier

IBM (& server iSeries

¥ iSeries Navigator ;IEIEI

File Edit Miew Help

i%% E|X|@ﬂ 2 minutes old

| Ervviranment: My Connections | LparZnzm: All Uzers  Include: Al
Elﬁ Metwark: ﬂ Profile | Description | |

% TCP/IP Configuration é Curly Birian Krings 3-1351
|ﬁ| E:I_-:ii Access Services Curly Properties - LparZnzm ilil
=7 1P Policies
g Windows Adrinistration User name: ||:|_||:g|_*~(
B Enterprise Identity Mapping

@D Configuration Description: |Brian Krings 3-1351

El @ Domain Management

El @ ryeimbomnain (Lpar FPazsword: ILlse zame pazsword j

: %) User Registries
{_Qu Identifiers

-l E1M
% SDMshewDamain Frevious sighn-on: 02/14/02 14:44:05
""" Inkernet Sigr-on attempts not walid: 1]
----- IBM Metwork Stations )
#1438 Security [ User must change password at nest sign-on
= g" IUsers and Groups
""" % All Users ¥ Enable user far processing
---m Groups

i
------ LBal Users Mok in a Group e . P
+-[E Databases m % @

&
-2 File Systems : ]
E .. Baclqu Groups Fersonal . Capabilties  : Jobsz Metwarks
1 B A lic bime Poma mlmmrnme b
oYy T ak. | Cancel Help
ﬂ Add & connection

(£ Install additional Ccomponents ‘ o Create a new group

Wkl

Displays the properties of the selected items.

IBM @server. For the next generation of e-business.
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Associating User Profile/EIM |dentifier

IBM (& server iSeries

Curly - Capabilities =10 =]
Privileqes | Apnlications | Annlicatinna-CentralSeﬁinus | Anditinn
Password | Cearificates | Unigue ldentifier ElM ldentifier
Ciamain: ryeimOamain
Registry: LPARZMHZM RCHLARD IBM. COM
Associations:
ElM |dentifier Association Type | Descriptian
C{;ﬁl FPat Botz Target Mr Security Add...
FErmayve
[etails...
Eefresh
ok | cancel | Hep |7

IBM @server. For the next generation of e-business.
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Associating User Profile/EIM |dentifier

IBM (& server iSeries

#§# Pat Botz Properties - Lpar2nzm =10 x|

Associations for EIM identifier: Fat Botz

Llser | Aszsociation Type | Registry | Registry Type

kﬁ boats  Source DEPTGER.RCHLANDIBM.COM  Kerberos - case sens Add

ij CURLY Target LPARZNZM RCHLAND IBM.C... Q5400

ij mMOE Target rchasts Q55400

Eemoye
Kl [—

ok | cancel | Hep |7

IBM @server. For the next generation of e-business.
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EIM Administration (registries and users)

IBM (& server iSeries

Enterprise

' Registries
EIM |7 ep

’ ~ RACF

>~ 0S/400

> efc..

EIM Administration Enterprise

Users

> Registries within EIM Domain - Rich in RACF
» User associations (user instances within - gig/h4i0r10
participating registries) - Rich in PD

> efc..

No duplication of registry operational information

IBM @server. For the next generation of e-business.
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EIM Architecture

IBM @server. For the next generation of e-business.

PSBotz Page 24



IBM (@ server iSeries

LDAP Client APIs

LDAP Server

various non-EIM | ga0yyrity SPIs, APIs

Interfaces
and commands

IBM @server. For the next generation of e-business.

PSBotz Page 25



EIM APIs

PSBotz

| IBM (@ server iSeries
= EIM "handle" operations - common

—Manages a token which is an instance of the EIM services. Similar in
concept to other services in which the invoker is responsible for
hanging-on to a "handle"

= Domain operations - EIM Admin
- Creates a EIM domain, establishes the EIM "domain" controller...

= Registry operations - EIM Admin
— System or application registries join EIM instance

Coded by application or
registry security function that
requires EIM services

= EIM Identifier operations - EIM Admin
—Manages a "anchor" point for a enterprise user

= EIM Core Mapping operations - run-time
—Supports determination of user's ID across disparate registries

= System operations - System/EIM Admin
—Connection to an EIM domain

EIM services implemented
= User Management operations - Admin over LDAP, no new protocol
— Definition of this set of services is in progress
— Direction is to define XML markup(s) which describe:

e Users within registries and defines data passed on API

- Allows add/modify/delete of users across multiple registries

IBM @server. For the next generation of e-business.
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L DAP Directory Information Tree

<___ ibm-eimDomain > IBM (& server iSeries
ibm-eimRegistries >

@-eimPeopleEntD

Ihm pimBPaanictnil leare

ibm- elmReglstryUsers

ANE

ibm-eim amblad
ibm- elmSystemReglstry

ibp-eimidentifiers

Q ibm-eimSourceRelationships

A sourceRelationship object is created for each source relationship that
exists. Large number of objects....

For each registry, a tragetRelationship - X J

object is created for each target LEmosn s -
relationship. ibm-eimRegistryUsers

IBM @server. For the next gener~ ibrm-eimTargetRelationships 3
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EIM Exploitation Programming M odel

IBM (& server iSeries
eimGetHandle()

eimConnect()
= authenticate caller (U1) in registry A (REGA)

= eimGetTargetFromSource(U1l, REGA, REGB, associated_identity)
= setuid(associated_identity)
= perform task as local identity

= get next request

eimDestroyHandle()

IBM @server. For the next generation of e-business.
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L ocal User Projection

PSBotz

AS/400 LDAP Namespace

IBM (@ server iSeries

Enterprise User Mgmt

Product

EIM APIs

LDAP Client APIs

VA

\

AlIX LDAP

amespace

L/
|
AS/400 AIX
Users 1 Users
| by =server. For th

- qneratio

0S/390 LDAP Namespace

RACF
Users

[ LFL T AFLLO

Ness.
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EIM and ISVs

IBM @server. For the next generation of e-business.

PSBotz Page 30



|SV Exploitation of EIM

IBM (@ server iSeries
ISVs invest large amounts in building and maintaining for their
applications
= application specific user registries
= associated security semantics

= pair-wise application specific identity mapping

This increases the cost of the application and cost of administering
the IT environments that deploy these applications

IBM @server. For the next generation of e-business.
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|SV Exploitation of EIM (continued)

IBM (@ server iSeries

Today, distributed, multi-tier applications must agree to use the same
authentication AND authorization mechanisms regardless of where
the application executes

= this usually requires the deployment of a distributed security semantic

= which is layered on top of existing native semantics associated with the data
storage mechanism

e this creates an environment where it is easy to make a mistake that effects the
security of the data in one or both of the native or distributed environments

IBM @server. For the next generation of e-business.

PSBotz Page 32



EIM Reduces Development Costs

IBM (& server iSeries

EIM Significantly Reduces ISV Development Costs for Multi-tier,
Heterogeneous Apps

= No need to implement new user registries

= No need to define or enforce additional security semantics

= Provides maximum flexibility for disributed, multi-tier application developers

IBM @server. For the next generation of e-business.
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EIM Reduces Administrative Costs

IBM (@ server iSeries

EIM Significantly Reduces Administrative Costs -- Makes Security
Easier to Administer

= Admins don't have to adminster new user registries
= Rely on existing security semantics already in place for existing data

= Provides information about a person or entity and all of their associated
identities

IBM @server. For the next generation of e-business.
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|SV Product Opportunities

IBM (€ server iSeries
Products for managing EIM from enterprise view

Products for automating "create association" and "define user
registry"” processes

System and user management tools that exploit the identity
relationship information in EIM (e.g. delete all of a user's associated

identities)

Cheaper to build multi-tier, heterogeneous applications

IBM @server. For the next generation of e-business.
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eServer and More

IBM (@ server iSeries

IBM will make EIM widely available on eServer and non-IBM
platforms by:

= Shipping EIM infrastructure on ALL IBM — —— platforms (including xSeries
and Linux) within less than six months of each other (planned)

= Providing Linux opensource of EIM APIs (planned)
= Providing Java jar file on alphaworks (planned)

Licensed in a way to allow ISVs to freely bundle EIM APIs with their
products!

IBM is also considering industry standards body for EIM

IBM @server. For the next generation of e-business.
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Ways to Exploit EIM

IBM @server. For the next generation of e-business.
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GUI Tool View (an example)

IBM (@ server iSeries

=3.John A Smith - Properties ISI= E3
Enterprise USEI’l Local Identitiesl
Full namme: L Iohin A Smmith
Last name: Smith
First name: Llohin
Middle name: A rthiory
Description: A enterprising user
Title: Software Engineer
Department: 7]
Q1 | Cancel Apply Help ?

PSBotz Page 38



GUI example (cont)

IBM (@ server iSeries

=3 John A Smith - Properties M= E3
Enterprise Llser Local [dentities |
QS5/400 JSMITH
255340 JASEMITH e I
rchland.ibm.com DCE jsmith
Delete...
Details...
J ) Ccancel Ay Help ?

PSBotz Page 39



EIM isNOT Tivoli User Administration (TUA)

IBM (& server iSeries

B
NN

i
e
ZE | w |
==

EIM IS an Enabler for TUA

IBM @server. For the next generation of e-business.
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True multi-tier, heter ogeneous computing at the OS

IBM (& server iSeries

% Users don't have multiple passwords to
manage, but retain identity and authority
on individual systems

% Security Administrators can rely on
security already in place for existing
data on each system -- application level
security not needed

% Significantly easier for developers to
build secure eBusiness applications
using Enterprise ldentity Mapping

Increased productivity and security
for the entire enterprise

IBM @server. For the next generation of e-business.
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Summary

IBM (@ server iSeries

= EIM provides "mapping" functions so that a known identity in one registry
can be used to find an associated identity in another registry

= Make possible:

v Applications and transactions that span across multiple,
Interoperable security registry domains

v Advanced single-signon

= Status:

v EIM Infrastructure and iSeries exploitation planned to be
shipped in next release

IBM @server. For the next generation of e-business.
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M ore | nformation

IBM (& server iSeries

http://www.the400resource.com/content/monthly/200111/eserverll.html

*eServer EXTRA focuses on iSeries application development -- to subscribe,
send an e-mail to:

m serverextra@mspcommunications.com

*eServer ADMINISTRATOR focuses on security, systems management and
related topics -- to subscribe, send an e-mail to:

m eserveradministrator@mspcommunications.com

Look For More Articles in Industry Press (future)

IBM @server. For the next generation of e-business.
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8 IBM Corporation 1994-2002. All rights reserved. | B M @ %rver |Ser|es

References in this document to IBM products or services do not imply that IBM intends to make them available in every country.
The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or both:

AIX IBM(logo)
RACF iSeries

e(logo)business 0S/400
IBM z/OS

Domino is a trademark of Lotus Development Corporation and/or IBM Corporation.

Lotus Notes and Notes are registered trademarks of Lotus Development Corporation and/or IBM Corporation.

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.
UNIX is a registered trademark of The Open Group in the United States and other countries.

Other company, product and service names may be trademarks or service marks of others.

Information is provided "AS IS" without warranty of any kind.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. Contact your local IBM office or IBM
authorized reseller for the full text of the specific Statement of Direction.

Some information in this presentation addresses anticipated future capabilities. Such information is not intended as a definitive statement of a commitment to specific levels of
performance, function or delivery schedules with respect to any future products. Such commitments are only made in IBM product announcements. The information is presented here to
communicate IBM's current investment and development activities as a good faith effort to help with our customers' future planning.
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