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About This Guide

This guide describes how to install AT&T Vyatta vRouter Amazon Machine Image (AMI) within the Amazon Web
Services (AWS) cloud. The AT&T Vyatta vRouter is referred to as a virtual router, vRouter, or router in the guide.
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Installing the System

This chapter describes the AT&T Vyatta Amazon Machine Image (AMI) and how to install it within the Amazon
Web Services (AWS) cloud.

Introduction

AWS is the cloud computing service from Amazon. It provides the tools and infrastructure that are required by
businesses to run computing environments “within the cloud.”

When you operate a computing environment within the cloud, you reduce capital expenditures to a minimum
and gain the ability to easily scale up or down your computing resources as required. You pay as you go and you
pay only for the resources you use.

AWS provides several products and services to enable businesses to build the environments they require. At
the core of AWS is the AMI, which is a virtual machine image. You instantiate a copy of the image as virtual
machine instances within the AWS cloud. A variety of AMIs are available from a number of vendors. The Vyatta
AMl is a version that is packaged to run in the AWS cloud. You can obtain the Vyatta AMI from the Amazon AWS
Marketplace.

The Amazon Elastic Compute Cloud (EC2) is the AWS infrastructure within which all AMIs are launched. EC2
allows you to easily obtain and scale computing capacity as required.

A virtual private cloud (VPC) allows you to provision a virtual private network within the AWS cloud. A VPC allows
you to define a virtual network topology within which you can create subnets, select IP addresses, and configure
routing tables and network gateways.

This guide explains how to obtain and launch the Vyatta AMIlinto a VPC within the AWS cloud and to configure
AWS such that you can access the AT&T Vyatta vRouter remotely. It also provides examples of how to configure
the AT&T Vyatta vRouter to act as a NAT gateway, a site-to-site IPsec VPN endpoint, a site-to-site OpenVPN
endpoint, or a remote access IPsec VPN server.

Before you begin

To use this guide and deploy the AT&T Vyatta vRouter within the AWS environment, you must be conversant
with AWS and VPCs. It is assumed that you are thoroughly familiar with at least the following AWS
documentation:

» http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/
 http://docs.amazonwebservices.com/AmazonVPC/latest/UserGuide/
You must also be knowledgeable about the AWS services you are using. You can get AWS documentation at
http://aws.amazon.com/documentation/.
The following requirements about AWS are also assumed.
AWS Account
= You have an AWS account. Sign up for an AWS account at http://aws.amazon.com/.
« You are able to log on to the AWS Management Console.
AWS Skills
* You have mastered general AWS skills, including the following:
o Creating a VPC subnet
> Creating and attaching an Amazon VPC Internet gateway to the VPC

o Setting up routing in the VPC to enable traffic to flow between the VPC subnet and the Internet

o Setting up a security group to control inbound and outbound traffic for the instances that are launched
within the VPC

o Launching an AMI instance (either Linux, UNIX, or Windows) into the VPC


http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/
http://docs.amazonwebservices.com/AmazonVPC/latest/UserGuide/
http://aws.amazon.com/documentation/
http://aws.amazon.com/
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o Creating a key pair and assigning it to an instance

o Assigning an Elastic IP address to an instance

> Connecting to an instance remotely by using SSH (for Linux or UNIX instances) or RDP (for Windows

instances)

Learning about AWS

The use of AWS is beyond the scope of this guide. Before trying to use a Vyatta AMI with AWS, review the AWS

documentation listed in Table 1 (page 7).

Table 1: Amazon web services reference documentation

AWS

Introduction to AWS webinar in the Solutions
playlist

AWS documentation library
Amazon EC2
Amazon EC2 documentation index

Amazon EC2 Getting Started Guide

Amazon EC2 User Guide

Amazon VPC documentation index
Amazon VPC

Amazon VPC Getting Started Guide

Amazon VPC User Guide

http://aws.amazon.com/resources/webinars

http://aws.amazon.com/documentation

http://aws.amazon.com/documentation/ec2

http://docs.amazonwebservices.com/AWSEC2/
latest/GettingStartedGuide

http://docs.amazonwebservices.com/AWSEC2/
latest/UserGuide

http://aws.amazon.com/documentation/vpc

http://docs.amazonwebservices.com/AmazonVPC/
latest/GettingStartedGuide

http://docs.amazonwebservices.com/AmazonVPC/
latest/UserGuide

Installation options

This guide describes how to install a Vyatta AMI into a VPC within the AWS environment as this is how it is most

likely to be deployed.

Creating a VPC

Before you obtain a Vyatta AMI, you must create a VPC into which the AMI can be launched. You can create a
VPC with a single public subnet by following the steps outlined in Amazon VPC Getting Started Guide.

For the example that follows, it is assumed that you are logged on to the AWS Management Console and
have completed the steps in Amazon VPC Getting Started Guide. Amazon VPC Getting Started Guide. These
steps create a VPC that provides for addresses in the range of 10.0.0.0/16 and a public subnet in the range of


http://aws.amazon.com/resources/webinars/
http://aws.amazon.com/documentation/
http://aws.amazon.com/documentation/ec2/
http://docs.amazonwebservices.com/AWSEC2/latest/GettingStartedGuide/
http://docs.amazonwebservices.com/AWSEC2/latest/GettingStartedGuide/
http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/
http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/
http://aws.amazon.com/documentation/vpc/
http://docs.amazonwebservices.com/AmazonVPC/latest/GettingStartedGuide/
http://docs.amazonwebservices.com/AmazonVPC/latest/GettingStartedGuide/
http://docs.amazonwebservices.com/AmazonVPC/latest/UserGuide/
http://docs.amazonwebservices.com/AmazonVPC/latest/UserGuide/
http://docs.amazonwebservices.com/AmazonVPC/latest/GettingStartedGuide/
http://docs.amazonwebservices.com/AmazonVPC/latest/GettingStartedGuide/
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10.0.0.0/24. The example uses these addresses, but any ranges of private IP addresses that are defined in RFC
1918 (that is, 10.0.0.0/8,172.16.0.0/12, or 192.168.0.0/16) can be used.

Modifying the default security group

Security groups provide the policies that control traffic flow and access for EC2 instances and instances within a
VPC. EC2 security groups and VPC security groups are independent of each another. EC2 security groups cannot
be used for instances within a VPC, and VPC security groups cannot be used for EC2 instances (that is, instances
not associated with a VPC). Vyatta AMI instances are launched into VPCs, so they use VPC security groups.

The default VPC security group allows instances within the VPC to communicate with one another and to
access the Internet, but it does not allow remote access to the AMI instance or instances that you create within
the VPC. To provide remote SSH access to the VPC, either create a new security group or modify the default
security group. The following example shows how to modify the default security group to allow SSH access from
anywhere.

Note: This example shows how to allow SSH access from anywhere for testing purposes only. In general,
it is best to restrict SSH access to source addresses that you control. Change the port to something other
than 22 or 2222. Also, make sure you change the default password on all devices in your network.
To modify the default security group to allow SSH access
1. Onthe AWS Management Console Home page, click VPC.
Info:
The Amazon VPC Console Dashboard page appears.

[Svechangement comsole .

&= & w v AMAZON.COM, Y 5k T E & Q - ‘Q

AWS ~ Services v

VPC Dashboard Resaources <
A

Filter by WPC:

Hone | Skart VPC Wizard Launch ECZ Instances
. ch in the US West (Oregon negion

Yo are using the fallowing Amazon VPC resources in the US West

Wodir VPGS [Gregon) region:
Subnes 1wPo 1 Intermnet Gaeway
b 2 Subnets 2 Rowe Tables
_— .
Foute Tables 1 Network ACL 2 Elastic
Internet Gamwnys 5 Security Groups 3 Running Instances
0 VPC Peering Connections 0 Virtual Private Gateways
DHCP Opeions Sets 0 VPN Connections 0 CUSIOMET GAleWays
Elastic P @ Endpoants.
Endpoints

VPN Connections

Peering Connections

Amazon VPC enables you 1o use your own isolated resources within the
A5 cloud, and then conn ose resources directly 10 your own

datacenter using indusiry-standard encrypled IPses VPN connections,
Metwork ACLS
Security Groups VPN Conneclions Customer Galeways VPC ID Satus
You do not have any VPNs s

Create VPN Connection
Custamer GAlwWays

Virtual Private Gateways

Service Health

VPN Connections

Cument Status Details

@ Feedback @ English

2. Inthe left navigation pane, select Security Groups. The Security Groups page opens on the right.
3. Select the default security group. The details for the default security group appear at the bottom of the
page.
Info:
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[ Vec Management comsole

&= &t 3 I « |, acs AMAZOMCOM, v 7 northeast-1#5e LyGroup: » & B~ coogle qQ \/ @
ITI AWS Services v
VPC Dashboard Create Security Group Delete Security Group o O 9
L
Filter by WPC:
Mone - Filter  all security groups ~ O b4 1to 2 of 2 Security Groups
firtual Private Cloud Mame tag = Group D = Group Name = VPG = Description
Wour VPGS sg-defefadn dedaut detault group
Subnets [ ] sgegmesme et VPC-4AZAETZ (10.0.0.018)...  detaull VPC Secuty group
Route Tables

Internet Gateways

DHCP Cplions Seis

Elasnc [Ps
Endpaints sg-e828400c b _§_N=)
Peering Connections [—
Summary Inbound Rules Qutbound Rubes Tags
y ot AFEE wpe-2a2483H4 (10.0.0.0/16]
Uity Group name:  default VPC: 'f:;’_' Iil Bk :
Network ACLS Group ID: 5G-0928458c Group description; defaull VP securily group

Security Groups

Customer Gaeways
Virtual Private Gateways

VPN Connections

@ Feedback @ English

4. Click the Inbound Rules tab. The default inbound rule appears. This rule provides access between the
instances that use this security group.

5. Click Edit and then click Add another rule to add new rules. Select SSH from the drop#down menu.
Info:
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[Svechangement comsole .

&= a 1 I |, s AMATORCOM, v [} a5k y & B~

Services v

VPC Dashboard Delete Security Group s )
q

Filter by WPC:
None B Filter  all security groups ~ O b 1 te 2 of 2 Security Groups
i
firtual B te Cl Mamie tag = Group D = Group Name = VPG = Description
Your VPCs ag-dedcBadd ded it detault group
Subnets [ ] Sg-#92RASE: et audl VpC-Aa2 832 detaull VPC Securily group
Route Tables
Internet Gateways
DHCP Cplions Seis
Elasne [Ps
Endpoints 5g-e928408¢ EEO
Peering Connections —
Sumamary Inbound Rules Outbound Rules Tags
Metwork ACLS
e Type Prateen! PortRARgE  Soures Rermove
Security Groups
ALL Traffic = | A = A 5g-ea2E498; Q
VBN ¢ o 23] EIRE Al 22 0.0.0.0/0 e

Customer Gaeways Add another rule
Virtual Private Gateways

VPN Connections

@ Feedback @ English

6. Inthe Source field, enter 0.0.0.0/0 and click Add another Rule. The rule appears in the rule table to the right.
Click Save to apply the rule change. The security group now allows SSH access from anywhere.

Info:

The default VPC security group does not allow instances within the VPC to respond to pings (ICMP echo
requests) from remote devices. In many cases this is desirable. We want to determine that an instance is
reachable for testing purposes, so we allow ICMP traffic. This example shows how to modify the default
security group to allow incoming ICMP traffic from anywhere.

To modify the default VPC security group to allow ICMP traffic
7. Click Edit and then click Add another rule to add new rules. Select ALL ICMP from the drop#down menu.
Info:
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[Frmmeneconcle

@ | @ https:/fap-norcheast-1,console. aws. amazen.com) heast-18securitvGroups: -~ & -ﬁ' Google Q v ‘Q

T AWS ~ Services
VPC Dashboard ) Create Security Group Delete Security Group Fo- - S 7]
Filtar by WPC:
Mone - Filter  all security groups ~ O oo 1to 2 of 2 Security Groups
o
Mamie tag = Group D = Group Name = VPG = Description
Youir VPCS sg-deietaddn dedaut detault group
Subnets [ ] Sg-#92RASE: deetaudt VpC-Aa2 832 detaull VPC Securily group
L p
Route Tables

Internet Galeways

DHCP Cplions Seis B
Elasne [Ps
Endpoints 5g-e928408¢ EEO
Peering Connections —_—
Surmnmary Inbound Rules Cutbound Rules Tags
Metwork ACLS
e Type Pratocol Fort RARgE  Source Remave

Security Groups

S5H (22) = | TCP6) s = 0.0,0.0/0 Q
VPN ¢ ALL TraFfic [ aw E I 5q-892E498¢ o
Custamer Galeways ALLICHF S| [iemp i) | A [o.0.0.0/0 o
Virtual Private Gateways

- " Add ancther rule m

VPN Connections

@ Feedback @ English

8. Inthe Source field, enter 0.0.0.0/0 and click Save. The rule appears in the rule table to the right. The security
group now allows ICMP traffic from anywhere.

Info:

Obtaining and launching the Vyatta AMI

This section presents the following topic:
« Obtaining the Vyatta AMI from the EC2 console (page 11)

The Vyatta AMI comes preconfigured as a standard AT&T Vyatta vRouter with some additional configuration
changes to ease installation and access within AWS:

« The dp0s0 interface is configured to use DHCP. The IP address can be specified when launching the instance.
If an IP address is not specified, AWS assigns one automatically. The IP address is in the range of private
addresses for the subnet into which it is launched.

» SSH access is configured.

Note: The Vyatta AMI is supported as a M4.Large, M4.XLarge, M4.2XLarge, and M4.4XLarge instance within
AWS and is provided with persistent Amazon Elastic Block Storage (EBS).

Note: The AT&T Vyatta vRouter supports HVM AMI only.
To obtain the AM], refer to Obtaining the Vyatta AMI from the EC2 console (page 1717).

Obtaining the Vyatta AMI from the EC2 console
To obtain and launch the Vyatta AMI from the EC2 Console

October 24, 2017
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1. Click EC2 on the AWS Management Console Home page. The Amazon EC2 Console Dashboard page
appears.

2. Select AMIs in the left navigation pane. The Amazon Machine Images page opens on the right.

3. Inthe Viewing field, select Private Images, and specify vyatta-ami as the search string. Vyatta AMls are
listed.

4. Select a Vyatta AMI and click Launch at the top of the Amazon Machine Images page. The Request
Instances Wizard opens at the Instance Details step.

Info:
[Feczmangementcomsote
e & ) t |, avs AMAZON.COM, 2 f a5t 13 I e v @] B~ Goagle Q v ‘Q

T} AWS ~ Services

1 Choose AMI 2. Choose Instance Type 3. Condigune instance 4. Add Smrage 5. Tag instance 6. Confgure Security Group 7. Rewiew

Step 2. Choose an Instance Type

Family . Type . vCPUs (1) = Memory (3iB) ~ Instanci S|?mmlGB] - E:;mlru:d . Nemwork Pniﬂomaan“ .
General purpose F“._m? 1 1 EES anly - Low 1o Moderate
General purpose 12 5mal 1 2 EBSonly |y = Low to Moderate
General purpose 2.medium 2 4 EBS only . Low 1o Moderate
General purpose 2 Jasge 2 8 EBS only - Low o Moderate
General purpose md large 2 g EBES anly Wis Mioderane
General purpose . xlange & 16 EBES anly Yes High
General purpose md. 2darge a 3z EBS only s High
General purpose md.dudarge 16 G4 EBS anly Yes High
General purpose ma.10xlarge 49 160 EES only Yes 10 Gigaba
General purpose m3.medium 1 3.75 1x4(SSD) - Moderate

a General purpose m3 large 2 7.5 1x 32 (35D) - Moderate

Canecel Previous Review and Launch Hext: Conligure Instance Details

@ Feedback @ English

5. Choose a listed instance type (refer to the preceding figure) to launch the Vyatta AMI instance into a VPC.
Then, in the Network area, select VPC and select the subnet in the VPC into which you want to launch the
instance.

Info:

October 24, 2017
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[ ez Management omsole

- &l ] I k=166 |, v AMATOMO0M i 2 v Tl I P iar @ 15 nchinstance » & |H~ coogle a '\/ ﬁ

T AWS ~ Services

7. Rewiew

1 Choose AMI 2. Choose insance Type 3. Configure instance 4. Add Smrage 5. Tag

6. Confgure Security Group

Step 3. Conﬂgure Instance Details
Configure the instance to Suit your requirements. You can launch multiphe instances from the same AMI. request Spot instances to take advamage of the lower pricing, assign |-
AN access management roke 1o the instance, and mone

Number of instances (i 1
Purchasing option (i Request Spot Instances
Network (i | vPC-4a24832F (10.0.0.0/16) | VPC-test :| © create newvec
Subnet (j subnet-cT8b3ab0(10.0.0.0/24) | ap-northeast-1b = Create new subnet
231 IP Addresses availabibe
Auto-assign Public 1P (j Use subnet setting (Cisable) = [
1AM role  (j Mone 2| C Create new 1AM role
Shutdown behavior Stop -
Enable termination protection (i Pretect agamst accidental termination
Monitering (i Enabliz ChoudWatch detailed moniaring
Addiional charges apply.
Tenancy (i shared tenancy (multi-tenant hardware) =
Addimonal charges will apply tor dedicated enancy,

Cance| Previous Review and Launch Mext: Add Storage

* Mehanrk interfaras

@ Feedback @ English

6. If you want to use a static IP address, specify the address in the IP Address field. If you want to include
more than one network interface, you can add the second network interface and configure it as required.
Click Add Storage to configure additional instance details.

Info:
Note: Vyatta AMI supports two interfaces for each instance.
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[ ez Management omsole

- &l ] I k=166 |, v AMATOMO0M i 2 v Tl I P iar @ 15 nchinstance » & |H~ coogle a '\/ ﬁ

T AWS ~ Services

1 Choose AMI 2. Choose insance Type 3. Configure instance 4. Add Smrage 5. Tag 7. Review

Step 3: Configure Instance Details

TPOWYT DEMAVEOEN | j SEOf - o
Enable termination protection (i Protect aganst accidental termination
Monitering (i Enable CloudWarch detailed moniloring

Additional charges apply

Tenancy (i shared tenancy (multl-tenant hardware) =
Additionad charges will apply for dedicated tenancy.

* Metwork interfaces

Device  MNetwork Interface Subnet Primary 1P Secondary IP addresses
etho New network interfa 2 Add 1P
ethl Mew network interfa = subnet-cT8h3at * add 1P a

‘We can no longer assign a public IP address to your instance

The auto-assign public IP address feature for this instance is disabled because you specified multiple network mierfaces. Public 1Ps can only be assigned to
mstances with one network interface. To re-enable the auto-assign public IP address feature, please specify only the ethd network interface.

¥ Advanced Details

Cance| Previous Review and Launch Mext: Add Storage

@ Feedback @ English

You can modify the storage configuration, if required.
7. Click Tag Instance to continue.

8. To add tags (for example, a name) to your instance, specify a key and an associated value. In this case, we
have chosen a name of R1.

9. Click Configure Security Group to continue.
10. Configure a security group by creating a new group or selecting an existing one.
Info:
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I ¥ EC2 Management Console
= | @ https:/fap-northeast-1.conso

Services v

1 Choose AMI 2. Choose insance Type 3, Condgure instance 4 Add Sweage 5. Tag Instance 6. Configure Security Group 7. Review

Step G: Comlgure SEE*C;I..II’IHII GIDUD

A security group is a set of firewall rules that control the tradhic for your instance. On this page. you can add rules to allow specific ratfic 1 reach your instance. For example, d
wau wank [0 Setup & web servir and allow Inderned traths 1o reach your mstance, add mles that alow eneesinicted access o the HTTP and HTTPS ports. You ¢an créale & néw
SECUFiTY group of select from an existing one below. Learn more abaut Amazon EC2 Security groups.

AsSign a security group: O Create a new security group

& Salect an existing security group

Filter | VPC security aroups

Security Group ID Marme Deseription Actlons
B sged20496C default default VPC security group Copy to new
Inbound rules for sg-e928498¢ (Selected security groups: sg-e928498c) EEA
Type (i Protocol (i Port Range (i Source (i
S5H TCP a2 0.0.0.070
AR ralfic Al All 50-e028498¢ (delaul)

Cancel Previous Review and Launch

@ Feedback @ English

11. Click Launch to continue.

12. You must select Create a new Key Pair (or Choose from your existing Key Pairs if you have already
created them) because the AT&T Vyatta vRouter requires public/private key pairs for authentication within
AWS. Enter a name for the key pair in the Enter a name for your key pair field (in this case we entered
R1key). Click the Download your Key Pair. Save the .pem key pair file; SSH uses it to access the Vyatta AMI
remotely in a later step. You will move to the Launch Instance page.

Info:

The Launch Instance Wizard page appears.
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[Fecmmgementcorote

&= &l 1 b le, s, AMATONL.COM, w2 T THAL I e =@ B~ coogle Q 4 ‘Q

T AWS ~ Services

Launch Status

v Your instances are now launching

The lollwing instancs launches have been intiated. i-183chdea  View launch log

Q Get notified of estimated charges

Create billing alerts 10 get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage
tier).

How to connect 1o your instances

Yo
shiu

tances are launching, and it may 1ake a few minutes untl they are in the running state, when they will be ready for you 10 use. Usage hours on your new instances wil
mmediately and contnue to accrue untl you s1op or lerminate your inslances

Click View Instances 1o monitor your instances’ stalus. Once your mstances ane in the mainning state, you can connect 1o them from the Instances screen. Find out how to
CONNECE 1O YO iNStances
* Here are some helplul resources to get you started

« How io connect 1o your Linux instance * Amazon ECZ: User Guide

« Learn about AWS Free Usage Tier * Amazon ECZ: Discussion Forum

while your instances are lunching you can also

» Create status check alarms to be notified when these instances fail status checks. (Additional charges may apply)
additional EBS volumes (Addational charges may apply)

View [nstances

@ Feedback @ English

13. Click View Instances to return to the Amazon EC2 Console.
Info:

At this point, the Vyatta AMI instance is running within your VPC. The next step is to assign an Elastic IP
address to the Vyatta AMI instance. Refer to Assigning an AWS elastic IP address to the instance (page
16).

Assigning an AWS elastic IP address to the instance

To access the instance remotely, you assign an AWS Elastic IP address to it.
To assign an Elastic IP address

1. Click VPC on the AWS Management Console Home page. The Amazon VPC Console Dashboard page
appears.

2. Inthe left navigation pane, select Elastic IPs. The Addresses pane opens.
Info:

3. If an Elastic IP address is not already available to you, click Allocate New Address. The Allocate Address
dialog box opens.

Info:
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Allocate Address

AZE YO0U SUFE YOU WaR 10 Allocate & new EIAsHe IP adtress? There's & small charge for an Elastic IP
akdress when It isnt associated with a nunning instance.

Network plattorm | EC2vPC 7] | O

Yes, Allocate

4. Inthe Network platform field, select EC2#VPC. Click Yes, Allocate. A new Elastic IP address appears on the
Addresses page.

Info:
5. Select the Elastic IP address to be associated with the instance you launched. Click Associate Address. The
Associate Address dialog box opens.

Info:

October 24, 2017 Page 17
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[Svpcransgement conscle % TR R S

* | @ httpsi/fap-northeast-1.console. aws. amazoncom/vpe/homelregion=ap-northeast-1#eips: - e. B~ coogle Q @ ﬁ

Associate Address

Associabe this IP address vath an mstance o a network interface. h

Assoclatewith | Network Interface = )
Notwork Intortace | eni-ieied068 3
Private IP addross [ 10,0093 =] ©)

6. Inthe Associate with field, select the network interface for eth0. Click Yes, Associate. The Elastic IP
address is associated with the instance that you created. This association appears on the Addresses pane.

Info:

Accessing the instance remotely

After you have modified the security group that is associated with the instance to allow access from SSH and
you have provided the instance with an Elastic IP address, you can test your access to it.

1. On aremote machine, open an SSH session. As the destination address, provide the Elastic IP address that
you associated with the instance. You also have to provide the location of the key file that you created
during the Vyatta AMI configuration in a previous step. Refer to the documentation for the SSH client that
you are using for details on how to specify these parameters.

Info:

Note: On Linux and UNIX systems, use the ssh command. On Windows machines, use a program
such as putty for SSH access. In both cases, the .pem file must be converted to a key file that
has a .ppk format with a tool such as ssh-keygen or puttygen. This key file is then used by SSH or
putty to access the instance remotely.

2. After you are connected, you see the login as: prompt. Log on as the vyatta user.

Terminating an instance

If you terminate a Vyatta instance, make sure you also remove the storage volume that is attached to the
instance (unless you want to reuse it). Unless you explicitly delete the storage volume, you are charged for it.

October 24, 2017 Page 18
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Note: To start, stop, or reboot an instance, use the AWS GUI and not the vRouter CLI.
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Configuration Examples

This chapter presents examples of configuring an AT&T Vyatta Amazon Machine Image (AMI) instance for various
scenarios.

Creating a NAT device

At the end of the installation procedure in the preceding section, the following prerequisites for the examples in
this chapter were completed:
« AVyatta AMIinstance was launched into an existing Virtual Private Cloud (VPC) with a single public subnet.
« The default security group was modified to allow SSH access and ICMP traffic.
« An Elastic IP address was assigned to the interface of the instance.
« Remote SSH access was tested.

In this example, the following steps are completed:

- The Vyatta AMlinstance is configured as a Network Address Translation (NAT) device.

« Anew subnet is created within the VPC.

- Arouting table is configured so that the subnet can route traffic through the Vyatta NAT device.
« Anew instance is launched within the new subnet.

» Remote access to the instance in the new subnet is tested by using SSH.

The following diagram shows the configuration that is created.

Internet
Gateway

Private suEnet Public subnet
( 10.0.1.0/24 —A 10.0.0.0/24 )

-

Remote client

S
10.0.1.20 NAT (R1)
10.0.0.10
184.72.119.76 (EIP)

VPC
10.0.0.0M186

Configure the Vyatta AMI instance for NAT

To configure the Vyatta AMI instance to act as a NAT device
1. Log onto the Vyatta AMIinstance by using the SSH client. Refer to “Accessing the Instance Remotely” on
page 17 (page 20).
2. Enter configuration mode.

October 24, 2017
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Info:
vyatta@vyatta:~$ configure
[edit]

3. Change the host name to R1to identify the instance.
Info:

vyatta@vyatta# set system host-name R1
[edit]

The command prompt changes to reflect the new host name the next time you log on.

4. Configure masquerade NAT for outbound traffic from subnet 10.0.1.0/24. (This network address represents
the private subnet to be created in a later step.)

Info:

vyatta@vyatta# set service nat source rule 10

[edit]

vyatta@vyatta# set service nat source rule 10 outbound-interface dp@se
[edit]

vyatta@vyatta# set service nat source rule 10 translation address masquerade
[edit]

vyatta@vyatta# set service nat source rule 10 source address 10.0.1.0/24
[edit]

5. Configure the destination NAT to provide remote access to an instance in the private subnet. The NAT rule
passes connections to port 3333 to address 10.0.1.20 port 22. (This instance is launched in a later step.)

Info:

vyatta@vyatta# set service nat destination rule 20 destination port 3333

[edit]

vyatta@vyatta# set service nat destination rule 20 protocol tcp

[edit]

vyatta@vyatta# set service nat destination rule 20 translation address 10.0.1.20
[edit]

vyatta@vyatta# set service nat destination rule 20 inbound-interface dp@se
[edit]

vyatta@vyatta# set service nat destination rule 20 translation port 22

[edit]

6. Commit and save the changes.

Info:

vyatta@vyatta# commit

[edit]

vyatta@vyatta# save

Saving configuration to '/config/config.boot'...
Done

[edit]

7. View the NAT#related changes.

Info:

vyatta@vyatta# show service
service {
nat {
destination {
rule 20 {
destination {
port 3333
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}

inbound-interface dp@se
protocol tcp
translation {

address 10.0.1.20

port 22
}
}
}
source {
rule 10 {
outbound-interface dp@se
source {
address 10.0.1.0/24
}
translation {
address masquerade
}
}
}
¥
ssh
}
[edit]

8. Exit configuration mode and then exit the logon session.
Info:
vyatta@vyatta# exit

exit
vyatta@vyatta:~$ exit

logout

The SSH session is terminated.

Modify the default security group

This example shows how to modify the default security group to allow port 3333 access from anywhere.
Connections to the Elastic IP address on port 3333 are translated by the Vyatta NAT device and then routed to
the private instance that is created in a later step.

To modify the default security group to allow access to port 3333
1. Click VPC on the AWS Management Console Home page. The Amazon VPC Console Dashboard page
appears.
2. Inthe left navigation pane, select Security Groups. The Security Groups page opens on the right.
3. Select the default security group. The details for the default security group appear at the bottom of the
page.
4. Select the Inbound Rules tab. The current inbound rules appear.

Info:
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VPC Dashboard ) Create Security Group Delete Security Group Fo- - S 7]
Filtar by WPC:
Mone - Filter  all security groups ~ O b4 1to 2 of 2 Security Groups
firtual Private Cloud Mamie tag =~  Group ID *  Group Mame * VPG = Description
Youir VPCS S-Sefchodd defaul dedaut group
Subnets [ ] SO-AbIFS2ce T WpC-ThaG00LE (10.0.000018., detault VPC securily group
Route Tables
Internet Gateways
DHCP Cplions Seis
Elasne [Ps sg-abI252ce EEA
Endpeints —
Surnmany Inbound Rules Outbound Rides Tags
Peering Connections
: Type Protcecl  Port Range  Source
Metwork ACLS
[ S5H(2Z) TCP (§) 22 0.0.0.060
Security Groups
) ALLICMP  ICMP (1) ALL 9.0,0.000
VPN Connections ALL Traffic  ALL ALL sgrabXEadce
Custamer Galeways
Virtual Private Gateways
VPN Connections:

@ Feedback @ English

5. Select Custom TCP rule from the drop#down list.

6. Click on Edit and Add another rule.

7. Inthe Port Range field, enter 3333. In the Source field, enter 0.0.0.0/0 and click Save. The rule appears in
the rule table to the right. The security group now allows access to port 3333 from anywhere.

Info:
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VPC Dashboard
Filtar by WPC:

Hone

firiual Private Cloud

WO VPCS
Subnes

Route Tables
Internet Galeways
DHCP Cplions Seis
Elasnc [Ps
Endpoints

Peering Connections

Metwork ACLS

Security Groups
VO

Customer Galeways

Create Security Group Delete Security Group
q

B Filter ANl security groups ~ | Q)
Mamie tag =~  Group ID
S-Sefchodd
[ ] S0-ab325IcE
sg-ab3252ce
SLIF ATy Inbound Rules
Type Protecel  Port Range
S5H (23 TCP (&) 22
Custom TGP Rue TCP (6) 3333
ALL ICHP ICHMB (1) ALL
ALL Tradfie ALL ALL

Virtual Private Gateways

VPN Connections

® Feedback

@ English

Group Mame
detaun

deldul

Cutbownd Rules

Source
Q00000
0.0,0.000
0.0.0.000

sg-abdzslee

VPG

WpC-ThaG000&

Tags

o o e
1to 2 of 2 Security Groups

Description

gt audt group

detault VPC securily group

_J-}=

Allow the instance to be used for NAT

For the instance to be used as a NAT device, the checking of source and destination addresses must be

disabled.

To disable the checking of source and destination addresses

1. Click EC2 on the AWS Management Console Home page. The Amazon EC2 Console Dashboard page

appears.

2. Inthe left navigation pane, select Instances. The My Instances page opens.

3. Right-click the row that contains the Vyatta NAT1 instance. Select Change Source / Dest Check from the

right-click menu. The Enable Source / Destination Check dialog box opens.

Info:
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TSR - cc: oo conole L

* @ https:/fap-northeast-1.console aws. amazon.com/ec 2 /va/hamelregion=ap-nartheas -1 Binstances:sort= - e m' Google Q @ ﬁ

Enable Source/Destination Check

Q Are you sure that you would like 1o disable Seurce/Destnaton Check for the insiance with the follawing details:

Instance:  i-dfGefzba
Network Interface:  eni-fbl2egaz
Status  Enabled

e DY

4. Ensure that Current Setting: is set to Enabled. Click Yes, Disable. The instance no longer checks source
and destination addresses.

Create a private subnet

Create a new subnet within the VPC. This subnet is made private in a later step.
To create a private subnet

1. Click VPC on the AWS Management Console Home page. The Amazon VPC Console Dashboard page
appears.

2. Onthe left navigation pane, select Subnets. The Subnets page opens.
Info:

October 24, 2017
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WyaltaMP ~ Halp °

Reglon: Ty Create Subnet |13 showtide || 2 Retresn | @ Help
B usEsst (N Virginia) v | Viewings Al Subnets = | € € 1tercfimems 3 3]
VPC: | 1
e =l Subnet ID State VPC ID CIDR Available IPs  Availability Zone  Route Ta

* VPC Dashboard

VIRTUAL FRIVATE CLOUDS
* Your VPCs

» Subnets

* Route Tables

» Internet Gateways

» DHCP Options Sets

_|:| subnet-5701713c @ available | vpe-5e017135  10.0.0.0/24 250

us-gast-1c nb-mﬂ‘_

> Elastic IPs . 0 Subnets selected

Salect 5 Subnet above
SECURITY

» Network ACLS
» Security Groups

VPN CONNECTIONS
» Customer Gateways
» Virtual Private Gateways

> VPN Connections

3. Click Create Subnet. The Create Subnet dialog box opens.
Info:

[5vpcransgement conscle % TR R S

* [5 https/fap-northeast-1. console. aws amazon.com/vp o hometregion=ap-northeast-18subnets:

Create Subnet

Use the CIDR fmat 10 Spacily your Subnet's 1P A0eess ik (.4, 10.0.0.0424), Note 1hat KRcK Sizes mist

- e: E' Google

b2 between & 116 netmask and /28 netmask. Alse. note that a subnet can be the same size as your VPC.

Name tag | private subnet
VPC | vpc-Thasoote (10.0.0.0/16) |vpe-nat =] ©
o Preference =|

10.0,1.0/24

4. Inthe CIDR block field, enter 10.0.1.0/24 and click Yes, Create.
Info:
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This subnet must be within the 10.0.0.0/16 range that is defined for the VPC but outside the 10.0.0.0/24
range that is configured for the public subnet.

The new subnet appears in the list of subnets.

I VPC Management Console

e & Vi AMAZONLOM,Y 3 northeask-13 L @ [H~ coogle Q - Q
i AWS ~  Services «
VPC Dashboard (LR LU Subnet Actions Fo- R - S ]
1
Filter by WPC:
Hone B Q x 1to 2 of 2 Subnets

tual Private Cloud Mame «  SubnetlD ~  State *~ WPC - CIDR = AvallablelPs ~ A

our VPCs public Subirei Sube-3ITah66 dnvailabie wpe-TOAG00LE (10.0.0.0016) | vp...  10.0.0.0024 250
B pivate suboet Subret-eeT 2T availabie wpe-Thad00d e (10.0.0.0/16) | vp... 1000010024 251 ap

Route Tables b

Internet Galeways

DHCP Options Sets

Elastc IP5 subnet.ee72habT (10.0.1.0/24) | private subnet EEA
Endpoints —
Summary Route Table Menwork ACL Flow Logs Tags
PisEring Conmections
Subnet iD: subnet-eeT2h0T | private subnet Avadlability Zone: ag-ronheast-1e
s el CIDR: 10.0.1.0v24 Route table: 1
: State: mvalanie Metwork ACL:  acl-Te

Metwork ACLS T = (10,00, 0018} |

e wpe: P :J:Itmu (10.0.0.016) Detauit subnet: no
Security Groups Kt

Avallable IPs; 251 Autg-assign Public IP; no

VBN Cannect
Custamer Gateways
Virtual Private Gateways

VPN Connechans

https:ffap-northeast-1.console.aws amazon.comfvpghomefregion=ap-northeast-1#subnets: i

Associate a route table with the private subnet

This step enables access to instances within the private subnet in the VPC, and from the private subnet to the
Internet through the newly created Vyatta NAT device.

To associate a route table with the private subnet

1. Click VPC on the AWS Management Console Home page. The Amazon VPC Console Dashboard page
appears.

2. Inthe left navigation pane, select Route Tables. The Route Tables page opens.
Info:
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[' VPC Management Console 3 T3

&= &t )| hieast-1.cx le, aws. AMATON.COM, v i ] northeast-1#routetal = C| B~ Google Qvﬁ

T AWS ~ Services

VPC Dashboard Create Route Table Delete Route Table Fo- - S 7]

4

Filtar by WPC:
Hone E| Q X 1to 2 of 2 Route Tables
firtual Private Cloud Mame +  Route Table ID = Explicitly Associa- Main ~ VPBC

Youir VPCS EUSDT Ab-42526T2T 1 Sulseset o vpe-Toad0dle (10.0.0.01E6) | vp...

Subnets [ ] FE-1153e684 0 Subrels Yes vpe-Toabodle (10.0.0.0016) | vp...

| Route Tables
Internet Gateways

DHCP Cplions Seis

Elastic [P3 nb-1153e694 mas

Endpoints —
Surmmany Roules h Subngel ASSocsanons Rounhe Propaganin Tags

Destination  Target  Siatus  Propagaied

Peering Connections
Securit
Metwork ACLS

10000016 ozl Active  No
Security Groups

VBN Cannectian
VPN Connections
Customer Galeways

Virtual Private Gateways

WPN Connections

@ Feedback @ English

3. Select the route table that was created when you created the new subnet and click the Subnet
Associations tab. The Associations tab opens.

Info:
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+@| [@~ coosle

VPC Dashboard
Filtar by WPC:

Create Route Table Delete Route Table
q

Mone | Qa ) x

Mame +  Route Table ID

1al Private Cloud
Ab-4 2520727

@ Fb-11536684

Wour VPLs
Subnes

: Route Tables
Internet Gateways
DHCP Ojtions Sets
Elaste IPs b-1153e694

Endpoints
SLIF ATy

Roubas
Peering Connections

Securit

Subnet CIDR

Metwork ACLS
You o0 not have Ay subnet aEsociations,
Security Groups

- % @

1to 2 of 2 Route Tables

Explicitly Associa- Main ~ VPG
1 Sulsesent Mo vpe-Toad0dle (10.0.0.01E6) | vp...
0 Subrels Tes vpe-Thab00le (10.0.0.0016) | vp...

Subnet Assoiations

Thie fallowing subnets Nave a1 been eplicitly

ASEOCIMed WILH A FOUL TARIES And Are thereors

'._.':\'_ _"I_-I-:_ clions
Customer Gaeways
Virtual Private Gateways

WPN Connections

® Feedback

@ English

Subnet CIDR

associsled with this main route table:

subnet-coT2h00T (10.0.1.0024) | private subnet  10.0.1.0624

_J-}=

Route Propagation Tags

4. Click Edit to select the subnet that was just created (in this case, 10.0.1.0/24) and click Save.

Info:
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[' I VPC Management Console 3 LT3

&= atl ! heast-1.consele. aws. MMATon.eom/vpe homerrego northeast-1#routetal €| B~ Google a I &

T AWS ~ Services

VPC Dashboard Create Route Table Delete Route Table Fo- - S 7]

4

Filter by WPC:
Hone E| Q. 2 » 1 to 2 of 2 Route Tables
firtual Private Cloud Mame +  Route Table ID = Explicitly Associa- Main ~ VPBC

Youir VPCS EUSHTY nb-4253eT2T 1 Sulsesen Mo vpe-ToaB0dle (10.0.0.0016) | vp...

Subnets a Fb-153684 0 Subres Yes Vpe-ThaBi01e (10.0.0.0018) | vp...

| Route Tables
Internet Gateways

DHCP Cplions Seis

Elastic IPs b-11538694 _J-}=|
Endpoints —
SUFMTATY Roues Subnet AsseZiations Roiile Propagation Tags

Peering Connections
Security

: Associate  Subnet CIDR Current Route Table
Metwork ACLS

submet-3TH0268 (L0.0.0.0024) | public subnet  100.0.0024  nb-4252eT27 | custom

Security Groups

= submet-teTIhS0T (10001 0v24) | private subret 100010024 Main
'._.':\'_ _"I_-I-:_ clions
Customer Gaeways
Virtual Private Gateways

WPN Connections

@ Feedback @ English

5. Add a default route for the NAT interface. In this case, dp0s0 is the NAT interface, so specify the eni number
for dp0s0 as shown in the following figure.

Info:
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[ Vec Management comsole

&= &l 1 b le, a5 AMATONLCOM v northeast-1#routetal @ B~ coogle

AWS ~ Services v

VPC Dashboard Delete Route Table o O 9
‘

Filter by WPC:

Hone E| Q. » 1 to 2 of 2 Route Tables
firtual Private Cloud Mame +  Route Table ID = Explicitly Associa- Main ~ VPBC
Your VBCs custom AB-AZ526727 1 Subret Ko vpe-ToasOhie (10.0.00116) | vp...
Subnets a Ab-T153e684 1 Subeet Yes Vpe-ToaB001 (10.0.0.0016) | vp...
| Route Tables
Internet Galeways
DHCP Cplions Seis
Elastic IPg fib-1153e684 _J Q=]
Endpoints —_—
SLIF ATy Roules Subngel ASSocsanons Roune Propaganon Tags
Peering Connections
Duestination Target Staius  Propagated  Remove
Metwork ACLS
10000016 =] Ho

Security Groups

0.0.0.0/0 eni-fb12e6a3
YO Connect
S e Add ancther route
Customer Gaeways
Virtual Private Gateways

VPN Connections Is

@ Feedback @ English

Launch an instance into the private subnet

Now that the 10.0.1.0/24 private subnet has been defined, we can launch an instance into it. Although the
following example shows how to launch another Vyatta AMI instance, any instance type can be launched. For
this example, it is assumed that the Vyatta AMI is obtained from the EC2 Console, but it could also be obtained
from the AWS Marketplace.

To launch a Vyatta AMI instance into the private subnet

1. Click EC2 on the AWS Management Console Home page. The Amazon EC2 Console Dashboard page
appears.
2. Inthe left navigation pane, select AMIs. The Amazon Machine Images page opens on the right.

Info:
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ECZ Dashboard

4

Evenls
Tags Private images ~ (] AMIID : ami-la802406
Repors
Limits B Hame = AMI Name

[ ] wyatta-ami_3.SR3_amedil
instances

Spol Requests
Reserved Instances

AMIs
Bundle Tasks

Wolumes

Snapshots

Security Gioups
Elastic IPs
Placement Groups Image: ami-fagozefa

Load Balancers -
Details Tags

Key Pars
Metwork Interfaces

AMILID
Launch Configurations "
Auio Scaling Groups
: g p Status

amias02dta

FHTIA0150312

awvailable

Source

3571401503120 .,

L - - |
7] 1tololl
Owimer = Visibility = Slalus
3ET140150312 Private wvalabie
=20
Edit

AMIMame  wyattaami 3 SR3_amobd
Source 357140050312
ami_3 5R3_amdtd

State Reason 5

@ Feedback @ English

3. Inthe Viewing field, select Private images and specify vyatta#ami as the search string. Vyatta AMls are
listed.

4. Select a Vyatta AMI and click Launch at the top of the Amazon Machine Images page. The Request

Instances Wizard starts at the Instance Details step.

5. Select m4.large/xlarge as the instance type and click Configure Instance Details.

6. On the Configure Instance details page, select VPC.

7. Inthe Subnet field, select the 10.01.0/24 subnet to which to attach the instance.

Info:
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ez management console % [

W, AMATON.COM . L] «a5k-15 nchl @ & B~ coogle Q b ﬁ

Services -
1 Choose AMI 2. Choose insance Type 3. Configure instance 4. Add Swrage 5. Tag instance 6. Confgure Security Group 7. Rewiew
Step 3. Conﬂgure Instance Details
penem vpe-7ba6001e (10.0.0.0/16) | vpc-nak 2| © Create newvec o
Subnet subnet-ee72ba0T(10,0.1.0/24) | private subnet | ap- Create new subnet
251 1P Addresses availabhe

Auto-assign Public P (j Use subnet setting [Disable) &

1AM role (i Mane :| € creae new 1AM role
Shutdown behavior [ Stop 5,
Enable termination protection  (j PBrotect against accidental termination
Monitering (i Enable CloudWatch detalled monitoring

Additional charges apply

Tenancy (i Shared tenancy (multi-tenant hardware) 3
Additional charges will apply for dedicated tenancy.

* Metwork interfaces

Device  MNetwork Interface Subnet Primary IP Secondary IP addresses
ethd New network interfa 2 100120 p Add 1P
Add Device

Cance| Previous Review and Launch Mext: Add Storage

® Feedback (@ English

8. Inthe IP Address field, enter 10.0.1.20 and click Add Storage. The Storage Device Configuration page
opens.

9. If you want to change the size of the storage device that is associated with the instance, click Edit. In most
cases, this is not necessary. Click Tag Instance. You can tag EC2 resources, if required. Click Configure
Security Group.

Info:
10. Select an existing security group or create a new one. Click Review and Launch.

Info:
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ez management console % [

W AMATON.COM, 0 22 neIregiorn east-18 nchinstance »®| B~ coogle Q V ﬁ

5 v Services v

1 Choose AMI 2. Choose insance Type 3. Condgure instanoe 4 Agd Swrage 5. Tag Instance 6. Corfigure Security Group 7. Rewiew

Step 7: Review Instance Launch

* Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
m3.large 6.5 2 75 1x32 - Moderate

* Security Groups Edit security groups

Security Group 1D HName D-:scriwon

sg-ah3252ce default default VPC security group

All selected secunty groups inbound niles

Security Group 1D Type (i Protocol (i Port Range (i Source (i
$0-ab3252ce Custom TCP Rude TCP 3333 0©.0.0,000
$0-ab325Zce S5H TCP 22 0.0.0.000
$0-ab3252ce Al rrafhe All Al 5g-ab3252ce (defaulr)
$-ab3252ce Al ICMP Al LT 0.0.0.000

b Instance Details Edit instance details

Cancel Previous m

@ Feedback @ English

11. Select Choose from your existing Key Pairs and select an existing key pair from the Your existing Key
Pairs drop#tdown list.
12. Click Launch Instances

Info:
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ez management console % [

Wi AMATORCOM, 0 2 nedregion East-15 nchinstance »®| B~ coogle Q V ﬁ

AWS ~ Services v

Launch Status

f Your instances are now launching
The lollowing instance launches have been intialed, -43029eb6  View launch log

Q Get notified of estimated charges

Create billing alerts 10 get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage
tier).

How to connect 1o your instances
“Your instances are launching. and it may 1ake a few minutes uncl they are in the nunning swate, when they will be ready for you 1 use. Usage hOurs on your new instances wil
stan mmediately and contnue to accrue until you s10p or lerminate your inslances

Click View Instances 1o monitor your instances’ stalus. Once your mstances ane in the mainning state, you can connect 1o them from the Instances screen. Find out how to
CONNECE 1O YO iNStances Is

* Here are some helplul resources to get you started
» How to connect to your Linux instance = Amazen ECZ: User Guide
= Learn about AWS Free Usage Tier = Amazen ECZ: Discussion Forum

Whle your mstances are lunchng you can also
Create status check alarms to be notified when these instances fail status checks. (Additional charges may apply)
Crgane and anach additional EBS wolumes (AddRional charges may apply)
Manage securit UpE

View [nstances

@ Feedback @ English

13. To view the status of the newly launched instance, select Instances on the left navigation pane within the
EC2 tab.

Access the private instance remotely

Because the default security group is associated with the instance, remote SSH connections are allowed
through to it.

To access the instance remotely by using SSH

1. On aremote machine, open an SSH session. As the destination, use the Elastic IP address that you
associated with the Vyatta NAT instance. Enter 3333 as the port.

Info:
Note: On Linux and UNIX systems, use the ssh command. On Windows machines use a program
such as putty for SSH access.
2. The Vyatta NAT device has been configured to translate any connections to port 3333 to address 10.0.1.20
port 22. This connection is routed to the instance that is created within the private subnet.
Info:

3. Use the ssh private key to connect to the VM for the vyatta user.

Verify the instance is working as expected

After you are logged on to the system, enter the following commands to confirm that it is working as expected.
To confirm that the instance is working as expected
1. Confirm the IP address that is associated with the Ethernet interface.

Info:

October 24, 2017

© 2017 AT&T Intellectual Property. All rights reserved. AT&T and Globe logo are registered trademarks of AT&T Intellectual Property. Page 35



=,
—r

vyatta@vyatta:~$ show interfaces

Codes: S - State, L - Link, u - Up, D - Down, A - Admin Down
Interface IP Address S/L Description
dp@so 10.0.1.20/24 u/u
vyatta@vyatta:~$

2. Confirm that the instance has access to the Internet by using ping (press <Ctrl>+c to stop the output).

Info:
vyatta@vyatta:~$ ping www.vyatta.com

PING www.vyatta.com (76.74.103.45) 56(84) bytes of data.

64 bytes from www.vyatta.com (76.74.103.45): icmp_req=1 ttl=46 time=74.4 ms
64 bytes from www.vyatta.com (76.74.103.45): icmp_req=2 ttl=46 time=74.5 ms
~C

--- www.vyatta.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001ms

rtt min/avg/max/mdev = 74.492/74.502/74.513/0.273 ms

vyatta@vyatta:~$ ~C

vyatta@vyatta:~$

Creating a site-to-site IPsec VPN connection

In this example, a site-to-site IPsec VPN connection is created between the NAT devices in separate VPCs. In
the example, it is assumed that Vyatta NAT instances and instances within private subnets have been created
within the VPCs according to the steps in Creating a NAT device (page 20). The following diagram shows the
configuration.

Internet
Gatoway

Intermet
Gateway

Private subnat Public submnet Private subnet Public subnet

72160024 D T72.16.0.028 )

10.0.1.20 MNAT (R1)
10.0.0.10
184.72.119.76 (EIP)

172.16,1.20 NAT (R2)
172.16.0.10
1684.72.120.221 (EIF)

VPG
172.16.0.0M16

To allow inbound Internet Key Exchange (IKE), Encapsulating Security Payload (ESP), and IPsec NAT-T, add three
rules to the default VPC security group in each VPC. The first inbound rule (for IKE) allows UDP traffic on port 500
from any source (0.0.0.0/0). The second inbound rule (for ESP) is a Custom protocol rule and allows IP protocol 50
traffic from any source (0.0.0.0/0). The third inbound rule (for IPsec NAT-T) allows UDP traffic on port 4500 from
any source (0.0.0.0/0). Refer to Modify the default security group (page 22) as a reference.

To provide an IPsec VPN endpoint on the R1 NAT device, configure the device as follows:

vyatta@vyatta# show security vpn

vpn {
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ipsec {
esp-group ESP-1W {
lifetime 1800
proposal 1 {
encryption aes256
¥
proposal 2 {
encryption 3des
hash md5
¥
¥
ike-group IKE-1W {
lifetime 3600
proposal 1 {
encryption aes256
¥
proposal 2
}
nat-networks {
allowed-network 0.0.0.0/0 {
exclude 10.0.0.0/16

¥
}

nat-traversal enable
site-to-site {
peer 52.64.93.132 {
authentication {
id @routerl
pre-shared-secret test123
remote-id @router2
}
default-esp-group ESP-1W
ike-group IKE-1W
local-address 10.0.0.183

tunnel 1 {
local {
prefix 10.0.0.0/16
}
remote {
prefix 172.16.0.0/16
}
}

To provide an IPsec VPN endpoint on the R2 NAT device, configure the device as follows:

vyatta@vyatta# show security vpn

vpn {
ipsec {
esp-group ESP-1E {
lifetime 1800
proposal 1 {
encryption aes256
b
proposal 2 {
encryption 3des
hash md5
b
}
ike-group IKE-1E {
lifetime 3600
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}
[edit]

Test the configuration by pinging a device in one private subnet (10.0.1.20) from a device in the other private

}

proposal 1 {
encryption aes256

}
proposal 2

nat-networks {

}

allowed-network 0.0.0.0/0 {
exclude 172.16.0.0/16
}

nat-traversal enable

site-to-

subnet (17216.1.20).

site {
peer 52.68.44.119 {
authentication {
id @router2
pre-shared-secret test123
remote-id @routerl
}
default-esp-group ESP-1E
ike-group IKE-1E
local-address 172.16.0.10

tunnel 1 {
local {
prefix 172.16.0.0/16
}
remote {
prefix 10.0.0.0/16
}
}

vyatta@vyatta:~$ ping 10.0.1.20

PING 10.0.1.20 (10.0.1.20) 56(84) bytes of data.

64 bytes
64 bytes
64 bytes
64 bytes
~C

from
from
from
from

10.0.1.20:
10.0.1.20:
10.0.1.20:
10.0.1.20:

icmp_req=1 ttl=64 time=0.439 ms
icmp_req=2 ttl=64 time=0.572 ms
icmp_req=3 ttl=64 time=0.430 ms
icmp_req=4 ttl=64 time=0.448 ms

--- 10.0.1.20 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 2997ms
rtt min/avg/max/mdev = 0.430/0.472/0.572/0.059 ms
vyatta@vyatta:~$

While this example shows a site-to-site IPsec VPN connection between sites in two different VPCs, the sites can
also be located in non-VPC locations (for example, a branch office or a data center).

For further information on IPsec VPN configuration, refer to AT&T Vyatta Network Operating System IPsec Site-

to-Site VPN Configuration Guide.
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Upgrading the System

This chapter explains how to upgrade AT&T Vyatta vRouter software on an AT&T Vyatta Amazon Machine Image
(AMI) in Amazon Web Services (AWS).

Release-specific upgrade information

Your system may have special upgrade considerations, depending on the release.

For release-specific upgrade information, and to ensure that configuration information is correctly preserved
across upgrades, consult the release notes for your release.

Before upgrading

Before upgrading, save your existing configuration file for reference. Your configuration file is named
config.boot and is located in the /config directory.

Upgrading an AT&T Vyatta AMI
To upgrade the AT&T Vyatta AMI

1.
2.

wu

Save your current system configuration (/config) to a separate location on your network.

Using the new Vyatta AMI, create a new Vyatta virtual machine in your AWS environment. Use the
instructions given in Chapter 1: Installing the System, starting in “Obtaining and Launching the Vyatta AMI”
on page9 (page 11).

Perform initial configuration of the new virtual machine and test the installation to verify connectivity on
the network.

Shut down the old system so that it does not conflict with the new system.
Load the configuration you saved onto the new Vyatta virtual machine.
Reboot the system by using the reboot command. The system restarts with the new configuration.

Info:
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List of Acronyms

ACL access control list

ADSL Asymmetric Digital Subscriber Line
AH Authentication Header

AMI Amazon Machine Image

API Application Programming Interface
AS autonomous system

ARP Address Resolution Protocol

AWS Amazon Web Services

BGP Border Gateway Protocol

BIOS Basic Input Output System

BPDU Bridge Protocol Data Unit

CA certificate authority

CCMP AES in counter mode with CBC-MAC
CHAP Challenge Handshake Authentication Protocol
CLI command-line interface

DDNS dynamic DNS

DHCP Dynamic Host Configuration Protocol
DHCPv6 Dynamic Host Configuration Protocol version 6
DLCI data-link connection identifier

DMI desktop management interface
DMVPN dynamic multipoint VPN

DMZ demilitarized zone

DN distinguished name

DNS Domain Name System

DSCP Differentiated Services Code Point
DSL Digital Subscriber Line

eBGP external BGP

EBS Amazon Elastic Block Storage

EC2 Amazon Elastic Compute Cloud

EGP Exterior Gateway Protocol

ECMP equal-cost multipath

ESP Encapsulating Security Payload

FIB Forwarding Information Base

FTP File Transfer Protocol

GRE Generic Routing Encapsulation
HDLC High-Level Data Link Control

/O Input/Output

ICMP Internet Control Message Protocol
IDS Intrusion Detection System

IEEE Institute of Electrical and Electronics Engineers
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IGMP
IGP

IPS

IKE

IP

IPOA
IPsec
IPv4
IPv6
ISAKMP

ISM

ISP
KVM
L2TP
LACP
LAN
LDAP
LLDP
MAC
mGRE
MIB
MLD
MLPPP
MRRU
MTU
NAT
NBMA
ND
NHRP
NIC
NTP
OSPF
OSPFv2
OSPFv3
PAM
PAP
PAT

PCI

PIM
PIM-DM
PIM-SM
PKI

PPP
PPPoOA

Internet Group Management Protocol
Interior Gateway Protocol

Intrusion Protection System

Internet Key Exchange

Internet Protocol

IP over ATM

IP Security

IP Version 4

IP Version 6

Internet Security Association and Key Management
Protocol

Internet Standard Multicast
Internet Service Provider
Kernel-Based Virtual Machine
Layer 2 Tunneling Protocol

Link Aggregation Control Protocol
local area network

Lightweight Directory Access Protocol
Link Layer Discovery Protocol
medium access control

multipoint GRE

Management Information Base
Multicast Listener Discovery
multilink PPP

maximum received reconstructed unit
maximum transmission unit
Network Address Translation
Non-Broadcast Multi-Access
Neighbor Discovery

Next Hop Resolution Protocol
network interface card

Network Time Protocol

Open Shortest Path First

OSPF Version 2

OSPF Version 3

Pluggable Authentication Module
Password Authentication Protocol
Port Address Translation
peripheral component interconnect
Protocol Independent Multicast
PIM Dense Mode

PIM Sparse Mode

Public Key Infrastructure
Point-to-Point Protocol

PPP over ATM
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PPPoE
PPTP
PTMU
PVC
QoS
RADIUS
RHEL
RIB
RIP
RIPng
RP
RPF
RSA
Rx

S3
SLAAC
SNMP
SMTP
SONET
SPT
SSH
SSID
SSM
STP
TACACS+

TBF
TCP
TKIP
ToS
TSS
Tx
UDP
VHD
vif
VLAN
VPC
VPN
VRRP
WAN
WAP
WPA

PPP over Ethernet

Point-to-Point Tunneling Protocol
Path Maximum Transfer Unit
permanent virtual circuit

quality of service

Remote Authentication Dial-In User Service
Red Hat Enterprise Linux

Routing Information Base

Routing Information Protocol

RIP next generation

Rendezvous Point

Reverse Path Forwarding

Rivest, Shamir, and Adleman

receive

Amazon Simple Storage Service
Stateless Address Auto-Configuration
Simple Network Management Protocol
Simple Mail Transfer Protocol
Synchronous Optical Network
Shortest Path Tree

Secure Shell

Service Set Identifier

Source-Specific Multicast

Spanning Tree Protocol

Terminal Access Controller Access Control System
Plus

Token Bucket Filter
Transmission Control Protocol
Temporal Key Integrity Protocol
Type of Service

TCP Maximum Segment Size
transmit

User Datagram Protocol

virtual hard disk

virtual interface

virtual LAN

Amazon virtual private cloud
virtual private network

Virtual Router Redundancy Protocol
wide area network

wireless access point

Wired Protected Access
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