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AS/400 WAN Focus Areas
Planning Your WAN Networking

Steps to getting an operational WAN
= Getting Connected
= Address Management
= Name Resolution

= Security
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AS/400 TCP/IP VAR2+ WAN Offering

PPP offering includes switched and dedicated links

(async analog thru sync T1/E1)

Extensions - Address management, Routing

(PPP and Frame Relay)

Security and Names Services features

Position the AS/400

= AS/400 Serve As Office Gateway
¢ Lan-to-Lan Access
+ Access Corporate home network

= AS/400 Serve as Remote Access Server
+ Remote Mobile Client Access
+* Remote Lan Access
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AS/400 TCP/IP Dedicated PPP Link
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AS/400 TCP/IP Frame Relay Network
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AS/400 TCP/IP PPP Dial-on-Demand

*New for V4R3

Corporate
Network

Gateway LI

Remote
Servers

Remote
LANS

Modem Pool

Based on static routes
Few modems to many locations

Topologies

= Fully meshed

- AN -

= Point-to-Point

+ Dedicated peer (Single bi-di Line) \ /
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PPP Dial-on-Demand Hub and Spoke

*New for V4R3
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VPN Dial-up Remote Access

*New for V4R4

Leverage ISP
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Layer 2 Tunneling
Protocol (L2TP)

Security
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AS/400 TCP/IP WAN Hardware Requirements
Support for PPP and Frame Relay

New AS/400 PPP Line Descriptor Object
= Supports both SLIP(async) and PPP(async/sync)

= PPP supported IOA’s (#2720,#2721,#2745,#2699,#2750,#2751,#2761)
+ RS232, X.21, V.35, and RS449

AS/400 Operations Navigator required(Win95/98/NT+w) for PPP
= Easy to use graphical interface
= Supports both SLIP and PPP
PPP/SLIP Analog -requires external v.24 modem
PPP ISDN - requires external Terminal Adapter or new #2750,#2751
= |ISDN adapter #2605 is not supported
PPP Sync - requires CSU/DSU (Channel Service Unit/Data Service Unit)

Frame Relay is supported on #2666,#2720,#2721,#2745,#2699 and requires
CSU/DSU
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New V4R4+ 08/99 Announce
ISDN and Integrated Modem Support

ISDN:
2750
2751

Integrated Analog Modem
2761

Scheduled availability for 2750/2751/2761 is December, 1999.
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NoteSs: 1sbN communication Adapters (#2750 and #2751)

ISDN adapters consolidate a wide variety of connectivity needs for remote devices attached to the AS/400e

servers including:
Remote computers/devices connected to a phone network via an ISDN connection.
Remote computers/devices connected to a normal analog telephone system with a modem.

The #2750 and the #2751 support full-duplex mode and are both 4-port (8-channel) ISDN BRI (basic rate
interface) PCI. The #2750 is the U-bus (2-wire) version IOA whereas #2751 is the S/T-bus (4-wire) version |0A.

Based on the latest Digital Signal Protocol (DSP) technology, #2750 and #2751 allow connections to data
modems connected to the telephone network with analog phone lines as well as to other ISDN devices. Each
port consists of 2B+D configuration.

For data mode support, B-channel supports digital data at 64 Kbps. For modem mode support, B-channel
supports V.90 and lesser modulations.

SLIP, PPP, FAX, and IDLC (connected to remote ISDN devices, synchronous or asynchronous modems)
protocols are supported. Dial on demand is supported over ISDN with PPP protocol. This enables dynamically
starting and stopping communications with different "end systems/devices."

Prerequisites:
PClI slot C03 in Model 170 (Base System Unit or System Expansion Units - slot EO3in #7101 or slots E03, EO08, EQ9 in #7102.
A #2824 |10P is required or,
Storage/PCIl Expansion Tower (#5065) on Models 620, 640, 650, S20, S30, S40, SB1, 730, and 740, or,
One PCI slot and PCI LAN/WAN Workstation IOA (#2824) on Models 600, 620, S10, S20, and 720, or,

Base PCI Integrated Expansion Unit (#9330) on Models 620, S20, or 720.
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Notes: 08/99 PCi integrated Analog Modem (#2761)

The #2761 simplifies the attachment of remote devices to the AS/400e
servers.. A combination of eight of any of the following remote devices can
be connected simultaneously:

e Remote computers/devices connected to a normal analog telephone system with a
modem. Example: alaptop PC with an integrated modem.

e Remotely attached fax machines. This adapter can replace the Integrated Fax
Adapter (#2664)

Based on the latest Digital Signal Processor technology, #2761 support
full-duplex mode and allows the modem function to be integrated into the IOA
and supports multiple analog modem ports (8-phone lines). #2761 will run the

following protocols without the need of an external modem:

e SLIP/PPP
e SDLC

e Fax
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Notes: 08/99 PCi integrated Analog Modem (#2761) -2

A wrap cable/plug and eight cables are shipped with each #2761. An ASYNC
line description is required for Fax, and can only be used for Fax.
Prerequisites:

PCl slot C03 in Model 170 (Base System Unit), or System Expansion Units - in slot EO3

in #7101 or slots EO3, E08, EQ9 in #7102 or,
Storage/PCl Expansion Tower (#5065) on Models 620, 640, 650, S20, S30, S40, SB1,

730, and 740, or,
one PCI slot and PCI LAN/WAN Workstation I0A (#2824) on Models 600, 620, S10, S20,

and 720, or,
Base PCI Integrated Expansion Unit (#9330) on Models 620, S20, or 720.

Only one PCI #2761 Remote Access IOA can be attached to an I0OP, such as
the #2824 PCI LAN/WAN/Workstation IOP
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V4R2 PPP Overview

PPP - Industry standard for networking over point-to-point links.

Comprised of three main components

= Method encapsulating multi-protocol datagrams
(Only TCP/IP is supported by AS/400).

® Link Control Protocol (LCP) for establishing & configuring the data-link connection

= Family of Network Control Protocols (NCPs) for establishing & configuring different
network-layer protocols (ie IP)

PPP standardizes link connection process
= Eliminates need for connection script files
Supports both async and sync link types
PPP provides stronger security for authentication of peers

Prioritize inter-active data over batch data(AS/400 implementation)
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VAR2 PPP LCP/NCP QOverview

Supported RFCs 1661,1662,1334,1332,1877,1321,1144,1055

Link Control Protocol(LCP)
= Maintains link states(Opened, Up, Closing, Down)

= Negotiates Maximum Receive Unit (MRU)

= Authentication Protocol
+ Password Authentication Protocol(PAP) "clear text"
+ Challenge Handshake Authentication(CHAP) "MD5 hash"
+ Can periodically re-challenge
+ Bi-directional challenge

IP Network Control Protocol(IPCP)
= Exchange/Assign Local and/or Remote IP address(s)
= Negotiate Van Jacobsen TCP header compression
= Assign Domain Name Server(DNS) address(s)
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AS/400 Physical Interface Protocol Support

PPP supported IOA’s #2699, #2720, #2721,#2745,#2750,#2751,#2761
Frame Relay supported IOA’s #2699, #2720, #2721,#2745, #2666

Async
= RS232 - max rate 115.2kbps
= V.35 - max rate 230.4kbps
Sync
= RS232 - max rate 64kbps
= X.21, V.35, and RS449 - max rate 2.048mbps
Async Switched call setup
= AT command (RS232/V.35 only)
Sync Switched call setup
= V.25bis (V.35/RS449 only)
PPP ISDN supported via external Terminal Adapter or new #2750-1
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Media Selection Process
Guidelines for selecting type of service

Switched (Analog/ISDN/SW56)
= Requires infrequent service <30 min/day

= Requires dedicated bandwidth

= Cost of dedicated /packet switch service prohibitive
Point-to-Point Dedicated

= Requires high bandwidth utilization >30%

= Requires frequent/dedicated service

= Small number of locations
Packet Switch (Frame Relay)

= Multi-protocol support (eg mixed SNA & TCP/IP traffic)

= | arge number locations >3 or 4

= Requires frequent/dedicated service

= Bursty, non-delay sensitive traffic
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WAN Interconnection Technologies

Switched Line Speed | Equipment | DTE/DCE | Approx line
alco Services Service Required interface cost/month*
Jsing existing | Analog 33.6kps up | Modem RS232 $20 - $150
acilities between 56kbps dwn Async
customer and Switched 56kbps CSU/DSU | V.35/RS449 | $50 - $250
entral office -

56 V.25bis dial | Sync

ISDN 56/128kbps | Terminal RS232/V.35 | $50 - $250

Adapter Async/Sync

Dedicated | Line Speed | Equipment |DTE/DCE | Approx line*

Service Required interface cost/month

Digital Data | 56kbps CSU/DSU | V.35/RS449 | $50 - $500

ServiceDD Sync

S

Fractional 64kbps to CSU/DSU | V.35/RS449 | $100-$2000

T1 1.544Mbps |or T1 mux | Sync

T1 1.544Mbps | CSU/DSU | V.35/RS449 | $350-$2000

Frame 56kbps to CSU/DSU | V.35/RS449 | $350 - up

Relay 1.544Mbps | or T1 mux CIR,#PVC

*Costs shown are not intended to reflect current pricing, but to show relative differences between services.
Actual costs can vary tremendously based on distance and/or time utilization(switched). Also, pricing may vary
significantly amoung telcos.
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Configuring AS/400 as Dial-up Internet Gateway

3 AS /400 Operations Mavigator

File Edit Wiew Optionz Help

“ulEs] Bl®| X|=| @

5|

Ervironment: by 45,400 Connections

I R=02%: Connection Prafiles

- Rs013 | [ Profile | Protocol |

=@l Rs025 “g Dialign2 SLIP
% B asic Operations S Diialisdn ==
% Job Management = Dialpppaw PEE
BE' Configuration and Service g Dialshow PPP
Hﬁ “l"'F'f"E‘? _ “& Dialslip SLIP
g T aecunty “g Dialv25his PPP
=g Fairt-ta-Paint “ Dodbpisdn PRP

- Modems P
) . s Dodpool PFF

------ \E' Connection Prafiles o
_____ % Protocols oz E bdialfis FFP
=[] Servers \ﬁm FPP
,,,,, O |ntermet “m Ebdialip FFF
----- [BM Metwork Stations " Ebdialmasg FFF
H-i® Users and Groups “w EricZint16 FFF
-y Database o Fls FFP
EEI--?% File Systems “m Harryga FFF
-3 Multimedia H arrol e, [=]ala]

- f@ll Rackon ll :'T

|77 - 92 of 128 object(s)

Marme: IEBDIﬂLIGN

Dezcription:

The zettings on thiz page affect the zettings on the rest of the property pages.

Type:
= PFF
= ElE

— Mode
Line connection type:
£+ Cyitched (e
£ Leazed line
£ witua me [L2TE]

Mode type: IDiaI
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Ok

Cancel

Help

Ebdialign - R£025 |

General | En:lnne::tin:lnl TCRAP Settingsl Crarmain Mame Sewerl Seript I Subspste 4 I "I
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Configuring Connection Properties

pswit19 Propertiez - Rz025

aeneral En:lnnectin:lnl Lirk I Lirnits I Mn:ldeml Additional Parameters

The settings on thiz page affect the zettingz available on the rest of the property pages.

M arrie: |F'F'F'SWIT1 g

D ezcription: I

— Hardware rezource

Rezounce | Tvpe | Dezcription :l
Chr 32 2 W 24 Port Enhanced
ChM33 2 W, 24 Port Enhanced
ChM17 27 W 24 Port Enhanced
ChM19 271 V.24 Port Enhanced T
1| | »

& Lizt by name
" List by location

Interface type: |Rsz3z /v |

Switched line-dial

Iﬁs_l,lnn:hn:unaus j

Mode pe:

Framing:

[T Make available at restart

General Connection |Link I Lirnits I Mn:ldeml Additional Parametersl

Dial command type: AT command set

Connections allowed:
 Answer
= Dial
* Baoth

W Send . 25bis command to set modemn to asynchronous mode

Command string: EMD
¥ Use flow control (RTS/CTS)

CTS timeout (10 - B0]:

|25 zeconds
|1 ] seconds
IEE| SECATNE

[T Inactivity timeout (15 - G5535):

Eemate atsmer et S0 2]

I Send &F commandte mitaleetearated muden:

[Earanmatid st

| Pppswit19 Properties - Rs025 |

0k Cancel Help

0k Cancel

Help
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Pppswit19 Properties - R£025 3 E3 [l Pppswit19 Properties - Rs025
General | Connection  Link l Limits | Modem | Additional Parameters | General | Connection | Link | Limits ~ Modem | Additional Parameters |
Line zpeed [3600 - 2043000); - | bitz/zecond M ame: ﬂ Open
i axirnurn frame zize [1500 - 4096]; |2D43 bytes
-
Clocking:
"
i
i
Mezzage gueue name:; |L|$e gygtem value ﬂ
Ok Cancel Help ] Cancel Help
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Configuring TCP/IP settings

Ebdialign - Bs025 EHE
Eeneral] Connection  TCPAP Settings l Diomain Manme Sewer] Script ] Subsyste 4 | k

Local IP address

" P address: | J EBDIALIGH Routing - Bs025 3

+ Dynamically assign

Route redigtibution:

Remate |P address -
o+ [iwnamically azsign -
P addiess: | D_I,In;m: routing [Routel):
+ Mone
:: " RIP1
" RIPZ
| Static: rauting:

" Maone

o+ iAdd remate systern as the default route

Rowting | " Use static routes:

Remote Hetwork, Subnet M azk

[ Bequest TCPAP header compression [¥]

[+ Hide addresses [full masquerading}

] 4 Cancel

(] Cancel Help
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Configuring Authentication Properties

Ebdialign - R=025

Configuring DNS Server

TCRAP Settings] Dromain kame Server] S cript ] Subsystern  Authentication l 4 | k

Local zystem identification

Ebdialign - Rz025 X
[+ Enable local spstem identification J 21
" CHAP anly TCRAR Settings  Domain Mame Server lSn:ript ] Suhs_l,lsteml .ﬁ.uthenticatinn] 4 | k
(" PAP only Domain name gerver.
User name: |secureip.neth.nenn1231 & |P addiess: |2I]5.11E.1E.1
Samerict | ******* (" Diynamically assigh

" Do pot use

Remate zpztem authentication
[ Require remate spsterm identification

P
l,-h

] 4 Cancel Help

k. Cancel Help
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B AS 7400 Operations Mavigator
File Edt “iew Optionz Help

=|5| ple] XE]| SiE|s|

Mew Paint-to-Point Profile Properties - Rs026

| Erveironment; My 45 /400 Connections | Fz026; Connection Profiles
- Basic Operations ~] [[Profic " Protocd General | Connection I TCPAP Settings I Scriph I Subspstem | Authentication |
EEI---@ Job M aknagement " Chazans PPP _ G
Eﬂ---g Eunfigu;atinn and Service “w Chasans1 PPF Name: I
—].. t
7 Fl If|"I|:|u-:I rS it @ Chasdoddp FPP Descriptior; IFlerru:lte Access Server
gy 1P aecunty " Chassynan FPF
T e o 3 Cwbans i The setti thi ffect the sett the rest of th t
L e zettings on thiz page affect the settings on the rest of the property pages.
: \E' Connection Prafiles \Q Cwbeloddp il
- ¥ Protocols = Cwbpool FRF Type:
Iﬁ S “m Cwhbslipans SLIF &
O Intemet s Cwbtmpsip] SLIP &
- IBM Metwork Stations s Cwbtmpsip2 SLIF £ SLP
-8 Security “m Lnzgateway FFF ~ Made
[+ Users and Groups e Londanal PPP Line conmection tpe:
- Database “m Londonans FFPP & Switched |
[-ag File Systems “w LondanansT PPF AAE ==
w38 Mulimedia I Me L2tpterm FFP " Leased line
EEI-- Backup “m Pppfromi0 FPP = Wirtual line [L2TF]
EEI---@ Application Development B rednbast [m)alad
+-- B R=nA LI :T Maode type:
| [1-16 of 41 object(s)
k. Cancel Help

Common 1999

Copyright IBM Corporation, 1999. All Rights Reserved



Configuring Connection Properties

Mew Paoint-to-Point Profile Properties - Rs026

General  Connection | TCRAP Settingsl S cript | Suhs_l,lsteml .-i'-.uthentin::atin:unl

Hemate phane aumbens:

Ldd

Eemaye

HE|

— Link configuration

Type of line zervice:

I.ﬁ.nalng lire poal [multiple cnnneclj

M arne: Ipnllans

i At En G CareE o
™| Be-digl ar diszannest
Fel et ratrem st s S - 1 nE];

[ Ovenide line inactivity timeout

(immeaut (15 GEtEEE]:

SECOE

=
|1
I1 0og bytes
I ]

Ok

| Cancel |
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pollans Properties - R=026 |

General |

Lite poal name; Ip-:ullans

Aailable lines: Selected lines for poaol:
Line: | kodenm; - Line: | bl odenn;
IMTEGSYMOS 27E7 Inkernal M IMTEGASYDE 2761 Inkernal Mode
IMTEGSYMOA 27E1 Internal M Add --» INTEGASYDS 2761 Internal Mode
IMTEGSYMI0 27E1 Internal M IMTEGASTT2 2761 Internal Mode
IMTEGSYM11 2761 Internal M ¢ EEmoyE IMTEGASY13 2761 Internal Mode
IMTEGSLPOR 27E1 Internal M INTEGASY14 2761 Internal Mode
IMTEGSYM 27E1 Internal M IMTEGAST1S 2761 Internal Mode
SV EER 27E1 Internal M Add All --» IMNTEGASTIE 2761 Internal Mode
IMTEGSTYM14 2761 Internal bM=— IMTEGASY1Y 2761 Internal Mode
ASYTOV2E 2761 Internal M <-- Bemowve All
TESTPUPPY 27E1 Internatfllll _—
1] | b 1] | I

Mew Line Based On |
k. Cancel | Help
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Common 1999

Mew Paoint-to-Point Profile Properties - Rs026

Eenerall Connection  TCPAR Seftings |5n:ri|:|t | Suhs_l,lsteml .-i'-.uthentin::atin:unl

— Local IP addrezs

* |P address: |E|_13EI.42.2EI4 [ Taken Ring ] j
£ Dumamicalls assimh

— Remote 1P address
= Dynamically aszign
) | Pladdress: I
= Route specified

& Define address pool:
Starting |P address: IE'-'I 30.42.224

Mumber of addrezses: I8
Fiauting |

v allow [P fonwarding

[T Request TCPAP header compression [VJ)

[ Hide addresses [full masquerading)

0k Cancel

Help
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Configuring Authentication Properties

Mew Point-to-Point Profile Properties - Rs026

Generall Connection | TCPAP Settings  Authenticatian I Sul:usysteml

— Remate spztem authentication
¥ Require remate system identification

% CHAP anly
= allow PAP

Walidation list name: RéSwL |

M e

pen |

— Loczal zpstem identification
[T Enable local system identification

& EH R Gl
£ FAE Gl

[l zEn mame; I

Easanmd; I

] I Canc

Mew Yalidation List - Bz026

I1zer Mame | Paszword | Frotocol

Hioztd, i CHapP

Hoztk i CHapP - :

HostC s CHAP Remove |
k. Cancel Help
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Configuring
WIin95/98/NT

to Dial-Up AS/400
via PPP

1)

3 Dial-Up Networking [_ (O] x|

File Edit Wiew Connection: Help
— ]
bdake Mew IEM Global
Connection M etwark,
=]
=N
o
Security W

2)

IBM Global Network IE,] == TCP/IP Settings

General Server Twpes | Scriptingl Multilinkl

Type of Dial-Up Server:

3)

IF'F'F': Wwhindows 959, Windowsz NT 3.5, Intermet

=

—Advanced optionz:

[ Logon bo netwark:

[T Enable software compression

v Fequire enciypted pazsword

—Allowed netwark probocols:

4)

[~ MetBEL
[T IP/5P Compatible
v ICRAP TCEAP Settings. .
0k Cancel
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¥ Sepver azzigned P address

™ Specify an |P address

[l address:

0

0

My AS400

General | Server T_I,lpesl Scriptingl Multilinkl

— Phore number:
Ares code:; Telepghone number:

| ] - |7e8-1001

Country code:

I United Statez of America [1)

¥ Usze area code and Dialing Properties

— Connect uzing:

< | 3Com Megahertz 10-100 LAN + 56K Mo = |

LConfigure. . |

¥ Sepeer assigned name server addre
= Specify name server addieszes 0K Cancel

Erimmary s 0 0 |

Secotdan D 0 0 0

Erinmary e S 0 a 0

Seconaamiai e | 0 0
[~ Use IP header compressioré
W Use default gateway on remate netwark:

Ok Cancel
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Address Management

Common 1999

= Unnumbered networks
= Proxy Arp Routing
= |p Masquerading

= Dynamic Routing
+ Static route redistribution

= Frame Relay Address Topologies
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Point-to-Point
Numbered vs Unnumbered

Networks

L

10.1.2.x
255.255.255.0

192.168.1.2

m =
10.1.1.x Local 192.168.1.1 Local
255.255.255.0 Remote 192.168.1.2 || Remote 192.168.1.1
]
Numbered \ -
192.168.1.X 2

255.255.255.0

Local 10.14.1
Remote 10.1.3.1

-

10.1.31

Local

Remote 10.1.4.1
Unnumbered
1

10.1.4.x
255.255.255.0

e

Page3l

10.1.3.x
255.255.255.0

- Simplify network administration
Can save on precious addresses
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Proxy Arp Routing

Remote clients appear to be
connected to the Home LAN

Proxy Arp
-dl— | Router

Un-numbered
network

10.1.1.67

{ 10.1.1.x -!_
255.255.255.0
|

Telecommuters

Mobile Clients
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===
e

10.1.x.x
255.255.0.0

Proxy Arp
Router

W-Default Route

Jim

Remote networks appear to
be connected to the home network
Default Route

= g
[ ]

il

— il

Default Route

255.255.255.0 ! 10.1.1.x
- =T  255.255.255.0

255.255.255.0

=

Page33

10.1.3.x
= 7 =
Stub Remote networks are assigned address out of the home network address space
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Remote Access Server Scenarios
Access Server (*ANS) |«

Local address space

-

255.855.255/224 2

Common

35 b7
192.10.5.32 192.10.5.6
: .255.2%5.192

Copyright IBM Corporation, 1999. All Rights Reserved

Local IP WSn | Sysa Sysb Local LAN
192.10.5.129 0 3132 6364 127 128
Remote IP
Address Pool 192.10.5.0
192.10.5.16-192.10.5.31 255.255.255.0
Route Specified Local LAN
User IP Addr Remote NW Mask
SysA 192.10.5.35| 192.10.5.32 | 255.255.255.224 129
SysB 192.10.5.67 | 192.10.5.64 | 255.255.255.192
WS1 192.105.1 HOST 5 45 4
WS2 192.10.5.2 HOST L1 L2 L3
Fixed LanAddr Fixed IPaddr Dynamic IPaddr
SysA SysB WS1 WS2 WS3 WS4 Rmt
LAN
5
192.10.5.1 192.10.5.2

205.8.10.0
259.255.235.0
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10.1.5.x
255.255.255.0

Static Rte

10.1.1.x
Redist=Yes
Routing Information Protocol __prt
Default [ ..... */ﬁy
Route ""W‘ | m
10.1.2.x
255.255.255.0

lim

V4R2 RIPv2
= Var length subnet mask
' 10.1.1.x

= Multicast support
Page35

RIP WAN Support Options
= RIPv1/v2 exchange over PPP

and Frame Relay
= Route Redistribution static
Route

hm
N
TR
| &
N
a
o
| k{ll.
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Address Masquerading

Allows multiple clients in a local network to simultaneously access remote networks
using single IP address assigned by ISP or Remote Gateway

Corporate
Network

Gateway

Clients use their fixed private
addresses.

LAN Router serves as NAT box
-modifies packets on the fly Smart/Effective use of public IP

addresses.

Hides Local LAN client IP
addresses from remote network

= On outbound Client private
source IP address is
subsituted for router public

IP address _

. o Is transparent to clients -providing
= On inbound destination IP client IP address isn’t buried in data

address is replaced with -requires special handling

Client private address
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P-P Numbered Network Non-Broadcast Multi-Access
Partially-meshed

Bridged LAN Network Non-Broadcast Multi-Access
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Domain Name Services Basic
Simplistic Multiple Domain Methodology

Use Primary Directive
= To define local domain and also each remote domain
+ Reasonable approach for small number remote hosts

PPP AS/400 dynamically assigns remote client its DNS address(rRrc 1877)

Extranet Domains

i Remote Client
= \Z BN

Domain = ABC.Xcompany.com

- gateway is 10.5.7.1
-www is 10.5.7.9
Extranet

Intranet Domain

Domain = ABC.Ycompany.com

EEE

! M
_ . — - gateway is 192.168.7.1
s— — BN wwis 192.168.7.9
. . I
clientl client2 -
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Domain Name Services Advanced
Adding Remote Domains dynamically with WAN Links

Use Secondary Directive(s)
= For co-located DNS & RAS. AS/400 will send HUP signal to DNS to force

= To transfer remote Extranet domain info from each remote name server

Internet DNSs

secondary load when PPP link comes up

Use Forwarders Directive
= To access the ISP Internet Name Servers

*Local copy

Intranet DNS

Extranet DNS

Forwarders=>
Secondary=>
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Security Policy Enforcement

Security Gateway

Firewall Technology Firewall systems
= |P packet filtering = Packet filtering router
= Proxy servers > = Dual-homed gateway firewall
= SOCKS server = Screened host firewall
= Domain name services = Screened subnet firewall

= Encrypted IP tunnels
= VPN(L2F,PPTP,L2TP)
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IP Packet Filtering

192.168.67.3

Screens Internet packets

(TCP,UDP,ICMP)

@ Controlled by filter rules
@® Unwanted packets are discarded
@ Variety of levels of discrimination

Characteristics

192.168.%.*

K KX
@® Seamless, transparent access o
@® Trust based on IP address

@® Can hide internal IP addresses when used in
conjunction with Network Address Translation

Example rules

Permit any telnet packets from 192.168.*.* to *.*.*.* to be routed through
Permit any telnet response packets from *.*.*.* to 192.168.*.* to be routed through

Permit inbound http packets from 192.168.*.* to local applications at 192.168.67.3

Permit outbound http response packets from local applications at 192.168.67.3 to 192.168.*.*
Permit outbound http packets from local applications at 192.168.67.3 to *.*.*.*

Permit inbound http response packets from *.*.*.* to the local application at 192.168.67.3

Deny all other traffic
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Dial SMTP for AS/400

Allows customers to exchange mail between their Domino or
SMTP Mail Server and other Mail users - via dial-up connection
New Service offered by IBM Global Services

AS/400

IBM Global
Netwo
—Login Internet
! Server \_l\ _
-1 B
" JIH Firewall
SMTP Servers

PPP Dial-up

Office Mail Server & Gateway

Low cost dial-up link

No need for Firewall on AS/400
IGN provides Isolation from Internet

Available as new function PTF for V4R2/VV4r3/\VV4r4
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AS/400 Entry Level Security Gateway

Packet Screening Router
InSec Gateway
L2TP Client

AS/400

Internet

//

PPP Dial-up

Office Server & Gateway
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AS/400 as Merged Bastion Host & Exterior Router

Common 1999

AS/400
PPP Link
(dedicated)
’ ’// fl — AS/400
? 4
¢ 9
a ’
g g
a a
é é
oo /// i ] _
IPCS Firewall Bastion Host &
Router
Secure Network | Perimeter Network |

Small Company Internet Server Gateway
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AS/400 TCP/IP WAN History

Pre-V4R1
= X.25, X.25 over ISDN, Frame Relay, SLIP
V4R1

= Dynamic Routing Information Protocol Ver 1 ( RIPv1)

= New COM hardware (10A’s #2699, #2720, #2721 providing async at 115.2kbps)

V4R2
= Point-to-Point Protocol(PPP) -analog and high speed links

= Dynamic Routing Information Protocol Ver Il (RIPv2)
= Proxy Arp Routing
= Domain Name Server(DNS)
V4R3

= PPP Dial-on-Demand
= Network Address Translation (NAT)
= Packet Filtering

V4R4
= PPP extensions - Remote Access Layer 2 Tunneling Protocol
= Native IpSec

= New V4R4+ COM hardware #2750#2751 #2752
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AS/400 TCP/IP WAN Positioning

Position AS/400 As "Edge Server”

Multifunctional box that sits between LANs and WANSs with integrated server
functions, routing and remote-access capabilities

» Exploit AS/400 Inherent Strengths
= Security (Program Objects, User Profiles, Access limitations, etc)
= Robust Multi-User Operating System
= High Availability
» Easier to implement and manage
= Simpilify network management

= Reduce overall cost
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Trademarks and Service Marks

AS/400, IBM, OS/400, and Client Access are trademarks of the
IBM Corporation in the United States or other countries or both.

Microsoft, Windows 95, Windows 98, Windows NT are registered
trademarks of Microsoft Corporation.

Other company, product, and service names may be trademarks
or service marks of others.
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