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= What is a VPN?
= Why would | want a VPN?

= What are some of the technologies that
make a VPN possible?

= AS/400 VPN solutions

= \What is new in V4R4

= An Example Configuration
= Q&A
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What 1s a VPN?
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What is a VPN?

Remote _
Corporate = User Branch Office or
Intranet S Another
Company’s
Intranet

Other
= Public
Network

= A VPN (Virtual Private Network) is an extension of an
enterprise’s private intranet, across a public network
(such as the Internet), creating a secure connection
= encrypt the user’s data
= validate the user’s data
= authenticate the source of the data
= establish & maintain cryptographic secrets
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Desirable VPN Characteristics
m Secure

—private (encrypted)

—challenged (authenticated)

—safe (integrity)

= [nteroperable

= Centrally Managed

= Distributed, Deployable

= A
= A

D

D

nlicable (applications can use it)

nle Pie (easy to use, competitive,

Integrated, intuitive)
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Motivations for building
VPNSs
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VPN Motivators

= Bottom

—using

Ine, profit margins

ow cost public nets for business

= ebiz - VPNs might be required to play

= Business dynamics (aquisitions,
geographical separation, mobile users)

= Security Is key!
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Mobile user VPN

Corporate
Intranet

e Allow access to
corporate data ,
anywhere, anytime

e Reduce long
distance charges,
use local point of

presence
Internet

e Utilize public
networks (via ISPSs)
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Branch Office VPN

e Give BO access to
HQ Intranet

e Eliminate leased line
costs, can have
single connection
provide access to
Internet and HQ
services

e Utilize public
networks (via ISPSs)
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Intranet



ExtraNet (ValueNet) VPN

Corporate
Intranet

e Constructs co-operative,
competitive businesses

e Improves
communications,
business processes

e Utilize public networks
(via ISPSs)

Business Partner/Supplier Intranets
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VPN Technologies
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The Core VPN Standards Based Protocols

Point to Point

/ Protocol (PPP)

1. L2TP N
—//—| . . .
open the link :E::. L2TP is an enhanced link protocol that provides
that creates - | = a multi-hop virtual circuit through the Internet
the circuit
2. IKE )
Based on pre-configured | PSec

policies, the key values
and parameters are set
with the Internet Key
Exchange protocol

negotiates the
encryption keys
and policies

Policies:

3. IPSec
transfer the data

encrypted or
authenticated at
the IP layer

5%6SKEAE*&SLD#D@9QEZXUS%!!

The secure "tunnel” encrypts or autneticates all 7\
data at the IP layer and uses special IP headers
to identify the tunnel in use
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Where do all of these technologies fit?

IKE HTTPs Telnet

application
;g (£

presentation

session S S L
transport TC P

IP, IPSec

network

datalink PPTP, L2F, L2TP

physical
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= Mandatory for IPV6
= Optional for IPV4

— Bridge pattern for V4 ==> V6
= Authentication Header (AH)
= Encapsulating Security Protocol (ESP)
= AH and ESP Combined

= Tunnel and Transport
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AH Coverage

» Two modes: "Tunnel" and "Transport"
» Datagram content is "cleartext"

» AH provides data integrity and data origin
authentication

Original Datagram

SRC@, DST@,... Payload
AH-Tunnel:
\w SRC@, DST@,... Payload
- Authenticated -

AH-Transport:

SRC@, DST@,... Payload
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ESP Coverage

» Two modes: "Tunnel" and "Transport"
» Just IP payload or whole IP datagram can be

encrypted
SRC@, DST@,... Payload Or|g|na| Datag ram
ESP-Tunnel:
New IP Hdr SRC@, DST@,... Payload %
- Encrypted é
- >
Authenticated
ESP-Transport:
SRC@, DST@,... Payload

Encrypted
- - |
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AH and ESP Combine

= First, Remote Host a ESP-transport to |P datagram:
—— Z;;,/é 7 Y
bt

Payload

.

-

Encrypted (ESP)
Authenticated (ESP)

-

= Next, Remote Host applies AH-tunnel :

<Encrypted (ESP)
- Authenticated (ESP) -
- Authenticated (AH)

= Firewall authenticates, removes AH-overhead, forwards
ESP-tunneled datagram to Destination, which authenticates
and decrypts the payload:

SRC@, DST@.... | Payload %% _> SRC@, DST@,... Payload

~®Encrypted (ESP) : - Cleartext
AUthenti&%‘EeogyﬁEnﬁm Corporation 1999. All rights reserved 17
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Key Management

= Security Association (SA) requires that shared keys are
known to all participating parties

— Requires manual key entry or out-of-band key distribution
— Keys can become lost, compromised or expire

— Manual techniques do not scale

= Key Management Protocol is the process of securely
establishing SAs in a dynamic network environment

= Requirements
— Independent of specific cryptographic algorithms
— Provide authentication of key management entities

— Able to establish SA over "unsecured" transport

= |[nternet Key Exchange (IKE) is the Key Management
Protocol for IPsec
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Internet Key Exchange (IKE)

= |KE is the practical intersection of several larger, more
generalized protocols

—ISAKMP - Internet Security Association and Key Management
—1PSec DOI - IP Security Domain of Interpretation

— Oakley - Oakley Key Determination Protocol

= Security Associations (SA) - all the information needed to
specify the appropriate IPSec processing

— Algorithms (encryption, authentication)
—Key lengths and lifetimes
— Peer identities (who is your partner)

—Modes (tunnel or transport)

= Key generation and strong authentication procedures
using digital certificates
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s 2 Phase Approach

-

Key policy

v Negotiate IKE SA
v Authenticate
v Generate IKE Keys

Data policy

v Negotiate IPSec SA
v Protected by Phase 1
v Generate |IPSec Keys

| K E P h aS e I Z, ////////////////a

|KE Phase 2 /////////a

IPsec SA

Connection

v Protects Application Data
v AH (Authentication)
v ESP (Encryption)
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Other VPN Related Technologies

= Network Address Translation

= Packet Filtering

= | ayer 2 Tunnels (L2TP, L2F, PPTP)
= Application Gateways

— protect individual application payloads (e.g., SSL,
S-MIME), but network headers are exposed!

= Cryptography
= Certificate Management for Public Key Cryptography
= VPN Policy
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AS/400 VPN Solutions
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VAR3 VPN Solutions and Techologies
= Firewall for AS/400

- Manual Tunnels

—|BM Tunnels for dynamic key exchange

— Configured using web browser

= Native IP Filtering and NAT
— Built within AS/400 native TCP/IP stack

— Configured using Operations Navigator
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New in V4R4 - Native VPNs

m |ncluded in V4R4 OS/400 5769-SS1

= Manual Connections based on latest IPSec RFCs

— Cryptographic keys are pre-defined
= Dynamic Connections based on latest IPSec RFCs
— Cryptographic keys are negotiated
— |KE protocol for dynamic key exchange
= Support for Dyamic IP
—PPP dial up

= Support for Remote Users using L2TP (Layer 2
Tunneling Protocol)
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AS/400 Native VPN components
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AS/400 Native VPN - Op Navigator

= |ncluded with Client Access Express

—Need to install the Operations Navigator Components

= Selected via the IPSecurity option in the
Network folder

— VPN Configuration and Management

—|P Packet Security (Filtering and NAT) Configuration

= |ncludes VPN Connection Wizard
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AS/400 Native VPN - *VPN Server

= *\/PN Server (0S/400)
— Connection Manager (QTOVMAN job)

— Key Manager/IKE server (QTOKVPNIKE
Job)

— Supported by:
» STRTCPSVR, ENDTCPSVR
» TRCTCPAPP
—No Configuration commands
— Requires AC2 or AC3 cryptographic enabler
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AS/400 Native VPN - VPN Policy DB

= Configurec

m Contalns a

using Operations Navigator

| VPN configuration details

— Crypto Keys for manual connections

— Key Manager (IKE) Negotiation Policies
= Stored on the AS/400 in QUSRSYS

—Need to include in your backup/recovery plan
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AS/400 Native VPN - Packet Security

= Packet Filtering and IPSec

— Packet Filtering enhanced to include another action-keyword
"IPSEC"

= You must have a filter rule with an action of "IPSEC" to invoke
IPSec within the TCP/IP stack.

—The rule must specify a connection group name

= Packet Filtering and IKE

—Will need to allow IKE traffic to flow between systems
— |KE uses UDP well known port 500

= Packet Filtering and L2TP

— May need to allow L2TP traffice to flow between systems
—L2TP uses UDP well known port 1701

(C) Copyright IBM Corporation 1999. All rights reserved 29



AS/400 Native VPN - Configuration

= Documented in the Information Center

= Plan your VPN security policy

— Endpoints (host or gateway)
— Data protection (AH, ESP or both)

— Key management (manual or dynamic)

= Use Operations Navigator to configure

— VPN Policy
—|P Packet Security Filtering Rules
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An Example Configuration....
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Monday morning, in San Francisco

You need to create a VPN between the Moscone Center
and your home office in New York

4
RS030

RS028 210.55.29.242

203.78.99.206

) CopyrightkM Corporation 1999. All rights reserved 32
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Planning Considerations

= Network Security Policy is a Must!

= Manual or Dynamic?

= Host to Host, Gateway to Gateway, etc?

=\
=\

nat

nat

eve

eve

of

of

Key Security?

Data Security?

= |dentify the endpoints (i.e. IP Addresses)

(C) Copyright IBM Corporation 1999. All rights reserved
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Configuration Steps and Operation

= Verify

IP connectivity between systems

= Configure San Francisco VPN Policy

— Configure Dynamic Key Connection using the Wizard

= Configure San Francisco IP Filtering
— Configure PERMIT rule(s) for IKE traffic

— Configure rule defining IPSEC action

= Configure New York VPN Policy

= Configure New York IP Filtering

m Start t

= \View t

ne Connection

ne Active CormedtTons 34



B AS /400 Operations Navigator

File

Edit

YWiew Ophions  Help

i e el [ T e

|EI minutes old

| Ervironment: My 85 /400 Connections

| R=028: P Security

{i_} b anagement Central [Fz023)
Elm by 85400 Connectionz

B 204.145.134.31
~B Rs0z
- Rs024
- Rs02s

O g O g O e O |

%

L LE|F S ety

B azic Operations

Job M anagement
Configuration and Service
M etwork,

T

<=0y Paint-to-Paint

¥ Protocols

[ Servers

----- S@ Internet

----- |BEM Metwork Stations
- J2E S ity

|- Uszers and Groups

|- Databaze

-2 File Spstems
=T P T P SR

|

Server Mame

| D escription

IF Packet Security
IE Yirtual Private Metworking

‘]

IF packet security filker rules
Secure connections and policies

|'I - 2 of 2 object(z]

=
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[El Virtual Private Metworking - Bs028
File Edit  Wiew Help

o Erlnre o

—T Mew Connection... Gateway To Gatewsay
e iy Host To Gateway cription
i [ v e Fliey Gateway To Host ties for establishing conn...

A e e GO Cinn G Host To Hosts re IP connection definition:

Gateway To Dynamic IP Users

L = S = e e Host To Dynamic IP Users

MR R B e A = e

LA = R IS i = e

ﬂ. o = e g e A = L
| S R = e

> Delete

FropErties

X Exit

----- i dynamicZToR5012
----- i dynamicToRS01 25
----- = dynamicToRS01 2k
----- = dyhamicToRS012¢
----- = dynamicToRS012d
----- = dynamicToRS01 2e
----- = dynamicToRS01 21

..... o qynam?cIDEED“‘I 2:21 - ll | _*I
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The New Connection Wizard

E;g Mew Connection Wizard

YWelcome to the virtual private netwarking swizard. This wizard will guide you through the
configuration of the mare common uses of virtual private networking.

More specifically, this wizard will help you set up a dynamic key or dynamic [P
connection group and the associated ohjects.

The cannection group that is created by this wizard will need to be associated with a
filter rule wia IF Packet Security configuration.

? Help

b Bk mp Hext Flilizi | X cancel
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Naming the Connection
ElcomecionName . H

Wihatwould you like to name this connection group?

Mame: IEpringCnmmnnBQ

Howy wiould you like to describe this connection group?

Description: ICnnnectinn to the showe floor in Moscone Center

reservéd Rl ‘ x Cancel
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Choosing Key Policy for IKE

Eﬁ%ﬁey Policy |

What key policy do yvou want to use to protect your keys?

& Highest security, lowest performance
" Balance security and performance
™ Minimum security, highest performance

™ Key policy previously created

Falisgs PaxOnRs028 -

? Help
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ldentifying the local systems

E}!} Local Identifier

Enter the identifier to represent the local key sener far this connection.

[dentifier type: Wersion 4 |P address j

[dertifier:

IP Address:

& pack m) Mext / Finish [ X cancel ? Help

L ot 41 faYeYe! Ll ol 40
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ldentifying the remote system(s)

e - |

What are the hosts in the remate network that you want to connect to?

Remote [dentifier |

210.55.29.242

Edit

il -
E;_r.; Remote ldentifier
Identifier type: I‘Jersiun 4 IP address "I
| e tifi el I
IP address: |21n.55.29.242
Fre-Shared key: Imekmisdiguat
4 Back -
(0114 Cancel Help
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Choosing Data Policy for IPSec

Eg;': Data Folicy

What data policy do you want to use to protect the data?

% Highest security, lowest performance
™ Balance security and perfarmance
™ Minimum security, highest perfarmance

™ Data policy previously created

Follg: LZTF -

J_,;*"Finish | XCanceI | ?Help
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Verify the results of the Wizard

Here is a sumimary of the connection you just defined. After revieswing the
parameters, click Finish to create the connection. Ifyou wish to make any chanodes,
use the Back hutton to return to the appropriate page.

Summany
Host to host connection group name: SpringCommaon49

Femaote key server

Authentication: Pre-shared key

Femaote hosts to connect to:

2108529242

Data Policy

Highest security
key Policy

Highest security
Local key server

[dentifier type: Wersion 4 I[P address

[P Address: 203.78.99 206

| »

The following objects will be created: ;l

? Help
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T8 IP Packet Security - Bz028
File Edit Wiew Help

| ple| A

]

Define the IP Filtering Rules

File Mame: AQIEM /S pringCommon33.i

IP Packet Security: All Security Bules

=2} IP Packet Security
(8 &1l Security Rules
----- Cr Defined Addresses
~iff> Filter Interfaces

----- I:[f“.> Filters

----- F Services

<= Addrezs Translation
----- # Includes

----- (= Comments

Statement

g FILTER SET Jupiterd2 ACTION = PERMIT DIRECTION = = SRCADDR = 203.78.99.206 DSTADDR = 210.55.2
qf FILTER SET Jupiterd2 ACTION = PERMIT DIRECTION = * SRCADDR = 210.55.29.242 DSTADDR = 203.78.
qf> FILTER SET Jupiterd2 ACTION = IPSEC DIRECTION = OUTBOUND SRCADDR = 203.78.99.206 DSTADDR
g FILTER SET Jupiterd2 ACTION = PERMIT DIRECTION = * SRCADDR = 203.78.99.206 DSTADDR = 210.55.2
g FILTER SET Jupiterd2 ACTION = PERMIT DIRECTION = = SRCADDR = 210.55.29.242 DSTADDR = 203.78.5
off> FILTER_INTERFACE LINE = TRMLINE SET = Jupiterd2

R

(C) Copyright IBM Corporation 1999. All rights reserved
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Create arule to PERMIT IKE

“f= New Filter - Rs028 EHE|

Seneral | Sersices I

Set name: IJupiter42

Action: |PERMIT -

Direction: | -]

Source address name: |- =] |e037sas:206 ~]|
Destination address name: |- =] |e105523242 ~]|
Fragments: [MOMNE ~|

Journaling: |oFF ~|

€ ejrigi=teieigi gl=\iri= | =l

Diescriptian:

Fermit IKE traffice between Moscone Center and home office in Mew “ark

] Cancel Help
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IKE uses UDP well known port 500
T - |

General Serices l

" Sersdce name: |

* Sepsdice;

Frotocol: |LJDF" ﬂ

Source port: |= j |5DD j
Destination port: |= ﬂ |5DD| j

" ZHF service:

Ik Cancel Help
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= Filter Properties - R:028

General | Semvices I

Set narne:

Action:

Direction:

Source address name:
Destination addrezs name:
Fragments:

Journaling:

[Earmestiam name:

D ezcription:

HE|

|PERMIT =]
I [

|= =] |2E|3.?E=.99.2E|5

|- =] |n1055.29.242

{NONE =l
|oFF =]

ENQEN

Fermit IKE traffice between M oscone Center and home affice in Mew ok,

ak

Cancel

Help
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D ezcription:

IKE must flow both directions...

=028

L=%

|PERMIT =]
I [

|= =] 2108529242

|= =] |2D3..‘-"E.EIEI.2EIE

{NONE =l
|oFF =]

| [

Fermit IKE traffice between Mew York and Mozcone Center

ak

Cancel

Help
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= New Filter - Rs028

General | Sersices I

Set name:
Action:
Direction:

Source address narme:

Destination address name:

Fragments:
Journaling:

Connection narme:

Description:

Create arule to IPSEC

I._Iupiter42

[IPSEC |

[ouTBOUND ]

|= L| |ED3.?B.EE.EDE

|= L| |21 05529242

[MONE |
|oFF |

ISpringCDmmDnElEl

Apply IFSEC action to all data flowing between the two hosts, use the Connection Group just created

especially for Spring Cormrmon|

DK

Cancel Help
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= Filter Properties - Rs028

General I Sewicesl

Set name:

Action:

Direction:

Source address name:
Destination address name:
Fragments:

Journaling:

[Eanrechiat manme:

Drescription:

PERMIT other traffic
= Default IP Filtering action is DENY everything...

I.J upiterd 2

| PERMIT =1
I [

|= ;I IEaniguratiDnPE

|= =l tocalSystend
|MONE =1

| OFF =1

| =

After IPSEC action, all packets are subject to normal filkering.

] I Cancel

Help
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Assoclate rules with a line

= Mew Filter Interface - Rs028

General

— Line

i Line name: TRMLIME

i~ |P address:

¢ Pointto-point profile name:

Set names:

Jupiterdd

Description:

A

Femowe

Associate the Jupiterd? set with the physical line narme TRMLINE]

] I Cancel

Help

(C) Copyright IBM Corporation 1999. All rights reserved
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Load the filter rules

= Rules will be verified before they are loaded

TH IP Packet Security - R:028

Fil=  Edit “iew Help
3| plo| Al =) 4

File Mame: Q1B /S pringCommond9.i

IP Packet Secunty: &ll Securnty Rules

=T 1P Packet Security -
Eﬂ All Securty Rules

----- C» Defined Addreszes
s Filter Interfaces

Statement
FILTER SET Jupiterd2 ACTION = PERMIT DIRECTIOM = = SRCADDR = 203.78.99.206 DSTADDR = 210.55.29.;
I=[£>'FILTEFH SET Jupiterd2 ACTION = PERMIT DIRECTION = * SRCADDR = 210.55.29.242 DSTADDR = 203.78.99.:
':[ibFILTEFH SET Jupiterd2 ACTIOM = IPSEC DIRECTION = OUTBOUMD SRCADDR = 202.78.99.206 DSTADDR = 2

""" ':[ﬁ} Filter_s 'i[ibFILTEH SET Jupiterd2 ACTION = PERMIT DIRECTION == SRCADDR = 203.78.99.206 DSTADDR = 210.55.29.
""" it Services _ g+ FILTER SET Jupiterd2 ACTION = PERMIT DIRECTION = * SRCADDR = 210.55.29.242 DSTADDR = 203.78.99.0 »
- Addrezs Tranzlation -

..... H lrehidas LI g I I ;
Linge Humber | File Mame | Error Code | Error Test
1] TCPaAFC & fine descrption was found without a FILTER_IMTERFACE statement defir
1] TCPAAFC & line descrption was found without a FILTER_IMNTERFACE statement defir
1] TCPREOT IP filkesing. IP zecurity or MAT rules were processed. Messages were generat

Reguest codes are az follows: 01 - Rule Retrieve. 02 - Rule Verfication. 03 -
The rulez file waz successfully activated.

| i

i

(C) Copyright IBM Corporation 1999. All rights reserved

51



Off to New York!!!

= \WWe've completed the configuration in San
Francisco

= Now we have to configure the other end of
the VPN Connection in New York

— Create the VPN Policy Using the Wizard
— Create the IP Filter rule for IKE and IPSec
— Load the IP Filter Rules
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File Edit “iew  Help

E Key Connection Groups
=g Data Connections

=-§= Dynamic Key Groups
---- = PPPtestRs028ToRs030

it 'kl or Copy
e Springommontd
Ll > Delete
----- = WPComTest Properties
----- = uth2g2a8z
..... Iﬁ|= gE
----- 5= ikeTest
----- 5= 1k

= mwhConnectionGroup
T# Manual Connections
Cwnamic IP Graups

----- * L2TP Connections

Kl

!Current Canfiguration ISpringCDmmDnElEl: connections

|E Yirtual Private Metwarking - Rs028 Marme Description
=48 1P Security Policies = o

EI---Tf Secure Connections

Connection to the show floor in Mo,

(C) Copyright IBM Corporation 1999. All rights reserved
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The Active Connection Monitor....

[El Virtual Private Metworking - Bs028

File  Edit Help

%il n::zjal :r°:| v Toolbar
— v Status Bar
!CurrentCnnﬂg

v hlenu lcans
M wirtual Priv

B[ 1P ge CH REMESN
=% Secure

= &5; Data Connections

..... i mdwaip Fie
----- i rkhCon

T Active Connections

== Dynamic Key Groups

..... Iﬁ!= mde-ﬂ-lz---ﬂannnnunn
,,,,, = mdwR! ¥" Active Connections - Rs028

Wiew

IEpringCnmmnnElEl: connections

MHame Description

',:-—' SpringCommon4s: L1

Connection  Help

Connection to the show floar in Mao..

MHarme

----- = e SpringCommon99:L1 Running

Status Errar Infarmation

Active Security Associations | Cumulative Security Assaci.. | Failed Security | Remaining key |

----- = whizon
----- T# Manual Co
----- ﬁ'ﬁ‘ Crvnamic IR
----- “F L2TP Conr

Display the currenthy active

1

1 o 3
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In Summary..

= Virtual Private Networking is a technology
that is real today!

= New In V4R4, the AS/400 provides a
complete native VPN solution based on:

- L2TP
— |KE
—IPSec
= Your Network Security Policy is key.
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Trademarks

AS/400, IBM, and OS/400 are trademarks of the IBM
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both.
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trademarks or service marks of others.
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