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Agenda
Remote Access Dial-up VPNs

= VPN definition - concepts

= | 2TP definition - tunneling models

= VPN Security - IpSec

= AS/400 V4AR4 Remote Access VPN Solutions
= Configuring L2TP on AS/400

= Q&A?
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VPN Definition, concepts
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Typical VPN Customer Scenarios

Corporate iemote BUSINESS
Intranet ccess Partner

Supplier
Intranet

Branch
Office
Intranet
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Key VPN Customer Scenarios

Remote Access Branch Office Connection | Buysiness Partner/Supplier Network

Corporate

Corporate
Intranet

Intranet

Corporate
Intranet

Remote User

Branch Office Intranet

Business Partner/Supplier Intranets

» Business Partner/Supplier Network Scenario
® Problems: Set-up/operational cost prohibitively high for smaller business partners; geographic limitations
® Solutions: VPNs provide global, secure, cost-effective, end-to-end inter-company communication via
Internet

» Branch Office Connection Scenario
® Problems: Expensive Leased Line connections or part-time dial connections to home office
® Solutions: VPNs provide 24-hour ease-of-use connectivity via inexpensive Internet links

» Remote Access Scenario
® Problems: High administrative workload cost, expensive 800 or long distance costs
® Solutions: VPNSs exploit world-wide ISP reach and lower connectivity and administrative costs
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Internet VPNSs

Virtual Tunnels
Pri vate Security( Encryption/Authentication )
Network Internet backbone
src dest src dest | Encrypted
osin L 1Y
0S A|B |data > 1|2|A|B|data ——» AB|data
Internet iateway-to-Gatewa unnel
#1 #2
- T mp—
Security Security
Gateway Gateway
Client-to-Gateway Tunnel |
% Mobile
Srvd?t Sr%dei| Encrypted | Cllent C
A|C|data 1 |C|A|[C| data T ®tA|C|data
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= High cost to maintain
modem pools

= | ong Distanced calls
could be prohibitive

lalup

Mobile clients ii"
Common 1999

Private Network
Dial-up Remote Access

Remote Access Server
Modem Pool

PPP
Dialup

PPP

Dialup
Remote Office

Work at home
. u E_ —
—_— IR
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Internet VPN - Dial-up Remote Access

= |_everage ISP
access locations

= Access managed as
with private network

Security Gateway

Internet
PPP
Dialup -
% P'_DP Remote Office
Dialup
Mobile clients
‘ N | |
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Incoming Traffic Consolidation
Client connection media independent from Headquarters media

$2?/mo

56-Kbps modem

ISP POP

128-Kbps ISDN

xDSL modem

$2Q00/m0 Headquarters

T1/T3
1.5/43mbps

cable modem

FT1 leased

= Generally all connections are to local ISP
= Only Home office requires dedicated link with security gateway
= Share dedicated link with remote access as well as general internet traffic
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L2TP Definition, tunneling models
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L2TP Definition

L2TP (Layer 2 Tunneling Protocol)

Viewed as virtual PPP

= L2TP should be considered the successor to PPTP(Point-Point Tunneling
Protocol) and L2F(Layer 2 Forwarding).

m | 2TPis anew IETF standard(RFC 2661). It combines the efforts of Ascend,
Cisco, IBM, Microsoft, and 3COM to bring together the best of PPTP and L2F.

m 2TP is already supported by all major vendors.
= | 2TP supports two tunnel models.

m Utilizes the functionality of PPP to provide dial-up access that can be tunneled
through the Internet to a destination site.

= Uses the authentication schemes of PPP, namely PAP & CHAP, to authenticate
users and control access to the network.

= Uses the Network Control Protocol to negotiate IP addr assignment.
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Common 1999

L2TP Encapsulation

Two modes: "Payload " and "Control"

LCP/NCP Payload...

p— PPP Payload

PPP-Encapsulation:
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PPP Link States

Establishment of PPP link

UP Opened Success
Dead — > Established [—® Authenticate
A
Falil Falil
-
Terminate Network -
Down Closing
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L2TP Compulsory Tunnel

L2TP tunnel

- D

Gateway Corporate
Network
—
PPP Connectlon LNS = L2TP Network Server

LAC = L2TP Access Concentrator
. The remote user initiates a PPP connection to an ISP.

. The ISP accepts the connection and the PPP link is established.
. The ISP now undertakes a partial authentication to learn username.
. ISP maintained database maps users to services and LNS tunnel endpoint.

.LAC then initiates L2TP tunnel to LNS.

o o A W DN PP

. If LNS accepts connection, LAC then encapsulates PPP with L2TP, and forwards over the appropriate
tunnel.

7.LNS accepts these frames, strips L2TP, and processes them as normal incoming PPP frames.

8. LNS then uses PPP authentication to validate user and then assigns IP address.
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L2TP Compulsory Tunnel Concepts

ISP(LAC) initiates Tunnel to LNS

Tunnel is transparent to PPP Client

= Doesn’t require L2TP function on client - only standard PPP.
Requires collaboration by ISP with L2TP LAC capability

= Maintains User to LNS database.
No Globally-Routable Ip Address assigned to PPP Client

= Saves precious address.

= Only one session possible - to home gateway.

= Client has no access to internet. (added protection from intrusion).
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L2TP Voluntary Tunnel

L2TP tunnel >
Corporate
Gateway
Internet Network
(LNS)
PPP connection LNS = L2TP Network Server

LAC = L2TP Access Concentrator

1. The remote user has pre-established connection to an ISP.

2.L2TP Client(LAC) initiates L2TP tunnel to LNS.

3. If LNS accepts connection, LAC then encapsulates PPP and L2TP, and forwards over tunnel.
4. LNS accepts these frames, strips L2TP, and processes them as normal incoming frames.

5.LNS then uses PPP authentication to validate user and then assign IP address.
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L2TP Voluntary Tunnel Concepts

L2TP Client(LAC) initiates Tunnel to LNS

Tunnel is transparent to ISP
= Requires L2TP function on client.

Requires no collaboration by ISP

= Tunnel is transparent to ISP and Internet access method.

Global Routable Ip Address assigned to Client
= Multiple sessions possible.

= Client has access to internet.
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Basic L2TP Components

L2TP Tunnels
= Compulsory

Corporate
Network = \/oluntary
2TP Network Server = | an-to-Lan
Gateway | (LNS)
L2TP
Compulsory
L2TP tunnel
Compulsory
Internet e PPP
Dialup
L2TP
Voluntary LAC — ' Gateway
tunnel
|
LAC ppp
Dedicated \) L2TP = == ==
Volunt _
nnel | yep Remote Office
Gateway
PPP
| | Dialup
L E L2TP
% —— E—— —_— LA jl‘\ Client

Work at home Remote Office
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L2TP IP Address Management

Remote Clients assigned address by LNS out of corporate address space

Corporate Network
10.6.0.0
=\ 255.255.0.0 T
Single F glo -
roytable address serves 0.6.1.253 (LNS)
as tunnel endpoint
\.l‘ Gateway || 2TP Network
205.10.45.25
Server
L2TP Clients for Voltary Internet
Tunnels also assigned Compulsory
globally-routable address 198.1.8.6
by ISP. (LAC)
i 195.5.1.8
Serves as tunnel endpoint LoTP Access
Vohintar (LAC) Concentrator
193.8.6.1 unnels
10.6.4. — I (PPP Client)
% _ 10.6.4.2 10.6.4.4
93.8.6.2 m
L2TP Client 10.6.2.0 —— ol
( ‘) 10.6.4.3 255.255.255.0 .
_ — — (PPP Client)
Common 1999
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Common 1999

Private Network
PPP Dial-on-Demand Hub and Spoke

L=y Central
Dial-on-Demand Site

PPP Link
Router

=m¥" \lodem Pool

) N
Dial-on-Demand
PPP Link

PPP Link

Dial-on-Demand
PPP Link

Central Site
= Fully meshed

_—_-E'?(Office
o, AN =

= Single bi-di line
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=
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L2TP VPN Based
PPP Dial-on-Demand Hub and Spoke

Note:Requires Compulsory Tunnel with Out-going call support

Central Site
Router |
/-:n\
Dedicated Link :!(
\
VWl '°N QW Dial-on-Demand
Dial-on-Demand PPP Link

PPP Link

Dial-on-Demand - _

PPP Link Dial-on-Demand - -- __

PPP Link
Central Site
= Fully meshed
Remote Site

= Single bi-di line

Common 1999 Copyright IBM Corporation, 1999. All Rights Reserved.

Page 21



VPN Security, IpSec
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Using IPSec to secure L2TP Tunnels

L2TP/PPP Limitations

= Provides authentication of tunnel endpoint but not for individual packets
= PPP doesn't provide for automatic key generation or refresh

IETF position is to use IPSEC to secure L2TP tunnels
= Key Management Protocol
= Authentication Header (AH)
= Encapsulating Security Protocol (ESP)
= Security Associations (SAs) define packet treatment
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IPSec Key management

Cryptography depends on keys
IKE is key management protocol for IPSEC

(IKE is new name for "ISAKMP/Oakley")

IKE Phase 1 uses public keys to establish shared keying material between parties
Keying material is authenticated
Derivation rules differ depending on method used for Phase 1 authentication:
= pre-shared keys
= digital signatures
= public key encryption
IKE Phase 2 uses Phase 1 keys to generate SA
= session keys
= negotiate lifetimes
= negotiate transforms
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AH Coverage

» Two modes: "Tunnel" and "Transport"
» Datagram content is "cleartext"
» AH provides data integrity and data origin authentication

Original Datagram

SRC@, DST@,... Payload
AH-Tunnel:
%% & SRC@, DST@, ... Payload
- Authenticated: -

AH-Transport:

SRC@, DST@,... & Payload

Authenticated:

-
1. Except for changeable header items
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ESP Coverage

» Two modes: "Tunnel" and "Transport"
» Just IP payload or whole IP datagram can be encrypted

SRC@, DSTA@.... Payload Or|g|nal Datagram
ESP-Tunnel:
New IP Hdr % SRC@, DST@,... Payload %
- Encrypted é
- -
Authenticated

ESP-Transport:

SRC@, DST@,... Payload %
- é

Encrypted

- -
Authenticated
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Common 1999

L2TP - IPSEC Security

Note: Assumes Non-IpSec Enabled destination host

IpSec terminates at Gateway

PPP
Client
' L Corporate
Gateway Network
(LAC) (LNS)
IpSec AH Compulsory
L2TP Tunnels
PPP
IpSec ESP
IP
L2TP
Client
' s Corporate
‘ A cateway 177 Network
PPP (LNS)
IpSec AH/ESP Voluntary
L2TP Tunnels
PPP
IP
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L2TP - IPSEC Extranet Scenario’s

L2TP Network Server (LNS) positioned behind Security Gateway
Effectively manage scope/reach clients have into Corporate Intranet .
Suited for Business Partner/supplier networking LNS Provides

Authentication
Lan based CIient Security Gateway serves Authorization
as clearing house Accounting
L2TP v N
Client
- ‘ Securi Security
(LAC) PN
IpSec AH/ESP
E L oTP Voluntary
PPP Tunnel
IP

Dial-up based client

L2TP

Client
- _ Security
— Gateway
(LAC)
PPP
IpSec AH/ESP
L2TP Voluntary
PPP Tunnel
IP
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VPN Tunnel Tradeoffs
L2TP Compulsory vs L2ZTP Voluntary vs Native IpSec

L2TP Compulsory best suited for

= Dial-up home/office gateways (ISP provides additional isolation from
Internet - simplifies firewall requirements on dial-up gateway).

= Doesn’t require L2TP client functionally on client.

= Provides capability for RAS initiated out-going calls.
L2TP Voluntary best suited for

= Mobile clients ( No Need for collaborating ISP’s).

= Require multiple sessions and/or dual access to internet.
Native IpSec best suited for

= Dedicated or dial-up links with fixed IP address.
+ Requires NAT in Home gateway to avoid random ISP assigned addresses.

Note: L2TP with PPP authentication provides additional access control over and above IpSec.
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AS/400 V4R4 Remote Access VPN Solutions
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AS/400 V4R4 L2TP Scenarios

Corporate
Network

- AS/400 can be a L2TP network server
- AS/400 can provide PPP dial-up to an ISP L2TP Network Server
- AS/400 can act as a L2TP enabled client ) (LNS) with IpSec

for voluntary tunnels

@ ISP | L2TP Access Concentrator (LAC)

L2TP Client
with IpSeg L?TP Client PPP Client =

7 with IpSec with IpSec 1

. | = i PPP Client
Mobile Clients with IpSec

Telecommuters

Common 1999 Copyright IBM Corporation, 1999. All Rights Reserved. Page 31



Common 1999

AS/400 VAR4 PPP/L2TP Modes

PPP Virtual

| ISP Terminator
PPP Dial L2TP Compulsory Tunnel
n LNS
ﬂ' AS/400 AS/400
In-coming call
PPP Virtual
Dial ISP PPP Ans
L2TP Compu|SOry Tunnel K XXX KKK KX ]
) 3 Q{5/400
AS/Z400 Out-going call
NG u
PPP Virtual |
> PPP Virtual
Initiator

L2TP Client(LAC Terminator

el LNS
AS/400

L2TP Voluntary Tunnel

Page 32



VPN client requirements

® V4R4 solution supports the IETF standards for VPNs and we are actually on
the leading-edge of this technology. However, that does bring some
challenges along with it -- client code availability.

® Where is a Windows client solution needed?
» Remote Access/Mobile user scenario

» Secure intranet scenario

® The AS/400 can act as both a client and a server for VPNs. In addition, we
have successfully inter-operated with 3 client solutions:

1. Win95/98 and WIinNT 4.0 client support for secure traffic over
intranets and dial-up via PPP using Windows dial-up networking to
an AS/400 or ISP. (Third party client IRE "Information Resource Engr")

2. Windows 2000 client support which will provide an integrated VPN
client with PPP, L2TP, and secure intranet VPN support (this means
IPSec and IKE).

3. Win95/98 and WInNT 4.0 client support dialing into an ISP and
creating a VPN from the dial-in host to the corporate AS/400 gateway
(L2TP voluntary tunnel). (Third party client Routerware/iVasion)
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AS/400 Entry Level Security Gateway

Packet Screening Router
IpSec Gateway
L2TP Client
Internet
AS/400

//

PPP Dial-up

Office Server & Gateway
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AS/400 with Merged Internal & Exterior Servers

AS/400 Internet

VWWIIIIIII/IW

PPP Link
(dedicated)

SONNNNNNS NN NN NN NN N

NN

E
?
?
é
g

?
//////////////////////////////////////4 Router
IPCS Firewall

Secure Network Perimeter Network

Small Company Internet Security Gateway
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AS/400 as Merged Bastion Host & Exterior Router

Bastion Host & Router

AS/400

PPP Link
(dedicated)

VWWWM AS/400

SONNNNNNS NN NN NN NN N

NN

%
?
////////////I/I/I/I/I/I///I/I/I/I/I/J
IPCS Firewall

Secure Network Perimeter Network

Small Company Internet Server Gateway
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Configuring L2TP on AS/400
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Configuring AS/400 as LNS

4B AS /400 Dperations Havigator

File

Edit “iew Optiohz Help
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=[] Servers
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458 Security
H-iif® Users and Groups
H- Databasze
£
£
£

=2 File Systerns
-3 Multimedia
-Jef] Backup

EEI---@ Application Development
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Mew Paoint-to-Point Profile Properties - Rs026

General En:lnnec:tin:lnl TCRAP Settings .-i‘-.uthentin:atin:lnl Sul:us_l,lsteml

M ame: ILNSGMEW&Y

0 minutes old

D' ezcriptian: ILET P Gateway

The zettings an thiz page affect the zettingz on the rest of the property pages.

Type:
= PFP
 SLIP

— Mode

Line connection type:

™ Switched line
i~ Leazed line

kode type: ITerminatn:ur [Rietwork zerver)

Ok

Cancel

Help
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Mew Paint-to-Point Profile Properties - Rs026
General Connechion | TCRAP Settings | Authentication ] Subsystem ]
- Mew L2TP Line Properties - Rz026
Local tunnel endpoint IP address:; |E|.13|II.42.2I]4 [ Taken Rin ﬂ
General l Ltk ] Lirnits ] Buthentication ]
Link configuration
Type of line service: Virtuial ling [L2TP) - terminator [netwark server] The zettings on thiz page affect the settings available on the rest of the property pages.
Wirtual line name: |L2T EImM j M e Maire: |
Description: |LN5 General Line
Mode type: Wirtal ling [L2TP] - terminatar [netwaork server)
P aximum number of connections; 100
[ Inactivity timeout
k. Cancel Help
ak. Cancel Help
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Mew LZTP Line Properties - Rs026

General | Link | Limits  Authentication |

Local host narme:; IEDrﬂB Cigiea
—Femate zpztem authentication
[T Require remaote system identification
&ilid atiot ik ramme: j =)
e
] Cancel Help

Mew L2TP Line Propertiez - Rz026

General Link |Limit3 I .ﬂ-.uthenticati-:unl

i E3

B andwidth reservation (9600 - 2048000]; | 57800 | bits/second
b axinumn frame size (1500 - 4096]; IE':'4B buytes
[T iactivate packet numbering and acknowledgement

%) Enable packel sequence numberng

£ Sebflow contrel windavsize ({1l - 20]; |4
v Activate tunnel keep alive

(] I Cancel Help
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Configuring TCP/IP settings

Mew Paint-to-Point Profile Properties - Rs026

Eenerall Connection  TCPAP Settings |.-'3.uther'|tin::ati-:|n| Suhs_l,lsteml

—Local IP address

& |P addiess: [38.8201 (TokenRing) x|
£ Donanmicalll assigh

—Remate IP address
= Dynamically aszign
) | Pladdiess: I
" Route specified

& Define address pool
Starting |P address: IEE-E-EU.T il

Mumber of addresses: 100

Rauting |

[~ Request TCPAP header compression [vJ)

™ Hide addresses [full masquerading)

k. Cancel Help
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Mew Point-to-Point Profile Properties - Bz026

Eenerall Connection | TCPAP Settings  Authentication | Subsystemn

—Femate spztem authentication

¥ Require remote system identification

* CHAP anly
i~ Allow PAP
Y alidation list name: RasSWL j Hew

(Eem

Mew Yalidation List - RsD26

— Local syztem identification

[~ Enable local system identification Izer Marme | Paszward | Frotocol |
p Huosté, e CHAF
[EHEE I:Ir'||_',' HaostE e CHAF -
= FAR anly H ot e CHAP Hemove |
I Een ranme: I
Eassman; I
] 4 Canc
Ok, Cancel Help
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AS/400 TCP/IP VAR4 Remote Access Offering

PPP offering includes switched and dedicated links
(async analog thru sync T1/E1)
PPP Extensions - L2TP tunneling

(L2TP Client and L2TP Network Server)

Security- Native IpSec

Position AS/400

AS/400 Serve As Office Gateway
Lan-to-Lan Access
Access Corporate home network

AS/400 Serve as Remote Access Server
Remote Mobile Client Access
Remote Lan Access
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Trademarks and Service Marks

AS/400, IBM, OS/400, and Client Access are trademarks of the IBM
Corporation in the United States or other countries or both.

Other company, product, and service names may be trademarks or service
marks of others.
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