Internet Security 101

Mark McKelvey IBM Corporation Rochester, MN

Internet Security Issues

How dowemaketheInternet a s afeplacetodobusiness?

Confidentiality/privacy

Integrity

Authentication

Non-repudiation

I n t e r n e t S e c u r i t y 1 0 1 C o p y r i g h t I B M C o r p o r a t i o n 1 9 9 7 i n t 1 0 1 - 2

Resources to Protect

Therearemany thingsthat must beprote cted

Public systems

Private systems

Network

Data

Trans actions

Reputation

What Are We Up Against?

Internet

us er=jim pw=xl2rq us er=jim pw=xl2rq

Sniffing

Internet

Spoofing

addr=192.168.67.3

addr=192.168.67.3

Internet

Denial of service

Internet

RogueJava applets

How Bad Is It?

Re cent He adline s

Security flaw found in Internet browser

Compute

r attack k nocks ou t t 3,00 0 We b sites

Hackers vandalize CIA home page

Internet service provider out for over a week

Achieving Security

Cryptography

Security Policy

UserProcedure s

Ho stSe curity

Network AccessSecurity

*g6Ktgk$79hl]!aD4$

Internet

Protecting Client Systems

Educated users

Encryption usedwhen sendingsensitive data acrosstheInternet

Know what types of Internetaccessareappropriate

Firewall

Internet

Avoid Java orActiveX from Internet

Prote cted network

Softwareof unknown origin not downloaded

Virus protection software

Protecting Server Systems

Public servers providelimited service s Useanonymousservice s

Firewall

Internet

Private systems in a protected network

Encryption usedfor sensitive data

Public serversseparatefrom production systems

Review security implicationsof cgi-bin programs

html/gif appl data ftp data

Segregated data

Protecting Networks

Firewall

Internet

Internal host names not visible fromInternet

Internal addresse s do notreachInternet

Privatenetwork ac cessedwith encrypted se ssions

Packet filtering routers

Router

www.server.mycomp.com

Sensitive data kept behind a firewall

Public traffic doesn’t enter privatenetwork

192.168.5.23

Internet Security Model

Cryptography used extensively

Authentication of communicating partie s

Encrypted communication sessions

Encrypted data envelope s

Digital signatures

ApplicabletoInternetand intranets

Internet

Public Key Infrastructure (PKI)

Keys

Same key is used for encryption and decryption

Symmetric Keys

It was a dark and stormy night...

Encrypt

Encrypt DecryptDecrypt

It was a dark and stormy night...

7l$wP0^8a’!yUdSL jh^7GVda;0ydh.

Encryption and decryption use different keys, a public key and a private key

Asymmetric keys

It was a dark and stormy night...

Encrypt

It was a dark and stormy night...

F9kT*&U kf98 7xdf1 k*(&uk47 89kds0

Decrypt

Encrypt

Decrypt

Decrypt kjk^jd7k%T Nw6f7lW

kjk^jd7k%T Nw6f7lW lqY#D=l46j0R@9 +

Private

Private PublicPublic

Certificates

Owner:

Sally Smith

XYZ Corporation

USUS

Issuer:

US Postal Service

USUS

USPS

Binds public key to an identity

Created by trusted 3rd parties called Certificate Authorities

Can be distributed freely

Digital signature prevents tampering

Identifiesa userora system

Verisign

US Postal Service

AT&T MCI ...many others

Internet (public) CertificateAuthorities

Intranet CertificateAuthoritie s

Most corporations will have their own Certificate Authority

IBM Net.Registry product

Public

Proving Your Identity

Provide your signed certificate Encryptrandomdata with your private key

Owner:

Sally Smith

XYZ Corp

Issuer:

USPS

USPS

"J^gd6i$Tkl98dfkj^J1" + Decrypt & Verify

Who are you? Ple ase encrypt "(*hd^&*Skjhk^*f753kj"

Encrypt Challenge

Private

Public

Signing Data

Hash thedata to besigned and encrypthashwith privatekey

Encrypt

Bi ll of Sale

Property description

Property description HashHash signature = Kg5&d$7g!%0Hjd6 signature = Kg5&d$7g!%0Hjd6

Verify by recalculating hash andcomparing against de crypted signature

Private

Owner:

Smith

XYZ Corp

Issuer:

USPS

USPS

Decrypt

Hash

Compare

Bi ll of Sale

Property description signature = Kg5&d$7g!%0Hjd6

Public

New calculated hash

Original hash

Public Key Infrastructure

Certificate authorities issue certificates

Directories (LDAP) store certificates and certification revocation lists for easy access

Clients and servers use certificates and keys for encryption, signing and authentication

Smart cards hold private keys

Consistent security model forboth Internet and intranets

Internet

Certificate

Authority

Certificate

Authority

Directory

(LDAP)

intranet

Smart

Card

Secure Sockets Layer (SSL)

Uses certificates for identification

Privatekey us ed to prove identity

Internet or intranet

Primarily for web browsing (https) butother applications may use it (ftps)

Applications mustbe rewritten to useSSL

Client identity authenticated

Internet

Server identity authentic ated

Owner:

John Doe

Issuer:

Verisign

Owner:

IBM Server

IBM Corp

Issuer:

Verisign

End-to-end encrypted communication se ssion

web server web browser

IP Security (IPSec)

Encrypted communication sessions

Similar to SSL but lowerin the protocol stack

Promoted by theIETF

Applications unchanged

Key managementnot mature yet

Interoperability improving

Internet

Secure communications for the Internet and intranets

Firewall

Firewall

Firewall tofirewall (Virtual Private Network)

Home/mobile userto firewall

Hos t to host

Encrypted data

SecureMail (S/MIME)

Confidential

XYZ CORP Business Plan

Hostile takeover of Widget corporation in third quarter

Encrypt with randomly generated symmetric key

Obtain certificates of addressees from a directory

Encrypt symmetric key with public key of addressee

Sally S m i t h

John D oe

J68Et7*jhlD70jLG%dj%i kl&*td5^Y(9p9yG(9f&7t&G

Smith

DoeDoe

Encrypted mail can only beopened by intended recipientswhohave theprivatekey

Private

Private PrivatePrivate

Smith

Smith DoeDoe

Digital envelope

Addressees:

Document

Owner:

Smith

XYZ Corp

Issuer:

USPS

USPS

Owner:

DoeDoe

XYZ Corp

Issuer:

USPS

USPS

Cryptolope

Enable new dis tribution channels(Internet)

Protect against unauthorized dis tribution

Rec eivepayment for use

An IBMSecurePackagingTe chnology

View abstract

Purchase rights (view, print, save)

Receive key for decryption

Track actions

Content

Provider Distributor

Browser BrowserHelperApplication

Music

Reports

Photographs

........

Encrypted content

Secure Electronic Transactions (SET)

Encryption provides confidentiality, integrity and authentication

Certificate is electronic representation of branded payment card

Merchant cannot see payment instructions (e.g. credit card)

Payment gateway cannot see order instruction (e.g. items ordered)

A secureelectronic payment system

Issuer

Payment gateway

Cardholder

Merchant

C R E D I T C A R D

Cardholder registration

Purchase

Order instructions

Payment instructions

Payment authorization

Payment capture

(a certificate)

Internet Security 101 Summary

Caution is advised, poor planning or mistakes could be disastrous

Internet security is rapidly changing, everything is not mature yet

Many security products and services from many vendors

Cryptography plays a major role

Ultimately should be more secure than paper solutions we use every day

The Internet canbe a reasonably safe pla ce to do business

I n t e r n e t S e c u r i t y 1 0 1 C o p y r i g h t I B M C o r p o r a t i o n 1 9 9 7 i n t 1 0 1 - 2 1

Trademarks

AS/400, IBM, OS/400and Cryptolopearetrademarksof theIBM Corporation in theUnited Statesorothercountries orboth. Java is a registered trademark of Sun MicrosystemsInc. Othercompany, product, and servicenamesmay betrademarksand servicemarksof others.

I n t e r n e t S e c u r i t y 1 0 1 C o p y r i g h t I B M C o r p o r a t i o n 1 9 9 7 i n t 1 0 1 - 2 2