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IBM @server, For the next generation of e-business,

Overview

IBM (&) SErVer iseries

® Setting up to access hardware functions

® Service Tools Security
e Service tools user profiles

e Service tools device profiles
* Operations Console LAN connectivity

® Operations Navigator Service Tools Window
® Disk Management
® Logical Partitions - LPAR

® Hardware Inventories

¢ Configuration and Service Folder
* Management Central Inventory

® Where to get more information

IBM @server. For the next generation of e-business.
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Setting Up Access to Hardware Functions

IBM @server, For the next generation of e-business,

Accessing Hardwar e Functions

IBM (€ SEVer iSeries
Application Administration
= Need to enable Disk Units in Application Administration to see the Disk Units
folder in the Operations Navigator function tree
Service Table Entry
= Need to enable the port to access Disk Unit and Logical Partition functions

= Shipped disabled for your protection

Service Tool authority

= Need to have a service tool user profile with the appropriate capabilities to
access Disk Unit and Logical Partition functions

IBM @server. For the next generation of e-business.
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Application Administration

Accessing Hardware Functions

4.AS/400 Operations Navigator
File Edit View Options Help

=10 %]

AR XxXE|SE

Envianment: COMMON Connections

| Application Administration - S400b

Users and Groups
Inventory
Montors

Fixes
Callection Services
Run Command. ..
Display Emulator.

Create Desktop Iron
Verify Connection....
Delete.

Changs Password...
Send Message...

Back Lip System. .

TW: Manmgement Certral (54006 Name
3-8 'COMMON Connections? B Dixie
M Dixie B s00a
@ s400a B s4000
104
Explore
Open

B EZ-Setup Custom Setup.
B Addacon Svstem valies b
B Changeal Properties
@ Instal add

Dislays the functions or applications avallable ko users an this sei

0 minutes old I

Select the functions or applications available to users.

A52400 Dperations Nawgalorl Client &pplications  Host Applications |

IBM (&) SEYVer iseries

2]

|Default Access

Cluster Management
0 Disk units

H service race
(¥ M _EJe_PRODUCT

QIEM_UYLP_SERWICE_LPARMGMT

R

RREREE

|AII Object Access |Eustom|zed Access | -
[

OO0 RS

5

Fiemave Customization |

Eustamize |

Applications ... |

L=

Cancel | Help |

IBM @server. For the next generation of e-business.

Application Administration

Accessing Hardware Functions

Customize Access - 5400b

Functio:

Praduct

Digk urits

Operating System/ 400

Funclion dezcription;

ACcess
¥ Default access

I Users with all object system privilege

Provides support to wark with 45400 dizk units

IBM (&) SErVer iseries

2]

i~ Customized access for users and group:

Usgers and groups:
+- g &l Users

8 Groups
"{j' Usgers Mot in a Group

Add > |
Hemove < |

Add i |
Hemove <~ |

Access alowed:

Access denied

Fermaye Custarization |

Cancel

Help

IBM @server. For the next generation of e-business.
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Add Service Table Entry

Accessing Hardware Functions

= |f you see this error, first check if
you have the service table entry
enabled

* ADDSRVTBLE SERVICE(‘as-sts')
PORT(3000) PROTOCOL('tcp')

#® Service Tools Communication Error x|

IBM (&) server iseries

Q Mo service toal network interface found at IP address S400A.

Cancel |

TEXT('Service Tools Server')
ALlAS('AS'STS') = i Session A - [24 x 80]

file Edit Transfer Appearance Communication Assist Window Help

* After you add the D B

B % | (2 | %]

Send | Recv Dizplay | Calor Map Recard | Stop Flay (Juit

service table entry | |Fgen| com | e
you need to end
TCP/IP (ENDTCP)
and then restart

Service . . . .
TCP/IP (STRTCP) TPart ... ..
Protocol . . . .

¢*Youonlyneedtodo |_
this once per system

Text ‘description

= Service tools server
port shipped disabled
for your protection

Aliases

F3=Exit

I.Bﬁ']. (E:Isﬂrﬂ-:t FZ4=More keys

Type choices, press Enter.

........ SERVICE > las-sts’

........ PORT > 3000

........ PROTOCOL > 'tep!
....... TEXT *BLAMK

)

........ ALIAS > 1AS-S5TS’

F4=Prompt

Add Serwice Table Entry (ADDSRWTBLE)

+ for more values

Bottom

F&=Refresh Fl2=Cancel Fl3=How to uge this display

Connected ko remote serverfhost s400a using port 23 Az

Add Service Table Entry

Accessing Hardware Functions

IBM (&) SErVer iseries

ol Session & - [24 = 80]
Elle Edit TIramsfer Appearance Communication Assist  Window Help
=y [ 3 | | L) 1
FitScm Copy | Paste Send | Recy Display | Colar ap Hecord | Stop Flay Guit
Work with Serwice Tahle Entries
System:
Type options, press Enter.
1=Add 4=Remove S=Display
Opt Service Port Protocol
5 as-sts 3000 tcop
_ as-svrmap 449 tcp
_ as-svrmap-x =0 z
B as-transfer I5ession A - [24 x 80]
as-usf Elle Edt Transfer Appearance Communication Assist Window Help
_ as-usf-s rr [ 3 | ] (3] L ]
_ as-voons 4 % B & &I @ leo) | =m Eol | Bel
as-wrtprint PtScn| Copy | Paste | Send | Recv | Display| Color | Map | Record| Stop | Play | Ouit
_ as-WebFacing _ Display Serwice Table Entry
_ as40@-cluster
_ as400-cluster Service as-sts
Port . . . .0 oo L 30600
Parameters for options 1 ar| Protocol top
=== Text . . . . . . . . ... .t
F3=Exit F4=Prompt Fa=R¢
F17=Top F1B=Bottom Aliases:
Alias . . . . . . . . . ... L AS-3TS
I v
Connected to remots server/host s400a using port :H:E

IBM @se

Bottom

Press Enter to continue.

Fa=Exit Fl2=Cancel

© Copyright 2001 IBM Corporation. All rights reserved.
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Service Tool Authority

Accessing Hardware Functions

= To access Disk Units and Logical Partitions (LPAR) you will
a service tools user profile with the appropriate capabilities

IBM (& sarver iseries
need to sign on with

4B AS/400 Dperations Navigator
File Edt W¥ew Options Help

=10l x|

7

rme | XE | @me

/

3 minutes old

| Enviranment: My Connections | Teclpar2: Logical Partitions

IIE Management Certral (Tsclpar3) Partitions Type Status | System Reference Code | Restart Source

Restart Mode | oo Restart | Relsass

[ o

Wy Connections on
oft
on
on

Oft

1 00000000
1 00000000
1 DOOOFFFF
1 DO00OFFFF
1 00000000

Manual
Manual

Primary
Taclpard
Linux2
B trotinux

E Lirwxd

Primary

Secondary
Secondary
Secondary
Secondary

B - Usetemporary fixes
B - Usetemporary fixes
C - Reserved Manual
B - Usetemporary fixes  Manusl
s

i@ primary - Reserved

@l Tacipar3
% Basic Operations
@ Work Management

Manuz

System Values
[ Hardvware
[ Software
() Fies Invertory

WaR1MO LO0D
WER1MO LOOD
2.4.304150E
2438

)
1
2
3
2.4.30415UE 4

B! Collection Services
Logical Partitions
netwark
BB Security
W@® Users and Groups

Cancel Help

1 Database
@, File Systems

@ Application Development
[ aFP Manager
Q_ Backup, Recovery and Medis

i =

|

Displays the proparties of the sslacted items.

IBM @server. For the next generation of e-business.

Service Tools Security

DST, SST, and Operations Console

IBM @server, For the next generation of e-

business.
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Service Tools Security Overview

IBM (€ SeVer iSeries
= New Serivce Tools security in V5R1
= New password level - 128 character CaSe SeNsltlvE passwords

= Protects access to DST, SST, and Operations Console LAN connectivity
¢ Dedicated Service Tools (DST)
¢ System Service Tools (SST)
¢ Operations Navigator
> Service Tools Window
* Disk Management
> Logical Partitions

= Service Tools User profiles
= Service Tools Device profiles

= Operations Console LAN connectivity

IBM @server, For the next generation of e-business,

Accessing Service Tools

IBM @server. For the next generation of e-business.
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Accessing Service Tools
Service Tools User Profiles IBM (&) server iseries

= To access
service tools you
need to sign on ~ EERESLE e

Ele Edit ¥ew Communication Actions ‘Window Help
with a Service BB | | | &t @ @@
edicated Service Tools ( 1 Sign On
TOOIS user b i ° foet Pemy stan 0 System: S105BMTHM
proflle and Type choices, press Enter.

password Service tools wser . . . . . . . . . .

Service tools password

= |[ncludes
* DST
® SST
® Operations
Navigator
> Service Tools
Window
* Disk
Management

14 i 05,047
Loglcal Eﬂ(nnnettad to remote server/host 127.0.0.1 using port 1265 o
Partitions

F3=Exit F5=Change password Fl2=Cancel

IBM @server. For the next generation of e-business.

| mportant Facts About Service Tools User Profiles

Service Tools User Profiles IBM (&) sarver iSeries

= Shipped profiles
* QSECOFR
© 11111111
© 22222222
* QSRV

= Passwords

¢ Are set to disabled. You'll be prompted to set a new password the first time you use
the profile. Be sure you are the one to reset the password.

¢ Are CASE SENSITIVE! And, can be 128 characters long.
= Profiles are disabled after 3 unsuccessful attempts
® Sign on with 0S/400 QSECOFR and use command CHGDSTPWD
¢ |f you have disabled both your DST and OS/400 QSECOFR profiles...
» Recovery is a slip or scratch install!
m Service Tools profiles are NOT the same as OS/400 user profiles!

® Service Tools user profile QSECOFR can have a different password than
0S/400 QSECOFR

IBM @server. For the next generation of e-business.
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Notes: Work with Service Tools Usar Profiles
IBM (&) SEYVer iseries

Authorized users could previously access any service tool on the system if they had a valid password and user
ID. Users who needed access to only one tool could access all tools. This posed a potential security risk.
For example, the Display/Alter/Dump tool was previously available to any OS/400 profile with *ALLOBJ
authority. It was also available via the DST interface to users who needed access to service tools for tasks
such as disk management.

The administrator may now create user-defined profiles that can be granted functional privilege to the service
tools. Users can then be granted privileges to specific tools, such as disk unit management or LPAR, or to a
group of tools.

There is a limit of 96 user-defined profiles for a total number of 100, including the four supplied by IBM.
Among the four IBM-supplied profiles is the new profile QSRV.

The HELP text contains some details of the operation performed by selecting an option from the menu.

IBM @server. For the next generation of e-business.

Notes: Service Tools User Profiles

IBM (&) SErVer iseries

The service tools user profiles are based on the Dedicated Service Tools (DST) users of earlier releases.

DST had three profiles - QSECOFR, 22222222 and 11111111. The QSECOFR service profile for DST was a
separate entity from the Operating System/400 (OS/400) user of the same name. This policy of separate
profiles for the DST and for the OS/400 levels is maintained in the new function that was introduced at V5R1MO.

The major changes to these service users are
— A service profile and password is required in order to enter the System Service Tools (SST)
= Administrator can create additional service tool user profiles
— Service tools user profiles can be used at the DST

Service tool user profiles created by the administrator have limited privileges. It is necessary to explicit grant
authority for any additional functions required by the user. Any Service Tools user profiles created by the
administrator are able to access DST.

The shipped profiles of QSECOFR, 22222222, 11111111 and the newly shipped QSRV all come with defaults
specific to their profile.

All IBM supplied profiles are shipped expired. The exception is the user 11111111's which will be left
unexpired to support operations console. Operations console uses 11111111's to establish initial connectivity
to the system.

IBM @server. For the next generation of e-business.
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Service Tools User Profiles

IBM @server. For the next generation of e-business.

Managing Service Tools User Profiles

Service Tools User Profiles IBM (&) sarver iSeries

= Can only setup through green-screen DST rEETT

File Edit View Communication Actions Window Help

| B @|=)| @] ] 2 8 @l
= EDST Security Work with DST Enwvironmg
Eile Edit View Communication Actions Window Help

%l Iﬁl!%l | EI '.Q_ql!@ 21 m EI Ql@ Select one of the following:

Use Dedicated Serwvice Tools (DST) Active service tools

System devices

Service tools user profiles
System values

Service tools device profiles
Service tools security data

Select one of the following:

Perform an IPL

Install the operating system

Work with Licensed Internal Code

Work with disk units

Work with DST environment

Select DST console mode

Start a service tool

Ferform automatic installation of the operating su

[ s RN

[= N = S RN

10, Work with remote service support
11. Work with system partitions
Selection
3

F3=Exit Fl2=Cancel
Selection

F3=Exit Fi2=Cancel [I=5" [Connected to remote server/host 127.0,0.1 using port 1285
. 217008
| =J" [Connected ko remote serverfhost 127.0.0.1 using port 1265 | 7

IBM @server. For the next generation of e-business.
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Managing Service Tools User Profiles
Service Tools User Profiles IBM (&) Server iseries

= EDST Security 1ol x|

File Edit Vew Communication Actions Window Help

B BE 2% B0 @ b 2 &) el

Work with Service Tools User Profiles
System: S105BMTHM

Type option, press Enter.

1=Create 2=Change password J=Delete

4=Display S=Enable E=Diszable

7=Change privileges 8=Change description

User

Opt Profile Description Status
- DJs DEMMIS SCHMIDT Enabled
_ SECOFR JSECOFR Enabled
_ 0SRY OSRY Enabled
_ 11111111 11111111 Enabled
_ 22222222 22222222 Enabled

F3=Exit FS=Refresh Fl2=Cancel

. 167003
|25 [Connected to remats server/host 127.0.0,1 using port 1265 &

IBM @server. For the next generation of e-business.

Creating Service Tools User Profiles
Service Tools User Profiles IBM (&) server iseries

m Passwords are 128 pEEEmn l=0|
Chal’aCterS AND File Edit Yew Communication Actions Window Help

ARE CASE B o2 =(|E)| = Led | 2t 2] @lel

reate Service Tools User Profile

SENSITIVE”' Service tools user profile name . . . . . © MNEWDSTID susten: SLesenT
= Maximum of 96 Baemiard IR
profiles can be -
deflned that can be Allow profile access before
storage management recovery . . . . . . . _ 1=Yes, 2=No
5 d ire . .. .. L. 1=Yes, 2=N
used before / T T e S pmreel e
storage
management
recovery (IBM
ships 4).

F3=Exit F5=Change privilege Fl1Z=Cancel

. a7/ /002
@knnnected to remote serverfhost 127.0.0.1 using part 1265 4

IBM @server. For the next generation of e-business.

© Copyright 2001 IBM Corporation. All rights reserved. Pages 19-20



iSeries Operations Navigator - Managing Hardware

www.ibm/eServer/iSeries/Oper_Nav

File Edit

View Communication Actions  Window  Help

1 1 =) con PO i
Service Tools User Profiles ARl el S
Each rofi|e Can have d|fferent erIIe eS File Edit Wiew Communication Actions Window Help
[
P privieg B Bl 5 2 B[ @) 5 22 &l ele
Work with Service Tools User Prof|
= EDST Security .
File Edit Wew Commpnication Actions ‘Window Help TUTECDDtiDﬂ, press Enter'z h d 1=l
= =Create =iChange passwor =Delq
| & | % et 3 @ 4=Display S=Enable B=Dis3
Create Serwvice Tools User Pro 7=Change privileges 8=Change description
Service tools|user profile nameEES RIS o] =1of x|
T hoi Ent File Edit Yiew Communication Actions Window Help
ype choices, |press Enter £
Password . | . . . . (B B 2 =2E ] ] 2 S ele
- Change Service Tools User Privileges
) System: S105BMTM
Allow profilg access before Serwice tools user profile name NEWDSTID
storage management recovery .
set P?SSTDrd to expire Type option, press Enter
Description 1=Rewvoke 2=Grant
Option Functions Status
- Mone Revoked
_ Disk units - operations Rewvoked
_ Disk units - administration Revaked
_ System partitions - operations Revoked
_ System partitions - administration Rewoked
_ Partition remote panel key XHHHKHHR 00O Revoked
_ Fartition remote panel key KEXR=EXERX 001 Rewvoked
) L _ Partitian remote panel key HKAxHKMKX 002 Revoked
Fa=Exit Fi=Change privilege _ Partition remote panel key KEHHKKKK 003 Revoked
_ Fartition remote panel key RXeKxRRXEX 004 Rewvoked
. _ Partition remote panel key XHHHKHHK 005 Revoked
5! [Connected to remate serverjhost 127.0.0.1 using por — Partition remote panel key XxxKxXEX DOG Rewvoked
_ Partition remote panel key XHHHKHHER 007 Rewoked
Mare...
F3=Exit F5=Reset F9=Defaults Fl1Z=Cancel
| = a
I1BM (e)serve 63/604
[ [Connected to remate server/host 127.0.0.1 using port 1265 )
R X - . .
Service Tools User Profiles IBM (€ SEYVer iSeries
=10 x|

B B 2% BlE)] =] &% 2 2] el

Change Service Tools User
Service tools user profile name

Type option,
1=Revoke

press Enter.
2=Grant

Functiaons
Partition
Partitiaon
Partition
FPartition
Partition
Partition
FPartition
Partition
FPartition
Partition
Partition
FPartition
Partition

Option
HEHKRHH R
KRRERRRE
HEHKRHH R
KRRERRRE
HEHKRHH R
HEHKRHH R
KRRERRRE
HEHKRHH R
KRRERRRE
HEHKRHH R
HEHKRHH R
KRRERRRE
HEHKRHH R

remote
remote
remote
remote
remote
remote
remote
remote
remote
remote
remote
remote
remote

olol]
jolol=]
010
011
012
913
014
915
016
Q17
018
019
Q20

panel
panel
panel
panel
panel
panel
panel
panel
panel
panel
panel
panel
panel

key
key
key
key
key
key
key
key
key
key
key
key
key
F3=Exit FS=Reset

FO9=Defaults Fl2=Cancel

@Konnected to remote serverfhost 127,000, 1 using port 1265

NEWDS [E| BB o[l

[ F3=Exit

EDST Security
Eile Edit

‘Window  Help

| (%] 2P| & @le

Change Serwvice Tools User Priwvi

Yiew Communication  Actions

Service tools user profile name NEWDSTID

Type option,
1=Rewvoke

press Enter.
Z2=Grant

Functions
Partition
Partition
Fartition
Partition
Partition
Partition
Partition
Fartition
Partition
Partition remote panel key
Fartition remote panel key
Operator panel functions

Operating system initial program load (IPL)

Option
HHERKARE
HHERKARE
HHBRRARE
HHERKARE
EEEE LR
HHERKARE
HHERKARE
HHBRRARE
HHERKARE
HHERKARE
HHBRRARE

021
022
023
024
025
026
027
028
029
03e
031

remote
remote
remote
remote
remote
remote
remote
remote
remote

panel
panel
panel
panel
panel
panel
panel
panel
panel

key
key
key
key
key
key
key
key
key

FS=Reset F9=Defaults FlZ=Cancel

IBM @server. For the next generation of e-business.
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Service Tools User Profiles Privileges
Service Tools User Profiles IBM (&) Server iseries

= EDST Security
Eile Edit Yiew Communication Actions MWindow Help

Change Service Tools User Ele Edt VYiew Communication Actions Window Help

Service tools user profile name . . . . . . ! NEM[E@EIEIEI ech] e Elglﬁl

Change Service Tools User Privile

Type option, press Enter

1=Revoke 2=Grant Service tools user profile name . . . . . . @ HNEWDSTID
Option Functions Type option, press Enter
Install 1=Revoke 2=Grant
Performance data collectaor ) .
Hardware serwvice manager Option Functions
DisplaysAltersDump - Debug
Main storage dump — System capacity - operations
Product actiwity log _ System capacity - administrator

Licensed Internal Code log

Licensed Internal Code fixes

Trace privilege

Dedicated Service Tools (DST) enwvironment
Remote serwvice support

Service tool security

Service tool save and restore

F3=Exit FS=Reset F9=Defaults Fl2=Cancel

Fi=Exit FS5=Reset F9=Defaults Fl12=Cancel

[i=57 [Connected to remate serverfhost 127.0.0.1 Using port 1265 i

[i=5" [Connerted to remate server/host 127.0.0.1 using port 1265

IBM @server. For the next generation of e-business.

Operations Console - LAN Connectivity

IBM @server. For the next generation of e-business.
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Operations Console LAN Connectivity

IBM (&) Server iseries
LCS LAN Connection
New in V5R1MO

— LAN

LANLCS

LAN LCS - PC that connects to an 8xx/270 server using a network.

IBM @server. For the next generation of e-business.

Operations Console LAN Connectivity

IBM (&) SErVer iseries

The main objective of LAN support is to provide a way to
centrally support multiple AS/400s with a single physical
console device.

Local Control System LCS

Cluster/LPARs

IBM @server. For the next generation of e-business.
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| mportant Facts About Service Tools Device Profiles

Service Tools Device Profiles IBM (&) sarver iSeries

= Allows you to authorize specific PCs to act as the console (so not just any PC on
your network can act as the console!).

= Each PC you want to act as a console must have a unique device profile

= Shipped profiles
* QCONSOLE
= Passwords

* QCONSOLE shipped password is QCONSOLE
¢ Changes each time the device profile is used

IBM @server, For the next generation of e-business,

Service Tools Device Profiles

IBM (&) SErVer iseries

Prior to V5R1, part of the security for Operations Console was the physical security (location) of the console.
The client being used as the Operations Console had to be within 50 feet of the serial port on the server.

V5R1 now allows the use of any client connected to the LAN as the Operations Console. In order to help to
protect against security risks, the Operations Console with LAN connectivity uses client authentication. The
effect is that the server asks if it can trust the client. Both the authentication information, as well the
information that is then exchanged between the server and the authorized client, are encrypted for additional
security.

The authentication protocol that is used is called Encrypted Key Exchange (EKE). The AS/400 is shipped with
a default service tools device profile of QCONSOLE with a default password of QCONSOLE. Operations
Console with LAN connectivity will change the password during each successful connection.

When using Operations Console with LAN connectivity, the setup wizard adds the necessary information to
the PC. The setup wizard asks for the service tools device profile, the service tools device profile password,
and a password to protect the service tools device profile information.

Note: The service tools device profile information password is used to protect the service tools device profile
information (service tools device profile and password) on the PC.

IBM @server. For the next generation of e-business.
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Managing Service Tools Device Profiles

Service Tools Device Profiles

= Can only setup through green-screen DST

= EDST Security

File Edit View Communication Actions Window Help

B EE 2% EE= ] % 2 & &e
Use Dedicated Serwvice Tools (DST)
Select one of the following:

. Perform an IPL

. Install the operating system

Work with Licensed Internal Code

Work with disk units

Work with DST environment

Select DST console mode

Start a service tool

Ferform automatic installation of the operating s

[==IEN = ) S

Work with remote serwvice support

11. Work with system partitions

Selection

F3=Exit Fl2=Cancel

IBM (&) server iseries

= EDST Security

Ele Edit Y¥iew Communication Actions Window Help

B BE 2% BE @) s & ol el

Work with DST Environment

Select one of the following
Active serwvice tools
Sustem dewvices
Service tools user profiles
System wvalues
Service tools device profiles
Service tools security data

[ SN

Selection

F3=Exit Fl12=Cancel

[i=5" [connected to remate serverfhost 127.0.0.1 using part 1265

21/008

@kunnacted to remote serverfhost 127.0.0.1 using port 12865 [

4

IBM @server. For the next generation of e-business.

M anaging Service Tools Device Profiles

Service Tools Device Profiles

= EDST Security

File Edit Wiew Communication Actions MWindow Help

IBM (&) SErVer iseries

Type option, press Enter

1=Create ?=Reset password
4=Display fS=Enable
7=Change attributes 8=Change description
Device
Opt Profile Description
QCONSOLE QCONSOLE
F3=Exit FA=Refresh Fl2=Cancel

Bl | 2] Blm)] @] ]t 2| 5] @l

Work with Service Tools Device Frofiles

] 1]
System: S105EMTM
3=Delete
B=Disable
Status
Enabled
10/003
b

Wkunns:ted to remote serverfhost 127,0,0.1 using pork 1265

IBM @server. For the next generation of e-business.
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Creating Service Tools Device Profiles

Service Tools Device Profiles

= EDST Security
File Edit Wiew Communication Actions ‘Window Help

IBM (&) SEYVer iseries

=lolx

Service tools device profile name .

Type choices,
Password

press Enter

Password (to verify)

Description .

F3=Exit F5=Change attributes

& Dz e sle) @ ) 20 o) elel

Create Service Tools Device Profile

MYCOMSOLE

System:

S105BMTM

Fl1Z=Cancel

0B/ 047

[iZ5 [Connected to remate serverfhost 127.0,0.1 using port 1265

4

IBM @server. For the next generation of e-business.

. . . P
Service Tools Device Profiles = EDST Security ]
File Edit Yiew Communication Actions Window Help
= Each profile can have different privileges | % b e 2t & @
Work with Service Tools Dewvice P
- = Type option, press Enter
= 2021 Hectite 1=Create Z=Reset password 3=Delq
File Edit “ew Commubication Actions ‘Window Help 4=Display f=Fnable B=Dis{
Gy 5| o= EI o L Y EI & *?:Change attributes 8=Change description
Create Serwvice Tools Device Profi Device
Mot Prenil-
Service tools Hevice profile nan RS EITES - 13| ]
T hoi Ent File Edit Yiew Communication Actions ‘Wwindow Help
ype cholces, ress nter =
Password % |5 ||@I'&l!ﬁl @'E’.ﬁlﬁ@
Change Serwice Tools Device Attributes
System: S105BMTM
Password (td verifyl Service tools device profile name . MYCONSOLE
Type option, press Enter
Description . 1=Revoke 2=Grant
Option Attributes Status
- Operations consale (LAN] Granted
_ Partition remote panel KKRREKKK 000 Revaoked
_ Partition remote panel HERRRRRK 001 Revoked
_ Partition remote panel RKXKKRRHE 002 Revoked
_ Partition remote panel KKRREKKK 003 Revaoked
v _ Partition remote panel KXKKHKKE 004 Revaoked
_ Partition remote panel KKRREKKK 005 Revaoked
_ Partition remote panel KKRRHKKK 006 Revoked
F3=Exit F5=Change attributes _ Partition remote panel XEXRRKKK QOF Revoked
_ Partition remote panel KKRREKKK 008 Revaoked
_ Partition remote panel KKRRHKKK 009 Revoked
[=7 [Connected to remate serverjhost 127.0.0. 1 Using port — Part]:-t]:-‘:'” remote panel XXRxmREK OLO Revoked
_ Partition remote panel HERRRRRK 011 Revoked
More...
lB‘l s F3=Exit FS=Reset Fl2=Cancel
1 @serve
M (e'serve .
@”Connectad to remote serverfhost 127,0,0.1 using port 1265
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Service Tools Device Profile Privileges
Service Tools Device Profiles IBM (&) Server iseries

o =] |
Fille Edit Wiew Communication Actions Window Help
2% 8] (% 2ot & @@
Change Serwice Tools Device Attributes

Service tools dewvice profile name

File Edit Wiew Communication Actions ‘Window Help

T evake Beram Bl ] | (| ] || (e8| @] @l
Change Service Tools Device Attributes
Option  Attributes Syst
Partition remote panel KXXRRKXX 012 Service tools device profile name . . . . : MYCOWSOLE
Fartition remote panel HXXKKKKK 013
FPartition remote panel ®XXRXXKE ©14  Type option, press Enter.
Partition remote panel KXKKHKKK 015 1=Rewvoke  Z=Grant
Fartition remote panel REXxEKER 016
Partition remote panel KXKHKKWX ©17 @ Option  Attributes

_ Partition remote panel ®KEXRNEN 018 - Partition remote panel RRKKKKKK 025
_ Partition remote panel HHHHHMKK 019 _ Partition remote panel =xXmxERex 026
_ Partition remote panel ®XEERNEN 020 _ Partition remote panel RRKKKKKK 027
_ Partition remote panel HHHHHMKK 021 _ Partition remote panel xxKxKNMx 028
_ Partition remote panel RKEERNEN 022 _ Partition remote panel RRKKKKKK 029
_ Partition remote panel RXEXRKKK 023 — Partition remote panel HRKEHHKK 030
_ Fartition remote panel KERRRHKE 024 — Partition remote panel mHRXHRRER 031

_ Partition remote console HEXKEKKEEE QOO

F3=Exit FS=Reset F12=Cancel — Partition remote console WHHKRHKK 001

Fartition remote console =xXXXKKK 002
Partition remote console MEHHKHKK 003
Fartition remote console =xXXXKKK 004

@”Connected to remote serverfhost 127.0.0.1 using port 1265 Partition remote console XEMNMMMY 005

F3=Exit FS=Reset FlZ=Cancel

EF”Connected o remote serverfhost 127.0.0.1 using port 1265

IBM @server. For the next generation of e-business.

Service Tools Device Profile Privileges

Service Tools Device Profiles IBM (&) SErver iseries
o EDST Security P[] 3

File Edt Yiew Communication Actions Window Help

B DD PR EE] w6 % 28] 8 ele |

Change Service Tools Device Attributes

= EDST Security

Service tools device profile name . . . . @ MYCOM
Eile Edt YMiew Communication Actions Window Help

T ion, E . o= | | =
ype aoption g;gf:ntnter | | EI (w2 m EI &|¢

1=Revoke Change Service Tools Device Attributes

Option Attributes
Fartition remote console =XXXXKKK O0B

_ Partition remote console HHEXKEKKEEK QO7 T 1 Ent
_ Partition remote console XEXKRWKK 008 U?fRDD tﬂﬂa SEESS tn ar
Partition remote console XHKKHHKK 009 =shevoke =GLran

_ Partition remote console HHEXEKKEEE 010 Option Attributes
_ Partition remote console HKxkKHRRE 011 P A
A Fartition remote console HRKKKRRE 019
_ Partition remote console HHEXKEKKEEK 012 - .
A _ Fartition remote console HEXRXHEEK 020
_ Partition remote console HHEXEKKEEK 013 L
s _ Fartition remote console XEXRERKE 021
_ Partition remote console HRKKKRR® 014 A
A _ Fartition remote console HEXKRHHERK 022
_ Partition remote console HHEXKEKKEK 015 .
s _ Fartition remote console HEXRXHEEK 023
_ Partition remote console HRKXKKRR® 016 A
A _ Fartition remote console XEXRKERE 024
_ Partition remote console KHEKKHREKK O17 A
Partition remots console KXXKHRKY ©18 _ Partition remote console MEKHRHKK 025
- Fartition remote console HKRKKKRRE DZB

. Partition remote console MEKHRHKK 027
Fa=Bxit Fo=Reset Fle=tancel Partition remote console KEXKRWKK 028
Fartition remote console =XXXXKKK 029

. Partition remote console MEKHRHHKK 030
W\CunnectedtUrethsservethust 127.0,0.1 using port 1265 [ Partition remote console HXENESXE 031

Serwice tools dewice profile name . . . . @ MYCOMSOLE

F3i=Exit FS=Reset FlZ=Cancel

W\Cunnected to remote server/host 127.0.0,1 using pork 1265
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Operations Console LAN Setup

IBM (&) SEYVer iseries

= Enter the device profile, device profile password, and device profile
information password

AS/400 Operations Console Service Tools Device Information - MYPC |

To safely use 85/400 service functions with a LAN connection you
must specify the following information. This protects access to
AZr00 service functions such &s the consale and remote contral
panel. For more information see the help.

AS00 system service name: MYPC

i~ Service tools device profile information

Service tools device profile for this PC: lli
Password Defaultis
QCONSOLE/QCONSOLE

Confirn passwword:

Miote: This must exactly match what you specify on the AZ400.

~Service tooks device profile information password——————————— Type a password you want to use to protect
Password to access the | the Service Tools Device profile information
service tools device profile
s stored on the PC.
EoRmacs o | *remember this password
as it will be used during the connection
process*

= Back | hlesd = I Cancel | Help |

IBM @server. For the next generation of e-business.

Operations Console LAN Setup

IBM (€ SEVer iSeries
= The device profile information password is used to protect the device profile
password on the PC.

= The device profile password is used for device access control.
¢ Only authorized PCs are allowed access as the console or remote control panel

= CAUTION: If you manually change the device profile password it must be
changed on both the PC and the system.

IBM @server. For the next generation of e-business.
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Operations Console LAN Setup

IBM (&) SEYVer iseries

The service tools device N T ax

profile information must QEEEE!E@ a
be the same on the PC oH e Rere T
and the system.

You must create a new
profile for each PC.

=4 {Corrmcta ko rrats v bost L2201 sergpart 114G

Reset password sets the password to the
profile name in uppercase.

IBM @server. For the next generation of e-business.

Operations Console LAN Setup

IBM (&) SErVer iseries

Service Device information password
is used to access the service e Device g KISSVTEE
device information during signon

G v WO [

T Barbaly it SCEVO0 Bl TUNTins Wil LA oond \_,.
e gty fre dios g infmesson . This prodecis sec
BEACD A MO Sl i B Dbt el b b
Pl P wes rvwTeatin) 5es i el

SECHEiY RS 1YW Y PRI
Wi 1k (EYCH (A DA AR

oo stk - bR ] [ | Cuesi | Hi
sl /
i e ke s s i A
Seviot e s o S e Service tools identification is
:h:?“C what used to be called
DST userlD and password
e T o |

IBM @server. For the next generation of e-business.
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Notes. Passwords For Operations Console

IBM (&) SEYVer iseries

Two passwords need to be entered at the client when configuring for Operations Console which will be
connected over a LAN.

The first password is associated with a service device profile. The default values for the device profile name
and password is:
— QCONSOLE for the service device ID and QCONSOLE for the password.

The second password is the Service tools device profile information password. This password is used to
protect access to the information that you assign in Service device information. The information here is used
with the data provided in Service device information to encrypt the resulting device information data.

The LAN Operations Console code changes the second password in the client at each successful connection
to the server. Thus the encryption key, for each connection over a LAN, is unique.

IBM @server, For the next generation of e-business,

Operations Navigator Service Tools Window
DST GUI!

IBM @server. For the next generation of e-business.
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Operations Navigator Service Tools Window

= |PL to DST and you can still use Operations Navigator for DiskBM @3' SVE Series
Management and Logical Partition functions

Service Device Sign-on  Dixie

B.AS/400 Operations Navig.

Service tools user: ||

Elle Edt Yiew Options Held 3
2 = s Fagaword:
i xeams |

| Environment: My Connections
EI} Management Central (Dixie)

k. I Cancel Help
=B My Connections
=@l Dixde

. . . - G
% Basic Operations B Mesys Manage this server,
- @ ‘Work Management

! Toolbox IBM Toolbox For Java System
? Configuration and Service

3 Open Operations Navigator Service Tools Window
% Users and Groups

S Database @ What is the system name or IP address ofthe service tool network interface to which you want tg
ClE', File Systems I
(& Backup 2

@ Application Development

t (0]34 | Cancel |
-, AFP Manager

@l Localhost

[l Mesys

@l Toohox

E nvironmen
! Add a connection @ Instal plug-ing
! Change all of your server passwords

(@ Install additional components

|1 - 4 of 4 objects [

@D Open Operations Mavigator service tools window
¥ 2 Help for related tasks

IBM @server. For the next generation of e-business.

Operations Navigator Service Tools Window
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B Operations Navigator Service Tools - S400b

=10l x|
File Edit Miew Help
BEEXESGS

IU minutes old
S/400 Operations Mavigatar 5400h: 5400h

ElCZ) 5400k MName | Description

- Disk Units & Disk Units Manage disk units, disk pools, and towers.
€ All Disk Units B Logical Pariions  Configure and manage logical partitions
!? By Lacation

P Tower Fri1 Disk Units
&9 Disk Poals

& Disk Poal 1

i @ Monconfigured Disk Units
“f Logical Partitions

Rl |

| 2

|1 - 20 2 ohjects

IBM @server. For the next generation of e-business.
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Overview

IBM (&) SEYVer iseries

® Setting up to access hardware functions

® Service Tools Security
e Service tools user profiles
e Service tools device profiles
* Operations Console LAN connectivity

® Operations Navigator Service Tools Window
® Disk Management
® Logical Partitions - LPAR

® Hardware Inventories

e Configuration and Service Folder
* Management Central Inventory

® Where to get more information

IBM @server, For the next generation of e-business,
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