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Our goals

* Modernize the user interface
* Leverage the latest user interface technology

* Easy administration of systems in a network
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Operations Navigator Adds Ease of Use
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Operations Navigator Makes Users Productive

* Lists of objects give rich information

* Customized views (Include, Columns, Sort)

¢ Desktop shortcuts to frequently used functions

* AutoRefresh, list print, find in list, drag and drop capability

* Management Central--manage multiple systems as easy as one

Printer Output - Include

only what they need

° Application Administration
> Provides runtime access
restrictions to OpNav (and
other) functions

° Client Access Express
policies
= Prevent install or running
Operations Navigator
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Plug-in Support

® Allows anyone to add their own
applications to Operations Navigator

® Use Client Access Install to
distribute your application

® Plug-ins can be written in Java, C++,
or Visual Basic

® Documentation and sample
application in the
Client Access Express Toolkit

For more information visit:

iIbm.com/eserver/iseries/oper_nav
Use Plug-in
Support to add
your application
to Operations
Navigator

Additional Information

® Operations Navigator website:
* Visit our home page at www.iSeries.ibm.com/oper_nav

® Redbooks (www.redbooks.ibm.com):
® Managing AS/400 V4R4 with Operations Navigator, SG24-5646-00
® Management Central: A Smart Way to Manage AS/400 Systems, SG24-5407-00
® AS/400 Client Access Express for Windows: Implementing V4R4MO, SG24-5191-00

® [Series Information Center
* Repository of iSeries and AS/400 documentation. Installed locally via the Information Center
CD, or accessed on the Internet at  www.iSeries.ibm.com/infocenter
® Technical Studio for AS/400: Operations Navigator Workshop
¢ Technical Studio contains technical information on topics such as Client Access, Operations
Navigator, Web Builder's Workshop, Domino for AS/400 and more. The information for
Operations navigator can be accessed at:
www.as400.ibm.com/tstudio/opsnav/guiframe.htm
® INFO APARs
° Available at our web site, these will have information on known problems and PTFs required.

® Client Access information
® Available at www.iSeries..ibm.com/clientaccess

© Copyright IBM Corporation 2000. All rights reserved. 7-8
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IBM @ server i Series 400 and AS400e

Getting Started

What Functions are Included

IBM @server. For the next generation ol e-business.

V4R4 Enhancements

® New Connections GUI

@ NetServer Integration and Ease of Us

¢ Direct File and Printer share management
¢ List of File Shares

o File System

® Create/delete/rename folders and objects
® Cut/copy/paste and drag/drop to AS/400s or PC

o Database

¢ Create, save, run SQL Scripts

¢ Complex object support (large objects, datalinks,
user-defined functions)

® SQL Performance monitor

o TCP/IP

® Virtual Private Networking
® More connectivity options for IP interfaces and PPP

@ View and Manage Server Jobs
@ Support for Java and Visual Basic plug-ins

@ Application Administration

¢ Plug-ins supported
¢ Client Access Express functions

© Copyright IBM Corporation 2000. All rights reserved. 9-10
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V4R4 Management Central Enhancements

@ New Look
¢ Better integrated with the rest of Operations Navigator

® New Functions

® Remote Operations ‘ Central System:
* Inventory Collection VAR4+
° Manage Software Fixes e
¢ Package and Object Distribution -
® Performance Collection Services Operations
® Job Scheduler GUI Navigator
@ Base Functions
¢ Multiple System Management Endpoint Systems
® Manage using System Groups gl'larffuomgnncseexcept
° Real-time Performance Monitors Monitor require
o Plug-Ins 0S/400 V4RA+

® IBM Advanced Job Scheduler

@ Operations Navigator
¢ Performs one operation to one AS/400 system

® Management Central

® Performs one operation to multiple AS/400 systems
° Graphical client talks to central system, then central system fans out request to other
systems

V4R5 Enhancements

® Disk Unit Management
* Add disk unit wizard
* Properties, status, capacity, location

@ Database enhancements
¢ Visual Explain
* Table enhancements -- view locked rows, table description (DSPFD) deneal| tas | canann Lossion |
* View SQL for a job Tower
® Integrated Netfinity Server Management Disk uni pasilion.
* View Windows servers, status, & properties Camtmlar
® Management Central enhancements 15 prcs s

* New real-time monitoring metrics

* CPU Utilization (Interactive Feature)

* CPU Utilization (Database Capability)

* CPU Utilization (Secondary Workloads)

ﬂ]\"isual Explain for SELECT QQJFLD. QORDBN. AQ5YS. OQJOE. QQUSER. QQJNUM. 0Q19. QRUCH]

File View Actions Help

B Al ¥

Attribute | Yalue
ﬁ Tahle narne, base table name, in..
eI R D Narme of Table Belng Queried Q760000063
Lihrare nf Tahla Baina Cluariad OGPL
% Index Scan - Key Positioning 260000053

ZGO0B3X2
,ffg) Estimated Processing Time 1 GPL

Estimated Rows Selected 2 PZGO0GIXZ

Temporary Indesx Estimated Entries Using Key Positioning 3

é} SIS T FTI TS STy T AT T

Estimated Processing Time 1
Estimated Cumulative Time
;5 i Total Rows in Table i)
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* Requires a V4R4 central server
** With OS/400 PTF SF51676

Functions Available by OS/400 Release

VARSMO

Function Description VAR2 VAR3 VAR4 VAR5
Management Central Manage groups of AS/400 systems X X X
Performance Monitor Monitor AS/400 performance X X X
Commands Run and save commands X X
Packages Create, save, and distribute objects X X
Hardware / Software inventory Collect and display inventory X X
Scheduling Schedule Management Central tasks X X
Fixes Inventory Mange software fixes (PTFs) X X
Collection Services Collect performance data X X
Basic Operations X X X X
Messages Work with AS/400 messages X X X X
Printer Output Work with AS/400 printer output X X X X
Printers Manage AS/400 printers X X X X
Job Management X X X X
Jobs Work with AS/400 jobs X X X X
Server Jobs Work with Server jobs X X
Configuration and Service X X X X
Hardware Inventory Display the hardware on the AS/400 system X X X X
Disk Management Display disk unit status and properties, add units, X X
Disk unit status, capacity, add disk unit capacity balancing formatting X
Software Inventory Display the software for the AS/400 system X
Network X X X X
Internet applications Access AS/400 Internet applications X X X X
Point-to-Point communication Manage AS/400 point-to-point communication X X X X
TCP/P Setup Set up and mange AS/400 TCP/IP interfaces X X X X
Server Management, including Set up and monitor AS/400 server applications X X X X
DNS, DHCP, AS/400 NetServer, X X X X
NFS, DCE, Directory server (LDAP) X X X
IP Security Setup and manage IP Security X X X
VPN Setup virtual private networking X X
Windows Server (Int. Netfinity Server) X
Server Management Start/stop Windows servers, status X
Security, including X X X X
Security Policies Maintain AS/400 security and auditing policies X X X X
Security Configuration Wizard Configure AS/400 security X X X X
Users and Groups Manage AS7400 users and user groups X X X X
Database DB2/400 Administration X X X X
Tables, views, journals, indexes, aliases Manage DB2/400 objects X X X X
Run SQL Scripts Create, save, and run SQL scripts X X X X
SQL Performance Monitors Collect and view SQL performance data X X** X X
Complex objects, procedures, functions Work with DB2/400 complex objects X X
Visual Explain Visual description of queries X
File Systems X X X X
Integrated file system Work with the AS/400 integrated file system X X X X
File Shares List and work with AS/400 NetServer File Shares X X
Multimedia Store and share multimedia data on the AS/400 X X X X
Backup Schedule backups of AS/400 data X X X X
Application Development Work with AS/400 application development tools X X X X
Plug-in Support (C++) Add new functions, enhance shipped functions X X X X
Support for Java, Visual Basic plug-ins Create plug-ins in Java or VB X X X X
Control user's access to application functions. X X X

Application Administration

IBM @&

IBM @ server i Series 400 and AS400e

Getting Started

Packaging and Installation

server. For the next generation of e-business.

© Copyright IBM Corporation 2000. All rights reserved.
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Packaging
® 0S/400 releases and corresponding Client Access releases:
0S/400 Version | Client Access Version | Client Access Product
V3R7 V3R1M2 5763-XD1
V4R2 V3R1M3 5763-XD1
VAR3 V3R2MO 5763-XD1
V4R4 VAR4AMO (Express) 5769-XE1
V4R5 V4R5MO (Express) 5769-XE1

@ Operations Navigator is an optionally installed component of Client
Access for Windows 95/NT and Client Access Express for Windows

® For V3R7-V4R3 systems, it's available by installing
Client Access for Windows 95/NT (5763-XD1)

¢ Use the Client Access CD, the Operations Navigator CD, or for V4R2 and later install from
the AS/400 using NetServer

® For V4R4 and V4R5, Client Access Express for Windows is shipped
with OS/400
¢ Install using the Client Access CD or NetServer

® Does not require a Client Access license

® As of V4R4, enhancements to Operations Navigator are delivered in
Client Access Express only

Install Starting in V4R4

e Operations Navigator components are selectively installable

® Basic Operations installed with Client Access Typical Install (Messages,
Printer output, Printers)

@ Additional components installed using Client Access Custom Install or
Selective Setup after install

Tppe of Installotios

Slac the e of mlaliskon by preaseg ore of be buions
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== Wrabals requaesd progeenes s v
= conpanents [LiCeme repaed)

Component Selection [ x]

Select the components you want ta install

rﬁn uwe-d and B0 Display

bl ' [Components Size| License Required &
it A e Express Required Programs

Express Optional Components
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Operations Navigator Base Suppart
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Job Management

=

Fﬁ | LCigion
o rap Telact wehich Sanponenis fo indal
& Toeel oo s pre-rebecisd |

| Ful
Eﬁ Iretalk sl comporants. |Lican mgused)

System Configuration
Network

Security
Vleoer i Rec i,

-
4 »

92575 K. disk space required, 496688 K. available on D:

Help | < Back I Hext > I Cancel |
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© Copyright IBM Corporation 2000. All rights reserved.

www.iSeries.ibm.com/oper_nav

15-16



Operations Navigator - Advanced www.iSeries.ibm.com/oper_nav

IBM @ server i Series 400 and AS400e

Important Functions

Management Central

IBM @server. For the next generation of e-business.

Management Central Basic Concepts

® You can have one or more central systems in your AS/400

network; from within Operations Navigator you use one at a
time

® AS/400s connected to the central system can be managed;

these are referred to as Endpoints

® The central server gets a request from the Operations Navigator PC and fans it out to the
targeted systems

¢ Status and any results flow back from the endpoints to the central server

* The Operations Navigator PC gets status and results from the central server

® Tasks can be long-running or scheduled, PC is not required to wait for tasks to complete

® Endpoints can be collected into System Groups for
convenience
© Can operate against a group with one request

® Functions available

¢ Real-time performance monitors (available in V4R3)
* Remote Operations

* Inventory Collection

® Manage Software Fixes

¢ Package and Object Distribution

¢ Performance Collection Services

® Job Scheduler GUI (integrated with the above)

© Copyright IBM Corporation 2000. All rights reserved. 17-18
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V4R3

Integration with Main Window

£ AS /400 Dperations Mavigator

File Edit “iew Options Help

¢ Itincluded only real-time performance monitors
® Now all MC functions are available in the main window; functions
are available under the Management Central folder and in the rest
of the tree where appropriate

® Management central was launched into a separate window in

e e SlEs]

1 minutes old

| Central System: Asd400a
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Create Shartcut

User refarences
Application Administration
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@ Job Management

* Configuration and Service
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Task Activity whork, with active tasks and view detailed status.
T2 scheduled Tasks Wiew and work. with scheduled tagks.
Dehn\tlons Create and manage definitions for highly used functions.
Monitars Collect and view real-time performance data on A5/400s.

B 45,400 Endpeint Systems
(B! 4.5./400 System Groups

Create. delete. and manage 45/400 endpaint systems.
Create. delete, share. and manage 45 /400 endpoint systems.

Defining Endpoints

€ AS /400 Dperations Navigator
File Edit View Options Help

® Endpoints can be discovered with TCP/IP or entered manually

® Available to all Management Central users

3] 25| AIEls

| Central System: Asd00a

= (i} Management Central [Az400a)
: E Task sctivity

@ Scheduled Tasks

- Defmltlons

ty A5400 Connections
B Asd00a

-l As400c

Creates a new endpoint system.

1 [=]
2 minutes old
| Management Central [4:400a): AS/400 Endpaint Spstems
Endpoint Systern | Release | Diescription | B
Az400a wédidm0
B asan0n
B asanoe wdrimil [}
B asa00d wdrdm0
Bo-.
Explore wdrdmi
Qpen war3m0
Create Shortcut
Dizcover Systems... wlrdml
wdrdml
Froperties =l
4
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19-20



Operations Navigator - Advanced

www.iSeries.ibm.com/oper_nav

System Groups

® Groups can be created out of Endpoints to contain any subset

of endpoints you desire

® Groups can be shared with other users, but are not shared by

default

Hew System Group

43 AS7400 Dperations Navigator

Fil= Edit Yiew DOptions Help

gt = i |

| Central Spztem: Azd00a

| M anagement Central [Asd00a); «

= EI,‘, tanagement Central [A:400a)
B Task Activity

Ll m Groups
My A5400 Connections

Explore
Dpen
Create Shortcut

Froperties

Creates a new zystem group.

General I Shating |
M arne:

Description:

Available systems:

Owirer:

Sharing:

Selected systems:

Asdl0a = Asd00a
B ssanob
B acanne M
B ssan0d
_! Hsd400a L
B sa006

General Sharing |

" ReadOnly

 Ful

System/Endpoint Menus

® Systems and Endpoints all support the following menu options:

® Inventory

® Event Log

® Fixes

¢ Collection Services
° Run Command

@ AS /400 Operations Navigator M[=1E3

File Edit ‘iew Options Help

=[O =N =

|La$l changed: 2/22/33 3:00 P

| Central Spstem: Asdl0a

| M anagement Central [hed00a): Taszk Activity  Started by WD

= (if M anagement Central [4:400a]

F

E Asdl Explore

B s Deen

Application Administration

Collection Services
Flun Command..
LDiizplay Emulator...

Task | Type | Stabus | Systerns and Gro... | Description
R wrksyssts (3] 2] Command  Failed on 2 of 3 spstems CommonS pring39 =
Scheduled Tasks ioload Col Exploe ’ %:2:’“’
(=] Definitions =
Maritors @‘ fvwksyssls 2 Coi - DOpen Application Administration
il . jbest Col Application Admiristration ([Firlian
_! A5/M00 Endpoint Systems L . - 1
AS /400 Spstern Groups E 1 L‘P Event Log

My AS400 Connections e Zod

Fixes

. re and Update... C
Install... Run Command.
Clean Up... Display Ermulator...
Advanced 4

tart Collecting...
Stop Callecting...
Status

Create Desktop [con
Verifp Connection...
Delste...

Send Message...

van[ |__g Search... Cle:ate DesktoP lzon
Fires »  Expot... “Yerify Connection..
Collection Services Delste...
AL o Send Message...
Dizplay Emulatar. .

Properties

Create Desktop lcon
Yerify Connection. .
Delete..

Send Message...

Froperties

© Copyright IBM Corporation 2000. All rights reserved.

21-22



Operations Navigator - Advanced www.iSeries.ibm.com/oper_nav

Main Folders: Task Activity

® Task Activity folder keeps arecord of long-running tasks
* While running and completed

® Can see detailed status of the request by system, start new tasks based on atask, or
delete the task

® |Include dialog can be used to include by user, type, or status

® Columns dialog can be used to add/remove and reorder columns in the display

A3 AS7400 Operations Navigator

File Edit “iew Options Help

| ®| x| @2|E S [ Last changect 2/22/33 05:03 FM

I Central System: Az400a tdanagement Cential (424002 Task Activity  Started by: VD
E-EI% htanagement Central (A2400a] 21| Task | Type | Status | Systems and Groups
Task Activity Command Faledon2of 3... CommonSpringd3
-T2 Soheduled Tasks Cormpleted As400B
-[E Defintions 0
Command Stop...
@ Package Start Based On...
Monitors Delete.
I:I--_! A5/400 Endpoint Systems e
[+ -'iﬁ: A5/400 System Groups Froperties

45400 Connections

Azdla

B Basic Operations

@ Job Management

E Configuration and Service

™ Users and Groups
[ Database

2 File Systerns
H-3% Mulimedia

el Baclin

Main Folders: Scheduled Tasks

® Scheduled tasks keeps track of tasks that have been
scheduled

® Can view the schedule, create a new task based on a

S C h ed Q.A.I‘M?Jﬂ l_i-pel-a.li.:.n-. Na.‘iga‘ln.‘

File Edit “iew DOptions Help

& ||E, > | @ll @l 0 minutes old

| Central System: Az400a | Management Central [4:400a) Scheduled Tasks  Scheduled by: All
E-II.} Management Central [As400a) =1 [ Task | Type | WhentoR... | Mext Run | Systems and C
<l Task Actiity wirkepsste [3) Command D aily 2/22/9303:00:00 P Common pring
- @ SEthjlﬂEd Tasks Iwdpack Send Files Once 2/22/00 06:06: 40 PM  Common pring
== Defiritions ﬂ Start Collection 5 ervice MM e Mree 24537 01:08:03 P As400a
-[F@ Command View Schedule. ._
- lﬁ Package S
. __ Monitars Start Based On.
&1 457400 Endpoint Systems Delete..
-8} 454400 Systern Groups e,
=-Hf My 55400 Cornections Properties
B As400a

-5 Basic Operations

@ Job Management

? Corfiguration and Service
T Metwork

A8 Security

[=-#® Users and Groups

[ Database

-2 File Systerns

{@ Multimedia

- Backup

@ Application Development
- As400b =[x J

Displays the current schedule information for the selected item.

3 L
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Main Folders: Command Definitions
@ Commands that you want to execute repeatedly on systems
in the network
. Can be S h ared New Command Definition EHE
. . General IDDtiUnsl Shalingl
File Edit “iew Option: Help Name:
Xl @ | s| Descriptian: IDE“hI Backup program
| Central System; Asd00a | Definitions: Command  Owner: Al
= (I} Management Central [&s400a] Definition | Description et
E Task Activity diive cpu
- Scheduled Tasks dhive cpu call mylib/daybackup =
G- Definitions
B
@ Eackage i otk with active
/A Monitors Open N \work with syst
_! A5/400 Endp Create Shortout K Ok vt spster
- A5/400 Spste
=88 My 45400 Conne: -
-l 454002 Ficperties
= izjggg Check Syntax Previous Commands...
[0]:4 I Cancel Help
4 ] |
Creates a new command definition i
Main Folders: Package Definitions
® Packages of objects that you want to send systems in your network repeatedly
® Can be "snapshots" (captures and packages the objects when the definition is
created)
® Can be logical packages (the current versions are always distributed)
® Objects from QSYS.LIB can not be mixed with other integrated file system objects
®
Can be Shared Mew Package Definition EE
ASUpelais Naiatol General | Oplions I Acliunsl Sharing |
File Edit “iew Options Help
% | @ll ® Mame: IDpnav WebSite
| Central System: Az400a | Definitions: Package Owner: All Diescription: IHTML far the IBK Oph aw web site
E-EIE htanagement Central [4s400a) Definition Snapshaot | =
TEL Task Activity bob blitz 47 /05YS.LIBAQLY S Jecsoca d
T2 Scheduled Tasks (5? Copy of mmsnap3 Selected files and folders:
oy tens % fedpack . Source Path |Target Path = Add...
= Iong::lt s /OS5, LIBlindt (21 fjoe's stuff fjoe's stuff
Explore Remowve |
snp copy
- M AS/M00End . Open
_! AS/400Syst Create Shorteut :;zmuu 3 il
R L e
+ As400b e -Lb/murf
g A;UUC Frapetties sSNAPTE Iasysliblindber
[V Create snapshat IVE!SYS.LIBJDUSHSYS.LIEJDpnavWebSLFILE
4] 0K I Cancel Help
Creates a new package definition. ;
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Main Folders: Monitors

® Real-time performance monitors

¢ Can set thresholds and specify automated responses
° Automation can be triggered when metrics go above threshold or below reset points

* Save up to 24 hours worth of data (PC does not need to be connected)

File Edit “iew DOptions Help

*E|%f| g’“l D|© X|| El @||Q Last changed: 10/20/200012:18 P

| Central System: |zeries2 | tanagement Central [|series2): Manitors
E-EI.} M anagement Central [lsenies2] | D escription | Spstems and Groups
Il Task Activity B 1 threshold iggered iSenies], Senes2
@ Scheduled Tasks
-[El Defintions L
LA Moritars Flle ¥iew Graphs Help
_B 457400 Endpoirt Systems o o
; i A5 /400 System Groups LIQI EI LI
B iy A5400 Connections Status: 1 threshold tiggered  Systems and groups: iSenies]. iSeries2. Groupd
=@ lseries] —— CPU Utilization [Average] - [12-15:57 PM_ 9.00] on iSeries2
- Iseries? CPU Utilization [Average] - Percent Busy |
100 mmmﬂ
GZDASOINIT
80 QPMACLCT
T CFINTO
€0 IPRTRO0012
40 IOSTATSTAS
OYPSSAY
20 QYPSPFRCOL
seegpsa [ T T | oo
1215FM 1216 1217 1218 1213 s
[1-20f 2 object(s) Al i G|
= CFINTOZ
== CFINTO4
SK-ASCO04
Disk Storage [Maximum] - Percent Full ] RMTMSAFETA =l
100 000 7O Z00 300 400 500 600 7.00 K]
Percent Busy
T & QPADEYODOY [8.33])
50 Property Walue =]
A0 Sequence number 150
Migsed interval N

IBM @ server i Series 400 and AS400e

Basic Operations & Job Management

IBM @server. For the next generation of e-business.
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Basic Operations and Job Management

® Covered in the Operations Navigator overview session

® Basic Operations
® System Messages
® Printer Output
® Printer

3 AS 7400 Dperations Navigator
File Edit “iew DOptions Help

‘JOb Management !I %llal = @ll@l 1 minutes old

°
JObS I Environment: My 25400 Connections | My A5400 Connections

© Ser\/er JObS :!it Management Central [|series1) Mame [ Signed On User [ Desciption

S8 Pty A5 400 Cornections B lseriest WD Manage this A5/400,
2 B Jseries! B Iseries2 Marags this AS /400
=-¥5 Basic Operations

Messages

£ 7 Printer Output
% Printers
=-ER Job Management
-ty Jobs

: @ ServerJobs

- B® Configuration and Servics
Ly Network

-8 Secuity

- Users and Groups
-3 Database

-2 File Systems
-3 Mulimedia
[z Backup

[H- @ Application Development
Bl lseries2

For Help, press F1

IBM @ server i Series 400 and AS400e

Configuration and Service

IBM @server, For the next generation of e-business.
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Hardware Inventory
® Hardware Inventory
* Comparable to the Display Hardware Resource (DSPHDWRSC) command
* View hardware and its properties
&3 AS 7400 Operations Navigator 9 =] 3
File Edit “iew Options Help
A mevies
I Enwiranment: My A5400 Connections I Iseries1: All Hardware
:!If tanagement Central [|zeries1) =1 | Resource | Status | D escription =
=Bl My 45400 Conrections AaCel2 Operational Comm Processor
Iseries] e Lind2 Operational Comm Adapter
"5 Basic Operations e Cmn02 Operational .24 Port
@ Job Management e Cmn03 Operational W 24 Port
¢ Lind3 Operatianal Comm Adapter
o i " /f’,cf Cran04 Operational W.24 Port
P /f’,df Cran05 Operational V.24 Port
Fommnizations % Lin04 Operational Comm Adapter
System Adapters /;‘ | P N P!
LM Resources /f:( Cmnl& Dpelal!omal .24 Part
Warkstation Resources T Cran07 Operational V.24 Port
Processar Information g Cem Operational Comm Processor -
Cryptagraphy Resources 4e Lind1 Operational LaM Adapter
Optical Units 7 Crn1 Operational TokenRing Port
-2 Tape Units 4z Lin05 Operational Wirtual Controller
[e-g? Disk Units A L3 Operational Comm Processor
[+ @ Saftware lnventory 4e LinlG Operational LAM Adapter
[]"'@ Fires Inventary /f’,cf Cran08 Operational Token-Hing Port
ﬁ Collection Services /f’,df LinO7 Resource not detected  Yirtual Contraller
i3 MNetwark B cem Operational Commn Processor
gl Securiy Q‘ CHO3 Operational Wirtual Controller
(- Users and Groups B ooz Operational Commn Processor
E_EE; Ei;aetaSTsf:ms 2 e Resource not detected  Wirtual Controllsr
[]"'55 Multimedia Bwisnz Operational ‘wiork, Station Processor
[]__ Backup g o Dpelaliuﬂal Yok, Slaliun Cantraller
_]@ Application Develapment =l %‘WSD‘I Operational | ‘w/ork Station Prucessur;rl
[ [1-24 of 54 ohject(s) I y

Disk Unit Management

® One place for all DASD info and tasks

. . . . . # Dd006 Properties - RchasdDd [==]
® Location information via plctures!
General | Status | Capacity Location |
A3 AS/400 Dperations Navigator
File Edit View Options Help Tower: 114
El_l @ [ Disk unit position: K4
I Enwironment: My 457400 Connections I Rchasdld: Al Disk Lnits Caontraller: 4
+.55 Basic Operations =l Disk Urit [ Status | Capasity | Free Space [ Ri MO processaor: 3
£8 Job Management &Dd03E  Acve D5GE  40GE 2.
=1-8® Configuration and Service &P0d036  Active 9EGE 40GE 2,
= & Hardware Inventory P0d034  Aotive SEGE 40GE 2
! g Al Hardware @DdI33  Active SEGE  40GE 2
g”mm“’;';a“m €P0d032  Active  42GE 1.9GE 2,
vstem Adaplers Q@DdU3 Active 42GB 19GE 2,
LAN Resources DdI30 Acive 42GB 19GB 2
m Workstation Resources . ) .
& Frosessornfemation €Dd029  Actve 42GB 1.9GB 2
B, Cplography Resouices | ||©/D4028  Aclive 4268 1.9G8 2
Optcal Urits €Dd027  Active 42GB 1.9GB 2
=) Tape Uirits €)Dd0Z5  Actve 42GB 1.9GB 2
=16 Disk Units &Dd02s Active  4.2GB 1.9GB 2
& Al Disk Urits €)Dd024  Active DEGE  40GE 2
By Location @DdDZE Active  BEGB 4 0GB 2
Disk Pools @Dd[l22 Active  BEGB BEGB 2
Monconfigured Disgk U™ [€2Dd021 Active BEGE  BEGE 2
#-{ Software Inventary €)Dd020 Actve BEGE  40GH 2 Front
Fises Iventory. ©DdNg  Acive BEGE  40GB 2 ol
- Collection Services @DdNN8  Active BEGB  40GB 2
b g Metwork &IDd017  Active BEGE  40GB 2 ol | Cancel | Help |
{8 Secuiy &IDd0IE  Active BEGE  40GB 2
R gsf'ia”d Groups DdME  Active BGGB 40GB 20 MB 0% Unpiotscted  Not compressed
g ?@f psbase DdM4  Active BGGB 40GB 20 MB 0% Unpiotected Mot compressed
s 5 Vi F:B din @DdN3  Active 86GE 40GE 20MB 0% Unprotected Mot compressed
( N [ _l;l ?dez Aclive  BEGB 4 0GB 20HMB 0% Llnpllnlecled Mat compressed hd
‘ B |_I
11 - 24 of 35 objectfs] [ 7
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Disk Unit Management

® Disk Management GUI supports:

* View of all disk units, or units by tower, disk pools, or all non-configured units

* Add Disk Unit via wizard

* Format non-configured disk units

¢ Scan surface

* View properties of a disk unit: Status, capacity and lo

Application Administration - RchasdOd

® Note: To see the Disk Units
folder in Operations

Select the functions ar applications available to users.

A5./400 O perations Navigator | Client Applications  Host Applications |

cation

Function

|Default Access |&l Object Access  |Customized Access | =

Navigator, a security
administrator must allow it
to be used

® The Host Applications tab in
Application administration is
where specific users or
groups, or profiles which have
all object privilege can be
granted access to the disk unit
functions

EH

Operating Systemn/400
Semvice

{271 Disk units
1] Service hrace

s

Remave Custamization

Customize

Applications | Ok I Cancel | Help
® Displays the AS/400 software inventory
° Equivalent information to Display Software Resources (DSPSFWRSC) command
¢ Supported Products folder contains products supported on other systems in your network
3 AS 7400 Dperations Navigator
File Edit “iew DOptions Help
3|E| s | Orinues o
| Environnement #1 | Sysl: Installed Products
E‘. AS5/400 Systems 1| Product | Option ‘ Release ‘ Description E
@ Syl [#) 57eaa3s  oooo VARIMO A5 /400 Licensed Intemal Code
25 Basic Operations E 87691 0000 WAR3MO Operating System/400
68} Job Management [#)57eass1  oom VARIMO DS/400 - Extended B ase Support
=8 System Configuration #5731 0002 VARIMD  DSAM00 - Drlasiciooioe
i Hardware Inventary [#l5reas1 0003 VARAMO e | 5769551 Properties - Sys1 EE
=B %f‘xl"‘s ";"BTW #5763t 0007 VIRIMO 05/400-Ey
C€I I.--r-l- ,r - (¥ 57egss1 D008 VARIMD  DSA400-Af
[#)57eass1 D003 VARIMO 0300 F
e’ Net§k5u°°°"5d Froducts [#5meass1  omz2 VARIMD D500 Hi Froduct identification: 5789551
508 Secuity [#5meass1 003 VARIMO D300 5 Froduct option 0000
[].. Users and Groups E 576351 D074 V4R3MO 057400 - GI Software feature: 5050
- Database [®)578ss1  Dm5 VARAMO D500 - T Sy et s Bk
a2 File Sypstems (#5761 o016 V4R3MO 054400 - Ul Software ibrany: [svs
[]---{@ tultimedia E 5763ss1 D07 WAR3MO 057400 - Pr Primary language identification: 2924
-] Backup [®578ss1  Dma VARIMD D500 - M
(-8 Application D evelopment E 5769ss1 0021 V4RIMD 057400 -
G- B Sys2 JEa
\1 - 16 aof 91 object(s) \
Ok I Cancel Help
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Fixes Inventory

® Allows you to see and manage fixes on this server
¢ |nstall, install permanently, Uninstall, Clean up (delete save files and cover letters)

* Not real time data; Fix inventory needs to be collected periodically
> Use the Inventory menu option on a system to collect or schedule collection of fixes

* Fix tasks are also on the System, System Group, or Endpoint popup menu

57400 Op ng Mavigator 9 ] 3
File Edit View Options Help

BlE @2(E 9| Lt collscted: 3/13/2000 5:28 AM

| Environment: My A5/400 Connections | RchazdD: B7E3ss1
Il} Management Central [Rchasd0d) =1 Fix I Statuz | Release | Save File | Cover Letter | Last Changed =l
E1-B8 My 45/400 Connections @150 Installed whBmi) Mo Ha 3/5/2000 5:37.51 PM
B Fcha @ SE1190 Superseded wdi5mi) Ho Mo 3/6/2000 5:19:12 PM
Pehasdd Lot 415mml) N N 242742000 75353 PM
Bg Basic Dperations w [EayerLetter e " "
{3y SFE126 i) Ha Ha 341242000 507 53 P
ggbﬁanaseme"‘; .y @512 (el WiEmD Mo No 2/24/2000 13409 A¢
onfiguration and Service 561320 Cleanl varmi Mo No 3/5/2000 5:19:15 PM
Hardware Inventory
5 Software Inventory 356132 B e MNa 3/E/2000 51315 PM
) (y5iE133 Uninstal Na 357200051915 PM
7y Fixes Inventory ]
() Al Fies @sei Install Permanesly No 3/5/2000 5:13:15 PM
&, 57001 @satag AT AT Mo 34342000 1:40:29 AM
{4, 5716cu S35 Properties wBm0 Mo Na 2/24/2000 1:34:03 &
| & siEas wiBm0 Mo Na 3/12/2000 5.07.54 P
731
@) F7E9999 (& SE1359 Installed permanently  wdiSm0 Mo Mo 2/28/2000 73812 AM
@ B7ESchl & 561380 Installed permanently  w4rSmid Mo Mo 2/24/2000 4:54.58 AM
-4, BPEAE @y siEtam Installed whiBmi) Mo Ho 3/5/2000 53751 PM
[, 5769cx5 @S Supeseded i) Ha Ha 3452000 51915 P
[k, 5763dp3 (& 5fE1385 Irstalled wdrSm0 Nion No 3/5/2000 5:37:52 PM
(44, 57631 (35661386 Installed wdrsmil Ha No 3/5/2000 5:37:52 PM
hstalled permanently  w4rbmi o [} <00
(e, 5755pw1 Bysie1387 Instalied Iy iS5m0 N N 34172000 1:00:34 &M
(g, 5783qu1 ASE1389 Superseded At Mo No 3/5/2000 51915 PM
{8, 57851 @SEI390 Superseded WS Mo No 3/5/2000 51312 PM
[#, 5763ss1
""g 5?585; BSE1393 Installed wBm0 Mo Na 3/5/2000 5:37:56 PM
= 3 @] SfE1394 Superzeded warSmD Mo Mo 3/41/2000 1:00:42 An

Collection Services

® Collect performance data for later detailed analysis

¢ Set start/schedule/stop collection, set collection options, move data into database files
* Data can be analyzed by Performance Tools/400 licensed program

3 AS/400 Dperations Mavigator _ O] x|
File Edit “iew Optionz Help

M@I EI 5 minutes old

I Environment: My 45 /400 Connections I Fichasdl: Collection Services
I @ Scheduled Tasks [ Collection Name I Status | Started | Ended |
Definitions 2520040714 Cycled 10/18/2000 12:40:16 & 10/18/200012:44:28 AM

= -- Monitars
1B 45/400 Endpoint Spstems
A5./400 System Groups

by A5/400 Connections

B Rcha

B Fchasdd

Y5 Basic Operations

@ Job Management

=8 Conliguration and Servics
- Hardware Inventon
@ Saftware Inventory

+) Fixes [nventory

282004428 Collecting 10/18/2000 12:44:28 AM

1L Metwork, Explore
=-88 Secuity Open
- 4§® Users and Groups Create Shortcut

- Database
52 File Systems

-4 Mulimedia Sl Cilletiig
=1-{&d Backup Cycle Collection Mo
[+ @ Application Developme ————————————————————
- Fchasd3m Properties
- Fchasd?m
- Rohasduk
-l Rohasrth
B Rehesilt 5] B | o

Starts Collection Services
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Network

IBM @ server i Series 400 and AS400e

IBM @server. For the next generation ol e-business.

for configuring and
managing TCP/IP

¢ |P Security, including VPN, packet
filtering, and network address
translation

¢ Point-to-point communications

e Start/stop TCP/IP, TCP/IP properties
» Host domain, host table, port restrictions,
TCP/IP servers to start when TCP starts

© Create/delete, start/stop TCP/IP
interfaces

¢ Software Servers: Start/stop,
properties/configuration, server jobs
= TCP/IP
> Client Access
» Domino (with Domino GUI plug-in)

@ Network contains support

3 AS /400 Operations Navigator

File Edit “iew Options Help

TCP/IP Configuration

RO = E

| Erwitonment: My 45400 Connections:

| lzenizs]: Protocol:

EI} I anagement Central (lseries2)

= . My A5400 Connections
B lseries

-85 Basic Operations

@ Job Management

T B Corhgurahion and Service |

EG Metwork.

IP Security
+-=%, Point-to-Paint

FF Protocols
=B [ servers

TCPAP

_@. IBM Network Stations

ﬁ Internet

=15 windows Administration

-5 Security
[ i@ Users and Groups
- Databass

a2 File Systems

[+ ﬁQ Multimedia

e - Backup

E]-@ Application Development

i Bl series?

g!h Integrated Metfinity Server

E
0| | =

=1 Mame

TR

| Desciiption
| TCPAP Protocal

Interfaces

Local Area Metwork
‘wide Area Network.
Virtual P

Start
Stop

Utiltie: 2

Properties

Create a new TCP/IP local area network interface

© Copyright IBM Corporation 2000. All rights reserved.
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Internet

® Network Station Manager
(launched into a browser)
® Web-based configuration

applications
> e.g., HTTP Configuration,
Digital Certificate Manager

Web-based Configuration Tools

@ Network also contains support for Network Stations,
Web-based Applications for configuring the AS/400 on the

3 AS 7400 Operations Navigator

File Edit View Optionz Help

s [p[e| =] @@

18 minutes d

| Environment: My 25400 Connections

I Isenies1: Protocols

IIE tanagement Central [lseres?] || Mame

2B My 45400 Connections +
B 1seriest

-4 Basic Operations

- Job Maragement

[+ ﬁ Configuration and Service

B3 Network

1P Security

“& Point-to-Point

Pratocals

-] Windows Administration
By Integrated Netfinity Server
-8 Secuity
-9 Users and Groups
=3 Databass
-2 File Systems
[]---{@ Multimedia
[]-- Backup

[]--@ Application Development

- B |series? <
| | 0|

| Description

a
‘Wide Area Network
Start "
Wirtual [P
Stop
Utiltiess: 3
Properties

TCR/IP Protocal

Interfaces:

Create a new TCP/P local area network interface

A AS 7400 Operations Navigator

Fie Edit “iew Options Help

Integrated Netfinity Servers

® Manage Windows servers (NT, Windows 2000)
¢ Start/stop, status, and properties

»|®| 1| ¥ Sme

2 rirutes ald

| Enwironment: My A5 /400 Connections

I RAchasn: Integrated Netfinity Servers

Hetwork

Servers
IBM Metvaork Stations

indows Admiristration

:1-- seclmy
@ Users and Groups
- Database

o, File Systems
B3 Mulimedia

Digplays the Windows server status.

- PE, Integrated Metfinity Servers

:!I} tanagement Central (R chash) = | ‘windows Server ‘ Status | Dromain | D escription |
=B My 45/400 Connections 18, Critter Shut down Fichd
B FRohas g!DDctest Shut down MLS BT testing server
-l Rehash 18 Jahnws Shut down
- @ Rchasdd . Ghating \wdotkgroup
@ Rchasdd 18 Javert Start Iy Thiz is the javert computer ..
B Rehastd g!DLtIcrittel Shut Down k.
B Rchaste !DSh Shut Diown and Restart d
@ FRchasn ggDT N o
{55 Basio Operstions ggn S st |
@ Job Management B Thaz Fropertics
? Configuration and Service 1op
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Authorization Lists and Security Polices

® Authorizations lists

@ Security policies

® A GUI for managing security and auditing system values

Security Policy Properties - Spstema

Time-Out I Device Emor Action I Remate Sign-On I Objects Mot Auditable I

Fin Edi ‘henr Option: Help Security Contrals I System SignOn | PasswodExpiiaion | Password
ek 1
A = e - e Secuiy level
I Evisborevest H-'F'N;m Dot rascliora I Teeresz: Polivies € No passwords are needed and users have authority to all resources (o)
Wi Maragement Cerdud Joese ] 2 M e Dz crighian " Passwords are requited and users have autharity to all resources (201
=] . HpaS40 Coveclions Wkl Foicy A5/00 A udi Pa € Passwords are required and users' access to resources is based on their authority (30
E] hbet] w s © Pratect from undocumented system interfaces [40]
o W b2 & Erh iection of system inierfaces 50
- Betic Opeisions Enhance protection of system interfaces [50)
“ ok Managened
4 Corfioaiathn and Seca Security actions:
Flakvok v allows restore of system code
= m Seoiy [V Allow restore of programs that adopt their owner
13 Addbonicakon Lizkc
£ [ Allow remote service of spstem
1) Policim
¥ a_. 1 Jzmrs and Giop: ¥ Allow server security information to be retained
¢4 ﬁ E;“;’;M - Default autharily for newly created objects in GSYS.LIE fle system
=g Mutimedia ' Exclude € Change
4. [ Eireoor, p- | £ & Use (=l
[nspbayr thee popstess of bhe pelscied femg
akK I Cancel Help
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Configure System Security

. :
® Security Wizard . -
* Advises how to set security system
values based on how you use your
system
* Available from the "Configure"
option on the Security folder

|5 pour A5 /400 directly connected to the Intemet or in a
ristwark that iz connected to the Intemet’?

@ e
" No

Mote:  IF you are not sure whether your system is connected to
the Internet o if you intend ta connect ta the Internet in
the: future, select Yes.

AS/400 Security Wizard - Sps2
@ AS /400 Dperations Navigator

File Edit “iew DOption: Help

Ea @|Es| &

‘wielcome to the 45./400 Security Wwizard!

| Environnement #1 | Sysl: Security
Use the wizard to: —
E- ASA00 Spsterns MName
=] B Swsl Authorization Lists Create a set of secunty recommendations for your 45/400, Lncel
+-Hg Basic Dperations Palicies Cieate repoits explaining the security recommendations.

B Job Management
* System Configuration

Apply the recommendations ta your 45/400 [optional)

Yau can cancel at any time by clicking the Cancel button

Explore
Dpen
Create Shortcut

Eioperties

@ Application Develapment
- @l Sus2

Configure system security

< Each Cancel

IBM @ server i Series 400 and AS400e

Users and Groups

IBM @server. For the next generation of e-business.

© Copyright IBM Corporation 2000. All rights reserved. 43-44



Operations Navigator - Advanced

www.iSeries.ibm.com/oper_nav

Users and Groups
e Users and Groups Functions e User includes:
= Create, Change, Delete, Copy Users = All user profile information
—Create, Change, Delete, Copy Groups - System distribution directory entry
—Add Users to Groups - Domino enrollment (if Domino GUI plug-in
installed
Mew User - Sys1 K E
pa— E
File Edt “jew DOptions Help
m @ S @I Description: INEW user for Common presentation on OpMay
| Enwironnement #1 | Spsl: Al Users | : J
=B 457400 Systems Profle [p| M [ =
Sps . . Q Bhally2 D ¥ User must change password at next logon
% JBaSIE Dperations ‘E Hivd D ™ Allow clisnt applications to share this password
ob Management M Aldich C
? System Configuration iAndrews @ ¥ Enable ussr for processing
gelwutrk i Bachand T
B Security ~ e =
E...W ‘E—sels and Groups 3 g::izs g m | % | % | ﬁgﬁ ‘
it .& Besigen R Groups Personal Capahbiliies Jobs Metworks
#88 Groups A
lﬁ' Users Mot in a Group 5 g:;ch E
2} Database n s
- Eﬁ Filz Systems 4 Blesk T Add Cancel | Help |
3 Multimedia .9 Bmnelson N
Backup 1 Botz
@ Application Development i Cagrey Chrig Grev
[E=5 ! Sps2 .& Chamberk. K.aralyn Chambers - Dept <2
.& Cheung Kin Cheung
AL Chiish chris brandt =
[1-17 of 218 chisct(z) A

IBM @ server i Series 400 and AS400e

Database

IBM @server, For the next generation of e-business.
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Database

® GUI for managing DB2/400 objects and performance
* Create tables, views, aliases, indexes, functions, procedures, journals, data types
* Quickview/edit tables
¢ Collect SQL performance data
° Manage permissions (authorities) on database objects

DOperntions M awgatbas
E’ﬂ E.\il !ﬁﬂ" ﬂm Halp

B o8] xl=| #os Fransiad
o [ Tesimat: 0

WL Wanegersert Contd [lnersrl] 2 [ Hanee: |1 | Deseriion
=1 Il Mp 25400 Cornrection: B |rﬁ
= W sl WEWIDURHAL  Jourd
B Beain Operstion: NEWIDUZN?  Recewver Receiwt for geand MEw
03 Jab Haragenent ERACCOUNTS Tain
=) Confaston sndSenior EOCUSTORERS  Tabw
B "g:m"': ﬁﬂuﬂﬁ Takhe
WDTEODOM Lz bype
T E :::::G'““ BHADEFAs D View
EHE Lbrakes
=
S T
5 BEFL
S R
g ODEC Data Soscis
50L Falomanca Hodos
0 Pl Sustens
. Phdlirsadia
-l Backup b
- Acpicatian Davsbprank = i |
[ - B ot I :

Database: SQL Scripts

® Create, save, run SQL Scripts
* Document editor interface associated to files of .SQL
* Run all, selected, or single statements
® SQL examples can be inserted and modified

st SAL - Run SAL Scripts - As400b
File Edt “iew Run Options Connection Help
D= (=] 3238 0] S
€3 AS/400 Dperations Navigator SOL statement examples: j | Insert I
File Edit “iew Options Help SELECT * FROM jwd.q/" ['ata Manipulation Statements =/ =] =l
% - DELETE FROM tablel WHERE columnl = 0:
Elgl‘ﬂﬁlﬂl EI Gl el =] llg TN T2 NSERT INTO fable? YALUESIO AAA 1 )
| Environment: My 45400 Connections Azl INSERT INTO tableT [eolumnT] YALUES[O); -
T} ISELECT JYD.CUSTONINSERT INTO tabled [column®] SELECT columnl FROM table2 WHERE columni > 5: TNAME,
B Management Central [&s4003] Mam SELECT *FROM Q5752 575TABLES;
My AS400 Connections &L f:ﬁg’fgm‘ﬁgigg SELECT *FROM 05Y52 SYSTABLES WHERE TABLE_MAME LIKE FILE%: SVJSE'F"EEHS
! Asd00a #o - SELECT TABLE_SCHEMA, COUNT(® AS "COUNT" FROM QSYS2.5YSTABLES GROUP B
! HVD.CUSTOMERS.STUPDATE tablel SET columnl = 0'WHERE calumnl < 0
2@ A0 ! s UPDATE tablel SET ROW = [columnl, ** column3):
#-%% Basic Operations UPDATE tablel SET [columnt, column2) = [SELECT columnl, column2 FROM table2 'WHEF
- B8 Job Management .
E]-* Configuration and Service M Mizcellaneous Statements */
E]'G Network CALL procedure] ['aza’5MULL); =l
1@l Secuity = LOCK. TABLE tablel IN SHARE MODE: ﬁ
1@ Users and Gruups I~ Run History — LOCK TABLE tablel IN EXCLUSIVE MODE:
LOCK TABLE tablel IN EXCLUSWE MODE ALLOW READ:
b > SELECT* FROM ] SET PATH = *LIBL;
LHP SET PATH = collection], collectionZ;
Q ODB( Open . i
< S0L1 Create Shortout Opening results view| . r4p\F statemerts =/
@2 Fils Syste s
H 59 Multimed o . . ALTER TABLE tablel ADD COLUMM colurin3 INTEGER:
Lhange Query Attributes LTEF! LE tabl=] ALT DLUM lumi] SE T DATA TYPE DE CIMALLL O]
wel Backup ————————— [ tabl=] OO0
-8 Applicatic Propeties ALTEH TABLE tablel ADD EDNGTF\AINT constraintl PRIMARY KEY [colurnn ); =
-l Asd400c
‘ |
Runs scripts of SOL statements |Ready NUM 2
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Table Enhancements o |
ew in
4R5!

® Table Description
= Equivalent to Display File Description V0 PELOUNTS Duscrote oot |
(DSPFD) command [ | cetion | Usage | kvt | Tebie Dot |
® | ocked rows
* Shows locked rows, the locking job and its job = "™ '
|Og Diulw wiam 163=ra
o ving b e mize ]
LT Pk a1 10w 1%
Fin Edi Ve Option: Heb Dabebad raver: |
il HIF’ _'E-_I H EIF * IE'I Jer ] mlﬁ‘ WA sbrim % Dot e [T —
#- . Weragemen| Cerial fzmiecs] A Mara [ 1ma |
= Bl WA Coecions =T rdes Toee: Tase
T Enmumm doumad
A EJ;:UWH‘WF NEWJOLZT  Receivel i
+ 3 rageTierd mm:l ToLi.
T Conficaistion and Genace STl Opsr
% L Metwark g Dk e
= Sepuaiy =
Uiers and R % m.rFE Joumalng
- I Desteaen Lacked Fima
=0 Lbrases Conatn A
i IvD Piecagarizs
ol o
g L P pmons
o Qs Cul
ODEC Diata Sz Copp
SO Padoman ta Monia s
i o2 Pl Sy
ey rene o 1 cma |
e Eadup | Fopedies
- Applicaton Dlevalopreent _-d | d __:]
[ ol mbcemastion | o spescied olgedt :

View Executing SQL

New in
4R5!

® Current SQL for a Job
¢ List of active jobs from which you can see SQL statements being executed
* Some job control too (joblog, end job)
* Ability to take the SQL statement into the SQL editor

Frvalable pba:

Merse { iJeer | Musvbear | ity gashem | Cusverd lser =]

CTHIELHET qTCF ZFEIT5 ==L CTCF SOL 5iserent
DUSFWRE 57 FEIN3 CLISFAFE. OETE

CNPSPFRCOL G545 FPEETZ CErSw K LSS ek L

[ ZFEIRY O5rSwAE. O5S

A57s
CEEENTH QLEERA R DSl QUSER
DE0LAIMT QLEER AL DEEAVER ouseR = &
AN OLEER ) [EEFVER oD 7
1:T:n’\.‘«.l‘l'\.lﬂ FFA s o L =FAiiFR NEFR lrJ Hdh*‘l
=

#* Lt ahwtmmard 1o finishy a7 of CEEICETE A
INCERT MTD QLUERSYS DRTPSSTSCNT, TID. STATUS [ MALUESIT. 7.7

Ecit 3L
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® Mouse over an icon to

step
° Icons represent steps
during SQL execution
® Details pane on the
right provides detailed
info for a selected step

Visual Explain

@ Pictorial view of query execution

ﬂ]\l"isual Explain for SELECT A KEYFLD B KEYFLD.C.LKEYFLD FROM QQLIB310.00MKFPO01 A,

File ¥iew Actions Help

® Allows query developer to understand execution flow, do performance tuning

QoLL.. M[=]E3

get brief info aboutthat @ & &, D« & =

8 o

Flialseket

Tabe Sean
1
m
"E T hnean - by B o g
Nezd Loop Jol

Attribute

Inche S0 - kg Restion g |
| _'l_I

Tirne information {start time, ...

Titnestamp for Creation of M
Statement Start Timestamp
Statement End Timestamp
Optimization Time, in Millise..
QDF Gpen Time, in Milliseco...
Total Time, in Microseconds
Staterment Open Time, in Mic
Statement Fetch Tirme, in Mill
Statement CLOSE Time, in ...

Information about SGL state..

Staternent Mumber
Staternent Function
Statement Operation
Statement Type
Statement Name
Statement Qutcome
S?L Return Code

4

2000-01-18
2000-01-18
2000-01-18
28466

437
920768
460384

]

0

[
Select
Qpen
Cynamic
STMTO002
Successiul
0

»

-

File Systems

IBM @ server i Series 400 and AS400e

IBM @server, For the next generation of e-business.
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File Systems

e Cut, copy, and paste, drag/drop folders and files

¢ Within and between servers and the PC desktop (not including objects in QSYS.LIB)
@ Create, rename, delete folders and objects

43 AS 7400 Dperations Mavigator

File Edit “iew Dptions Help

EI & ||E| X|| <) 0| @ AS/7400 Dperations Navigator _[O

I Enwironment: by 45/400 Connections lﬁ Eilz Edit ¥iew Options Help
= Intemrated File System 2] [ Ne &I & ) )(ll @ll @l 7 minutes ol
= Roat
& % Dodev g' Environment: Mp A5 /400 Connections | Azdl0s: joe's folder
i homel = -] OTCPTHM 2l [ Name | Siez | Tupe | Modified [
22 tmp Explore Summit_OpNavD.prz 1.82MB  Lotus Freelance 97 Pres..  11/5/98 347 AM
(22 ete | Open V4R3 Mews.doc 18KB wWardPad Documert 11/5/98 354 &M
Create Shortcut
Eilter..
Sharing 3 )
e -2 haly2 Drag and drop files!
{53 D0penSys
== g ADLS
(1 GPw NFSEspot  » - 05v5.U8
@ LT — -8 QOPT
[E] QP T SImssions (-3 OFileSvr.400
[ Javal gepg {83 GNTC
23 MGT -8y OLANSM
|21 FZF0 Mew Folder.. []--[% QMetware
(21 FZFH Delete (Y File Shares
[ char Rename.. []--Jﬁ) tulimedia
[ hdiz = (&Y Backup
123 lindbe Riielicy &2t @ Application Development
= [+ ! Richasris
. : " (- @ Rohastam fez
Copies the selected iters onto the clipboard. Use paste = =
|1 - 2 of 2 object(s] |Move Here

File Systems (cont.)

@ Integrated file system Editor

® Turn on the edit menu for all files that contain text (e.g., HTML, etc.) using the Integrated File
System folder properties

¥ AS /400 Dperations Navigator _ O] x|
File Edt “iew Options Help

hl é(: E Xll @ ) 10 mirutes old

I Erwironment: My 25400 Connections I Azd00a joe's stuff
Integrated File System Properties - As400a (l} M anagement Cenl@l [#5400a) 21 Mame | Size | Type | Modified
=Bl My AS400 Connections 22Ttk KB TestDocument — 2/22/93 03:33 AM
Ten | =W As4ia = 1KE . TestDocument  2/22/93 09:43 AM
-5 Basic Operations
File extensions for autamatic EBCDIC/AASCI conversion— [=-E8 Job Management Permissions
- B Configuration and Service

File extension: G Metwark Send...

-G8 Security

o |
2 Cut
mbi Femaye | % Users and Groups s

B Database

E-a2 File Systems Delete
E1-E] IntegratadEin Suntam -
E\% 2l £ AS 7400 Edit - [2BTA. tat] =13
;I File Edit Yiew Window Help 1= x|

Allovy edit menu option for;
@ Testfiles
Al files

i e el =l N

Interested in the details of what's in the latest release of Operations MNavigator?

“Want to know how to set up custormzed hsts and sort by the attnbute of your

choice with a single click? Want to know how to set up your A3/400 and users so

that mdmiduals have access only to what's necessary? Then attend this session and

learn about these topics and other Operations Mawigator power user tips and
Opens the file for text editing techmques

[ E A e S

Ok I Cancel Help |

[ i
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Permissions

® Graphical version of edit object authority
* Includes assignment of an authorization list, management of object ownership, and primary

group
Root Permissions - Spsi B3
Object
|’
3 AS 7400 Dperations Mavigator Type Owner Primary group Authorization list [AUTL]
File Edit ‘iew Options Help IDirectDry |usys I[Nome] I[Nome]
flee| #E= @Ee] =
I Eionnenciiii] I R et M arne Read | ‘wiite | Fxecute | Management I Eristence | Alter | Reference | Ewclude
=B 457400 Systems Name | [ tdich I r [cd r r r r r
=B s T i |@estgen | B T r a1 = ~
[-B% Basic Operations [Eddev | | @Bt I o e I o I i nl
(- B8 Job Managemert. Cakome T T I R i 5 = = ~
g g ;ysttemktlomf\guratlnn r:ltmp i v vl ~ v vl v ~ r
= et m I
i) Secuiy DE: :
- Users and Groups
kM T T | ol
#-3 Database Elash
=3 File Systems 1 add A Customi |
f i I 0PwWXGOS2 ) .. EMMOYE UIBHAMITEE,
B &
% UOp Explore [lOPw/RGRE i
' Open | OFwHGRE | i
Create Shortcut [ APHGUM i Lt il
f% O0F  Fiker | OPWHGEY 1 Owiner Primary Group Authorization List
%5 OFle ————[IOPWXGGEA i
[ OMel NFS Export F NOTCPTHMM I oK | Cancel | Bpply Help
|
-4 Multimed A5/40 Directary
- [esl] Backup | Fropaitiss ll cory A5/400 Dirsctory
13- Applicali T UEVERTET Il TracsTestolsss  AS/400Fils
- Sps2 ([ vacoess A5/400 Directory =l
Change an object's permissions s

Note: File Systems

It's easier to manage the AS/400 integrated file system with latest Operations Navigator. In addition to allowing security
administrators to manage object authorities ("Permissions") you can also now add, rename, and delete directories and
objects in the file system. Except for objects in QSYS.LIB, you can also cut/copy/paste and drag and drop objects within
and between AS/400s and the PC desktop.

Operations Navigator also supplies an editor for text files in the integrated file system; the Edit option appears by default
on files known to contain text (file types registered to use Notepad on the desktop) but you can turn Edit on for all files.
Then files that aren't associated with Notepad (e.g., .HTML) can be edited as well.
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Important Functions

NetServer

IBM @server. For the next generation of e-business.

NetServer

Yes, we know the name

.

"AS/400 Support for Windows A =
Network Neighborhood" i D -

L]

=) =

is a little long

@ What: File and print serving

® Who: Windows NT, Windows 98, Windows 95, Windows for
Workgroups, Windows NT Server 4.0 TSE, Windows 2000

* With PTFs for some releases: Windows 2000, Windows NT Server 4.0 Terminal Server
Edition (TSE)

@ Where: NetServer is part of the base OS/400 Operating System
® When: Available in V4R2 and later
® How: NetServer uses TCP/IP

@ Why: Clients do not need additional software such as Client Access
to access AS/400 files and printers
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NetServer Vs. Client Access

® NetServer

* Doesn't require proprietary client software (part of Windows clients)
© Can share directories with read only access
¢ Can share individual directories, better AS/400 security control

¢ NetServer can be hidden from the Windows Network Neighborhood by setting the browse
interval property parameter to zero

* NetServer can hide shares from the network by ending them with a $

o Client Access

¢ Has many functions not available in Windows, such as 5250, ODBC, data transfer, etc.
® No concept of "shares", makes all of AS/400 IFS available

www.iSeries.ibm.com/oper_nav

¢ Background jobs running on PC

-
I [E
=
- ]
=13

=

=

p: \\Qbridget\Public
h: \Qbridget\Home\Dave

INetServer/Public
/NetServer/[Home

/Dave

/Steve

[Carl

/Leesa

/John

/Jean

Need everyone to run the same
BAT file but only want to
update it in one place instead
of on every PC?

Put it in a NetServer file share
that everyone can access.

File Sharing Examples

Qbridget E]
=

p: \\Qbridget\Public

EI h: \Qbridget\Home\Steve
,% E] p: \Qbridget\Public
h: \Qbridget\Home\Carl

p: \\Qbridget\Public
h: \\Qbridget\Home\Leesa

-
=}

[E [__-J p: \\Qbridget\Public
5 % %h: \Qbridget\Home\John

p: \Qbridget\Public
h: \\Qbridget\Home\Jean

Need to share an install image?
Put it in a NetServer file share
that everyone can access.
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NetServer

e Configure and manage

through Operations i
. i 22 W K M el sl e
N aV I g ato r |IBM A5./400 Support for Windows Netwark Meighbatha  145/400 NetServer: Ocadll
E-?E ASM00 MetServer MName | User
- % Shared Objects
———————RRRRRRRRERERERRRRRR, 4 Calab
3 A5/7400 Dperations Mavigator Ghost
File Edit Wiew Options Help Opnavsetup
2| b @ @l @l o AT Qdirsry Explore
Enwironment: My A5/400 Connections | Spstema: TCPAP -4 Qibm EE@‘;;‘W_S
E } Sessi top Sharing
B! Management Central [Systema] 4| | Server Mame | Sk ‘EQES?Z':“Z _——=e e e
-8 My 457400 Connections 7o BOOTP/DHCF relay agent 5t Propertiss
S8 | é;st;ma . EEDDTP Sk
asic Operations o DOM Sk
@ Job Management 5 DHCF I
g Eor:flgu':atlom and Service 5 RauteD st
: “I"Ff's " HarrC Stopped =
Poniioi G TFTP Stopped Trivial FTP
2 o .
Protocols MFS E:Uu'pjd :Se;v;;rukshle 5
=) [0 servers i} == b
LA TCPP 7o INETD ;’T" INETD
__ Client Access G Management Cenl | =17 Management
O Irtemet “Fa EDRSOL Ston Extended Dyr
IBM Network Station: | | 7@ DLFM Flzuat znd Siar Datalinks File
a Fl “windows administrati EDNS Server Jobs DNS
{3 Security aFTP — FTP
[H-@® Users and Groups 45 LFD glatgs . LPD
3] Datahase Lreate Shortcut |
[]--% File Systems ﬁ;up b ton oo EDP it
s ﬁ Mulimedia — ?E S:;?;E EXECUnon PjUDEfliES S;I'?;E EXECL
=
E EEE:WP'_ . = Ha TELMET Started TELMET &
g T "Tmil_I « | ;I_I
|1 - 20 of 23 object(s] \ A

Notes: NetServer

NetServer (AS/400 Support for Windows Network Neighborhood) was a new server application on the AS/400 for V4R2.
The AS/400 can now be a file and printer server compatible with Windows NT and OS/2 LAN Servers. From Windows
95, Windows NT, and OS/2 Warp, your clients can now do file and printer serving from the AS/400 without requiring any
software to be loaded on the client other than the operating system itself. From Operations Navigator, you can manage
the NetServer using the following capabilities:

Start or Stop NetServer.

View the NetServer Properties to view the status of the server and change such attributes as:

Server name, Domain name, Guest user profile, WINS Server configuration, etc.

Open the NetServer configuration for an AS/400 to:

Create a New File Share or view the Properties for an existing file share

Create a New Print Share or view the Properties for an existing print share

Monitor all of the current sessions using NetServer and view the session's Properties

The significant differences between NetServer and Client Access are the following:

The operating system of the PC client contains all of the software that is required to access the NetServer.
NetServer does not provide any data translation services.

NetServer does not provide support for handling clients that use different code pages in the network.
NetServer does not share the entire integrated file system tree by default.

NetServer has changed location from the previous release. It is now located with the TCP/IP servers. It has its own
configuration window and some new functions. It's possible to get status information on NetServer connections.
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NetServer

@® View users connected to shares
® View sessions using NetServer and the shares they currently use
® Get status of each share connection

77 AS 7400 NetServer - Systema

_[Ofx]

File %iew Help
i = O e i
|IBM AS /400 Support for Windows Metwork Meighborho 1454400 MetServer. Team2?
=g AS /400 NetServer Share | Share Type |
= ‘% Shared Objects File
4] Calsb Status
40 Ghost AS /400 NetServer Session Status - 5
ystema ﬂ E
A0 Opravsetup Properties
~40] Gead0n IBM A5/400 Suppart far Windows Netwark Neighbohood
-4 Qdirsre
-4 Qibm
= @ Sessions Woarkstation name: Teamz7
) Team27
User name: Team39
Share name: Ghost
Share type: File
Share [D: 1}
Files opened: 2
Time connected: 883 seconds
e E— Help

Notes: AS/400 NetServer

Operations Navigator has added a number of enhancements designed to make it easier to manage AS/400 NetServer.
AS/400 NetServer is a native file and print server which appeared in V4R2 of 0OS/400. Windows clients can make use of
AS/400 print and file resources without any additional software on the client beyond the Windows operating system.
With the Express client, AS/400 NetServer is the only way to use AS/400 network drives and printers. For
more information on AS/400 NetServer, including set up information, go to www.iSeries.ibm.com/netserver.

Printer and file sharing is indicated visually through the use of the "shared" icon. You can start sharing a printer or
directory by using the Sharing menu option available on the popup menu for printers and directories. Since the file
system is quite large, Operations Navigator includes a new folder, File Shares, which shows all shared directories in
one place. From this folder the individual shares can be explored and opened using NetServer; you can also map a
network drive to a file share from Operations Navigator. NetServer configuration is available under
Network-Servers-TCP/IP; take the Open option for the AS/400 NetServer server. For convenience we've provided the
same function with the new Open AS/400 NetServer Configuration menu option on the File Shares folder.
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o Create new shares

/400 Dper: = Navigator

File Edit “iew Options Help

NetServer Integration

® See which folders and printers are being shared

5 /400 Operations N avigator
File Edit “iew Options Help

-

== e e N e

0 minutes

i el

! Enwironment: by 45 /400 Connections

I Systema: Metwork

I Environment: My A5/400 Connections I Swystema: Foot  Filter:|

=B My 45400 Connections
! Systema

Eiﬁ Management Central (Systemal & || Mame
=B My 457400 Connections [ dew
@ Systema [ home
Y Basic Operations Eitmp
@ Jaob Management Eete
g Configuration and Service Eua
Metwark
| Security EEISE;
W% Users and Groups Eagdava
[ Database
-2, File Systems CaarcPThM
= Intearated File Systen Ovar
ER Drdiab
kdacedm
[EDIER
Ldcalse
Claven
EI OpMavSetup
ghost
4| 4|

E1-%% Basic Operations
o Messages

[ Database
-2 File Systems
-4 Multimedia
]-- Backup

[ @ Application Det
- Systemb

B

E

B

Bl

- Users and Gron
B

E

[

B

Creates a new A5 /400 Netsery

Management Central [Systema)

‘ Description

% Protacols
@ Servers
% Intemet
= IBM Metwork Stations
Administration

Explore

Open

Create Shortcut
Frinter Dutput

Beplu..
il
Release,

Start.

St

Hestart...

Make Available
ke Uhavalsble

Setup |P filters and ¥PM

M anage Point-to-Point communication.

Set up and manage A5/400 TCPAP interfaces.
Manage and configure AS /400 network, servers.
Access 85/400 Intemet applications.

Caonfigure [BM Metwark. Stations.

Administer Windows Integrated Metfinity Servers

Easte

\1 =17 of 17 object(z] |

~ =

® List of file shares

AS /400 Dperations Na
File Edit Wiew Options Help

® Open, explore share contents
® Map network drives to shares
® Open NetServer configuration N

NetServer Integration

File ‘“iew Help

I

|Bh A5/400 Support for Windows Metwork Meighborho

F=1 N e e = N e

=1-Tfg A5/400 NetServer

red O
A Calab
A Ghast
A7 Ophavsetup
A Qcadlo
AT Qirsry

457400 NetServer. Shared Dbjects
Share | Share Type
A1 Calsh File:
A1 Ghost File
4 Opnaveetup File
413 0cad00 File:
A Qs File:
A10ibm File
IS[=]

Envitonment: My A5 /400 Connections [Systema: File Shaies  £5/400 NetServer: Spstem L@ Qibm
- BESIONS
Ei.} Managemert Central [Spstema] & | | Mame | Path : Q Team2?
. Iy 454400 Connections ACalsh JCALAR
BB Svstema A1 Ghst /ghost
%‘j Basic Operations A Dpnavsetup 7400 Opel avigator
R Job Management A10ca400
ﬁ Configuration and S ervice A Odirsry iz Edli Hew Weiew He
Metwiork " 5 e
: i | | | 9
o, Securty 43 ibm = % E bl @

0 minutes old

@® Users and Groups
- Database

B2 File Systems

E| Intearated File Systen

Enwironment: My A5 /400 Connections

I Spstema: File Shares

A5/400 MetServer: Spstema

My A5 7400 Connections
! Systema

W5 Basic Operations
@ Job Management

L@ Metwark

B8 Security

W% Users and Groups
-[& Database

=2 File Systems

? Configuration and Service

B; Management Central [Systema) = | | Mame |

. [Epralne =) Intei‘lated Filz Systen E—
E Open . ;Dt .
B Create Shortcut E SDE? yE
o 183 B5YS.LIE
Opens the AS 400 NetServer, Fiogerizs 183 WFileSvr.a00
89 ONetware
-8y QOPT
2 onTe

Path | Drescription
AICalsb CALAB
A Ghast fghost
A 0pnavsetup /OpMavSetup
A 0cad00 CA400 CA/MOD
A 0dirsry /IBM/ProdD ata/05400/DirSre 054400 - Directory Servi
D IBM Product Directories
Open
Explare
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Backup

IBM @server. For the next generation ol e-business.

Monthly).

Backup

® Graphical interface to Operational Assistant backup functions
* Display information for the three IBM-supplied system backup sets (Daily, Weekly, and

* Change the properties of each backup set

Daily Properties - Spsl

General “what |W’hen I \N"heral

~Data to sa
User libraries: Folders:
Al Al
3 AS/400 Dperations Navigator O :d Browse. | @ Selected  Browse... |
File Edit Wiew Oplions Help " None
& e 1| ©) & 0 mintes old
J_lEl ll!l QI mnes o User directories: Additional data:
I E nwironnement #1 I Spzl: Policies & Al ™ Secuiy data
E|. 457400 Systems MHame | Scheduled ‘ Tape i More [~ Configuration data
2B St [ Daily Mene DAYA

-5 Rasic Operations [ weekly Mane WEKL

£ Job Management [ Moty Nane MTHE

? Swystern Configuration

Netwn.rk Gave ¥ Print detailed reports after backup
Gecuity  All selected data

+ Users and Groups & Ch d data anl

B Database Snged et Ar

-2 File Systems Advanced |

Jﬁ) Multimedia

E| Backup

RS af Pciici=s

@ Application Development

-l Svs2 ak. I Cancel Help
] — |

|'I - 3ol 3 object(s] s
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Notes: Backup

Information about the IBM-supplied system backup sets is shown in the backup policies list view. It includes information
about the last backup run and the next scheduled backup to be run for each type.

The target user of the Backup function of Operations Navigator are customers that typically today are using Operational
Assistant Backup, the SAVE and RESTORE menus, or the OS/400 save and restore commands. It is not intended for
customers that have Backup Recovery Media Services (BRMS/400) or a similar product installed. It is also not intended
for customers that use other complex save strategies.

There is no option to backup the entire system. This is because it requires a restricted system (all subsystems have to
be ended), which would also bring down the PC that tries to initiate the backup.

IFS saves can be included in the IBM-supplied system backup sets. The user can decide to backup ALL or NONE IFS
data. This new function is also available via a checkbox in Operations Navigator.

The tape drive is the only device supported for the backup function.

Current settings for the IBM-supplied system backup sets (monthly, weekly, daily) can be displayed/changed by
double-clicking on the corresponding icon or by displaying its properties page.

IBM @ server i Series 400 and AS400e

Application Development

IBM @server. For the next generation of e-business.
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Interprocess Communication

® Kernel Message Queues
® Semaphores and Semaphore Sets
® Shared Memory

Semaphore Set Properties - Sys2 (7]
Permissions: I
|dentifier: 1
Ky 2022391609
3 AS/400 Dperations Navigator
File Edit View Options Help Owner: Osgvoos
é(: El Xl @ll ) @l Group owner. Mone
I Environnement #1 I SpsZ Semaphore Sets BieleE s
=B A5/400 Systerns Identifier Kep MNurnber )
B s 1 2022991609 €62 it i ene
E‘! Sysd Explore . A1
-5 Basic Operations Epen Last administration change: 03/02/38, 23:40:18
E8 Job Management Create Shortcut Last semopl]): 09/03/38. 11:38:37
ﬁ Syztem Configuration = =
Hetwark Delete Mumber of semaphares: EE2
Security
W@ Users and Groups
- Database
®-o2 File Spstems

-4 Mulimedia
Backup Ok I Cancel Help
= @ Application Development

B % Interprocess Communication
Y Kemel Message Queues
+- T Semaphore Sets
%4 Shared Memary

Displays the properties of the selected items. A

Notes: Application Development

Interprocess Communication (IPC) is a tool for the AS/400 Application Developer who writes C or C++ programs. It
allows you to manage the following IPC objects:
Message Queues -- This is not the traditional AS/400 message queue. These are based on the

UNIX System V Message Queues. One process or thread will usually put a message on the queue, and another
process will get that message off of the queue.

Semaphore Set -- a grouping of one or more semaphores.

Semaphore -- an integer value that can be incremented or decremented. It is used to synchronize

two or more processes. A process will usually wait until a semaphore reaches a certain value before performing an
operation.

Shared Memory -- a piece of storage that is shared between two or more processes. The

processes can read or write whatever they want inside of the shared memory.

These IPC objects are not created through Operations Navigator. A C or C++ program is what creates these objects on
the AS/400. If a program fails to cleanup the Interprocess Communication objects, you can use Delete on the context
menu of each object to clean it up. In addition, you can view the status of these IPC objects.

© Copyright IBM Corporation 2000. All rights reserved. 71-72



Operations Navigator - Advanced www.iSeries.ibm.com/oper_nav

IBM @ server i Series 400 and AS400e

Safely Using Operations Navigator

IBM @server. For the next generation ol e-business.

Safely Using Operations Navigator

e Controlling the Client If you can't do the function on
= Function Availability green-screen then you can't do it

° What is Installed/Updated . . |
« Microsoft Policies through Operations Navigator!

¢ Application Administration
¢ Passwords

@ Controlling the Connection
¢ Secured Sockets Layer (SSL)

@ Controlling the AS/400

¢ Security Wizard

® Security Policies (system values)
¢ Audit Palicies

¢ Users and Groups

° Resource Security
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Safely Using Operations Navigtor

Function Availability

IBM @server, For the next generation ol e-business.

tree

What's Available?

A3 AS 7400 Operations Mavigator
File Edit Yiew Opton: Help

o Tailored view for each iSeries 400 or AS/400e in the network

® Based on available functions for

® 0S/400 level
¢ |nstalled subcomponents
¢ Application administration settings

@ Function Availability shows why items are not in the function

B =] EEE

1 minutes old

: 2 File Systems
3 Multimedia
- Backup

G-l Systemb

@ Application Development

I Environment: My AS /400 Connections I Systema:
= IH-" Management Central (Systema) Marme | Description
Task Activiy %‘j Basic Operations Manage A5 400 messages, printer output, and printers.
@ SEhEFl_u'Ed Tasks @Job Management Manage 45 /400 jobs and server jobs.
B Definitians B2 Configuration and Servi. Display system inventory, work with fikes, and collect perfon
Al Maritars R Network, tanage 454400 TCPAP and Intemet suppart.
B —g AS/400 Endpaint Systems Security Configure and manage 457400 security,
- AS /400 Spstem Groups &L . W 457400 4
=B My 45420 Connections sers and Groups anage users and user groups.
o ! Systema B Database Administer DB2/400,
- l‘-'lg File Systems wfork with 45,400 file systems.
%‘j B asic Operations I
L 3 Multimedia Store and share multimedia data on the 45/400 system
ER Job Management
Backun Schedule backups of A5 /400 data.

B? Configuration and Service

@Aup\icatiun Development  “Work with 452400 application development tools.

(i
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Function Availability

@ Shows why functions don't appear in the function tree
* Not installed?
* Not supported by the OS/400 release on this system?
¢ User denied access by Application Administration settings?
¢ Function not supported over SSL?

Function Availability for AS /7400 Dperations Navigator

All Functions | Restrictions on Auweailability
M anagement Central [Az400a)
= . My AS400 Connections

B 4sd00d

B ~s400b

B Asd00c

3 AS /400 Dperations Mavigator

File  Edit B Basic Operations
N = Job Management
i i v Toolbar %
—I—l— « Status Bar t Jobs
I Environme ———————| As400a Server Jobs Mot supported on 05 /400 version
Large lcons
B Ma Smgn o N E_]Ztg ﬁzr::\\’g;l:atlon and Service
=-ER My List 25 Basi i
* Details @Job ! VD denied using Application Administration
e E Conf JWD denied using Application Adrministration
B JYD denied using Application Administration
Caricel Fequest 'l Sect JWDr denied using Application Administration
Eichiesh 5 W lser JYD denied using Application Administration
e FData EHGR S ecurity
=2 File @™ Users and Groups
0 Mulk HHEF Database
&) Back B2 File Systems
@rppi
e L]
Contains commands for customizing this window |
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Restricting Install

@ Limit access to functions by limiting what is installed

e If users can access the "full" install image, they can install
undesired components.
¢ Users can run Selective Setup

@ For multi-user PCs it may be desirable to allow some users to
use a given function, but not to allow others to do so.
® This is especially true in a Windows Terminal Server scenario.

@ Control access to file share QIBM

® NetServer ships with QIBM as a file share that everyone can use
* Can create a new file share for the Client Access path

IBM @ server i Series 400 and AS400e

Safely Using Operations Navigtor

Policies

IBM @server. For the next generation of e-business.
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Client Access Policies

® Microsoft System Policies can restrict installation/removal of
Client Access components and subcomponents

@ Policies can also be used to control which install related
functions can be run.

o sccens Fopostin ________________________KiF
o |nsta|| Bl | Langsge | Incaring Fisncta Conrrand | Disgnozic Took - Senics | e |
¢ Can restrict Setup, Selective Setup, “:h:mm“
upgrades, etc. e 'ﬁmmﬁ =
¢ Can restrict individual install options SR Priienld
¢ Can restrict Operations Navigator and e e — :I
Operations Navigator subcomponents. P o :
¢ Can restrict Operations Navigator plug-ins. SO
1 I Parfoaw shenk ol flsbon
® Service e n
¢ Can mandate service pack level checking Souce Checiey .
values in the CA Properties panels. - DrrcamiCien e E-sr 5T S
¢ Can mandate location of selective setup
and install service pack
® Can prevent SP installs and SP level checking T O
= Not recommended!

Policy Files

® Created by the administrator

® Stored on afile server accessible to the clients to be administered
such as:
® AS/400 NetServer

* Instructions for creating a share for policy downloading are in the Setup guide.
°* NTIPCS

> Comes with a 'Netlogon' share already configured. PC's will download policies automatically from this share.
® NT Server

> Also comes with a 'Netlogon' share.

® Can be applied to users or computers in a network

® Are binary files which can only be manipulated using the System
Policy Editor from Microsoft
® Note: The binary formats differ between Windows 95/98 and Windows NT

® Policy templates determine what the administrator sees when
editing a policy file

® How policies work:
 Client PCs download a policy file from a file server at Windows login time
¢ Policies from downloaded file are set in the PC registry
® PC program examines and uses these registry values if present
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Policy Templates

® The policy editor uses policy templates to present the
administrator with a GUI interface for editing policy files.
® Templates are shipped by Microsoft with Windows 95, 98, and NT for controlling many PC

operating system functions.
¢ Office 97 also ships policy templates.

°® Policy templates ship with the V3R2MO Client Access for Windows 95/NT product.

> One template for Windows 95/98 (ibmcap95.adm)

> One template for Windows NT (ibmcapnt.adm)

Examples of Client Access Policies

* Install
= Restrict Setup, Selective Setup, upgrades, etc..
> Restrict individual install options
» Restrict Operations Navigator and Operations
Navigator sub-components
> Restrict Operations Navigator plug-ins
® Passwords
> Prevent changing of AS/400 passwords
> Prevent caching of AS/400 passwords (95/98
only)
= Set password expiration warning values
* Data Transfer
= Prevent uploads or downloads
= Prevent a user from creating a new file but allow
the user to append data to an existing file.
= Restrict a user to running only configured
requests. The user would be permitted to click on
a desktop icon to initiate a preconfigured transfer
request, but would not be able to change the
request or to create a new one.
= More effectively ‘control' which can be used, such
as the ability to run batch uploads/downloads,
GUI uploads/downloads, autostart
uploads/downloads, use Excel add-ins, etc..
= Restrict which AS/400 a request may be run
against.
= Prevent RTOPCBs or RFROMPCBs
* PC5250
= Limit the number of PC5250 sessions a user can
have active to a given AS/400.

* Middleware
= Restrict AS/400 ODBC driver or OLE DB usage
on a per-AS/400 basis.
= Control use of Remote Command functions
® Connections
= Preconfigure AS/400 system connectivity; then
when a user starts a Client Access function only
the preconfigured system would be available for
use
®SSL
= Define policies by connection environment. For
example, when a user is connecting from the
'home' environment, SSL is required, however
when using an ‘office’ environment SSL is not
needed.
* Directory Update
> Prevent usage of update
“ Service
= Mandate service pack level checking values which
show up in the Client Access Properties panels.
> Mandate location of where selective setup and
install service pack come from.
= Prevent SP installs and SP level checking
* Not recommended!
® Operations Navigator
©and much more...
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Application Administration

® What does it do?
* Controls access to Operations

NaV|gat0r funCtlonS Application Administration - Sys2
© Slm'lar tO ||m|ted Capab'“ty fOF Select the functions or applications available to users.
PC5250 interfaces 45400 Operations Navigetor | Clent Apications | Host Applications |
H Function | Default Usage |&I Object Usage  |Customized Usage | =
. When do you Use It? B AS /400 Operations Navigator Q o § §
=% Basic Operations 7
() Messages
When you want to control what o
functions users see in Operatlons & Piinters E
H Job Management x
Navigator B Syitem Confgasin 0 =
{_§ Network O O
H R, Secur m} i
® How do you use it? -
i . i EHER) Database O
® Operations Navigator interface for | |, H&tbee = -
system defaults and individtual —
users
akK I Cancel I Help I

Notes: Application Administration

Operations Navigator gives you two ways to control which functions users can use. The first is by controlling which
Operations Navigator functions are installed. The second is Operations Navigator's Application Administration function
which does run time checking to determine whether the user is allowed to use Operations Navigator and some Client
Access functions. Itis similar to the ability to remove the command line from users' screens on the green screen user
interface in that it removes the functions from the GUI.

Application administration can be set up and managed centrally by the security administrator from one workstation. By
default all functions are accessible to users unless you use Application Administration (that is, users can try all functions;
their requests may later be denied at the AS/400 due to insufficient privilege or insufficient object authority). To remove
functions from Operations Navigator, you can set up a default access scheme for Operations Navigator users. For
example, one possibility is that by default users only get the basic operations folder. Operators and administrators who
need more functions can be given them by adjusting application capabilities in the appropriate user or group properties.
All application administration information is stored on the server and is checked as soon as the user expands an icon
and signs on to that system. This means that users can "roam" from PC to PC and their application administration
settings will follow them.

Note: Application administration is not security!! It is access control for users of Operations Navigator and Client
Access only. You must employ the standard security functions to fully protect your system.
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Application Administration - By System

¢ Centrally control access to Operations Navigator functions

¢ Can be set up differently for each AS/400 you manage

¢ Information stored on the AS/400; users get the same access no matter which PC they use
(stored with their user profile)

¢ Can set up a default access scheme for each system (use it to remove functions)

® Control general users and users with All Object authority seperately

* Copy access settings from function to function

Application Administration - As400a FHER
Select the functions or applications available to users.

A5/400 Operatiors Mavigator | Client &pplications | Host &pplications |

File Edit “iew Optons Help Fun%on [Default Aass [0 Db\ecl.Access |Customized Access | =
E- A5/400 Operations Navigator
(Xz || El Xl @ll sl E]—% Biasic Operations
| Enwirormertt: My 5400 Connectiors [ Asd00a: -6 Job Management
8y Jobs X
BEH Management Central [As400a] Narne B-B2 Configuiation and Service O
%% Basic Ope E]—[ﬁ Metwork
N ] 0l Pl bian BB Security [}
Explore urat P Users and Groups | x
Open ik BHE] Database O
Ity B File Spstems |
Inventary land 5 Multimedia X
Event Log Lo Backup X
Fixes » ster —{& spplication Development X
Collection Services e dic .".,-g Furction [ ] X
Run Command... . (20 LONG DES S p_de X Z
Display Emulator... Lior 2 = Egstomiza _’l_l
Create Desktop lcon Remove Custon_ Biemave Customization Customize
BB As400b ety Connection...
BB As400: Delete:
Applications | 0K I Cancel | Help |
Send Message...
1 Properties 1 1 |

Application Administration - By System

¢ Control access to server and client applications that want to make use of Application
Administration
* Disk management is not available by default

Application Administration - Systema 7] x|
Select the functions or applications available to uzers.

A5/400 Operations Navigator ~ Client Applications I Host Applicat\omsl

Function |Default Access |AII Object Access |Eustnmi25d Access | -

5250 Display and Printer Emulator

CHES Data Transfer
23 Download from 45/400

20 GUI Downloads
2@ Use of RTOPCE

B0 Autostart Downloads
80 Excel Add-in
B Upload to AS/400
Host File Creation
i &ppending or Replacing Host Files
B= GUI Uploads
Use of RFROMPCE

K X K R X KRR R RR R,

IRRRRRRRRRREE

BE Altostart Uploads
—@ ODEC Support

@ OLE DB Provider Select the functions or applications available to users.

Application Administration - Spstema

o A5/400 Operations Nawgalull Client &pplications  Host Applications |
Remove Customization |

Function | D efault docass |4l Object Access | Customized Access | =

3 #] Operating =

Applications ... BN Service B &
t% Disk urits Im| [m| x
Service trace Im| 0O ”

QIBM_EJE_PRODUCT n n
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Application Administration - By User

@ Individual users and groups can be given more or less access
* Use user or group properties, Capabilities button, Applications tab

@ All Application Administration information is stored on the
server and roams with users when they use Operations
Navigator on a different PC

Holly - Capabilities x|

Privieges Applications |Aud\t\ng| Passwordl Earllhcatesl Other |

Holly Propeirties - As400a Access for
User name: IHULLY Function [Hally &ccess [ccess Derived From o
B A5/400 Operations M avigator
) 15 Basic Operations
Drescription ;;E Messages Hally
Printer Dutput Hally
Passwaord: Use same password Printers Haly
@ Job Management (]
™ User must change passward at next logon t% Jobs [} Haly
@ ServerJobs [} Hally
¥ Enable user for processing B2 Configuration and S ervice
Hardware Inventory Hally
= @ Software [nventory Haolly
ﬁﬁﬁ % H B2 Fives Inventory v Default access -
= 3 = |
Groups Perzonal Capabilities

Notes: Application Administration

Default Access. The Application Administration menu option available on each AS/400 system allows you to set up
the default access scheme for Operations Navigator and any other host or client applications which make use of
Application Administration. You can explicitly give or take away access to the default user; you can also take away
access to all but those users with *ALLOBJ (all object) privilege.

Individual Access. An individual user can then be given more or less access. View the individual's user properties
under "Users and Groups," push the "Capabilities" push button (this was called "Security" in previous releases), and
click on the "Applications" tab in the Capabilities dialog. This dialog shows you if the user currently has access to each
subcomponent of Operations Navigator, and from where the usage is derived--the default access scheme, *ALLOBJ
privilege, membership in a group that has explicit access, or explicit user access.

© Copyright IBM Corporation 2000. All rights reserved.
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How Application Administration works
@ Application Administration settings are stored on the AS/400
and associated with the user profile.

® PC software calls AppAdmin APIs to determine if it can
perform a particular function or not.

® AppAdmin APl downloads the AppAdmin data from the
AS/400 as needed.

@ The data is cached on the PC, and updated when the
AppAdmin data on the AS/400 changes.

@ No special PC configuration is required. Application
Administration is built into Client Access.

Notes: Application Administration

www.iSeries.ibm.com/oper_nav

Using Application Administration

This chart shows whether, for a
particular user, access to a function is
allowed or denied. It shows the
interaction between the customized
application administration settings,
whether the user has All Object
privilege, group membership, etc. "AOA
selected" means that users with All
Object privilege are allowed to access
the function according to the default
access scheme for the system. "User
defined in CA" means that the user's
application settings have been changed
to either explicitly allow or deny access.
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Comparing Policies and Application Administration

Policy Administration Applications Administration
* Based on Microsoft System Policy support ° Based on AS/400 user profiles
* Uses Microsoft System Policy Editor and ° Easy-to-use Operations Navigator GUI
Client Access Policy templates * User profile can roam with user (from any
¢ Can restrict access to specific functions on PC)
a per-AS/400 basis or globally * A user can have different profiles for
* PC driven -- not dependent on specific different AS/400s
0S/400 release * Requires OS/400 V4R3 or later
¢ Can set policies on a specific PC as wellas  « Can restrict usage of particular Operations
users and groups Navigator functions
¢ Can be used to ‘configure’ as well as * APIs available for use by other plug-ins
restrict functions
The Microsoft Way... The AS/400 Way...
* Preferred method for those familiar or * Preferred method for those who want to
already using Microsoft System Policies control access via AS/400 user profiles

IBM @ server i Series 400 and AS400e

Safely Using Operations Navigator

Controlling the Connection

IBM @server. For the next generation of e-business.
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Secure Sockets Layer (SSL)

® Secure communications sessions
between PC and AS/400

¢ Session encrypted
* Not subject to eavesdropping

® Can choose which Express applications

are encrypted

* PC5250

¢ Data Transfer

* Operations Navigator
¢ Others

® Can assure connection is to AS/400
system you expect
* Diminishes spoofing possibilities

® Requires installation and configuration of
both the client and server

° Software
¢ Digital Certificates

Notes: SSL Vs VPN

Originally created by Netscape, the Secure Sockets Layer (SSL) is the industry standard for session encryption between clients and servers. Data
exchanged between the clients and the servers is encrypted and, therefore, not subject to eavesdropping.. SSL uses asymmetric, or public key,
encryption to encrypt the session between a server and client (user). The client and server negotiate this session key during an exchange of digital
certificates. The key expires automatically after 24 hours, and a different key is created for each client and server connection. Consequently, even if
unauthorized users intercept and decrypt a session key (which is unlikely), they cannot use it to eavesdrop on later sessions.

Additionally, the Express client uses the AS/400 Server Authentication support so users can be assured that the system they are connecting to is the
AS/400 system they intended to connect to. This capability diminishes the possibility of spoofing in an Internet environment.

Q. What are the security distinctions between a client using an Secure Sockets Layer (SSL) connection and a client using a
Virtual Private Network (VPN) connection, such as Layer 2 Tunneling Protocol (L2TP)? Are these connections mutually
exclusive? When should you use one instead of the other?

A. SSL connections and L2TP connections are not mutually exclusive; for example, you could have an SSL connection inside an L2TP tunnel. However,

you would normally use one or the other as performance would likely be impacted by their simultaneous use.

¢ SSL is an application level of security; and thus requires your networking application (such as Client Access) to support SSL. Client Access Express
for Windows fully supports SSL. If you have some data that needs to be encrypted and other data that does not, the Express client makes it easy to
set up only some of its applications (for example, PC5250 and Data Transfer) to use SSL. Because SSL is usually easier and quicker to configure than
L2TP, it is probably a simpler alternative if your users connect to the Interet only periodically. The Client Access Express for Windows client includes
full SSL support when connecting to AS/400 systems at OS/400 V4R4 or later.

* You should use VPN, which is based on industry standards such as L2TP, when you want to create a continuous, long-term connection between a
client and a server. Because VPN offers many security features (such as data encapsulation, encryption, and authentication), it is a good choice for
connection between servers or for virtual LANs between two networks. You can also use L2TP connection to create a secure VPN between a dial-in
client and your home system via a local Intemet Service Provider (ISP) instead of dialing long distance or using dedicated lines. OS/400 VAR4 supports
L2TP for remote VPN connections.

Q. Does Client Access support VPN (L2TP) connections?

A. VPN connections are handled by the underlying operating systems and are actually transparent to Client Access, which simply uses TCP/IP to make
connections. Client Access currently cannot run over a direct VPN connection to an AS/400 system because OS/400 supports only L2TP, and Microsoft
Windows 95, 98, and NT 4.0 support only Point-to-Point Tunneling Protocol (PPTP). With the release of Windows 2000, Microsoft indicates it plans to
broaden its VPN support to include L2TP (see white paper "Virtual Private Networking (VPN) Security” on the Microsoft web page at www.microsoft.com).
If other companies make L2TP client products available for Windows 95, 98, and NT 4.0, the Express client would attempt to test these VPN connectivity
options.
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Setting Up Secure Sockets Layer (SSL)

o On AS/400
* Install Cryptographic Access Provider LPP (5769-ACx)
* AC1 = 40-bit :
» AC2 = 56-hit
» AC3 = 128-hit - e
. . pdha B3y warlmand, Bl Drent® yiuwent i
* Install Client Encryption LPP (5769-CEXx) e e
» CE1,2,33 -
. : .
Authorize users to SSLxxx directory Figiie S Geeaiind 3]
B AFF Workerch Wigwer 0K
® On PC B AR Jom Toolba: M
* Install client encryption (5769-CEXx) iy and b Ea i i #
> CE1 = 40-bit chets Leyar (350 10K
» CE2 = 56-bit 14t i
» CE3 = 128-hit : kit i
¥ Cherd Encryprion 1 36bit 1Rk
B4 Pirer [ivers K
¥ A5 s Corenk 0K
B ChariAoss Epess Tooki K b
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140K, disk spoce mqind 105E K eslabie
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Notes: SSL Pre-regs

To use the Client Access Express SSL capability, you must connect to AS/400 systems running OS/400 V4R4, and the

following licensed program products (LPPs) and options installed on the AS/400:

* 5769-SS1 Option 34 - Digital Certificate Manager (DCM). You need DCM to create your digital authority and to maintain
your digital certificates.

® 5769-TC1 - TCP/IP Connectivity Utilities for AS/400

* 5769-DG1 - IBM HTTP Server for AS/400. This product is required to access DCM browser-based interface.

* 5769-ACx - Cryptographic Access Provider. The value x determines the maximum key length permitted by cryptographic
algorithms. These cryptographic products create certificate keys. Only 1 is allowed per AS/400 system.

= 5769-AC1 - 40-bit key length, 5769-AC2 - 56-bit key length, 5769-AC3 - 128-bit key length

*® You now need the client counterpart for encryption. You need to install one or more the following no-charge LPPs on an
AS/400. These LPPs are best installed on the same AS/400 as you are using to install the Express client code (i.e., the
AS/400 system identified as containing the source directories for Client Access 'Check Service Level' to look for updates).

* 5769-CEXx - Client Encryption. The value x determines the maximum key length permitted by cryptographic algorithms.
This client code can then be downloaded to user PCs running the Express client. You can install the 3 Client Encryption
products on one AS/400, but you can only install one product on a PC.

=5769-CE1 - Client Encryption (40-bit), 5769-CE2 - Client Encryption (56-bit), 5769-CE3 - Client Encryption (128-bit)

Because of export regulations for products containing encryption technology, the 5769-CEx products are installed on the

AS/400 with authority set to 'PUBLIC EXCLUDE'. So before users can install any of these products on their PC, they need

to be granted authority to 1 or more of the above Client Encryption products.

* For example to grant user CAROLE authority to use the 128-bit client encryption, the AS/400 administrator would need to
run the following command: CHGAUT OBJ('QIBM/ProdData/CA400/Express/SSL/SSL128") USER(CAROLE)
DTAAUT(*RX)

* If you wanted to grant all users authority to install the 128-bit encryption support on their PCs, you could run the following
AS/400 command: CHGAUT OBJ('QIBM/ProdData/CA400/Express/SSL/SSL128") USER(*PUBLIC) DTAAUT(*RX)

Now Express users can click on the 'Selective Setup' icon in the Client Access folder and select one of the above Client

Encryption products to be installed. (Note: if you are allowing the Express client ‘Check Service Level' function to be used,

Client Access will periodically download any updates that get applied to the Client Encryption products on the AS/400.) A

new icon IBM Key Management is added to the Express client folder, and a new Secure Sockets tab is added to the Client

Access Properties panel.
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Certificate Management

@ IBM Key Management utility
included as part of CE1,2, or

Ceanpral | Languace: | Inconing Famictn Command ]
3. DiegnuricTocly | Sendce SeouEsockes | Oher |
. L. — B 450400 Cianl Enmypion
® Obtain Certificate Versian s
® Recommend using a well-known Certificate = Emwnmionknet iz
Authorities (CA) such as Verisignr Ingtediad t cimciory:
> A number of well-known CAs are already stored in [EVFregmm Tz EINNCEE,
the client key database.
© Using any other type of certificate requires o s

adding a CA to the client.
» Express provides CWBCOSSL tool that automates F L Gp deiauh boy OSmbase
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Notes: Digital Certificates

You need to decide what type of digital certificates you are going to use. You could choose to have an Internet
Certificate Authority (CA) to issue certificates, or create your own CA and issue private certificates for your Intranet, or
use a combination of Internet CAs and your own CA. Detailed information about SSL, digital certificates and network
security can be obtained at these web sites:

* AS/400 Information Center web site: http://www.as400.ibm.com/infocenter/, select Internet and Secure Networks.

* IBM Vault Registry Software Web site:  www.internet.ibm.com/commercepoint/registry/ provides more information
about security and trust on the Internet.

* Internet Engineering Task Force: http://www.ietf.org/ provides information on updates to the standards for certificates.

* VeriSign Information Desk: http:/digitalid.verisign.com/info_ctr.htm provides more information about using digital
certificates on the Internet.

If you use a well-known Certificate Authority (i.e. Verisign, Thawte, ...) to create and sign your server certificates, there
is no additional setup required as the well-known Certificate Authorities certificates are already shipped in the default
Client Access Express key database. However, if you are using your AS/400 as a Certificate Authority to create and
sign server certificates for any of the Client Access Express servers, then you must perform the following steps for
every AS/400 that your PC will use SSL when it communicates:

* Add the CA certificate to the default Client Access Express Key database
* Copy the CA to your PC or shared directory (which you are making available for all PC users who are enabled for
SSL).

Client Access provides a tool (called CWBCOSSL) that automates the whole process of adding the unknown (i.e., when
you are not trusted versions) of CA certificates to the default Client Access Express Key database and copying the CA
to the PC or shared directory. This tool is available on the Client Access web page at
http://www.as400.ibm.com/clientaccess/cadownld.htm. Simply download the self-extracting zip file, called
cwhbcossz.exe. To use this utility you must have Client Access Express Service Pack SF55256 or later installed on your
PC. This tool not only sets up all the CA certificates needed by Express, but also handles AS/400 Toolbox for Java, any
Java plug-ins, and the Virtual Private Networking (VPN) configuration.
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Configure Secured Sockets Layer (SSL)

@ Security Properties

I Configure PCS25
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= Use same security az Operations Mavigator connection
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0k I Cancel Sl Help

Notes: Configuring SSL on the client

The Express client uses the TCP/IP Secure Sockets Layer (SSL) Version 3.0 for encryption. The Express client offers the
flexibility to not only encrypt the userlD and password but to choose what functions of Express (i.e., Operations Navigator,
PC5250 emulation, Data Transfer, ODBC) to encrypt. For example, you may wish to encrypt data being transmitted via Data
Transfer but find it unnecessary to encrypt data being sent to your PC printer via PC5250 printer emulation. With SSL
support, these applications are now able to establish secure communications sessions with their corresponding services.

Enabling SSL on the PC

You have the ability to select from the following options: Do Not Use SSL, Use SSL, or Use Same Security as Operations
Navigator Connection (default option). The advantage of using the same security as is enabled for Operations Navigator is
that you can enable all functions for a system at one time and have a totally secured environment. However, you must
consider that encryption methods do degrade performance (perhaps as much as 20-30%); thus, it may be more
advantageous to only use a secured connection for a few specific functions.

* To enable SSL for Operations Navigator, start the Operations Navigator and right-click on the AS/400 you want to enable
for SSL, select Properties, then the Connection tab, and check Use Secure Sockets Layer (SSL). A padlock will be added
to that AS/400 name to reflect that SSL is being used for that connection.

¢ If you have not enabled Operations Navigator for SSL, or if you want to enable or disable the other Express client
applications differently than Operations Navigator you can do this.

=For PC5250 sessions, open the session, and from the menu bar click Communication, select Configure, then
Properties, then select the SSL option.

—For Data Transfer sessions, you can selectively set each Data Transfer you define. Start the Data Transfer, and from
the menu bar click File, select Properties, then the Connection tab, and select the appropriate SSL option.

=For ODBC SSL is defined at the data source level so you have the flexibility to secure ODBC requests with different
data sources. To set up SSL, start the ODBC Administration task, double-click on the user Data Source you want to
work with in the User DSN tab, then select Connection Options, and then you select the SSL setting you wish to use.

You can also use the Express client Policy Editor templates to set up SSL for desktop users. For example, you can define
policies for users (or groups of users) by connection environment. For example, when a user is connecting from the 'home'
environment, SSL is required; however when using an 'office’ environment SSL is not needed.
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