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Session Objectives

= Be able to define QNTC and how it fits into the
1ISeries IFS.

= Learn how QNTC is being used on the iSeries.
= Learn to configure an iSeries for QNTC.

= Learn how to improve QNTC performance.

= Learn how to debug common QNTC data access
ISSues.
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Agenda

= |FS and the QNTC file system

= What are companies doing with QNTC
= Configuration

= Security

= Tips / Troubleshooting
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1Series NetClient - QNTC
What a QNTC user will see:

wrkink '/*

QNTC

QSYS.LIB
SRV1 ... 'SRvn j —
usrl

‘SHR# SHRd SHR%
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1Series NetClient - QNTC
File share access to network data via CIFS

= \WWindows / iSeries Netserver servers have shared resources defined
= QNTC maps the shared file resources into the iSeries file space

= cifs protocol used to communicate

——
iSeries

NetServel _ l-

Wlndows

@ Win2000
l‘

Server

"‘ IXS on

iSeries
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Internal Structure

Integrated File System - iSeries NetClient

Applications/Generic Commands

Non-POSIX POSIX % % %
FMS APIs APIs

gC File NFS iSeries
erver
Logical File System (Shared Folders) Server NetServer
vhode interface
QDLS Root OpenSys User-Defined
PFS PES © IB’FS / PES % Integrated
xSeries on
QSYS.LIB || QOPT N.FS QF|Ie$vr.4OO QI\(I:tecW:;\re iSeries
PES PES Client Client ien
PFS PFS PFS

% % % QNTC shipped V4R3
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Example client/server request
edtf editor web server
: . C -
iISeries : py application
client
QI\ETC IFS
)
‘\
. %CIFS over NBT
‘\
\
0
0
_‘ .
Shared ' File Share: File Share:
Resources s C:\dirl D:\CDROM
'—O
-
Server Filel.txt : scriptl CDROM files
(Windows :—
Nets(;ver) File2.txt script2
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Accessing QNTC - 5250 session

_loix

File Edit Transfer Appearance Communication Assisk  Window Help

B B R A e EE e N S S
PrtScrn Copy | Paste Send | Recy Dizplay | Color I ap FRecord | Stop Flay [t
M System: LFPO96AE

Select one of the following:

1. User tasks

2. Office tasks

3. General system tasks

4, Files, libraries, and folders
5. Programming

6. Communications

7. Define or change the system
8. Problem handling

9. Display a menu

1@. Information Assistant options
11. Client Access/ 480 tasks

9@. Sign off

Selection or command
=== wrklnk '/gntc/myserwver/sharec/*’

F3iz=E=xit Fd=Prompt Fa9=Retriewe FlZ=Cancel Fl3=Information Assistant
F23=5et initial menu

|Cnnnecteu:| to remote serverfhost |p096ab using port 23 P

Some other ways to use QNTC.:
- wrkink - cpytostmf

- sav/ rst - APIs
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Access QNTC - iSeries Navigator

¥ iSeries Navigator 1ol =i
File Edit Wiew Help

%|%E|X|@@ 1 minutes old
|-Er'win:unment:_|‘v‘l_l,l Connechorns | LpardgBp: OMTC  Inchide:

- @ Lpar4osp | | Hame | size | Tvpe

-5 Basic Operations WINSEVI File Folder
- Work Management L wnsEv2 File: Falder
ﬁa‘ Configuration and Service (2 WINSEV3 Filz Ealder
Fel-L g Network () WIN20031 File Folder
g oy £ WINz0032 File Folder
@™ Users and Groups (3 WIN2003 File Eolder

[ Databases — TFDESEL ,
EGE File Svstems File Folder

|_:_|... Integrated File Svskem 3 XESTAFF File s
; F.oat

% QOpensys
F2 QDLS

{83 qavs.LIE
{E3 QFilesvr.400
% CQhetWare
{83 QopT

w1 WINSRVL
- WINSRVR
- WINSRYS
- WIN20031
B WIN20032
&[] WIN20033

#-[1] XPDESEL
mﬁ MNETATT LI *I I

I+

~ B

For Help, press F1
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Uses for QNTC
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Using QNTC: 1Series Example

Save Integrated File Server Data

Business Problem

Multiple sales representatives input orders
through an application that stores the data in a
database on the Sales department's Windows
2003 Server. To protect this important data it
needs to be saved on an hourly basis.

Every night the iSeries system is backed up to a
tape library.
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QNTC: iSeries NetClient Example

Saving Integrated Server data B
= Sales teams

Integrated server .

w/new order fil |
@ Sales Network _—

SALESSVR .

- &=
y

ISeries

SAV DEV(/QSYS.LIB/JUL2003.LIB/SALESO13.FILE")
OBJ((/QNTC/SALESSVR/DDRIVE/OPTOINC/SALES.123Y)

~_

IFS root Server \

File system File Share File Path/Name
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QNTC - Other Customer Scenarios

* Move data to xSeries so applications have
local access to the data

e |Series applications access to data stored on
XxSeries server.

o SAV / RST applications with integrated servers

» Store iSeries database data remotely

© 2003 IBM Corporation



IBM eServer iSeries

Configuring QNTC

© 2003 IBM Corporation



IBM eServer iSeries

QNTC Configuration
Prerequisites for using QNTC support

= [Series NetServer must be configured and active.
= Servers must have NetBios over TCP/IP configured.

= |Series users that will be using QNTC must have a Windows
user profile with the same name and password.

= Server names must be browsable by the NetServer in order to
automatically appear in IFS.
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QONTC Configuration
= No QNTC specific configuration !!!

= Dependent on the configuration of other products
» ISeries NetServer
» Server configurations
» User profile synchronization
» Network topologies
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QNTC Configuration
What will show up in the QNTC directory?

= QNTC uses network browsers to build the directory

= Browsing = a method for locating resources within an
organization

= Factors affecting browsing:
» Master Browsers
» Domain topology
» Network topology
» System configurations
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Configuring QNTC

ISeries NetServer Configuration

¥ iSeries Navigator |D|ﬂ
File Edit Wiew Help
# .©@||@Q 5 minutes old
| Environment: My Connections | Lpardgdp: TCRAR
! Lpar3gdp ;I Server hame | Stakus -
-l Lpardgap “Hg BOOTPIDHCP Relay Agent Stopped
% Basic Operations HaBoOTR Stopped
@. Work Management S5 oOM Sharked
ﬁé‘ Configuration and Service HaDHCP Stopped
E[i Wewor e i “fa RouteD stopped L |
TCPIIP Con |gurat|u:u|j HERRC S
Remate Access Service
: %TFTF‘ Stopped
Elﬁ Servers ?NFS i 4
R . -
: iSeries Access e S
G INETD DREN
i == Sttt
Iser-Defined o EDRS0L
w0 1P Policies Hasute e
s — | i ; Sl= Resel and Stark i
| | B 1] »

7 ' e I -
FYMy Tasks - Lpardatp ﬂ"w Configuration
Cor

B 2dd a connection onfigure system az [

(D Inztall additional components Cor Skatus Help for related tazks
M Cor  Disabled User IDs
Create Shorkcut

[ [1-12of 29 objects [ Properties

i
/4

Configure iSeries NetServer using Navigator
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Configuring QNTC

ISeries NetServer Configuration

ISeries NetServer must be configured then started.

For more info see 406170 - iSeries NetServer Setup and Usage

iSeries MetServer Properties - Lpardgip o e |
General I.ﬁ.dvanced I VNINE Configuration I Subsystems I
IBM iSeries Support for Windows Network Meighborhood
Current =zettings
Start when TCPAR is started: Yes
Server name: LP&R4GEP
Allow iSeries MetServer access using the spstern name: Mo
Damain name: ALOMGDORMAIMNMARE
Dezcription: IS enes
Logon zerver role: Mone
Authentication kethod: Enciypted passwoards N
N
(814 Cancel Help

© 2003 IBM Corporation

Domain will determine what
appears in the /QNTC
directory



IBM eServer iSeries

Configuring QNTC

Browsing for Server Names

e QNTC directory contentscome from iSeries
NetServer

e NetServer getsaligt of Serversfrom adomain local
br owser

e NetServer mus be ableto find a domain local
browser

e Morethan 1 domain local browser may exist
e \WINS gives consstency across routed networks
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Configuring QNTC
WINS Configuration

ISeries

Company Net

1230 1.2.4.0
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Configuring QNTC

ISeries NetServer Configuration

iSeries NetServer Propetties - Lpar4qg8p d |

General | Advanced VWINS Configuration | Subsystems |

Current settings

Frimary "WINS server: 1,234

e lee Determines which servers you will
Seope |D: \E be able to access.

SIS R i Use the same WINS Server as

your Windows Domain Controller.

8].4 Cancel Help
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Configuring QNTC

NetBios over TCP/IP configured on Server
2]

P Seftings | DS WINS |0pti-:-ns|

—WINS addresses, in order of use
1234 5
Internet Protocol {TCP/IP) Propetties ﬂﬂ %
General | p—
You can get P seftings assigned automatically it your network
supports this capability. Ctherwise, you need to ask your netwark
administrator for the appropriste P =ettings. Edit Remove
Local Area Connection 2 Properties ! — - _
| (% Ohtain an [P address automaticaly
General |Sharing | .
1 Uzethe folloving IP address: : ; : : )
eoreak st If LMHOSTS lookup iz enabled, it applies to all connections for wwhich
[P addess [ - TCPAP is enabled.
| Intel(=) PROA 00 VE Deskiop Connection W I—
et mask: ) ) ’
= | Enable LMHOSTS lookup Import LMHOSTS. .
r
Detault oatesvay: I ; '
Components checked are used by this connecyln:
; . - =t = s = s = = .= .
Client for Microsoft Networks {+ Obtain DNS server address autometicaly . v Enable MetBIOS over TCRAR
File and Printer Sharing for Microghtt Metworks 1" Usgthe following DMS server addresses——— 1 ; *
W 1 S ) ™ Dizakle NetBIOS aver TCRAP |
= _ | " Use MetBIOS sefting from the DHCP server
Liternate DS server I : A |
Install... | Uninstall Properties
—Description :
-\‘
QK | Cancel | o | e | |
AnNCeE

[™ Show icon in taskbar when connected

Windows 2000 Server

Ok Cancel
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Configuring QNTC

Passwords must be synchronized

USER = SAM
PW = MAS

QNTC

USER = SAM

PW =MAS USER = SAM

Local PW = MAS

USER = SAM
Local PW = MAS

Standalone Servers

© 2003 IBM Corporation
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Securing QNTC Data

© 2003 IBM Corporation
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QNTC - Security

X QNTC subdirectories and files are distributed objects.

» Access to server data is controlled by the server (Windows
or iSeries), not QNTC.

»Share level security
Defines the permission that a user has to the share.

» Object level security
Defines the permission that a user has to the file or directory.

© 2003 IBM Corporation
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Security - Share permissions

- - = = B ? .
iseries NetServer File Share - Lpar4g8p 1[1[ Permissions for BigFile /—Iil

e I-Tex‘t T I _ Share Permizzions |
IBI iSenies Support for Windows Metwaork Meighborhood Mama | Add.
WEIOne
Share narne; || ﬂl
Description: I
Access IHead only j
b airmum number of Lsers -
& Wi masimum Permizsions: &l Deny
" Maximum users [0 - 2147483647 |D Full Cantial D
Change O

Fath name: I  Browse... | Read O

oK I Cancel | Help | kK I Cancel | Spply |

ISeries NetServer share access level Win2000 share permissions
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Security - object permission

f_) Datarea Permissions - Lpar4g8p = |EI|£|
Chject:
IlUerEIinIDatarea
Type: et Frimary group: Autharization list (AUTLY:
IFiIe Ists I(None) I(Nune)
| Mame | Fead | Write | Execute |-Manage...|E}{istence| Alter |Referen...| ExcludelFrnm AlJ
wh (Public) v L v/ TR TER | L '
8 sy I v v lvl v Ivi vl L
Add... | e movE: ClUstarmize. .
1“1 sas
Chiyner Frimary Group  Authorization List
Ok | Cancel | Apply Help |'?|

ISeries object permisions

© 2003 IBM Corporation
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520cpy2 Properties ﬂﬂ

General Securty |Eust|:|m| Surrmal_l,ll

MHame - Add...
i
'_ﬁ 5--5-21-839522115-7461 37067-34 2925,
'_ﬁ 5--5-21-839622115-7461 370E7-34 2925,

-ﬁ 5--8-21-839522115-7461 37167-042925;
".? G R.21.A39R M 1 R.74RT ‘T!TIFC?.Rii?':I‘?':.' =

VEIJORE

4 ]

Permizzans: Al Drery
Full Contral [N
Madiy O
Reac & Execute [N
Feat N |
Write N

Advaiced... |

v Allor inhernitable permizsions fom parent to propagate tothis

object
] I

Cancel | Spply |

Windows file permissions



IBM eServer iSeries

QNTC - Security
Security Tips

® Share only what you need to share
® Don't allow access to root level (/*or C:\)

® Set appropriate permissions on shared
files/directories

® Use Group Profiles to make managing access
easier

® Use strong passwords

© 2003 IBM Corporation
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QNTC Tips and
Troubleshooting
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ONTC Tips

e Improve performance with environment variable

- ADDENVWAR ENVWAR( QZLC SERVERLI ST) VALUE( 1)
LEVEL( * SYS)

e Domain size can affect performance

e Adding servers from other domains
« nkdir '/qntc/svrNane'

© 2003 IBM Corporation
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QNTC Troubleshooting- Common Problems

® No data in a QNTC directory or subdirectory

v User was rejected by server

e passwords don't match
* local vs domain profiles

e Digitally signing required by server

v Master browser cannot be located
e NetServer isn't configured for correct domain
e Broadcasts aren't being routed and no WINS

® Server lists don't match on 2 different i1Series

v Different networks
v Multiple interfaces

© 2003 IBM Corporation
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QNTC Troubleshooting - Common Messages

Display detailed messages

o CPDBO055 - Comm error on session to Network Server
» Netbios errors - Check server configuration

e CPDBO050 - Session initialization error with Network Server
» 109 error - Name found, session rejected
e 110 error - Name not found

o 3448 error - NetServer is not started

o CPFB692 - SPI QzlsGetComputerinfo failed with reason code 4

* Network browsing problem (rc 4) - couldn't find a Browser
* No browsers for domain
e WINS configuration problems
e Scope ID configuration problems

© 2003 IBM Corporation
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More QNTC Troubleshooting Messages

* CPFAOA9 - Object not Found
* (Browseable server) The server isn't active in this domain

* (nonBrowseable server) The server dir hasn't been created

o CPDBO054 - Error connecting to IPC$
o Current releases of QNTC don't support Message Auth Codes
o Local security policy can't REQUIRE digital signing

© 2003 IBM Corporation
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QNTC - Diagnostic Tools

» Browse tools (browmon.EXE) useful for problems
finding servers.

» Network Trace tools (Ethereal) for troubleshooting
connection problems.

e QNTC trace tool
o CALL QZLCTRC (t x' FFFFFFFF')

start trace

o CALL QZLCTRC (t x'00000000") - stop trace
o CALL QZLCTRC (p) - print
o CALL (ZLCTRC (c) - Clear

o output file is QSYSPRT

© 2003 IBM Corporation
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BROWMON

Browser status on SMB ‘Device'NetBT_Tcpip_{5F3593DC-4B1E-4372-A2A7 E2ANN5053C6.1 |

Browzer State  Type Zervers Domains

S WEELFLING Online Unknown 11 20 Cloze |

- Online Windows NT 4.0

Servers on VBLICKY Domains on WBUCKY

JLI N 5400AA -
LMFCOOSE SniB

LMFCOOSE SMBNET

NETSERVERWTS TOOLBOX

PUlFSRULES WwiooF

“ETZER WORKGROUP

\_(E TZERZ ut WORKLOADS g

Helps understand the topology of your network
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Ethereal

{@ TRACE.CAP - Ethereal il =10l x|

File Edit Capture Display Tools Help

Ma. . |Time Source Destination Protocal | Info =
BES L2, 098000 9. 5. 179,29 . 5. 80, LU7 TP S5La9 FETT oS-
689 12.107000 .5,.175.29 G.5.80,107 SME Megotiate Protc
650 12.107000 .5, 80,107 G,5.175.25 SME Negotiate Protiss
691 12.107000 9,5,175.29 9, 5,860,107 TCF 51535 > netbios-|z

|- | B

B Frame &%0 (268 bytes on wire, 268 bytes captured) &

EHEthernet II, src: 02:01:Ff:00:ff:00, Dst: Q02:01:Ff:00:ff:04

B Internet Protocol, Src Addr: 9.5.80,107 (9.5.80.1070, Dst Addr: 9.5.175.29 (9.5.;

B Transmission Control Protocol, src Port: nethios-ssn (1390, Dst Port: 5155 (5155

H MetBIos Session Service -

Fl smMR (=Server Messane Rlnck Protocnl’ T

= I ]

o040 53 b4 00 00 00 c6 Tf 53 4d 42 72 00 00 00 OO0 98 5
o050 07 88 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..., coeennn

v
=
m
3
=

Qo0 34 12 00 00 b1 08 11 00 00 OF 32 00 01 00 04 11 A — S N—
Q070 00 00 00 00 01 00 00 00 00 00 fd £3 01 80 a2 ae ....iii veeeeenn
0080 9a 0d bb 0% <3 01 2¢ 01 00 81 00 74 <3 f1 a2 45 ...... Rt cs ottt =
0090 Bc 02 44 b8 05 6fF c§ 24 ed 595 b5 60 &7 06 06 2b S o R o . S«
00a0 05 01 05 03 02 a0 65 30 63 a0 30 30 Z2e 06 09 2a  ...... el C.00..."
oobo 8§ 48 82 7 12 01 02 02 06 0% 2a 86 48 8§ f7 12 B T Hil o e
0oco 01 02 02 06 Da 2& 86 48 86 f? 12 01 02 02 03 06 ..., W R
00do 0a 2b 06 01 2f 30 2d a0 e 7o S0,

Ea -\nl_ - 0o A, L AT EER L i ke o T QLT R R P T d‘J:h-u.;-\. JIP

Filter | j Reset| Apply|[File: TRACE CAP

Analyze network connectivity problems
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QZLCTRC Output

= ESession B - [24 x 80] i - 10| x|
File Edit Transfer Appearance Communication Assist  Window  Help
' ™ | m
‘ £3) = | ¥ = W% e
PrtScrn Copy | Paste Send | Recw Dizplay | Color Map Record | Stop _F'
File QSYSPRT FagesLine 1754
Control . Columns 1 - 78
Find
ATZ2d23-0021:0z1lcLock QzlcUtil @332 ENT
OTzdz253-0Rz1:QzlcLock QzlcUtil.C 0418 LEA rc:@
ATZ2d23-0021:Qz1lcUnlock QzlcUtil @438 ENT
ATZ2d253-0021:Qz1lcUnlock QzlcUtil.C @456 LEA rci@
OT2d423-0021: 0z lcQueryservers QzlcTopo ATAT ENT

ATZ2423-A021:

GetComputerInfo failed.

QEEE:
aEl1E:
aE2o:
BE3E6:
aEdE:
AES5H:
BAOGE:
AETH:

C3DTCRCE
969497R4
4404 EdE
4a404 40
220 O D D
BEEEEEDE
T2 O D D
22 0 0 O

FEFIF2F@
A38599C9
4@404E40
4@404EH46
2 G
BEADEEEEE
A GG EEEE
B1ODTSEE

DEr993n2
95869640
4@40dE46
4EA4HHEHEE
26 GG R E
BEDEEEEE
(6 G EEEE
12 O

ATZ2d23-0E21:Qz1lcueryservers

CTE5ASCT
4ad404E40
440440
AAESEHEEE
BEEEEEEE
AREEEEEE
BEEEEEEE
ojojoinjaln
QzlcTopo

Exception info:

BTST LEA roci3des

ATZdZ23-AAZ1:Qryservers failed: stat 3406

F3=Exit Flz=Cancel Fl19=Left F2@=Right

|Conmected to remote serverfhost rchase02 using port 23

F2d=More keys

Low level QNTC debug
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More Information

= Integrated File System Introduction (SC41-5711)

m |Series NetServer website

= http://www.ibm.com/servers/eserver/iseries/netserver
= "Service Update Link" for current PTFs

= |Series Information Center web site:
= http://www.ibm.com/as400/infocenter

\\\~
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Questions:
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AS/400e IBM (logo)
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Windows, Windows 2000, Windows XP and Windows NT are registered trademarks of Microsoft Corporation in the United States, other countries, or both.
Other company, product or service names may be trademarks or service marks of others.
Information is provided "AS IS" without warranty of any kind.

All customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual environmental costs and
performance characteristics may vary by customer.

Information in this presentation concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly available sources and does not
constitute an endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly available information, including vendor announcements and
vendor worldwide homepages. IBM has not tested these products and cannot confirm the accuracy of performance, capability, or any other claims related to non-IBM products. Questions on the
capability of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. Contact your local IBM office or IBM authorized
reseller for the full text of the specific Statement of Direction.

Some information in this presentation addresses anticipated future capabilities. Such information is not intended as a definitive statement of a commitment to specific levels of performance, function
or delivery schedules with respect to any future products. Such commitments are only made in IBM product announcements. The information is presented here to communicate IBM's current
investment and development activities as a good faith effort to help with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any user will experience will vary
depending upon considerations such as the amount of multiprogramming in the user's job stream, the 1/O configuration, the storage configuration, and the workload processed. Therefore, no
assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the ratios stated here.

Photographs shown are of engineering prototypes. Changes may be incorporated in production models.
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