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Power Systems ™

IBM i Access for Web
including 5250 Browser Access

Session #409136

Wayne Bowers
Software Engineer
wbowers@us.ibm.com

Fower Systems = IBM i Access Sessions
Monday
8:00am S. China Sea OPEN LAB: Test Drive IBM i Access for Web 420063
OPEN LAB: Meet the New IBM i Access 580085
9:30am S. China Sea OPEN LAB: Test Drive IBM i Access for Web 420063
OPEN LAB: Meet the New IBM i Access 580085
2:00pm Pacifica The Next Generation of IBM i Access 580083
Ballroom 10
- 5:00pm Pacifica IBM i Access for Web Including 5250 Browser Access 409136
Ballroom 10
Tuesday
8:00am Pacifica IBM i Mobile Access 590448
Ballroom 1-2
2:00pm Banda Sea 1 IBM i Access 5250 Emulation 590257
3:30pm Banda Sea 1 Not just a ‘Webulator’: IBM i Access for Web Leveraging Print and Database Capabilities 580029
Wednesday
8:00am Pacifica IBM i Access Deployment and Migration 590256
Ballroom 11
5:00pm Banda Sea 1 IBM i Access Data Transfer 590258
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Power Systems = CO nte ntS

* What is IBM i Access for Web?
» Getting started

* Major Functions
— 5250
— File System

» Controlling Access

Power Systems =
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Power Systems What is IBM i Access for Web?

End users can leverage business information, applications, and resources across an
enterprise by extending the IBM i resources to the client desktop through a web browser

Provides access to IBM i through a
browser
+ 5250 access

» Access to database, integrated file
system, printers, output queues, jobs

» Can run batch commands and
send/receive messages
It has the following advantages:
* Is server based

* Requires only a browser on the client,
no configuration required at desktop, no
applets installed on desktop

» Uses industry standard protocols - ==

- Windows

* Linux

* Macintosh

HTTP, HTTPS and HTML oot fmm  Firefox
Explorer Eseea
Chrome
Power Systems Fully Integrated with your Browser E

*,

* Use any code page available in your
browser

— IBM i Access for Web translated into 38 =E
NLVs (including DBCS)

— See screens in preferred language
% Use any keyboard setting available in

K3

o

Windows

o

% Font Size

K3

% Set up SSL to your browser




Power Systems

Packaging and Ordering

IBM i Access Family - Packaging

V7R2
5770-XW1
IBM i Access Family
IBM i Access for Windows, 5770-XE1, V7R1

Power Systems -

IBM i Access for Web, 5770-XH2, V7R2

IBM i Access Client Solutions, 5733-XJ1, VIR1M3

r6.1 and r7.1 IBM i® OS customers not wanting to
upgrade their operating system to r7.2 but who
want the new V7R2 IBM i Access for Web can order
at no charge:

Feature No. 6289 of Product No. 5761-SS1 (r6.1)
or
Feature No. 6289 of Product No. 5770-SS1 (r7.1)

Note: Access for Web being supported at n-2
is new for release 7.2
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Power Systems

Functions with Access for Web

Print

« Printer output

« PDF Printer output

* Printers

PDF Printers

* Internet Printers

* Internet Printer Shares
* Printer shares

+ Output Queues

+ AFP to PDF Conversion

5250

« Active Sessions

« Start 5250 Session

« Configured Sessions
« Bypass Sign-on

Files

« Browse Files

+ File Shares

« Browse File Share

Scheduling of tasks

Messages

+ Display Messages
+ Send Messages

+ Sametime

+ Operator Messages
+ Message Queue

Database
* Tables
+ My Request
+Run SQL
— Open Office Formats
— Wizards supports joins
— Chart SQL results
« Copy Data to Table
«Import Requests
— System i Access for Windows
— Query Manager & Query/400

Commands

+ Run commands
+ My commands
- Search

My Personal Folder

Jobs

« Active Jobs (New in r7.2)
* User Jobs
« Server Jobs

Customize

« Preferences

« Policies

- Settings

- Transfer configuration data

System (new in r7.2)
* Installed Products

« List Software Fixes

- System Values

« Extract IBM i data

Single sign-on
« EIM (WAS authentication)
+ Windows domain login (WAS SPNEGO authentication)

Power Systems

Getting Started
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Power Systems 2 Gettlng Started

Before you start with Access for Web you must get your
web application server running

HTTP Application
Server Server
Servlet

Web browser
Enterprise Server

Host applications
Internet Database

Tier 1 Tier 2 Tier 3

Supported Web Application Servers

Power System:

+ The IBM i Access for Web servlet code can be used . The IBM i Access for Web portlet code can be used
with any of the following web application servers: with any of the following portal servers.

= |BMi Integrated Web Application Server

= WebSphere® Application Server V8.5, V8.0, * Websphere Portal V6.1

V7.0, and V6.1 — Express for i = Websphere Portal V7.0
= WebSphere® Application Server V8.5, V8.0, = Websphere Portal V8.0

V7.0, and V6.1 — Base and Network

Deployment

PTFs required for latest web application server and portal support:
http://www.ibm.com/systems/i/software/access/web/servicepacks.html
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Integrated Web application server

* What is the IBM i Integrated Web Application server?
— A web application engine much like ASF Tomcat

Uses fewer system resources, similar to ASF Tomcat
Minimal effort by an Administrator to maintain

» How is it packaged?

— 5770-DG1 and 5761-DG1 IBM HTTP Server for i
* IBM i Access for Web support

V7R2 IBM i Access for Web can be installed and is supported on IBM i r7.2, r7.2 and r6.1
V7R1 IBM i Access for Web can be installed and is supported on IBM i R7.1 and R6.1

Power Systems

Get Access for Web running

» Get a copy of the IBM i Access for Web Install & Users Guide

http:/www.ibm.com/systems/powers/software/i/access/web_resources.html
+ Install IBM i Access for Web from your IBM i stacked media.

Install Access for Web, 57xx-XH2

» Configure and start IBM i Access for Web.

— CFGACCWEB2 - Configure the IBM i Access for Web to the application server




PowerSyslems."" IBM i Integrated Web App Server

7~

User created instance

1.

IS

w

IS

o

Load/apply latest HTTP Server PTFs (review cover letters for any additional information)
V7R2 SF99713 group for product 5770-DG1
V7R1 SF99368 group for product 5770-DG1
V6R1 SF99115 group for product 5761-DG1

. Load/apply latest Access for Web PTF

V7R2 SI152768 GA PTF (required for Integrated App Server 8.5)
V7R1 SI38412 GA PTF or later (current S152202)

. Start the Web Administration for i

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

. Use the Web Administration for i wizard to create an instance of the integrated Web application server and an HTTP web server.

http://<system_name>:2001/HTTPAdmin

Follow the instructions in the doc on this page:
http://www.ibm.com/systems/i/software/access/web/doc.htm!
(6.1 Link: “Configuring an icati

Server Instance”)

3 Conii%ure Access for Web
QSH

cd /QIBM/ProdData/Access/Web2/install
cfgaccweb2 —appsvrtype *INTAPPSVR —instance <instance_name>

CL CMD: QIWA2/CFGACCWEB2 APPSVRTYPE(*INTAPPSVR) INSTANCE (<instance_name>)

. Start integrated Web application server and HTTP web server using the Web Administration for i interface.

. Open a browser to System i Access for Web using previously configured HTTP port

http://<system_name>:<port>/webaccess/iWAMain

Power Systems

Port Requirements Comparison

IBM i Access for Windows or IBM i Access for Web
IBM i Access Client Solutions (57xx-XH2)

« Port 449 for Port Mapper
« Port 8476 (9476) for Sign-on

« Port 8470 (9470) for Central + Port 80 (or any other port) for
< Port 8472 (9472) for Data Queues HTTP Server

« Port 8471 (9471) for Database « Port 443 (or any other port) for
+  Port 8475 (9475) for Remote Commands HTTPS Server

« Port 8473 (9493) for Print

« Port 446 (448) for DDM
Port 23 (992) for Telnet
Port 137, 138 for NetServer
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Power Systems

Access for Web Documentation

http://www.ibm.com/systems/power/software/i/access/web_resources.htmli

-

Documentation
7.1 IBM i Access for Web is supported on IBM i 7.1 and 6.1

= Connecting to wour systerm: 1IBM | Access for Web (Information Center) (PDFE, 637ER)

= |BM i Access for Wweb WWebSphere Application Server Single Sign-on Using SPNEGO (PDF,
27oKE
= Configuring YWebSphere Application Server - Express W8 5 for IBM i (PDF, 155KB)

= Configuring ¥WebSphere Application Server — Express W8 .5 for IBM i with Single sign-on (FDF
1g4qKE

= Configuring WWebhSphere Application Server - Express W8 0 for IBM i (PDFE, 151 KB

= Configuring ¥WWebSphere Application Server — Express 8.0 for IBM i with Single sign-on (FDF
143KBE}

= Configuring IBM VWebSphere Portal WB.0 (PDF, 141KE)

= Configuring IBM VWWebSphere Portal v7.0 (PDF, 103EEB)

= Autornating Tasks — HTTPSISSL (PDE, 43KB]

= Configuring Enterprise Identity Mapping (PDF, 161K

= URL Interfaces to IBM i Access for Web (PDF, 828KB)

6.1 System i Access for Web is supported on IBM i 6.1 and V5R4 i5/0S.

= Connecting to Systern @@ Swystern i Access for Web (Information Centery (PDFE SKEBY

= |BM i Access for Web WWebSphere Application Server Single Sign-on Using SPNEGO (PDF,
27oKB

= Autornating Tasks — HTTPSISSL (PDE, 43KB])

= Configuring an Integrated Yweb Application Server Instance (PDF, 144K

= Configuring IBM YWebSphere Portal W7 .0 (PDF, 103KB)

= Configuring IBM ¥WWebSphere Portal WB.1 (PDF, g4KB])

= Configuring ¥webSphere Application Server — Express w7.0 for IBM i (PDF, 123KE]

Power Systems

Ways to Roll Out Access for Web

+ Use ‘out of the box’
— Would look like a Complete install of Access for Windows

+ Use ‘out of the box’ with some functions removed for All Users
— Set some policies to limit what functions are accessible

to your users,

and give them the URL address to IBM i Access for Web

« Use ‘out of the box’, but set up predefined functions

— You can set up preconfigured 5250 sessions that users (or groups of users) can run, can
create predefined database requests for users to run, set up commands users can run,

etc.
+ Create your own

‘window’ to your system through Access for Web

— Add company banners to screens, set up ‘click and link’ tasks that users can perform, set
up macros to simplify user access.
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Power Systems = IBM i Mobile Access

» We have been hearing the need for an IBM i OS management and usage
tool that is optimized for a mobile device environment.

— The IBM Navigator for i interface is optimized for full screen desktop
web browsers

— IBMi Access for Web is also optimized for full screen desktop browsers
and has lacked some key management views

— The last reduced screen footprint solution that IBM i OS had was IBM i
Access for Wireless, or Management Central Pervasive

* On April 28th, 2014, IBM announced the
Technology Preview of the IBM i Mobile
Access solution to begin addressing the
need in this environment.

ower Systoms D IBM i Mobile Access

» My Mobile Access home page running on an iPad Mini

10
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Power Systems = IBM i Mobile Access Screens

/ SanieraSy Z=E \ 000 5554:GalaxyNexus

Software Product Fixes [Ip13ut2s.roh.sigiabs.ibm.com]

Ip13ut28.rch.stglabs.ibm.com:2011/ial

Menu

Operator Messages
Software Product Fixes b [ ‘
Page 10f 1 Jump to page: |1 ¢ Total: 117
r?/ Date/
Page 10f 1 Jump to page: 1 ¢ Totak 37 D3 MessageTexts  Types  Time< Severity &
Targe [t Adtion on CPF2456 \a:qs\ﬁv:w‘wnn“ . Informational ‘bivﬂ/
ID% Product Option ¢ Release s Release ¢ Required + Pending & Order & QSYS closed and 1012
5 5 5 0003  VZRZMO  V7R2MO O No should be saved M -
CPC1126 Job 053905/ Completion ~ 4/18/ 50 @
VIRZM0 No QTMHHTTP/ 4
VIRZMO  V7R2MO No iffm‘;’yﬁ:fr ool
VIRZ2MO No JHANSEN.
CPC1126 Job 053878/ Completion ~ 4/18/ 50
Fatid i
i
K / ended by user AM
. CPC1126 Job 053861/ Completion ~ 4/18/ 50 ;]:
iPhone 4 oM i ended ¥
CPI93B9  Software problem  Informational 4/18/ 50 @
Carrier T has been logged. 551
Active Jobs - Status. efer o help text M
Bopsadim s T eSS P PN Somregbian Womatcnd 419 S0 @
cPUh: 142 Pacbeeniogoed b
- N Refer to help text AM
% [ Selectim Acton — [l for additional
Page 10f 1 Jump to page: 1 ¢ Total: 263 information. ~
G cPU CPI9389  Software problem  Informational 4/18/ 50 @
e —
@ JRHAWLP QLWISVR BCI 50 JVM-lgibmiprod THDW Refer to help text AM
T D T
® ADMINS QLWISVR B JVM-lgibmiprod  THDW
@ QTMSSMTPD  QTCP 3 PGM- SEMW
QTMSSMTPD
® QTMSSMTPD  QTCP PGM-
QTMSSMTPD.
-
21
Power Systems IBM | MOblle ACCGSS
» This IBM i Mobile Access Solution is a web browser based solution that has
been optimized for reduced screen footprint environments.
» Easy to deploy and get running
» Simple URL to connect to
* Robust IBM i OS system interaction
— System Management Views
— Printing, Database, IFS, Commands, Messages
— 5250 Interface
» Highly Customizable
— What the user has access to can be simply set based on IBM i OS User or
Group Profile
22

11
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Power Systems = Getting Started

» The IBM i Mobile Access Solution Technology Preview will be distributed as
part of the IBM i Access for Web (5770XH2) product.

— What you see today is in GA PTF S152768

« It is designed to be integrated into the IBM i OS *ADMIN HTTP Server
environment.

— Requires latest IBM i OS HTTP Server Group PTF to deploy new ADMINS

r7.2 5770DG1 Group SF99713 Level 1
r7.1 5770DG1 Group SF99368 Level 27
r6.1 5761DG1 Group SF99115 Level 38
— Started and stopped automatically with the *ADMIN HTTP Server

Can be started and stopped individually (r7.1 IBM i OS and later)

» ENDTCPSVR SERVER(*IAS) INSTANCE(ADMINS5)
» STRTCPSVR SERVER(*IAS) INSTANCE(ADMINS)

a2y

Power Systems & Gettlng Started

» Deployed with a simple 2 parameter QShell command
— /QIBM/ProdData/Access/Web2/install
cfgaccweb —appsvrtype *INTAPPSVR —instance *MOBILE

— It can be deployed on other IBM Integrated Appplication Server instances or other

Web Application Server types like WebSphere Application Server, though
additional customization is required.

» Connected to via a simple URL from HTTP *ADMIN port 2001

http://system:2001/iamobile

ADMINS runs on port 2011, the port 2001/iamobile context root redirects

» Automatically detects common mobile browser types

— ltis possible to customize this detection

12
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Fower Systems = IBM i Mobile Access
iPad % 5:00 PM 979 (=
> ﬁ garage.rchland.ibm.com c ED (:) +
o My Mobile Access [garage.CS4.RCHLAND.IBM.COM]

My Mobile Access
Print
Messages
Jobs
5250
System
Database
Files
Command
Download
Customize
Other

..
2

{

Power Systems

Major Functions - 5250

PN
/L850
(AN A

\ —/

13
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Power Systems = ACCeSS f0r Web 5250 Interface

Runs as an interactive job

— Only function in IBM i
Access for Web that is
interactive

Telnet 5250 port

— Only function in IBM i
Access for Web that
uses TN5250 port

MAIN
[ My Folder

Print

Select one of the following:

+ Configured ssssions

 Start session
Database
Files.
Command

Download tion or command

Set initial menu

Customize

Other

Communications

Define or change the system

blem handling
am

i5/0S Main Menu
System:  LPD1EAB

[(Retrieve | [(Information Assistant |

C) COPYRIGHT 1B CORP. 1980, 2005.

Related Links: E

20,7

Attention

Refresh Screen || Field Exit || PageUp || Enter

System Request

Stop Session | Reset || PageDewn |

Macros

Start Recording

Macro: [ Shorteut to My macro for *PUBLIC [v][ Play Macro

27
Power Systems 5250 Environment Comparison
Windows PC5250 v. Web 5250
IBM i Access for Windows: IBM i Access
Host Servers,
5250
PC5250 T application,
User input and i3 TCP/IP Network Dat?base,
Display update _ Files,
Printer output
IBM | AcceSS —~ i —
for Web Local Sockets,
or TCP/IP Network
Web Browser
User input and o .
Display update HTTP Application IBM i Access
Server Server Host Servers,
(Apache) (WebSphere, 5250 application,
Integrated Web App Server) Database,

Files,
Printer output 2

14
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Power Systems

Things to Consider

Because 5250 session is implemented using HTML, considerations to be aware of:

« Not intended to replace full function emulators like PC5250, Host On Demand, etc. for purposes of
"heads-down" data entry type of operations
— Does not include graphics, EHLAPPI, DDE functionality
— Does not provide keyboard mapping
— Does not support certain keys the way PC5250 does (ie, Field Exit)

« Does not include Printer Emulation (push to printer)
— IBM i strategy is Internet Printing Protocol (IPP) printing
— IBMi Access for Web provides capability to convert spooled files to PDF

« No direct interaction with server, so unsolicited server messages can't be received.
— Need to request refresh to see break messages

Power Systems =

Starting a 5250 session

15



©)

How to Start a 5250 Session

Two options: [eomstecsiioWes S

Start Session

Power Systems

1. Select ‘Start Session’ 1 T —
- Fill in information on Start Session and connect °
- To save the session, select ‘Active Session

Settings’ link at bottom of screen, modify any .

information you wish, then click on ‘Save’

iSeries Access for Web

cner

2. Select ‘Configured Sessions’

- Select ‘Configure New Session’ link on lower
screen

RCHLANDIEM:

- Set up as you wish, then click on ‘Save’ 2 7 Conflgured S@SSIOHS
i Session Server acion®  Shorteut Created By Access
L Tnvertory \RCHLAND.TBW.COM @ﬂ@ @ lio criner ciner
LE Payrcl \RCHLAND.TBIY.COM @@@gj@ lio criner cminer
550 Suttokne  RCHADEY.COM 5] Yo amhx  PUBLE
+Adtive sessions
«Configured sessiors
+Start session
Datakase Corfigure new sessin)

Carfigure a new sessior,

Files

Power Systems = Use “Start Session” Dynamically

Specify the system to

Start Session

connect =5y Folder
e Server (7]
i Server:  nysystem
Fori 33
+ Select the session — Code page: [57_[v]
attributes B °
iion O Use user 1
— Port, code page, oo @ specify workstation 10
i les [ Avoid duplicates for this user
workstation ID’ :,,,m,,,, [ aveid duzlmatzs with other users
etc. Download
Customize General (-]
T Initial macro: [>]

Csypass signon

+ Start session

DO pisplay HTML data in fields

Start Session
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Power Systems

Start a Configured Session

» Configured sessions list shows the list of sessions for the logged in

user

» Select the “Start” icon for the session to start

2 My Folder
Print
Messages
Jabs

5250

- Active sessions

+ Configurad sessions

- Start session
Databasa
Files
Command
Download

Customize

Configured Sessions

Session Server
system A LPO16AB.RCHLAND.IBM.COM (@]

Shortcut Created By Access
No smshao smshao

o smshao smshao

Cenfigure a new session.

ns vou confiqured

st s vo
Display a list of shortcuts to sessions you configured. Shortcuts can be deleted from this list.

ons
your active sessions.

PowerSyslems";E;‘
Configuration options
for 5250 sessions

17
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Configure a New Session

Select the “Configure new session” link

Configured Sessions

1 My Folder
Print

Session

Messages
Jobs
5250
+ Active sessions

+ Configured =

- Start session
Database
Files
Command
Download
Customize

Other

Server Action @ Shortcut Created By Access
no smshao smshao

No smshao smshao

your macros.

My keypads
Viork with your keypads.

Power Systems

Setting up a 5250 Session

Select Session Name

— Name of this ‘Configured’

session

Determine screen look
—  Web View is default

— Traditional View can be
selected

Select IBM i to connect to

—  Enter System Name or TCP/IP

address
— Port Address

€] Configure New Session [¥1519P4.RCHLAND.IBA. COM] - Microsof Internet Explorer

Fe it Jer Faarts Ios feb

Q- O NEG Pumferws @ &L B-[L 2 0ENDE [
My ebSeard: | Psearch + Address @rm Jfx1519p4 rcrerc, . comjrebaccess /A onfgiessr & s i@
Google G Vo0 @ B | toortsr §2boded T ohed: vy Ao o (@ sdtor D settngse

2

Configure New Session

_J My Folder
Gt General [
R R —
iz Defaut vew: Web
250 B~ —
 Actve sessicn3 Web, —

[Bypass signon

[IDslay HTML dzta n fields
*Srart session [AEneble zdvanced JeveScp: funcrors
Database
Files Server ]
amm— Server:  X1519P4.RCHLAND.I2M.COM <

Download Port: 2
Customize Code page: 37 |v

Other
Workstation ID (]
QUse user [0 .
Related Links: @Specify workstation T |
iSeries Access fo
Web DAvoid durlcates for ths user
iSeries Access [AAvoid dusl cates with ather users
< i I
8 xne ezt

18
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< Web View Vs Traditional View

€] Session D - Accounting - SeriesD.DFVLIEALCOM[ieriesD.DFVLIEALCOM] - Mcrosof Internt Explorer

lev Fymibs Tos fep

e
0~ 0 BRG/P- femaa
My b Searc Pserc v addess |§] ~tpfseresd dfw.brucon/nebaccess W1A5250

SlpFaves &

Google G Voo b9 B e | {p sy Batoced P gt e [

BEIX

RN LT

MAI 5/08 Main Menu

Select one of the following:

2. Uz tasks
2. Office tazks

4. Fis,Ibrares, and folders
6. Communications

8. Frovem handing

9. Dplay a menu
10, Infomzion Assstant optans
11 ieries Access tasks

90. Sign oft

Selection or command

===

System:

ISERES)

&]Session D - Accounting - iSeriesD.DFW.IBM.COM [iSeriesD. DF W. BN COM] - Microsoft Internet Explorer

Google[G»

2] My Folder
Print
Messages
Jobs

5250

it | Fi=Prompt | F=Relrieve F2=Cancel

- Actve sessions

tinitial menu

+ Configured sessions
+Start session

(C) COPYRIGHT IBM CORP. 1980, 2005.
fie) [

Database
Files
Command
Download

Customize
Other

My Web Search Psearch +

V]oo b © B + | 1 soonartsr B zboceed | ' check + '\ Atork + [ serdtor

e Edt Ven Fovorits [oos e

Q- Q NAG per=) o Faortes @ = .

CLIN IS

) o feeriesd

Access for Wel

i5/0S Main Menu

and folders

roblem kanding
9. Display a meru
10. Info tant options
11 iseri
<0. Sign o

jon or command

(€) COPYRIGHT IBM CORP. 1980, 2005.

ISERIESD

Power Systems

Web View vs. Traditional View

Web View
— Proportional font
— Menu displayed as links

Traditional View

— Active function keys displayed as

buttons

— Allows cursor positioning at non-input

fields
— Display “More...” as button

— Message line (25" line) treated as help

—  Fixed width font
—  Function key bar (F1-F24)

— Background color configurable (default is

black)

« All the view settings are configurable.
+ Configure web and traditional view settings for your environment.

19
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Power Systems > Proportional Width vs. Fixed Width

Default for ‘Web View' is to display output

using Proportional width fonts

To change to Fixed width fonts, check the

box that says:
—  Display text using fixed width fonts

Users can also do this on-the-fly s

by clicking on the "Active
session settings"” link and
change the setting for this

connection, or by switching to

Traditional view.

mAI0R

Select one of the

F3-Exit  Fazprompt Fo-Retrieve
Fa

iSeries Access for Web

Syster:

Fi2=Cancel  F13-Tnformation Assistant

RCHLAND.IBM.COM

- Configured sessions
 Start session

Files

Related Links
s for

FiExit  Fi=prompt
Fi6Uajor mem

e 1az0R a0
print
5250 Select one of the folloving:

Active sessions

Fs-Retrieve Fiz<Cancel Fii-Information Assistant

39
Power Systems Configuring a New Session (continued)
View
Web Traditional
Show navigation bar how navigation bar
Web View and Traditional View settings Show action links how action links
[Jshow hotspot links [Jshow hotspot links
[ show JavaScript indicator how JavaScript indicator
— Many keyboard and screen settings can [bisplay text using fixed width font isplay text using fixed width font
be set to improve end user productivity Enable "More..." as button CJEnable "More..." as button
and satisfaction Enable menu items as links [Enable menu items as links
[IShow function key bar how function key bar
c I t different text o [“show macros section how macros section
an also set up different text colors [Zshow operator information area (OIA) [Zshow operator information area (OIA)
[show active sessions [show active sessions
[IEnable cursor positioning [JEnable cursor positioning
[position cursor at exact location [rosition cursor at exact location
Enable message text line as help link [JEnable message text line as help link
[ZIEnable active function keys as buttons [Enable active function keys as buttons
[Jshow function key text (Fxx=) on button
Foreground cotors Foreground <otors
Blacn: [Black =] Slack: [Black (=
nlue: e I Alue: Pie
e P———
cyan: Tenl cyan:  [Teal
Red: | Rad Red: Red
Magenta: [Fuchsia Manenta: [Fuchaia~]
Brown: | Wellow Brown: | Wellow
whire:  [Gray. whire:  [WRiFR ]
operator intor Operator information area (OTA)
color: BB color: @RS ]
ackground cotors tackorouna
save || cancar | | Sove As befaults || tosdvefaures |
40
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Power Systems

Bypass Signon

« Uses the credential the
user used to login to IBM i
Access for Web

* Option available for
configured and
dynamically started
session

Related Links:

Configure New Session

L1 my Folder

General )
Session: * required
Default view: [ Web ]

Initial macro: @ v
Dleypass signon

D pisplay HTML data in fields

[enable advanced avascript functions

Server )
Serveri  [mysystem
Port e

Code page: (37 [v)

Workstation ID )
O Use user 1D

© specify workstation 10

D avoid duplicates for this user
[ avaid duplicates with other users

41
Power Systems BypaSS Slg non
Configure New Session
* QRMTSIGN system value must be *VERIFY coneral °
» Select bypass signon when starting or configuring a [ " reaured
session il macro: | v
System °
D:ﬂ FEV & " ’
Start Session
v S ° « IBM i Access for Web must be configured for application
B authentication or application server authentication with
Kerberos for bypass signon to be available
Comvars e —  CFGACCWEB2 AUTHTYPE(*APP)...
@ specify workstation 1D .
Dt ottt o Uses the credential the user used to
[ Avoid duplicates with other users . .
. . log in to System i Access for Web
ot macrs v - CFGACCWEB2 AUTHTYPE(*APPSVR)
AUTHMETHOD(*KERBEROS)
42
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Power Systems "~ WOFkStatlon ID
Workstation ID
O Use user ID
®s pecify workstation ID
[ avaid duplicates for this user
[#] avoid duplicates with other users
Use user ID IBM i Access for Web authenticated user ID is used for the workstation ID, up to ten
characters.
Specify workstation ID Enter a workstation ID of your choice, up to ten characters.
If you select the radio button and leave the text field blank, a value is generated by
IBM i. The default device name starts with QPADEV.
Avoid duplicates for this user: When this option is enabled, a wild card character is added to the device name to
make it unique for the current user.
Avoid duplicates with other When this option is enabled, the server adds a wild card character to the device name
users: to make it unique for all users on the server.

Power Systems FO ntS

IBM i Access for Web 5250 is rendered with HTML
— Fonts are controlled by the browser

— Use browser options to change the font style and font size
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Power Systems = Enable Function Keys As Buttons

iSeries Access for Wel

Active sessions

Configured sessions

Defaults: Fies
— Display Active Function
Keys as Buttons
— Show More... as a
button

Can uncheck these boxes to
deliver a more traditional view

M i5/0S Main Menu

Select one of the following:

Problem handing
Display 2 menu

10. Information Assistar
L1, iSeries Access tasks

n off

or command

System

] [ome | [Rewew ] I

Tnformation As

Command MAJOR in library *LIBL not found.
3

[ Awention ][ weressaeen | vewem | paseun v

0 aus 0

idvesnson .
CarbQURISEssiis] "y g 4-fnd

nge  3=Hod  4=E

S ik with spooled files:

Database Current

opt  Subsystem/ob User

files
aBsTcH

Related Links:

F=Refresh

ed bme:

oysss 11543
n

S=Workwith  6=Release  7=Display message

13=Discomnedt...

Type CPU% Function

@ 0
@ 0
@ 0
BH 0
-
0
)
0
0

Status
oEQH

More

F7=Find  FI0-Restartstastics

FL2=Cancel

Ft=Morekeys

45
Power Systems Setting User Defaults

“Save As Default” saves this session configuration as the default for the current
user.
Can be performed from active session settings or configured session settings.

Foreground colors Foreground colors

5250 Browser 5250 Browser

Black: Black ~ Black: Black e

Blue: Blue v Blue: Blue e

Green: Green -~ Green: Green -

Cyan: Teal [+ Cyan: Teal ~]

Red: Red [» Red: Red ~]

Magenta: [ Fuchsia [+ Magenta: | Fuchsia [

Brown: Yellow |w Brown: Yellow |a

White: Gray | White: white  [+]

Operator information area (OIA) Operator information area (OIA)

Color: [Black  [~] Color: [ Blue [»

Background colors Background colors

The browser background coler is used. Color: [Black  [=

Save |[ Cancel | [ Save As Defaults |< Jaults |[ Load Shipped Defaults
\_/IEW help for Eéutlng a énnﬁgurgd session.
46
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Power Systerns = Configured Session Actions
Configured Sessions

I My Folder
Print Session Server Shortcut Created By Access
p— Shorteut to system A LPO16AB.RCHLAND.IBM.COM [a] es smshan smshan
Jobs Shortcut to system B LPO16AB.RCHLAND.IBM.CO Yes smehao *PUBLIC
5350 system A LPO16AB.RCHLAND.IBM.CO smshao smshao
e system B LPO16AB.RCHLAND.18M.COM (] i smshao smshao

+ Configured sessions

Start Start the configured session

Copy Make a copy of the configured session for yourself

Delete Delete the configured session

Rename Rename the configured session

Create Share the configured session with another user or group of
Shortcut users

Edit Change the configured session settings

Power Systems

Creating Shortcuts to your
configured sessions

24
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Power Systems 2 ShOI’tCUtS

— Configured 5250 session
— Database request

Shortcut is a pointer to an IBM i Access for Web object

— Shortcuts to an object are deleted when the object is deleted

» The objects is only accessible to the user that created it

+ Can share the object with other users

— Create shortcut for user or group to share with user or group

» User of the shortcut has read-only access to the object

— Cannot modify or delete the object

Shortcut Example

Power Systems

User or group

Indicates if that was
Shortcut granted request is granted
to user profile a shortcut access
Configured ﬂssions u i/r
1 My Folder
Print Session Server Action 9 Shortcut  Created By Access
Messages shortcut to system A LPO16AB.RCHLAND.IBM.COM [ [ (] [&] Yes smzhao =mshao
Jobs Shortcut to system B LPO16AB.RCHLAND.IBM.COM @@ Yes smshao *PUBLIC
5250 system A LPO16AS.RCHLAND.IEM.COM [m] [ (@] (2] [=] [#] No smshae smshac
+ Active sessions system B LPO16AB.RCHLAND.IBM.COM [m1] [ (@] [&] [&] [#] No smshao smshao
- Configured sessions
- Start s=ssion Configure new kession
Database Configure a n ssion.
Shortcut granted Owner
to group the user of the
belongs to request

25



)
‘\.ﬂ]'

Create Shortcuts

Power Systems

Your Configured Session
—Create ‘Shortcuts’ for other users

iSeries Access for Web

cniner

RCHLANDIEM.O
Can set Policies Configured Sessions

—To restrict what users can do with

Session Server action®  shortcut CreatedBy Access
your shortcut. Tnvertory acHLAD Jgv.com (8] B [8][S 2[4 o criner criner

Payrel ACHAND.IB.Com 2] B[]S E[A] Mo criner ariner
. 13 R 1B & ee il b C
—Do not allow users to: Sncrteu: to dene CHLAND. I8V COM (8] Ve smehac PUBLIC

+Adtive segsions
« Configured sessiors

Copy your shortcut
Delete your shortcut
Rename your shortcut

+Start session

iSeries Access for Web
cuner RCHLANDIBM.COM

Create Shortcut

Create shortcut to "Tvencory !

My Home Page

Jobs Shortzat name: [SRartet to Inventory

5250 Access: |
Create Shortcut

Access Details

« The access value idenifies viho is aole o access the chorzcut

« The access value can be an exsting user profile nae on the iSeries cerver, an exsting group prcfile
nare, or “PUBLIC,

« To speciy Tultiple profiles, ceparate 2ntries aith commas.

51
Power Systems = Finding Shortcuts You Created
Configured Sessions
= Session Server (2] Shortcut Created By Access
[ Shortcut to system A LPO16AB.RCHLAND.IBM.COM Yes smshao smshao
o Shortcut to system B LPO16AB.RCHLAND.18M.COM Yes smshao “PUBLIC
system & LP016AB.RCHLAND. I6M.COM No smshao smshao
Configure ion
Configure a new session.
Shorteuts onfigured &
Display a 0 sessions you ™NTigured. Shortcuts can be deleted from this list.
Click the “Shortcuts to sessions you configured” link
52
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Fower Systems = Managing Shortcuts You Created

+ List of shortcuts you created

« Delete shortcuts you created

Shortcuts to Sessions You Configured

_| My Folder
[1] n
Print
Messages Session Shortcut Access  Action

system &  Shortcut to system A smshao

Jobs
5250 system B Shortcut to system B *PUBLIC
+ Active sessions

[1] n

+ Configured sessions

+ Start session

H)

Power Systems =

Creating Macros
Shortcuts to Macros

Adding Macros to
Preconfigured Sessions

27
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Power Systems =

Macros

Behave differently than PC5250

— Keys processed on a screen by screen basis

PC5250 — every key is recorded and played
back

IBM i Access for Web — cursor positioned in
field and keys entered into field

— On a given screen, keys may not be processed in the same order as
they are entered

— Functionally equivalent, but behaves differently

=~

Power Systems =

Recording Macros

1 My Folder

Print

LPO16AB
QINTER
QPADEVD00G

m/procedure

Current library ... v vvuas

RELEASE: VOSRO4MO0
DRIVE 0
USE OF THIS SYSTEM IS

USE IS SUBJECT TO

M MANAGEMENT APPR

VED PURFPOSES OnNLY.
ANY TIME BY IBM MANAGEMENT.
C) COPYRLGHT IBM CORP. 1980, 2005.
37 5,53
Attention Refresh Screen Field Exit Page Up Enter
System Request Stop Sessio| Reset Page Down
Macros

Macre: [Shorteut te My macro for “FUBLIC |w] [ Play Macro

Start Recording

28
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Stop Macro Recording

Power Systems

T3 My Folder ystem ... LPO16AE
ubsystem . . QINTER
Display : QPADEVD00G
User
Password ........
Program/procedure .
§ ons Menu ...
- Configured sessions Current library .

- Start z=zsicn
Database
Files

Command

Download
USE OF TH;

UsE IS

'STEM IS FOR IBM MANAGEMENT APPROVED PURPOSES ~ ONLY.
SUBJECT TO AUDIT AT ANY TIME BY IBM MANAGEMENT.

Customize

Other

Related Links: (C) COPYRIGHT F{BM CORP. 1980, 2005.

- iSeries A for Web 37 653
-iSariaz A [ Attention I Refresh Screen |[ Fieldexit |[ Pageup || Enter
iseries Mavigator [ SystemRequest || Stopsession || Reset || Fage Down |

Library Macros
Macro: [ Shertcut to My macro for *PUBLIC [v] [ Play Macro

>[ Stop Recording |[ Pause Recording |

57
Power Systems Naming the Macro
Save Macro
_1 My Folder
ot Macro
Messages
O Replace if already exists
Jobs
| Save Macro || Cancel |
3250
« Configured sessions
» Start session
Database
Files
Command
Download
Customize
Other
58
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Power Systems

Playing Macro

1 My Folder
Print
Massagas
Jobs

s250

- Active

- Configurad sessions
- Start session
Database

Filas

Command

Download

Customize

Other

Sign On
LPO16AB
QINTER
QPADEV000G

USEF ttiiin e

Password . .....a.. ...

Program/procedure . . .. .. ..

Menu . ... .

Current libra

*YSTEM IS FOR ISM_MANAGEMENT APPROVED PURPOSES ONLY.
BIECT TO AUDIT AT ANY TIME BY 1BM MANAGEMENT.

C) COPYRIGHT IBM CORP. 1980, 2005.

[ Attention | Refresh Screen [ Field Exit

[ Pageus [ Enter

_Svstem request || stop session || Reset || Page Down |

Macros

Macre: [my login macro

Start Recording

= [Py racs <:]

59
Power Systems = Add a macro to a New Session
Configure New Session
Byiok General -]
i e Session [Sales Info * required
= - All macros you have created, or
Initial macro: ]
Dooyce o EE T shortcuts that have been shared
Cloisplay Hinmm—l‘ce aske . . .
N with you will appear in pull-down
Download Server: [X15.ibm.com
guer Code page: [37_[v]
Configure New Session
- older
Ose waer 10 = ':" F General
O Spatviasraiain = Session:  |single signon example = required
O Avoid duplicates for this user ST Default |
[Favoid duplicates with other users Sobe o Web ~]
5250 Initial  [ghortout to macro example for smshao [ <:]
- Active sessions maera:
- Configurad sessions DBVDBSS signon
+ Start session D isplay HTML data in fields
Database [Fenable advanced Javaseript functions
Files
Command Server [~]
Download Server: imysystem|
Customize Port: 23
Other Code page: [37 |
60
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Power Systems

Managing Macros

Related Links:

(C) COPYRIGHT 1BM CORP. 1980, 2005.

37 6,53
[ Attention |[ Refreshscreen || Fieldexit || Pageup || Enter
[ System Reguest || Stop Session || Reset |[ Page pown |
- iSeries Resource
Library Macros
Macro: [ my login macro [»][ Play Macro
Traditional view
Switch this session to traditional view.
Active session settings
Change the settings for this session.
Acti S
Work with your active sessions.
Confiqure: ns
Work with your configured sessions.
My kevpads
Work with your keypads.
5250 user interface.
61
Power Systems Shar'ng a MaCI’O
My Macros
_1 My Folder
[1] 8!
Print
Messages Macro Shortcut Created By Access
Jobs my login macro smszhao smshao
5250 Shortcut to My macro Yes aliciam *PUBLIC

+ Active sessions

+ Configured sessions
- Start session
Database

Files

Command

Download

Customize

Other

1] n

e sEs

Work with your active sessions.

Shortcuts to macros vou recorded
Display a list of shortcuts to macros you recorded. Shortcuts can be deleted from this list.

Worlc with your configured sessions.

Start se
Start a new session.
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Managing Macro Shortcuts

Power Systems

Shows all macros | have created, plus shortcuts

My Macros

1 My Folder

[1] n
Print
Messages Macro Action e Shortcut Created By Access
Jobs my login macro No smshao smshao
5250 Shorteut to My macro Yes aliciam *PUBLIC
» Active sessions

[1 r]

+ Configurad =

+ Start session

Database A ns

. Work with your active sessions.

Files

Command s 0 ma Vou rec d )
Display a list of shortcuts to macros you recorded. Shortcuts can be deleted from this list.

Download

Customize Configur: 15 .
Work with your configured sessions,

Other

= n
Start a new session.

Power Systems = MaCFO ShOFtCUt LISt

Shows just shortcuts | have created

Shortcuts to Macros You Recorded

_1 My Folder

[1] n
Print
Messages Macro Shortcut Access Action
Jobs my login macro Shortcut to my login macro smshao
3250

[1] n

= Active sessions

- Configured sessions

My macros
Worlk with your macros.

= Start session

Database

Files

Command

Download Work with your configured sessions.
Customize Start = ion

Other Start a new session.

Work with your keypads.
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Power Systems

Active Sessions

.

Power Systems

Active Sessions

An active session is a session
that has been started

—  Dynamically or configured
session

A user may have more than

one active session £
Messages
Jobs.
5250

+ Adtive sessions

+ Configured sessions

Active Sessions

Server Session Started LastAccessed  View  Action @
x1s B-Sales  3/27/07 2:00:39 PM COT 3/27/07 2:00:54 PM CDT Web [ [a] [ 7] [g]
X15 A- Inventory 3/27/07 1:59:30 PM CDT 3/27/07 2:00:24 PM CDT Web [ [5][Z][|]

« Start session \
Database Display a list of active sessions others are sharing with me.
Fies Reconnect
‘Command
Download
s
ured sessions.
Other
Start a new session.
Related Links
ek My macros
= Work with your macros.
with your keypads.
0 user interface help
View heln for working with Artive sessinns.
@ Intemet
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@ Active Session Life Span

Power Systems

Action @

Active Sessions
ssssss Started Last Accessed
3/7/06 3:55:13 PM CST 3/8/06 10:44:29 AM CST Web [ [ 2] @8

LPO16AB.RCHLAND.IBM.COM A

Session resides on the server, not the
workstation

Session remains active until

help f

or
— Session time out due to o
inactivity Taking advantage of active session behavior
i ; — Leave the session and browse on the
Time out value is web, or
Conf'gurable thrOUgh — Leave your workstation and go to
Access for Web another workstation and
— Reconnect to your session
67
Power Systems Ending a Session H

Closing the browser or turning off the workstation does not
end the session
+ Two ways to end a session

— From an active session
— From active session list
» Properly cleaning up TN5250 connection

— Frees up resources in application server (Access for

Web)
— Frees up resources on target server (TN5250)
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Power Systems

Ending from the Active Session

I My Folder
Print
Messages
Jobs

5250

« Active

- Configurad sessions

« Start session
Database
Files
Command
Download
Customize

Other

Related Links:

n:

ss for Web

Sign On

LPO16AB
QINTER
QPADEV000G

Program/procedure
Menu . ...
currentlibrary

SRO4MO0

DRIVER: 4501130

USE OF THIS SYSTEM IS FOR IBM MANAGEMENT APPROVED PURPOSES ~ ONLY.
USE IS SUBJECT TO AUDIT AT  ANY TIME BY IBM MANAGEMENT.

(C) COPYRIGHT IBM CORP. 1980, 2005.

553
[ Attention || RefreshScreen || Fieldxit || Pageup || Enter

System Request || Stop Session || Reset || PageDown |

«iSeries
Centar

End this active session

69
Power Systems Ending from Active Session List

Active Sessions
— My Folder
Print Server Session Started Last Accessed View  Action @
M. LPO16AB.RCHLAND.IBM.COM A 3/7/06 3:55:13 PM CST 3/8/06 12:58:01 PM CST Web El

essages

Jobs
5250 y |

Display a list of active sessions others are sharing with me.

ns
« Configured sessions e o . N th oth
isplay a hist of active sessions I am shanng with others. -
- Start session End session
b work with your configured sessions.
Files
N

et Start a new session.
Download

My mac
Customize Work with your macros.
Fites My keypads

Work with vour keypads.
Related Links: View help for working with active sessions.

70
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Power Systems

Controlling Access: Setting Policies

Power Systems 2 Controlling Access

« The Customize function allows administrators to set policies for users and groups of users.

« These policies control...
— Functions a user can perform.
— How certain information is presented to the user.

« When a function is restricted...
— lts navigation bar content is removed.
— Access to the servlet is restricted.
— It takes effect immediately.

« Administrators with *SECADM special authority are automatically authorized to administer settings for
users and groups of users to which they have authority.

« These administrators can then grant other user profiles permission to administer IBM i Access for
Web functions.

+ IBMi Access for Web ships with default policy settings

+ Default allows most functions to be available to all users
» Use *PUBLIC to set policies for all users

+ Strategy:

— Grant an administrator profile access to all functions
— Deny access to all functions to *PUBLIC
— Then allow specific users/groups access to specific functions
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Power Systems

Setting Policies

@& Policies |

B E]%

Fle Edt View Go

1 My Folder
Print
Messages
Jobs.

5250
Database
Files
Command
Download
Customize

« Praferancas

- Settings

Other

Related Links:

Bookmarks  Tooks  Help

WACustomizeist?action—select

User: dib

Policies

Specify the profile you want to edit. /

Edit Policies

U profiles
Work with the WUU are authorized to customize.
oup profile:

Group profiles
Work with the group profiles you are authorized to customize.

Import poli
Import policies from a file into iSeries Access for Web.

Export
Export policies from iSeries Access for Web to a file.

- Transfer configuration

View help for working with policies.

v| © e

1915122130

Power Systems

Setting policies

& Policies -

& D5

1 my Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

« Preferences

- Polici

- Sattings
« Transfer configuration

Other

Related Links:

Fle Edit View Go Bookmarks Tools Help

@) [0 remimse o T

Policies - User Profiles

Profile filter: @ [ Filter List

Filter by: @profile. O Deseription
1z »eMoA
Profile Description Action @
ACBARRON Alma Carolina Barron Perez - GDL T/L 877-5656 [l @
ACN Ali Nelson 3-6874 [Z1[Eal®]

ADSIERRA  Alma Delia Sierra/Mexico/Contr/IBM@IBMM3 (] [ 8] (@] (=]
AGUEDA Agueda Martinez Hernandez Magro/Mexico/IBM@IBMMX  [2] (] [B]

AHANSON  Andrew Hanson 3-5571 [ZIB®
AHOMIKE  Mike Aho/Rochester/IBM@IBMUS [0l ®
ALE] Alejandro Bascuas/Rochester/IBM@IBMUS A @
ALICIAM Alicia Martinez Cruz/Mexico/Contr/IBM@IBMMX [ [0 @] (@ (=]
ALITEST )
ANDREWS  Greg Andrews/Rochester/IBM@IBMUS [ZEa@
ANTARES  'Elias Ricardo Castellanos/Mexico/Contr/IBM@IBMMX ][] [B]
ARABIC Gilberto Martinez Cortes/Mexico/Contr/IBM@IBMMX [Z1[Eal @
ATCLARK  Adam Clark, 3-3941 [Zal®
ATOMKO Ana Tomko Sanchez/Mexico/Contr/IBM@IBMMX [ZIBI®
BAZEY John Bazey (3-7108) [l Bl
BEACH Mark Beach/Rochester/IBM@IBMUS [0 @
BECKYD Rebecca K Dimock/Boulder/IBM@IBMUS B

Actions:

Edit policies

View all policies
View group members
Copy policies

Reset policies
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Power Systems = Sett|ng pOI|C|eS

& Edit Policies - Database M=%
Flle Edi o Bookmarks Tools Help
I )
@-Hp- SR 0Ln e waCustomizeD, ofie=oLs]
iSeries Access for Web .
Edit Policies - Database
- Ider
Print =
Messages Policy Derived From & Action @ Setting
Jobs Database access  Shipped default Use current setting (] | Allow [v] =]
s250 Database tab  Shipped default Use current setting (] | Show ()] [>)
Database
Tables Shipped default Use current setting _[w] | Allow [s] e U
Maximum Shipped default Use current setting || [ 500 (] (=]
table rows
Table filter  Shipped default Use current setting  [w] *USRLIBL [>]
Table filter is  Shipped defsult Use current setting (] | Allow (] Q
user
ipBiias preference
SR Insert Shipped default Use current setting (] [ Allow [w] 2]
=ttings records into
- Transfer configuration table
i Insert record  Shipped default Use current setting (] >}
columns
Update Shipped default Use current setting  [xe] [ Allow [w] 2]
records in
table
Update Shipped default [ Use current setting [ )
record —
columns
Quick view  Shipped default Use current setting  [v] | Allow [v] (-]
table records
fahanio Maximum  Shipped default Use current setting (] | 1000 =] o
! quick view =
rows
Order Shipped default m s Gl [no ol o [v

Power Systems = Sett|ng pOI|C|eS

Administrator Action on each policy setting

Use current This is the default action that is pre-selected. If the setting is not modified, no
setting action is performed. If the setting is modified, it will be added to the user or
group profile record in the System i Access for Web policies file.

Apply setting to Select this action to add the current setting to the user or group profile record in
profile the IBM i Access for Web policies file. The setting will be written to the user or
group profile record, even if it was not modified. You would use this action to
ensure the user or group profile gets this setting. This is because a different
policy setting may be used based on the user profile being a member of one or
more IBM i group profiles.

Reset to default Select this action to remove the setting from the user or group profile record in
the IBM i Access for Web policies file. This option is only available if the user
or group profile record currently contains a specific setting for this policy.
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Setting policies

The "Derived From" column indicates where the policy setting that will be
used for this user profile was found.

Profile setting

Indicates the setting is currently specific to the profile being customized. The
setting had previously been applied to this profile.

Group —
(groupName)

Indicates the setting is not specific to the profile being customized, but is being
derived from the specified IBM i group profile and the user is a member of this

group.

*PUBLIC setting

Indicates the setting is not specific to the profile being customized. No setting was
found in any IBM i group profile memberships. The setting is being derived from
the *PUBLIC group settings. This is a special group profile available to IBM i
Access for Web administrators. All user profiles are automatically members of
this special group profile. Administrators can modify this group profile to easily
apply settings to all IBM i Access for Web users.

Shipped default

Indicates the setting is not specific to the profile being customized, no setting was
found in any IBM i group profile memberships, or the special “PUBLIC group
profile. The setting is being derived from a shipped default value.

Parent policy

Indicates the function is a sub-function of a higher level category, and its policy
setting is being controlled by a top level policy setting. For example, Tables is a
sub-function of Database. If Database is restricted, Tables will be restricted as
well and would show its being controlled by a parent policy.

Ay
o,

Power Systems

Example: 5250 Access

» The following screen shots step through setting up the items necessary
to allow a group of users to use a single pre-configured 5250 session.

* In this example, ONEMANAGER is one of the user profiles in the
MANAGERS group.

» This example shows

— Creating a 5250 session and 5250 session shortcut to be used by the
management team

— Making the 5250 session shortcut the session used by the MANAGERS group

profile.

— Restricting access to other functions in System i Access for Web.

* When the policy is set, it takes effect immediately.
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5250 Access - Before

» Access the 5250 tab IBM i Access for Web Main page as user
ONEMANAGER.

Power Systems

% iSeries Access for Web 5250

Fle Edit View Faverites Tools Help

Qe - ) [¥] [B] €h Osearcn Jpravoiies @Predia £3) - &

hitp: jmyiSeries.myCompany.com/webaccess IW/AMain?tab=5250] v B

User: onemanager

5250

1 My Folder

Print Access 5250 user interface on your iSeries server with iSeries Access for Web.
Messages
e Active sessions

+ List active 5250 user interface sessions.
5250
- Active sessions Configured sess
» Configured sessions # List configured 5250 user interface sessions.
+ Start session
Database Start session
s + Start a 5250 user interface session.
Command
Download
Customize
Other

Related Links:

© mternet

5250 Access - Policies

Power Systems

+ Policies - the starting point for customization of a specific user or group.
« This is a new browser session, where we signed on as an administrator.

& policies | (B

Fle Edt Vew Go Bookmarks Tods Hep

@vrvfyﬂ {/ﬂ ™ WACustomizelist v| B &

e )
iSeries Access for Web

Policies

2 my Folder
v Specify the profile you want to edit.
Print

e Profie: FANAGERS <:|

Jobs

5230

Database i

Files & user profiles you are authorized to customize.
Command

Download work with the aroup profiles you are authorized to customize.
Customize -

-refarences Import policies from  fils into iSeries Access for Web.

- Bolicies

-sattings from iSeries Access for Web to a file.

- Transfer configuration

Other View help for working with policies.
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Power Systems = 5250 Access - Categories

» Determine which categories need to be restricted/modified.

Bookmarks  Tools  Help

@ i iSeries.my i | ~| ® co

E=TY

£ my Folder

MANAGERS
Print
Messages Attion Category Description Access @
Sobs [zl 5250 5250 user interface custom settings. Allowed
5250 2l Command Run batch command custom settings. Allowed
Database [zl Customize Preferences and policy administration custom settings. Allowed
Files 2l Database Database tables, requests, and run SQL custom settings. Allowed
Command [zl Database connections ~ Create and edit database connection definitions. Allowed
Download 2l Download Download packages custom settings. Allowed
Customize [zl Files Integrated file system and file share custom settings. Allowed
- Prefersnces 2l General Page layout, language and character set custom settings. Allowed
- Pel 2l Jobs Work with jobs custom settings. Allowed
f:::f:r S 2 Mail Send mail custom settings. Allowed
o 2l Messages Display messages, send messages, and massage queus custom settings.  Allowsd
2 My Folder My Folder custom settings. Allowed
2l print Printer output, printers, printer shares and sutput queus custom settings.  Allowsd
2 Sametime Lotus Sametime custom settings. Allowed
2l Other Change password and other miscellansous custom settings. Allowed

iew all policies
View current pelicy settings for all categories.

oup memb:
View current members of this group profile.

Bolicie: lo il
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Power Systems 5250 Access — Other Functions
» Turn off the other non-5250 functions. Set top level to Deny.
» Repeat for each category that should be restricted for the MANAGERS group.
& Edit Policies - Command M=)
File  Edit Go Bookmarks Tools Help
<::| - Ep - @l @ h o fretURL =http % 3% 2% 2fip0 163b rchland. br %3a2016%2fwet v | @ Go
Policies - Command
_1 My Folder
Profile: MANAGERS
Messages Policy Derived From ‘@ Action @ Setting
Jobs Command access Profile setting Use current setting  [s] Allow. Q
5250 Command tab Shipped default Use current setting _[se] 1o <:|
(Oatabaoe My commands Shipped default Use current setting [w] | Allow [ @
== Prompt commands Shipped default [ Use current setting ] | Allow [w] )
A Retrieve commands Shipped default Use current setting el [Allow 2] (7]
Customize Delete commands Shipped default Use current sctting ~] [Allow & Q
- Preferences Maximum commands user can save Shipped default Use current setting |s] | No maximum (v o
Buliies e Shipped default Use current setting _[a] | Column: )
it My commands sert column Shipped default Use current setting v [Name - >
Other My commands sort order Shipped default Use current setting |s] | Ascending  [w] e
Maximum characters to display in Shipped default Use current setting ] (Mo maximum @ (7]
Command column
Related Links: Run commands Shipped default Use current setting | | Allow [w] (7]
Number of previous commands Shipped default Use current setting | 20 o
. g 5 remembere:
e Search for commands Shipped default Use current setting  [%] | Allow [ Q
Default search library sShipped default Use current setting ~] FusL [
Search for commands by Shipped default Use current setting  [w] | Command name [v. )
n n 8
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Powor Systems 5250 Access — Functional Setup

» The administrator goes to the Configured Sessions link on the 5250 tab. Select
the “Configure new session” link.

& Configured Sessions

S,
File Edit View Go Bookmarks Tools Help
@G0B v e ‘

eries Access for Web _

v © s

Configured Sessions
'—I My Folder

— e Sy Do (D) e

Display a list of shartcuts to sessions you configured. Sharteuts can be deleted from this list.

Created By Access

Jobs

Configure a new sessi
5250

- Active sessions

+ Configured =

* Start session Worle with your active sessions.

Database _

== Start @ new session.
Command 1y macros

Download work with your macros.

Customize

Other Wark with your keypads.

View help for working with configured sessions.

iSeries | Service

5.4.0.05-191.5122130

Power Systems

5250 Access — Functional Setup

» The administrator configures the 5250 session settings to be used by the managers.
« Settings include the server to connect to, color schemes, and many other options.

& Configure New Session || =1 <]
File Edit View Go Bookmarks Tools Help

@@ - - & O] hittp: /jmyiSeries.myCompany. com/webaccess iV AConfigSession|

| © co

Configure New Session

General
Print =
Session Managersession * required
Messages
Default wiew: | web ~
Jobs
5250 Initial macro:

~
- Active sessions O eypass signon
- Configured s=ssions O pisplay HTML data in fields
- Start session

Enable advanced JavaScript functions

basa
Server

[7)
Server myiSeries.myCompany.com
Port: 23

Code page: [37 [

Warkstation ID

O Use user 1D

@ specify workstation 1D

O Avoid duplicates for this user

[ Avoid duplicates with other users

View
web Traditional
[ show navigation bar [ show navigation bar
Flek, ina linl ™ Linl Y
84
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Powor Systems = 5250 Access — Functional Setup

» The saved session is only available to the administrator that is currently signed on.
» The session must be shared to the managers. Use the “Create Shortcut” action.

& Configured Sessions =

Ele Edit View Go Bookmarks Tools Help

<:I| @ - @ @ http: /jmyiSeries.myCompany. com/webaccess lAConfiguredsessions ~| ®

Usar: dib

ss for Web

Configured Sessions
21 my Folder

e Session Server Action @ Shortcut Created By Access
Messages ManagerSession myiSeries.myCempany.com [m] (& (@] (L] [z] [#] Ne dib dib
Jobs

5250 Confi

igure a new session.

Confi
- Active sassions

« Configurad sessions

vou configured. Shartcuts can be deleted from this list.

- Start session

Fosioos Work with your active sessions.
Files

Command Start a new session.

Download

Customize our macros.

Othar

Worlk with your keypads.

View help for working with configured sessions.

Power Systems 5250 Access — Functional Setup

Name the shortcut whatever you wish.
Session can be shared with MANAGERS group, *PUBLIC, or individual profiles.

@ create Shortcut (M=%

Ble Edit Vew Go Sookmarks Tools Help
@ - - & @ i omjueb MUAC —crtShor jon] ~| ®

ess for Web

Create Shortcut
| My Folder
Print

Create shortcut to "ManagerSession”

Messages Sherteut name: [Managers5250

o fEErT Emm—E Create Shortcut

+ Configured

- Start session
Access Details
Database

@ The access value identifies whe is able to access the shortout.

# The access value can be an existing user profile name on the iSeries server, an existing group profile name, or *PUBLIC.
Command * To specify multiple profiles, separate entries with commas.

Download

Filas

Customize
Other f
Work with your configured sessions.

Related active sessions.

Start a new session.

your macres.

Work with your keypads.

View help for working with configured sessions.




7~

Power Systems

5250 Access — Customize Policies

» Go back to 5250 in Customize — Policies for the MANAGERS group profile.
+ Select the shortcut to use as the default session settings for the MANAGERS.
+ Select settings to lock MANAGERS out of starting/configuring new sessions.

& Edit Policies - 5250

[B=)X]

@ - -5

L My Folder
Print
Massages
Jobs

5250
Database
Files.
Command
Download

Customize

- Sattings
« Transfar configuration

Other

+iSeries Navigator
-iSeries Information
Canter

+iSeries Resource

Ele Edt View Go Bookmarks Tools Hep

@ b s

s for Web

Edit Policies - 5250

Profile:. MANAGERS

Policy Derived From @

5250 access

Shipped default

5250 tab Shipped default

Start non-configured sessions

Prompt when starting
nen-configured sessions
Show server name in title

Shipped default
Shipped default

Shipped default

Show configured session name in title  Shipped default

Maximurm active sessions
Inactive session timeout

Active sessions list columns

Shipped default
Shipped default
Shipped default

Configured session to use for defaults  Shipped default

Save settings as user defaults
Load settings from user defaults

Load settings from shipped defaults

Shipped default
Shipped default
Shipped default

Switch between Web/Traditional views  Shipped default

Edit active session settings
Bypass signen

Display HTML data in fields

shipped default
shipped default
shipped default

rer i <

Action @
Use current setting
Use current setting
Use current setting

Use current setting

Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting

Use current setting

% & B [E]

[v]
[
[w]
[
[w]
[
[w]
[

Setting
Allow [se

Show [v]

Deny (v

Yes (]

Yes [w]

No [w]

No maximum [+

24 hours  [w

000000 00 O0O

(User defavits

User defaults

for < ]

Allow [
Allow [
Allow [
Allow [
Allow [

Allow [»

P00 00O

Power Systems

5250 Access — More 5250 Settings

» Set all 5250 policies to Deny, except Configured Sessions & Start Configured Sessions
* You may also want to allow them to access My Keypads and My Macros.

@ Edit Policies - 5250

ok

File Edt Vew Go

@ -8

Bookmarks  Tools  Help

@ [0 n m

Configured sessions.
Create configured session
Start configured session
Copy configured session
Delete configured session
Rename configured session
Edit configured session
List configured session shortcuts
Create configured session shortcut
Copy configured session shorteut
Delete configured session shorteut
Rename configured session shortcut

Configured sessions list columns.

|:> My keypads
My macros

Record macro
Play macro

Play initial macro
Copy macro
Delete macro
Rename macro
Edit macro

List macro shortcuts

Profile setting

Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default
Shipped default

Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting
Use current setting

Use current setting

tURL =hittp % 3a%2f%2fip0 16ab.rchiand.ibm.com%3a20 16 % 2fwebacee V| @ Go

Q@ =~

~| | Allow

Allow

Deny |

Deny [

Deny [v]
Deny [v]

Deny [+]

Deny |

Deny (]

—
—
—
v
—

Deny (]

<

Deny [v]
=

Allow

~] [Allow

~] [Allow

Allow
Allow [
Allow |

Allow |

w| [ Allow [

E

~]| [ Allow [

~] | Allow [v]

Q0000000000000 0DOOOOOO
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» The managers can now only start a pre-configured 5250 session, or reconnect

to an active session.

] Configured Sessions

)= <

Ele Edit View Favorites Took Help
Qo - @ [¥] B @ O seacr Flprovoites @Prieda €2 i =L 33

address | http: sy comji WAConfiguredSessions|

iSeries Access for Web

Configured Sessions

Action @ Shortcut Created By  Access
dib MANAGERS

Session Server
Managers5250 myiSeries.myCompany.com [&] Yes

Active sessions
Wark with your active sessions.

My macros
Work with your macros.

My kevpads

Wark with your keypads.

ing with configured sessions.

IBM | iSeries 5.4.0.05-191.5122130

iz

[ B
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Power Systems

Work with Files in the IFS

+ Navigate and browse the directories located on your IBM i integrated file system
— Don’t need to map drives
— Don’t need to know directory structures

iSeries Access for Web

Files
Print
Stk Access files on your iSeries server with iSeries Access for Web.
Files
-Browse files Browse files

Navigate and browse the directories located on your iSeries server integrated file system.
view, upload, and download fies.

Copy and mail files.

Rename and delete files and directories.

Zip and unzip files and directories

Edit authorities and change ownership of objects in the integrated file system.

Related Links:
-iSeries Access for
Web
-iSeries Access

- iSeries Navigator

- iSeries Information
Center

+ View, upload, and download files

+ Copy and mail files

+ Rename and delete files and directories

+ Zip and unzip files and directories

« Edit authorities and change ownership of objects in the integrated file system

Power Systems

Major Functions — Print and Database
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Power Systems & Access for Web Print and Database

+ See Session 580029 “Not just a ‘Webulator’: IBM i Access
for Web Leveraging Print and Database Capabilities”

» Tuesday 3:30pm Banda Sea 1

Power Systems ~ S U m m a ry

* What is IBM i Access for Web?
» Getting started

* Major Functions
— 5250
— File System

» Controlling Access

47
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Power Systems = Try Access for Web for yourself!

P
“
S

Start your browser and connect to the following web site:
http://iseriesd.dfw.ibm.com/webaccess/iWAHOMe (case sensitive)

This shows the basic look of System i Access for Web as we ship
it. You can try various functions -- including working with printer
output, creating database requests, etc. Click on the 5250 tab,

User ID = WACUST

Password = demo2pwd sign onto the IBM i, then start an RPG application called BOATS
and run it.
This is an ple of how a might design a web page for

their use. You will see that an end user could start the same
BOATS application by clicking on the 5250 session, or they could
have used HATS to run the application. You will also see other

links that would let a user work with spoolfile information, work
Password = demo2pwd with IFS, run database requests, etc..

User ID = BOATADMIN

Send email to: stymie@us.ibm.com to reset the user profiles on iseriesd.dfw.ibm.com if either one gets disabled.

Fower Systems = IBM i Access Sessions
Monday
8:00am S. China Sea OPEN LAB: Test Drive IBM i Access for Web 420063
OPEN LAB: Meet the New IBM i Access 580085
9:30am S. China Sea OPEN LAB: Test Drive IBM i Access for Web 420063
OPEN LAB: Meet the New IBM i Access 580085
2:00pm Pacifica The Next Generation of IBM i Access 580083
Ballroom 10
- 5:00pm Pacifica IBM i Access for Web Including 5250 Browser Access 409136
Ballroom 10
Tuesday
8:00am Pacifica IBM i Mobile Access 590448
Ballroom 1-2
2:00pm Banda Sea 1 IBM i Access 5250 Emulation 590257
3:30pm Banda Sea 1 Not just a ‘Webulator’: IBM i Access for Web Leveraging Print and Database Capabilities 580029
Wednesday
8:00am Pacifica IBM i Access Deployment and Migration 590256
Ballroom 11
5:00pm Banda Sea 1 IBM i Access Data Transfer 590258
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Special notices

This document was developed for IBM offerings in the United States as of the date of publication. IBM may not make these offerings available in
other countries, and the information is subject to change without notice. Consult your local IBM business contact for information on the IBM
offerings available in your area.

Information in this document concerning non-IBM products was obtained from the suppliers of these products or other public sources. Questions
on the capabilities of non-IBM products should be addressed to the suppliers of those products.

IBM may have patents or pending patent applications covering subject matter in this document. The furnishing of this document does not give
you any license to these patents. Send license inquires, in writing, to IBM Director of Licensing, IBM Corporation, New Castle Drive, Armonk, NY
10504-1785 USA.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives
only.

The information contained in this document has not been submitted to any formal IBM test and is provided "AS IS" with no warranties or
guarantees either expressed or implied.

All examples cited or described in this document are presented as illustrations of the manner in which some IBM products can be used and the
results that may be achieved. Actual environmental costs and performance characteristics will vary depending on individual client configurations
and conditions.

IBM Global Financing offerings are provided through IBM Credit Corporation in the United States and other IBM subsidiaries and divisions
worldwide to qualified commercial and government clients. Rates are based on a client's credit rating, financing terms, offering type, equipment
type and options, and may vary by country. Other restrictions may apply. Rates and offerings are subject to change, extension or withdrawal
without notice.

IBM is not responsible for printing errors in this document that result in pricing or information inaccuracies.

Al prices shown are IBM's United States suggested list prices and are subject to change without notice; reseller prices may vary.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

Any performance data contained in this document was determined in a controlled environment. Actual results may vary significantly and are
dependent on many factors including system hardware configuration and software design and configuration. Some measurements quoted in this
document may have been made on development-level systems. There is no guarantee these measurements will be the same on generally-
available systems. Some measurements quoted in this document may have been estimated through extrapolation. Users of this document
should verify the applicable data for their specific environment.
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Special notices (cont.)

IBM, the IBM logo, ibm.com AIX, AIX (logo), AIX 6 (logo), AS/400, BladeCenter, Blue Gene, ClusterProven, DB2, ESCON, i5/0S, i5/0S (logo), IBM Business Partner
(logo), IntelliStation, LoadLeveler, Lotus, Lotus Notes, Notes, Operating System/400, 0S/400, PartnerLink, PartnerWorld, PowerPC, pSeries, Rational, RISC
System/6000, RS/6000, THINK, Tivoli, Tivoli (logo), Tivoli Management Environment, WebSphere, xSeries, z/OS, zSeries, AIX 5L, Chiphopper, Chipkill, Cloudscape, DB2
Universal Database, DS4000, DS6000, DS8000, EnergyScale, Enterprise Workload Manager, General Purpose File System, , GPFS, HACMP, HACMP/6000, HASM, IBM
Systems Director Active Energy Manager, iSeries, Micro-Partitioning, POWER, PowerExecutive, PowerVM, PowerVM (logo), PowerHA, Power Architecture, Power
Everywhere, Power Family, POWER Hypervisor, Power Systems, Power Systems (logo), Power Systems Software, Power Systems Software (logo), POWER2,
POWER3, POWER4, POWER4+, POWER5, POWER5+, POWER6, POWERS6+, System i, System p, System p5, System Storage, System z, Tivoli Enterprise, TME 10,
Workload Partitions Manager and X-Architecture are trademarks or registered trademarks of International Business Machines Corporation in the United States, other
countries, or both. If these and other IBM trademarked terms are marked on their first occurrence in this information with a trademark symbol (® or ™), these symbols
indicate U.S. registered or common law trademarks owned by IBM at the time this information was published. Such trademarks may also be registered or common law
trademarks in other countries. A current list of IBM trademarks is available on the Web at "Copyright and trademark information" at www.ibm.com/legal/copytrade.shtml

The Power Architecture and Power.org wordmarks and the Power and Power.org logos and related marks are trademarks and service marks licensed by Power.org.
UNIX is a registered trademark of The Open Group in the United States, other countries or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries or both.

Microsoft, Windows and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries or both.

Intel, Itanium, Pentium are registered trademarks and Xeon is a of Intel Corporation or its st iaries in the United States, other countries or both.
AMD Opteron is a trademark of Advanced Micro Devices, Inc.

Java and all Java-based trademarks and logos are trademarks of Sun Microsystems, Inc. in the United States, other countries or both.

TPC-C and TPC-H are trademarks of the Transaction Performance Processing Council (TPPC).

SPECint, SPECfp, SPECjbb, SPECweb, SPECjAppServer, SPEC OMP, SPECviewperf, SPECapc, SPEChpc, SPECjvm, SPECmail, SPECimap and SPECsfs are
trademarks of the Standard Performance Evaluation Corp (SPEC).

NetBench is a registered trademark of Ziff Davis Media in the United States, other countries or both.

AltiVec is a trademark of Freescale Semiconductor, Inc.

Cell Broadband Engine is a trademark of Sony Computer Entertainment Inc.

InfiniBand, InfiniBand Trade Association and the InfiniBand design marks are trademarks and/or service marks of the InfiniBand Trade Association.

Other company, product and service names may be trademarks or service marks of others.
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