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Connections with System i5 Access for Windows
— Connection types supported
— Configuration
— Troubleshooting

Using System i5 Access in an Internet Environment

— Firewalls
* Includes information on Windows XP SP2

— NAT
— VPNs
— Other Security Considerations
Using System i5 Access with Terminal Services
— Functions supported
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— Windows 2000 considerations
Appendix A: Example of terminal services install and config

Appendix B: Example of internet connection through firewall
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Connection Types Supported
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System 15 Access for Windows Connectivity

* Windows 2000/XP/2003/Vista TCP/IP
— LAN
— PPP
— SLIP
— Twinax (requires separate TCP/IP driver)

* Any 32-bit Winsock 2.x or higher provider

Note: Windows XP support requires V5R1MO of Client Access Express and service pack
S101907. See Info APAR 1112900 for information on restrictions

Note: Windows 2003 requires V5R2MO of System i5 Access for Windows and service
pack SI07765 (for 32-bit) or SI08894 (for 64-bit). See Info APAR 1113465 for information
on restrictions.

Note: Windows Vista requires V5R4MO of System i5 Access for Windows and service
pack S125949.
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Configuring and Managing Connections
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Managing Connections

* Managing of connections is integrated into System i5 Navigator
« System i5 Navigator can be used to create, delete, and change properties of
connections.

e Connections can also be created by simply specifying the System i5 system
name in the desired applications.
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System 15 Navigator Main Windows

 Left Window shows active environment and configured systems.
« Right Window shows contents of current selection.

B iSeries Mavigator ) - 0] x|
File Edit View Help
-"ﬂ|.ﬁ-ﬂ.|}(|'ﬁﬂ |3minute&n:|||:|
E revironment; My Connechions My Connechions
{i_:’; Managernent Central (Systeml) Marne Signed Cn User Diescripkion
E! My Connections B Svstemi Manage this server,
E Systeml ﬂ Syskemz Manage this server,
ﬂ Syskem
J | B

Iy Tasks =7 |Environment tazk.s
! Add a connechion ! Add a connection (&) Instal plug-inz
() Inztall additional components ﬂ Change all of pour server pazswords ﬁ Open 15enesz Mavigator service toolz
(&) Install additional components ¥ ? Help for related tasks

e
4

For Help, press F1
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Creating a new connection

« Adding a new connection
— Click on "Add Connection" icon on toolbar

Add Connection - Welcome | x|

@b iSeries Navigator

View  Help

Welcome to the izeries Mavigator Add Connection wwizard.

ht: M'I"I Ennnectmns YWhat iz the name of the =erver to which you

weant to connect?

@ Management Central {Sysk

EI! My Conneckions Server Sy
ﬂ Syskeml
! 5':.-'5|:E|T|2 De=cription: Accounting system
Ervironment: by Connections j
Enter System
Name or |IP
ad d reS S = Back Mext = Cancel |
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Sign-on Options

* Enter appropriate signon option
x|

vhat u=ser ID do vou want to u=ze to =ign on to 'Server2"?

7 Usze Windows user name and password, no prompting

ol 2

{* Ilze default user I, prompt as needed

JEFF
™ Prompt every time

i Use Kerberos principal name, no prompting

= Back I Mext = I Cancel |
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Verify Connection

Add Connection - Yerify Connection x|

Congratulstions!

You have successfully added connection
'Server?' to 'MWy Connections'.

To test the connection, press Yerify Connection.

Werify Connection

“erify connection status:

Mat “erified

To zave your new connection, press Finish.

Cancel
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Verification

 Verification screen allows detailed messages to be displayed when the "+" is clicked on.

Yerify iSeries Connection EI

Vernfuing 1Senes connection:

Status:

e
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Succezsfully connected ta server application: Central Client

\‘{) Succezzfully connected to server application: MNebwork, File

Succeszsfully connected to server application: MNetwork, Print

CwWERLCOT1008 - Unable to connect to zerver application D ata dccess, returned 10061
Succezzfully connected to zerver application: Data Queues

Succezsfully connected ta zerver application: Aemaote Command

Succezszfully connected to server application: Security

Succezsfully connected to server application: DDA

Successfully connected to server application: Telnet

Succezzfully connected to zerver application: Management Central

o CwWEBCO1015 - Connection werfied to systern RCHASCE . but there were warnings

'H.
s

CEEE

-
sl

'H.
s

k. I LCancel Yentication I Details I
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Config-free connection

« Simply start up an application (like Data Transfer), specify a new system name, and you'll
be prompted for signon option.

iSeries Signon Information ' e A

Signon information has not been specified for thiz ISeries
connection. The signon information waill be used each time
vou connect to thiz zerver.

Server: ISH"STEME

— 15eres zignon information
" Uze windows user name and pazzword, no prompting
JN A

t* Lze default uzer 1D, prompt as needed
[l

" Prompt every time

" Use Eerberos principal name, no prompting

K. I Cancel
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Managing Environments & Connections

The Environments View offers a lot more interaction with the environments and connections.

The Environments View is opened
from Operations Navigator by
selecting Connections to Servers -

>Environments from the File menu.

This will bring up the
screen shown, which
allows the user to
manage all defined
environments and
System i5 connections.
One can also define
new ones.
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Active environment:

I by Connections

E beviraniments:

r'-:1___l,' Connections
¥ SY'STEMI
 STSTEMZ

[

Cloze

Add zerver. .

2| x|

Add Environment

Properties...

Fename

elete. ..

Canmect

Irmport...

Export...

| Help
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Importing & Exporting Environments

The Export option allows the user to save the environment
definition, including all connections it contains. Import...

The environment will save the environment as a *.ENV file. Funoit
The default name of the file will be the name of the "
environment.

Then the Import option can be used to restore the
environment, and the connections.

This can be useful to distribute common connection
definitions to several PCs. The connections can be defined
on one PC and then exported to a location where the other
PCs can import the environment.
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Importing & Exporting Environments

Even though System i5 Access for Windows allows environments to be created with names
that contain the characters \/: *? " <> and |, the Windows operating systems will not
accept these characters as part of a file name. So environments that contain these
characters will not be able to be exported or imported.
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Properties
Erreiranmerits;
EI@ by Connechions ihdd server...
----- SERVERZ .
oS TEMT Add Erviranment

‘ Froperties...

Selecting the Properties button allows the user to view or change the properties of
either connections or environments.

Whatever connection or environment that is highlighted when the Properties button is
selected will be displayed.

The only property of an environment is the default system.

*The default system will specify which of the connections within the environment will
be used to download a language conversion table from if the table isn't on the PC, if
this environment is set to the active environment.

*The default system will also be the default system name presented when
configuring a new PC5250 or Data Transfer session.
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System Connection Properties
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Properties

The properties of a connection display a lot more information.
The following property tabs are available.

2=
«General Directory Sarvices I service | Phig-ins I
General | Zornection | Licernses | Festart | Acministration System
*Connection
ivatems
*Secure Sockets !

eLicenses
Descriplion: b anzge thz server.
*Restart
Type - Model: 9406 -5w0
Directory Services e
¢ Plug_lns 05400 version: Yerzion B Release 2 Maodification

Some of these properties will not be able to be interacted with if the connection isn't currently

active. So the user might be prompted to signon to the system while interacting with the
properties.

Note: Properties can also be accessed by right-clicking on the system name in System i5 Navigator
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More on Properties

* Changing Connection and Secure Sockets properties does not change
active connections ( including the System i5 Navigator session in which

they were changed ).
 After changing any properties, end any applications that are using a
connection to that System i5. Or Logoff to be sure.

* Individual System i5 Access applications ( Data Transfer, PC5250, ODBC
) each can set their own connection properties, which may take
precedence over the global properties set in System i5 Navigator.
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Connection Properties

General  Connection |Licenses I Restart | Directary Services I Service I Plug-ins I

 The Connection tab
allows the user to
modify the System
15 Signon
Information and
Performance
preferences of the
connection. Each of
these will be
discussed.

— Signaon information

™ Usze Windows uzer name and paszword, no prompting

jivan
& se default user 1D, prompt as needed
JIWAMN

" Prompt every time

™ Use Kerberos principal name, nio prompting

Time-out for signor;

20 j seconds [1-3600)
— Perfarmance
IP address lookup frequency: IP address:

Wihere to lookup remate part;

I Semer 5 I

A - [9.

S

MHote: These values are used az defaultz by ather applizations connecting from this PC

ba thiz zerver.

2=

Ik

Cancel |

Help
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Connection Timeout Value -

« Rather than wait for a significant number of minutes for a connection
attempt to timeout, shorten the timeout period for this PC.

* If the network is slow, you can give yourself a longer period of time to
connect.

» The default is 30 seconds. If you have a slow connection, try increasing
this value if you have trouble connecting.

General Connection I Secure Sockets I Licensegl Hesztart I Cirectory Ser'-.-'h:egl Service

— Signon information

" Uze Windows user name and password, no prompling

=
" Usge default uzer 1D, prompt az needed

J WA

irne-ouk for sigror:

|3III
;
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Performance Properties

— Perfarmance

e |IP addreSS IOOkup IP address lookup frequehcy: IF address:
options Alwoys = R
Where to lookup remote port;
— Always
Server j
— One hour
Maote: Theze values are uged as defaults by other applications connecting from thiz PC
— One day to this AS /400 system.
— One week

— Never - Specify an IP address (host file entry needed for PC5250)
— After startup of PC

« Depending on your network, IP address resolution may take several
seconds.

* Less frequent lookups improve performance.

* If IP address given as system name, no lookup occurs and no host file
entry needed for PC5250
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Performance Properties

— Performance

IF addrezz lookup frequency: IP address:

I.-'-‘-.Iwa_lrls ll IQ.Q.B.B
Y here to lookup remate port;
Server ;I

MHote: These values are uzed as defaultz by other applications connecting from this PC
bo thiz A5 A400 zpsten.

* "Where to lookup remote port" options
— Server
« Server mapper is always used for port resolution

— Local

» Use the local Services file on PC to resolve. Note: All System i5 Access servers
must then be added manually into this file.

— Standard
» Always use the default port, no lookup

 Local and Standard will result in better performance, since server mapper
does not have to be contacted first.
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Performance properties

[Jrans]]

I
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— Performance

|F addrezz lookup frequency;
Blays

address;

Where to lookup remote port;

Server

* |P Address

— Lists last IP address used to access this System i5

— Cannot be changed from properties page, unless IP address lookup is
changed to "Never".

* Note: System i5 Access for Windows does not update the Hosts file on
your PC.
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Secure Sockets Properties and Support
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SSL Properties

System’1 Properties EdES |
General I Connection Secure Sockets I Licenzes I Reztart I Directomn Services I Service I Plug-inz I
e SeCU re SOCketS —Secure Socketz Layer
— EnabIEIDlsable SS L W iUze Secure Sockets Layer [S5L] for connection
_ Ve”fy SSL Connecnons Yerify 551 Connection

— Download Certificate
Authority certificate

— 054400 Certificate &utharity

For Client &ccess Express to trust server certificates signed or created by the
05 /400 Certificate Authornty, the 05400 Certificate Autharity muszt be
dowrlnaded to this PC. Mote: Some ather Certificate Authanties are provided
with Client ficcess and do not need to be downloaded.

T o usze the 05400 Certificate Autharity, click download.

Download |

Ok Cancel | Help
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Security Properties

» Specify if SSL should be used or not.

« SSL stands for Secure Sockets Layer, and specifies that encryption will be used
for the sessions.

« Only SSL server authentication is supported. The exception is that client
authentication has been added for PC5250 only in V5R1 and later.

 This option will be greyed out unless the 5769-CE1, CE2, or CE3 LPP is installed
on the System i5 and the PC. The user must have access to:
QIBM/ProdData/CA400/Express/SSL/SSLxxx, where xxx is 40, 56, or 128.

— CE1 = 40-bit encryption (no longer available in V5R1)
— CEZ2 = 56-bit encryption (no longer available in V5R2)
— CE3 = 128-hit encryption —Secure Sockets Layer

« SSL shipped with V5R4

W ize Secure Sockets Layer [S5L] for connection

Wenfy 550 Connection |
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SSL Information

« SSL is the current standard for World Wide Web security.

« When it is turned on, all data flows are encrypted, with the »L\il";:?""'- 4
the port mapper handshake.

 When it is turned off, all data flows unencrypted, with the exception of the
connection password. If the PC5250 emulator is being used, the
password does flow in the clear as part of the telnet session (unless
bypass signon is used).

* Always use encryption (SSL, VPN, IPSec, ...) when communicating via
the Internet to your System i5.
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SSL Information

« Before making an SSL connection to an System i5, the following must be
true:
— 5769-AC1, AC2, or AC3 must be installed on the System i5 (this is the
System i5 side of SSL).

* The encryption level (40, 56, or 128-bit) will be negotiated between the PC and the
System i5 to the highest level supported by both.

— A certificate must be available on the System i5, and assigned to the System
15 Access Servers through the System i5 Digital Certificate Manager (DCM).

* Note: Once certificate is available and assigned in DCM, host servers will
automatically be SSL enabled.

— The matching public part of the signer certificate or Certificate Authority must
be available on the PC.
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Certificate Management

* IBM Key Management utility is included as part of installing CE1,2, or 3 on the PC.

» Can be accessed through Control Panel, under System i5 Access for Windows properties
for Secure Sockets

« Recommend that a certificate by a well-known certificate authority (such as VeriSign) be
used.

* A number of well-known certificate authorities are already stored in the key database.

» Using any other type of certificate will require transferring certificate authorities from other
sources.

_IBM Key Management - [C-WVWaWIMNMT Y"Profiles'Wwall UHsershDocumentshBEMLZClient Siccesxs wewbhessldf kdh]

Heyw Database File Create BT LT Help

D= R ]

DE-Type: |CMS key database file |

Hew database INformmation

File Mammie: |C:'I.WINNT‘I.F'rDﬁIes'I.-ﬂ«.II UsersiDocumentsuBhiClient Accessicewhbhssidr kdb

Hewy database comntent

|E_Signer Certificates —— ”

[ Add... |
[ Delete |
System2 A - Monday, March 26, 2001 15:02:1 4
SystemS A - wWwednesday, January O3, 2001 1 3: 3606 | wWicweEdit__ |
Thawte Persaonal Fremiumm S
Thawtie FPersonal Freemail o | Extract... |

Thawte Fersonal Basic C&Aa

Thawwte Fremiurm Server e

Thawtie Sarver 2

erizign Test CA Root CSertificate

RSa Secure Server Certification Authority

“Yarisign Class 1 Public Primary Cerdification Authaoritys
erizign Zlass 2 FPublic Prirmary Certification Authority
werisian Class 3 FPublic Prirmary Certification Auathoritys

IIA signer certificate is from a certification awmhoriy {(CA)} or from ancother welb: site. |
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Downloading Certificate Authorities

 Button is available to download Certificate Authority (CA) from the
System 15

* The CA is automatically imported into the System i5 Access key
database and the Java key database (required by System i5 Navigator).

* Previously, a separately downloadable utility had to be downloaded from

the web to do this.
—[05,/400 Certificate dutharity

For Client Access Express to trust server certificates signed or created by the
05400 Certificate Autharity, the 05400 Certificate Authanty must be
downloaded to thiz PC. Mote: Some other Certificate Authorities are provided
with Client Azcess: and do not need to be downloaded.

To uze the 05/400 Certificate Authority, click download.

(oomas |
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Verify SSL Connections

[T

SSL.

A verify button is included on the Secure Sockets properties page.
 This allow you to check if the System i5 Access servers are enabled for

—Secure Sockets Laver

Venfy 551 Connection |
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PC5250 Client Authentication

Cien Access Properies G|
General I Pazswiords | Language | Incoming Bemote Commarnd
e SSL client authentication can Diagnostic Toalz | Service Securs Sockets | PCH250 I Other
be enabled for the 08/400 —|BM A5./400 Chent Encryphion
Telnet server. Yersion: 4.0.3.92
Encroption level: 128-bit

« System i5 Access for
Windows PC5250 support has
been enhanced to take
advantage of this. ~Key database

» SSL server authentication & s default key database
must always be configured

Inztalled to directaorny:

IE:"»F'ngram FileshBMAE5E4

" Specify key databaze

I I i B
before client authentication (052 |
WI” WOI’k_ |BM K.ey Management |
* No Settings are reCIUired on — Key databaze pazsward prompting
the client to enable client Settings |

authentication, but some
preferences can be set.

OF. Cahicel | Apply
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Key Database Selection

« User can select which key database to use on their PC.

* For most users, keeping the default key database selection selected is
fine.

* The IBM Key Management Utility can also be invoked from here to view
the contents of key databases on your PC.

- ey databaze

™ Specify key database

Bromse,., |

B K.ey Management |
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Client Authentication Prompting modes

« Users can choose how often they are prompted for access to the key database.

* Its important to authenticate that the user has access to the key database before
the certificate is sent up to the System i5. Otherwise, someone could simply
move the key database file to another PC and have access to the certificate.

K.ey databaze password prompting
|7 Sethings |

K.ey databaze password prompting 7 |

— Pazzword prompting

™ Usze Window's logon pazsword

Note: A policy can be _ |

.. " Prompt once per Windows session
used by an adminNIStrator | | 4 w———————
tO force one Of these .........................................................................................

| Ok, I Cancel
i want an © 2007 IBM Corporation
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Certificate Selection

« PC5250 configuration allows user to choose if they want to be prompted with a
list of certificates to choose from to send to System i5.

"- Configure PC5250

Connection

—Uzer D zignon information

Sustern name; IS ysten]| j Properties |
I Jze Operations Mawigator default ;I
~Waikstation (O
(Hzer |l
™ Use Computer name [~ Add prefis to indicate printer or display
™ Use Windows user name [ Avoid duplicate names on tis workstatio
. . . . . — Security
% Speciy workstation (D [ Avoid duplicate names with other warkst
[Eurrent securnty: Nobeecured
i~ Use Operationz Mavigator default

Recommend just using the
default, no need to change.

= Mat zecured

" |Jze default

ient certificate ta uze:

i Select certificate when connecting

CIE. I Cancel | Help
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Kerberos added to V5R2 version

iSeries Signon Information

Signon information haz not been specified for thiz (Senes

conhechion. The signon information will be used each time

yoL connect o thiz zerver.

2| x|

Sever  |MYISERIESSYSTEM

—15emes gighan infarmation

|CMINER

™ Use default user |0, prompt as needed

(™ Proes=! Comry ime

[N

™ Use Windows uzer name and password, no prompting

ak.

Cancel
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« Support for Kerberos
authentication of users

— Kerberos ticket can
replace the sending of
userid and password from
a PC to the System i5.

— Kerberos authentication
as a new connection
property to select
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Kerberos role in Single Sign-on

» Uses Kerberos protocol for authentication.
— Network authentication protocol invented by MIT.
— Freely available from MIT.
— Ticket based, third party authentication scheme.
» Uses System 15 EIM (Enterprise Identity Mapping) to manage users in an
enterprise.
— Uses LDAP technology to keep track of who users are in an enterprise.
— Maps Kerberos names to System i5 user profiles.
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Overview of Kerberos signon process

« Windows domain login. When you authenticate using Kerberos you get a Ticket-
Granting-Ticket (TGT) from the Kerberos Key Distribution Center (KDC)

« System I5 Connection request. Obtain an appropriate Service-Ticket (ST) for that
System i5 krbsvr400/<host name>

« System i5 validation. The System i5 server validates the ST with the KDC

« System I5 profile mapping. Using EIM, an System i5 user profile is mapped to the
user

ST

/ krbsvrd00/ Sy st

e \

Request ST for krbsvrd00/ : ol KDC

| want an .
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Wizards available for configuring both Kerberos

and EIM

Launch point

) iSeries Navigator
File Edit Yiew Help

=10 x|

o gﬁl| X|';§i ) |1minulesnld

| Environment: My Connections

~- B My Connections
= [ Rchasdmm
% Basic Operations
@. Work Management
= B2 Configuration and Service
G Metwork.

EI . Security
[ Authorization Lists

[# Policies

i‘ Users and ¢ Explore
+..FB8 Natahaces Open

‘@{E Metwork Authentication Service

Yy Tasks - F!-:hasmm Create Shorkcut
Bl 4ddaconnection  customize this View b

Fe
p—

@ Install additional cor

Configure, ..

Propetties

Launch Point
for EIM wizard

€3 iSeries Navigator =10O] x|

File Edit WView Help

@‘ .@ll@'@i’lmimt&snld

I_Erwiranment' ty Connections

El E Rchasdmm ;[

- % Basic Operations

=-E@ work Management

%E' Configuration and Service
El[i Metwork

% TCP{IP Configuration

. Remote Access Services
-- ﬁ Servers

&-[[#] 1P Policies

- B Windows Administr ation
EI Enterprise Identity Mapping
e '_-_urﬂ'l-:lur aktion
i I 15 Domain Mana  Explore
. KSR Thternet Omn
F*Yry Tasks - Rehasdmm Create Shorte
B 2dd a connection Customize this

@ Install additional components

Configure ...
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Troubleshooting
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Problem Diagnosis

If the connection fails to one of the servers with the message CWBCO1003 rc=10061, that
Is most likely because the server isn't active or a firewall got in the way.

This can be verified from the NETSTAT *CNN screen on the System i5 system to verify the
server is in a *Listen status. The server names are listed in the table on the next page.

If a server isn't listed the STRHOSTSVR command should be ran.
All TCPIP connection messages to System i5 Access for Windows will be displayed using
the CWBCO1003 message. Check the online help message file for the meaning of the

return codes associated with the message. This will be the same for SSL communications,
which will display its return codes with the CWBC01034 message.
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Tools for Troubleshooting

« CWBPING
— Checks to see if System i5 can be connected to.
— Checks to see if host servers are up.
— If problems, messages indicate what is wrong.

« CWBCOTRC

— Traces communications flows. Output can be sent into IBM Service
personnel.

» Detall Trace

— Traces internal component flows. Output can be sent into IBM Service
personnel.

« CWBSVGET
— Gathers all traces and general client information into a single file

| want an . © 2007 IBM Corporation



IBM System i

CWBCOSSL tool

« One-stop shop for working with SSL, see Help button for Advanced Tips
— CWBCOSSL.EXE is installed into System i5 Access install directory.

* Makes it easier to debug problems with SSL connections.
der Yer =10} =]

E CwhbCoS5L - iSeries Access Certificate Authority Downloa

22—kl This tool will allows Certificate Suthorities [C&) certificates to be placed in the iSeries Access
g! key databaszes.

—If uging an iSeries Ca, select vour iSernes system name and then prezs the dovnload button

Siart C& downlad from. ] [SvSTEMT ~| T Justplace in a pe file

—If uzing a CA from another zource, enter a label and then preszs the store button

Certificate Sutkharity kext label: I Store Ca from file. .. |

— Click. buttonz belows bo launch S50 related programs

| k.ey D atabasze Configuration | Werify Connections
iSerez PC Eey Javakey iSeresbccess  Telnet Client iSeres Mon-55L
CiCh kgt kA gt Propertiez  Authentication M awigatar
| vy ibm. comdezerverfizernes/clientaccess | I Trace Cancel | Help
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System 15 Access Iin an Internet Environment

» Getting through firewalls
* NAT

* VPNSs (vs. SSL)

« Other security tips
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Firewalls with System 15 Access

 Firewalls selectively filter TCP/IP traffic
« System 15 Access for Windows creates a challenge for firewalls.

* Different ports on the System i5 are used depending on what System i5
Access function is being used.

 Although all firewalls are different, what they have in common is that they
can be configured to allow traffic through specific ports.
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Servers and ports used

The following servers are used by System i5 Access for Windows. In addition to the servers listed, the Port Mapper
(Port 449) is also used by all functions. However, if the user changes the Connection properties for an System i5
connection so that "Where to look up Remote Port" is set to 'Standard' or 'Local’, then the Port Mapper will not be

used. In addition, if a DNS server is to be accessed, Port 53 should be made available to the client.

Servers Ports Description

Port Mapper 449 Port mapper returns the port number for the requested server

Sign-on 8476 (9476) | Sign-on server is used for every System i5 Access connection
to authenticate users and to change passwords

Central 8470 (9470) | Central server is used when an System i5 Access license is
required, and also for downloading translation tables

Data Queue 8472 (9472) | Data Queue server allows access to the OS/400 data queues,
used for passing data between applications

Database 8471 (9471) | Database server is used for accessing the OS/400 database

Remote 8475 (9475) | Remote command server is used to send commands from a

Command PC to an System i5 and for program calls

File 8473 (9473) | File Server is used for accessing any part of the OS/400 file
system

Print 8474 (9474) | Print Server is used to access printers known to the System i5
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Servers and Ports Used (continued)

Servers Ports Description

Web Admin 2001 (2010) | Used to access web applications served by the System i5

DDM 446 (448) | DDM server is used to access data via DRDA and for record
level access

Telnet 23 (992) | Telnet server is used to access 5250 emulation

Netserver 137, 138, System i5 Netserver allows access to System i5 integrated file

139, 8474 | system from Windows PCs

USF 8480 Ultimedia services is used for multimedia data

LDAP 389 (636) | Provides a network directory service

Mgmt Central 5555 5544 | Management Central server is used to manage multiple

5577 (5566) | System i5 in a network
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Notes on ports and servers

Note 1: the port number in parenthesis is the one used to connect to the server via SSL
(encrypted session).

Note 2: Ports 449, 8xxx, and 9xxx can be started with the STRHOSTSVR *ALL command.
The others need to be started individually, or can be set to autostart when TCP/IP is
started (as can 449, 8xxx, and 9xxx).

Note 3: Although 8474 is listed next to Netserver, it is only used internally, so does not
have to be set in your firewall IP filtering. However, that server (Print server) must be
started for Netserver to work properly.

Note 4: If any applications are registered under Application Administration, then the
remote command server will be required in addition to what is listed below.
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Servers used by specific functions

System i5 Access Function

Servers Used

PC5250 display and printer emulation

Sign-on, Central, Telnet, Remote Command

Data Transfer

Sign-on, Central, Database, Remote Command

Base System i5 Navigator support

Sign-on, Remote Command

All Operations Navigator functions

Sign-on, Remote Command, File, Print,
Database, Web Admin, Mgmt Central, USF,
Net Server, LDAP, Data Queue

ODBC Sign-on, Database, Remote Command

OLE DB Sign-on, Database, DDM, Remote Command,
Data Queue

AFP Viewer Sign-on, Print

System i5 Access Install Net Server

Incoming Remote Command

Uses no specific server, and System i5 port will
vary. PC-side portis 512.

Fax support

Sign-on, Print
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Firewalls and Windows XP Service Pack 2

* By default, once Windows XP SP2 is installed, the Windows
Firewall is automatically configured to prevent some incoming
connections into the PC. This can affect the following System 15
Access for Windows functions:

— Incoming Remote Commands
— Operations Console
— Management Central

* |If you are using these functions, and they stop working once
Windows XP SP2 is installed, here are steps you can take...
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Incoming Remote Command

* This uses port 512 by default

* Typical error messages would be:
— CPE3447 "A remote host did not respond within the timeout period"
— rexec:connect:Connection timed out
— rexec: can't establish connection

 Solution:
— Configure a port exception to allow incoming TCP connections on port 512:

C:\> netsh firewall add portopening TCP 512 "rexecd server (exec service, port 512)"
- OR -

Configure an application exception to allow the System i5 Access for Windows
Remote Command service (cwbrxd.exe) to accept any incoming connection,

regardless of port number or protocol:

C:\> netsh firewall add allowedprogram %windir%\cwbrxd.exe "System i5 Access
Incoming Remote Command server"
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Operations Console

» Use ports 67 and 2112 for local (async and LAN) connections

« Can use any one of a number of different ports for RCS -> LCS
connections

* Typical failures are:

— When connecting an LCS (local connection), the status may
not progress beyond "connecting console".

— When connecting an RCS (remote connection) to an LCS that
has not had all needed firewall exceptions configured,
it may fail to connect; or it may connect, but fail to
authenticate. The failure reason noted at the RCS may
be that the local system is not configured to receive
calls.
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Operations Console Continued

e Steps to correct:
« Configure a port exception to allow incoming UDP connections on port 67:

— C:\> netsh firewall add portopening UDP 67 "bootp server (bootps service, port 67)"

« Configure a port exception to allow incoming TCP connections on port 2112 from
the local PC (127.0.0.1) only:

— C:\> netsh firewall add portopening TCP 2112 "Internal Op Console worker server
(port 2112)" ENABLE CUSTOM 127.0.0.1

» Configure an application exception to allow the Operations Console program to
accept any incoming connection, regardless of port number or protocol:

— C:\> netsh firewall add allowedprogram <INSTALL>\cwbopcon.exe "System i5 Access
Operations Console (cwbopcon)”

| want an . © 2007 IBM Corporation



IBM System i

Management Central

» Refer to:

 For V5R3:
http://publib.boulder.ibm.com/infocenter/iseries/v5r3/ic2924/info/exp

erience/mcfirewall.pdf

 For VH5R2:
http://publib.boulder.ibm.com/iseries/vsr2/ic2924/info/experience/m

cfirewall.pdf
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Info on Web

* The preceding information on Windows XP SP2 is also available on the
web at:

— http://www-1.ibm.com/servers/eserver/iseries/access/supportedos.htm

— Then click on the appropriate link in the Windows XP Professional section
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The System 15 Access for Web Alternative

Depending on your needs, if you don't want to mess with all the
ports, System 15 Access for Web may be a solution:

— All traffic goes through a single HTTP port.

— SSL will also work using a single HTTPS port.
— All functions run as servlets on the System i5
— No code to download to the client
— Good set of functions designed for end users:

Database access
File/Share access
printer and print output access

hessages

Dizplay messages
Send Messade
Cperstar messages
Meszade queuss

Messages =
5250 support L
Customizable user interface Cormmand
Commands Sﬁ:m'ze

Messages
Print

.\ Access messages on vour iberies server with i5eries Access for Weh,

Display messages

Display, answer and manage the messages in the message queue for the logzed on user.

\- Send message

‘|. Send a meszage to users and mescage queues,

\' {Jperator messages

'\_ Display, answer and manage the messages i the system operator message queue,

Message queues

List message queuss on the i3eries server. Select a message queue from this list and displ
messazes.
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NAT (Network Address Translation)

« Configured through System i5 Navigator
— Using the same interface used for setting IP packet filtering
* Primary use is to hide addresses when the System i5 is acting as the
security gateway (no firewall).

» 3 forms of implementation on the System i5
— Masquerade or Hide

— Static or Mapped

— Masquerade or Hide "port-mapped"
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Static NAT
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* Used to enable systems on the internet to access servers in your internal
network by translating actual inernal server address to a public address.

193.20.1.1
.=

Border Address

TRUSTED Address UNTRUSTED Address

Internal Network

192.10.1.5
10.1.1.10
/f/'—>
/_\> Source Addr Dest. Addr
Source Addr Dest. Addr 193.20.1.1 192.10.1.5
10.1.1.10 193.20.1.1
10.1.1.10 192.10.1.5 F~—
10.1.1.20 193.20.1.2 \
Source Addr Dest. Addr 10.1.1.30 193.20.1.3 Source Addr Dest. Addr
192.10.1.5 10.1.1.10 192.10.1.5 193.20.1.1
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Configuring NAT

 All configuration is done using System i5 Navigator

3 A5 /400 Dperations Navigator

File Edit “iew Options Help

%b@|.®|}(|@ﬂ |2mir‘uutesnld
| Errvironment; by A5 /400 Connections | Rchazptm: Onginatar Conkection Profiles
EEI---% B azic: Operations ﬂ Prafile | Protocol | Status | Cornection bype | Line
B Wwiork Management PPP |ractive Switched line-dial FPPDIAL
- B2 Configuration and Service

[—]ﬁ M etwiorl,

~[[@] IP Palicies

[—]E% Remate Access Services

L? Criginator Connection Profiles |
% Recerver Connection Profiles

EEI---IﬁI Servers

Right-click here and go to
properties
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Configuring NAT

Ptmdial - System

Generall Ennnectinnl Suthentication  TCPAIP Settings I DrS I Other I

— Lacal IF address

" Azsigned by remote system

= ilse fimed IP address [1.245 =1

— Hemote |IF addre=z=
* Azzigned by remote system
i Uze fiked IP addresz: I

— Bouting
€ Mo additional routing is required
" Add remote system as the default route
¥ Define additional static routes

Routes I

[ Hide addresszes [full masguerading)

Advanced I

\\ Ok I Cancel I Help

N Click here to turn on hiding
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VPN Support
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VPNSs (Virtual Private Networks)

* VPNs use a combination of a tunneling protocol and encryption to ensure
secure communications from a specific client to a specific server.

* A dedicated "pipe" is assigned for all client/server communications.

Business
Partner/
Suppler
Intranet

Corporatg ,‘,
Intramet ‘

Branch
Office
Intranet

© 2007 IBM Corporation
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VPN and encryption

* IPSec Is the standard encryption used by VPN.

* The IPSec support is usually built into the VPN client support, which is a
separately purchasable and installable program. It is built into Windows
2000 and XP

» Secure Sockets Layer could also be used.
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Windows 2000 VPN Support

* Windows 2000, 2003 and XP have IPSec and L2TP built-in

* RSA signature mode authentication uses digital certificates rather than
preshared keys (passwords) for IKE authentication. RSA Signature mode
authentication allows us to support Windows 2000/XP clients with dynamically

assigned IP addresses.
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Windows 2000 VPN Example

AS25prod
/ 208.222.150.1

-

208.222.150.5

© 2007 IBM Corporation
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Windows 2000: Implementation tasks

1. Verifying the IP connectivity

2. Assigning the Certificate Authority (CA) trust to the OS/400 VPN Key
Manager using the OS/400 Digital Certificate Manager (DCM)

Creating a server certificate using DCM
Creating a VPN connection using the VPN connection wizard

Verifying the system-wide responding policy

3
4
5
6. Creating an L2TP Receiver Connection Profile for the System i5
7. Reviewing the IP packet rules created by System i5 Navigator

8. Obtaining the certificates for the Windows 2000 workstation

9. Configuring the IP Security Architecture for Microsoft Windows 2000
10. Configuring L2TP for Microsoft Windows 2000

11. Start the VPN connection

12. Verifying connectivity on the Windows 2000 workstation

13. Verifying connectivity on the System i5 system
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VPN comparison to SSL

Feature

SSL

VPN

Data Confidentiality

Yes

Yes

Authentication

Server Mandatory. Client
Optionally

Yes (VPN Server)

clients

Requires application Yes, but could use SSL No
support tunnel

Requires host support Yes Yes
Services SSL-enabled servers and All

Client Configuration

Required for each
application

Required for VPN server.

Filter Configuration

Individual filter by service
(more complex)

IKE+IPSec filters (simpler
configuration)

Avalilability for Windows
clients

Most System i5 SSL-
enable servers have a
corresponding SSL-
enabled SSL client

Standard in Windows 2000

Lack of support on
95/98/NT
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Other Security Tips
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General Security Tips

* Only start the TCP/IP servers that are really needed

* Use non-routable private IP addresses in internal network
* Prevent application from using well-known ports

e Turn IP Source Routing off

 Allow IP datagram forwarding only when needed

* Do not leave PPP or SLIP line waiting in answer state.

« Use IP packet filtering on your System 15

* Use NAT if possible

* Prevent unauthorized use of well-known ports by preventing the users
that can use the ports.

* Use System 15 auditing and journaling
« Use exit programs to control access to servers
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Telnet security considerations

« Use some form of encryption (SSL, SSH, VPN, ...)
 Limit the number of signon attempts (QMAXSIGN system value)

« Set QAUTOVRT to automatically create enough virtual devices. Then set
QAUTOVRT to 0.

« Use inactivity time-out (INACTTIMO) parameter on the Telnet
configuration to reduce the exposure when a user leaves a telnet session
unattended.

 Restrict powerful user profiles from access a telnet session
* Verify QRMTSIGN is set up correctly
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Terminal Server Environment
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What is Terminal Serverg?

« A multi-user version of NT 4.0, Windows 2000, and Windows 2003
 Allows multiple, simultaneous client sessions to be run on a single server
« End-users can use Windowsg, DOS, network stations , Unix, or Macs,.

* Follow-on from NCD's WinCenterg and Citrix's WinFrameg from NT
3.51.

* Most standard Windows-based applications don't need modification to
run on Terminal Server.
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Where System 15 Access fits In

« System 15 AccessR for Windows can run on Terminal Server, either on a

standalone server

| want an .

Application

Network
Station

System i5 Access

PC

WTS

PC Server

Network
Station
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Where System 15 Access fits In

* Or on an Integrated XSeries Server card in the System i5

Network
Station
Application PC
System i5 Access
Terminal Server
IXS card Network
Station
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Citrix Metaframe

Metaframe Application Server for Windows
 Thin-Client/Server Computing

— Applications are deployed, managed, supported, and executed completely on
a server

— Requirements
* Multi-user operating system
* Remote presentation services (MetaFrame = ICA)
» Centralized applications and client management
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Metaframe Heterogeneous Computing
Environment Extensions

o Clients * Network Protocol
— Hardware — TCPI/IP
« Intel 286,386,486, Pentium — IPX/SPX
* Windows-based Terminals — NetBIOS / NetBEUI
S - St
* X.11 based devices — Direct Asynch

— Operating Systems
*  Windows 3.1
* Windows for Workgroups 3.11
*  Windows 95/98
*  Windows NT 3.51/4.0
*  Windows 2000/XP/2003
*  Windows CE
e DOS
 UNIX
« 0OS/2 Warp
* Macintosh
« Java
* Browser client
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Multi-User NT Summary

, X.11
NCD WinCenter for « >
MetaFrame IBM NetworkStation
X.11 Desktops
ICA

Citrix MetaFrame < >
IBM Networkstation (ICA)

Windows/DOS PC's with ICA Client
Network Computer

0OS/2 Warp

Macintosh

Java

Microsoft Windows NT RDP

Server 4.0
T ; 1S Editi Windows-based Terminals
erminal Server EdItion or |\ 4ows/DOS PC's with RDP Client

Windows 2000
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System 15 Access for Windows Installation

* Use the Add/Remove Programs applet in the control panel to invoke the
System i5 Access for Windows Setup program.

« Switch to Install Mode using the chgusr command (chgusr /install) prior to
iInvoking setup from the command line. After completing the install,

switch back to execute mode using chgusr (chgusr /execute).
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Support Position with System 15 Access for
Windows

 Client Access Express and System i5 Access have been tested with most
of its functions.

* Functions are supported on Windows clients thru Remote Desktop
Protocol (RDP) as well as through Citrix Metaframe.

e Functions include:
— PC5250 display and print emulation
— ODBC
— System i5 Navigator
— Data Transfer
— Data Queue
— Remote Command
— Policies
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Non-support of Incoming Remote Command

 This function, which allows PC commands to be initiated by the System
15, is not supported on Terminal Server.

* The current implementation does not allow the routing of the PC
command to the proper client workstation.
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Summary
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Summary

« System 15 Access for Windows is supported in a number of different
TCP/IP environments

« Can be configured for improved performance and security.

» Access through firewalls requires ports to be opened.

* VPNs are supported on Windows 2000, XP, and 2003 clients

* There are other methods of improving security of your connections
« Terminal Server environment Is supported
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« System I5 Access

— http://www.ibm.com/servers/eserver/iseries/access/
e Toolbox for Java

— http://www.ibm.com/servers/eserver/iseries/toolbox/
« System I5 Access Information Center

— http://publib.boulder.ibm.com/infocenter/iseries/vsrd/index.|sp
* IBM Redbooks

— http://www.redbooks.ibm.com/
* IBM System 15 Support

— http://www.ibm.com/servers/eserver/iseries/support

* OpenOffice

— http://www.openoffice.org
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System | Access for Web Sessions/LABs

22CC
25LA
32MI
33MI
35MI
36MF

41LA
42LA
44MN
45MN
S53LA

55MM
S56MM

409136
520027
409160
500121
410068
440281

450047
450047
420016
420015
420063

470021
480144

Get to the Web Fast with System i Access for Web
LAB: Getting Started with System i Access for Web
Database Access with System i Access for Web
System i Access for Web — Security Considerations
System i Access for Web — Setup and Configuration
Run 5250 through a Browser using System i Access
for Web

LAB: System i Access for Web: Installation and
Configuration

LAB: System i Access for Web: Installation and
Configuration

Build a Home Page to i5/0S using System i Access
for Web

Tips and Techniques for System i Access for Web
LAB: Test Drive System i Access for Web

System i Access for Web runs in a Portal
Programming with System i Access for Web

n Voted "Best Traditional Lab" at Spring and Fall 2005 COMMON
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Try out Access for Web for yourself!

Start your browser and connect to the following web site:
http://iseriesd.dfw.ibm.com/webaccess/IWAHome (case sensitive)

This shows the basic look of Access for Web as
User ID = WUSER we ship it. You can try various functions --
including working with printer output, creating
database requests, etc. Click on the 5250 tab,
sign onto the iSeries, then start an RPG
application called BOATS and run it.

Password =
DEMO2PWD

This is an example of how a customer might
User ID = BOATADMIN | design a web page for their use. You will see
that an end user could start the same BOATS
application by clicking on the 5250 session -- or
they could have used WebFacing to run the
application. You will also see other links that
would let a user work with spoolfile information,
work with IFS, run database requests, etc..
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System i1 Access for Windows sessions:

21CA
22CA

26CC

31CA
32CA
33CA
35LA/
36LA
52CB

420017
409159

403971

406172

401918

420219

410160

402066

System i Access for Windows: What's New in V5R4
System i Access for Windows Data Transfer: Tips &
Techniques

System i Access for Windows: Security &
Communications Tips

PC5250 Emulation: Everything You Need To Know
Performance Tune System i Access ODBC

System i Access in the .NET World

OPEN LAB: System i Access for Windows with the
Experts

Administration of System i Access for Windows

System | Access for Linux session:
25CA 480144 Creating the System i Linux Desktop
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Apendix: Firewall/NAT example with System i5 Access
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Firewall Configuration Example

* The following information shows how IP Forwarding can be used to
configure an System i5 Access connection to an iSeries through a
firewall.

« Shows how to permit mobile users on the Internet to access your System
15 behind the Firewall using System i5 Access and Telnet. Since the
users are mobile, their IP address is unknown.

« |P filtering is used.

e Assume:
— 192.168.2.1 is your System i5 Server's |IP address

— 5.5.5.5 is the public IP address that represents your System i5 on the
Internet.
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Example - Using NAT to map System 15 address

* From a client behind the firewall, point a web browser at the System i5, port
2001. For example, if the System i5 is named myas400.priv.abc.com then point
the web browser at

— http://myas400.priv.abc.com:2001

— Select the "IBM Firewall for AS/400" link

— Select "Configuration" in the left frame

— To configure the NAT settings, select "NAT" in the right frame

— Click on the "Insert" button

— Choose "MAP" from the list of actions, and then click on the OK button

— After configuring the NAT settings (as shown below), select "Configuration" in the left
frame

— To configure the filter rules (settings), select "Filters" in the right frame
— After configuring the filter settings, select "Administration” in the left frame
— Select "Status" in the right frame
— Restart both NAT and Filters
« If 5.5.5.5is NOT the non-secure IP address of your Firewall, then you can do this
with 1 simple NAT setting:
— MAP 192.168.2.105.5.550
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Using NAT (continued)

¥ MAP 192.168.2.1 235.5.5.523 (For telnet)

MAP 192.168.2.1 449 5.5.5.5 449 (Port Mapper)

MAP 192.168.2.1 8470 5.5.5.5 8470
MAP 192.168.2.1 8471 5.5.5.5 8471
MAP 192.168.2.1 8472 5.5.5.5 8472
MAP 192.168.2.1 8473 5.5.5.5 8473
MAP 192.168.2.1 8474 5.5.5.5 8474
MAP 192.168.2.1 8475 5.5.5.5 8475
MAP 192.168.2.1 8476 5.5.5.5 8476
MAP 192.168.2.1 8480 5.5.5.5 8480
MAP 192.168.2.1 9480 5.5.5.5 9480
MAP 192.168.2.1 5555 5.5.5.5 5555
MAP 192.168.2.1 5556 5.5.5.5 5556

MAP 192.168.2.1 446 5.5.5.5 446

(Central server - Needed whenever PC5250 or Data Transfer is used)
(Database server)

(DataQueues server)

(File server)

(Print server)

(Remote command server)

(Signon server)

(Ultimedia server)

(Ultimedia server with SSL on)
(Management Central server)
(Management Central server with SSL on)

(DDM server - Sometimes used by System i5 Access OLE DB support)

MAP 192.168.2.1 448 5.5.5.5 448 (DDM server with SSL on)

MAP 192.168.2.1 5110 5.5.5.5 5110

(MAPI server - Needed if these Mail APIs are being used)

MAP 192.168.2.1 992 5.5.5.5992 (Telnet with SSL on)

MAP 192.168.2.1 9470 5.5.5.5 9470
MAP 192.168.2.1 9471 5.5.5.5 9471
MAP 192.168.2.1 9472 5.5.5.5 9472
MAP 192.168.2.1 9473 5.5.5.5 9473
MAP 192.168.2.1 9474 5.5.5.5 9474
MAP 192.168.2.1 9475 5.5.5.5 9475
MAP 192.168.2.1 9476 5.5.5.5 9476

(Central Server with SSL on)
(Database Server with SSL on)
(Dataqueues server with SSL on)

(File Server with SSL on)

(Print Server with SSL on)

(Remote command server with SSL on)
(Signon server with SSL on)

If 5.5.5.5 Is the non-secure
IP address of your
Firewall, then you will
need to add these NAT
settings. In addition, your
router must be configured
so that all traffic destined
to 5.5.5.5 with subnet
mask 255.255.255.255 is
routed to the non-secure
IP address of your firewall.
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More port info

* The only required ports are 8476 and 449. The other ports will only need to be
opened if you are using a function that they support. Most users will want to open
23, 449, and 8470 thru 8476.

« Also, be aware that parts of System i5 Navigator, which is part of System i5
Access, also use port 2001 (and 2010 for SSL) to access the Web Admin server.
A mapping rule like those above for the scenario when 5.5.5.5 is the non-secure
IP address cannot be used for those 2 ports, since this would cause the firewall
not to work (it uses those ports). If you need to use those functions of System i5
Navigator from outside of the firewall, then you need to set up your network so
that 5.5.5.5 is NOT the non-secure IP address of your Firewall.

* This means acquiring an additional publicly registered IP address that is NOT the
same as the firewall's public IP address.

* Then, add the following Filter settings:
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Filter settings - non-secure side

CHEHH T

=### Both side settings

S R R

=permit 192.168.2.1 255.255.255.255 0.0.0.0 0.0.0.0 tcp any 0 any 0 both both both f=y I=n t=0 # Permit AS/400 replies
S T T

=#### Non-Secure side settings (add filter settings only for the ports you are using (see port descriptions above)

| HERH R R T R T R R R R T

=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 23 non-secure both inbound f=y I=n t=0 # Permit Telnet access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 449 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 8470 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 8471 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 8472 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 8474 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 8475 non-secure both inbound f=y |I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 8476 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 8480 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9480 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 5555 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 5556 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 446 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 448 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 5110 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 992 non-secure both inbound f=y |I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9470 non-secure both inbound f=y |I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9471 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9472 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9473 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9474 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9475 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 5.5.5.5 255.255.255.255 tcp ge 1024 eq 9476 non-secure both inbound f=y I=n t=0 # Permit System i5 Access to AS/400
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Filter settings - Secure side

S R R

=### Secure side settings (add filter settings only for the ports you are using (see port descriptions above)

U T T

=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 23 secure both outbound f=y |I=n t=0 # Permit Telnet access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 449 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8470 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8471 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8472 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8473 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8474 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8475 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8476 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 8480 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9480 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 5555 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 5556 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 446 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 448 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 5110 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 992 secure both outbound f=y |I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9470 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9471 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9472 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9473 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9474 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9475 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
=permit 0.0.0.0 0.0.0.0 192.168.2.1 255.255.255.255 tcp ge 1024 eq 9476 secure both outbound f=y I=n t=0 # Permit System i5 Access to AS/400
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Example of setting filter rules

7. ]

Configuration

G

Administration

I
1
[T
...II
[

(0010: action(permit) from(1.2.3.%) to (10.10.10.7) protocol(all any 23/any 23)

Action:
From Address
To Address
Protocol:

From Operation
To Operation
Interface:

Direction:
IP Fragments:

VPN

Description:

o [t g T ]

255.255.255.0

23

23

both ]

permit =]

10.10.10.0 From Mask:
1.2.3.0 To Mask:
al

any 7| Port/ICMP Type:
any ﬂ Port/ICMP Code:
both X Routing:
both ]

(¥) Match all x| TP Packet Logging |no ~]
0

telnet
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IBM Certification Testing — Here at COMMON!!
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»Where and When ? Come meet CATE!
» Room 202A .
» 8:30 — 5:00 Tuesday thru Thursday Just arrived at COMMON
>»What's in it for me ? Certified Advanced Technical Expert
> Portable credential Do YOU have what it takes?

» Proof that you can “Walk the Talk”
» Peer and Employer recognition
» Industry recognition

»How much does it cost ?

» NOT $190 that you pay at external testing
centers

» Special Discounted price of $95 !!
»What tests are available?

» System i (of course)

» All “other” System Group platforms IBMCertitied ¥

» Software

See Laura Calley in the
Certification Lab
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© IBM Corporation 1994-2007. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.
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Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
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IT Infrastructure Library is a registered trademark of the Central Computer and Telecommunications Agency which is now part of the Office of Government Commerce.

ITIL is a registered trademark, and a registered community trademark of the Office of Government Commerce, and is registered in the U.S. Patent and Trademark

Office.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

Other company, product, or service names may be trademarks or service marks of others.

Information is provided "AS IS" without warranty of any kind.

The customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual
environmental costs and performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly available sources and
does not constitute an endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly available information,
including vendor announcements and vendor worldwide homepages. IBM has not tested these products and cannot confirm the accuracy of performance, capability, or
any other claims related to non-IBM products. Questions on the capability of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Some information addresses anticipated future capabilities. Such information is not intended as a definitive statement of a commitment to specific levels of performance,
function or delivery schedules with respect to any future products. Such commitments are only made in IBM product announcements. The information is presented here
to communicate IBM's current investment and development activities as a good faith effort to help with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any
user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage
configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements
equivalent to the ratios stated here.

Prices are suggested U.S. list prices and are subject to change without notice. Starting price may not include a hard drive, operating system or other features. Contact
your IBM representative or Business Partner for the most current pricing in your geography.

Photographs shown may be engineering prototypes. Changes may be incorporated in production models.
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