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Objectives

= Using a local Certificate Authority (CA)
> Create a local CA on your iSeries
> Create a system certificate
> Install server certificates
> Assign certificates to applications (iSeries Access Servers)
» Install the Local CA certificates
= On your PC
= IniSeries Access
= Setting up PC5250 Client Authentication
» Create a client certificate on your iSeries
> Export client certificate to client
> Enable telnet server for client authentication
> Configure prompting modes in iSeries Access
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Objectives (continued)

= Using a well-known Certificate Authority (CA)
> Obtain digital certificate
> Assign certificate to applications (iSeries Access Servers)
> Configure the iSeries Access functions to use SSL
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Server Authentication Secure Sockets Layer (SSL) Flow

1.The server is authenticated when

1.iSeries Access Client sends a secure connection
request to iSeries Access Server

2. Server sends Client its digital certificate

3. Client verifies the server's certificate and
determines if it trusts the issuer of the certificate

2. After server authentication is complete
1. Session keys are negotiated and the rest of the
flows are encrypted. iSeries Access

. . Servers
iSeries Access for

Windows Clients

List ofik

trusted
signers
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Client Authentication Secure Sockets Layer (SSL) Flow

1. The client is authenticated when
1.iSeries Access Client sends a secure connection
request to Server.
Server sends its certificate, and requests a client

2.
Q * certificate.
3

. Client validates the server certificate, and sends its
certificate to the Server.
4. Server validates the client certificate.
2. After client authentication is complete
1. Session keys are negotiated and the rest of the
iSeries Access for flows are encrypted.
Windows Clients

iSeries Access
Servers

* List of

trusted
signers
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Creating a Local CA on your iSeries and creating a
system (server) certificate...
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Obtaining a server certificate from a local CA
(the iSeries)

)
/3'
1) Digital ®
Certificate
Manager

(DCM)
[——
Web Browser

iSeries Server
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" Logon to the AS/400 Tasks page. Enter the URL
http://your_AS400_name:2001

" Signon with your AS/400 userid and password (you must
have *ALLOBJ and *SECADM)

" On the tasks page, click Digital Certificate Manager
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= Click on the "Select a Certificate Store" button on the left
¥ Click on "Create a Certificate Authority" on the left

" Then, select "Local Certificate Authority" on the right
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" Complete the form page and click OK.
" Note: Each store has its own password

Dvigital Certificate Manager d

R L T TR

The spstem il create a cestfbcate with a privats key and stare the certificats o the Tocal Certificate Aothomty (CA) ce
store

Eey gize: [ =] i
Cormlleare srore pasgword: l'*'*"— [requmed)
Confiim pasowerd: IP [recpuiresd)
Cetificate Information
C'"ﬂ?rm Smtharity {CA) [eommoe zom1 [requirad)
naane:
Cir gamszadion 10w Ii.'l'.lent honems
Urganzahion name- jrem {requmed)
Lcafity o city: [parneszer
Siate or provinee: [#izn [requmed mmeaam of 3§ cha
Comniry: Iﬁ [required)

" Hint: Don't forget this
password. You'll need it
to work with this
certificate store in the
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= The Install Certificate link

Install Lacal CA Certificate allows you to install the CA
certificate on your browser.
If you want your browser to
Cestifieate tope: Certficate Authanty (T4 recognize certificates issued
: - | by this intranet CA, you can
Certifieate more: Locd Cerdficaie Authety (CA) download the intranet CA

certificate now (or do it later.)
A cemtibeet e for pour Centirate Antheaty (O A) wis created and stored m the Leed Certficate Authecty (CA) cestibeate stece = You can go ahead and do
this, especially if you are
Yoern eemet trustell the Certificate Authoety (T80 certivats 1 yot broweer oo e browser con verdy certificates that yeur A going to have web
rzmes. Chicke the Falloweg ik to netal the certfirate o vour browser. T om web browsee wil display soveral wandoses b2 belp applications that use hitps.

2 However, putting the CA
ou custelete (b instelina. of e eompcels. certificate in your browser

won't help you with SSL and

Install corificate the Client Access Express
servers.  You need to get

After mstallng the ceriificate, selert Confie 52 you can provicks the policy data that will be weedd For sgnmg and izamg this certificate in your Client

certficates with this Certificate Autheety [24) Access Express key
database, which defaults to
cwbssldf.kdb

_Gantioue | Caneel |  To verily that it was installed

on your browser, click on the
Security icon, then click on
Signers.

Note: Installing certificate with IE will start an IE
wizard for importing a certificate.
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Certificate Authority (CA) Policy Data

Tour Certificate Authority (CA) was created with the default policy data shown below. Change the data if you want and then
select Continue,

Allow creation of user certificates: Mo

Validity period of certificates that arve issued
by this Certificate Authority (C'4) (1-2000): o5 (days

Days until Certificate Authonty (CA) expires: 1095

G'am'mue,_| Caneel |

" Select Yes if you want to allow the creation of user certificates
from this CA. This is needed for Client Authentication

" Click OK
" You have now created a local CA on your iSeries!!!

©'2003 IBM Corporation

11-12



Digital Certificate Manager

Policy Data Accepted

|Messa,ge The policy data for the Certificate Authonity (CA) was accepted.

| Select Continue to create the default server certificate store (¥3T3TEM) and a server certificate sigt]
Authorty (CA) This will allow server authentication by users that use this system as a server.

Selact a Certificate Store

Expand All | collapse all |

Cantinue | Cancel |

p Idanage User Certificates
m Create New Certificate Store

u Create a Ceriificate Authority
(CA)

p Iianage CRL Locations

m [anage PETHE Request
Location

Beturn to A3/400 Tasks

Secure Connestion |

= Policy data for CA was changed message will be shown along with a list of
registered applications.

= Click on Continue button

©12003 IBM Corporation

Certificate type: Server or client
Centificate store: *3T5TEM

Selact 2 Certificate Store I : i ; : ;
The systetn will create a certificate with a private key and store the certificate in the default server certificate store (¥ST
ExpandAIi Collapse Al |
Key size: |1D2ri YI (bits)
p Manage User Certificates
S e o R Certificate label: ISystem certificate {recquired)
Create a Certificate Authority : ) .
. ﬁ; B Certificate store password: I****** {required)
P Llanaze CRL Locations Confum password: | EEEEEE {required)
n Manage PETY Request
i Certificate Information
Betum bo 5400 Tasks Coramon name: [spring common {required)
Secure Connaction | Organization unit: |C lient Azcess
Organization name: | IEM (recuired)
Locality or city: IRochester
State or province: |Minn (recuired:mitimum of 3 charac
Counhry: IE (requured)
= Fill out the Create a System Certificate form. Note: This password is different than the CA Store.
¥ Info on bottom cut off about IPV6 is for VPN. Read help on VPN for info. Ignore for now.
= Click OK

©2003 1BM Corporation
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Select Applications 1

‘Messa\ge Your certificate was created and placed i the *3YSTEM certificate store. ‘

Certificate type: Server or client
Certificate store: ¥*37T3TEM

 Salect All | Clear All

Select which applications will use this certificate:

‘ Application ‘lType |Assignetl certificate
F‘ 05400 TCP Central Server Server:| {None assigned)
F 05400 TCP Database Server Server | {None assigned)
F 05400 TCP Data Quene Server Server-| {None assigned)
’F 05400 TCP Networl: Print Server ‘Server | {None assigned)
F‘ 05400 TCP Remote Command Server lServer:| {None assigned)
F 05/400 TCP Sighon Server Server | {None assigned)
F O5/400 TCP/IP Telnet Server Server-| {None assigned)

Configuring an Application to Use a Server
Certificate ...

= System Certificate created
message will be shown along with a
list of registered applications.

= Choose the application that will use
the certificate you just created.
This associates the digital
certificate the server is going toQ
use on the server authentication
portion of the SSL-handshake.

= New for V5R1 - Text names are
shown instead of exit point names

= Click OK
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Object Signing

Application Status

Ilessage The applications you selected will use this certificate.

Select Continue to create the default object signing certificate store (FOBJECTSIGNING) and an object signing certificate
signed by your Certificate Authority (CA). You can then use your system to sign objects.

Continue | Cancel

= Click on Continue enable your system to sign objects
" Note: This is not needed for iSeries Access, so could be done later.

©12003 IBM Corporation

Certificate store: *OBJECTSIGNING

The system will create a certificate with a private key and store the certificate i the default object signing certificate store
(*OBIECTSIGNING.

Key size: I_'ID24 'I (bats)

Certificate label: ISYstem name {recuired)
Certificate store password: | EEREES | frequired)
Confum password: I BEETED | (required)

Certificate Information

Common name: ISpr ing COMMON {required)

Organization unit: IClient Access

Organization name: |IBH (required)

Locahlity or city: IRDchest,er

State or province: |H:i.nn {recuired:minitnurn of 3 characters)
Country: IE {required)

* Fill in form
* Click on OK

©'2003 IBM Corporation
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Select Applications

Iessaze Your certificate was created and placed i the *OBJECTSIGNING certificate store,

Thiz completes the process of setting up vour systern as a Certficate Authority (C4).

Tsers must install the Certificate Authority (C4) certificate i their browsers so their browsers can verfy certificates that your
CA tzsues.

o

= You have now:
> enabled the iSeries to be a CA
> created your first server (or system) certificate signed by your CA
> assigned that certificate to the iSeries Access servers

= After you have created your first certificate, the system creates a "*SYSTEM
certificate store." As you create more certificates or import them from
well-known CAs, you will probably want to store them in the *SYSTEM certificate
store.

©12003 IBM Corporation
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Servers to enable for iSeries Access Functions

iSeries Access Servers to Enable

Function

5250 Display & Print | Sign-on, Central, Telnet
Data Transfer Sign-on, Central, Database
Base Ops Nav Sign-on, Remote Command

All Ops Nav Function | Signon, Remote Command,
File,Print, Database, Web
Admin,Mgmt Central, Directory, Data

Queue

ODBC Sign-on, Database

OLE DB Sign-on, Database, DDM, Remote
Command, Data Queue

AFP Viewer Sign-on, Print

= |f Application Administration is being used, then always enable Remote Command. Also,
Central may be required if translation tables need to be downloaded for other languages.

= There is no harm in using the same certificate for all applications

= There is no harm in assigning a certificate to applications even if you do not intend to enable
them to use SSL.

©2003 1BM Corporation
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Getting a CA certificate into the Client Access Express
Client's list of trusted signers ...

©12003 IBM Corporation
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Installing SSL on your Client

® Click on Selective Setup in the IBM iSeries Access for Windows folder.
" Follow the wizard - specify where you are going to install from

® Look for, then expand the SSL choices. Choose the encryption
strength to install.

» Hints: if SSL does not show up in the list of choices, you are either not
authorized to the directory \QIBM\ProdData\CA400\Express\SSL or you need
to install one of the encryption products (CE2 or CE3)

» The encryption products must be installed from an AS/400 directory - they are
not on the iSeries Access install CD.
" Verify that Secure Sockets Layer (SSL) is under the "Added
components" heading

= In the iSeries Access for Windows folder you will see a new IBM Key
Management icon as well as a new tab Secure Sockets in the iSeries
Access for Windows Properties dialog.

©'2003 IBM Corporation
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Installing CA onto client PC = New in V5R1, a download
== button has been added to
iSeries Navigator to easily
move the CA into the 2 key
- Sincurn Sockes Laper databases used by iSeries
I [ Becie Sodats Laei [550] b e Access:
> iSeries Access key

gl 551 Conneciion I database

> Java key database (used
by Java components of

System] Properies
‘Genmal] Comrecion | Sams Sockats | Lo | Frokant | Dimcto Senioss | Sniviea| Pugins|

s R T T iSeries Navigator)
e R L i e L i i
mHHh&h‘.“tﬂﬂ"ﬂFE Hioke: Sane oiher Carilfic uﬁmum;uﬂded = nght-CIICk on SyStem name

st D i Sy i o ik e 1 b c ekl in iSeries Navigator, and

Toien e D500 Camtiicaln. Suthorky. cick dovriosd choose "Properties”.

= From "Secure Sockets"
_Coerend | tab, check box to enable

SSL.

= Click on "Download"
button.

= Restart iSeries Navigator
[ or | coes | e | for SSL to take effect for
. iSeries Navigator

©12003 IBM Corporation
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Enabling iSeries Navigator for SSL...

A3 AS /400 Dperations Navigator
File Edit %“iew Options Help

Al flele| x=| slmEs

| Environment: ky 45 /400 Connections | by &5/400 Connections
Mame | Sighed On Uszer | Description
@’Myasmﬂ M anage this 45 /400,

= After restarting iSeries, notice the padlock on the iSeries you just
configured to use SSL

= Also, once SSL is turned on in iSeries, all other iSeries Access
applications that are started from that point on will also get SSL as the
default (including 3rd-party apps that use iSeries Access APIs.)

©2003 1BM Corporation
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Enabling SSL on iSeries Access functions

©12003 IBM Corporation
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Enabling PC5250 Sessions for SSL...

- Configure PC5250 EHE
System name: a0 j Properties | [ ] Open your 5250
workstation [D: l— SeSSion' From the
menu bar, click
Type of emulation Communication
& Display Size: ’
o 5] then select
- . Configure
Connection HE n SeleCt PI‘OpeI‘tIeS

Security

- = Click on Secured
Mot gecured Wlth SSL

@ Secured with Secured Sockets Laver [S5LE

= Click on Apply or
OK.

' ze same security az Dperations Navigator connection

[Eurrent securtyy Watsecured

Ok I Cancel | Apply | Help |

©'2003 IBM Corporation
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Enabling Data Transfer for SSL

7@ Data Transfer To AS/400
File Wiew Toolz Help

IS ES

= Open the Data

2l=E & &

Transfer you want to

~PC

configure to use SSL.

File name:

|| Browse. .. |

From the menu bar,
click File->Properties

—A5/400

System:

[Mvas4o0 =l

Library/File[Member]:

Security

" Do not use Secured Sockets LayerfS5L)

Properties

Conversionsl Library LislI Display Cornection | Startupl

Browse... |

the Connection tab.

= From Connection,

choose which option
you want.

" Click OK

& e Secured Sockets Laper [S5LF

" Uze same secuity as Operations Mavigator connection

[Curment securyy Mo netuse S50

" You can save this

File->Save

©12003 IBM Corporation
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€10DBC Data Source Administrator

User DSN | System DSM | File DSN | ODEC Drivers | Tracing | About |

User Data Sources:

Add..

Mame I Dirivver

FCOM DE2/400-32 bt IEM Personal Communications-DE 2740 Hemove
PCOM DB2/MWS-32 bt IBM Personal Communications-DB 2/M)
buazd0 Client Access ODEC Driver [32-Bit)

i

Configure...

Connection Options

— Signon information

£ Prompt every time

© Use windows user name and pazsword, no prompting

g default uger 1D, prompt as needed

& |lze Operations Mavigator default

— Security

" Do not use Secured Sockets Layer (551
 |se Secured Sockets Layer [S5L]

& Use same security as Operations Mavigator connection

0K I Cancel Help

©2003 1BM Corporation

" Launch ODBC Administration
® Click on the User DSN tab

= Double-click on the user Data
Source you want to configure to
use SSL.

= Click on Connection Options in the
General tab.

" Select Use Secured Sockets Layer
(SSL) under the Security heading

= Click OK
" Close the ODBC Setup.

= Current connections must be
closed and re-opened to take
effect

" From Properties, click

data transfer by using
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Creating Client Certificate for Client Authentication

©12003 IBM Corporation

IBM eServer iSeries

Enabling Client Authentication in DCM

= Client Authentication of the telnet server is new in V5R1
» Enablement via commands is available with V4R4 and V4R5 PTFs.

® To enable in V5R1, start with the main DCM screen below, and click on
"Create Certificate" in the left navigation pane.

Tvigital Cevtificate Manager

Selact 3 Cetiflorts Shars |

Enpand all | Goilapse ail

- ATERHCI, STES.HCE, JTe5-531, ST21-351 (S Copyright [BR
C@ il ight e ceeecend.
L5 Gov e al Daers Regbiol=cd Righs .

= oot Hew Cepificatn Stoce Dlzs, duplieshan or chgrlasurs meeincisd by (554 ADF Scheduisd
= Inaball Local O4 CariBcste oo Livangad Matitald - Peopiety of [EM
YowPC & W om W
- [ Comtamns softarare Bom REA Dat:
b Ivlsnags CEL Locslicns
Locwticn Getting Stattad

©'2003 IBM Corporation
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Creating User Certificate

Digital Certificate Manager
Create Certificate

Select the type of certificate that you want to create.

€ Server or client certificate for another AS/400

Select a Certifivate Store |

" Ohject signing certificate for another AS/400

Espand All | _ Collapse A1l | & Tser certificate

u Create Certificate

Continue | Gancel |
m Create Mew Centificate Store Y | ﬁﬁ[l

= Select "User Certificate" as the type of certificate.
¥ Click on the Continue button.

©12003 IBM Corporation
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Certificate Information

Galert o Cabfinals Gloa | Certificate Informaticn

Usor marue: JEFFY
Eapeand A1 | . Callapza &1 l
Chrg izt Tmar: lf-].ien.t Avoems
= Cyeate Copslfingi Chigatiration haiwe: 13X (reoured)
Cranta 1 e Cartificate Stars
- Locality or ciby: [Fochastac
® Hatall Local G Cartifoale o S
YmarPC State or province: I:H inn {requred-minmum of 2
P Mapaze Doeg Captificates
B B Canniry: [ol| e ety
= Mapge PETC Requeal
Lrzabon [E wou weant to use this certficate for securs =-mail, enter 9our =-mail address.
Egliim 1o 530900 Taaki
o F-inail addvess: (imer_tamegideamsn_name) |
~Eanarg Gannadion |

Salect the key size for pour webs browrser o use wWhen penerating the paivabs ey for sour certiflcars

Foew size: [1024 (Hgh Grade) =] fbite)
Continue | | Cancel

= Fill out the Certificate Information. The Email address is not
used by iSeries Access for Windows.
> Bottom section will only be displayed to Netscape users
> Click on Continue

_
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Private Key Generation

M Generate A Private Key - Netscape

. More Infu... | ' oK I Cancel I

= |If using Netscape, this screen is shown
= Click on OK

©12003 IBM Corporation
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Create User Certificate

Iizssaze & user certficate was created for you,

AR Clck the following link to nstall the cermficate m your browser. Tour web browser may display severel windows to help yo

complete the metallation of the certficate.
Expand Al | Collapse Al |

1 Creaie Certificate

Install certificate

1Create New Certificate Store Dong |

Click on the Install Certificate link

©'2003 IBM Corporation
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i Hatacaps

Your Certificates

Secuiry Info Voucan us= any DE"H:.l::: ::rtﬂ;:at:: tovidentfy jn'ms:lfiﬂ crlh:np:uplz amd to web stes.

Paszwords G-umm.lm.l:ltmr uses your ::rh.E.l:lt:: to decrypt nformabion sent to you, ¥our cectficates
: At sipned by the oreanizarion that issued e,

MNavigatoy . '

hlessenger These ave your cevtificates:

Java'TavaSeyipt JEFFWe [BM D = view |

Lertificates “enry

Foura Daleta |
Ereople Export I

Web Hites
ECS _--!
E;_";L;::EM “Fou should make 7 copy of vour cortBeares and keep them i a safe pial:a.IE'].muram
i 5

Jose your cevhficates, you wnll be unable to read encrypt=d maﬂ-:uu hanre recenred. and
you may hiawe problems 1dentfing jourself o web ;n:;

GotaCarificste . | ImportaCanifcate . |

= With Netscape, click on Communicator->Tools-> Security Info. Netscape will
prompt for key database password too.
> Click on the certificate, then on the Export button
»When prompted, save the certificate as a PKCS12 file.
» Password protect the file.

©12003 IBM Corporation
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Enabling Telnet Server for Client Authentication

Digital Certificate Manager

Select a Certificate Store

Select the certificate store that vou want to open.

= — © Local Certificate Authority (CA)
‘Select a Ceificate Store. I
& *ZYVSTEM
Expand :QH I E'I,'o_llépse :Ni I O *OBIECTSIGHING
. © Other System Certificate Store
m Create Certificate

m Create New Certificate Store
m [nstall Local C4 Certificate on

~ Continue | Cancel |

" Click on "Select a Certificate Store"
" Select *System
" Click on Continue

©'2003 IBM Corporation
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Balucka Cakifosa S |

Expand 8l | Coliwpra aii |

b Baat Path
® Crgale Cetific gt
= Creabe Hew Coraficate Store

= logtall Looal O Ceatificale gg
Vour BS

b Manegs Coptifioates

Digital Certificate Manager

TUpdate Applicadon Defindtdon

Select the frpe of application that yow wear o ugdare

& Berver - Add change, or remove cemiboate assigranent for & server apphcanen
= Chent - Add, change, or remewe certficabe arngranest for a clisek applcatian

Continue | Cancsl |

©12003 IBM Corporation
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Select a Certificate Store |

Expand All | collapse Al |

B East Path
m Create Certificate
m Create Mew Cestificate Store

mInstallTocal CA Certificate on
Your PC

B hianage Certificates
whianage Applications
m View application definition
= Update certificate assigrment
m Define O tnast list
= Add application
m Remowve application
= Update application definition
m Walidate application

Update Application Definition
Application type: Server

Select the application that you want to update

= Under "Manage Applications"”, select "Update Application Definition"
" Select "Server" in the right pane.

Digital Certificate Manager

Application

| Certificate Assicned

D500 TCP Central Server

| Swystem certificate

|©5/400 TCP Database Server

| Swstem certificate

| @500 TCP Data Queue Server

| Swstemn cerhficate

OE/400 TCF Netweork Print Server

| Systemn certificate

O3/400 TCP Eemote Command Server |System certificate

[

Q3400 TCP Sighon Server

Swstem certificate

O3/400 TTPIP Telnet Server

Swstemn cerhficate

O3M400 DDRDED A Server - TCPRAP | Swstem certificate

OE/400 Cluster Security

| MNane assigrad

ERE

c ||©S/M00 - Host Servers

" Select OS/400 TCP/IP Server
= Click on "Update Application Definition" (bottom of dialog)

©'2003 IBM Corporation

| Nowe assigned
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Select a Cerificate Store I
Expand All_ | Collapseanl |
p Fast Path

m Create Certificate

= Create Mew Certificate Store

m Installlocal CA Centificate on
Your PC

p Lianage Certificates
whianage & pplications
= View application definition
m Update certificate assionment
m Diefine CA trast list
m A dd application
= Remove application
m Update application definition
= Validate application

Select "Yes" for Client Authentication Required.

©12003 IBM Corporation
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Select 2 Cartificate Stare |

Expand All | Collapse anl |

p Fast Path
m Create Certificate

m Create Mew Certificate Store
mInstall Local CA Certificate on

Digital Certificate Manager

Application type: Server

Application ID: QIEXM_QTV_TELNET SEEVEE
Application description: ©3/400 TCPAIP Telnet Server
Certificate Assigned: System certificate

Information that can be updated:

"
|C]ient authentication required: * Yez )OO Mo

|Deﬂne the CA trust list: “Yes O Mo

|Cert1ﬁcate Eevocation List {CEL) checlung: | 0 Tes & Mo

Apply |

Application Information:

|Exit program information
| [Exit program: |oTVEsL
|— |E§;it program library: |QSYS

Digital Certificate Manager

Update Application Definition

|}xiessa,gr: The application was updated successfully.

Applhication type: Server

Applhication ID: QIEN_ OTV_TELNET SERVEE
Application description: O3/400 TCE/IF Telnet Server
Certificate Assigned: System certificate

Information that can be updated:

| Clent authentication recured:

© Yes 0 MNo

¥our PC
P hilanage Certificates
whianage SApplications
= View application definition
= Update ificate assignment
m Define CA trust list
= A dd application
= Remove application
= Update lication definition
m Validate application

Click the Apply button

©2003 1BM Corporation

|Deﬂne the CA trust st

® Yez © Mo

|Cert1ﬁcate Revocation List (CRL) checking: | T Yes & MNo

Apply |

application Information: -~ N Ote that this will take effect
immediately. Telnet does not
have to be restarted.
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Configuring Client Authentication on the PC
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= Once the client certificate is stored in a PKCS12 file, it must be imported into the iSeries
Access key database.
= The preferred way to start the IBM Key Database Management program is through Control

Panel
» Start->Setti ngs->Control Panel, then double-click on "Client Access". Select the "Secure Sockets" tab,

and then click on the IBM Key Management button
»|f you start this program an alternate way, the key database name won't be filled in by default, and you will

have to browse for it.

©'2003 IBM Corporation
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Importing Personal Certificate

E_IBM Key Management - [C:\WINHTAProfiles\All Users\Documents\lBEM\Client Accesshcwbssldf kdb]

Key Database File Create View Help

sl = -

DE-Type: | GMS key database file |

File Name: |GUMINNTIProfilesiall Users\DocumentsUBMIClient Accessicwbasldf kdb

Key database content

| Signer Certficates I .

Personal Certificate Requests Delete
Signer Certificates

' View Edit...
|Thawte Personal Premium CA

Thawte Personal Freemail CA Extract...
Thawte Personal Basic CA

= From the pull-down, choose "Personal Certificates"
" Then click on the "Import" button on the right

©12003 IBM Corporation
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Importing Personal Certificate (continued)

Keyfile type | PKCS12file -|

File Name:  [clientcertpl2 | Bruwse...||

Location:  [C) |

| OK || Cancel || Help |

Password Prompt

Password to open the source PKCS12file: [+ |

| 0K H Clear H Cancel || Help |

= Specify the PKCS file you saved earlier
® Enter the password you saved for it.

©2003 1BM Corporation
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Setting Prompting for Key Database Password

= Set the prompting mode for the key database password (optional)

: Proparins EHE

Geerenl I Fasasnids l Langusge l Ircoming Fismate Commend

Dlagniic Tode | Sérvica BecueSackel: | pooma | ok Key databasze paszword prompting EHE
[ 1B ASAO0 Chant Encr/pls Passward prompling

Merzan 403m P

Enciision bt {abka - Use MWindaw's logon passward

Irahelad 1 chactoye " Prompt once per Windows session

[ Progeen Files | IBMMGER ¥ iPrampt ohce per use of Key database
Ky de

= |zn celaull kisy calahsss

) ! oK. | Cancel
™ Speciy hay dalabes

[ i I

Ky datah Pl

s | Specify how often you
want to be prompted.

IBM eServer iSeries

Enabling Client Authentication on PC

Sl e I‘._;.ynﬁnd g{\m

F i i PRI Cormocion L EES|
& Sperkwokilaion [ I edddoke [0 User 1D signon information

Tarsks [Higer o5 I

™ Hegmingchascter  F Ending ch

. Security

Current Security: Secured

n From PC5250 Conflg : Usze Operations Navigatol-defauk
. . Mot secured
> Click on Properties '
" p " " Uze Secured Sockets Layel’[SS’I;']r
> Select "Use Default
» This is Optional Client certificats to use:
> Selecting "Select Certificate..” S

causes extra prompt. m

(w4 I Cancel | Help I

©2003 1BM Corporation
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Connecting with Client Authentication

Kis dalakbase paiswiand pbomgpl

. o b Secan Sackets Layer [55L) chord authmnticalion lor 5250
mmadstion, scoess ko oyl ciert: cemlcates ifmguisd,

EMhpmmﬂ hhukwddd_:mumllﬂ'ﬂ'..
Koy dlstabeer |E'1WHT_'\HUIHIAI Upersh\Diocumenis B\ CEenl Ao

F_"u;:nwdf |

[ ]| o |

When attempting a PC5250 connection, the above
dialog appears. Enter your key database password
(default password is "ca400").

©12003 IBM Corporation
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Client Authentication for V4R4/V4R5 Servers

" To turn on Client Authentication on a V4R4 or V4RS5 server, a
command is needed to enable or disable it (no support in DCM).

» enable: CALL PGM(QSYS/QTVSRV) PARM(*SSLCERT)
» disable: CALL PGM(QSYS/QTVSRYV) PARM(*NOSSLCERT)

= Alternatively, the CWBCOSSL tool can be used to enable/disable.

] CwbCoSSL - Client Access Express Certificate Authority Downloader Ve .. [H[E B3

=k This tool will allow Certificate Authorities [CA] certificates to be placed in the Client Access
=B | Express key databases - - :

IF using an 45400 CA, select your AS /400 system name and then press the download button
’7 £ Start Ca download from... : |System1 LI | Just place in a pe file

IF using a CA from anather source, enter a label and then press the store button
’7 Certificate &uthority text labelk I | Stare T From file.... I

Click buttans below to launch S5L related progranm

| Ky D atabaze Configuration
: < \ e
B E o L
ASM00 PCKey JavaKey Client dccess| Telnet Client
DT kgt kgt Properties '\ Authenticatio

[Weri Cornectiong

o B H

Operations S50 Mon-S5L
Mawvigator :

| v 32400 ibm.comAclientaccess | ™ Trace Cancel I Help I

©2003 1BM Corporation
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Obtaining a certificate from a
well-known CA ...

©12003 IBM Corporation
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Obtaining a server certificate from a well-known CA

Certificate
, Authority

~. (3 @ !
(4) ‘

S

Web
Browser

o
iSeries Server —

©'2003 IBM Corporation
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Diigital Certificate Manager

Create Certificate

Select the type of cartificate that Pou wamt te cTeate

[ SEI.'YI.“J' wr tllll.“l'lr lCl.":Iti.rll:ﬂ"

© Berver ar chient rertificate for anoter AS400

Sulact 2 Cnrificats Stom |

Expand Al | callapssan | & Ulper cortificate
I Eneat Puly - ;
it Certifi Conlinue Cancel I
= Cypabe Han Capifizate BMowe
= [natall Lo pal G4 Cetifiats on

Vi P2
w i enage Cedficates

= New cegbficabs

[ "

Click on "Select a Certificate Store
Select "*System"
= Select "Create Certificate" on left

= Select "Server or client certificate"

Click Continue

©12003 IBM Corporation
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Digital Certificate Manager

Select a Certificate Authoerity (CA)

Certificate type: Server or client
Certificate store: *3T3TEM

Select a Cetfficate Stare |

Select the type of Cerhificate Authonity (CA) that will sign this certificate,

Expand All | Collapsz all |

0 Local Certificate Authority (CA)

Fast Path
S ® VeriZign or other Internet Certificate Authority (CA
u Create Certificate

u Create Mew Certificate Store

u [nstall Local CA Cerificate on — . :
YourPC Continue | Cancel |

whilanage Certificates

" Select "Verisign or other Internet Certificate Authority"”
= Click on Continue

©'2003 IBM Corporation
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Digital Certificate Manager {
Create a System Certificate

The system will create a public-private key par and store the key par m the cerbficate store hsted below.

Certificate store:  *3TSTEM
Key size: IZDAE 'l (bits)

Key label: IVeriSignCert (required)

Certificate Information

Server name: IasllDD .domain, com (recuired)

Organization unit: IITSO

Organization name: IIBH (required)

Locality or eity: IRochester

State or province: IMIN (required:muimum of 3 characters)
Country: lE (required)

Zip or postal code: I

= Fill out form. Hints:
» Server name is the TCP/IP host_name.domain_name of your iSeries.
» Spell out your state
> Don't specify the zip code

® Click OK

©12003 IBM Corporation
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Digital Certificate Manager

System Certificate Request Created = Copy the certificate request

Tour certificate recuest data is shown below. Copy and paste the request data into the ap to the Cllpboard'

Certificate Authority that will sign your certificate request. = MAKE SURE you select the
area that includes "BEGIN
NEW CERTIFICATE
REQUEST" through the area
that ends with "END NEW
CERTIFICATE REQUEST

= Some Internet CAs refer to
this certificate request as
Certificate Signing Request
(CSR).

©2003 1BM Corporation
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] waun 1Ay nums JTan oLaps i aTLug miuap,

v “'Buukmarks J‘ Netswle.Ihllps./fdigila\id.verisign.cum.r‘server/lria\/trialslep2 htm

«é“riSign' ‘ Enrollment

Step 2 of 5: Submit CSR

Before yvou Start Step 3: Complete Application
Step 1: Generate CSR Step 9 Install Test CA Root = Example of
* Step 2: Submit CSR Step 5: Install your Test Server 1D request'ng a
certificate from
VeriSign at
Submit CSR

When you generated the CSR in Step 1: Generate C3R., your server software either e-mailed the www.verisign.com

C3R to you, or created a request file on your hard disk (such as key.req). Open the CER file with
an ASCIl text editor such as NoteFad. (Do not use a word processor such as Yord that inserts
formatting or contral characters.)

This is an example CSR file:

————— BEGIN NEW CERTIFICATE REQUEST--—-—-—
MIIBECTCECAIEADEPNOswCOYDVOOGEwIVIZEQNA4GAIUECENHRXvemlEYTETHEY G
AIUVECHMPRE] leyBvhiBUaGUgVeViNROuEgYDVOODFAC3d3cuZZR3 LS 1dDEcHADG
CEgG3 Ih3DQEBAQUAADS AMEQCQOCen JE JnHOgOGTHp+XZ56Raie li ZWMpumX jUaSH 7
v1FdEzs¥10L00a090JtnulWsQRHEhO¥DS+450ne jKmlaCG/ I ZAgME AAGyAD ANB oyl
hkiGowlEAQOFAANEAFE 9o+ iUTha YWPrFontgf4miUd/ wgUshpt 1 Iv4F idsDIugy
Savvuhi G/ A PpGh aTXI JHpIXTUBQyexSEIINT L=

©12003 IBM Corporation
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Description

Enter CSR Information: [ ____ BEGIN NEW CERTIFICATE REQUEST---—- -
Copy the ertire corntents of w110y pocaZQCAQAWE ZELMAKGAT UEBRMCUV MDD AKB G VE
the C3R file including the Ex M Und | etV 2d oV yNOwwCo TDVOOKEWNI OkOxDTALE GHVE

lings that contain the begin  |gy NTEGF ZND AWLrEwh WF P 15302 0vggE i MADGCSaGS Th3D
and end statements into the |, 0 75 gocyuyle BLLER0 9Ge0MuiVzoc 50nac zOTKAZ wSF T
field on the right. arhih/ukr06xCe73 lphp EmGofdC 63 kP in0VyBdZsny i T9
TS iWE01dpUiewkhiRZ5UDD+11ug/ O+ga0i o2 STVISy+47
QL9 1y YonOBDAlyxkeEueWe3 ZhO2oPEGOvp 176 ZDya 7 kd
t6JV9a 73 UUUESr2 1792 6Nz0R2E 00927 p0z ELRhT1HVSS
7AEWr7rCt55Hh4adst I YL TLISF LD AgMB ALGGAD ANBgKh _
Pl

. |

@ Click the CONTINUE button to submit the CSR and

proceed with the Test Server ID enrollment.

Copyright @ 1999, VeriSign, Inc. All Rights Reserved %‘nSlgn
Trust Netwc

= Paste the certificate request from DCM into the box.

©2003 1BM Corporation

55-56



IBM eServer iSeries

Hints to this point ...

WeriSign Digital ID Services

" You will be sent a certificate to the e-mail address you specified in the
server certificate request.

" Cut and paste the certificate into a .txt file on your PC.

= ftp or map a drive to your iSeries to store the file in IFS

©12003 IBM Corporation
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ne  wearch  Metscape PTG becumty  Slop
£as400: 2001 /Q1BMACSS /Cert/Admingueucml.ndm/maind j &7 what's
Digital Certificate Manager [ 7 I

Receive a System Certificate

Use this form to receive a system certificate into a certificate store after the certificate has been signed by a Certificate Authe
Before using thiz form, you must copy the signed certificate into a file which you spectfy below.

Certificate store: FETETEM
Signed certificate path and file name: I.-"CErt,dir.-" Ccertverisign.txt {required)
OKl Cancel |

® Back in DCM, click on "Select a Certificate Store", and select *System
In the left panel, select "Manage Certificates"”, then Import Certificate

On the Import Certificate form, specify the path name of the IFS file name
where you placed the certificate sent back to you by the well-known CA

Click OK

" Now DCM takes the VeriSign certificate and puts it in the *SYSTEM
certificate store

©2003 1BM Corporation
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Update Certificate Assignanent

AppHeation eype Server

ZZmlect the applicabon that v ma wank o upd=te

Aagypelia aedmi ) ;f'!l vl e A ocxigne il
[ [ommMon TGP Gentral Barver " [Aetem cerificate
e |oSMO0n TCP Darshase Seever Eyetem cernficare
[ |oEm0n TCP Cam Queue Server [ ——
£ | O5M00 TCP Hebaork Frimt Beorer | Bpskemmn cernficate

':"‘- ;.CIS:'J.IEII.'I '[;E.P Femuote I'“'.-umm-u.u.;:i. Cerver |Syetem cechficate
|~ [omaon TOP Sigaon Server | Brsten cernficate

= [O8M00 TERIE Talnet Serwar [ —————
= [0BMOD DDMIDRDA Decrer - TOPAP | Bystes corkfioate
o =TT = e — | Afeiea crmsigract
=0 U‘;ﬂlfllil - Hust Servere i :.i\-"-'mt' aryigmed
£ | AEMO0 Management Central Server | Bpstem certificate
© aEME00 TCP File Semrer | Gyetem cerificate
e~ [oEMO0 TCRAF FTP Becver [Wems anrigred

Looabioo -]

= Click on Update certificate assignment under "Manage Applications"
" Select the Client Access Express Servers that you need.
= Click on Update certificate assignment button at the bottom

©12003 IBM Corporation
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If you are using a well-known CA, configuration is
complete and you are ready to go!!!

©'2003 IBM Corporation
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Software Requirements

® OS/400 release V4RA4 or later
" IBM HTTP Server for AS/400 (5769-DG1)
= Digital Certificate Manager (5769-SS1, option 34)
" IBM Cryptographic Access Provider (5722-AC2 or AC3)
= AS/400 Client Encryption (5722-CE2 or CE3)
Note: If using V4R4 or V4RS5, then there will also be AC1 and CE1

products available. Also the product numbers will be 5769 instead of
5722. 5722 is new for V5R1.

©12003 IBM Corporation
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For More Information

® AS/400 Client Access Express for Windows: Implementing V4R4,
SG24-5191 (redbook)

www.as400.ibm.com/clientaccess
Webmaster's Guide, GC41-543
Tips and Tools for Securing Your AS/400, SC41-5300

AS/400 Internet Security: Developing a Digital Certificate
Infrastructure, SC24-5659 (redbook)

www.as400.ibm.com/infocenter

= www.as400.ibm.com/http
www.software.ibm.com/network/hostondemand
www.software.ibm.com/network/pcomm

= www.as400.ibm.com/tcpip
www.as400.ibm.com/ebusiness/security

= www.rsa.com

www.verisign.com

www.entrust.com

www.thawte.com

©'2003 IBM Corporation
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Appendix:
How to manually copy CA to PC
(Alternative to using "Download" button)

©12003 IBM Corporation
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Digital Certificate Manager
Istall Lecal CA Certificate on Y om PC

To mxiall (veceive) the cegtaficabe an your byowser:

Chek the folovang Lol to sstall the cerbficate in your browrser. Yo web beowser sil
cormplete e watalaton of the cormfican

Tpgtall coydificate

To wapy sawl Easte the certificate to o e on yonr PO
1f you need the Certificate Authonty {CA) certificate for & non-bomwser application sw
Personal Comremmcations, chooge the Copp and pagte certificats ok Uze the online

applicanon for infeimabon about workihg with sour cermficare file. Qlick the folloang |
He oo your PC

Copy awil paste ceroficare

_buna |

Bamus Cennecion |

= Select "Copy and Paste certificate" from DCM.
" "Install Certificate" link will not work for Client Access

©'2003 IBM Corporation

63-64



IBM eServer iSeries

Digital Certificate Manager

Copy and Paste CA Certificate

Clopy and paste the C4 cerfificate into a file on your PC. The certificate 15 n Basefd-encoded ASCIT data format.

HMIICETCCALKgAWIBAGIIOEhEaVa?/s8wlQ¥IKoZ IhveNAQEEEQAWZ zELMAKGALTUE
BEhMCVWVNRDDAKEGNVEAGTAD 1T TIESHELGRAI UEEXMI S &GV 2AGVyHOwwCo VDV OOE
EwlJOkOXETAPEGNVEASTCFN LY 3VyalRSHRUvEwYDVOODEwxEbZ 9kTnVyeVR1c3Quw

' HheHNOTkwOTAZ MTT 2N TQ3 WheNMD IwO TAIMTY N TO3 Wi EnlOswCOVDVOOGEwI VT zEN
MAoGAITECEMD TULOMRIWE AT DVOOHEw 1 3b2No EXNOEE I DD AKBgNVEAO TAO LCTTER
MASGAITECKMIUZ2V 1dXIpdHkxF TATEGVELMTDF dvhbh2 RidXJ SWEVzdDCEnz ANEgrlcy
hkiGOWOBLQEF LAOB I QAwy Y CTEAVIGZ Tyt p ILPEGASHHuThmat cOTEhogMmEV S Mo
21ikZP4APZigqykEVdgVEp/ cyTAoDhD EPtva0JI9h3 kesLDj Y10 Chsali ledjfs0/
CROFQATVWEI 1t yCicZEfalwlbRZ 653 ha ISs0YSvo+SeMEPnVIdhTAS IS K612 olx
CLeEdhUCAWEAATANEgkghki GO wlEAQOF AACEgQANHomlrNagS xhGuNaZTnls4HEE
NDVEWEZYzGs89 oo USwdZbh3 IplgCOodseJ40iPtulr AhCmECx 11 Z2P TamTwS Y10
SL4E+ArridfjLp2 MFGAmRggJEAPyEnOfr DX eNIP+EEmz 17c MMES+=2wdDSP AT uSy
£1V0gL+oKg+F +hlvig==

= Copy certificate from the ---BEGIN through CERTIFICATE---
= |In the menu bar, click Edit->Copy
‘ = |n the task bar, click Start->Programs->Accessories->Notepad

Dane |

® On the menu bar, click Edit->Paste

= On the menu bar, click File->Save As. Call the file
your_AS400_name-CA.arm. Save in C:\Program Files\IBM\Client
Access
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ey dotalase (ot mation

03 Type: (S kS databage Al |
i Mg | AP RO FEEUERC e Abce S B SEIOr kb
Moy database cember
iiﬁ;..... — o

risgnon CedMcabion Auhari Rook

B ¥oild Regiatry Cerification Aainariy

Thawie Farsara| Pramim 4,

Thavle Perzoral Fresrail o

Thawle Farsonal Basic 58,

Thawle Premium Semer T4

Thawia Saner Ch

Welisian Tesl A Rpat Cetificale

RE0 Socure Eanar Cartificaiion Authonby

Venisign Clags 1 Publc Primary ceriicalion Auharky

5 Go to the Client Access Express window

= Double click on the IBM Key Management shortcut (this may take a few minutes)
= Choose Signer Certificates from the drop down

= Click on Add

©'2003 IBM Corporation
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[ signer Certificates | | hda.
E’%Add CA’z Certificate from a File

Datatype | Base64-encoded ASCIl data

Certificate file name: |Mya 5400-CAarm

Location: |C:1.Pr0gram FilesUBMClient Accessl

| ok || cancet || Hew |

= |n the Location field, enter the pathname of the CA certificate
you stored earlier

= Hint: If you use the Browse button to find the location and click
Open, it will fill in the pathname for you.

= Click OK E%Enler a Label []
= Now you will be asked to E Eriter a label forthe certificate:
provide a name (label) for the ABADD-CA
certificate
. | OK | | Cancel |
= Click OK
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_l:__ IEM K ny M anagement L WProgram Files B WU hen! fccessuowh cchd! kd bl

Key Dalabase File  Create  Wiew  Help

== R

DB Type: |GME by s dle |
e Mo (G2Pogren FUSSAEMClintpasatomtaa

vE
AR

-|5||ru- Coniicates

[RELOD-CA,

Indegion Cerffication Oulhority Roat
1Bk oA Registry Camicalion sAumonil
| Thawt= Fer=onal Premium Ch

| Tnawts Parsonal Fraarmail oo

Thawie Per=onal Bame 0

= The iSeries CA certificate now is in iSeries Access's list of
trusted signers.

ﬁ = Note: These steps do not put the certificate into the Java

Toolbox key database, so parts of iSeries Navigator will not
work over SSL.

©'2003 IBM Corporation
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Trademarks and Disclaimers

8 IBM Corporation 1994-2003. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.

The following terms are of i Business Machines Corporation in the United States, other countries, or both:
Instruction: Refer to the Vo\lowmg URL: http://w3.ibm.com/legall/ipl/wtts. Edit the list below, IBM subsidiary statement, and special attribution companies which follow
so they coincide with your presentation.

AS/400 IBM

AS/400e 1BM (logo)

eServer iSeries
ECTVRT

Lotus and SmartSuite are trademarks of Lotus Development Corporation and/or IBM Corporation in the United States, other countries, or both.
Instruction: For a complete list of Lotus/IBM trademarks, see www.lotus.com/lotus/information.nsf/firstpages/copyright and edit the above statements to coincide with

your presentation
MMX, Pentium, and ProShare are of Intel Ce jon in the United States, other countries, or both.
Microsoft and Wlnduws NT are registered lrademarks of Mlcrosof! Corporation in the United States, other countries, or both.
Java and all J are of Sun Inc. in the United States, other countries, or both.

SET and the SET Logu are trademarks owned by SET Secure Electronic Transaction LLC.
C-bus is a trademark of Corollary, Inc. in the United States, other countries, or both.

UNIX s aregistered trademark of The Open Group in the United States and other countries.
Other company, product or service names may be trademarks or service marks of others.

Information is provided "AS IS" without warranty of any kind.

All customer i are asil i of how those customers have used IBM products and the results they may have achieved. Actual environmental costs and
performance characteristics may vary by customer.

Information in this presentation concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly available sources and does not
constitute an endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly available information, including vendor announcements and
vendor worldwide homepages. IBM has not tested these products and cannot confirm the accuracy of performance, capability, or any other claims related to non-IBM products. Questions on the
capability of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. Contact your local IBM office or IBM authorized
reseller for the full text of the specific Statement of Direction.

Some i ion in this i ici future iliti Such information is not intended as a definitive statement of a commitment to specific levels of performance, function
or delivery schedules with respect to any future products. Such commitments are only made in IBM product anr The il is here to communicate IBM's current
investment and development activities as a good faith effort to help with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any user will experience will vary
depending upon considerations such as the amount of multiprogramming in the user's ]Ob stream, the I/O cunflgura(lon the storage configuration, and the workload processed. Therefore, no
assurance can be given that an individual user will achieve throughput or its lent to the ratios stated here.
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