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Room 12B | Technology
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IBM Power Systems Ag e n d a

= Overview

= IBM i Access for Web Runtime Considerations
— Use of policies
— Customizing the home page/template files

» IBM i Access for Web Environment Security Considerations
— SSL and VPN
— Authentication security options
— 5250 bypass signon notes
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What is IBM i Access for Web?

IBM Power Systems

End users can leverage business information, applications,
and resources across an enterprise by extending the IBM i '

resources to the client desktop through a web browser

» Provides access to IBM i through a browser
— 5250 access ; *Windows
— Access to database, integrated file system, printers, : a -Linux
Firefox\\ ~ <Macintosh

output queues, jobs
-UNIX....

— Can run batch commands and send/receive

messages
* It has the following advantages:
— Is server based ~ y\_/\-/\
— Requires only a browser on the client, no — —
configuration required at desktop, no applets Interne —
Explorer -
e — Safari

installed on desktop
— Uses industry standard protocols - HTTP, HTTPS

and HTML

© 2012 IBM Corporation
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IBM Power Systems ContrO”mg Access

3 methods to control access using IBM i Access for Web

= Administration Policies
— Administrators can use the Customize function to set policies for users and groups of users.
= User Preferences

— Users can set their own Preferences for things like
+ What tabs are available in the navigation bar
« How to view output (default rows/columns per page)
+ How to filter output

= Customize the Home page and template files

— Administrators can use the Customize function to replace the default IBM i Access for Web home
page with their own home page.

— Administrators can use the Customize function to replace the default template that defines the layout,
look, and feel of IBM i Access for Web pages

— Style sheets - The look of the IBM i Access for Web page content is now controlled by external style
sheets.
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Home Page = http://<myiseries>:<port>/webaccess/IWAHome

‘& Homepage [RCHASK60.RCHLAND.IBM.COM - Mozilla Firefox: IBM Edition M=%
Fle Edit Vew Hitory Bookmarks Tools Help

@ o & (Tin c :2020/ue wiAHome| > -||[C-|

[ Most visited #§ Getting Started (| Latest Headines [ 18M (| [BM

jord expires in 7 days.

Welcome to System i Access for Web

Getting Started

My Information
y Fold.

Related Products

= Application Ser:

of System i Access for Web. Also,
find out how te create your own
home page!

Related Links
- System

A new generation of software that enables you to access your system information and rescurces through = web
browser!

Browser Access to System i Information

The Internet movement has taken over, and businesses are quickly moving to embrace new technolagies through
e-business. Since most desktop operating systems come with web browsers, users want an easy way to work with
their business-critical i5/0S information and resources through the simple browser user interface that has been
designed to be Internet-friendly. Users also are looking for hassle-free access through firewalls. They want access
rom a variety of platforms, and want no special dient code that has to be installed and maintained on their
desktop.

Easy Administration

i5/0S administrators are looking for ways to streamline of user access to

enterprise through centrally controlled administration built around i5/OF user profiles. Additionally, administrators

want to custemize a user's iew of the system, so those not familiar with the i5/0S operating environment can
easily and preductively werk with its database and other resources.

Key Capabilities

Done
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IBM Power Systems ContrO”mg Access

Main Page = http.//<myiseries>:<port>/webaccess/iWAMain

& System i Access for Web
File Edit view History Bookmarks Tools Help

@'C‘ ar (L0 ]w : > -}

[ Most visited @ Getting Started (1] LatestHeadines | 18M [ 15M

lem i Access for Web

System i Access for Web

21 my Folder
v Welcome to System i Access for Web, the lightweight, browser-based access to your i5/0S resources.

Print
e Pure Java servist based access
Jobs System | Access for Web is a set of servlets that run on System i platforms as extensions to the HTTP server. The serviets provide access to
5250 databases, files, print queues, printer sutput, and messages contained on the system
Detstyes Industry standard protocol
Files
e System i Access for Web uses the industry standard HTTP and HTTPS protocols instead of proprietary TCP/IP ports and protocols. Firewall
issues are much mors manageable as a result.
Download
o Lightweight sccess |
Other b |

System i Access for Web provides lightweight, and convenient access to System i platforms from any Web browser. Most of the System i
Access for Web functions have minimal browser requirements and work with almost any browser on any platform.

No client code

Related Links:

System i Access for Web runs entirely on the System i platform. There is no client code to install and manage. Simply install and configure on
the system, and access from any Web browser.

Object level security

Access to i5/0S resources is based on object level security. Users and groups can only access the data to which they are authorized.

Fully customizable

Access to System | Access for Web functionalty can be restricted for users and groups of users. System i Access for Web is fully customizable
a user will only see and access what the administrator has configured for them to use and =

Web components L

System | Access for Web is also a set of Web for web i can link to the System i Access for Web
servlet URLs and take advantage of the functions that System i Access for Web Druvldes.

Done
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Product functionality

@ System i Access for Web Database B=x<]

Edit View Hstory Bookmarks Tools Hep

B C fay (L |w :20: | i &

[ Most visited P Getting Started 1] Latest Headines || 8 [ 1BM

Database

) My Folder
= Access database tables with System | Access for Web.

Print
e Tables

® View a list of database tables on your target system.
Jobs ® Perform actions on these tables without having knowledge of SQL and its syntax.
== * View the contents of a table in a paged list, using the Quick view actiol

2 Sl e e o i S e e e it
Database Display the contents of a table record using the Find record a
- Tables e ot ot ke ol ST roetiea Dot = Yame g o R SO st

" .  Create your own customized copy data request for a table using the Copy data to table action.
+ My reques
e My requests
# View a list of previously saved requests.
® Run or Edit requests fram this list.
- tmport request # Manage lists using the Copy, Delete, and Rename actions
® Create and manage shortcuts to requests

- Copy data ta table

- 1mpoert quary
+ Extract I5/08 data Run SQL

Filas * Run SQL statements dynamically.
® View output as a paged list or in a popular file format, like Microsoft Excel or Lotus 1-2-3. (Output format depends on how you have
Comseisaf your browser configured and whether the browser can locate a plug-in for the output type you choose.)
T ® Customize how data is returned by setting options specific to the output type.
* 5uild SELECT statements using an SQL Wizard.
Customize * Save requests for repeated use.
Other

Copy dala to table
opy existing data files from your PC to a database table on your target system.
e Hata es-can e in oy, homdlar Fle Forramte, fmelitinolricsusofe asliahlchums 12331
Replace the contents of a table or add data to an existing table.
TEate & new database table based on the contents of o warkstation file.
Save requests for repeated use.

Import request
® Import Client Access Data Transfer upload and download requests into System | Access for Web copy data and SQL requests.
* Imported requests are automatically converted to System i Access for Web format.
® Run and edit converted requests just like other copy data and SQL requests.

Center Import quer I

Done
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IBM Power Systems CO ntrOlllng Access

Sample for a user that only performs preset database queries

B[EX]

€7 iSeries Access for Web Database
Fle Edit Vew Favorites Took Help o

Q- Q- XN A¢& O searcn g Faverites @ Meda £2) - ~{ - L) 32

hitp: iy .comjweb:

B

iSeries Access for Web

» Database
Database
EMVEERRERE Access database tables on your iSeries server with iSeries Access for Web,

My requests
» View a list of previously saved requests.

* Run or Edit requ rom this list.
* Manage lists using the Copy, Delets, and Rename actions
= Create and manage shortcuts to requests

5.4.0.05-191.5122130

® Internet

© 2012 IBM Corporation
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IBM Power Systems Controlling User Access

Y My Folder =Customize policies for users and groups to
Print i
— Allow/Deny functions users can access
I — Limit the information users can see
Jobs
5250 =Use group profiles to simplify policy
Database management
Files — Manage policies for group profiles
Command — Add/remove users from groups
D““"'“_ad *When a function is restricted, access to the
St servlet is restricted
Other
=*You need *SECADM authority to customize
profiles
13 Power is performance redefined ©2012 1BM Corporation

smrowersystems CONtrolling Access - How & Whom

= The Customize function allows administrators to set policies for users
and groups of users.

= These policies control...
— Functions a user can perform.
— How certain information is presented to the user.

= When a function is restricted...
— lts navigation bar content is removed.
— Access to the servlet is restricted.
— It takes effect immediately.

= Administrators with *SECADM special authority are automatically
authorized to administer settings for users and groups of users to
which they have authority.

= These administrators can then grant other user profiles permission to
administer IBM i Access for Web functions.

1+ Power is performance redefined ©2012 1BM Corporation




IBM Power Systems Controlling User Access

iSeries Access for Web

= IBM i Access for Web ships |, Policies
with default policy settings P Fcte: 4puBLe
Messages
- Jobs. Access.
=Default allows most functions |, Acon Gategory Desafpion
. e @ oo 5250 ser inter‘zce cuztom 5. tlawed
to be available to all users i I v oo s o
c'“ : 4 ¢ prefererces ard polcy adrinistracon custom sedtnge, toned
. onman : T
.Use *PUBL'C tO Set pOllCleS i ﬂ Database Dazabase tacles, recuests, znd ~.n SQL custon setongs. tlowed
[f Database Crezte and ecit datzbase conecton cefinitizns. Blawsd
for all users catmie
Pre‘erences [4  oownlsad Dovinlozd pzckagss custzm settings allowzd
-Poicies [ Fies system ad file chare custon settngs. tlawsd
" Strategy: +Sezngs @ seneral age and craracter set custor sectinge tlowzd
-T[a?'{[t [ obs Werk with jobs custo settings. Alawed
— Grant an administrator profile access to R ] Sedmal c.sto stngs e
all functions R @ Mesags By g, ard s s gnacsin o
sattngs
. [7 MyFode My Felder custon settings. alowed
- Deny access to all functions to *PUBLIC Nali 1k [# i Pter output, prnters, printer sharss and output que.e c.stom &lowzd
s sattngs.
— Then allow specific users/groups access [ saretine Lotus Saneine custom sectirg. , Honed
to specific functions [ other Change pzsenord and aier riscelznecus custor setengs.  Slowed
A
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emronersyems  GONtrolling Access - Strategies

IBM i Access for Web ships with a set of default policy settings. The default policy settings allow
most of the IBM i Access for Web functions to be available for all users. Without any customization,
users accessing IBM i Access for Web could begin using most of the available functions.

As an administrator of this groduct, you may not want your users to be able to access all of these
functions. It is the responsibility of an administrator to restrict functions they do not want their users
to be able to access.

One of the %uickest strategies that can be deployed to restrict a function from all users is to use the
Customize Group Profiles function and customize the *PUBLIC group profile.

This group profile is defined such that every user is a member of this group. So, for example, if you
were to customize the *PUBLIC profile and set the "Browse files" and "File shares" file functions to
"Deny", you would restrict file system access from this product for all users.

If some of your users required access to this function, you could specifically customize their user
profiles and set this function back to "Allow". In this way, only users that have been specifically
allowed access will be able to use that function, all others would not have access.

It should be noted that the *PUBLIC group Profile includes the administrator user ID that is used to
customize other group and userrro iles. If you were to deny functions for *PUBLIC, this would
affect the administrator user profile. As you customize IBM i Access for Web for *PUBLIC, you may
want to consider specifically allowing your administrator user profile to have access so that it is not
locked out of IBM i Access for Web functions.

1« Power is performance redefined ©2012 1BM Corporation
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Setting Policies

@& Policies |

B E]%

Fle Edt WView Go Bookmarks Tooks Hep

Policies
I My Folder
& Specify the profile you want to edit.

Print
Messages Profile:
Jobs
5250 Edit Policies

atabase -
pat u profiles
Files Work with the user pr ou are authorized to customize.
Command o
Download Work with the group profiles you are authorized to customize.
Customize

- Praferancas < from a file into iSeries Access for Web.

> || - Policies R
- Settings s from iSeries Access for Web to a file.

- Transfar configuration

Other View help for working with policies.

Related Links

- iSeries Navigator
«iSeries Information

WACustomizeist?action—select

User: dib

v| © e

122130

7 Power is performance redefined
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Setting policies (continued)

& Policies - Joks
Fle Edt View Go Bookmarks Tools Help
E/]j hittp: ffmyiseri i WACUstomizeList?action=users| v| @ s
User: di
Policies - User Profiles
1 my Folder
s Profile filter: -]
Messages Filter by: @profile O pescription
Jobs
5250 e EER 0
= Profile Description Action @ AC“O ns:
EE ACBARRON  Alma Carolina Barron Perez - GDL T/L 877-5656 [l @ . L.
Command ACN Ali Nelson 3-6874 [Z1[0l® Edit pOllCleS
:::::?:e ADSIERRA  Alma Delia Sierra/Mexico/Contr/IBM@IBMMX 2] [0 [6] @] (=] View all policies
AGUEDA Agueda Martinez Hernandez Magro/Mexico/IBM@IBMMX  [2] (] [B] .
::::rims AHANSON  Andrew Hanson 3-5571 Zam View group members
P AHOMIKE Mike Aho/Rochester/IBM@IBMUS @@@ Copy pOliCieS
Tenetar oafitrtion ALE] Alejandro Bascuas/Rochester/IBM@IBMUS A @ R ..
O ALICIAM Alicia Martinez Cruz/Mexico/Contr/IBM@IBMMX [ [0 @] (@ (=] eset pO“C|eS
ALITEST Z10®
ANDREWS  Greg Andrews/Rochester/IBM@IBMUS [ZEa@
ANTARES  'Elias Ricardo Castellanos/Mexico/Contr/IBM@IBMMX ][] [B]
ARABIC Gilberto Martinez Cortes/Mexico/Contr/IBM@IBMMX [Z1[Eal @
ATCLARK  Adam Clark, 3-3841 [Zal®
ATOMKO Ana Tomko Sanchez/Mexico/Contr/IBM@IBMMX [ZIBI®
BAZEY John Bazey (3-7108) [l Bl
BEACH Mark Beach/Rochester/IBM@IBMUS [0 @
BECKYD Rebecea K Dimock/Boulder/[BM@IBMUS B

e Power is performance redefined
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IBM Power Systems

Setting policies (continued)

Edit

This action is always available. Use this option to create or modify policy settings for the specified user or group profile.

View all policies

Select this action to view all of the policy settings currently being used for the profile.

View group membership

Select this action to display the Group Membership page that lists the group and supplemental group profiles (by name) the
user profile has been assigned membership.

View group members

Select this action to display the Group Membership page that lists the user profiles (by name) that are currently members of
the group profile.

Copy This action is only available when the user or group profile currently has specific policy settings. It allows you to copy all of
the policy settings from this profile to one or more other profiles.
Reset This action is only available when the user or group profile currently has policy settings. It allows you to remove all of the

policy settings specific to this profile.

v Power is performance redefined

[ policies

e wt ven G mdnes o teb

B [ e oy e it

Policies
e ‘Specify the profile you want to edit.
= B —
o
= [eaipoticies |
[ R eetoriced o cusamiz.
i rth 1 group pofies you are utnorised to ustomise,

ELor pokres from iSeries Aceess for el &

Tor working with policie.

© 2012 IBM Corporation
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Setting pOliCieS (continued)

Edit Policies - Database

Profile: DLE <::I / /

Print
Messages. Policy Derived From @ Action @ Setting
o Database access  Shipped default Use current setting  [w] | Allow [v] (-]
5250 Database tab  Shipped default Use current setting  [w] | Show [w]] (-]
Database
Tables Shipped default Use current setting  [w] | Allow [w] (-]
Files
Maximum Shipped default Use current setting (] [ 500 ]
Command table rows = foa
Download Table filter  Shipped default Use current setting  [s] [FUSRLIBL ] (-]
Customize Table filter is  Shipped default Use current setting  [»] | Allow [v] (2]
. Praferances u
g preference
e Insert Shipped default Use current setting  [w] | Allow [v] (-]
sttings records into
- Transfer configuration able
e Insert record  Shipped default Use current setting (] [~]
columns =
Update Shipped default Use current setting  [v] | Allow [v] (]
records in
able
Update Shipped default Use current setting o
record
columns
Quick view  Shipped default Use current setting  [s] | 2llow [v] =]
table records =
Maximum  Shipped default Use current setting 1000 @
quick view
rows
Order Shipped default I it cetti [aell [nin [a] [}

=2 Power is performance redefined
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Setting policies (continued)

Use current setting

Administrator Action on each policy settin

This is the default action that is pre-selected. If the setting is not modified, no action is performed. If
the setting is modified, it will be added to the user or group profile record in the System i Access for
Web policies file.

Apply setting to profile

Select this action to add the current setting to the user or group profile record in the IBM i Access for
Web policies file. The setting will be written to the user or group profile record, even if it was not
modified. You would use this action to ensure the user or group profile gets this setting. This is
because a different policy setting may be used based on the user profile being a member of one or
more IBM i group profiles.

Reset to default

Select this action to remove the setting from the user or group profile record in the IBM i Access for
Web policies file. This option is only available if the user or group profile record currently contains a
specific setting for this policy.

21 Power is performance redefined ©2012 1BM Corporation
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Setting pOliCieS (continued)

The "Derived From" column (disilaied when e i iolici and ireference settinis) indicates

Profile setting

Indicates the setting is currently specific to the profile being customized. The setting had previously been
applied to this profile.

Group — (groupName)

Indicates the setting is not specific to the profile being customized, but is being derived from the specified
IBM i group profile and the user is a member of this group.

*PUBLIC setting

Indicates the setting is not specific to the profile being customized. No setting was found in any IBM i
group profile memberships. The setting is being derived from the *PUBLIC group settings. This is a
special group profile available to IBM i Access for Web administrators. All user profiles are automatically
members of this special group profile. Administrators can modify this group profile to easily apply
settings to all IBM i Access for Web users.

Shipped default

Indicates the setting is not specific to the profile being customized, no setting was found in any IBM i
group profile memberships, or the special *PUBLIC group profile. The setting is being derived from a
shipped default value.

Parent policy

the is a sub: of a higher level category, and its policy setting is being controlled
by a top level policy setting. For Tables is a sub: of D; If D: is restricted,
Tables will be restricted as well and would show its being controlled by a parent policy.

2 Power is performance redefined ©2012 1BM Corporation
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IBM Power Systems POlICIGS Example

Simple Database User

= Power is performance redefined ©2012 1BM Corporation

emroversyems  EXAMPpPle: Simple Database User

» The following screen shots step through setting the policies so a
specific user only has the ability to run preconfigured database
queries to generate reports.

= This example shows

— the “Before” picture of what DB functions a user can perform with no
customization of IBM i Access for Web

— the specific database policies to set to restrict our user named REPORT_MAN

— what general policies need to be set to restrict use of non-DB related functions
by REPORT_MAN
— The “After” picture of what REPORT_MAN can do

= When the policy is set, it takes effect immediately.

= Power is performance redefined ©2012 1BM Corporation
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IBM Power Systems Slmple Database User - Before

Accessing the Database tab of IBM i Access for Web as user
REPORT_MAN

&7 iSeries Access for Web Database 9 [=1><]
7

Elle Edit View Favorites Tools Help

Q- ©  [¥] [ € Psenn s

2
i

Database
| My Folder
Print Access database tables on your iSeries server with iSeries Access for Web.
Messages
v Tables
View a list of database tables on your iSeries server.
e Perform actions on these tables without having knowledge of SQL and its syntasx.
Database View the contents of a table in a paged list, using the Quick view action.
= Add and update records in a table using the Insert and Update actions.
+ Tables Create your own customized SQL request for a table using the Run SQL action.
+ My requests Create your own customized copy data request for  table using the Copy data to table action.
- Run SQL

My requests
® View a list of previously saved requests.
- Import request & Run or Edit requests from this list.
- Import quary e Manage lists using the Copy, Delete, and Rename actions
e Create and manage shorteuts to requests

- Copy data to tabls

+ Extract server data

Files. Run SOL
Command Run SOL statements dynamically.
e & View output as a paged list or in a popular file format, like Microsoft Excel or Lotus 1-2-3. (Output format depends on how

you have your browser configured and whether the browser can locate a plug-in for the output type you choose.)

Customize Customize how data is returned by setting options specific to the output type.
e Suild SELECT statements using an SQL Wizard.
. o Save requests for repeated use.
Copy data to table =
€] Done B Intermet

= Power is performance redefined ©2012 1BM Corporation

emroversyems  SIMPle Database User - Policies

= Policies - the starting point for customization of a specific user or
group.

= This is a new browser session, where we signed on as an
administrator.

@ pottctes [ ooe

Ele Edt Vew Go Bookmarks Took Help

- -5 0 & 4 ¥ © e

Policies

LMV Eokiar Specity the profile you want to edit.

Files Work with the user profiles you are authorized to customize.

Command - .

Download Work with the sroup profilas you are authorized to customize.

Customize et ol

- Prafarancas Import policies from a file into iSeries Access for Web.
Policies =

- Settings Expol from 1Senes Access for Web to a file.

- Transfer confiquration

or working will policies.

= Power is performance redefined ©2012 1BM Corporation




enroversysems S1IMPle Database User - Categories

= Change Category Access

@ Policies [GARAGE

=

I Potces (camace

Edt View History

Bookmarks Tooks telp
3 -

)3

B

S

(2] Most Visited @) Getting Started (5. Latest Headlines || 1BM [ BM [ Logout

policies help
View help for working with policies.

L Leby Eokie Profile: REPORT_MAN
Print
Messages Action category Access @ Description
Jobs s250 Allowed 5250 user interface custom settings.
5250 Command Allowed  Run batch command custom settings.
Database Customize Allowed  Preferences and policy administration custom settings.
Files Database Allowed  Database tables, requests, and run SQL custom settings.
Command Database connections  Allowed  Create and edit database connection definitions.
Download Download Allowed  Download packages custom settings.
Customize Files Allowed  Integrated file system and file share custom settings.
prstecs o] General Allowed  Page layout, language and character set custom settings.
- Polia=s Jobs Allowed  Work with jobs custom settings.
:::‘;Q; ontimaration mail Allowed  Send mail custom sattings.
— Messages Allowsd  Display messages, send messages, and message queue custom sttings.
my Folder Allowed My Folder custom settings.
Print Allowed  Printer output, printers, printer shares and eutput queue custom settings.
Relatad Links: Sametime Allowed  Lotus Sametime custom settings.
Other Allowed  Change password and other miscellaneous custom settings.
Ghanas catesory aceses dSes for e proie,
+IBM i resources R
View current policy settings for all categeries.
View aroup member.
View current group membership for this user profile.

2 Power is performance redefined
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e roversysiems S1IMPle Database User - Categories =

= Turn off all non-Database functions by Applying setting of Deny to

Profile
= Leave Database to Allow

Fle Edit Vew History Bookmarks Tools Help

[ Poiicies - Change Category Access [GARAGE | + ‘

(@) policies - Change Category Access [GARAGE (M=

€ > || \Custamize

(2] Most Visited @) Getting Started (%] Latest Headines (| 1M [ | 18M 3 Logout

Policies - Change Category Access

| My Folder

Profile: REPORT_MAN
Print
Messages Category Derived From @ Action @ Setting
Jobs 5250 Shipped default Apply setting to profile [w] [Deny [+
5250 Command  Shipped default [ Apply setting to profile [v] [Deny [v]
Database Customize  Shipped default Apply setting to profile [v] [Deny [v
Files. ——poatabase  Shipped default Use current setting ~| [Allow [»
Command Dewnload  Shipped default Apply setting to profile [w] [Deny [v]
Download "
P Files Shipped default | Apply setting to profile [v] [Deny [v]

P Jobs Shipped default Apply setting to profile [v] [Deny [v
< policies Mail Shipped default Apply setting to profile [w] [Deny [
. Sattings Messages  Shipped default Apply setting to profile [w] [Deny [v
- Tranzfer configuration wmy Folder  Shipped default Apply setting to profile [v] | Deny [v
Other Print Shipped default [Apply setting to profile [v] [Deny[v]

Sametime  Shipped default Apply setting to profile [v] [Deny [v
etated L Other Shipped default Apply setting to profile [w] [Deny [

Policies help
View help for changing category access policies.

Q000000000000

= Power is performance redefined
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Simple Database User

Database Policies

= Allow access to Database function.
= Set Tables policy to Deny.

@ Edit Policies - Database (M=)
Fle Edit View Go Bockmarks Took Help
: 5
@ -5 @& i WACustomizeD LRL="N ORT_MAN [v] ® s
user: dib
Edit Policies - Database
1 my Folder
Profile: REPORT_MAN
Print
Messages Policy Derived From @ Action @ Setting
e Database access  Shipped default Use current setting  [v] | Allow [+ (=]
5250 Database tab  Shipped default Use current setting ()] | Show [v] e
Database S e
. Tables profile setting Use current setting _[w]| {Allow @
Files
Maximum  Shipped default [ Use current setting[v]| janon e
Command table rows 9 ¥ [pem
Download Table filter  Shipped default Use current setting ]| FUSRLIEL [~]
ErmTED Table filter is  Shipped default Use current setting [v] | Allow [+ (-]
+ Preferences user E =
e preference
e Insert Shipped default Use current setting  [w| | Allow [w] )
e records into
- Transfer configuration table
oth Insert record  Shipped default Use current setting v (2]
columns -
Update sShipped default Use current setting (v [ Allow [w] 2]
records in
Related Links: table
web Update Shipped default Use current setting [ o
record
- iSeries Navigator columns
e Marmartia! Quick view  Shipped default Use current setting (v | Allow [v] o
g table records ey =
- iSerisz Rezaurca - —
“sita Maximum  Shipped default Use current setting _ [w]| | 1000 [v o
quick view =
rows,
Order Shipped default L e Gell [ | a v

2 Power is performance redefined
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IBM Power Systems

Simple Database User

(Run request)

Database Policies

= Only allow the user the ability to run a saved DB request

& Edit Policies - Database

9=

€ H- O

Ele Edt View Go Bookmarks Tooks Help

m, " tomizeD: ORT_MAN|
Requests Shipped default Use current setting [ | Allow [w]
Run request  Shipped default Use current setting (]| | Allow [
Copy request Shipped default Use current setting (]| | Deny [v]
Delete Shipped default Use current setting (] [Deny [+
request :
Rename Shipped default Use current setting  [w]| | Deny [w
request -
Edit request  Shipped default Use current setting ] [Deny [
Save request Shipped default Use current sewing ()] | Deny [v)
List request  Shipped default Use current setting (]| | Deny [
sharteuts
i Shipped default Use current setting (s | Deny [w]
request
shorteut
Copy request Shipped default Use current setting Deny [v]
shorteut .
Delete Shipped default Use current setting Deny [v]
request
sharteut
Rename Shipped default Use current setting (] | Deny [w]
request - 3
shorteut
Requestlist  Shipped default Use current setting (]
columns 2
Run SE%L Shipped default Use current setting  [w]| | Deny [v]
requests
Run statements  Shipped default Use current setting (s | Deny [»
other than
query
::Db:‘»y data to Shipped default Use current setting [»] [ Deny (v
Create new  Shipped default Use current setting (s [Allow [w]

tables

[¥] © o

[=]

OO0 000 0 00 0000 O O0O0OO

w0 Power is performance redefined
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IBM Power Systems Simple Database User

Database Policies

= Turn off the ability to perform the remaining database functions
= Save the changes

@ Edit Policies - | M=%

Ele Edt Vew Go Bookmarks Tools Help

B B0 To.

Request list  Shipped default Use current setting (v o [
columns
Run SQL Shipped default Use current setting (] [Deny [ 2]
requests -
Run statements  Shipped default Use current settin ~] [Deny [» (=]
other than 2 4
Copy data to Shipped default Use current setting ~] [Deny [» (=]
table
Creste new  Shipped default Use current setting ~] [Allow [» (=]
tables -
Append data  Shipped default Use current setting ~] [Allow [+] (=]
to tables -
Replace data  Shipped default Use current setting [~ [ Allow [v (=]
in tables
Import request  Shipped default Use current setting ~] [Deny [» (=]
Import query  Shipped default Use current setting ~] [Deny [ (2]
Extract server  Shipped default Use current settin ~] [Deny [ :]
object data - =
Defau\‘:tl Shipped default Use current setting [»] [1BM Toolbox for Java - LPO16AB.RCHLAND.IBM.COM [w] @
Default Shipped default Use current setting ~] [Deny [ (=]
connection is S
user preference
Add 18M Shipped default Use current settin ~] [Deny [] (=]
Toolbox for S e
ava to

connection list

|:">

or editing policies.

1BM | iSeries | Servic 5.4.0.05-191.512213

s Power is performance redefined ©2012 1BM Corporation

emroersyems  SIMPle Database User - Results

= The user can now only run the DB queries they have been given.

@] My Requests _ B 5 E]@
.lra

Fle Edit View Favorites Tools Help

Qe - @ [¥] B (b Psewar pravoies @ reda ) N 3

|
ess | http:/fmyiseries.myCompany.com/webaccess WADbRequests?page =1 v| B

User: report_man

My Requests

Database
B |- eavests “ " ﬂ

Request Description Action @ Shortcut Created By Access
Accounts receivable  Who owes us money (] Yes dib report_man
Find employee record (] Yes. dib *PUBLIC
Low inventory Items below inventory threshold  [%] Yes dib report_man
Weekly production Production numbers for the week [%] Yes dib report_man

(&3] [r]
[v]
€] Done # Intemet

2 Power is performance redefined ©2012 1BM Corporation
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mmrnersysems P OlICIES Example: 5250 Access

s Power is performance redefined

© 2012 IBM Corporation

IBM Power Systems Example: 5250 ACCGSS

necessary to allow a group of users to use a single pre-
configured 5250 session.

The following screen shots step through setting up the items

= In this example, ONEMANAGER is one of the user profiles in the

MANAGERS group.

= This example shows

— Creating a 5250 session and 5250 session shortcut to be used by the management team
— Making the 5250 session shortcut the session used by the MANAGERS group profile.

— Restricting access to other functions in System i Access for Web.

= When the policy is set, it takes effect immediately.

« Power is performance redefined

©2012 IBM Corporation
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IBM Power Systems 5250 Access - Before

= Access the 5250 tab IBM i Access for Web Main page as user
ONEMANAGER.

&1 iSeries Access for Web 5250 [ [ M[r=1><]
fle Edt Vew Favortes Took Help »
Qo - (D[] [B] @b PO scarsn T ravories @Pricda €2 - &y - 8 3

. Sy P — ~| Qe

Usar: onemanager

s for Web

5250

C1 My Folder

Print Access 5250 user interface on your iSeries server with iSeries Access for Web.

Active sessions
® List active 5250 user interface sessions.

Configured sessions
« List configured 5250 user interface sessions.

- Start session
Database Start session

e ® Start a 5250 user interface session.
Command

Download

Customize

Other

&) pone B Intemet

s Power is performance redefined ©2012 1BM Corporation

IBM Power Systems 5250 ACCGSS = POIICIeS

= Policies - the starting point for customization of a specific user or
group.

= This is a new browser session, where we signed on as an
administrator.

& policies | (B

Fle Edt Vew Go Bookmarks Tods Hep

@-H-g @ e WACustomizelist v| O 6

Useri dib

Policies

2 my Folder
v Specify the profile you want to edit.
Print

e Profic: FANAGERS ] <:|

Jobs.

Database o en

Fites Wark with the user profiles you are authorized to customize.
Command s )

Download Work with the group profiles you are authorized to customize.
Customize e

- Prefarances Import policies from a file into iSeries Accass for Web.

- polices S -

- Settings Export policies from iSeries Access for Web to a file.

- Transfer configuration

Policies help
Other View help for working with policies.

Related Links:

IBM | iSeries | Service 5.4.0.05-191.5122130 {9

s Power is performance redefined ©2012 1BM Corporation
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IBM Power Systems

5250 Access - Categories

= Determine which categories need to be restricted/modified.

e Edit View Go

Bookmarks  Tools  Help

all poll
View current

View current members of this group profile.

policy settings for all categories.

s for Wel
ies
Profile: MANAGERS
Action category. Description Access @
=z s2s0 5250 user interface custom settings. Allowed
2] Command Run batch command custam settings. Allowed
] Customize Preferences and policy administration custem settings. Allowed
2 Database Database tables, requests, and run SQL custom settings. Allowed
2 Database connections ~ Create and edit database connection definitions. Allowed
2 Download Download packages custom settings. Allowed
2] Files Intearated file system and file share custom settings. Allowed
2 General Page layout, language and character set custom settings. Allowed
2 Jobs Wark with jobs custam settings. Allowed
::;:i, configuraton |2 mMail Send mail custom settings. Allowed
— 2 Messages Display messages, send messages, and message queus custom settings.  Allowed
= My Folder My Folder custom settings. Allowed
(2] erint Printer output, printers, printer shares and output queus custom settings.  Allowed
Related Link: [#] Sametime Lotus Sametime custom settings. Allowsd
2 Other Change password and other miscellansous custom settings. Allowed

s Power is performance redefined

© 2012 IBM Corporation

IBM Power Systems

5250 Access — Other Functions

= Turn off the other non-5250 functions. Set top level to Deny.
= Repeat for each category that should be restricted for the MANAGERS

group.

‘@ Edit Policies - Command

8][=) %

[ my Folder
Print
Messages.
Jobs

5250
Database
Files
Command
Downlaad
Customize

- Prafarencas
- Policies

- Settings

Other

Go

-&

Navigater
Information

- Transfer configuration

Bookmarks  Tools Help

@ [0+

b rchland. b %3a2016%2fwet || @ Go

ss for Web

Edit Policies - Command
Profile: MANAGERS
Policy
Command access
Command tab
My commands
Prompt commands.
Retrieve commands
Delete commands.
Maximum commands user can save
My commands list columns
My commands sort column
My commands sort order

Maximum characters to display in
Command column

Run commands

Number of previous commands
remembered

Search for commands
Default search library

Search for commands by

L I

IRL=htip%3a% 2%

Usars dib

Derived From @

Frofile setting Use
Shipped default use
Shipped default use
Shipped default use
Shipped default use
Shipped default Use
Shipped default use
Shipped default use
Shipped default use
Shipped default use
Shipped default Use
Shipped default Use
Shipped default Use
Shipped default use
Shipped default use
Shipped default use

Action @
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting
current setting

current setting

]

R B B B B &R B E R E

3

Setting

AT
Allow
Den

Allow

i

v
Allow [v
Allow [
Allow [v
No maximum (v
Name v
Ascending ]
No maximum [
Allow [

ko

Allow [v

FusL

Q00 OO0 DO0O0O0OOOD

Command name [v |

s Power is performance redefined
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IBM Power Systems 5250 ACCGSS - FunCthnal Setup

* The administrator goes to the Configured Sessions link on the 5250
Select the “Configure new session” link.

tab.

Configured Sessions

E— + Action @ Shortcut Created By Access

help
View help for working with configured sessions.

5.4.0.05-191.5122130

& Configured Sessions | g@

» Power is performance redefined ©2012 1BM Corporation

mmrnersysems D200 Access — Functional Setup

= The administrator configures the 5250 session settings to be used by

the managers.

= Settings include the server to connect to, color schemes, and many
other options.

‘& Configure New Session [

M=)

Default view: | Web. ~

Server =)
Server:  [myiSeries.myCompany.com

Port: 23
Code page: [37  [w

Workstation 1D =)
Use user 1D
® specify workstation 1D
O avoid duplicates for this user
& avoid duplicates with other users

[ —— [ E—
™ Link ™ £2
« Power is performance redefined ©2012 1BM Corporation
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IBM Power Systems 5250 ACCGSS - FunCthnal Setup

= The saved session is only available to the administrator that is currently
signed on.

= The session must be shared to the managers. Use the “Create Shortcut”
action.

& Configured Sessions | g@

Fie Edit View Go Bookmarks Tools Help

&-H>-FO0D v ©

Users dib 5

Configured Sessions

Session Server Action @ Shortcut Created By Access

a myiSeries.my EEEEEEE dib dib

sho u confiqured
Display a list of shortcuts to sessions you configured. Shuncﬁn be delsted from this list.

Start a new session.

Print

My s
Work with your macros.

face help
View help for working with configured sessions.

5.4.0.05-191.5122130

« Power is performance redefined ©2012 1BM Corporation

mmrnersysems D200 Access — Functional Setup

= Name the shortcut whatever you wish.
= Session can be shared with MANAGERS group, *PUBLIC, or individual profiles.

& Create Shortcut | [58[=1>]

Eie Edt Vew Go Bookmarks Tools Help

£ 0 &

Create Shortcut
) My Folder
Print

Messages Shortcut name: [Managers5250

e nccess:  aamncens <:|
=

- Activa sessions

- Configu

Create shertcut to "ManagerSession”

Access Details
+ The access value identifies who is able to access the shortcut.
+ The access value can be an existing user profile name on the iSeries server, an existing group profile name, or *PUBLIC.
and * To specify multiple profiles, separate entries with commas.

Downaload
Customize

Other s
configured sessions.

active sessions.

Start 2 new session.

My m:
work

terface help
View help for working with configured sessions. v

« Power is performance redefined ©2012 1BM Corporation




euraersystems D200 Access — Customize Policies

* Go back to 5250 in Customize — Policies for the MANAGERS group profile.

= Select the shortcut to use as the default session settings for the
MANAGERS.

= Select settings to lock MANAGERS out of starting/configuring new
sessions.

& Edit Policies - 5250

Fle  Edit Bookmarks  Took Help
@->-SORL:

iSeries Access for Web

Vew Go

User: dib

Edit Policies - 5250

My el Profile; MANAGERS =
Print
Messages Policy Derived From @ Action @ Setting
ko 5250 accese Shipped defaul Use current setting v (7]
5250 5250 tab Shipped default Use current setting - ] [>)
Database Start non-configured sessions Shipped default Use currentsetting (g <:
ol Prompt when startin Shipped default Use current setting__[w ]
Command non-configured sessions
Download Show server name in title Shipped default Use current setting v -]
e Show configured session name in title  Shipped default Use current setting v] [No [v] (7]
:fo'““ Maximum active sessions Shipped default Use current setting  [v] | No maximum [w] ]
e Inactive session timeout Shipped default Use current setting (8] [ 24 hours Q
ST b Active sessions list columns Shipped default Use current setting () 7]
e Configured session to use for defaults  Shipped default Use current setting ] ]
Save settings as user defaults Shipped default [ R LT N— ‘ <
Related Linkss Load settings from user defaults Shipped default Use current setting  [w] | Allow (% (2]
+Eeces = Load settings from shipped defaults  Shipped default use current setting [w] | Allow (v 7]
Switch between Web/Traditional views Shipped default Use current setting v [ Allow [w] (7]
Edit active session settings Shipped default Use current setting v | Allow [ [>]
Bypass signon Shipped default Use current setting  [w] | Allow [w] 7]
Display HTML data in fields Shipped default Use current setting  [v] ~) e

Allow |

<

« Power is performance redefined
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mmeowersysems D200 Access — More 5250 Settings ===

= Set all 5250 policies to Deny, except Configured Sessions and Start
Configured Sessions.

= You may also want to allow them to access My Keypads and My Macros.

« Power is performance redefined

& Edit Policies - 5250 ==

fle Edt Vew Go Bookmars Toos Hebp

a-H-5 @ [ to URL —http %33 % 2f9% 2D 163b rchiand fom.com %3220 16%uebscee | v | O Go

Configured sessions Profile setting Use current seiting (] | Allow [ <:" [~
Create configured session Shipped default Use current setting  [v] | Deny [v] o
Start configured session Shipped default Use current setting ] [ Allow [v]] 7]
Copy configured session Shipped default Use current setting  [v] | Deny [v] 7]
Deleta configured session Shipped default Use current setting v| | peny Q
Rename configured session Shipped default Use current setting (v | Deny [v] @
Edit configured session Shipped default Use current setting ~] [peny [v] Q
List configured session shortcuts ~ Shipped default Use current setting [v] | Deny [v] e
Create configured session shortcut  Shipped default Use current setting v| [ peny Q
Copy configured session shortcut  Shipped default Use current setting [w] | Deny [v] ]
Delete configured session shortcut  Shipped default Use current setting (%] | Deny (@] @
Rename configured session sherteut Shipped default Use current setting v| | peny (7]
Configured sessions st columns  Shipped default Use current setting (v (7]
ny keypads Shipped default Use current setting (] | Allow [v] %]

Record macro Shipped default Use current setting (] [ Allow [v] @
Play macro Shipped default Use current setting [ | Allow [w] @ =
Play initial macro Shipped default Use current setting (v [ Allow (2]
Copy macro Shipped default Use current setting (v | Allow @
Delete macro Shipped default Use current setting v] [Allow [v] (7]
Rename macro Shipped default Use current setting ~] [Allow [se] e
Edit macro Shipped default Use current setting v] [Allow [v] Q
List macro shortcuts Shipped default Use current setting__[v] | Allow [v] @ v

©2012 IBM Corporation
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IBM Power Systems Example 5250 Access - ReSUH:S

= The managers can now only start a pre-configured 5250 session, or
reconnect to an active session.

| €3 configured sessions | B=<]
»

Configured Sessions

Session Server Action @ Shortcut Created By  Access
Managers5250 myiSeries.myCompany.com  [s] Yes dib MANAGERS

€1 & Internet

« Power is performance redefined ©2012 1BM Corporation

IBM Power Systems User Preferences

£
(A Ll A&

« Power is performance redefined ©2012 1BM Corporation
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IBM Power Systems User Prefe renceS

The Preferences function allows users to customize IBM i
Access for Web settings to meet their needs.

By default, all users are allowed to modify their preferences.

= Preferences are a subset of the complete list of available policy
settings.

= Users can set the following types of preferences
— Column inclusion and ordering for functions that display output in columns.
— Number of rows per page to display on output.

Show or hide navigation bar tabs.

Preferred language and character set.

— Database table filters and default database connection.

Number of commands to save in the run command history.

« Power is performance redefined ©2012 1BM Corporation

IBM Power Systems User Prefe rences

= Restricting access to Preferences

— Administrators can deny specific users or groups from accessing their
preferences.

— This is controlled by the "Edit preferences" policy.

— This policy is useful in organizations where administrators want to set up all
customization options for users and ensure users are not able to modify any
preference settings.

« Power is performance redefined ©2012 1BM Corporation
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1BM Power Systems Example: User Preferences
Printer Output

= The following screen shots step through setting a user
preference for Printer output.

= This example shows
— the default printer output page for user BASIC_USER.
— what settings the user can modify to change the printer output page output.
— the printer output page after user BASIC_USER modifies the preferences.

= When the preference is set, it takes effect immediately.

« Power is performance redefined ©2012 1BM Corporation

IBM Power Systems Prlnter OUtpUt - DefaUIt

= The printer output display defaults with many columns of information.

21 Printer Output ==

Ele Edit View Favorites Tooks Help a*

Printer Output for basic_user

[&8) n
File User Creation ages Job File
Name Data Date/Time Per Copy Copies Status Action @ user Job Name Number Numbpr c|
QPDsPAIE 1/30/08 s 1 Ready [.J[0][F) @ BASIC_USER QPADEVO0OG 562152
e =] (3] ) () |
QeosesTS 1/30/08 1 1 Ready [][0][E] @ BASIC_USER QPADEVO0OG 62152 z75[3
232 P
(e8] Q

Action Details
The Frinter Output function supports the following actions
- Work with

Use the Work With action to hold, release or print the specified spooled file next. There are also links available that will allow
the spooled file

Related Links:
s

)
(CPYSPLF)

&) Done 4 Internet

s Power is performance redefined ©2012 1BM Corporation




snroversysems  USEI Preferences, Printer Output

= Click on the Customize tab to work with Preferences.

&1 Preferences =<

Ele Edit View Favorites Tools Help o

Qe - @ - [¥] [B] €| O sewch Fipravones @Preda £ - = 3

Preferences
ity rakias
Print ction Category Description
Messages s250 5250 user interface custom settings-
Jabs Command Run batch command custom settings.
3250

Customize  Preferences and policy administration custom settings.

Database Database  Database tables, requests, and run SQL custom settings.
Files Download  Download packages custom settings.
e Files Integrated file system and file share custom settings.
Dot General Page layout, languags and character set custom settings. 3
C'::::‘:E: Jobs, work with jobs custom settings.
[ mail Send mail custom settings.

— Messages  Display messages, send messages, and message queus custom settings.
My Folder My Folder custom settings.

Brint Printer output, printers, printer shares and output queue custom settings.
Sametime  Lotus Sametime custom settings.

Related Links:
-isari

ator

A
]
]
=]
£
2]
2]
]
7]
2]
2]
2]
2]
2]
[#

Other Change password and other miscellansous custom settings.
nformation

=nce settings for all categories.

Praf In
View help for working with preferences. ™~

&1 Done & Internet

st Power is performance redefined ©2012 1BM Corporation

emewersysems  USEI Preferences, Printer Output

= Click on the Print category.
= Click on the Columns button for the "Printer output list columns" Preference.

&1 Edit Preferences - Print | 8=

Fle Edt Vew Fgvorites Tools Hep "

: Qe - © - ¥ @ €& PO sacn
s e i B0

Edit Preferences - Print

] my Folder

Print - o P

= Preference Derived From Action Setting

o Print tab Shipped default Use current setting_ [w] [ Show ] -]

o Printer output
Preferred format to preview AFP Shipped default Use current setting ~| [PNG (] (%]

Database outpat L z ml P

Files Preferred format to preview SCS  Shipped default Use current setting ~] [PNG [w] (=)

Command oUEpli — N

e Printer output list columns Shipped default Use current setting = 1

s Use Infoprint Server if installed Shipped default Use current setting ~] [ves[+]

- Prafersnces PDF output settings prompt mode  Shipped default Use current setting [a] [Basic Tl

o= Default POF output settings Shipped default Som currort ooing. [

POF printer output

]

o
-]
2]
PDF printer sutput list columns. Shipped default Use current setting Q
Printers
Printers filter Shipped default Use current setting AL )
Printers list view Shipped default Use current setting _ [w] [Basic ] 2]
Printers list columns - Basic Shipped default Use current setting |~ 2]
Printers list columns - Advanced  Shipped default  |Use current setting [] @
FDF printers
PDF printers list columns Shipped default Use current setting ~| [ columns.. | @ v
& D Internet

2 Power is performance redefined ©2012 1BM Corporation




snroversysems  USEI Preferences, Printer Output

= The Columns displayed can be toggled off/on by checking the box.
= Click OK and Save buttons to immediately save the changes.

&1 Columns - Printer Output =1

Fle Edt View Favortes Took Help >

Qs - @ - [¥] [ @) Osercn Slpravonies @meds &) -8 = 8 3

P o B

Columns - Printer Qutput

1 my Folder

Print Select which calumns te display.
P
Jobs Column Order
5250 File Name 53]
Database ser Data kAl
e Creation DaterTime  [4](¥]
B Fi
Download ages Per Copy [al[x]
Customize A=
- Prafarancas EE
Other T
User EE
= 305 Name &=
&1
(&1
Output Queue (i3l
Priority A
&
Printer [a] L
s B Internet

s Power is performance redefined ©2012 1BM Corporation

emewersysems  USEI Preferences, Printer Output

= The printer output display now only has a few columns.

&1 Printer Output [ [=15<]

Eile Edit View Favorits Tools Help

Qe - © - [x] [B] €0 | Osewch Slpravortes @Pmesa € - = g 3

hitp: //myiSeries. myCompany. com fwebaccess Vi ASpool

iSeries Access for Web

Printer Output for basic_user

L1 my Folder

Print 11 n
- Printer output

- BDF printer output File Name Pages Per Copy Status Action @
. QFDsPSTS 1 Ready [ [0 1 &

nm irl

- Qutput queuss
Messages
Jobs. Action Details
5250

The Printer Qutput function supports the following actions:
Database
Files * Work With
e Use the Work With action to hold, release or print the specified spooled file next. There are also links available that will

allow you to perform the following actions on the spooled file:

© Move printer output to another printer
© Move printer output to another output queue

© Send printer output to ancther server (SNDTCPSPLF)
© Change printer output attributes (CHGSPLFA)

© Copy printer output to database file (CPYSPLF)

Related Links: .

view
e Use the View action to wview the printer output.

&

B Internet

s« Power is performance redefined ©2012 1BM Corporation
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snroversysems  USEI Preferences, Printer Output

Tips

» This example showed that a user can modify their printer output
view. An administrator can:
— Restrict the user's access to the Preferences interface.

— Perform the same changes by setting policies for the user, or a group of
users.

= The Preferences interface that the user has access to is only a
subset of all the policy settings an administrator can access for
the same function.

s Power is performance redefined ©2012 1BM Corporation

IBM Power Systems POllCY TOOlS for Adm|n|Strat0rS
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IBM Power Systems POlICIGS and TOOlS

= Import/Export policy settings - export policies to a different system
— Pick a user or group for export

= Transfer configuration data from one user to another on the same
system
— Move and copy operations supported for:
» 5250 sessions and macros
+ Saved commands
» Database requests
» My Folder items
+ Policies

s Power is performance redefined
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IBM Power Systems TranSfer Conflguratlon Data

& Transfer Configuration Data

|9 [=0 <]

Eile Edit View Go Bookmarks Tools Help

<@ -op - & @ h TransferCfg

v © e

iSeries Access for Web

Transfer Configuration Data
C1 my Folder

orint Profiles Q
Action to Perform o

@ copy

O Move
Data to Transfer o

15250 sessions
Cls250 macros
O commands

[l patabase requasts

Croider items
O eoiicies

) [rmnster o)

View help for transferring configuration data.

5.2.0.05-101.5122130 |9

s Power is performance redefined
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IBM Power Systems Page CUStomlzatlon

ss Power is performance redefined ©2012 1BM Corporation

1B Power Systems Home Page Customization

A default home page is displayed when the iWAHome servlet is invoked.
— http://<mySystem.myCompany.com>/webaccess/iWAHome
— It's a starting point to highlight functions.

— lIt's an example of how to build your own home page or pages that access IBM i Access for
Web functionality.

The Customize function allows you to replace the default home page.

Default home page replacement can be done for all users (*PUBLIC), or
can be changed for only certain users and/or groups of users.

Great article - example
— "Build a quick and easy Web site with System i Access for Web" - Janet Weber
— http://www.ibm.com/systems/resources/systems_i_software_access_pdf_build_website_article.pdf
— Updated Oct 2006 in System i News - ‘Tailor System i Access for Web’

s Power is performance redefined ©2012 1BM Corporation
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IBM Power Systems Home Page Customization

= Change colors and banner on home page

[ o
Be e G wdrwis T b

@D - E O D[ rwimseiesmycorpmny.com

Je——| [+ 0w

S Welcome to iSeries Access for Web

Jabe

e

Comnan I e

— . et e ros Tor t

e ST ot e T o e SR
\avior and look of iSeries ack ~ 2] ¢ earch ¢ Favorit eda &8 (3~

omer getomerndiergiaee L Qe © M@ @ Lo Form @ BB &

o create your own home page

[ —r V8
Relaed ik 3 B

e alepo CO

eir and
mwm o be et rendy Vet a\sn ar= fooiana for has:
ol Ghant code that has o be petalle]

g for ways o streamiine management of user a
rosoh cenraty & mntrnH:d “adminstation bulk around 15105 ser profies, Addt
e server, 5o those not familar with 15/05 op

i othar resources

Rochester weather
to create your own home page!

Capabitties, Such o What is iSeries Access for Web

]
o Sronser s o st 5750 opicotons it i e con A new generation ofsffware that nables ou t - ones
- L A e 0 cter b e
2 ey = N formation o Pasvoutecn enine
e ek mavermen has aken over, andbusiasses are uicly moving t embrace new technologies thouh e- 1
e Sinee o oo apeatng s come A web Btombers whers k3 mc i i
bty sl business-critical i5/0S information and resources through the simple browser user interface that has been designed to
e A D S T I

\5, os it ar loking fo ways i sireamiine managament of user access o information i the crverorice

uoh cantrally 2ontrolled adrinietration bt around 13/0S uasr profias. Addtionally, amimetzators want
ise Comsa s caars wiew of the 1Sares server, o hase hok Famiar i 1108 SpereAig anvionmant con aashy and
e productively work wih ts database and other resources.

Key Capabilit

Series Access for Web,  new member of the iSeries Access family of products, provides software that runs in a
browser and provides & user-centric, web-based view of [Series Server information and resources. It provides key
capabilties, such as.

« Browser access to existing 5250 applications without requiing code char
¢ Eear sccess b DE2(R) Universal Soabase(TM) (103) for seres nformston thraugh stored SO requests
< A simple interface to work with information in the Integrated File System, including Fle download and v
capabilties 0

&loone B @ meme
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IBM Power Systems Home Page Customization imnm

= Custom home page

=101 ]

Services

Site Support

Wiew available boats
See boat details
Order a boat

Your comments are important to us. Please lst us
Lnow i you have any questions or i we can help
youin any way. Address your message to user
BOATHELP. Send us a messaze

Weather Conditions

Is it a great day for boating? Check out today's
Beautifiilly maintained 28 foot 1978 Carver Santa Cruz forecast
for only $23,900. Head and galley refurbished in 2001
Only 31 hours on somplstely rebuilt motor. Click here to
see this boat cruising the seas

Condttions a1 or:

Great Deals

For those bargain conscisus among you, we have a large
selection of new and slightly used boats for under
75,000, Whether you are planning on sailing in your
backyard pond o navigating the mighty Mississippi we
can meet your wants, needs, or desires

View our selection of modestly priced boats

2 Power is performance redefined ©2012 1BM Corporation




mraersieems 1 €MpPlate File Customization

IBM i Access for Web has a default look for it functional pages.
— This look is controlled by a template file and cascading style sheet.

The template file has sections to specify
— Header/footer areas of functional pages.
— Where IBM i Access for Web content is placed in the page.

The Customize function allows you to replace the default
template file.

= Default template file replacement can be done for all users
(*PUBLIC), or can be changed only for certain users and/or

groups of users.

s Power is performance redefined
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IBM Power Systems Home Page Customization

= Custom template — change banner

%] Quick View of BOATS.BOATS

Fle Edt View Favorites Tools Help

Qe - © - [x] [F] @i POsearch Sipravons @reda £2) - = Y

Current Orders

mz phpl o’

BIYPE BNAME BFEETBYEAR BCOST BNTO1

c Pocle Boat Co 80 1979 1000000 -Located in S. Dicgo, CA
Aluminum

P Carver Santa 28 1978 23900 -Constructed of fiberglass
Cruz

P Mako 19 1989 13000 -Located in Anacortes, WA.
Sportfisher

P Monk 36 1956 19900 -Bult of mahogany. oak, and cedar
Bridgedeck
Cruiser

P Monk 34 1985 55000 -Double planked cedar on oak frames.
Flybridge/Sedan

P Monterey 80 1996 2975000 -Located in Stuart, FL
Marine Custom

S Bill Garden 36 1953 27500 -The hullis 1/8' caravel cedar planked atop 1

Schooner 1/4" x 1 1/2" aak frames
m

3] J

BNT02
~Twin Detroit diescls.
-Single Chevy 350 gas engine, 250 hp. Fres

water cooled,
-Great fishing boat

~The 130 hp power plant s a single, Chrysl
cyl. diesel

-The 165 hp power plant is a 1985 V6 Det
diesel.

-Monthly payment.

and the deck is cedar planked with tar seaa[ ]
v

)

&] Done

® Internet

s« Power is performance redefined
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= Specify home page and template files

@ Edit Policies - General M =]
FEile Edit Vew Go Bookmarks Tools Help
<:| i _\ e I@ @ H http:/f .ibm.com fwebaccess /i ACustomizeGeneral?profile= [s @ Go @,

[ BluePages () 0SSC Level 1page 5 Teamsite Series Access Home || Index of fip:f/ftp.so... || PageNotFound {33 Rochester SiteNews | | Think Federal Credit

Edit Policies - General

| My Fold,
v Felder Profile: LLHIRSCH
Print
Maszagas Policy  Derived From @ Action @ Setting
Jobs Home page  Shipped defaut Use current setting v [/QIBM/ProdData/Access/Web2/html/homepage.hi |
fle
5250 i3 =
Template  Shipped default Use current setting (%] [/QIBM/ProdData/Access/Web2/html/ webaccess.h
Database HTML file —
Files Main page  Shipped default Use current setting  [w] [/QIBM/ProdData/Access/Web2/html/overview.htr
e HTML file ) .
Home page  Shipped default Use current setting ~| | Allow [v]

Download = —
o Template Shipped default Use current setting w) | Allow [w]
- Preferances Navigation Shipped default Use current setting [v] [Allow [v]
- Polei=s Related  Shipped default [ Use current setting  [w] | Allow []
- Settings links =
< (2]
Done

s Power is performance redefined ©2012 1BM Corporation

IBM Power Systems S peCi a.l Tag S

= Within the home page and template .html files, special tags are used.

— When these tags are encountered by the IBM i Access for Web code, they are replaced with the
appropriate content.

= Special tags... Replaced with...

—  %%CONTENT%% functional content for the page, separates the
header/footer

—  %%include section=file%% HTML section/fragment to include

- %%MENU%% navigation bar

- %%STYLESHEET%% default style sheet

—  %%STYLESHEET_CLASSIC_COLORS%% default style sheet prior to V5R4

- %%TITLE%% title of the page

- %%SYSTEM%% name of IBM i being accessed

- %%USER%% IBM i user profile used to access the server

- %%VERSION%% version of System i Access for Web

= For detailed information on these special tags

— Access for Web Info Center

« Connecting to IBM i->System i Access->System i Access for Web->System i Access for Web in a web application sever
environment->Customizing System i Access for Web->Default page content->Home page

s« Power is performance redefined ©2012 1BM Corporation
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IWAHome Structure

( Homepage file

common_homepage.html

http://<system>/webaccess/iIWAHome ]:

€9 Homepage {

He man Ven faoies Dok b

Q=- O e

Spring 2006 |
Conference & Expo

T B

s Power is performance redefined

Defines content, layout, images, links to be
displayed when the iWAHome servlet is
invoked in the browser.

7\

Image files

images/s06common.gif
images/iwa_navCorner.gif )

Cascading Style Sheet fiIe\

common_styles.css

Defines the colors, fonts, font sizes for
the various elements in the .html files. )

© 2012 IBM Corporation

IBM Power Systems

IWA Template Structure

http://<system>/webaccess/iWASpool ];

[E7 Printer output |

Be Edt yew Favores Dok oo

Q- O ¥ D samn g Fovrins

Spring 2006
Conference & Expo

8] a

on Pages

ime Per Copy Copies Status Action @
7 1 Ready [J[Y(EIT COMNONUSER GPADEV00OG 575

1 Resdy ][I commonuser qradEvOeS S76s22

e
Number Output Qu

geosesTs 2113008 1
e

s« Power is performance redefined

TEE

Homepage file

common_homepage.html

displayed when the iWAHome servlet is

-

e -
Template file

common_template.html

Defines the header, content, footer
I\ on all other servlet pages.

Defines content, layout, images, links to be

invoked in the browser.
)
N

J

r 3

Image files
images/s06common.gif
images/iwa_navCorner.gi

iy

Cascading Style Sheet file

common_styles.css

Defines the colors, fonts, font sizes for
the various elements in the .html files.

~

J

©2012 IBM Corporation
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s Power is performance redefined ©2012 1BM Corporation

IBM Power Systems Access for Web EnVironment

im IBM' i —
4w HTTP Access Local sockets,

L for Web TCP/IP LAN

\\\\\

Web Browser

HTTP Application IBM i host servers
Server Server 5250 applications
Database

7 Power is performance redefined ©2012 1BM Corporation




IBM Power Systems ACCeSS fOI’ Web EnVIrOI"Iment

DMZ = demilitarized zone Your users
) actually
access

M M these
systems
E =
® s
ic g
=
Running here:
« HTTP Server
* Websphere Available here:
Application Server or » Access for Web
Integrated Web 57xx-XH2 LPP
Application Server « IBM i Access Family
» IBM i Access for Web 57xx-XW1 available
» “Target Server” licenses
parameter » IBM i Host Servers

o and Telnet Server
Only need to set up one web application server

7 Power is performance redefined ©2012 1BM Corporation

IBM Power Systems Access for Web EnVironment

sockets
IBM i host server ports
telnet port

IBM i Access for Web

= Between users and HTTP Server .
— Secure Socket Layer (SSL) BM1
— Virtual Private Networking (VPN)
— Firewalls

= Between IBM i Access for Web and IBM i
— VPN
— Firewalls

2 Power is performance redefined ©2012 1BM Corporation
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Secure Sockets Layer

= Used for data confidentiality between Web browser and
HTTP server
— Digital certificates used to determine trust relationships
— Point to Point encryption for all data (PC App to Server App)
— Part of the standard HTTPS protocol

= See Info Center for specific details on Configuration and
Setup.
— See the “Configure WebSphere Security” topic

= Levels of SSL
— TLSv1, SSLv3 recommended, use 128-bit or higher

— SSLv2 should not be used anymore. Disable in clients and server (APAR
SE25734)

7z Power is performance redefined ©2012 1BM Corporation

IBM Power Systems Virtual Private Networking

= Used for data confidentiality between Web browser and HTTP
server
— Digital certificates and User authorization used establish tunnel
— End to End encryption for all data (PC to Server tunnel)
— Allows any protocol, including standard HTTP

= See Info Center for specific details on Configuration and Setup.
— See the “Virtual Private Networking” topic

7 Power is performance redefined ©2012 1BM Corporation
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Security Options

s Power is performance redefined

© 2012 IBM Corporation

emrowersysems  AUTHOrization and Authentication

= How does the user authenticate to IBM i Access for Web?
= How does IBM i Access for Web authenticate with IBM i?

environment
= Special considerations for 5250

7 Power is performance redefined

IBM i Access for Web in a WebSphere Single Signon (SSO)

©2012 IBM Corporation
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IBM Power Systems Authorization

* Authorization is = IBM i Access for Web uses the IBM i
verifying that user profile and object level security to
authenticated authorize access to IBM i resources
users have
permission to = IBM i Access for Web provides
access requested application level control of access to
resources functions through policies

— Policies can be administered at the IBM i user and group
profile levels
Policies

L) My Folder

Print Profile: JHANSEN
ssages

Category cription Access @
. Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed
Allowed

SRIBIRBRBIBRBIEE

Allowed
e custom settinas.  Allowed

77 Power is performance redefined ©2012 1BM Corporation

IBM Power Systems Authentication

= Authentication is verifying the identity of the user

= IBM i Access for Web supports two types of authentication
— Application
» IBM i Access for Web handles the authentication
— Application Server
» WebSphere Application Server handles the authentication

= Specified by the AUTHTYPE parameter on the CFGACCWEB2
command

— Application: AUTHTYPE(*APP)
— Application Server: AUTHTYPE(*APPSVR)

72 Power is performance redefined ©2012 1BM Corporation
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mroersmems APPIliCcation Authentication

= IBM i Access for Web handles
authentication

Connect to

= IBM i user profile and password

— Hostname specified by the TGTSVR
parameter on the CFGACCWEB2 command

mySystem. myDomain. com

= Method: HTTP basic
authentication
- RFC2617

— User profile and password are encoded (not
encrypted) in the HTTP headers and should

User name: |ﬁ | lv]

Password:

[[]remember my password

be protected
7 Power is performance redefined ©2012 1BM Corporation

emroversysems  APPliCAtion Server Authentication

WebSphere handles authentication

WebSphere credentials
— Typically a user ID and password
— Can be Windows domain login information (new in V6R1)

» Kerberos-based
» Requires WebSphere Application Server V6.1 or later

— Authenticated with the active WebSphere user registry

Specified by the AUTHTYPE parameter on the
CFGACCWEB2 command

— Application Server Authentication: AUTHTYPE(*APPSVR)

WebSphere provides different methods of gathering
credentials

— Applications can choose which methods to support

= Power is performance redefined ©2012 1BM Corporation




enranersyeoms  APPliCAtion Server Authentication :

‘Connect to

= IBM i Access for Web supports two methods of
gathering credentials
— HTTP basic authentication

User ID and password are encoded (not encrypted) in the EERb=w
HTTP headers and should be protected .
— Form-based authentication LSS [ [v]
User ID and password are clear text and should be Password:
protected &) iseri -
— Kerberos-based authentication (V6R1) iSeries Access for Web [IRemember my password
Windows domain login information sent via Simple and Fle Edit View Favorite
Protected GSS-API iati ism (SPNEGO)
No additional prompt for user credentials iSeries Access for Well
= Specified by the AUTHMETHOD parameter on
the CFGACCWEB2 command Please enter your WebSphere user information.
— HTTP basic authentication: AUTHMETHOD(*BASIC)
— Form-based authentication: AUTHMETHOD(*FORM) User ID:
— Kerberos-based authentication: Password:
AUTHMETHOD(*KERBEROS)
IBM | iSeries | Service 5.4.0.05-191.5123024
&) Done © Internet
st Power is performance redefined ©2012 1BM Corporation

emroversysems  APPliCAtion Server Authentication

= HTTP basic authentication and form-based authentication
— IBM i Access for Web uses Enterprise Identity Mapping (EIM) to map the authenticated
WebSphere user identity to an IBM i user profile

« IBMi Access for Web identifies the user by the mapped IBM i user profile
« IBMi user profile is used to authorize access to IBM i resources using object level security

= Kerberos-based authentiation

— IBM i Access for Web uses Kerberos-based credentials to authenticate with IBM i
« IBMi uses Network Authentication Service (NAS) and EIM to map the Kerberos-based identity to an IBM
i user profile
« IBMi Access for Web identifies the user by the mapped IBM i user profile
« IBM i user profile is used to authorize access to IBM i resources using object level security

=2 Power is performance redefined ©2012 1BM Corporation
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snranersyeoms  APPliCAtion Server Authentication

2 System i Access for Web - Microsoft Internet

Elle Edt Yew Favorites Tools Help

= Configure IBM i Access for Web Qe+ ) [x] B @ Oses

— CFGACCWEB2 AUTHTYPE(*APPSVR)
AUTHMETHOD(*FORM) ...

System | Access for Web

Please enter your WebSphere user information.

— CFGACCWEB2 AUTHTYPE(*APPSVR)
AUTHMETHOD(*KERBEROS) ... User ID:  [jasonh

Password: [ssssssss

] Homepage - Microsoft Internet Explorer

i Fle Edit View Fgvorites Tools Help

Qe - @[] 8] @ O s Sl rmontes £2) e
System i Access for Web User: JHANSEN  Systerm: mySystem.myDomain.com
Welcome to System i Access for Web
1 My Folder
Print “
FEN
s Power is performance redefined ©2012 1BM Corporation

IBM Power Systems 5250 SeSSionS

Start Session

Server [~]
server: [

= 5250 sessions can Code page: [7_[v]
be started to an Woristation 1D °

O use user ID

system running ® Specify workstation 1D
IBM i [l avsid duplicates for this user

[ Avoid duplicates with other users

General e
= Must provide user i E— im0
profile and [Joieploy HTHL etz i Gpaptvonos
password oniBht I —
Slgn On screen :]r::;am"prccedure “““““

Current library . ... .....

RELEASE: VOSR03MO0
DRIVER: 2600722

USE OF THIS SYSTEM IS FOR IBM  MANAGEMENT APPROVED PURPOSES ONLY.
USE 1S SUBJECT TO AUDIT AT ANY TIME BY IBM MANAGEMENT.

(C) COPYRIGHT IBM CORP. 1980, 2003.
37 653

= Power is performance redefined ©2012 1BM Corporation
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5250 Bypass Signon

Configure New Session

General (7]
Session: mySession * required
» QRMTSIGN system value must S,
be *VERIFY
[ pisplay HTML data in fields
= Select bypass signon when [ enable advanced Javaseript functions
starting or configuring a session Svstem o
System: mySystem.myDomain.com
Start Session port: =
System 7] .
System: [y Syaterm.myDamain.com = IBM i Access for Web must be
Port: 23 - - -
Code poge: (37w conflgu_red _for appllca_t|on_
S o authentication or application server
Ose vser 10 authentication with Kerberos for
@ specify werkstation 1D . .
[ void duplicates for this user bypass signon to be available
[ Avaid duplicates with ather users — CFGACCWEB2 AUTHTYPE(*APP) ...
General o — CFGACCWEB2 AUTHTYPE(*APPSVR)
Initial macro: 4 AUTHMETHOD(*KERBERQS) ... (V6R1 Access for Web
[] Bypass signon and WAS 6.1 or later)
[ pisplay HTML daka in fields
s Power is performance redefined ©2012 1BM Corporation

IBM Power Systems Try ACCGSS fOr Web for yourself'

Start your browser and connect to the following web site:
http://iseriesd.dfw.ibm.com/webaccess/IWAHome (case sensitive)

This shows the basic look of System i Access for Web as
we ship it. You can try various functions -- including
User ID = WACUST working with printer output, creating database requests,
etc. Click on the 5250 tab, sign onto the IBM i, then start

Password = demo2pwd an RPG application called BOATS and run it.

This is an example of how a customer might design a
web page for their use. You will see that an end user
User ID = BOATADMIN | ¢6id start the same BOATS application by clicking on
the 5250 session, or they could have used HATS to run
the application. You will also see other links that would
Password = demo2pwd | |et a user work with spoolfile information, work with IFS,
run database requests, etc..

Send email to: stymie@us.ibm.com to reset the user profiles on iseriesd.dfw.ibm.com if either one gets disabled.

s Power is performance redefined ©2012 1BM Corporation




IBM Power Systems IBM | ACCGSS SeSS|OnS

Monday

8:00am | ACC Get to the Web Fast with IBM i Access for Web: Including 409136
Room 12B | 5250 Browser Access
9:30am | ACC OPEN LAB: Test Drive IBM i Access for Web 420063
11:00am | Room 13 | OpEN LAB: Administrators Get Started with IBM i Access for | 520027
2:00pm Web
OPEN LAB: Meet the New IBM i Access 580085

Tuesday

‘ 2:00pm | ACC What Administrators Need to Know about IBM i Access for 409136
Room 18D | Web: Restricting Access and Other Considerations

3:30pm | ACC Time for a Change: An Overview of the Next Generation of 580083
Room 18D | IBM i Access

Wednesday

11:00am | ACC IBM i Access for Windows: Leveraging Windows Installer 402066
Room 12B | Technology
2:00pm | ACC Deep Dive into the Next Generation of IBM i Access 580084
Room 11
sz Power is performance redefined ©2012 1BM Corporation
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Special notices

This document was developed for IBM offerings in the United States as of the date of publication. IBM may not make these offerings available in
other countries, and the information is subject to change without notice. Consult your local IBM business contact for information on the IBM
offerings available in your area.

Information in this document concerning non-IBM products was obtained from the suppliers of these products or other public sources. Questions
on the capabilities of non-IBM products should be addressed to the suppliers of those products.

IBM may have patents or pending patent applications covering subject matter in this document. The furnishing of this document does not give
you any license to these patents. Send license inquires, in writing, to IBM Director of Licensing, IBM Corporation, New Castle Drive, Armonk, NY
10504-1785 USA.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives
only.

The information contained in this document has not been submitted to any formal IBM test and is provided "AS IS" with no warranties or
guarantees either expressed or implied.

All examples cited or described in this document are presented as illustrations of the manner in which some IBM products can be used and the
results that may be achieved. Actual environmental costs and performance characteristics will vary depending on individual client configurations
and conditions.

IBM Global Financing offerings are provided through IBM Credit Corporation in the United States and other IBM subsidiaries and divisions
worldwide to qualified commercial and government clients. Rates are based on a client's credit rating, financing terms, offering type, equipment
type and options, and may vary by country. Other restrictions may apply. Rates and offerings are subject to change, extension or withdrawal
without notice.

IBM is not responsible for printing errors in this document that result in pricing or information inaccuracies.

All prices shown are IBM's United States suggested list prices and are subject to change without notice; reseller prices may vary.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

Any performance data contained in this document was determined in a controlled environment. Actual results may vary significantly and are
dependent on many factors including system hardware configuration and software design and configuration. Some measurements quoted in this
document may have been made on development-level systems. There is no guarantee these measurements will be the same on generally-
available systems. Some measurements quoted in this document may have been estimated through extrapolation. Users of this document
should verify the applicable data for their specific environment.

Revised September 26, 2006
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Special notices (cont.)

IBM, the IBM logo, ibm.com AIX, AIX (logo), AIX 5L, AIX 6 (logo), AS/400, BladeCenter, Blue Gene, ClusterProven, DB2, ESCON, i5/0S, i5/0S (logo), IBM Business
Partner (logo), IntelliStation, LoadLeveler, Lotus, Lotus Notes, Notes, Operating System/400, OS/400, PartnerLink, PartnerWorld, PowerPC, pSeries, Rational, RISC
System/6000, RS/6000, THINK, Tivoli, Tivoli (logo), Tivoli Management Environment, WebSphere, xSeries, 2/OS, zSeries, Active Memory, Balanced Warehouse,
CacheFlow, Cool Blue, IBM Systems Director VMControl, pureScale, TurboCore, Chiphopper, Cloudscape, DB2 Universal Database, DS4000, DS6000, DS8000,
EnergyScale, Enterprise Workload Manager, General Parallel File System, , GPFS, HACMP, HACMP/6000, HASM, IBM Systems Director Active Energy Manager,
iSeries, Micro-Partitioning, POWER, PowerExecutive, PowerVM, PowerVM (logo), PowerHA, Power Architecture, Power Everywhere, Power Family, POWER Hypervisor,
Power Systems, Power Systems (logo), Power Systems Software, Power Systems Software (logo), POWER2, POWER3, POWER4, POWER4+, POWERS5, POWERS5+,
POWER6, POWER6+, POWER?7, System i, System p, System p5, System Storage, System z, TME 10, Workload Partitions Manager and X-Architecture are trademarks
or registered trademarks of International Business Machines Corporation in the United States, other countries, or both. If these and other IBM trademarked terms are
marked on their first occurrence in this information with a trademark symbol (® or ™), these symbols indicate U.S. registered or common law trademarks owned by IBM at
the time this information was published. Such trademarks may also be registered or common law trademarks in other countries.

A full list of U.S. trademarks owned by IBM may be found at: http:/www.ibm.com/legal/copytrade.shtml.

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or
other countries.

AltiVec is a trademark of Freescale Semiconductor, Inc.

AMD Opteron is a trademark of Advanced Micro Devices, Inc.

InfiniBand, InfiniBand Trade Association and the InfiniBand design marks are trademarks and/or service marks of the InfiniBand Trade Association.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered
trademarks of Intel Corporation or its subsidiaries in the United States and other countries.

IT Infrastructure Library is a registered trademark of the Central Computer and Telecommunications Agency which is now part of the Office of Government Commerce.
Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

Linear Tape-Open, LTO, the LTO Logo, Ultrium, and the Ultrium logo are trademarks of HP, IBM Corp. and Quantum in the U.S. and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries or both.

Microsoft, Windows and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries or both.

NetBench is a registered trademark of Ziff Davis Media in the United States, other countries or both.

SPECint, SPECfp, SPECjbb, SPECweb, SPECjAppServer, SPEC OMP, SPECviewperf, SPECapc, SPEChpc, SPECjvm, SPECmail, SPECimap and SPECsfs are
trademarks of the Standard Performance Evaluation Corp (SPEC).

The Power Architecture and Power.org wordmarks and the Power and Power.org logos and related marks are trademarks and service marks licensed by Power.org.
TPC-C and TPC-H are of the Tr: ion Perf Processing Council (TPPC).

UNIX is a registered trademark of The Open Group in the United States, other countries or both.

Other company, product and service names may be trademarks or service marks of others. Revised December 2, 2010
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