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Overview

IBM i Access for Web Runtime Considerations
— Use of policies
— Customizing the home page/template files

IBM i Access for Web Environment Security Considera
— SSL and VPN
— Authentication security options
— 5250 bypass signon notes
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IBM Power Systems

What is IBM i Access for Web?

End users can leverage business information, applications,
and resources across an enterprise by extending the IBM i
resources to the client desktop through a web browser

» Provides access to IBM i through a browser

[ -

— 5250 access :

— Access to database, integrated file system, printers,
output queues, jobs

— Can run batch commands and send/receive
messages

« It has the following advantages:

—Is server based

— Requires only a browser on the client, no
configuration required at desktop, no applets
installed on desktop

Internet

Explorer

— Uses industry standard protocols - HTTP, HTTPS
and HTML

s Power is performance redefined

*Windows
*Linux
*Macintosh
*UNIX....

i —
Safari
D

Chrome

Safari
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Runtime Considerations
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IBM Power Systems Controlling Access

3 methods to control access using IBM i Access for Web

Administration Policies
— Administrators can use the Customize function to set policies for users and groups of users.
User Preferences

— Users can set their own Preferences for things like
* What tabs are available in the navigation bar
+ How to view output (default rows/columns per page)
« How to filter output

Customize the Home page and template files

— Administrators can use the Customize function to replace the default IBM i Access for Web home
page with their own home page.

— Administrators can use the Customize function to replace the default template that defines the layout,
look, and feel of IBM i Access for Web pages

— Style sheets - The look of the IBM i Access for Web page content is now controlled by external style
sheets.

7 Power is performance redefined ©2012 1BM Corporation
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Home Page = http://<myiseries>:<port>/webaccess/iIWAHome

‘& Homepage [RCHASK60.RCHLAND.IBM.COM] - Mozilla Firefox: 1BM Edition
fle Edit Wen Hgtory Bookmarks Iooks Help

~MNed & [(Oim c 2020/n wiaHome] > -| [

Getting Started

My Information My View

to find out how to
stomize the behavior and look
of System i Access for Web. Also,
find out how te create your own
home page!

Related Links
+ System i A
b

A new generation of software that enables you to access your system information and rescurces through = web
browser!

Browser Access to System i Information

The Internet movement has taken over, and businesses are quickly moving to embrace new technolagies through
e-business. Since most desktop operating systems come with web browsers, users want an easy way to work with
their business-critical i5/0S information and resources through the simple browser user interface that has been
designed to be Internet-friendly. Users also are looking for hassle-free access through firewalls. They want access
rom a variety of platforms, and want no special dient code that has to be installed and maintained on their
desktop.

Easy Administration

i5/0S administrators are looking for ways to streamline of user access to

enterprise through centrally controlled administration built around i5/OF user profiles. Additionally, administrators
want to customize 3 user's view of the system, so those not familiar with the i5/0S operating environment can
easily and productively work with its database and other resources.

Key Capabili

Done
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Main Page = http://<myiseries>:<port>/webaccess/iIWAMain

& System i Access for Web
File Edit view History Bookmarks Tools Help

@'C‘ ar (L0 ]w : > -}

[ Most visited @ Getting Started (1] LatestHeadines | 18M [ 15M

lem i Access for Web

System i Access for Web

21 my Folder
v Welcome to System i Access for Web, the lightweight, browser-based access to your i5/0S resources.

Print
e Pure Java servist based access
Jobs System | Access for Web is a set of servlets that run on System i platforms as extensions to the HTTP server. The serviets provide access to
5250 databases, files, print queues, printer sutput, and messages contained on the system
Detstyes Industry standard protocol
Files
e System i Access for Web uses the industry standard HTTP and HTTPS protocols instead of proprietary TCP/IP ports and protocols. Firewall
issues are much mors manageable as a result.
Download
o Lightweight sccess |
Other b |

System i Access for Web provides lightweight, and convenient access to System i platforms from any Web browser. Most of the System i
Access for Web functions have minimal browser requirements and work with almost any browser on any platform.

No client code
Related Links:

System i Access for Web runs entirely on the System i platform. There is no client code to install and manage. Simply install and configure on
the system, and access from any Web browser.

Object level security

Access to i5/0S resources is based on object level security. Users and groups can only access the data to which they are authorized.

Fully customizable

Access to System | Access for Web functionalty can be restricted for users and groups of users. System i Access for Web is fully customizable
a user will only see and access what the administrator has configured for them to use and =

Web components L

System | Access for Web is also a set of Web for web i can link to the System i Access for Web
servlet URLs and take advantage of the functions that System i Access for Web Druvldes.

Done
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Product functionality

@ System i Access for Web Database B=x<]

Edit View Hstory Bookmarks Tools Hep

B C fay (L |w :20: | i &

[ Most visited P Getting Started 1] Latest Headines || 8 [ 1BM

Database

) My Folder
= Access database tables with System | Access for Web.

Print
e Tables

® View a list of database tables on your target system.
Jobs ® Perform actions on these tables without having knowledge of SQL and its syntax.
== * View the contents of a table in a paged list, using the Quick view actiol

2 Sl e e o i S e e e it
Database Display the contents of a table record using the Find record a
- Tables e ot ot ke ol ST roetiea Dot = Yame g o R SO st

 Create your own customized copy data request for a table using the Copy data to table action.
+ My requests
< Run sQL My requests
® View a list of previously saved requests.
G date b tubim ® Run or Edit requests fram this list.
- tmport request * Manage lists using the Copy, Delete, and Rename actions
e ® Create and manage shortcuts to requests

+ Extract I5/08 data Run SQL

Filas * Run SQL statements dynamically.
® View output as a paged list or in a popular file format, like Microsoft Excel or Lotus 1-2-3. (Output format depends on how you have
Comseisaf your browser configured and whether the browser can locate a plug-in for the output type you choose.)
T ® Customize how data is returned by setting options specific to the output type.
* 5uild SELECT statements using an SQL Wizard.
Customize * Save requests for repeated use.
Other

Copy dala to table
opy existing data files from your PC to a database table on your target system.
e Hata es-can e in oy, homdlar Fle Forramte, fmelitinolricsusofe asliahlchums 12331
Replace the contents of a table or add data to an existing table.
TEate & new database table based on the contents of o warkstation file.
Save requests for repeated use.

Import request
® Import Client Access Data Transfer upload and download requests into System | Access for Web copy data and SQL requests.
* Imported requests are automatically converted to System i Access for Web format.
® Run and edit converted requests just like other copy data and SQL requests.

Center Import quer I

Done
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IBM Power Systems

Sample for a user that only performs preset database queries

B[EX]

€7 iSeries Access for Web Database
Fle Edit Vew Favorites Took Help o

Q- Q- XN A¢& O searcn g Faverites @ Meda £2) - ~{ - L) 32

hitp: iy .comjweb:

B

iSeries Access for Web

» Database
Database
EMVEERRERE Access database tables on your iSeries server with iSeries Access for Web,

My requests
» View a list of previously saved requests.

* Run or Edit requ rom this list.
* Manage lists using the Copy, Delets, and Rename actions
= Create and manage shortcuts to requests

5.4.0.05-191.5122130

® Internet

© 2012 IBM Corporation
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B L Customize policies for users and groups to
S — Allow/Deny functions users can access
B — Limit the information users can see
Jobs
5250 Use group profiles to simplify policy
Database management
Files — Manage policies for group profiles
Command — Add/remove users from groups
Download When a function is restricted, access to the
Customize servlet is restricted
Other
You need *SECADM authority to customize
profiles
13 Power is performance redefined ©2012 1BM Corporation

emranersysems CONTrolling Access - How & Whom

The Customize function allows administrators to set policies for users
and groups of users.

These policies control...
— Functions a user can perform.
— How certain information is presented to the user.

When a function is restricted...
— Its navigation bar content is removed.
— Access to the servlet is restricted.
— It takes effect immediately.

Administrators with *SECADM special authority are a  utomatically
authorized to administer settings for users and gro ups of users to
which they have authority.

These administrators can then grant other user prof iles permission to
administer IBM i Access for Web functions.

1 Power is performance redefined ©2012 1BM Corporation
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Controlling User Access

iSeries Access for Web
IBM i Access for Web ships oo Policies
with default policy settings p pk: #pu1c
Messages
. Jobs. : - Access. ‘
Default allows most functions = Acon Gategory Desafpion 9
. e @ oo 5250 User inter‘ace cuztor sertings. Hlowed
to be available to all users - D v etacemstae s o
= 4 stz ot ||
Use *PUBLIC to set pOliCieS MTH: [ Datbase Darabase tales, recuests, znd tored ||
bl d oatas Gesta ad et dasbase coneccon i, Hawed ‘
for all users Custonize: conneczons
+Preferences [4] Download Dawnlozd pzckages cuszzm settinge tlowzd
i -Poicies [ Fies Intecrates e system ard fle ehare custon sattngs. tlawsd
Strategy. +Sezngs @ seneral Page ‘ayout, lzng_age and craracter st custom sectinge tlowzd
-T[a?f{[t @ s Weork with jobs custom sattings. Hlowed
— Grant an administrator profile access to SR 7 Sedmal c.sto stngs Hored
all functions R @ Mesags ispay mescages, serd mecsages, and message quece c.stom  Alowed
sattngs.
. [7 MyFode My Felder custon settings. alowed
* -
- Deny access to all functions to *PUBLIC Nali 1k [# i Pter output, prnters, printer sharss and output que.e c.stom &lowzd
. sattngs.
— Then allow specific users/groups access [ saretine Lotus Sanetine custom sedige, , Hored
to specific functions [7  other Change pasenord and ozrer riscellznecus custom setengs,  Alawed
+iScries Resourte |
Library b
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Controlling Access - Strategies

IBM i Access for Web ships with a set of default po
most of the IBM i Access for Web functions to be av
users accessing IBM i Access for Web could begin us

b

As an administrator of this
functions. It is the responsi
to be able to access.

roduct, you may not wa
ility of an administr

One of the quickest strategies that can be deployed
Customize Group Profiles function and customize the

This group profile is defined such that every user
were to customize the *PUBLIC profile and set the "
"Deny", you would restrict file system access from

If some of your users required access to this funct
profiles and set this function back to "Allow". In
allowed access will be able to use that function,a |

It should be noted that the *PUBLIC group profile i
customize other group and user profiles. If you we
affect the administrator user profile. As you cust
want to consider specifically allowin? your adminis
locked out of IBM I Access for Web functions.

15 Power is performance redefined

ator to restrict functions they do not want their u

licy settings. The default policy settings allow
ailable for all users. Without any customization,
ing most of the available functions.

nt your users to be able to access all of these
sers

to restrict a function from all users is to use th
*PUBLIC group profile.

is @ member of this group. So, for example, if you
Browse files" and "File shares" file functions to
this product for all users.

ion, you could specifically customize their user

this way, only users that have been specifically

| others would not have access.

ncludes the administrator user ID that is used to
re to deny functions for *PUBLIC, this would

omize IBM 1 Access for Web for *PUBLIC, you may

trator user profile to have access so thatitisno  t

© 2012 IBM Corporation
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Setting Policies

@& Policies |

B E]%

Fle Edt WView Go Bookmarks Tooks Hep

Policies
I My Folder
& Specify the profile you want to edit.

Print

Messages Profile:

Jobs

5250 Edit Policies

Database R

Files rk with the WUU are authorized to customize.

Command oup profil

Downlaad Work with the group profiles you are authorized to customize.

Customize mort policies

- prafarancas Import policies from a file into iSeries Access for Web.
> || -l .

Expo s
- Sattings Export policies from iSeries Access for Web to a file.

- Transfer configuration

Other

Ip for working with policies.

Related Links

-iSeries Resource

WACustomizeist?action—select

User: dib

v| © e

915122130

v Power is performance redefined
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Setting policies (continued)

Action @
[T
]

] [ ] [ ]
7Bl
ZE®
)
B m
1 [ ] (] =]
ZABm
N
ZIBm
[Nt
[l
ZB®
7l Bl
Aam
)

& policies -
Fie Edt View Go Bookmarks Tools Hep
@ http: fmyiSer mine tACustomizelist?action=users|
Policies - User Profiles
21 My Folder
e Frofile filter: =]
Messages Filter by: @profile O pescription
Jobs
Fre iz »eMoA
patabase Profile Description
Files ACBARRON Alma Carolina Barron Perez - GDL T/L 877-5656
Cocnmand ACN Ali Nelson 3-6874
Do ADSIERRA  Alma Delia Sierra/Mexico/Contr/IBM@IBMMX
PRI L AGUEDA  Agueda Martinez Hernandez Magro/Mexico/IBM@IBMMX
: :::rims AHANSON  Andrew Hansen 3-5571
cattngs AHOMIKE  Mike Aho/Rochester/IBM@IBMUS
il | ALEI Alejandro Bascuas/Rochester/IEMISMUS
e ALICIAM Alicia Martinez Cruz/Mexico/Contr/IBM@IBMMX
ALITEST
ANDREWS  Greg Andrews/Rochester/IBM@IBMUS
Relatad Link: ANTARES ~ 'Elias Ricardo Castellanos/Mexico/Contr/[BMEIBMMX
ARABIC  Gilberto Martinez Cortes/Mexico/Contr/IBM@IBMMX.
Navigator ATCLARK ~ Adam Clark, 3-3941
+iBsries Tnfommatian ATOMKO  Ana Tomko Sanchez/Mexico/Contr/ IBM@IBMMX
-‘55”22 Resource BAZEY John Bazey (3-7108)
o BEACH Mark Beach/Rochester/[BMEIBMUS
BECKYD  Rebecca K Dimock/Boulder/IBM@IBMUS

Actions:

Edit policies

View all policies
View group members
Copy policies

Reset policies

18 Power is performance redefined
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IBM Power Systems Setting policies (continued)

Edit This action s always available. Use this optiont o create or modify policy settings for the specifie d user or group profile.
View all policies Select this action to view all of the policy settin  gs currently being used for the profile.
View group membership Select this action to display the Group Membership  page that lists the group and supplemental group pr ~ ofiles (by name) the

user profile has been assigned membership.

View group members Select this action to display the Group Membership  page that lists the user profiles (by name) thatar e currently members of
the group profile.

Copy This action is only available when the user or grou  p profile currently has specific policy settings. It allows you to copy all of
the policy settings from this profile to one or mor e other profiles.

Reset This action is only available when the user or grou  p profile currently has policy settings. Itallows  you to remove all of the
policy settings specific to this profile.

[@paliciest -
Be th v oo T Tor

B [ e oy e it

Policies
e ‘Specify the profile you want to edit.
= B —
o
= [eaipoticies |
[ R eetoriced o cusamiz.
i rth 1 group pofies you are utnorised to ustomise,

ELor pokres from iSeries Aceess for el &

1» Power is performance redefined ©2012 1BM Corporation

IBM Power Systems Settlng pOIICIeS (continued)

|99(=1[%]
Eile ookmarks  Tools  Help
@-H-EH0Oe i m i fie=La| [v] ®

Edit Policies - Database

Profile: DLB.

Print
Messages. Policy Derived From @ Action @ Setting
- Database access  Shipped default Use current setting  [w] | Allow [v] (-]
5250 Database tab  Shipped default Use current setting  [w] | Show [v] ]
Database
Tables Shipped default Use current setting  [w] | Allow [w] (-]
Files
Maximum Shipped default Use current setting 500 ]
Command table rows =
Download Table filter  Shipped default Use current setting  [s] [FUSRLIBL ] (-]
Customize Table filter is  Shipped default Use current setting | Allow [v] L]
« Preferences u: =
g preference
e Insert Shipped default Use current setting  [w] | Allow [v] (-]
sttings records into
- Transfer configuration able
e Insert record  Shipped default Use current setting (] [~]
columns =
Update Shipped default Use current setting  [v] | Allow [v] (]
records in
able
Update Shipped default Use current setting o
record
columns
Quick view  Shipped default Use current setting  [w] | allow [v] =]
table records
Maximum  Shipped default Use current setting 1000 @
quick view
rows
Order Shipped default I it cott [xel [nin (ol [}

2 Power is performance redefined ©2012 1BM Corporation




IBM Power Systems Setting policies (continued)

Administrator Action on each policy settin

Use current setting This is the default action that is pre-selected. |  f the setting is not modified, no action is perform ed. If
the setting is modified, it will be added to the us  er or group profile record in the System i Accessf  or
Web policies file.

Apply setting to profile Select this action to add the current setting to th e user or group profile record in the IBM i Access for
Web policies file. The setting will be written to the user or group profile record, evenifitwasno  t
modified. You would use this action to ensure the user or group profile gets this setting. This is
because a different policy setting may be used base  d on the user profile being a member of one or

more IBM i group profiles.

Reset to default Select this action to remove the setting from the u ser or group profile record in the IBM i Access for
Web policies file. This option is only availablei  f the user or group profile record currently contain sa
specific setting for this policy.

2 Power is performance redefined ©2012 1BM Corporation
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The "Derived From" column (displayed when editin olicy and preference settings) indicates

Profile setting Indicates the setting is currently specific to the profile being customized. The setting had previousl| y been
applied to this profile.

Group — (groupName) Indicates the setting is not specific to the profil e being customized, but is being derived fromthe s pecified
IBM i group profile and the user is a member of th  is group.

*PUBLIC setting Indicates the setting is not specific to the profil e being customized. No setting was foundinany 1B~ Mi
group profile memberships. The setting is being de rived from the *PUBLIC group settings. Thisis a

special group profile available to IBM i Access for Web administrators. All user profiles are automat ically
members of this special group profile. Administrat ors can modify this group profile to easily apply

settings to all IBM i Access for Web users.

Shipped default Indicates the setting is not specific to the profil e being customized, no setting was found in any IBM i
group profile memberships, or the special *PUBLIC g  roup profile. The setting is being derived from a
shipped default value.

Parent policy Indicates the function is a sub-function of a highe r level category, and its policy setting is being ¢ ontrolled
by a top level policy setting. For example, Tables is a sub-function of Database. If Database isres tricted,
Tables will be restricted as well and would showit s being controlled by a parent policy.

2 Power is performance redefined ©2012 1BM Corporaton




IBM Power Systems Policies Example:

Simple Database User

22 Power is performance redefined ©2012 1BM Corporation

emronerssems  =XAMPle: Simple Database User

The following screen shots step through setting the policies so a
specific user only has the ability to run preconfig ured database
queries to generate reports.

This example shows

the “Before” picture of what DB functions a user can perform with no
customization of IBM i Access for Web

— the specific database policies to set to restrict our user named REPORT_MAN

what general policies need to be set to restrict use of non-DB related functions
by REPORT_MAN

The “After” picture of what REPORT_MAN can do

When the policy is set, it takes effect immediately

2« Power is performance redefined ©2012 1BM Corporation
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evemersysens  SIMPle Database User - Before

Accessing the Database tab of IBM i Access for Web as user
REPORT_MAN

&7 iSeries Access for Web Database 9 [=1><]
”

Elle Edit View Favorites Tools Help

Q- ©  [¥] [ € Psenn s

7 Favorites (@} Media
" |

Database
| My Folder
Print Access database tables on your iSeries server with iSeries Access for Web.
Messages
v Tables
View a list of database tables on your iSeries server.
e Perform actions on these tables without having knowledge of SQL and its syntasx.
Database View the contents of a table in a paged list, using the Quick view action.
= Add and update records in a table using the Insert and Update actions.
+ Tables Create your own customized SQL request for a table using the Run SQL action.
+ My requests Create your own customized copy data request for  table using the Copy data to table action.
- Run SQL
My requests
- Copy dats to table .
® View a list of previously saved requests.
- Import request & Run or Edit requests from this list.

- Import query e Manage lists using the Copy, Delete, and Rename actions
» Create and manage shortcuts to requests

+ Extract server data

Files Run SOL
Command Run SQL statements dynamically.
« View output as a paged list or in a popular file format, like Microsoft Excel or Lotus 1-2-3. (Output format depends on how
Download
you have your browser configured and whether the browser can locate a plug-in for the output type you choose.)

Customize how data is returned by setting options specific to the output type.

Customize
e Suild SELECT statements using an SQL Wizard.
. o Save requests for repeated use.
Copy data to table =
€] Done B Intermet

= Power is performance redefined ©2012 1BM Corporation

eronerssems  SIMPle Database User - Policies

Policies - the starting point for customization of a specific user or
group.

This is a new browser session, where we signedona s an
administrator.

B[E)X]

@ Potictes [
Ele Edt View Go Bookmarks Took Help

- -8 @ d 4] © e
ISenes Access for Web _

Policies

LMV Eokiar Specity the profile you want to edit.

Messages Profile: [REPORT_MAN [Browse | <:|
—

Worl with the group profiles you ars authorized to cuctomizs.

Imoort policies
Import policies from a file into iSeries Access for Web.

- sattings from iSeries Access for Web to a file.

or working will policies.

x Power is performance redefined ©2012 1BM Corporation
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evraversysens SIMPle Database User - Categories

Change Category Access

@ Policies [GARAGE

Ei Edit Vien History Bookmarks Tools Help
B Foices [GarAGe [+
€ )2 T AN =]

(2] Most Visited @) Getting Started (5. Latest Headlines || 1BM [ BM [ Logout

Bolicies help

View help for working with policies.

L Leby Eokie Profile: REPORT_MAN
Print
Messages Action category Access @ Description
Jobs s250 Allowed 5250 user interface custom settings.
5250 Command Allowed  Run batch command custom settings.
Database Customize Allowed  Preferences and policy administration custom settings.
Files Database Allowed  Database tables, requests, and run SQL custom settings.
Command Database connections  Allowed  Create and edit database connection definitions.
Download Download Allowed  Download packages custom settings.
Customize Files Allowed  Integrated file system and file share custom settings.
prstecs o] General Allowed  Page layout, language and character set custom settings.
- Polia=s Jobs Allowed  Work with jobs custom settings.
:::‘;Q; ontimaration mail Allowed  Send mail custom sattings.
— Messages Allowsd  Display messages, send messages, and message queue custom sttings.
my Folder Allowed My Folder custom settings.
Print Allowed  Printer output, printers, printer shares and eutput queue custom settings.
Relatad Links: Sametime Allowed  Lotus Sametime custom settings.
Other Allowed  Change password and other miscellaneous custom settings.
Ghanas catesory aceses dSes for e proie,
+IBM i resources R
View current policy settings for all categeries.
View aroup member.
View current group membership for this user profile. Ui

z Power is performance redefined
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enroner sysems SIMPle Database User - Categories =

Turn off all non-Database functions by Applying set ting of Deny to

Profile
Leave Database to Allow

(& Policies - Change Category Access [GARAGE [ [=1]3]
Fie Edt Yiew Hgtory Bookmarks Tools Help
[ Poiicies - Change Category Access [GARAGE | + ‘ -
€ > || Customize
(2] Most Visited @) Getting Started (%] Latest Headines (| 1M [ | 18M 3 Logout
Policies - Change Category Access i
v Profile; REPORT_MAN
Print
Messages Category Derived From @ Action @ Setting
Jobs 5250 Shipped default Apply setting to profile [+] [Deny [v] @
5250 Command  Shipped default | Apply setting to profile [v] [Deny [v] @
Database Customize  Shipped default Apply setting to profile [w] [Deny [v] @
Files ——poatabase  Shipped default Use current setting [ [Allow [v] @
Command Download  Shipped default Apply setting to profile [w] [Deny [v] @
::;:::: Files Shipped default [Apply setting to profile [w] [Deny [v] @
eeroremes Jobs Shipped default Apply setting to profile [v] [Deny[v] @ |
+ Policies Mail Shipped default Apply setting to profile [w| [Deny [v] @ 1
- Sattings Messages  Shipped default Apply setting to profile [w] [Deny [v] @
- Transfar configurstion My Folder  Shipped default Apply setting to profile [+] |Deny [v] @
Other Brint Shipped default [Apply setting to profile [v] [Deny [v] @
Sametime  Shipped default Apply setting to profile [w] [Deny [v] @
elated Link Other Shipped default Apply setting to profile [w| [Deny [v] @
Eolicies help 1
View help for changing category access policies. o]

2 Power is performance redefined
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IBM Power Systems Simple Database User
Database Policies

Allow access to Database function.
Set Tables policy to Deny.

@ Edit Policies - Database (M=)
Fle Edit View Go Bookmarks Tools Hep
R 1
@5 @ i WACustomizeD LRL="( ORT_MAN [¥] ® e
Edit Policies - Database
1 my Folder
Profile: REPORT_MAN
Print
Messages Policy Derived From @ Action @ Setting
e Database access  Shipped default Use current setting [ | Allow [s]] (=]
5250 Database tab  Shipped default Use current setting ()] | Show [v] e
Database )
: Tables profile setting Use current setting _[w]| {Allow @
Files
Maximum Shipped default T ——— ]| WAllow )
Command table rows s ) |pen
Download Table filter  Shipped default Use current setting [>] FusmLBL ] (%]
EorEs Table filter is  Shipped default Use current setting [ | Allow [w] (=]
- Preferences user = .
- Doliies preference
e Insert Shipped default Use currert setting ()] | Allow [ °
ettings records into
- Transfer configuration table
oth Insert record  Shipped default Use current setting [w)] 7]
columns -
Update sShipped default Use current setting (v [ Allow [w] 2]
records in
Related Links: table
web Update Shipped defauk [ Use current seting  [v) )
record
Navigator columns
e tnfarmation Quick view  Shipped default Use current setting (v [ Allow [] =]
Center table records — =
- iSerisz Rezaurca
Library Maximum  Shipped default Use current setting ]| | 1000 o
quick view
rows, B
Order Shipped default L t st (]l [nin (sl a v
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IBM Power Systems Slmple Database User
Database Policies

Only allow the user the ability to run a saved DB r  equest
(Run request)

& Edit Policies - Database
Fle Edit View Go Bookmarks Tools Help

@& - 50D m wACuStomizeD. ORT_Man

Requests Shipped default | Use current setting (]| [ Allow (]
Run request  Shipped default Use current setting (]| [ Allow (]

Copy request Shipped default Use current setting [v] | Deny [»]
Delete Shipped default Use current setting (] [Deny [+
request .

Rename Shipped default Use current setting _ [w]| | Deny [v]
request

Edit request  Shipped default Use current setting ]| | Deny [v]
Save request Shipped default Use current sewing ()] | Deny [v)
List request  Shipped default Use current setting [»] [Deny [»]
sharteuts

ErEatEt Shipped default Use current setting  [wl| | Deny [v]
request

shorteut

Copy request Shipped default Use current setting (] | Deny [w]
shorteut . 5
Delete Shipped default Use current setting (v | Deny [w]
request

sharteut

Rename Shipped default Use current setting (»] [Deny [»]
request i

shorteut

Request list  Shipped default Use current setting ]

columns 2

Run SE%L Shipped default Use current setting  [w]| | Deny [v]

requests

Run statements  Shipped default Use current setting [w] | Deny [

other than

query

::Db:‘»y data to Shipped default Use current setting  [wl| | Deny [v]
Create new  Shipped default Use current setting (s | Allow [s]
tables
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IBM Power Systems Slmple Database User
Database Policies

Turn off the ability to perform the remaining datab ase functions
Save the changes

‘@ Edit Policies - | B9 (=]

Ele Edt Vew Go Bookmarks Tools Help

B B0 To.

Request list  Shipped default Use current setting (v o [
columns
Run SQL Shipped default Use current setting (] [Deny [ 2]
requests -
Run statements  Shipped default Use current settin ~] [Deny [» (=]
other than 2 4
Copy data to Shipped default Use current setting ~] [Deny [» (=]
table
Creste new  Shipped default Use current setting ~] [Allow [» (=]
tables -
Append data  Shipped default Use current setting ~] [Allow [+] (=]
to tables -
Replace data  Shipped default Use current setting [~ [ Allow [v (=]
in tables
Import request  Shipped default Use current setting ~] [Deny [» (=]
Import query  Shipped default Use current setting ~] [Deny [ (2]
Extract server  Shipped default Use current settin ~] [Deny [ :]
object data - =
Defau\‘:tl Shipped default Use current setting [»] [1BM Toolbox for Java - LPO16AB.RCHLAND.IBM.COM [w] @
Default Shipped default Use current setting ~] [Deny [ (=]
connection is S
user preference
Add 18M Shipped default Use current settin ~] [Deny [] (=]
Toolbox for S e
ava to

connection list

|:">

View help for editing policies.

Service 5.4.0.05-191.5122130

a1 Power is performance redefined ©2012 1BM Corporation

emroerssems  S1MPle Database User - Results

The user can now only run the DB queries they have been given.

@] My Requests _

Fle Edit View Favorites Tools Help

Q- @ [¥] B b PO s Fpravoies @ reda ) N 3

http: f/myiSeries. myCompany. com/webaccess/iWADbRequestsPpage =1 | Go

eport_man

My Requests

Database
B |- eavests “ " ﬂ

Request Description Action @ Shortcut Created By Access
Accounts receivable  Who owes us money (] Yes dib report_man
Find employee record (] Yes. dib *PUBLIC
Low inventory Items below inventory threshold  [%] Yes dib report_man
Weekly production Production numbers for the week [%] Yes dib report_man

(&3] [r]
[v]
€] Done # Intemet
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eveaersysens P OlICIES EXample: 5250 Access

3 Power is performance redefined ©2012 1BM Corporation

IBM Power Systems Example: 5250 ACCGSS

The following screen shots step through setting up the items
necessary to allow a group of users to use a single pre-
configured 5250 session.

In this example, ONEMANAGER is one of the user prof iles in the
MANAGERS group.

This example shows
— Creating a 5250 session and 5250 session shortcut to be used by the management team
— Making the 5250 session shortcut the session used by the MANAGERS group profile.
— Restricting access to other functions in System i Access for Web.

When the policy is set, it takes effect immediately

u Power is performance redefined ©2012 1BM Corporation




IBM Power Systems

5250 Access - Before

Access the 5250 tab IBM i Access for Web Main page  as user
ONEMANAGER.

&1 iSeries Access for Web 5250 [ [ M[r=1><]
Fle Edt Mew Favortes Tooks Help ar

Qe - D [¥] [&] @b Psearsn

” Favarites @ Media €2} - & < 8 3

C1 My Folder
Print

- Start session
Database
Files
Command
Download
Customize

Other

s for Web

- Araata=5250] ¥ B eo

Usar: onemanager

5250

Access 5250 user interface on your iSeries server with iSeries Access for Web.

Active sessions
® List active 5250 user interface sessions.

Configured sessions
« List configured 5250 user interface sessions.

Start session
® Start a 5250 user interface session.

B Intemet

s Power is performance redefined ©2012 1BM Corporation

IBM Power Systems

5250 Access - Policies

Policies - the starting point for customization of a specific user or

group.

This is a new browser session, where we signedona s an

administrator.

& policies | (B

Fle Edt Vew Go Bookmarks Tods Hep

€5 H0@ oo st 4o

Useri dib

Policies

2 my Folder
v Specify the profile you want to edit.
Print

e Profic: FANAGERS ] <:|

Jobs.

Database Use, files

Fites Wark with the user profiles you are authorized to customize.
Command s )

Download Work with the group profiles you are authorized to customize.
Customize Import policies

- Prefarances Import policies from a file into iSeries Accass for Web.

- polices [t

- Settings Export policies from iSeries Access for Web to a file.

- Transfer configuration

Other View help for working with policies.

Related Links:

IBM | iSeries | Service 5.4.0.05-191.5122130 {9

s Power is performance redefined ©2012 1BM Corporation
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IBM Power Systems 5250 Access - Categories

Determine which categories need to be restricted/mo  dified.

@ policies |M|=)%]

fle  Edit View Go Bookmarks Tools Help

b

. ] ~] ® s

ies
C1 My Folder
Profile: MANAGERS

Print
Messages Action category. Description Access @
Jobs =2 s250 5250 user interface custom settings. Allowed
5250 2 Command Run batch command custam settings. Allowed
Database ] Customize Preferences and policy administration custem settings. Allowed
Files 2 Database Database tables, requests, and run SQL custom settings. Allowed
Command 2 Database connections ~ Create and edit database connection definitions. Allowed
Download 2 Download Download packages custom settings. Allowed
Customize 2] Files Intearated file system and file share custom settings. Allowed
- Preferances = General Page layout, language and character set custom settings. Allowed
- Policias 2 Jobs. Wark with jobs custam settings. Allowed
::;:i, configuraton |2 mMail Send mail custom settings. Allowed
— 2 Messages Display messages, send messages, and message queus custom settings.  Allowed
= My Folder My Folder custom settings. Allowed
(2] erint Printer output, printers, printer shares and output queus custom settings.  Allowed
2l Sametime Lotus Sametime custom settings. Allowed
2 Other Change password and other miscellansous custom settings. Allowed

View current policy settings for all categories.

View current members of this group profile.

s Power is performance redefined ©2012 1BM Corporation

IBM Power Systems 5250 ACCQSS - Other FU nCtlonS

Turn off the other non-5250 functions. Settop lev el to Deny.

Repeat for each category that should be restricted for the MANAGERS
group.

‘@ Edit Policies - Command M=) %

Eie Edt Bookmarks  Tools Help

&5 @ [Ow JRL—http%3a%2F%2fip016ab rchiand.bm. com%3a2016% 2fwek v | @ o
User: dib

Edit Policies - Command

Profile: MANAGERS

Messages Policy Derived From @ Action @ Setting
Jobs Command access Profile setting Use current setting  [v] FAliow (%] Q
= s Shipped default | Use currant setting  [sv] 210 <:|
Database My commands Shipped default Use current setting [se]] | Allow (v ]
Files
—_— Prompt commands Shipped default Use current setting [ | Allow (s )
e Retrieve commands Shipped default Use current setting (3] | Allow [l Q|
Customize Delete commands Shipped default Use current setting (%] | Allow [ Q
ST Maximum commands user can save Shipped default Use current setting  [w] | No masimum (v o
- palicies e e Shipped default Use current setting (] | Columns... | e
- Settings
e hotr My commands sort column Shipped default Use current setting_[] | Name - )
Other My commands sort order Shipped default Use current setting [s] | Ascending e
Maximum characters to display in Shipped default Use current setting Tl e mecmum [>]
Command column
Run commands Shipped default Use current setting  [s] | Allow [w! (7]
Number of previous commands. Shipped default Use current sctting ~] Ro (7]
remembered =
Search for commands Shipped default Use current setting | | Allow (v o
Default search library Shipped default Use current setting [ [FLIBL [~
Search for commands by Shipped default Use current setting __[] | Command name [v] -]
n n ]
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evranersmems D250 ACCESS — Functional Setup

The administrator goes to the Configured Sessions | ink on the 5250 tab.
Select the “Configure new session” link.

s Power is performance redefined ©2012 1BM Corporation

evraersmems 02050 Access — Functional Setup

The administrator configures the 5250 session setti ngs to be used by
the managers.

Settings include the server to connect to, color sc hemes, and many
other options.

« Power is performance redefined ©2012 1BM Corporation
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evranersmems D250 ACCESS — Functional Setup

The saved session is only available to the administ
signed on.

The session must be shared to the managers. Use th
action.

41

rator that is currently

e “Create Shortcut”

© 2012 IBM Corporation

evraersmems 02050 Access — Functional Setup

Name the shortcut whatever you wish.

Session can be shared with MANAGERS group, *PUBLIC,  or individual profiles.

42

© 2012 IBM Corporation
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avroerssems D250 Access — Customize Policies

Go back to 5250 in Customize — Policies for the MANA  GERS group profile.

Select the shortcut to use as the default sessions  ettings for the
MANAGERS.

Select settings to lock MANAGERS out of starting/co  nfiguring new
sessions.

43 © 2012 IBM Corporation

evranerssems 0250 Access — More 5250 Settings

Set all 5250 policies to Deny, except Configured Se  ssions and Start
Configured Sessions.

You may also want to allow them to access My Keypad s and My Macros.

<

44 © 2012 IBM Corporation
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eveaversysens  ZXAMPlE: 5250 Access — Results

The managers can now only start a pre-configured 52 50 session, or
reconnect to an active session.

45

© 2012 IBM Corporation

IBM Power Systems

User Preferences

46

© 2012 IBM Corporation
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IBM Power Systems User Prefe rences

The Preferences function allows users to customize IBM i
Access for Web settings to meet their needs.

By default, all users are allowed to modify theirp  references.

Preferences are a subset of the complete list of av  ailable policy
settings.

Users can set the following types of preferences
— Column inclusion and ordering for functions that display output in columns.
— Number of rows per page to display on output.
— Show or hide navigation bar tabs.
— Preferred language and character set.
— Database table filters and default database connection.
— Number of commands to save in the run command history.

47 © 2012 IBM Corporation

IBM Power Systems User Prefe rences

Restricting access to Preferences

— Administrators can deny specific users or groups from accessing their
preferences.

— This is controlled by the "Edit preferences" policy.

— This policy is useful in organizations where administrators want to set up all
customization options for users and ensure users are not able to modify any
preference settings.

48 © 2012 IBM Corporation
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/BM Power Systems Example: User Preferences

49

Printer Output

The following screen shots step through setting a u ser
preference for Printer output.

This example shows
— the default printer output page for user BASIC_USER.
— what settings the user can modify to change the printer output page output.
— the printer output page after user BASIC_USER modifies the preferences.

When the preference is set, it takes effect immedia  tely.

© 2012 IBM Corporation

IBM Power Systems Prlnter Output = DefaUIt

50

The printer output display defaults with many colum ns of information.

© 2012 IBM Corporation
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areersmens  USEI Preferences, Printer Output

Click on the Customize tab to work with Preferences

51

© 2012 IBM Corporation

evraversiwems  |JSEI Preferences, Printer Output

Click on the Print category.

Click on the Columns button for the "Printer output list columns" Preference.

52

© 2012 IBM Corporation
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IBM Power Systems User Preferences, P”nter Output

The Columns displayed can be toggled off/on by chec king the box.

Click OK and Save buttons to immediately save the ¢

53

hanges.

© 2012 IBM Corporation

evraversiwems  |JSEI Preferences, Printer Output

The printer output display now only has a few colum

54

ns.

© 2012 IBM Corporation
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areersmens  USEI Preferences, Printer Output

Tips

This example showed that a user can modify their pr  inter output
view. An administrator can:

— Restrict the user's access to the Preferences interface.

— Perform the same changes by setting policies for the user, or a group of
users.

The Preferences interface that the user has access  toisonly a
subset of all the policy settings an administrator can access for
the same function.

55 © 2012 IBM Corporation

emronerssems P 0OlICY TOOIS for Administrators

56 © 2012 IBM Corporation

28



IBM Power Systems POlICIeS a.nd TOOIS

Import/Export policy settings - export policies to a different system
— Pick a user or group for export

Transfer configuration data from one user to anothe r on the same
system
— Move and copy operations supported for:
¢ 5250 sessions and macros
¢ Saved commands
« Database requests
¢ My Folder items
* Policies

57 © 2012 IBM Corporation

IBM Povier Systems Transfer Configuration Data

58 © 2012 IBM Corporation
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IBM Power Systems Page Customization

59 © 2012 IBM Corporation

IBM Power Systems Home Page CUStomlzatlon

A default home page is displayed when the iWAHome s ervlet is invoked.
— http://<mySystem.myCompany.com>/webaccess/iWAHome
— It's a starting point to highlight functions.

— It's an example of how to build your own home page or pages that access IBM i Access for
Web functionality.

The Customize function allows you to replace the de  fault home page.

Default home page replacement can be done forallu  sers (*PUBLIC), or
can be changed for only certain users and/or groups of users.

Great article - example

— "Build a quick and easy Web site with System i Access for Web" - Janet Weber
— http://www.ibm.com/systems/resources/systems_i_software_access_pdf_build_website_article.pdf
— Updated Oct 2006 in System i News - ‘Tailor System i Access for Web’
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/BM Poier Systems Home Page Customization ¥

Change colors and banner on home page

61 © 2012 IBM Corporation

IBM Power Systems Home Page Customizat|0n EEE{E

Custom home page

62 © 2012 IBM Corporation
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areerswens 1 €MPlate File Customization

IBM i Access for Web has a default look for it func  tional pages.
— This look is controlled by a template file and cascading style sheet.

The template file has sections to specify
— Header/footer areas of functional pages.
— Where IBM i Access for Web content is placed in the page.

The Customize function allows you to replace the de  fault
template file.

Default template file replacement can be done fora Il users
(*PUBLIC), or can be changed only for certain users and/or
groups of users.

63 © 2012 IBM Corporation

semersmens HHOME Page Customization

Custom template — change banner

64 © 2012 IBM Corporation
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Specify home page and template files

65 © 2012 IBM Corporation

IBM Power Systems S peCIaI Tags

Within the home page and template .html files, spec  ial tags are used.

— When these tags are encountered by the IBM i Access for Web code, they are replaced with the
appropriate content.

Special tags... Replaced with...

—  %%CONTENT%% functional content for the page, separates the
header/footer

- %%include section=file%% HTML section/fragment to include

- %%MENU%% navigation bar

—  %%STYLESHEET%% default style sheet

—  %%STYLESHEET_CLASSIC_COLORS%% default style sheet prior to V5R4

- %%TITLE%% title of the page

- %%SYSTEM%% name of IBM i being accessed

- %%USER%% IBM i user profile used to access the server

- %%VERSION%% version of System i Access for Web

For detailed information on these special tags

— Access for Web Info Center

+ Connecting to IBM i->System i Access->System i Access for Web->System i Access for Web in a web application sever
environment->Customizing System i Access for Web->Default page content->Home page

66 © 2012 IBM Corporation
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IWAHome Structure

http://<system>/webaccess/iIWAHome 7: ( Homepage file

common_homepage.html

Defines content, layout, images, links to be
displayed when the iWAHome serviet is
invoked in the browser.

3

Image files
images/s06common.gif
images/iwa_navCorner.gif)

Cascading Style Sheet fiIe\

common_styles.css

Defines the colors, fonts, font sizes for
the various elements in the .html files. )

67 © 2012 IBM Corporation

IBM Power Systems iWA Template Structu re

: i )< (" i
http://<system>/webaccess/iWASpool [ e Fle

common_homepage.html

Defines content, layout, images, links to be
displayed when the iWAHome serviet is

\_ invoked in the browser. )
( . N
Template file
common_template.html
Defines the header, content, footer
g on all other servlet pages. Y,

r 3

Image files
images/sO6common.gif
images/iwafnavCorner.gif)

Cascading Style Sheet file\

common_styles.css

Defines the colors, fonts, font sizes for
the various elements in the .html files. )
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Environment Security
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evemersysens  ACCESS for Web Environment

HTTP Access Local sockets,
for Web TCP/IP LAN
Web Browser
HTTP Application IBM i host servers
Server Server 5250 applications

Database
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IBM Power Systems ACCQSS for Web EnVIronment

Only need to set up one web application server

71

DMZ = demilitarized zone Your users
A actually
) Y B access
M M these
systems
§ -
©
2 =
I 4]
T
Running here:
« HTTP Server
* Websphere Available here:
Application Server or » Access for Web
Integrated Web 57xx-XH2 LPP
Application Server * IBM i Access Family
* IBM i Access for Web 57xx-XW1 available
“Target Server” licenses
parameter * IBM i Host Servers

and Telnet Server

© 2012 IBM Corporation

evemersysens  ACCESS for Web Environment

sockets
IBM i host server ports

HTTP or HTTPS

telnet port
IBM i Access for Web y

Between users and HTTP Server
— Secure Socket Layer (SSL) 1BM
— Virtual Private Networking (VPN)
— Firewalls
Between IBM i Access for Web and IBM i
- VPN
— Firewalls

© 2012 IBM Corporation
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Secure Sockets Layer

Used for data confidentiality between Web browsera  nd
HTTP server

— Digital certificates used to determine trust relationships

— Point to Point encryption for all data (PC App to Server App)

— Part of the standard HTTPS protocol

See Info Center for specific details on Configurati  on and
Setup.
— See the “Configure WebSphere Security” topic

Levels of SSL
— TLSv1, SSLv3 recommended, use 128-bit or higher

— SSLv2 should not be used anymore. Disable in clients and server (APAR
SE25734)

© 2012 IBM Corporation

araeswems ViltUAI Private Networking

Used for data confidentiality between Web browsera  nd HTTP

server
— Digital certificates and User authorization used establish tunnel
— End to End encryption for all data (PC to Server tunnel)
— Allows any protocol, including standard HTTP

See Info Center for specific details on Configurati  on and Setup.

— See the “Virtual Private Networking” topic

© 2012 IBM Corporation
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Security Options

© 2012 IBM Corporation

evraversysems  AUTNOrization and Authentication

How does the user authenticate to IBM i Access for
How does IBM i Access for Web authenticate with IBM

IBM i Access for Web in a WebSphere Single Signon (
environment

Special considerations for 5250

Web?
i?
SS0)

© 2012 IBM Corporation
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IBM Power Systems

Authorization

Authorization is
verifying that
authenticated
users have
permission to
access requested

IBM i Access for Web uses the IBM i
user profile and object level security to
authorize access to IBM i resources

IBM i Access for Web provides
application level control of access to

resources functions through policies
— Policies can be administered at the IBM i user and group
profile levels
m © 2012 IBM Corporation
IBM Power Systems Authentlcatlon

Authentication is verifying the identity of the use r

IBM i Access for Web supports two types of authenti cation

— Application

* IBM i Access for Web handles the authentication

— Application Server

« WebSphere Application Server handles the authentication

Specified by the AUTHTYPE parameter on the CFGACCWE B2

command

— Application: AUTHTYPE(*APP)
— Application Server: AUTHTYPE(*APPSVR)

© 2012 IBM Corporation
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aemersmens APPlication Authentication

IBM i Access for Web handles
authentication

IBM i user profile and password

— Hostname specified by the TGTSVR
parameter on the CFGACCWEB2 command

Method: HTTP basic
authentication
— RFC2617

— User profile and password are encoded (not
encrypted) in the HTTP headers and should
be protected

79 © 2012 IBM Corporation

srersmems APPliCAtion Server Authentication

WebSphere handles authentication

WebSphere credentials
— Typically a user ID and password

— Can be Windows domain login information (new in V6R1)
« Kerberos-based
* Requires WebSphere Application Server V6.1 or later

— Authenticated with the active WebSphere user registry

Specified by the AUTHTYPE parameter on the
CFGACCWEB2 command

— Application Server Authentication: AUTHTYPE(*APPSVR)

WebSphere provides different methods of gathering
credentials

— Applications can choose which methods to support

80 © 2012 IBM Corporation




mruersmems APPliCAtion Server Authentication

IBM i Access for Web supports two methods of
gathering credentials
— HTTP basic authentication

User ID and password are encoded (not encrypted) in the
HTTP headers and should be protected

— Form-based authentication

User ID and password are clear text and should be
protected

— Kerberos-based authentication  (V6R1)

Windows domain login information sent via Simple an d
Protected GSS-API Negotiation Mechanism (SPNEGO)

No additional prompt for user credentials

Specified by the AUTHMETHOD parameter on
the CFGACCWEB2 command

— HTTP basic authentication: AUTHMETHOD(*BASIC)

— Form-based authentication: AUTHMETHOD(*FORM)

— Kerberos-based authentication:
AUTHMETHOD(*KERBEROS)

81 © 2012 IBM Corporation

srersmems APPliCAtion Server Authentication

HTTP basic authentication and form-based authentica  tion
— IBM i Access for Web uses Enterprise Identity Mapping (EIM) to map the authenticated
WebSphere user identity to an IBM i user profile
« IBMi Access for Web identifies the user by the mapped IBM i user profile
« IBMi user profile is used to authorize access to IBM i resources using object level security

Kerberos-based authentiation

— IBM i Access for Web uses Kerberos-based credentials to authenticate with IBM i

« IBMi uses Network Authentication Service (NAS) and EIM to map the Kerberos-based identity to an IBM
i user profile

* IBMi Access for Web identifies the user by the mapped IBM i user profile
« IBM i user profile is used to authorize access to IBM i resources using object level security

82 © 2012 IBM Corporation
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Application Server Authentication

Configure IBM i Access for Web

— CFGACCWEB2 AUTHTYPE(*APPSVR)
AUTHMETHOD(*FORM) ...

— CFGACCWEB2 AUTHTYPE(*APPSVR)
AUTHMETHOD(*KERBEROS) ...

© 2012 IBM Corporation

IBM Power Systems 5250 SeSSionS

84

5250 sessions can
be started to any

system running
IBM i

Must provide user
profile and

password orrtBivti
Sign On screen

© 2012 IBM Corporation
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5250 Bypass Signon

QRMTSIGN system value must
be *VERIFY >

Select bypass signon when
starting or configuring a session

IBM i Access for Web must be
configured for application
authentication or application server
authentication with Kerberos for
bypass signon to be available

— CFGACCWEB2 AUTHTYPE(*APP) ...

— CFGACCWEB2 AUTHTYPE(*APPSVR)
AUTHMETHOD(*KERBEROS) ... (V6R1 Access for Web

© and WAS 6.1 or later)

85 © 2012 IBM Corporation

eraversysems 1 1Y ACCESS for Web for yourself!

Start your browser and connect to the following web site:
http://iseriesd.dfw.ibm.com/webaccess/iIWAHOME (case sensiive)

This shows the basic look of System i Access for Web as
we ship it. You can try various functions -- including
working with printer output, creating database requests,
etc. Click on the 5250 tab, sign onto the IBM i, then start
an RPG application called BOATS and run it.

User ID = WACUST

Password = demo2pwd

This is an example of how a customer might design a
web page for their use. You will see that an end user
could start the same BOATS application by clicking on
the 5250 session, or they could have used HATS to run
the application. You will also see other links that would
Password = demo2pwd | |et a user work with spoolfile information, work with IFS,
run database requests, etc..

User ID = BOATADMIN

Send email to: stymie@us.ibm.com to reset the user pr  ofiles on iseriesd.dfw.ibm.com if either one gets di sabled .
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IBM Power Systoms IBM | Access Sessions

Monday

8:00am | ACC Get to the Web Fast with IBM i Access for Web: Incl  uding 409136
Room 12B | 5250 Browser Access
9:30am ACC OPEN LAB: Test Drive IBM i Access for Web 420063
11:00am | Room 13 | OpEN LAB: Administrators Get Started with IBM i Acc ~ ess for | 520027
2:00pm Web
OPEN LAB: Meet the New IBM i Access 580085

Tuesday

- 2:00pm ACC What Administrators Need to Know about IBM i Access for 409136
Room 18D | Web: Restricting Access and Other Considerations

3:30pm ACC Time for a Change: An Overview of the Next Generati  on of 580083
Room 18D | IBM i Access

Wednesday

11:00am | ACC IBM i Access for Windows: Leveraging Windows Instal ler 402066
Room 12B | Technology
2:00pm | ACC Deep Dive into the Next Generation of IBM i Access 580084
Room 11
87 © 2012 IBM Corporation
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