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Part 1:

Installation and Configuration
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First you need a web-serving environment

HTTP
Web Application
web S
server erver
Servlet
@ L — \
\
W =R E; >
——
Web browser I~ Java )
JSPS Beans I5/OS
Int ¢ Host applications
nterne Database

Tier 1

© 2008 IBM Corporation

Tier 2 Tier 3




Pieces of the web-serving environment

* HTTP Server (powered by Apache)

— Front door for your system into your web serving environment

— HTTP/HTTPS (SSL)
Listens for web requests on a specific TCP/IP port

— Routes web requests between an end-user browser and a web application sever
* Web application server

— WebSphere Application Server

— Integrated Web application server

— Provides a java virtual machine environment where web applications run
* Web application

— System i Access for Web

— Provides specific function that users access using a web browser

— Deployed/installed within a web application server
* WebSphere Portal/Workplace

— Web application deployed to WebSphere Application Server

— Provides environment in which portlets are deployed and run.
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Supported Web Application Servers
System i Access for Web servlet code can be  System i Access for Web portlet

used with any of the following web application code can be used with any of the
servers: following portal servers.

V6R1 System i Access for Web

= Integrated Web application server V6R1 System i Access for Web
= WebSphere® Application Server V6.1 and V6.0 — Express for = WebSphere Portal for Multiplatforms V6.0
i5/08 o « WebSphere Portal for Multiplatforms V/5.1.0.1
= WebSphere Application Server V6.1 and 6.0 Base and Network
Deployment

V5R4 System i Access for Web

= Integrated Web application server V5R4 System i Access for Web

= WebSphere® Application Server V6.1 and V6.0 — Express for = IBM Workplace Services Express V2.6 (V5R4
i5/0S iSeries Access for Web)

= WebSphere Application Server V6.1 and 6.0 Base and Network IBM Workplace Services Express V2.5

Deployment WebSphere Portal for Multiplatforms V6.0

WebSphere Application Server V5.1 - Express for iSeries WebSphere Portal for Multiplatforms V5.1.0.1
WebSphere Application Server V5.0 - Express WebSphere Portal Express for Multiplatforms
WebSphere Application Server V5.1 and 5.0 Base and Network V5.0.2

Deployment Editions WebSphere Portal Express Plus for

ASF Tomcat Multiplatforms V5.0
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Performance...???

* Does running System i Access for Web affect performance?
— Products like System i Access for Web don't put much load on i5/0S...

* How does the web application server affect performance?

— If you have an older, under-powered System i, then performance may not be good...if you have a
newer, bigger System i, then performance won't be an issue (unless you already are running your
System i at maximum capacity).

— Use the IBM Systems Workload Estimator to see what performance will be if WAS is added to your
System i at: http://www-912.ibm.com/wle/EstimatorServiet

— There is a Workload Estimator for WebFacing Workloads. System i Access for Web will be similar
(depending on what functions of System i Access for Web are being used).

* Fine-tuning your web application server
— If performance is not as good as expected, look in the WebSphere Information Center

— http://publib.boulder.ibm.com/infocenter/wasinfo/v6r1/index.jsp?topic=/com.ibm.websphere.base.iseri
es.doc/infol/iseries/ae/welc6topinstalling.html
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Performance Considerations...

Use the IBM Systems Workload Estimator at
http://www-912.ibm.com/wle/EstimatorServlet
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Setting up your web application server

DMZ = demilitarized zone

Systems
users
Y - N actually
L“a L“a accessing
-
B
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L or 2
HTTPS L
Running here:
* HTTP Server
*  WAS, Integrated Web Install Access for Web
App Server, Tomcat (RSTLICPGM)

System i Access for Web
- use the “Target Server”

parameter

Only need to set up 1 web application server

© 2008 IBM Corporation

Port Requirements Comparison

System i Access for Windows
(5722-XE1)* (5761-XE1)

* Port 449 for Port Mapper

 Port 8476 (9476) for Sign-on
 Port 8470 (9470) for Central

* Port 8472 (9472) for Data Queues
* Port 8471 (9471) for Database

* Port 8475 (9475) for Remote Commands
* Port 8473 (9493) for Print

* Port 2001 (2010) for Web Admin

* Port 446 (448) for DDM

* Port 23 (992) for Telnet

* Port 137, 138 for NetServer

* Port 389 (636) for LDAP

* Port 5555 (5566) for Mgmt Central
* Port 53 if using DNS Server

System i Access for Web
(5722-XH2) (5761-XH2)

* Port 80 (or any other port) for
HTTP Server

* Port 443 (or any other port) for
HTTPS Server

*See Information APAR 1112227 for detailed information
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Hardware/Software e
Requirements T
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Client Browser Requirements

*  These browsers have been tested with  * These browsers have been tested

V6R1 System i Access for Web: with V5R4 System i Access for Web:

— Firefox 2.0 (Windows® and Linux®) — Firefox 1.0.2 (Windows, Linux)

— Internet Explorer 6.0 with Service Pack — Internet Explorer 6.0 with Service Pack
1 (Windows) 1 (Windows)

— Internet Explorer 7.0 Windows) — Opera 7.54 (Windows, Linux)

— Mozilla 1.7 (Windows, Linux, and — Mozilla 1.7 (Windows, Linux, AlX)
AIX®) — Other browsers that support the current

— Opera 9.2 (Windows and Linux) HTTP and HTML specifications should

work, but have not been tested with
System i Access for Web.

Set browser to allow 'Cookies’

— System i Access for Web requires that the web browser allow cookies. Set the
cookie configuration option to allow cookies.
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i5/0S Software Requirements

Product
Number Product Name Option $
5722-SS1 V5R4 System i Access for Web: V5R3 or V5R4 i5/0S Base wW/HW
5761-SS1 V6R1 System i Access for Web: V5R4 or V6R1 i5/0S
57xx-SS1 i5/0S - Extended Base Directory Support 3 N/C
» 57xx-SS1 i5/0S - AFP Compatibility Fonts 8 N/C
57xx-SS1 i5/0S - Host Servers 12 N/C
57xx-SS1 i5/0S QShell Interpreter 30 N/C
57xx-SS1 If you plan to use Secure Sockets Layer (SSL)... N/C
« i5/0S Digital Certificate Manager 34 N/C
«  Cryptographic Service Provider 35
57xx-DG1 IBM HTTP Server for iSeries Base N/C
57xx-JV1 Developer Kit for Java Base N/C
Developer Kit for Java Version 1.3 5 N/C
Developer Kit for Java Version 1.4 6 N/C
Developer Kit for Java Version 5.0 7 N/C
J2SE 5.0 32 bit s
(Check WebSphere doc for required version)
57xx-JC1 Toolbox for Java Base N/C
57xx-TC1 TCP/IP Connectivity Utilities for iSeries Base N/C
Note: xx = “22” for V5R4, “61” for V6R1
© 2008 IBM Corporation 13
i5/0S Software Requirements (continued)
Product Number Option $
Product Name
57xx-XW1 System i Access Family Base $
57xx-XH2 System i Access for Web Base part of XW1
+  Ships with 57xx-XW1 iSeries Access Family
* V5R4 System i Access for Web runs on i5/0S V5R3 and V5R4
* VBR1 System i Access for Web runs on i5/0S V5R4 and V6R1
5722-1P1 IBM Info Print Server Base $

(Optional -- enables best PDF output but is not required to view PDF output)

Note: xx = “22” for V5R4, “61” for V6R1
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i5/0S Software Requirements (continued)

Product Number Product Name Option $

One, or more, of the following web servers

5733-W61 WebSphere Application Server V6.1 for i5/0S (all three editions)

5733-W60 « WebSphere Application Server V6.0 for OS/400 (all three editions) See
5722-E51 *  WebSphere Application Server V5.1 - Express for iSeries documentation
5733-W51 « WebSphere Application Server V5.1 for iSeries (Base and ND)

5722-IWE +  WebSphere Application Server V5.0 - Express for iSeries

5733-WS5 « WebSphere Application Server V5.0 for iSeries (Base and ND)

57xx-DG1 « integrated Web application server

« Apache Software Foundation Tomcat

WebSphere Portal for iSeries (Express and Express Plus) V5.0.2.2
WebSphere Portal Enable for Multiplatforms V5.1.0.1

WebSphere Portal V6.0

IBM Workplace Services Express V2.5, V2.6

¥ * % %

Note: xx = “22” for V5R4, “61” for V6R1

Refer to the documentation for the individual web serving environments additional requirements that may not
be listed above.

— WebSphere http://lwww.ibm.com/systems/i/software/websphere/index.html/
— Portal V5.0.2.2 http://publib.boulder.ibm.com/pvc/wp/502/smbi/en/InfoCenter/index.html
— Portal V5.1.0.1 http://publib.boulder.ibm.com/infocenter/wp51help/index.jsp
— Portal V6.0 http://publib.boulder.ibm.com/infocenter/wpdoc/vér0/index.jsp
— Workplace V2.5 http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp
— Workplace V2.6 http://publib.boulder.ibm.com/infocenter/wseic/v2ré/index.jsp
— ASF Tomcat http://www.ibm.com/systems/i/software/http/index.html/
© 2008 IBM Corporation 15

System i Hardware Requirements
Models/Processor features/Memory

Refer to the web application server documentation to determine what server models, processor
features, and the memory requirements are for your web serving environment

— WebSphere Application Server

«  http://www.ibm.com/systems/i/software/websphere/index.html/
— ASF Tomcat

«  http://www.ibm.com/systems/i/software/http/index.html/
— WebSphere Portal Express/Express Plus for iSeries V5.0.2.2

« http://publib.boulder.ibm.com/pvc/wp/502/smbi/en/InfoCenter/index.html
— WebSphere Portal V5.1.0.1

« http://publib.boulder.ibm.com/infocenter/wp51help/index.jsp
— WebSphere Portal V6.0

= http://publib.boulder.ibm.com/infocenter/wpdoc/v6r0/index.jsp
— Workplace Services Express V2.5

= http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp
— Workplace Services Express V2.6

= http://publib.boulder.ibm.com/infocenter/wseic/v2r6/index.jsp

Server disk space Software product
- 470MB V5R4 System i Access for Web
- 365MB V6R1 System i Access for Web

© 2008 IBM Corporation 16




System i Access for Web
- Web Serving Environments
Supported

© 2008 IBM Corporation

3 Options for setting up the
Access for Web environment

1. Integrated Web application server
— Simplest to set up
— Preconfigured HTTP web server
— User created instances

2. Express Runtime Web Environments
— All components provided in a single package
— Greatly simplifies the complexity of the environment
— Most automated
— Running web environment when installation completes
— Desktop icon linking to the deployed web environment

3. Step by Step
— Greatest flexibility
— Choice of WebSphere Application Server version
— May already have components on your system

© 2008 IBM Corporation




1. Integrated Web Application Server

— Simplest to set up

— Preconfigured HTTP web server

— User created instances

© 2008 IBM Corporation

What is it, does System i Access for Web support it?

* What is the i5/0S integrated
Web application server?

— A web application engine much
like ASF Tomcat

— Uses minimal system resources,
similar to ASF Tomcat

— Minimal effort by an
Administrator to maintain

— Administrative instance with
preconfigured HTTP web server

— User created instances

— V5R4 is the last release i5/0S
will contain ASF Tomcat

© 2008 IBM Corporation

* How is it packaged?
— With i5/0S
— 57xx-DG1 IBM HTTP Server for i5/0S
— Available in PTF package/group
* V6R1 GA Cumulative PTF package
+ V5R4 SF99114 latest available level
+ V5R3 SF99099 latest available level

 System i Access for Web support

— V5R4 System i Access for Web supports
only the Administrative instance

— V6R1 System i Access for Web supports
» Administrative instance
« User created instances

20




To use System i Access for Web in this environment

Administrative instance and preconfigured HTTP web server

1. Stop the Web Administration for i5/0S
ENDTCPSVR SERVER(*HTTP) HTTPSVR(ADMIN)
2. Load/apply latest PTFs (review cover letters for any additional information)
V6R1 GA cumulative PTF package
V5R4 SF99114 group for product 5722-DG1
V5R3 SF99099 group for product 5722-DG1
3. Load/apply latest System i Access for Web PTF
V6R1 S129664 or later
V5R4 S129607 or later
4. Configure System i Access for Web
QSH
cd /QIBM/ProdData/Access/Web2/install
cfgaccweb2 —appsvrtype *INTAPPSVR
5. Start the Web Administration for i5/0S
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)
6. Start preconfigured HTTP web server
STRTCPSVR SERVER(*HTTP) HTTPSVR(IWADFT)
7. Open a browser to System i Access for Web using preconfigured HTTP port
* http://>system_name>:2020/webaccess/iWAMain

8. Done!
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To use System i Access for Web in this environment

User-created instance and HTTP web server (requires use of V6R1 System i Access for Web on
V5R4 or V6R1 i5/08S)

1. Load/apply latest PTFs (review cover letters for any additional information)
V6R1 GA cumulative PTF package
V5R4 SF99114 group for product 5722-DG1

2. Load/apply latest V6R1 System i Access for Web PTF
V6R1 S129664 or later
3. Start the Web Administration for i5/0S
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)
4. Use the Web Administration for i5/0S wizard to create an instance of the integrated Web
application server and an HTTP web server.
http://<system_name>:2001/HTTPAdmin
5. Configure System i Access for Web
© QSH

cd /QIBM/ProdData/Access/Web2/install
cfgaccweb2 —appsvrtype *INTAPPSVR —instance <instance_name>

6. Start integrated Web application server and HTTP web server using the Web Administration
for i5/0S interface.
http://<system_name>:2001/HTTPAdmin
7. Open a browser to System i Access for Web using HTTP port you specified
» http://>system_name>:<port>/webaccess/iWAMain

8. Donel!
© 2008 IBM Corporation 22




Integrated Web application server

Questions regarding the integrated >
Web application server option?
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2. Web Enable Feature — Express Runtime
Environment

+ All components provided in a single package

+ Greatly simplifies the complexity of the environment

* Most automated

* Running web environment when installation completes
» Desktop icon linking to the deployed web environment
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What is the problem?

The complexity of the web-serving environment
— Several parts/pieces to install
— Can be challenging to configure all the parts/pieces

© 2008 IBM Corporation

Multiple
installations

Complex and
manual
configuration

Integration
required
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What is the solution?

« Put all the parts/pieces into a single package
— Middleware components
* HTTP web server
» WAS Express 6.x
+ System i Access for Web
» PTFs are included

— Sample applications — modernizing an RPG
application (flight400) using the following
technologies:

+ HATS, WebFacing, Web Services

— First Steps
+ Web page with links to System i Access for Web,
Samples, web administration, Information

— Getting Started Document
— Deployment help text

— Product licenses

© 2008 IBM Corporation

IBM HTTP Server

WebSphere
Application
Server - Express

System i Access
for Web

Solution Package

k
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What is the solution? (continued)

* Make the package easily deployable
— Easy to use wizard run from Windows workstation
— Middleware is uploaded, installed/configured
— System i Access for Web is set up
— Sample applications are set up
— FirstSteps webpage is deployed

— Web-serving environment is ready for immediate
use

— Desktop icon to FirstSteps web page

© 2008 IBM Corporation

IBM HTTP Server

WebSphere
Application
Server - Express

System i Access
for Web

Solution Package

=
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Target Audience

* i5/0S customers and partners

— Anyone wanting/needing a simple way to setup web-serving on their i5/0S

* Users of the following:

— System i Access for Web — end user web browser access to i5/0S resources

— WDHT / HATS / WebFacing applications

— J2EE web applications (JSF, JSP, servlets, EJBs, etc)
— SOA applications (web services, including RPG/COBOL integration)
— Demo of an application modernized using SOA, HATs and WebFacing

* Partners

— Modify a similar solution to include their applications

+ Obtain SAT and source from PartnerWorld
» Rebuild solution to include their application

© 2008 IBM Corporation
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Packaging/Ordering

Express Runtime Web Environments
5722-WE2
5761-WE2

V5R4 i5/08

Can also be ordered separately

— No-charge feature of 5722-WE2 Web
Enablement for i5/0S

+ Order feature 5905 for CDs
* Order feature 5906 for a DVD

5722-WE2 VIR1MO = WAS 6.0.2.9 & V5R4 System i Access for Web
5722-WE2 V1R2MO = WAS 6.1.0.11 & V5R4 System i Access for Web

— V6R1i5/0S

5761-WE2 VIR1MO = WAS 6.1.0.11 & V6R1 System i Access for Web

— Ships with all i5/0S orders
» V5R4 — ships CDs, DVD is orderable
* V6R1 - ships DVDs

» All media contained in a single shrink wrapped package

— Packaged along with WebSphere Application Server - Express product CDs
» Label on package identifies the two products and their purposes

» Products identified on media labels

» Look for DVD labeled: Express Runtime Web Environments V1R1, contains everything you need

© 2008 IBM Corporation
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Installation/Setup Process

» Read the ReadMe packaged with the
product
— Verify requirements for Windows workstation
and i5/0S system
* From a Windows workstation, launch
the deployment wizard
— Provide credentials
— Specify i5/0S system to deploy

— Name the HTTP web server, WebSphere
profile/application server, ports

— Optionally a backend i5/0S for System i Access
for Web to connect
* Deployment wizard runs

Pushing middleware from workstation/media to
the i5/0S system

— Installs/configures middleware

— Install/configures System i Access for Web,
sample applications, FirstSteps web page

— Creates desktop icon on Windows workstation

© 2008 IBM Corporation

* Deployment wizard complete

Click desktop icon named
Web_Enablement_Environment_V5R4M0

or
Web_Enablement_Environment_V6R1M0

FirstSteps webpage provides links to web
environment, System i Access for Web, sample
applications

Administrator can then distribute web browser
URL to users

GO LICPGM will list

+ 5733-SO1 Base Express Runtime Web
Environments

+ 5733-SO1 1 Web Enablement Environment
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Demonstration

Launch the wizard. Deploy the web environment and create the
desktop icon to the FirstSteps webpage

_:_ = |27 Web Enablement Environment
Select Taska
Select the tasks to deploy.

wWelcome
¥ Select Taska

[=] Wit Erablermant Trtnmee]

natlemant [ 4105 Fratem

[¥] Cowate Bessanp icon
EBetirct Ihis Lisk 10 Creati @ desinp on Bt knks b e Web Enablement Emionment
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Demonstration (continuedq)
Name of i5/0S system to deploy the environment to
B =]
(&0 51 < Web Enablement Environment
¥Hivlcome Provide the host name or IP address for the targat computer where you want
< Solec Tasks to deploy Web Enablement Environment.
Tt Operahng sysbem SA00 EFSO5)
B Frovide @ wser D BN pASTWONT Wih REmiNSIratne prdleges for the taret computer
Lgar 10 DoUGE
Password  sewreesves
[ Sive s login infarrnation
[ Tost connnctions
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Demonstration (continued)

Name the HTTP web server and it's port
Name the WebSphere profile/app server and it's port range

© Vizard B %)

(Configure Parameters - HTTP and application server names and ports
¥ Whlcsme Provide configurati fae Wb E Required
 Soluet Tasks parameters are marked with an asterisk
+ Spocily Targets Toen
AL B = HTTE servir name MYHTTREVR
* TP server pot 10000
* Application server name MYAPPSVR
= Application sorr starsng post 10007
gk |[Cnem
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Questions regarding the

Express Runtime Web Environments
option?
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3. Step by Step

+ Greatest flexibility

* Choice of WebSphere
Application Server version

* May already have components
on your system
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Formula for successful setup and configuration

You need to do the following in this order:
Information resources:

1. Decide what web application server

environment to run » These steps are detailed in System i

Access for Web InfoCenter
2. Install System i Access for Web on your information
i5/0S system

3. Verify, load, apply any additional PTFs + Examples at .
— Cumulative PTF package http://www.ibm.com/systems/i/softwar

elaccess/web/doc.html
— WebSphere, HTTP web server for i5/0S,
integrated Web application server
— System i Access for Web
4. Setup web-serving environment

5. Configure System i Access for Web

6. Verify the installation and configuration
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Decide what web application server environment

to run
W

IBM
WebSphere
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Which web application server environment?

System i Access for Web can be deployed to a variety of web serving
environments.

— Servlets
Integrated Web application server
WebSphere Application Server V6.1 for i5/0S (Express, Base, Network Deployment)
WebSphere Application Server V6.0 for OS/400 (Express, Base, Network Deployment)
WebSphere Application Server V5.1 - Express for iSeries
WebSphere Application Server V5.1 for iSeries (Base and Network Deployment)
WebSphere Application Server V5.0 - Express for iSeries
WebSphere Application Server V5.0 for iSeries (Base and Network Deployment)
ASF Tomcat
— ASF Tomcat is delivered within the IBM HTTP Server for i5/0S product (5722-DG1)
— V5R4i5/0S is last release for ASF Tomcat on i5/0S

— Portlets
+ IBM WebSphere Portal — Express/Express Plus for Multiplatforms V5.0.2.2
+ IBM WebSphere Portal Enable for Multiplatforms V5.1.0.1
+ IBM WebSphere Portal V6.0
+ IBM Workplace Services Express V2.5, V2.6
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Install System i Access for Web
on your i5/0S system

:>‘|i|
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Install System i Access for Web on your i5/0S
system

(]
[

Installing System i Access for Web
— Use the RSTLICPGM command to restore (install) the licensed program
— RSTLICPGM LICPGM(5722XH2) DEV(OPTO01) OPTION(*BASE) - V5R4 version
— RSTLICPGM LICPGM(5761XH2) DEV(OPT01) OPTION(*BASE) - V6R1 version

W i}
AR

The restore will...
— Create library QIWA2 and objects in QIWA2
— Create file system directories
» /QIBM/ProdData/Access/Web2/...
» /QIBM/UserData/Access/Web2/...
— Set basic ownership/authorities for library and file system objects

The restore will not...
— Make any changes to HTTP web server configurations
— Make any changes to web application server configurations
— Enable use of System i Access for Web

© 2008 IBM Corporation 40




Verify, load, apply any additional PTFs

= "il
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Verify, load, apply any additional PTFs

« Each component of the web application serving environment has PTFs

1. WebSphere Application Server
http://www.ibm.com/systems/i/software/websphere/index.html
2. Integrated Web application server
* http://www.ibm.com/systems/i/software/http/index.html
3. i5/0S Cumulative PTF package
4. HTTP web server
+  http://www.ibm.com/systems/i/software/http/index.html
5. WebSphere Portal/Workplace Services Express
Refer to the Portal and Workplace Information Center documentation
6. System i Access for Web
http://www.ibm.com/systems/i/software/access/web/servicepacks.html

* PTFs for the above components should be verified and updated as
needed
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Setup up web-serving
environment

ﬁTTPSewer for iSeries

WebSphere
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Step by Step

Setup web-serving environment

Tier 1 Tier 2 Tier 3
HTTP Web Application
web server Server
Servlet

@ U — \
N \
-
Web browser ~~| Java
JSPs EEEmS i5/0S

Interne Host applications
Database

Need to create...
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Notes: Set up web-serving environment

* HTTP web server
— Front door for into your web serving environment
— HTTP/HTTPS (SSL)
— Listens for web requests on a specific TCP/IP port
— An HTTP server is configured to "talk" to a specific web application server
Routes web requests between and end-user browser and a web application sever

. WebSphere web application server (WAS)
Profiles (instances) are created containing a web application server
— The web application server provides an environment for the deployment and management of web
applications
— Many different WAS versions can be installed and coexist on an i5/0S system
— All web applications running within a web application server share the same name space.
— You could create multiple profiles (instances) on a single i5/0S for the following reasons:

« To create separate development environments for different developers. This allows them to have
different versions of the same objects in their own name space.

« To create separate development and test environments
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Setup web-serving environment

Use IBM Web Administration for i5/0S
— Easy to use wizard that prompts for required information and does all the work
— STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

— http://<system_name>:2001/HTTPAdmiIn
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Setup web-serving environment (continued)

Setup = Create Application Server

& HTTP Server Administration an X1519P4 - Mozilla Firefox: IBM Edition
Ble Edt Wew o Bockmorks Tools ik
@ > HFOD ~

I6M Web Administration for iSeries
Redated Links

N ] @ o [GL

<7 WebSphere

IBM Web Administration for iSeries

Geling started - Creale and learn abou! he servvs needed fo rn your Wb content
Migrate Oniginal to Asashe
reats WebSphers Porta

reate B WWorkplace

g} Create a New HTTP Server @
Create 8 new HTTP Server (powered by Apachi) to run your HTTP Web conterit This wizard wil
create everdhing you need ko get s1aned with simale Webd sening

@ Create a New WebSphere Application Server @
Creste 3 new WebSphere Application Server Instance to un your dymnamic Web applicstions. Create
ener a Web3phere Apphcation Serder - Exprass o Web3phere Application Server (base)

E‘ﬂ Create a New WebSphere Portal @
" Creste 3 new applicaion senver to run powarul and compelling business parner, custamer, and
amplayes nlommaton potals. This includes confguring an HTTF saner, crasting & new
Sercer, and database and LDAP a3 necessary.

Croate WebSphere Portal . Expross: One Stap
Creste 3 production ready WebSphere Portal - Express senver without security in one easy step.

&% Create a New IBM Workplace environment
Cravati 2 rirw IBM VWorkplace ta run your wark This nch
helps facilitate communication among team members, allowing them to work iogether more
amcantly 10 Acheive halr project and bugingss goals. By Sccessing ha samea collabaraive portsl
inferface, users can access their applicalions and shared onne work areas and create, edit, and
share documents from any comguter with a Web browser.

Dere.
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Setup web-serving environment (continued)

Select version of WebSphere Application Server of those installed on your

system

\& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition

=%

Fie Edit View Go Bookmarks Tools el

@~ - & ) G L npuicsysten name>200uHTTPAN ¥ © e G,
IBM Web Administration for i5/0S

&P WebSphere
Manage | Advanced | Related Links

» Common Tasks and Wizards
2 Create HTTP Server Create Application Server
J Create Application Server
J Migrate Original to Apache
J Create WebSphere Portal
1 Create IBM Workplace Your system has more than one version of WebSphere Application Server installed

Select WebSphere Application Server Version

Chaose the type of application server to create
IV61 Express WebSphere Application Server V6.1 Express, allows you to add dynamic function to static HTML
Web pages and is intended for less complex Web applications.

OveanD

OVeipase  WebShere Application Server Version V6 1 Express can be installed in multipie locations on this
System. Multiple application servers can be created from each instailation. The product install path
Gveo for this s FQIBMIF press.

Cve.oND
Cvs1Base

V5.1 Express

Dane
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Setup web-serving environment (continued)

Enter a name for the web application server, optionally a description

a7 WebSphere

 Common Tasks and Wizards N N
) Create HTTP Server Create WebSphere Application Server - Express, V6.1
) Create Application Server .
33 Wigrate Griginal to Apache Specify Application Server Name
J Create WebSphere Portal

2 Create 1B Workplace Specify a unique name for the application server. @

ﬁ Application server name: wa61express

Server description Systemi Access for Web

(& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition JoEd
Flle Edit View Go Bookmarks Tools Help =
<z| = [_") = @ |:| @ hittp: [/ <system_name >:200 1/HTTPAdmin [¥] © e [[GL

Dane
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Setup web-serving environment (continued)

Enter name for HTTP server, optional description, port on which this HTTP server will

listen

(& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition (=1

Fie Edit View Go Bookmarks Tools el

@~ - & ) G L nwuicsysten name>200uHTTPANN ¥ @ e G

tration for i5/0S
ed |

&P WebSphere

» Common Tasks and Wizards
2 Create HTTP Server Create WebSphere Application Server - Express, V6.1
J Create Application Server
J Migrate Original to Apache
J Create WebSphere Portal

o Create B Workplace Anew HTTF server (powered by Apache) will be created and cenfigured to be used by this application server. (2]

ﬁ HITP serormams. [waborore

HTTP server description: [System i Access for Web

Create a new HTTP server (powered by Apache)

Your HTTF server may listen for requests on a specific IF address or on all IP addresses of the system
On which IP address and TGP port would you like your HTTP server to listen?
IP address: AllIP addresses [v]

ﬁ Fort 10100

Note: Most browsers make requests to port 80 by default

Dane
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Setup web-serving environment (continued)

Enter first port in a range of available ports — the communication ports between
the HTTP server and WAS

\& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition

Fle Edit View Go Bookmarks Tools Help

@ - - g0 @ http:/ <system_name 200 {/HTTP Admin
IBM Web Administration for i5/0S

WebSphere.

~ Common Tasks and Wizards

) Create HTTP Server Create WebSphere Application Server - Express, V6.1
Create Applcation S )
j ,_:;:’;E npn”g‘;:l':';“:;:'e Specify Intemal Ports Used by the Application Server

{ Create WebSphere Portal

11 Create IBM Workplace The application server uses several internal services such as internal HTTF transport service, Simple Object Access

Protocol (SOAP) senvice, name senvice, and several other services to perform its processing. In order for these services
to be configured, you must provide a block of 15 consecutive perts that are currently notin use on your system. Specify
the first TCP port number in the range and the wizard will assign the ports that are to be used by each internal service.
For example, if 10101 is entered as the first portin the range, then ports 10101 to 10115 will be configured

ﬁ Fustpotinrange: [10101|@

Dane
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Setup web-serving environment (continued)

A few other steps in the wizard, then click Finish to create the web-serving

environment
| @ HTTP Server Administration on LPO16AB - Mozilla Firefox: 1BM Edition
Ble ECdt Yew Go Docimarks Tools Hep

S-S0
IBM Web Administration for IS/05
Selup

]

e n

=]

T v © o [CL

= Commen Tasks aed Wizards _—
o Crests KTTP Server Create WebSphere Application Server - Express, V6.1
23 Creaie Azpheation Berver .
3 Uigrate Orgealss Apache
-1 Create VieaSpaere Pery
1 Create BA Veripisce Wi you cic Finish s W

Spher AppBabion Secve will b crealed

Application Server | HTTR Server

WAS version 6103 Eeprass
Appicascn server name:
Server descripbion Tor Wet
Internal port range 10707 - 10115
Virtusd hoat datauh_host
Prodie root IR R, h
Extermal HTTP sérver association
Server UL g ALFO1TEAR 10100
Dasrress spplcabony Hane
Sample sppications: Application name | URL ta access application
query Lsad by EJB clent applications
g oL A0 000D
Dafaul Applicsions | b A1 DOhiEsu
g OLP O SAR 10100mMaiio
Mode: To o the appRcabion(s) you hive choosen, St both The JDERCIBoN Senss and HTTE Sefeer, Tin ener

2 UIRL from the table above b
ﬁ ks | Conce Pintade Surmary

Dere 1
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Setup web-serving environment (continued)

Environment is ready for configuratoin when status reaches Running

|QH‘I'I‘I’Sormmﬁmmﬂmmmmm-mllnflnfwrlmidllm
De Edt Wew Go [Cosmais Toos Hep

1M Web Administration for 1505

L=k
£

v © o [CL

pstm,_rures 2 00 1HTTRAdmn

v Commen Tasts nad Wizants

AN Servers | HTTP Serers Application Servers  ASF Tomcal Sermrs
# whunning || [C[E]  sever waslexpesssiwasisxpraes - V6 1 Exprass -

) Creatn Appication Server
0 Migrate Orgealts Apschs

2 Cresle BU Werkolace

- WA Wizane
3 Creatn Virtual Host

) Devoy M Telephons Directery
3 Depiey B Survey Cresisr

= dgplatens
£ Manage mataied acpicatens

- Rbcures Costguiaton
B Uaraps Vsl kaats

Frofie. iwaflexpress  Sener i

Server - \V6.1.0.3 Express

warlTaxpress

The default vitual host

“cedault_host” was created for this  host

Apphcation sarver. HawEver. you
£nn spaety sadtens wual hest
for meen control cvar what URTS
can nan which spphcatsns.

l Virmsal Host

A

Spplication sener will
access data for your applications
]

Manage Vintual Hests

@ detmit_host

@ admin_host

Manage Instalied

Manage D —
i eations anage Data Sources

W Detwmitappliestion o
DefadtEJETmeDataSource

» query @ Defauk Datasouree

® aipp -
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Configure System i Access for Web
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Configure System i Access for Web

System i Access for Web must be deployed (configured) to a

running web application server Commands are provided to...

System i Access for Web provides CL and QShell | g6 the complexity of deploying

commands a web application
— CL commands — QIWA2 library * Check dependencies
+ CFGACCWEB2 Configure System i Access for Web
- STRACCWEB2 Start System i Access for Web * Invoke appropriate WebSphere
- ENDACCWEB2 End System i Access for Web tool to deploy a web application

+ RMVACCWEB2 Remove System i Access for Web
+ Perform additional required setup

— QShell - /QIBM/ProdData/Access/Web2/install
+ cfgaccweb2 Configure System i Access for Web
+ straccweb2 Start System i Access for Web
+ endaccweb2 End System i Access for Web
+ rmvaccweb2 Remove System i Access for Web

 /QIBM/UserData/Access/Web2/
... structure

+ Allows for PTFs that make use of
the normal i5/0S PTF tools
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Configure System i Access for Web (continued)

Use available documentation >

Notes
» System i Access for Web — Information Center « Do not use the web
— Place to start to get System i Access for Web installed and administration
running interface or

WebSphere Admin
console to configure

(deploy) or remove
When the commands are run -> System i Access for

Web
» The WebSphere web application server must be running

before running the CFGACCWEB2 or RMVACCWEB2 * Do not attempt to
migrate a WebSphere

commands .
environment to
another WebSphere
» The WebSphere web application server will need to be environment when
restarted after the CFGACCWEB2 or RMVACCWEB2 System i Access for
commands Web is configured

— No updates are made to the HTTP web server configuration.
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B > @ 9
m WebSphere

Verify the installation
and configuration

. : %
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Verify the installation and configuration

IBM Web Administration for i5/0S - Applications - Manage Installed
Applications
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When things do not work

— Verify the HTTP web server is running

— Verify the WebSphere web application server was restarted after running
CFGACCWEB2

— Verify the WebSphere web application server is running

— Verify you have the latest group PTFs for the HTTP web server and WebSphere
Application Server.

— Verify that System i Access for Web is listed as an installed application in the
WebSphere application server (via the IBM Web Administration for i5/0S interface)

— Look at System i Access for Web logs

High level translated log /QIBM/UserData/Access/Web2/logs/cmds.log
Low level untranslated log /QIBM/UserData/Access/Web2/logs/cmdstrace.log
Logs for specific WAS servers. /QIBM/UserData/Access/Web2/logs/<appsvrtype>/<wa

Note: some logs may be EBCDIC | sprf>/<appsvr>/logs/*
requiring use of WRKLNK i5/0S
command to view them

— Next, if needed, the doc will lead you to the WebSphere Applicatoin Server or
Portal logs
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Part 2:
Runtime Considerations
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Controlling Access

3 methods to control access using System i Access for Web

* Administration Policies

— Administrators can use the Customize function to set policies for users and groups of
users.

* User Preferences
— Users can set their own Preferences for things like
* What tabs are available in the navigation bar
*  How to view output (default rows/columns per page)
*  How to filter output

+ Customize the Home page and template files

— Administrators can use the Customize function to replace the default System i Access
for Web home page with their own home page.

— Administrators can use the Customize function to replace the default template that
defines the layout, look, and feel of System i Access for Web pages

— Style sheets - The look of the System i Access for Web page content is now controlled
by external style sheets.
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Controlling access
Home Page = http://<myiseries>:<port>/webaccess/iWAHome

(e o)

- %’r 0 A s A Cameary Som fosnacsess P Aame] ¥ D

My Information
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Controlling access
Main Page = http.//<myiseries>:<port>/webaccess/iWAMain

(@ TGeries Receas for Web =E)
Ge Gdt Yew Go (ookmais Tods |ep
@ -G R T | v O

iSeries Access for Wel

| My Folder o it e SR——

Pt

T Pure Java serviet baaed scce:

Lo iSenes Access for Wepis 8 32t of seryle « serviets provide

3330 acemss bo dalsbases, e ssages cerka

D, Industry standard protocol

Fkes

— uskry standard HTTP and HTTPS peotocols etary TCP/IP ports and pretacels
agen » et

e Lighbweight sccess

Sthar

o3 dccess B SOhtweioM, end coeveriet bocess to ISeries dervers I
cans for Wab reqy

b v
rvcicrs haws rricsenal b rarmeris A warls wih almast sy bromber an ang g

Server based

Related Lisks:

+ iacian A iSenes Azcess fur el is entively sarver based. There is na dient sode ta install and manage. Smay nstall and zonfigure 2n the
- server, and scoess from any web bromses

+ iStie Oibject level seeuity

4 1
zad.

Series shject level security, Users ar

can cely access the data ta whi

Fully custiomaratin

cess te Series Ancess for Web functenality
steenizable 59 8 wer wil

=n be restriced for users and grouss of users. iSeries Ascess for Web i fully

e by e and access what and

Wit tompanents

ieries Ascess fo
wak
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Controlling access
Product functionality
(@ eries Access for Web Database o&
-" T _' :d- L/J\ e »| @ co

sas8 0 g o ac
- A:i:i ar< upd bl + tnsert and \.:da'e aa-a 5
Datab # Create your ewn customized SO resuest for a table wsing the flun SOL acten.
Tables * Crmn e ¢ oy data e 4 the Copy dat
T— osts
Run 5G4 st of p by eavad raquests.

* Run or Ed renues-; from this kst
* Marage lists the
+ Creata and manage she

ta requesis

@ S0
Run SQU statements dynarmicaly

at, like Micsesolt E 3
owaer can lacsie & nl..;- e th
ng nptens speniic te the sutput type

et depes
15 have your browser o el choose.)
4 Clmamze pow data is et

-5 u

- aste ara tomareally sad - .
* Run and edi converted requests on your ISEres server Just boe other copy data and SOL requests

Saries and DB2 UDS for Series Qusey Hanager.
ee for Wab dstabace raqus,
 Run and edA CONVEEd QUENES On YDUT ISEES Server Just bis (enes ecass for Web 5 QL requests
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Controlling access

Sample for a user that only performs preset database queries

@ iSeries Access for Web Database

Fle Edit View Favorites Tools Help

Q- D ¥ B () O scadr Jirrovories @ reda €5 - & - 3

http: jmyiSeries myCompany. com/webaccess i AMain?tab=database

eries Access for Web

Database
Database
R e Access database tables on your iSeries server with iSeries Access for Web.

My requests
s View a list of previously saved requests.
s Run or Edit requests from this list.
s Manage lists using the Copy, Delete, and Rename actions
s Create and manage shortcuts to requests

1BM iSeries 5.4.0.05-191.5122120

&] Done @ Internet.
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Controlling Access:
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Setting policies for users and groups of users
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Controlling User Access

*Customize policies for users and groups to
=1 My Folder )
Print — Allow/Deny functions users can access
Messages — Limit the information users can see
Jobs *Use group profiles to simplify policy management
5250 — Manage policies for group profiles
Database — Add/remove users from groups
Files
oz -When a function is restricted, access to the servlet
Download is restricted
Customize
Other % . . .
*You need *SECADM authority to customize profiles
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Notes: Controlling Access - How & Whom?

» The Customize function allows administrators to set policies for users and groups
of users.

» These policies control...
— Functions a user can perform.
— How certain information is presented to the user.

» When a function is restricted...
— lts navigation bar content is removed.
— Access to the servlet is restricted.
— It takes effect immediately.

» Administrators with *SECADM special authority are automatically authorized to
administer settings for users and groups of users to which they have authority.

» These administrators can then grant other user profiles permission to administer
System i Access for Web functions.
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Controlling User Access

1Series Access for Web

* System i Access for Web ships ~ Policies
with default policy settings i

Frofle. *PUBLIC

*Default allows most functions to e o — s
be available to all users A 5240 i ntch b :

*Use *PUBLIC to set policies for
all users

*Strategy:

— Grant an administrator profile
access to all functions

— Deny access to all functions to d et
*PUBLIC B S
— Then allow specific

users/groups access to specific
functions
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Controlling Access - Setting policies (ontinueq)

| & woticies |

| e ESt Yew G0 Beoimais Too

Seormacrens B AL eene St7achen sssiect] » Do

Policies
iy Falde:
Specify the profile yeu want 1o edit
Print
| Mennages Erafile | trowse... |
Joks

|_Edit Palicies |

| vitas Work with the user profigiou ate suthorized to customize
| Cmrmmant

| Dawnbasd Work with the group prefiles vou are suthorized to customaze.

+ Praferances tme

pobicies from a file into iSeries Access for Web,

s for Web to o file

3.4.0.03-191,5122130
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Controlling Access - Setting policies (ontinueq)

& Policies -
Fle Edt View Go Bookmarks Tools Help
@ [0 w i WACustomizeListiaction=users] ¥ O =
Policies - User Profiles
1 My Folder
Messages Filter by: @erofile O Description
Jobs
5 28] P oA .
oahose Profile Description Action @ Actions:
Files ACBARRON Alma Carolina Barron Perez - GDL T/L 877-5656 2] 0] [@ H ]
— Zosl Edit policies
ACN Ali Nelsen 3-6874 (218 B . .
i ADSIERRA  Alma Delia Sierra/Mexico/Contr/ISM@IBMMX Zlosze= View all policies
E.“::F::[E; AGUEDA Agueda Martinez Hernandez Magro/Mexico/IBM@IBMMX ﬂd (@] View group membership
. AHANSON  Andrew Hanson 3-5571 21013 .
- Policies —
o AHOMIKE  Mike Aho/Rochester/IBMEIBMUS 7o View group members
- Sattings
s < w5l ..
et e ALE] Alejandro Bascuas/Rochester/IBM@IBMUS g @ COpy pOIlCIeS
ot ALICIAM Alicia Martinez Cruz/Mexico/Contr/IBM@IBMMX (210 @ @ [= R t lici
ALITEST ZIo@ eset policies
ANDREWS  Greg Andrews/Rochester/IBM@IBMUS (I8 B
Related Links: ANTARES  'Elias Ricardo Castellanos/Mexico/Contr/IBMEIBMMX  [2] [0 [
ARABIC Gilberte Martinez Cortes/Mexico/Contr/IBM@IBMMX (218 @
ATCLARK  Adam Clark, 3-3941 (218 @8
ATOMKO Ana Tomke Sanchez/Mexico/Contr/TBM@IBMMX (1231 [
BAZEY John Bazey (3-7108) (21 B
BEACH Mark Beach/Rochester/TBM@IBMUS (213 @
BECKYD Rebecca K Dimock/Boulder/[BM@IBMUS (218 B =
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Controlling Access - Setting policies (ontinueq)

& Edit Policies - Database ==
Fle Edt Vew Go Bookmarks Took Help
@ h myCompany. com /i NiACustomizeDatabase?profil v @ o
Edit Policies - Database
I My Folder
o Profile: DLB <:|
Print
e — Policy Derived From @ Action Setting
Jabs Database acoess  Shipped default Use current sefting ] | Allow [ )
5250 Database tab  Shipped default Use current setting ] [Show [» [>]
patabase Tables Shipped default | Use current setting  [w]| | Allow [ o
Files 3 }
Maximum  Shipped default Use current setting %] | 500 ™ [~
Command table rows
Download Table filter  Shipped default Use current setting  [%]| [FUSRLIBL Q
Customize Table filter s Shipped default Use current setting ()] | Allow [ o
« Preferences user
) preference
Insert Shipped default Use current setting ()] | Allow [ o
* Settings records into =
- Transfer configuration table
o Insert record Shipped default Use current seting [ o
columns
Update Shipped default Use current setting w] [allow [ ]
records in
Related Links: table
. Update Shipped default Use current setting ~ @
record
avigstor columns
nformation Quick view  Shipped default Use current setting ()] | Allow [ Q
table records -
Maximum Shipped default Use current setting ~] 1000 - (%)
quick view .
rows
Order Shipped default L e I a
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Example: Simple Database User

» The following screen shots step through setting the policies so a specific user only

has the ability to run preconfigured database queries to generate reports.

* This example shows

— the “Before” picture of what DB functions a user can perform with no customization of

System i Access for Web
the specific database policies to set to restrict our user named REPORT_MAN

— what general policies need to be set to restrict use of non-DB related functions by
REPORT_MAN

— The “After” picture of what REPORT_MAN can do

* When the policy is set, it takes effect immediately.

© 2008 IBM Corporation
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Example: Simple Database User - Before

Accessing the Database tab of System i Access for Web as user
REPORT_MAN

[(:_?i%lm Aeewss for Wi Database ===

G ot Vew Fgvoites Toos el o

Database

| My Faldar
Print Access database tables on your iSeries server with iSenes Access for web.

Messages

requests,
ligt.

- tmpart quary

and ftename actions
te

statements dynamica
Download put a5 a paged list or opular file format, like Microsoft Excel or Lotus 1-2-3. (Qutput format depends on how
o browser can lacate a plug-in type you choose.)
Customize 1 speahic to the cutout type.
Qthar
Comy data ta table - ) N . =
2] Done W Internet |
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Example: Simple Database User - Policies

* Policies - the starting point for customization of a specific user or group.
» This is a new browser session, where we signed on as an administrator.

| & rolicies =E )

B ESt ¥

| Policies

e the profile you want to edi

==

e 1dit Policies

Tides Work with the user profiles you are authorized to customize.
Command

wrher iew help for working with poficies
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Example: Simple Database User - Categories

» Determine which categories need to be restricted/modified.

| & poticies LoE
| e Edt Yew Go Bockmaks Took e |

L0 it ffmytenes. myCompany. com rebactess I ACustom e oS =REFURT_MAN | O 6o

Puolicies
ekl Profile: REPOR

Print

Hansages Action Categary Description

Tulrn 2
|sas0

Datahass
| i
| Command

| Durwnbad

| Contomize

Allewed

|
2l
]
£l
#|
#|
£
|
)
d
7
7|
7]
7
|

Allowed
= Allowed

+ Satrings
e Allewed
Heseages custom sestings,  Allowed

| other
Py FoMiaE Allowed
Priet custom sestings.  Allowed
Ralated Links: Sametime Allowed
Ocher Change phssward and cther miscellanecus cLBtEm SeIEnGE allowed
Vhirw currard policy ssttings for all catagore:

Widw current groun membershio for this user profile,
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Example: Simple Database User — Other

 Turn off the other non-Database functions. Set top level to Deny.
» Repeat for each category, other than Database

10
o]
El

[@ e potictes - 5250

Ble Bl gew 0o poskmaks  Jook  peb

@-H-50a

ttgs frytsenies.myCompoany. com fwebiccess,

Custome

500 e ~ELPCRT_MAN B

Q
¥ 8

| Edit Policies - 6260

Frofile: REPORT_MAN

Derived From & Setting
51 iy vl (A [ o
—— v e | <{mmmm o
Shipy W | Al [ L]
Promet when starting Shipped defouk w! [ves [w (7]
non-canfigured sessions
Shaw servar name in title Shipped defauk vl e w 9
Shew canfigured session Shipped defaul Ust current setting wl [ho [w (7]
name in vtie
Maimurn = crent saing [ )
imgs srrent setting | @
- Transfar senfigueation
srant sattir - @
Othar o P
Shipoed deaul Use current seing sl | User defaults -
defauks
Save settings 35 user defauts Shipped defaut v | alow ]
& from user Shipped defaul Ut curant settng ol [ Alerer (30 [7]
Shipped defout | Use cument settng [l [ ABow [ o
Shipped defauk Use current setting s | alaw (v Q
sive session settngs  Shipped d vel | e [ 9
Bypass pgnen Shipped defaul | [ aBow [w @ »
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Example: Simple Database User

« Allow access to Database function.
» Set Tables policy to Deny.

| '@ rdit Poticies - Database |
Ble Gt Yew Go Bookmerks Toob Heb

> HO0

i S eries myCompany. com Wb access W ACL S L=

| Edit Policies - Database

Frofile: REPORT_MAN

Policy Derived From @ Action @
Cratabase sccess  Shipped defaul » 9
Catabase tab  Shipped default - (7]
Prafile settag - 7]
Shipped defaut - (7]
Shipped defau - 7]
Shipg ~ ~ (7]
S defau am
o eoed defa ~ orm [ 7]
- Transtur configuration
Other |n|;e—. record  Shipped defaul » (7]
Upsdate d default Use current sefting | Alow (w (7]
records in
e table
Updata Use corrent selting (a0 7]
zolumes
Shigped defaut [ g w orm [ 7]
Shuped dedaut Use current setting  |a) | 1000 - e
daige e cruccant salti M a >
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Example: Simple Database User

» Only allow the user the ability to run a saved DB request (Run request)

(\i Edit Policies - Database
fle o G0 (Qookmarks
G- P-SFO0D

Raquasts

Tooks o

e

Run requast
Copy request

Delete
request
Rename
request
Ldit requast

Save request

List request
ehart

Create
request
eharty

Copy request
shartcut
Delete
request
shartcut
Rename
request
shartcut
Reguest list
columns

Run SGL

requests

flun statements

ather thas

query

Copy data to

Eable

Create naw
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iSeries.myCompany. comfwebacoess/

Shipped default

Shipped default

Shipped default
Shipped default

Shipped default
Shipped default

Shipped default

Shipped default

Shipped default

Shipped default

Shipped default

Shipped default
Shipped defaull

Shipped default

Shipped default

Shipped default

setteng

Use cur

atting
Usé currént setting

Use current setting

Usé current setting

Use cur

e setting
Usé currént setting

Use current setting

Use current setting

Use current setting

Use cur

settng

Use current setbng

Use cur

settng
Use current seting

Use current setting

Use current setting

Use cur

e setting

w | Al
w| | Allew
w| | Deny
w| | Deny
w| | Deny
w| |Ceny
w| | Deny
w| | Deny
w| | Deny
w| | Deny
w| | Deny
w| | Deny
w| | Deny
w| | Deny
sl | Allew

=
™
-
=

)

ACustomizeDatabose Torodke <REPORT Man

<=

=@

| @ G
o -
@
o
(7]
o
@
o
o
7]
7]
L]
@
L]
o
L]
@
@
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Example: Simple Database User

» Turn off the ability to perform the remaining database functions

» Save the changes

(@ vt Policies - Database |
Fle Edt Yew Qo Bockmarks

¢ »-80D

Took  Hel

Request kst
eolumng

12 tables
Replace data
in tables

# request

Impart quary
Exiract server
sbject data
it
connection

w help for editing

Pt imeSeres myCompany .

Shipped default
Shipped default

Shipped default

Shipped default
Shipped default
Shipped default
Shipped default

whipped default

Shipped default
Shipped default

Shipped default

Shipped default

Apply |

policies.

Use current setting

Ues surrant satting

Use current setting

Use current setting

Use current selting

Use current setting

Use current setting

Use current &
Use current selting

Use current setting

Use cusment setting

Ma

|_cotumns... |

[

Ceny [

Beny [
Allaw
Allgw [
Allaw
Ceny [
Cany [

Deny (v

1BM Teolben for Jave

Deny (v

Deny

Lo

g

@ 90O 0200 OO0 OO O
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Example: Simple Database User - Completion

» The user can now only run the DB queries they have been given.

€] My Requests g@

ple  Edit View Faverites Tools Help ,','
Gﬁack ] Iﬂ E'I 0| J ) search 7 Favarites P Media ) i H - 8 2
diress | http: fjmyiSeries. myCompany. com fwebaccess fWADbRequests?page=1 v| B e

report_man

ccess for Web

My Requests

Database
- My raquasts 1 a
Request Description Action @ Shortcut Created By Access
Accounts receivable  Who owes us money E3) Yes dlb report_man
Find employee record [&] Yes dlb *PUBLIC
Low inventory Items below inventery threshold  [%] Yes dlb report_man
Weekly production Preduction numbers for the week [%] Yes dib report_man
[ Lr]
v
&] Done 4 Internet
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User Preferences:
Users can set their own Preferences
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User Preferences

» The Preferences function allows users to customize System i Access for Web
settings to meet their needs.

» By default, all users are allowed to modify their preferences.
» Preferences are a subset of the complete list of available policy settings.

» Users can set the following types of preferences
— Column inclusion and ordering for functions that display output in columns.
— Number of rows per page to display on output.

Show or hide navigation bar tabs.

Preferred language and character set.

— And more

* Restricting access to Preferences
— Administrators can deny specific users or groups from accessing their preferences.
— This is controlled by the "Edit preferences" policy.
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Example: User Preferences, Printer output

» The following screen shots step through setting a user preference for Printer
output.

* This example shows
— the default printer output page for user BASIC_USER.
— what settings the user can modify to change the printer output page output.
— the printer output page after user BASIC_USER modifies the preferences.

* When the policy is set, it takes effect immediately.
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Example: User Preferences, Printer output ot

 The printer output display defaults with many columns of information.

[w?rﬂnmnm:
Fle Cdt Yew Fgvortes Tooks Help

Favsctee @weas ) (- 1L

ASpsanage s | v B

Printer Output for basic_user

[ L]
File User Creation Pages Jab File
HName Dl ime Per Copy Coples Status  Action L] User Job Hame mber Humber ©
qPOSPAIE ] t Ready [J[[)£) M Basic_usEr gra 2 10
QPOSPSTS 1 e - 01 ] easic_user QPADEVEOOG 563153
1 L]

utput Gesues

Ressages
Jules
5230
Dstsbase
== ity Actire:
[
Download  With action to hold, release or print the specified spocked file next. There are siso iniks available that will allow
Customize e
e autpet 1o ansther printer
autput ta ansther cutput queus
cutput to sncthar servar (SNDTCPEPLE)
er sulpul altributes (CHOSPLEA)
Reloted Link o Copy printer output to database file (CPYSPLF) -
< >
2] tore

@ et
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Example: User Preferences, Printer output .o

* Click on the Customize tab to work with Preferences.

(@ proterences

Be Edt Yew Fpories Joos Hep

Preferences
| vy Faldar
o Action  Categary
Massages # 5250
]
Fi
]
Ed
| Iregrated file system and file share custom settings.
rd General Page laycut, language and character st oustom settings.
r Jabs Work with 1085 SUSTOm Setings.
;‘ Mail
rd Messages Display messages, send messapes, and MESSaQe QUELE CUSIOM Sethngs.
,' My ok
rd shares and output queus custom settings.
f‘ Lotus Sametsne 5.
# Change password and cther miscellanecus custom settings.
Vetw currant prafecence settings for all catages
Vitw help for working with preferences.

&) oo seternat 1
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Example: User Preferences, Printer output coninues

* AFTER: The printer output display now only has a few columns.

| &1 printer Output e
Ble Edt Vew Fgvortes Tods Heb i

Qus- © [ @G P o @ @ 3-LF-LJO B

it miSeries myComnany com eehazeess i ASpeal | Bl

Printer Qutput for basic_user
! My Foldar

[ L]

File ame. pages per opy status Acton @ < (T

 ready [ [0

QFOS

Thar #n ke that will
t attribu PLF
o Copy printer outpol to databa il (CPYSPLF)
edt + Vew
- Use the View action to view the printer output -
&) e @ it
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Policy Tools for Administrators
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Policies and Tools

* Import/Export policy settings
— Pick a user or group for export

« Transfer configuration data from one user to another
— Move and copy operations supported for:
» 5250 sessions and macros
+ Saved commands
» Database requests
* My Folder items
» Policies

© 2008 IBM Corporation

89

Transfer Configuration Data

& Transfer Configuration Data

File Edit View Go Bookmarks Tools Help
& - - & [ ntp Company.comfeb: WATransferCfg

iSeries Access for Web

Transfer Configuration Data
1 My Folder

Profil.
prine rofiles e
Mescages
5250
Action to Perform Q
Database
@ copy
Files o
Command Move
Download Data to Transfer )
o)) cemeemize Ds250 sensions
- Prafarances
— 5250 macros
- Settings [ commands
N - Transfer configuration O patabase requests
Other O rolder items
Cralicies
Related Links o Transfer Data

ator
mation

onfiguration data.

iSeries | Service

© 2008 IBM Corporation

5.4.0.05-191.5122130

90




Page customization

© 2008 IBM Corporation 91

Home Page Customization

+ A default home page is displayed when the iWAHome servlet is invoked.
— http://[<mySystem.myCompany.com>/webaccess/iWAHome
— It's a starting point to highlight functions.

— It's an example of how to build your own home page or pages that access System i
Access for Web functionality.

» The Customize function allows you to replace the default home page.

+ Default home page replacement can be done for all users (*PUBLIC), or
can be changed for only certain users and/or groups of users.

* Great article - example
— "Build a quick and easy Web site with System i Access for Web" - Janet Weber
— http://www.ibm.com/servers/eserver/iseries/access/pdf/build_website_article.pdf
— iSeries 400 Experts Journal
— Updated Oct 2006 in System i News - ‘Tailor System i Access for Web’
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Template file customization

» System i Access for Web has a default look for it functional pages.
— This look is controlled by a template file and cascading style sheet.

» The template file has sections to specify
— Header/footer areas of functional pages.
— Where System i Access for Web content is placed in the page.

» The Customize function allows you to replace the default template file.

* Default template file replacement can be done for all users (*PUBLIC), or can be
changed only for certain users and/or groups of users.
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Edit Policies: specify home page and template files

& Edit Policies - General [iSeriesD.DFW.IBM.COM] - Mozilla Firefox (=[]
Fle Edt View Go Bookmarks Tools Help

@- - @ E/.\[ http: fiseriesd.dfiv. bm. com webaceess ity ACustamizeGeneral?profle =LHIRSCH ¥| ® co |[CL

[T BluePages (B 0S5C Level 1 page “5F Teamsite [ iSeries Access Home [ ] Index of fip://ftp.co... || Page NotFound (&3] Rochester SiteNews [ | Think Federal Credit...

User: llhirsch  System: iSeriesD.DFW.IBM.COM

i1Series Access for Web

Edit Policies - General

21 My Folder
erofile: LLHIRSCH
Print
Messages Policy  Derived From @ Action @ Setting
Jobs Home pags  Shipped defaut Use current setting  [v] [/QIBM/ProdData/Access/Web2/htmi/hamepage.h
ile .
5250 . o
Template Shipped default Use current setting w| /QIBM/ProdData/Access/Web2/htm|/webaccess.h
Database HTML file
Files Main pege  Shipped defaul: Use current setting [ [/QIBM/ProdData/Access/Web2/htm|/overview.htr]
Command e
Home page  Shipped default Use current setting w| | Allow [+
Download )
Customize Template Shipped default Use current setting [v] |Allow [»
- Praferences Navigation Shipped default Use current setting | | Allow [+
- Policias Relsted  Shipped default Use current setting (] | Allow [s
- Settings links =
< >

Done
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Special tags

» Within the home page and template .html files, special tags are used.

— When these tags are encountered by the System i Access for Web code, they are replaced with the
appropriate content.

» Special tags... Replaced with...

— %%CONTENT%% functional content for the page, separates the
header/footer

— %%include section=file% % HTML section/fragment to include

- %%MENU%% navigation bar

— %%STYLESHEET%% default style sheet

— %%STYLESHEET_CLASSIC_COLORS%% default style sheet prior to V5R4

— %%TITLE%% title of the page

- %%SYSTEM%% name of iSeries being accessed

- %%USER%% i5/08 user profile used to access the server

— %%VERSION%% version of System i Access for Web

* For detailed information on these special tags
— V5R4 System i Access for Web Info Center

« Connecting to iSeries->System i Access->System i Access for Web->System i Access for Web in a web
application sever environment->Customize System i Access for Web->Default page content->Home
page

© 2008 IBM Corporation 95

Home Page default — iWAHome servlet
http://<system>/webaccess/iWAHome
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Home Page customization — iWAHome (another example)
» Custom home page - http://iseriesd.demos.ibm.com/webaccess/iIWAHome
— Refer to chart 6 for info on how to access this sample

x
| B £ vew Fgertes Tok pen 'ﬁ

| dross | petpari <csystorspwabacessivwaricme B

Access for Water i

Services This Week's Special Site Support

Your comments are wrportant 1o uws, Flease lot ug
T  you have any questans or & we can help
ou in ary way. Address your message to uger
BOATHELF. Zend or s meseags

Weather Conditions

Ieit a great day for boatmg? Check cut today's
forecast.

Beautsfilly mumtamed 28 foot 1978 Cazver Simta Cruz
For only £23 500 Head and galley refurbished n 2001
Crily 31 hotars on complesely rebudt motar Chek hece to
see this boat crinsmg the seas

Cireat Dieals

For thaze bargain conacions amang yeu, we have a large
selection of new and slightly used boats for umder
£75,000. Whether you are plarming on sailing in your
backyard pond or nawgating the maghty Mississippi we
can meet your wants, needs, of desires

dersly priced boats

View sur selecton of
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Home Page/Template Customization Example (continuea)
» Custom template
1 Quick View of BOATS.BOATS M=%
Fie Edt Yew Fguorites Jools  Heb #
Qe - © - (2] [B) €@ Psower Foreoms @ @ (- 5030 B
for Water =

Current Orders
Mz beM e

BIYPE BNAME BFEETBYEAR RCOST BNTOL BNTO2

[} Poole Bom Co 0 1979 1000000 -Located in 5. Diego, CA ~Twin Detroit diesels.
Abaminam

P Carver Santa 28 1978 23900 -Constructed of fberglass. -Single Chevy 350 gas engine, 150 hp. Fre:
Cruz water cooled,

P Mako 19 1989 13000 -Located in Anacones, WA -Great fisking boat
Sportficher

P Monk 36 1936 19900 -Built of mahogasy, cak, and cedar. ~The 130 hp power plant is a single, Chrysh
Bridgedeck ol diesel
Cruiser

P Meoak: 34 1985 55000 -Double planked cedar on cak frames. -The 165 hp power plant is a 1983 V& Det
Flybridge Sedan Eesel

P . 0 1996 1975000 -Located in Stuart, FL -Monthly payment.
Marine Custom

-3 Bill Garden 36 1953 27500 -The bull is 1/8' caravel cedar planked atep 1 and the deck is cedar planked with tar seam

< Schooner 147 % 1 1727 aak frames "
] pone D erer
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iWAHome - structure

http://<system>/webaccess/iIWAHome W;

Homepage file

common_homepage.html

Defines content, layout, images, links to be

J

V .. ‘-_.“ = ,

[T elcome to iSeries Access for Web

o L
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displayed when the iWAHome servlet is
invoked in the browser.

A r

Image files
images/s06common.gif
images/iwa_navCorner.gif )

Cascading Style Sheet file\

common_styles.css

Defines the colors, fonts, font sizes for
the various elements in the .html files. )

99

iWA servilet Template - structure

http:/<system>/webaccess/iWASpool |

J <

Homepage file

common_homepage.html

Defines content, layout, images, links to be
displayed when the iWAHome servlet is

_ invoked in the browser. )
4 3 ™\
Template file

common_template.html

= B
S8

.. L S

Sime By CanT i e Eopy e Biriee Artian ©
. nom o

DEw oo
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Defines the header, content, footer
g on all other servlet pages. Y,
A A

Image files
images/s06common.gif
images/iwa_navCorner.gif |

Cascading Style Sheet fiIe\

common_styles.css

Defines the colors, fonts, font sizes for
the various elements in the .html files. )
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For a step-by-step example of how to customize the Home page and Template files:

ftp://ftp.software.ibm.com/as400/products/clientaccess/win32/presentations/2008_common_webcast/iAW_customize_home_page_charts.pdf

— Customizing policies to use different home page and template files
— Adding a different image as header, changing the footer

— Updating the cascading style sheet
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NOTES: If using WAS Network Deployment

 For the WebSphere Application Server Network
Deployment environment

— WebSphere v5.0/5.1 Base Edition must be installed e

— WebSphere v6.0 Base/Express Edition must be
installed

— System i Access for Web does not support WebSphere
instances/profiles that are federated to the WebSphere
Network Deployment environment

© 2008 IBM Corporation 102




Trademarks and Disclaimers

© IBM Corporation 1994-2008. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.

Trademarks of International Business Machmes Corporation in the United States, other countries, or both can be found on the World Wide Web at
http://www.ibm ml.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered
trademarks of Intel Corporation or its subsidiaries in the United States and other countries.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.

IT Infraslruc(ure Library is a registered lrademark of the Central Computer and Telecommunications Agency which is now part of the Office of Government Commerce.

ITiLisa and a regi: community of the Office of Government Commerce, and is registered in the U.S. Patent and Trademark Office.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

Other company, product, or service names may be trademarks or service marks of others.

Information is provided "AS IS" without warranty of any kind.

The customer i are p as ions of how those customers have used IBM products and the results they may have achieved. Actual
environmental costs and performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly available sources and does
not constitute an endorsement of such products by IBM Sources for non-IBM list prices and performance numbers are taken from publicly available information,
including vendor annot and vendor IBM has not tested these products and cannot confirm the accuracy of performance, capability, or
any other claims related to non-IBM products. Quesllons on the capabll\ty of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Some information addresses antici future il Such il is not intended as a definitive statement of a commitment to speclfc Ievels of performance,
function or delivery schedules with respect to any future products. Such commitments are only made in IBM product annour The is here
to communicate IBM's current investment and development activities as a good faith effort to help with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any
user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage
configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements
equivalent to the ratios stated here.

Prices are suggested U.S. list prices and are subject to change without notice. Starting price may not include a hard drive, operating system or other features. Contact
your IBM representative or Business Partner for the most current pricing in your geography.

Photographs shown may be engineering prototypes. Changes may be incorporated in production models.

© 2008 IBM Corporation 103




