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Part 1:
Installation and Configuration
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First you need a web-serving environment
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Pieces of the web-serving environment

* HTTP Server (powered by Apache)

— Front door for your system into your web serving environment

— HTTP/HTTPS (SSL)
Listens for web requests on a specific TCP/IP port

— Routes web requests between an end-user browser and a web application sever
* Web application server

— WebSphere Application Server

— Integrated Web application server

— Provides a java virtual machine environment where web applications run
* Web application

— System i Access for Web

— Provides specific function that users access using a web browser

— Deployed/installed within a web application server
» WebSphere Portal/Workplace

— Web application deployed to WebSphere Application Server

— Provides environment in which portlets are deployed and run.
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Supported Web Application Servers
System i Access for Web servlet code can be  System i Access for Web portlet

used with any of the following web application code can be used with any of the
servers: following portal servers.

V6R1 System i Access for Web

= Integrated Web application server V6R1 System i Access for Web
= WebSphere® Application Server V6.1 and V6.0 — Express for = WebSphere Portal for Multiplatforms V6.0
i5/08 o « WebSphere Portal for Multiplatforms V/5.1.0.1
= WebSphere Application Server V6.1 and 6.0 Base and Network
Deployment

V5R4 System i Access for Web

* Integrated Web application server V5R4 System i Access for Web

= WebSphere® Application Server V6.1 and V6.0 — Express for = IBM Workplace Services Express V2.6 (V5R4
i5/0S iSeries Access for Web)

= WebSphere Application Server V6.1 and 6.0 Base and Network IBM Workplace Services Express V2.5

Deployment WebSphere Portal for Multiplatforms V6.0

WebSphere Application Server V5.1 - Express for iSeries WebSphere Portal for Multiplatforms V5.1.0.1
WebSphere Application Server V5.0 - Express WebSphere Portal Express for Multiplatforms
WebSphere Application Server V5.1 and 5.0 Base and Network V5.0.2

Deployment Editions WebSphere Portal Express Plus for

ASF Tomcat Multiplatforms V5.0
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Performance...???

* Does running System i Access for Web affect performance?
— Products like System i Access for Web don't put much load on i5/0S...

* How does the web application server affect performance?

— If you have an older, under-powered System i, then performance may not be good...if you have a
newer, bigger System i, then performance won't be an issue (unless you already are running your
System i at maximum capacity).

— Use the IBM Systems Workload Estimator to see what performance will be if WAS is added to your
System i at: http://www-912.ibm.com/wle/EstimatorServlet

— There is a Workload Estimator for WebFacing Workloads. System i Access for Web will be similar
(depending on what functions of System i Access for Web are being used).

* Fine-tuning your web application server
— If performance is not as good as expected, look in the WebSphere Information Center

— http://publib.boulder.ibm.com/infocenter/wasinfo/v6r1i/index.jsp?topic=/com.ibm.websphere.base.iseri
es.doc/infol/iseries/ae/welc6topinstalling.html

© 2008 IBM Corporation 7

Performance Considerations...

Use the IBM Systems Workload Estimator at
http://www-912.ibm.com/wle/EstimatorServlet
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Setting up your web application server

DMZ = demilitarized zone

(&

)/

-
&

HTTP
or
HTTPS

Firewall

Running here:
* HTTP Server

* WAS, Integrated Web
App Server, Tomcat

Systems
users
actually
accessing

Install Access for Web
(RSTLICPGM)

System i Access for Web
- use the “Target Server”

parameter

Only need to set up 1 web application server
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Port Requirements Comparison

System i Access for Windows
(5722-XE1)* (5761-XE1)

* Port 449 for Port Mapper

» Port 8476 (9476) for Sign-on

» Port 8470 (9470) for Central

» Port 8472 (9472) for Data Queues
* Port 8471 (9471) for Database

* Port 8475 (9475) for Remote Commands
* Port 8473 (9493) for Print

* Port 2001 (2010) for Web Admin

* Port 446 (448) for DDM

* Port 23 (992) for Telnet

* Port 137, 138 for NetServer

* Port 389 (636) for LDAP

* Port 5555 (5566) for Mgmt Central
« Port 53 if using DNS Server

System i Access for Web
(5722-XH2) (5761-XH2)

* Port 80 (or any other port) for
HTTP Server

* Port 443 (or any other port) for
HTTPS Server

*See Information APAR 1112227 for detailed information
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Hardware/Software %o,
Requirements T
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Client Browser Requirements

* These browsers have been tested with  * These browsers have been tested

V6R1 System i Access for Web: with V5R4 System i Access for Web:
— Firefox 2.0 (Windows® and Linux®) — Firefox 1.0.2 (Windows, Linux)
— Internet Explorer 6.0 with Service Pack — Internet Explorer 6.0 with Service Pack
1 (Windows) 1 (Windows)

— Internet Explorer 7.0 Windows) Opera 7.54 (Windows, Linux)

— Mozilla 1.7 (Windows, Linux, and Mozilla 1.7 (Windows, Linux, AIX)

AIX®) Other browsers that support the current
— Opera 9.2 (Windows and Linux) HTTP and HTML specifications should
work, but have not been tested with
System i Access for Web.

Set browser to allow 'Cookies'

— System i Access for Web requires that the web browser allow cookies. Set the
cookie configuration option to allow cookies.
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i5/0S Software Requirements

Product
Number Product Name Option $
5722-SS1 V5R4 System i Access for Web: V5R3 or V5R4 i5/0S Base wW/HW
5761-SS1 V6R1 System i Access for Web: V5R4 or V6R1 i5/0S
57xx-SS1 i5/0S - Extended Base Directory Support 3 N/C
» 57xx-SS1 i5/0S - AFP Compatibility Fonts 8 N/C
57xx-SS1 i5/0S - Host Servers 12 N/C
57xx-SS1 i5/0S QShell Interpreter 30 N/C
57xx-SS1 If you plan to use Secure Sockets Layer (SSL)... N/C
« i5/0S Digital Certificate Manager 34 N/C
«  Cryptographic Service Provider 35
57xx-DG1 IBM HTTP Server for iSeries Base N/C
57xx-JV1 Developer Kit for Java Base N/C
Developer Kit for Java Version 1.3 5 N/C
Developer Kit for Java Version 1.4 6 N/C
Developer Kit for Java Version 5.0 7 N/C
J2SE 5.0 32 bit s
(Check WebSphere doc for required version)
57xx-JC1 Toolbox for Java Base N/C
57xx-TC1 TCP/IP Connectivity Utilities for iSeries Base N/C
Note: xx = “22” for V5R4, “61” for V6R1
© 2008 IBM Corporation 13
i5/0S Software Requirements (continued)
Product Number Option $
Product Name
57xx-XW1 System i Access Family Base $
57xx-XH2 System i Access for Web Base part of XW1
* Ships with 57xx-XW1 iSeries Access Family
* V5R4 System i Access for Web runs on i5/0S V5R3 and V5R4
* V6R1 System i Access for Web runs on i5/0S V5R4 and V6R1
5722-1P1 IBM Info Print Server Base $
(Optional -- enables best PDF output but is not required to view PDF output)
Note: xx = “22” for V5R4, “61” for V6R1
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i5/0S Software Requirements (continued)

Product Number Product Name Option $

One, or more, of the following web servers

5733-W61 WebSphere Application Server V6.1 for i5/0S (all three editions)

5733-W60 « WebSphere Application Server V6.0 for OS/400 (all three editions) See
5722-E51 *  WebSphere Application Server V5.1 - Express for iSeries documentation
5733-W51 « WebSphere Application Server V5.1 for iSeries (Base and ND)

5722-IWE +  WebSphere Application Server V5.0 - Express for iSeries

5733-WS5 « WebSphere Application Server V5.0 for iSeries (Base and ND)

57xx-DG1 « integrated Web application server

« Apache Software Foundation Tomcat

WebSphere Portal for iSeries (Express and Express Plus) V5.0.2.2
WebSphere Portal Enable for Multiplatforms V5.1.0.1

WebSphere Portal V6.0

IBM Workplace Services Express V2.5, V2.6

¥ * % %

Note: xx = “22” for V5R4, “61” for V6R1
Refer to the documentation for the individual web serving environments additional requirements that may not
be listed above.

— WebSphere http://lwww.ibm.com/systems/i/software/websphere/index.html/
— Portal V5.0.2.2 http://publib.boulder.ibm.com/pvc/wp/502/smbi/en/InfoCenter/index.html
— Portal V5.1.0.1 http://publib.boulder.ibm.com/infocenter/wp51help/index.jsp
— Portal V6.0 http://publib.boulder.ibm.com/infocenter/wpdoc/vér0/index.jsp
— Workplace V2.5 http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp
— Workplace V2.6 http://publib.boulder.ibm.com/infocenter/wseic/v2ré/index.jsp
— ASF Tomcat http://www.ibm.com/systems/i/software/http/index.html/
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System i Hardware Requirements
Models/Processor features/Memory

Refer to the web application server documentation to determine what server models, processor
features, and the memory requirements are for your web serving environment

— WebSphere Application Server

« http://www.ibm.com/systems/i/software/websphere/index.html/
— ASF Tomcat

« http://www.ibm.com/systems/i/software/http/index.html/
— WebSphere Portal Express/Express Plus for iSeries V5.0.2.2

« http://publib.boulder.ibm.com/pvc/wp/502/smbi/en/InfoCenter/index.html
— WebSphere Portal V5.1.0.1

« http://publib.boulder.ibm.com/infocenter/wp51help/index.jsp
— WebSphere Portal V6.0

« http://publib.boulder.ibm.com/infocenter/wpdoc/v6r0/index.jsp
— Workplace Services Express V2.5

« http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp
— Workplace Services Express V2.6

« http://publib.boulder.ibm.com/infocenter/wseic/v2r6/index.jsp

Server disk space Software product
- 470MB V5R4 System i Access for Web
- 365MB V6R1 System i Access for Web

© 2008 IBM Corporation 16




System i Access for Web
- Web Serving Environments
Supported

© 2008 IBM Corporation

3 Options for setting up the
Access for Web environment

1. Integrated Web application server
— Simplest to set up
— Preconfigured HTTP web server
— User created instances

2. Express Runtime Web Environments
— All components provided in a single package
— Greatly simplifies the complexity of the environment
— Most automated
— Running web environment when installation completes
— Desktop icon linking to the deployed web environment

3. Step by Step
— Greatest flexibility
— Choice of WebSphere Application Server version
— May already have components on your system

© 2008 IBM Corporation




1. Integrated Web Application Server

— Simplest to set up
— Preconfigured HTTP web server
— User created instances

© 2008 IBM Corporation 19

What is it, does System i Access for Web support it?

» What is the i5/0S integrated * How is it packaged?

Web application server? — With i5/0S
— A web application engine much — 57xx-DG1 IBM HTTP Server for i5/0S
like ASF Tomcat — Available in PTF package/group
— Uses minimal system resources, « V6R1 GA Cumulative PTF package

similar to ASF Tomcat
— Minimal effort by an
Administrator to maintain

— Administrative instance with .
preconfigured HTTP web server * System i Access for Web support

* V5R4 SF99114 latest available level
* V5R3 SF99099 latest available level

— User created instances — V5R4 System i Access for Web supports
— \V5R4 is the last release i5/0S only the Administrative instance
will contain ASF Tomcat — V6R1 System i Access for Web supports

* Administrative instance
» User created instances
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To use System i Access for Web in this environment

Administrative instance and preconfigured HTTP web server

1. Stop the Web Administration for i5/0S
ENDTCPSVR SERVER(*HTTP) HTTPSVR(ADMIN)
2. Load/apply latest PTFs (review cover letters for any additional information)
*  V6R1 GA cumulative PTF package
+  V5R4 SF99114 group for product 5722-DG1
V5R3 SF99099 group for product 5722-DG1
3. Load/apply latest System i Access for Web PTF
+  V6R1 SI29664 or later
* V5R4 SI29607 or later
4. Configure System i Access for Web
+ QSH
» cd /QIBM/ProdData/Access/Web2/install
» cfgaccweb2 —appsvrtype *INTAPPSVR
5. Start the Web Administration for i5/0S
+  STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

6. Start preconfigured HTTP web server
STRTCPSVR SERVER(*HTTP) HTTPSVR(IWADFT)

7. Open a browser to System i Access for Web using preconfigured HTTP port
* http://>system_name>:2020/webaccess/iWAMain
8. Donel!
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To use System i Access for Web in this environment

User-created instance and HTTP web server (requires use of V6R1 System i Access for Web on
V5R4 or V6R1 i5/08S)

1. Load/apply latest PTFs (review cover letters for any additional information)
V6R1 GA cumulative PTF package
V5R4 SF99114 group for product 5722-DG1

2. Load/apply latest V6R1 System i Access for Web PTF
V6R1 S129664 or later
3. Start the Web Administration for i5/0S
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)
4. Use the Web Administration for i5/0S wizard to create an instance of the integrated Web
application server and an HTTP web server.
http://<system_name>:2001/HTTPAdmin
5. Configure System i Access for Web
QSH

cd /QIBM/ProdData/Access/Web2/install
cfgaccweb2 —appsvrtype *INTAPPSVR —instance <instance_name>

6. Start integrated Web application server and HTTP web server using the Web Administration
for i5/0S interface.
*  http://<system_name>:2001/HTTPAdmin

7. Open a browser to System i Access for Web using HTTP port you specified
* http://>system_name>:<port>/webaccess/iWAMain

8. Done!
© 2008 IBM Corporation 22




Integrated Web application server

Questions regarding the integrated >
Web application server option?
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2. Web Enable Feature — Express Runtime
Environment

All components provided in a single package

Greatly simplifies the complexity of the environment
Most automated

Running web environment when installation completes
Desktop icon linking to the deployed web environment
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What is the problem?

The complexity of the web-serving environment
— Several parts/pieces to install
— Can be challenging to configure all the parts/pieces

Application
Development

Multiple
installations

Complex and
manual
configuration

Integration
required
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What is the solution?

« Put all the parts/pieces into a single package ( ' ' \
— Middleware components T S—
* HTTP web server i
» WAS Express 6.x Eif WebSphere

Application

+ System i Access for Web a8
erver - Express

* PTFs are included

System i Access
for Web

— Sample applications — modernizing an RPG
application (flight400) using the following
technologies:

+ HATS, WebFacing, Web Services

— First Steps

» Web page with links to System i Access for Web,
Samples, web administration, Information

Getting Started Document
— Deployment help text - Solution Package

Product licenses \ L j
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What is the solution? (continued)

» Make the package easily deployable

Easy to use wizard run from Windows workstation

Middleware is uploaded, installed/configured

System i Access for Web is set up

Sample applications are set up

FirstSteps webpage is deployed

Web-serving environment is ready for immediate
use

— Desktop icon to FirstSteps web page

© 2008 IBM Corporation

IBM HTTP Server

WebSphere
Application
Server - Express

System i Access
for Web

Solution Package

=

/
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Target Audience

* i5/0S customers and partners

— Anyone wanting/needing a simple way to setup web-serving on their i5/0S

* Users of the following:

— System i Access for Web — end user web browser access to i5/0S resources

— WDHT / HATS / WebFacing applications

— J2EE web applications (JSF, JSP, servlets, EJBs, etc)
— SOA applications (web services, including RPG/COBOL integration)
— Demo of an application modernized using SOA, HATs and WebFacing

* Partners

— Modify a similar solution to include their applications

* Obtain SAT and source from PartnerWorld
« Rebuild solution to include their application

© 2008 IBM Corporation
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Can also be ordered separately

Packaging/Ordering

— No-charge feature of 5722-WE2 Web

Express Runtime Web Environments Enenentiop SioS

g;éﬁ_wgg « Order feature 5905 for CDs
- « Order feature 5906 for a DVD
— V5R4 i5/0S

5722-WE2 VIR1MO = WAS 6.0.2.9 & V5R4 System i Access for Web
5722-WE2 V1R2MO = WAS 6.1.0.11 & V5R4 System i Access for Web

— V6R1i5/0S
+ 5761-WE2 VIR1MO =WAS 6.1.0.11 & V6R1 System i Access for Web

Ships with all i5/0S orders
* V5R4 — ships CDs, DVD is orderable
* V6R1 - ships DVDs
+ All media contained in a single shrink wrapped package

— Packaged along with WebSphere Application Server - Express product CDs
» Label on package identifies the two products and their purposes
* Products identified on media labels
* Look for DVD labeled: Express Runtime Web Environments V1R1, contains everything you need
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Installation/Setup Process

* Read the ReadMe packaged with the  + Deployment wizard complete

product
— Verify requirements for Windows workstation — Click desktop icon named
and i5/0S system Web_Enablement_Environment_V5R4MO0
. . or
* From a Windows workstation, launch Web_Enablement_Environment_V6R1MO
the deployment wizard
— Provide credentials — FirstSteps webpage provides links to web
- environment, System i Access for Web, sample
— Specify i5/0S system to deploy applications y P

— Name the HTTP web server, WebSphere

profile/application server, ports — Administrator can then distribute web browser

— Optionally a backend i5/0S for System i Access URL to users
for Web to connect

» Deployment wizard runs — GO LICPGM will list

Pushing middleware from workstation/media to + 5733-S01 Base Express Runtime Web

) Environments
th t
e i5/0S sy-s em . * 5733-SO1 1 Web Enablement Environment
— Installs/configures middleware

— Install/configures System i Access for Web,
sample applications, FirstSteps web page

— Creates desktop icon on Windows workstation
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Demonstration

Launch the wizard. Deploy the web environment and create the
desktop icon to the FirstSteps webpage

¥ z@ |~ Web Enablemant Environment
SelectTasks
Select the tasks to deploy.

+Welcome

¥ Select Tasks

[] Wb Erablmmant Trfronmsed

Enablement 0 105 Fratem

[ reate Cestup icon
Eelct Ihis LISk 1 Cresti 3 desHop Kon It ks 1 e Web Enablement Emirnment
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Demonstration (continued)
Name of i5/0S system to deploy the environment to

=% Web Enablement Environment

Web Enabl

ielcome Prowide the host name or IP address for the target computer whers yiou want
Select Tasks to deploy Web Enablement Environment,
Operatng Sysiem (SA00 EO%s)

B Provide @ wser ID 300 PRSSWORD With A0ministrathve prodleges for the target computer

Tar

userio: DouE

Pagsword Trrsarares|

[1ve Bhis login infarmation

T cannactions
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Demonstration (continued)

Name the HTTP web server and it's port
Name the WebSphere profile/app server and it's port range

[ Deplopment Wizard PR

|Fe Em vew Hee

o) =@__ﬂ ~3 Web Enablement Environment

(Configure Parameters - HTTP and application server names and ports

AL Provide i for Web E Required
wSeleet Tasks parameters ane marked with an asterisk
+ Specify Targets Typical

= HTTE sorr name MYHTTRSVR

* HTT server pont 10000

* Agplication server name MYAPPSVR

= Application sorer starng port 10001

< Back [ o=
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Questions regarding the

Express Runtime Web Environments
option?

© 2008 IBM Corporation 34




3. Step by Step

© 2008 IBM Corporation

» Greatest flexibility

» Choice of WebSphere
Application Server version

* May already have components
on your system

35

Formula for successful setup and configuration

You need to do the following in this order:

1. Decide what web application server
environment to run

2. Install System i Access for Web on your
i5/0S system

3. Verify, load, apply any additional PTFs
— Cumulative PTF package
— WebSphere, HTTP web server for i5/0S,
integrated Web application server
— System i Access for Web

4. Setup web-serving environment
5. Configure System i Access for Web

6. Verify the installation and configuration

© 2008 IBM Corporation

Information resources:

* These steps are detailed in System i
Access for Web InfoCenter
information

+ Examples at
http://www.ibm.com/systems/i/softwar
elaccess/web/doc.html
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Decide what web application server environment

to run
0

IBM
WebSphere
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Which web application server environment?

System i Access for Web can be deployed to a variety of web serving
environments.

— Servlets
Integrated Web application server
WebSphere Application Server V6.1 for i5/0S (Express, Base, Network Deployment)
WebSphere Application Server V6.0 for OS/400 (Express, Base, Network Deployment)
WebSphere Application Server V5.1 - Express for iSeries
WebSphere Application Server V5.1 for iSeries (Base and Network Deployment)
WebSphere Application Server V5.0 - Express for iSeries
WebSphere Application Server V5.0 for iSeries (Base and Network Deployment)
ASF Tomcat
— ASF Tomcat is delivered within the IBM HTTP Server for i5/0S product (5722-DG1)
— V5R4i5/0S is last release for ASF Tomcat on i5/0S

— Portlets
+ IBM WebSphere Portal — Express/Express Plus for Multiplatforms V5.0.2.2
+ IBM WebSphere Portal Enable for Multiplatforms V5.1.0.1
* |IBM WebSphere Portal V6.0
+ IBM Workplace Services Express V2.5, V2.6
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Install System i Access for Web
on your i5/0S system

(0) — Blaln
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Install System i Access for Web on your i5/0S
system

Installing System i Access for Web X .}C
— Use the RSTLICPGM command to restore (install) the licensed program A
— RSTLICPGM LICPGM(5722XH2) DEV(OPTO01) OPTION(*BASE) - Vv5R4 version
— RSTLICPGM LICPGM(5761XH2) DEV(OPTO01) OPTION(*BASE) - V6R1 version

The restore will...
— Create library QIWA2 and objects in QIWA2
— Create file system directories
» /QIBM/ProdData/Access/Web2/...
* /QIBM/UserData/Access/Web2/...
— Set basic ownership/authorities for library and file system objects

The restore will not...
— Make any changes to HTTP web server configurations
— Make any changes to web application server configurations
— Enable use of System i Access for Web

© 2008 IBM Corporation 40




Verify, load, apply any additional PTFs

= ‘lil
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Verify, load, apply any additional PTFs

» Each component of the web application serving environment has PTFs

1. WebSphere Application Server
http://www.ibm.com/systems/i/software/websphere/index.html
2. Integrated Web application server
* http://www.ibm.com/systems/i/software/http/index.html
3. i5/0S Cumulative PTF package
4. HTTP web server
+ http://www.ibm.com/systems/i/software/http/index.html
5. WebSphere Portal/Workplace Services Express
Refer to the Portal and Workplace Information Center documentation
6. System i Access for Web
http://www.ibm.com/systems/i/software/access/web/servicepacks.html

+ PTFs for the above components should be verified and updated as
needed
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Setup up web-serving

environment
@TTPSewer for iSeries

© 2008 IBM Corporation

oo Bl
WebSphere
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Step by Step

Setup web-serving environment

Tier 1

Tier 2 Tier 3
HTTP Web Application
web server Server

Servlet
[S=aY

\
—
Web browser [~ E
| J

Java
SPs Beans
i5/08
Interne Host applications
Database

Need to create...

© 2008 IBM Corporation
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Notes: Set up web-serving environment

*« HTTP web server
— Front door for into your web serving environment
— HTTP/HTTPS (SSL)
— Listens for web requests on a specific TCP/IP port
— An HTTP server is configured to "talk" to a specific web application server
— Routes web requests between and end-user browser and a web application sever

» WebSphere web application server (WAS)
— Profiles (instances) are created containing a web application server
— The web application server provides an environment for the deployment and management of web
applications
— Many different WAS versions can be installed and coexist on an i5/0OS system
— All web applications running within a web application server share the same name space.
— You could create multiple profiles (instances) on a single i5/0S for the following reasons:

« To create separate development environments for different developers. This allows them to have
different versions of the same objects in their own name space.

« To create separate development and test environments

© 2008 IBM Corporation 45

Setup web-serving environment

Use IBM Web Administration for i5/0S
— Easy to use wizard that prompts for required information and does all the work
— STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

— http://<system_name>:2001/HTTPAdmin

© 2008 IBM Corporation 46




Setup web-serving environment (continued)

Setup = Create Application Server

& HTTP Sorvor Administration on X1519P4 - Mozilla Firefox: IBM Edition
Fle Edt Yew Go Bockmarks Tools Heb

- & & [

< ystem _name 200 LMTTRAdmn| *| @ s [GL

<F WebSphere

IBM Web Administration for iSeries
reste HTTF Server

reste Apphoation Server Gulhng slated - Croate and lnarm aboud the senvvs needed fo run your Wb 6
Migrate Grginal b Azache
reate VibGohens Fortal

reate B Vioriglace

g} Create a New HTTP Server @
Create 8 new HTTP Server (powered by Apachi) to un your HTTP Web conterit This wizard will
craate everdhing you need ko get s1aned with simale Webd sening

@ Create a New WebSphere Application Server @
Creste 3 new WebSphere Application Server Instance to un your dmamic Web applicstions. Creats
@fher 3 Web3phers Applcation Saner - Exprass or WebSphare Application Server (basa)

@ Create a New WebSphere Portal @
" Creste 3 new application senver 1o run powarul and compelling business parner, custamer, and
amplayes nlommaton potals. This incudes coniguring an HTTF saner, crasting & new
ViebSphere Applicalion Server, and configuring database and LDAP a3 necessary,

Craate WebSphere Portal . Fxpross: One Stap
Creste 3 production ready WebSphere Portal - Express senver without security in one easy step.

Create a New IBM Workplace anvironmeant

Cravati & nirw IBM VWarkplace b run your c wark This nch

helps facilitate communication among team members, allowing them to work fogether more
amcantly 10 Acheiva thalr project and bugingss goals. By Sccessing ha sama collabaraive portsl
interface, users can access their applicalions and shared onBne work areas and create, edit, and
share documents from any com@uter with a Web browser.

[

Done.
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Setup web-serving environment (continued)

Select version of WebSphere Application Server of those installed on your

system

(& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition (=1
File Edit View Go Bookmarks Tools Help

@~ - & ) G) L htpuicsysten name>2000HTTPANN v @ e G

IBM Web Administration for i5/0S &P WebSphere
Manage | Advanced | Related Links

~ Common Tasks and Wizards. N
) Create HTTP Server Create Application Server
J Create Application Server
J Migrate Original to Apache

1 Create WebSphere Portal ) )
1 Create IBM Workplace Your system has more than one version of WebSphere Application Server installed

Select WebSphere Application Server Version

Chaose the type of application server to create
51V6.1 Express  WebSphere Application Server V6.1 Express, ailows you to add dynamic function to static HTML
OvEAND Web pages and is intended for less complex Web applications.

Cveipase  WebSphere Application Server Version V6.1 Express can be instalied in multiple locations on this
system. Multiple application servers can be created from each installation. The product install path

Qveo forthis 5 /QIBMIF press.
Cveonp

Cvs.1Base

V5.1 Express

Done
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Setup web-serving environment (continued)

Enter a name for the web application server, optionally a description

(& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition Jo&d

Fle Edit Vien Go Bookmarks Tools Help
@-op- =X @ http://<system_name»:200 L{HTTP Admin ¥ @ e IGL

IBM Web Administration for i5/0S
ated Link

WebSpher

w Common Tasks and Wizards
) Create HTTP Server Create WebSphere Application Server - Express, V6.1
J Create Application Server
1 Migrate Original to Apache
J Create WebSphere Portal

Specify Application Senver Name

0 Create IBM Workplace Specify a unique name for the application server. @
ﬁ Application server name: wa61express
Server description Systemi Access for Web

Dane
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Setup web-serving environment (continued)

Enter name for HTTP server, optional description, port on which this HTTP server will

listen

(& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition (=1

Fie Edit View Go Bookmarks Tools Help

@~ - & ) G) L htpicsysten name>2004HTTPANN v @ e G

WebSphers

» Common Tasks and Wizards
) Create HTTP Server Create WebSphere Application Server - Express, V6.1
J Create Application Server
J Migrate Original to Apache
J Create WebSphere Portal

o Create B Workplace Anew HTTF server (powered by Apache) will be created and cenfigured to be used by this application server. (2]

ﬁ HTTF server name iwabTexpre

HTTP server description: [System i Access for Web

Create a new HTTP server (powered by Apache)

Your HTTF server may listen for requests on a specific IF address or on all IP addresses of the system
On which IP address and TGP port would you like your HTTP server to listen?

IP address: AllIP addresses [v]
ﬁ Port 10100

Note: Most browsers make requests to port 80 by default

Done

© 2008 IBM Corporation
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Setup web-serving environment (continued)

Enter first port in a range of available ports — the communication ports between
the HTTP server and WAS

(& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition Jo&d
;

Fle Edit View Go Bookmarks Tools Help

=
<:| = \_L) > @ (%] @ hittp: [/ <system_name > 200 1/HTTPAdmin [¥] ©® e [IGL

IBM Web Administration for i5/0S
olated Link:

WebSphere.

~ Common Tasks and Wizards

) Create HTTP Server Create WebSphere Application Server - Express, V6.1

) Create Application Server

2 Migrate Original to Apache

0 Create WebSphere Portal

1) Create IBM Workplace The application server uses several internal senvices such as internal HTTP transport service, Simple Object Access
Protocol (SOAP) senvice, name service, and several other services to perform its processing. In order for these services
to be configured, you must provide a block of 15 consecutive perts that are currently notin use on your system. Specify
the first TCP port number in the range and the wizard will assign the ports that are to be used by each internal serice.
For example, if 10101 is entered as the first portin the range, then ports 10101 to 10115 will be configured

ﬁ Frstpotinrenge: (10101 | @

Specify Internal Ports Used by the Application Server

Dane
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Setup web-serving environment (continued)

A few other steps in the wizard, then click Finish to create the web-serving

environment .
| @ HTTP Server Administration on LPO16AB - Mozilla Firefox: 1BM Edition ™= %]
De Edt Yew Go [Docimads Took  Hep *®

-0 D
IBM Web Administration for IS/05
Setup

vttt XN 0« G

= Commmen Taska aed Wizerds 2

o Creats KTTP Server Create WebSphere Application Server - Express, V6.1

) Creale Azpheation Berve
3 Wigrate Drigialta Apache
3 Create WiezSpaere Par

3 Create B Vizripisce Witen you dick Finish T v

Sphere ApphCabion Serve will be crealed

Application Server | HTTR Server

WAS version 6103 Eeprass
Appiication server name:
Server descripbion Tor Web
Inilernal porl range. 10707 - 10115
Virtusl hoar dataul_most
Prodie root JOIRMA s erDhatany pSereRnVE
Extermal HTTP server association: IWABIEXFRE
Sasrver URL. g ALPOTEAR 10100
Dusiness sppications Hane
Sampin appkcations [ Application name | URL ta access application |
query Lisad by EJB client applications
- A 101000000
Dalaul Applicstions | g A0t EnE
I DL SAR: 10-100allo
Mode: To ac he applcabion|s) you hive choosen, SEar both T JEAcalon Sersd and HTTP Sefwr, Tn enter

2 UIRL from the table above -
ﬁ reash| | Cance Prate Sunenary

Dere 1
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Setup web-serving environment (continued)

Environment is ready for configuratoin when status reaches Running

|a'lﬂ'l1’&rﬁrMm!MmﬂmmLNlm-mlmflnferMEdllm
De Edt Wew Go [Goomais Toos Hep
@ - .- i

vttt XN 0« G

1M Web Administration for 1505

0 Creatn Appication Server
0 Migrate Orgealts Apschs A

o Cresle BY Weriglece Profie. iva§lexpress  Senver iwablexpress

Server - \V6.1.0.3 Express

eploy BU Teiephone Drectery
epiery BU Survey Creaize

Cres
o
o

- Server Propertes t
o Praperties “cedauit_host” was creatad for this
& Server Tracng AP Ition SRS MOWIer. you

8N apacify sdateanl wiual heats

fee meen comtrol cver what URTs
can 1 which sppbcatens

= dgplatens
£ Manage mataled Acpicatens

P p—

- Basgurcs Coatguetion

8 Uataph VesssiHsate Manage e Manage Data Sources
@ dedmit_host @ DetsitApphication o
Dt ETmmeiDstaSource
@ admin_host W query @ Defauk Datasource
- @ iagp v
Done
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Configure System i Access for Web

LY

IBM
WebSphere

© 2008 IBM Corporation 54




Configure System i Access for Web

System i Access for Web must be deployed (configured) to a

running web application server Commands are provided to...

System i Access for Web provides CL and QShell | £.oqcq the complexity of deploying

commands a web application
— CL commands — QIWA?2 library + Check dependencies
« CFGACCWEB?2 Configure System i Access for Web
+ STRACCWEB2 Start System i Access for Web + Invoke appropriate WebSphere
- ENDACCWEB2 End System i Access for Web tool to deploy a web application

« RMVACCWEB2 Remove System i Access for Web
* Perform additional required setup

— QShell - /QIBM/ProdData/Access/Web2/install
« cfgaccweb2 Configure System i Access for Web
« straccweb2 Start System i Access for Web
« endaccweb2 End System i Access for Web
« rmvaccweb2 Remove System i Access for Web

* /QIBM/UserData/Access/Web2/
... structure

« Allows for PTFs that make use of
the normal i5/0S PTF tools
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Configure System i Access for Web (continued)

Use available documentation >

Notes
» System i Access for Web — Information Center . Do not use the web
— Place to start to get System i Access for Web installed and administration
running interface or

WebSphere Admin
console to configure

(deploy) or remove
When the commands are run -> System i Access for

Web
» The WebSphere web application server must be running

before running the CFGACCWEB2 or RMVACCWEB2 * Do not attempt to
migrate a WebSphere

commands .
environment to
another WebSphere
» The WebSphere web application server will need to be environment when
restarted after the CFGACCWEB2 or RMVACCWEB2 System i Access for
commands Web is configured

— No updates are made to the HTTP web server configuration.
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1B > @ ¢
3 WebSphere

Verify the installation
and configuration

L=
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Verify the installation and configuration

IBM Web Administration for i5/0S - Applications - Manage Installed
Applications

| @ WTTP Sorver Agmir
De B3t pew G0 oo

8 0a

2 »| @ s |Gl
1BM Web Administration for 15/
LTy Manage [

Sow Gl axpiess - VE.1 Express ~

aspresatwat lasprass « Mnage INSLINE ASClicsnons

Manage Installed Applications
Data currant a of bar 21, 2007 113334 Pl
nstalled appicanons

Statss Enalbloment
® Running  Enabled
bl

@ Running
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When things do not work

— Verify the HTTP web server is running

— Verify the WebSphere web application server was restarted after running
CFGACCWEB2

— Verify the WebSphere web application server is running

— Verify you have the latest group PTFs for the HTTP web server and WebSphere
Application Server.

— Verify that System i Access for Web is listed as an installed application in the
WebSphere application server (via the IBM Web Administration for i5/0S interface)

— Look at System i Access for Web logs

Note: some logs may be EBCDIC | sprf>/<appsvr>/logs/*
requiring use of WRKLNK i5/0S
command to view them

High level translated log /QIBM/UserData/Access/Web2/logs/cmds.log
Low level untranslated log /QIBM/UserData/Access/Web2/logs/cmdstrace.log
Logs for specific WAS servers. /QIBM/UserData/Access/Web2/logs/<appsvrtype>/<wa

— Next, if needed, the doc will lead you to the WebSphere Applicatoin Server or
Portal logs
© 2008 IBM Corporation
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Part 2:
Runtime Considerations
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Controlling Access

3 methods to control access using System i Access for Web

* Administration Policies

— Administrators can use the Customize function to set policies for users and groups of
users.

* User Preferences
— Users can set their own Preferences for things like
* What tabs are available in the navigation bar
*  How to view output (default rows/columns per page)
*  How to filter output

+ Customize the Home page and template files

— Administrators can use the Customize function to replace the default System i Access
for Web home page with their own home page.

— Administrators can use the Customize function to replace the default template that
defines the layout, look, and feel of System i Access for Web pages

— Style sheets - The look of the System i Access for Web page content is now controlled
by external style sheets.
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Controlling access
Home Page = http://<myiseries>:<port>/webaccess/iWAHome

'._‘l Homeage LEE

Welcome to iSeries Access for Web

My Informaticn
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Controlling access
Main Page = http.//<myiseries>:<port>/webaccess/iWAMain

(@ TGerves Receas for Web M= =]

Be Edt Yew

G0 foskmaks Tods teb

- dp - 5 @ D tear oy cone usbacossa i AMae] x| O &

iSeries Access for Web

asing Acom brominrbasad aet

Pure Java serdel based scees

iSeries Access for Web s @ set of servie
aceess b dalabases, hle

= HTTF server. The sarvlets provide

st run e (Series servers as exiensons io
e sule ssages conbamed

Industry stindard prosocol

a5 Lecess fo
woall iggume o

Fn

b uses th

uskry standard HTTP and HTTPS protocals sruprietary TER/IP ports and go
ageakin 5t & retult

Lightweight sceess

s gt
aris haus misemal browees

crotriert neeess 19 iSeries servers from any web brams
requiramants and work with acty broweer an any pl

o3 dccess B
cess for Wab

Server based

iSenes Azcess far Web s entirely server based. There is o client code to instal and manage. Smay instal and canfgure en the
and scoess

Oibject level seeuity

Series chject level security, Users ar

liseraatiin

cess 1o iSeries Access for Wb hunctomalty can be restricted for users and groups of users. iSeries Access for Web a fully
by e and aceess wht

and see.
vieh rompanents

s dccess f
wak
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Controlling access
Product functionality

[@ i5erien Access for Web Database

Be Edt Yew Go Docimais Toos b

Databis

+Tables

R —
Run 5%

« Copy duta ta babla

ort requast

par auery

Sarine Accmes f

< R and upd e Tngart and u;cn s
« Create your own customized rq ﬂee;u( for a table using the fun SQU scsion,
* Crmw v dats » table using the Cogry da

it of p
* Run or Ede renues-; from this lst
the

avad raquests.

* Marage lists
+ Creata and manage she

ta requesis

+ S0
Run SOL statements dynamacally
" i a

st fisereat depstnds o
vpe you choose.)

o
you have your browser
4 Clmamze pow data is et

esnlt Exeel or Lotus 1-2-3,
rowser can locate & plug-n for the o
ng npters speniic te the sutput ty

23 Data Transfer upload and download requests into iSeries Acoess fo

b copy deta and STL reuests.

 Run and edn converted requests v Sanes sarver. Jost Mioe sier copy data and SOL requests

Sariss and DB2 UDS for Series Cutey Hanager.
2 for Wab Ababase raquaste.
 Riun and €A CONVEied QUENES N YDUT ISErES SErVer Just bios (3eries ACCEsS for Web SQL requests
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Controlling access

Sample for a user that only performs preset database queries

@ iSeries Access for Web Database

Fle Edit View Favorites Tooks Help

Qo - D ¥ B @ Oseadr i rovories @ et &5 - & - 3

Address | http:fjmyiSeries. myCompany. com/webaccess i AMain?tab=database

eries Access for Web

' Database
Database
= My requests

Access database tables on your iSeries server with iSeries Access for Web.

My requests
s View a list of previously saved requests.
s Run or Edit requests from this list.
s Manage lists using the Copy, Delete, and Rename actions
s Create and manage shortcuts to requests

IBM | iSeries | Service 5.4.0.05-191.5122120

&] Done & Internet
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Controlling Access:

© 2008 IBM Corporation

Setting policies for users and groups of users
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Controlling User Access

*Customize policies for users and groups to
=1 My Folder )
Print — Allow/Deny functions users can access
Messages — Limit the information users can see
Jobs *Use group profiles to simplify policy management
5250 — Manage policies for group profiles
Database — Add/remove users from groups
Files
e -When a function is restricted, access to the servlet
Download is restricted
Customize
Other % . . .
*You need *SECADM authority to customize profiles
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Notes: Controlling Access - How & Whom?

» The Customize function allows administrators to set policies for users and groups
of users.

» These policies control...
— Functions a user can perform.
— How certain information is presented to the user.

» When a function is restricted...
— lts navigation bar content is removed.
— Access to the servlet is restricted.
— It takes effect immediately.

» Administrators with *SECADM special authority are automatically authorized to
administer settings for users and groups of users to which they have authority.

» These administrators can then grant other user profiles permission to administer
System i Access for Web functions.
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Controlling User Access

ass for Web

« System i Access for Web ships e Folicies
with default policy settings . —
*Default allows most functions to

ction Category Descrigtion 0

be available to all users

*Use *PUBLIC to set policies for
all users com

«Strategy:

— Grant an administrator profile
access to all functions

— Deny access to all functions to
*PUBLIC

— Then allow specific
users/groups access to specific
functions View of the Policies page
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Controlling Access - Setting policies (ontinueq)

| & poticies | ;:E.E_

Vork with the greup profiles you are authorized to customaze.

Impart plcies from a file into iSeries Access for Web,

Export policies from iSeries Access for Web to o file

Cther

5.4.0.05-191,5132130
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Controlling Access - Setting policies (ontinueq)

& Policies -

Fle  Edit View

- &

Go

Bookmarks  Tools

Help

) [

Company.comin W

Policies - User Profiles

ustomizeList?action=users|

1 My Folder
. Frofile filter: -]
Messages Filter by: @erofile O Description
Jobs
5250 m ! Peona .
== Profile Description Action @ Actions:
Files ACBARRON  Alma Carolina Barron Perez - GDL T/L 877-5656 [0 B Ed|t pOIiCieS
Comm e ACN Ali Nelson 3-6874 ZIn B . .
Dewnlosd ADSIERRA  Alma Delia Sierra/Mexico/Contr/ISM@IBMMX ZowszE= View all policies
E.“:,::I:[s; AGUEDA Agueda Martinez Hernandez Magro/Mexico/IBM@IBMMX  [2] [0 [B] VIeW gl’OUp membership
R AHANSON  Andrew Hanson 3-5571 103 .
eottnas AHOMIKE  Mike Aho/Rochester/IBM@IBMUS B View group members
+ Transfer configuration ALE] Alejandro Bascuas/Rechester/IEM@IEMUS ZIa® Copy pOIiCieS
T ALICIAM Alicia Martinez Cruz/Mexico/Contr/IBM@IBMM3 (186 @ = ..
ALITEST Za @ Reset pOllCIeS
ANDREWS  Greg Andrews/Rochester/IBM@IBMUS (18 @
Related Links ANTARES  'Elias Ricarde Castellanos/Mexico/Contr/IBM@IBMMX  [2][(]] [B]
ARABIC Gilberte Martinez Cortes/Mexico/Contr/IBM@IBMMX (213 @
ATCLARK  Adam Clark, 3-3841 (218 B
ATOMKO Ana Tomko Sanchez/Mexico/Contr/IBM@IBMMX [Z101 B
BAZEY John Bazey (3-7108) (218 B
BEACH Mark Beach/Rochester/TBM@IBMUS (213 @
BECKYD Rebecea K Dimock/Boulder/IBM@IBMUS 218 B =
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Controlling Access - Setting policies (ontinueq)

& Edit Policies - Database

Fle Edit WVew Go

Bookmarks ~ Tools

Help

myCompany.com/u WACustomizeDatab

profi

Edit Policies - Database

21 My Folder
g Profile: DLB
Print
e — Policy Derived From @ Action Setting
Jabs Database access  Shipped default Use current setting (v | Allow [
5250 Database tab  Shipped default Use current setting |~ | Show v
Database Tables Shipped default Use current setting w| | Allow (v
Files
Maximum Shipped default Use current setting ~] | soo
Command table rows
Download Table filter  Shipped default Use current setting (]| [FUSRLIBL
i Table filter is  Shipped default Use current setting ~l| [Allow [
+ Preferences user
X preference
Insert Shipped default Use current settin, ~ | Allow [+
= records into g
- Transfer configuration table
Other Insert record  Shipped default Use current setting  [w
columns
Update shipped default Use current setting ~] [ Allow [+
records in
Related Links table
Updats Shipped default Use current setting ~
record
columns
Quick view  Shipped default Use current setting [~ | Allow [w
table records .
Maximum Shipped default Use current setting |~ | 1000
quick view
rows
Order Shipped default I i et m

r Q0 © ©90 O 00 00O0OQ
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Example: Simple Database User

» The following screen shots step through setting the policies so a specific user only
has the ability to run preconfigured database queries to generate reports.

* This example shows

— the “Before” picture of what DB functions a user can perform with no customization of
System i Access for Web

the specific database policies to set to restrict our user named REPORT_MAN

— what general policies need to be set to restrict use of non-DB related functions by
REPORT_MAN

— The “After” picture of what REPORT_MAN can do

* When the policy is set, it takes effect immediately.
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Example: Simple Database User - Before

Accessing the Database tab of System i Access for Web as user
REPORT_MAN

[(':_jismlm Access for Wil Database BE] =]

Bl Cdt Yew Fgvorites ook e oy

Database

Print Access database tables on your iSeries server with iSeres Access for web.

and flename actions
st

Command SQL statements dynamically.
— cutput a5 @ paged list or in b popular file format, like Microsoft Excel or Lotus 1-2-3. (Output format depends on how
— brewser ean lacate a plug-in far the autput type you chanse. )
Customize ow data is returned b tions specfic to the cutput type.
— T statemenits usng an d.
ol or repeated use
Copy data to table - ) N . =
| Done D internet |
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Example: Simple Database User - Policies

* Policies - the starting point for customization of a specific user or group.
» This is a new browser session, where we signed on as an administrator.

| @ poticies

I B B0t pew

iy Faldar
Brint
Mesaages
Inba

sxs0

[ Fr—
Filas
Command
[r——

Custsmize

Wther
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G0 fockmwis Jook  Hep

#a | n fSeries, myCompany. com pwebaccess ACUstomzeLst]

Usar: dih

Policies

Speecify the profile you want to edit

[[tdi paticias |

Work with the user profiles you are authorized to customize.

Lxpart p

View help fie micking with peliees

mE)

»| G o
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Example: Simple Database User - Categories

» Determine which categories need to be restricted/modified.

r_@r Policies

Tooks ek

htso: fimytSanes. myCompany. com febactess IWAC LS tomoe frofle <REFORT_MAN

SEx)

»| @ e

- Sattings

+ Transter configuration

Cther

© 2008 IBM Corporation

Descriplion

/)
/)
/)
/]
Fi
Fi
£
7] Genera!
i Jobs Allgwed
7] Hail Allowed
7] Hessages custom settings,  Allowed
] My Folder Allowed
] erint Printer output, printers, printer shares and cutput queue custom settings.  Allowed
] Samatime Lotus Sametime Custom settings. Allowed
] Other Change password snd cther miscellanecus custem settings Allowed
Vi cusrant policy esttings for all catagaries.

Wiew current groug membershio for this user profile,
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Example: Simple Database User — Other

 Turn off the other non-Database functions. Set top level to Deny.
» Repeat for each category, other than Database

10
o]
El

(@ e potictes - 5250

£ g G0 fookmaks  [ook pep |
A ) || pimsimytsenies.myGampsny com irebicess IACUS orce S2507Drs B4 ~RIFORT_MA ¥ O e

Edit Policies - 5260
Frofile: REPORT_MAN

Derived From & setting

ke Shipy ael [l [
Shipped defaut ] ] <:I
ced wmssicrn Shiy vl | Al |
Frampt n stanting Shipped defauk el [Yes [a
non-canfigured sessicns
Show sarver name in title Shipped defaul - Tt W
Shew canfigured session Shipped defaul Use current setting wl [ho [w
name in title
Maximum s Shipped def, Use current sefting 2
Inactive sow Shipped d arrant setting -
- Transfar sonfiguration e
=i - Us# Cwrrant settin. ~
Othar = J
Shipped dedaul Use current setting el [user sefaults -

Shipeed defaun v alow

Helatad Limks:

Shipped Use cusrent setting  |w) | Allow [w
Shipped defaul Use current setting se| | Amow e
Shipped defaul Use current setting  |%) | Allow (%

Shipped default

00 0 QC 90 QOO0 OO OODOO®

Bypass sanen Shipped default
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Example: Simple Database User

« Allow access to Database function.
» Set Tables policy to Deny.

| @ rait Policies - Database |
Ble Gt Yew Go Bookmerts Toob Heb

= K e e—— e

Edit Policies - Database

Hy Foldar
Frofiles REPORT_MAN
Print
Massagas Policy Derived From @ Action @
Toka Dacabase access  Shipped default Uea curcant satting % (7]
3230 Catabase tab Shipped defaut Use current setting - 7]
Database Tables Prafile settng Use current setting - o
Shippad default - (7]
Shipped defaul - L]
Sk - 7]
Shipped defau s currant w! allow w0 U]
Cthar |n|se—. record  Shipped default Use current setting % (7]
Update Use current seting [ L7
records in
e table
updata Shipp Use current setting | @
calumns
Shipped defaul s currant g el allow v 7]
Shipped default Use current sefting ! | 1000 - 7]
ol Tp—— Mo 0
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Example: Simple Database User

» Only allow the user the ability to run a saved DB request (Run request)

@ it policies - Databaso
Be Edt Yew G0 fockmads Took el

G- - F0

ACustomaeDataboss forodke sREPORT Man|

iSeries.myCompany. comwebacoess/

Baquasts s nfault

Use cur wl [ Alow v <l:|
Run request  Shipped default Use curre wl | Allew w
Copy request Shipped default Use current setting v | Deny ™
Dielete Shipped default Use current seting v | Gery (v
request
Rename Shipped default Use current setting v | Deny ™
request
Udit request  Shipped default Use current setting | | Deny (v
Save request Shipped default Use current seting | | Deny W
List requess  Shipped default Use current setting w1 | Deny w
sharte
Create Shipped default Use current seting w| | Deny (a
request
sharteut
Copy request Shipped default Use current setting w| | Deny w
shartcut
Delete Shipped default Use current setbng w| | Ceny w
request
sharteut
Rename shipped default Use current settng | | Deny (w0
request
shartcut
Reguest fist  Shipped default Usa current settng |3
columns
fun SGL Shipped default Use current setting v
requests
flun statements  Shipped default Use current setting w| | Deny w
ather thas
query
Copy data to Shipped default Use current setting w| | Ceny w
table
Create new  Shipped dafault Use current setting wl | Allow w

© 2008 IBM Corporation

=&

| @ G

OO0 000 © OO0 O OO0O0 O OOOQ

*

79

Example: Simple Database User

» Turn off the ability to perform the remaining database functions
» Save the changes

[@ ratt policios - Database | EloE

Fle Edt Yew o Bockmarks Tools Heb

Reauest kst Shipped default Use current setting sl [ Columnz.. | L7
celumng I
Shipped default Uea currant eatting (%) | Cany L]
Shipped delault Use current setting s | Deny s (7]
auery
Shipped default Use current setting (] | Beny [ 7]
Shipped default Use current setting % | Allaw % 2
Shipped defsult e comvent suiting  (aall | Allow (38 (7]
Replace data  Shipped default Use current setting % | Allaw % 2
in tables
# request ped delault Use current setting (s | Deny s [7]
Import quary  Shipped dafault ™ »  Ceny w (7]
Extract server  Shipped default UBa current & ' Deny (% (7]
cbject data
Dafanilt Shipped default Use current setting (% IBMTeolbexfordaval vl @
conreczion
Shipped default Use current setting w|  Deny o
Shipped default Use cusrent setting »  Deny L]

:> | save || cancel || apply |

w help for ediing poli

- & ) D S eres. mCompany.. AT M » B g
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Example: Simple Database User - Completion

» The user can now only run the DB queries they have been given.

€] My Requests

Series Access for Web

file Edit View Favorites Took Help

Oﬁack - Q Iﬂ E'I ;\, /-"SEardn “\/‘;{ Favorites @Y Media  (F2)

htp: jjmyiSeries. myCompany. com/webaccess iWADbRequestsPpage =1

My Requests

report_man

03

Database
- My raquasts 1 a
Request Description Action @ Shortcut Created By Access
Accounts receivable  Who owes us money E3) Yes dlb report_man
Find employee record [&] Yes dlb *PUBLIC
Low inventory Items below inventory threshold %] Yes dlb report_man
weekly production Preduction numbers for the week [%] Yes dib report_man
[ Lr]
v
&] Done ) Internet
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User Preferences:

Users can set their own Preferences
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User Preferences

» The Preferences function allows users to customize System i Access for Web
settings to meet their needs.

» By default, all users are allowed to modify their preferences.
» Preferences are a subset of the complete list of available policy settings.

» Users can set the following types of preferences
— Column inclusion and ordering for functions that display output in columns.
— Number of rows per page to display on output.

Show or hide navigation bar tabs.

Preferred language and character set.

— And more

* Restricting access to Preferences
— Administrators can deny specific users or groups from accessing their preferences.
— This is controlled by the "Edit preferences" policy.
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Example: User Preferences, Printer output

» The following screen shots step through setting a user preference for Printer
output.

* This example shows
— the default printer output page for user BASIC_USER.
— what settings the user can modify to change the printer output page output.
— the printer output page after user BASIC_USER modifies the preferences.

* When the policy is set, it takes effect immediately.
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Example: User Preferences, Printer output ot

 The printer output display defaults with many columns of information.

[ printer Output
Ble Edt Vew Fgontes Took teb

Forts vt €2)

ASneniage sl -

Printer Output for basic_user

[ L]

File  User Creation  Pages
Hame Date/Time PerCopy Caples Status  Action & User

EPAIE ] t Ready |.J[) )8 Basic_usEr

1 1 R

the Fellaming netiore:

& With action to hold, release or print the specified spocied file nexz. There are siso bnis available that will allos
d fila:

Huve printers outpet t anather prnters
Hove pr ke another sutput queus
Sand pr to ancthar sarvar (SNOTCRSELE)
Chang: il altributes [CHGSPLEA)
alsted Links: = Copy printer to database file (CPYSPLF) -
< >
] Corm D interrat
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Example: User Preferences, Printer output .o

* Click on the Customize tab to work with Preferences.

[E Proterences
Fle Edt Yew Fpworites Josls Help

Preferences
| vy Foder
Prist Action  Calegory Dese ription
ok F
s F| n custom se
ool i QL custom settings.
Faes
Ed
T .
# Imegrated file systemn and file share custom settings.
Download 5
Fi General Fage laveut, larguage and character set custom seltings.
- . 7] Jobs Work with jobs custom settings.
. ¥ Mail tringe.
7] Messages
P
#
i Lotus Samets 5.
7 Change password and cther miscellaneous custom settings.
Vet help for warking with praferences, -

] oone
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Example: User Preferences, Printer output coninues

* AFTER: The printer output display now only has a few columns.

(€Y printer Output =R

i o

[ e ot wew P Dok beo x|
s - ® B 0 s o @ - B - (1 IS

Printer Qutput for basic_user

[ L]

File ame.pages per opy status Acton @ <]

s ready [ [0

QFDS

. Thare are sieo brks svadabin that will
t attribut PLF
o Copy printer outpot to database file (CPYSPLF)
edt + Vew
- Use the View action to view the printer output -
] Corm D trowrat
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Policy Tools for Administrators
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Policies and Tools

* Import/Export policy settings
— Pick a user or group for export

« Transfer configuration data from one user to another
— Move and copy operations supported for:
» 5250 sessions and macros
+ Saved commands
» Database requests
* My Folder items
» Policies

© 2008 IBM Corporation
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Transfer Configuration Data

& Transfer Configuration Data

B]=1]%

Fle Edit View Go Bookmarks Tools Help

<& - g @ @ hittp: .myCompany. com/webs WATransferCfa

iSeries Access for Web

Transfer Configuration Data
1 My Folder

Profil
- rofiles e
Messages
5250
Action to Perform 2]
Database
= @ copy
iles
Command O wiove
Download Data to Transfer Q@
ﬁ Customize 5250 sessions
- Prafarances

S 5250 macros

- Settings [ commands
)| - Transfer configuration [ patabase requests

Other O rolder items

O ealicies

Related Links . Transfer Data

0 data help
ring cenfiguration data.

Transfer configurat

ator at
mation View help for trans
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Page customization
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Home Page Customization

+ A default home page is displayed when the iWAHome servlet is invoked.
— http://[<mySystem.myCompany.com>/webaccess/iWAHome
— It's a starting point to highlight functions.

— It's an example of how to build your own home page or pages that access System i
Access for Web functionality.

» The Customize function allows you to replace the default home page.

+ Default home page replacement can be done for all users (*PUBLIC), or
can be changed for only certain users and/or groups of users.

* Great article - example
— "Build a quick and easy Web site with System i Access for Web" - Janet Weber
— http://www.ibm.com/servers/eserver/iseries/access/pdf/build_website_article.pdf
— iSeries 400 Experts Journal
— Updated Oct 2006 in System i News - ‘Tailor System i Access for Web’
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Template file customization

» System i Access for Web has a default look for it functional pages.
— This look is controlled by a template file and cascading style sheet.

The template file has sections to specify
— Header/footer areas of functional pages.
— Where System i Access for Web content is placed in the page.

» The Customize function allows you to replace the default template file.

* Default template file replacement can be done for all users (*PUBLIC), or can be
changed only for certain users and/or groups of users.
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Edit Policies: specify home page and template files

& Edit Policies - General [iSeriesD.DFW.IBM.COM] - Mozilla Firefox (=[]

Fle Edt View Go Bookmarks Tools Help
/

- - @ E/.\[ hittp: fiseriesd. dfiw. bm. com webaccess iWACUstomizeGeneral?profie =LLHIRSCH ~| @ co |Gl

[72 BluePages () 0S5C Level 1 page “5F Teamsite [ iSeries Access Home [ ] Index of fip://ftp.co... | | Page NotFound &3] Rochester SiteNews [ | Think Federal Credit ...

User: Bhirsch  System: iSeriesD.DFW.IBM.COM
ries Access for Web

Edit Policies - General

1 My Folder
Profile: LLHIRSCH

Print
Messages Policy  Derived From @ Action @ Setting
Jobs :%ﬂfﬁage Shipped default Use current setting ] [QIBm/ProdData/Access/Webz/html/hemepage.h| | Browse... |
ile :

5250 . =

Template Shipped default Use current setting w| ['QIBM/ProdData/Access/Web2/htm|/webaccess.h
Database HTML file
Files :l_lfglngufa‘ge shipped default Use current setting  [w] [/QIBM/ProdData/Access/Web2/htm|/overview.htr]
Command e

Home page  Shipped default Use current setting s | Allow [+
Download )
Customize Template Shipped default Use current setting v | Allow [w
- Preferencas Navigation Shipped default Use current setting | | Allow [+
- Policies Related  Shipped default Use current setting (v [ Allow [w
- Settings links =
< >
Done

»
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Special tags

» Within the home page and template .html files, special tags are used.

— When these tags are encountered by the System i Access for Web code, they are replaced with the
appropriate content.

» Special tags... Replaced with...

— %%CONTENT%% functional content for the page, separates the
header/footer

— %%include section=file% % HTML section/fragment to include

- %%MENU%% navigation bar

— %%STYLESHEET%% default style sheet

— %%STYLESHEET_CLASSIC_COLORS%% default style sheet prior to V5R4

— %%TITLE%% title of the page

- %%SYSTEM%% name of iSeries being accessed

- %%USER%% i5/08 user profile used to access the server

— %%VERSION%% version of System i Access for Web

* For detailed information on these special tags
— V5R4 System i Access for Web Info Center

« Connecting to iSeries->System i Access->System i Access for Web->System i Access for Web in a web
application sever environment->Customize System i Access for Web->Default page content->Home
page
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Home Page default — iWAHome servlet
http://<system>/webaccess/iWAHome
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Home Page customization — iWAHome (another example)
» Custom home page - http://iseriesd.demos.ibm.com/webaccess/iIWAHome
— Refer to chart 6 for info on how to access this sample

oe Woaer - Microsolt Internet Explores = =10 x|
|| B B Wew Fagvortes Jook e -
| [ peteci coymamsiabaccessivome Er

Services Thiz Week's Sp

Site Support

View avalable boats

Your comments are muportant to us, Flease let us
er boat details

vt  you have any questions or & we can halp
ou in any way. Address your message to uger
BOATHELF. Zend ur amessags

Order a boat

Weather Conditions

Isit a great duy for boating? Check cut today's

forecast,

Beautfidly martamed 28 foct 1978 Carver Santa Cruz
For only £23 500. Head and galley refurbished in 2001
Crily 31 hotars on complesely rebuilt motor. Chick: hare o
see this boat cruising the seas

Girent Dieals

Far thoze bargain contcious amang you, we have a large
selection of new and shightly used boats for umder
£75,000. Whether you are plarming on sailing in your
Backyard pond or nawgating the maghty Mississippi we
can meet your wants, needs. of desires

View sur selection of modestly priced baste
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Home Page/Template Customization Example (continuea)

» Custom template

&7 Quick View of BOATS.BOATS 2oE
Fie Edt Yew Fgeorites [ools  Heb #
Qs - © - M A @ Poower Srrown @i @ (- L0H 1O B
Current Orders
Mz bW &

BTYPE BNAME BFEET BYEAR BCOST BNTOL BNTO2

[+} Poole Bom Co a0 1979 1000000 -Located in 5. Diego, CA ~Twin Detroit diesels.
Abaminum

P Carver Santa 28 1978 23900 -Constructed of fberglass. -Single Chevy 350 gas engine, 150 hp. Fre:
Cruz water cooled,

P Mako 19 1989 13000 -Located in Anacones, WA -Great fisking boat
Sportficher

P Monk 36 1956 19900 -Built of mahogasy, cak, and cedar. ~The 130 hp power plant is a single, Chrysh
Bridgedeck cl. diesel
Cruiser

P Moak: 34 1985 55000 -Double planked cedar on cak frames. -The 165 hp power plant is a 1983 V& Det
Flybridge Sedan Besel

P . 0 1996 1975000 -Located in Stuart, FL -Monthly payment.
Marine Custom

-3 Bill Garden 36 1953 27500 -The bull is 1/8' caravel cedar planked atep 1 and the deck is cedar planked with tar seam

<l Schooner 147 % 1 1727 aalk frames "
#] pone oD erer
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iWAHome - structure

http://<system>/webaccess/iIWAHome 7;

Homepage file

common_homepage.html

Defines content, layout, images, links to be

J

e B #

© 2008 IBM Corporation

displayed when the iWAHome servlet is
invoked in the browser.

A r

Image files
images/s06common.gif
images/iwa_navCorner.gif )

Cascading Style Sheet file\

common_styles.css

Defines the colors, fonts, font sizes for
the various elements in the .html files. )

iWA servilet Template - structure

http:/<system>/webaccess/iWASpool |

J <

Homepage file

common_homepage.html

Defines content, layout, images, links to be
displayed when the iWAHome servlet is
invoked in the browser.

\_ J
e 3 A
Template file

common_template.html

) b e e @ @ =03
L T e —— = D
T . ———
'
Al L —
#_ﬁf_ Printer Output for commonuser

Mims  Dia Gotn Vs Fus fopy Copies Sistes  Actins
. — H T

nEw
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Defines the header, content, footer
g on all other servlet pages. Y,
A A

Image files
images/s06common.gif
images/iwa_navCorner.gif |

Cascading Style Sheet file\

common_styles.css

Defines the colors, fonts, font sizes for
the various elements in the .html files. )
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For a step-by-step example of how to customize the Home page and Template files:

ftp://ftp.software.ibm.com/as400/products/clientaccess/win32/presentations/2008_common_webcast/iAW_customize_home_page_charts.pdf

— Customizing policies to use different home page and template files
— Adding a different image as header, changing the footer

— Updating the cascading style sheet
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NOTES: If using WAS Network Deployment

 For the WebSphere Application Server Network
Deployment environment

— WebSphere v5.0/5.1 Base Edition must be installed e

»-

— WebSphere v6.0 Base/Express Edition must be
installed

— System i Access for Web does not support WebSphere
instances/profiles that are federated to the WebSphere
Network Deployment environment
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