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First you need a web-serving environment

HTTP  Web Application
Server Server

Servlet

|

Web browser ~—]_ Java _
i Host applications
Internet Database
Tier 1 Tier 2 Tier 3
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Pieces of the web-serving environment

HTTP Server (powered by Apache)
— Front door for your system into your web serving environment
— HTTP/HTTPS (SSL)
— Listens for web requests on a specific TCP/IP port

— Routes web requests between an end-user browser and a web application
sever

Web application server

— WebSphere Application Server

— Provides a java virtual machine environment where web applications run
Web application

— System i Access for Web

— Provides specific function that users access using a web browser

— Deployed/installed within a web application server
WebSphere Portal/Workplace

— Web application deployed to WebSphere Application Server

— Provides environment in which portlets are deployed and run.
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Supported Web Application Servers

iSeries Access for Web servlet code can be
used with any of the following web application
servers:

* Integrated web application server —
announced October 10, 2006

= WebSphere® Application Server V6.1
and V6.0 — Express for i5/0S

= WebSphere Application Server V6.1
and 6.0 Base and Network Deployment

= WebSphere Application Server V5.1 -
Express for iSeries

= WebSphere Application Server V5.0 -
Express

= WebSphere Application Server V5.1
and 5.0 Base and Network Deployment
Editions

= ASF Tomcat

iSeries Access for Web portlet code
can be used with any of the
following portal servers.

= IBM Workplace Services
Express V2.6 (V5R4 iSeries
Access for Web)

= IBM Workplace Services
Express V2.5

= WebSphere Portal for
Multiplatforms V6.0

= WebSphere Portal for
Multiplatforms V5.1.0.1

= WebSphere Portal Express
for Multiplatforms V5.0.2

= WebSphere Portal Express
Plus for Multiplatforms V5.0
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Is your AS/400, iSeries, or System i ready?

Under 512Mb

512Mb-1GB
300-500 CPW

Over 1GB
And
500 CPW

Bxx, Cxx, Dxx, Exx, Fxx
$10, S01, Pxx

S20 / #2161, #2163

100, 150

170/

#2159,#2160,#2164,#2289,#2290,#2291,#2292 #2407,

#2408,#2409
200, 20S, 250
270 | #2422,#2423, #2424,#2248 #2452 #2454

S30 / #2257

S20 / #2170,#2165

170 / #2176,#2183,#2383,#2384,#2385,#2386
270 | #2250,#2431

53S | #2155

530 / #2150,#2151

600 / All

620 / #2175,#2179,#2180,#2181

720 / #2161

820 / #2425,#2426,#2456,#2457

SB1,SB2,SB3,520(1),530(1),540,170 / #2388
270 | #2252 #2253 #2432 #2434

53S /| #2156,#2157

530 / #2153,#2162

730,740,800 / #2464

810,825,870,890,i5 520,i5 550,i5 570,i5 595 / All

3xx, 4xx

500, 510, 50S

53S / #2154

530/ # 2150, # 2151

600

620 / #2175,#2179,#2180,#2181
720 / #2061

820 / #2425,#2426,#2457 #2456

WAS Express with
few concurrent
users

Complex web
applications with
many concurrent
users
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Performance...???

* Does running System i Access for Web affect performance?
— Products like System i Access for Web don't put much load on i5/0S...

* How does the web application server affect performance?

— If you have an older, under-powered System i5, then performance may not be good...if you
have a newer, bigger System i5, then performance won't be an issue (unless you already are
running your System i5 at maximum capacity).

— Use the IBM Systems Workload Estimator to see what performance will be if WAS is added to
your System i5 at: http://www-912.ibm.com/wle/EstimatorServlet

— There is a Workload Estimator for WebFacing Workloads. iSeries Access for Web will be
similar (depending on what functions of System i Access for Web are being used).

* Fine-tuning your web application server
— If performance is not as good as expected, look in Information Center - System ii 2>
WebSphere - Trouble shooting
— http://publib.boulder.ibm.com/infocenter/wasinfo/véri/index.jsp?topic=/com.ibm.websphere.b
ase.iseries.docl/infoliseries/ae/welc6topinstalling.html
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Performance Considerations...

Use the IBM eServer Workload Estimator at
http://Iwww-912.ibm.com/wle/EstimatorServliet

@ IBM Systems Workload Estimator - Mozilla Firefox: IBM Edition

File Edit WView Go Bookmarks Tools Help

qﬂ - E:> - g O @ @ http:ffwww-912.ibm.com wle EstimatorServiet M @ Go @,

Home Products

Why IBM Systems
BladeCenter
Cluster servers
Mainframe

System i5
‘OpenPower servers

Intel processor-based
servers

UNIX servers
Solutions
Storage
Support
Developers
Education
Literature

News and events

Related links
Warranty info
alphaWorks
IBM Business Partners

About IBM Privacy

United States [

Services & solutions Support & downloads My account

IBM Systems Workload Estimator _.".

- Tier: Add, Move, Delete

» Mew System p estimation - Restore Saved Estimation - System: Add, Move, Delete

- Mew System x estimation - Edit Estimation Info - Partition: Add, Move, Delete
- Workload: Add, Mowve, Delete

Version: 2007.1.fec. 3 28-Mar-07  waw-812

Workload Selection

- Mew System i estimation - Options

Shown below is the structure of the current estimation. Use the options shown in the tabs above to
modify the structure of this estimation.

&3 MySolution
b 3 Tier #1 System i
& Svstem £1 (1 interval defined)

b [ Partition: Main £1, iS/0S™ - VSR4, No LPAR

J Continue

Done
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Setting up your web application server

DMZ = demilitarized zone

)/

Firewall

Running here:

« HTTP Server

 WAS, Integrated
Web Application
Server, ASF
Tomcat

* Access for Web

Only need to set up 1 web application server

Firewall

Systems
users
actually
accessing

Install Access for
Web (RSTLICPGM)

© 2007 IBM Corporation
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Port Requirements Comparison

iSeries Access for Windows
(5722-XE1)*

* Port 449 for Port Mapper

* Port 8476 (9476) for Sign-on

* Port 8470 (9470) for Central

* Port 8472 (9472) for Data Queues
* Port 8471 (9471) for Database

* Port 8475 (9475) for Remote Commands
* Port 8473 (9493) for Print

* Port 2001 (2010) for Web Admin

* Port 446 (448) for DDM

* Port 23 (992) for Telnet

* Port 137, 138 for NetServer

* Port 389 (636) for LDAP

* Port 5555 (5566) for Mgmt Central
* Port 53 if using DNS Server

iSeries Access for Web
(5722-XH2)

* Port 80 (or any other port) for
HTTP Server

* Port 443 (or any other port) for
HTTPS Server

*See Information APAR
1112227 for detailed
information
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L5 LS Py, 7
g %, R

Hardware

Software

Requirements
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Client Browser Requirements

* These browsers have been tested with
V5R4 iSeries Access for Web:

Firefox 1.0.2 (Windows, Linux)

Internet Explorer 6.0 with Service
Pack 1 (Windows)

Opera 7.54 (Windows, Linux)
Mozilla 1.7 (Windows, Linux, AlX)

Other browsers that support the
current HTTP and HTML
specifications should work, but
have not been tested with System i
Access for Web.

Set browser to allow 'Cookies’

* These browsers have been tested with
V5R3 iSeries Access for Web:

Netscape 4.7 (AlIX)
Netscape 7.0 (Windows, Linux)

Internet Explorer 6.0 with Service
Pack 1 (Windows)

Opera 7.11 (Windows, Linux)
Mozilla 1.3 and 1.4 (Windows, Linux)

Other browsers that support the
current HTTP and HTML
specifications should work, but
have not been tested with System i
Access for Web.

— System i Access for Web requires that the web browser allow cookies. Set the

cookie configuration option to allow cookies.
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i5/0S Software Requirements

Product
Number Product Name Option $
5722-SS1 |V5R3 System i Access for Web: V5R2 0S/400 or V5R3 Base w/HW
i5/0S
V5R4 System i Access for Web: V5R3 and later i5/0S
5722-SS1 |i5/0OS - Extended Base Directory Support 3 N/C
5722-SS1 |i5/0S - AFP Compatibility Fonts 8 N/C
5722-SS1 |i5/0OS - Host Servers 12 N/C
5722-SS1 |i5/0S QShell Interpreter 30 N/C
5722-SS1 |If you plan to use Secure Sockets Layer (SSL)... N/C
+ i5/0S Digital Certificate Manager 34 N/C
» Cryptographic Service Provider 35
5722-DG1 |IBM HTTP Server for iSeries Base N/C
5722-JV1 |Developer Kit for Java Base N/C
Developer Kit for Java Version 1.3 5 N/C
Developer Kit for Java Version 1.4 6 N/C
Developer Kit for Java Version 5.0 7 N/C
J2SE 5.0 32 bit
(Check WebSphere doc for required version) 8
5722-JC1 |Toolbox for Java Base N/C
5722-TC1 |TCP/IP Connectivity Utilities for iSeries Base N/C
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i5/0S Software Requirements (continued)

Product Option $
Number Product Name
5722-XW1 System i Access Family Base $
5722-XH2 System i Access for Web Base part of
* Ships with 5722-XW1 iSeries Access Family XW1
* V5R3 iSeries Access for Web runs on 0S/400 V5R2 and i5/0S
V5R3
* V5R4 iSeries Access for Web runs on i5/0S V5R3 and V5R4
5722-1P1 IBM Info Print Server Base $
(Optional -- enables best PDF output but is not required to view
PDF output)
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i5/0S Software Requirements (continued)

Product
Number

Product Name Option

One, or more, of the following web servers

Vv5.0.2.2

* OF % *

5733-W61 * WebSphere Application Server V6.1 for i5/0S (all three

5722-IWE * WebSphere Application Server V5.1 - Express for iSeries
5733-WS5 * WebSphere Application Server V5.1 for iSeries (Base and ND)
* WebSphere Application Server V5.0 - Express for iSeries
 WebSphere Application Server V5.0 for iSeries (Base and ND)
5722-DG1 * integrated Web application server

+ Apache Software Foundation Tomcat

* WebSphere Portal for iSeries (Express and Express Plus)

* WebSphere Portal Enable for Multiplatforms V5.1.0.1
» WebSphere Portal V6.0
» IBM Workplace Services Express V2.5, V2.6

5733-W60 editions) See
5722-E51 * WebSphere Application Server V6.0 for 0S/400 (all three documentation
5733-W51 editions)

Refer to the documentation for the individual web serving environments additional requirements that

may not be listed above.

— WebSphere http://www.ibm.com/servers/eserverl/iseries/software/websphere/wsappserver/

— Portal V5.0.2.2http://publib.boulder.ibm.com/pvc/wp/502/smbi/en/InfoCenter/index.html
— Portal V5.1.0.1http://publib.boulder.ibm.com/infocenter/wp51help/index.jsp
— Portal V6.0  http://publib.boulder.ibm.com/infocenter/wpdoc/v6r0O/index.jsp

— Workplace V2.5
— Workplace V2.6

http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp
http://publib.boulder.ibm.com/infocenter/wseic/v2ré/index.jsp

— ASF Tomcat http://www.ibm.com/servers/eserver/iseries/software/http/
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System i Hardware Requirements
Models/Processor features/Memory

Refer to the web application server documentation to determine what server models,
processor features, and the memory requirements are for your web serving environment

— WebSphere Application Server
+ http://lwww.ibm.com/servers/eserverl/iseries/software/websphere/wsappserver/
— ASF Tomcat
* http://lwww.ibm.com/servers/eserverl/iseries/software/http/
— WebSphere Portal Express/Express Plus for iSeries V5.0.2.2
* http://publib.boulder.ibm.com/pvc/wp/502/smbi/en/InfoCenter/index.html
— WebSphere Portal V5.1.0.1
* http://publib.boulder.ibm.com/infocenter/wp51help/index.jsp
— WebSphere Portal V6.0
* http://publib.boulder.ibm.com/infocenter/wpdoc/v6r0/index.jsp
— Workplace Services Express V2.5
* http://Ipublib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp
— Workplace Services Express V2.6
* http://Ipublib.boulder.ibm.com/infocenter/wseic/v2ré/index.jsp

Server disk space Software product
— 275MB V5R3 System i Access for Web
— 470MB V5R4 System i Access for Web
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System i Access for Web
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3 Options for setting up the
Access for Web environment

— Simplest to set up
— Preconfigured HTTP web server

o
1. Integrated Web application server ‘\ J

2. Express Runtime Web Environments
— All components provided in a single package
— Greatly simplifies the complexity of the environment
— Most automated
— Running web environment when installation completes
— Desktop icon linking to the deployed web environment

3. Step by Step
— Greatest flexibility
— Choice of WebSphere Application Server version
— May already have components on your system

© 2007 IBM Corporation
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1. Integrated Web Application Server

— Simplest to set up

— Preconfigured HTTP web
server

i Want an . © 2007 IBM Corporation
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What is it, does System i Access for Web support it?

* What is the i5/0S integrated - How is it packaged
Web application server

— 5722-DG1 IBM HTTP Server for

— A web application engine i5/0S
much like ASF Tomcat — Available in the DG1 group PTF
— Uses minimal system - V5R4 SF99114 level 6 or later

resources, similar to ASF
Tomcat

— Minimal effort by an
Administrator to maintain

— V5R4 is the last release
i5/0S will contain ASF — Only V5R4 System i Access for Web

Tomcat can be used

— V5R4 System i Access for Web can
be installed and is supported on...

+ V5R3 i5/0S
+ V5R4 i5/0S

i Want an . © 2007 IBM Corporation
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To use System i Access for Web within this environment

1.

8.

Stop the Web Administration for i5/0S
- ENDTCPSVR SERVER(*HTTP) HTTPSVR(ADMIN)

Load/apply latest 5722-DG1 group PTF (review cover letters for any additional
information)

 V5R4 SF99114

 V5R3 SF99099

Load/apply latest V5R4 System i Access for Web PTF
« SI25551

Configure System i Access for Web

- QSH

- cd /QIBM/ProdData/Access/Web2/install
- cfgaccweb2 —appsvrtype *INTAPPSVR

Start the Web Administration for i5/0S

« STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

Start preconfigured HTTP web server

« STRTCPSVR SERVER(*HTTP) HTTPSVR(IWADFT)

Open a browser to System i Access for Web using preconfigured HTTP:port
* http://<system name>:2020/webaccess/iWAMain

Done!
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Integrated Web application server

Questions regarding >
the integrated

Web application server
option?

© 2007 IBM Corporation
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2. Web Enable Feature — Express Runtime Environment

« All components provided in a single package

- Greatly simplifies the complexity of the
environment

* Most automated

* Running web environment when installation
completes

» Desktop icon linking to the deployed web
environment
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What is the problem?

The complexity of the web-serving environment

— Several parts/pieces to install
— Can be challenging to configure all the parts/pieces

Multiple

Partner installations

or SMB

Customer Complex and

manual
configuration

Integration
required

© 2007 IBM Corporation
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What is the solution?

- Put all the parts/pieces into a single package

— Middleware components
« HTTP web server
 WAS Express 6.0.2.9
* V5R4 System i Access for Web
* PTFs are included

— Sample applications — modernizing an RPG
application (flight400) using the following
technologies:

- HATS, WebFacing, Web Services

— First Steps

* Web page with links to System i Access for
Web, Samples, web administration,
Information

— Getting Started Document
— Deployment help text
— Product licenses

IBM HTTP Server

WebSphere
Application
Server - Express

System i Access
for Web

~ Solution Package

\J

_/
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What is the solution? (continued)

- Make the package easily deployable
IBM HTTP Server

— Easy to use wizard run from Windows
K . WebSphere
Server - Express

— Middleware is uploaded, installed/configured System i Access

for Web

— System i Access for Web is set up
— Sample applications are set up
— FirstSteps webpage is deployed

— Web-serving environment is ready for
immediate use

— Desktop icon to FirstSteps web page : Solution Package
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Target Audience

* V5R4 i5/0S customers and partners
— Anyone wanting/needing a simple way to setup web-serving on their i5/0S

» Users of the following:
— System i Access for Web — end user web browser access to i5/0S resources
— WDHT / HATS / WebFacing applications
— J2EE web applications (JSF, JSP, servlets, EJBs, etc)
— SOA applications (web services, including RPG/COBOL integration)
— Demo of an application modernized using SOA, HATs and WebFacing

* Partners
— Modify a similar solution to include their applications
* Obtain SAT and source from PartnerWorld
* Rebuild solution to include their application
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Packaging/Ordering

5722-WE2 Express Runtime Web Can also be ordered
Environments separately
— Ships with all V5R4 i5/0S orders —No-charge feature of

5722-WE2 Web
Enablement for i5/0S

* Since October 2006 - Order feature 5905

 DVD only for CDs

- All media contained in a single shrink - Order feature 5906
wrapped package for a DVD

— Packaged along with WebSphere
Application Server - Express product CDs

- Label on package identifies the two
products and their purposes

* Products identified on media labels

* Look for DVD labeled: Express
Runtime Web Environments V1R1,
contains everything you need
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Installation/Setup Process

- Read the ReadMe packaged with the * Deployment wizard complete
product _ _
Verif irements for Windows — Click desktop icon named
- Verily “"9“' e . Web_Enablement_Environment_V5
workstation and i5/0S system R4MO
* From a Windows workstation, launch the
deployment wizard — FirstSteps webpage provides links

to web environment, System i

— Provide credentials
e . Access for Web, sample
— Specify i5/0S system to deploy applications

— Name the HTTP web server, WebSphere

profile/application server, ports — Administrator can then distribute

— Optionally a backend i5/OS for System i web browser URL to users
Access for Web to connect
* Deployment wizard runs — GO LICPGM will list
— Pushing middleware from * 5733-SO1 Base Express

Runtime Web Environments

« 5733-SO1 1 Web Enablement
Environment

workstation/media to the i5/0S system
— Installs/configures middleware

— Install/configures System i Access for Web,
sample applications, FirstSteps web page

— Creates desktop icon on Windows
workstation
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Windows workstation software/hardware requirements

* Windows operating systems * Windows workstation hardware
— Windows XP Professional SP2 requirements:
— Windows 2000 Server SP4 — Minimum 512MB of memory;
— Windows 2000 Advanced Server 1GB recommended
SP4 — At a minimum, an Intel Pentium
— Windows 2000 Professional SP3 ::iﬁliar::nr:r;(;iis:;ev;:ho?
- ‘é"c'l'i“tf'o°r:"’§PS1‘*"’er 2003, Standard 600MHz. A Pentium IV class
processor with a minimum
— Windows Server 2003, Enterprise clock speed of 1.2GHz is
Edition SP1 recommended
— A local area network (LAN)
* Web browser connection
— Windows Internet Explorer 6 or — At least 1.5GB of free disk
later space

— Firefox 1.5 or later
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i5/0S Software/Hardware Requirements

« 5/0S V5R4 (5722-SS1) - Recommended PTFs:
— option 3 - Extended Base Directory — i5/0S Cumulative PTF Group
Support SF99540 Level 6066 or later
— option 8 - AFP(TM) Compatibility Fonts — Java Group PTF SF99291 Level 2 or
— option 12 - Host Servers later
— option 30 - QShell — DB2 Universal Database for iSeries

Group PTF SF99504 Level 2 or later

« Software products ] ]
* i5/0S hardware requirements:

— 5722-JV1 Java Developer Kit 1.4 -
*BASE, option 5, option 6 — Itis recommended that you use the

_ 5722-JC1 Toolbox for Java IBM Systems Workload Estimator

to help estimate your hardware
— 5722-TC1 TCP/IP Connectivity Utilities needs? y
— 5722-XW1 System i Access Family

— 5722-QU1 Query - if you want to run
reports using the HATS or WebFacing
sample applications
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Demonstration

File Edit Yiew Help

After accepting the
license
agreements, this
is the first page
of the
deployment
wizard

IBM Express Runtime Web Environments for i5/08

Welcome to the WaR4M0O YWeh Enablement Enviranment. This environment is an option of the IBM
Express Runtime Web Enviranments for /08 praduct.

The Weh Enahlement Ervironment significantly reduces the time necessaryto setup a Web
environment on iS/03. Itinstalls all ofthe necessary middleware, fix packs, and PTFs. [t also
automatically configures the Web environment for immediate use for the following types of
applications:

# J2EE applications

# Web services applications

# WebFacing applications

# Host Access Transformation (HATS) applications. Mota that a license may he reguired

# WebFacing Deplovment Tool with HATS Technalogy (WDHT) applications

# V8R4 iSeries Access forWeb application. Mote that using iSeries Access forWeb
requires thatyou have a license foriSeries Access Family (57 22-30M1) and comply with
the usage restrictions in the 5722-XW1 license

This environment:

# Installs WebSphere Application Server Express 6.0.2.9, 57 33-We0
# Installs YaR4M0 IBM HTTP Server for iS00S including PTFs, 8722-DG1
# Configures and starts the application server and the HTTF server

This environment also installs and configures these products and sample applications into the
Yieh environment:

# iSeries Access forVWeb, 7 22-%¥H2. This product offers browser-hased accass to (9708
systems. It provides a 9250 user interface and access 10 19505 resaurces, such as the
iSeries database, integrated file system, printers, printer output, jobs, batch commands,
and messages

# Host Access Transformation Services (HATS). A sample application which demonstrates
the presentation of an RPG program named flght400 which was modernized using HATS

# WebFacing. A sample application which demaonstrates the presentation of ight400 which
wias modernized using YWebFacing

# \Web Services. This sample application queries flght400 by accessing itusing a Weh

© 2007 IBM Corporation
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Demonstration (continued)

[, T _% - —-
Deploy the web e BEX]
enVironment ;5 ﬁ@/ ‘1 = Web Enablement Environment
Select Tasks
and create the lielcome Select the tasks to deploy.

deSktOp icon to —Select Tasks
the FirstSteps
webpage

weh Enahlement Enviranment
Selectthis task to deploy the \Weh Enablement Environment to your iSi0 S system.

Create Desktop lcon
Selectthis task to create a desktop icon that links to the Web Enablement Environment.

[ =Back |[ Next- |
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Demonstration (continued)

&/ Deployment Wizard =
File Edit *“iews Help

Name of i5/0S )«3 21 = Web Enablement Environment
System to Specify Target Computers - Vfeh Enahlement Environment
: ; Frovide the host name or IP address far the target computer where you want
dep|0y the oot Ta to deploy Web Enablement Environment.
environment

to

: , Cperating systerm: OS400 (i5/05)

Provide a user ID and password with administrative privileges for the target computer.

Target Computer: | My Sy stem myCompany com |

UserID: | DOUGE |

Password: | ﬂm—a—**a—a—xﬂ |

[] Save this login information

| Testconnections |

£ ] il | [ﬂ

| <Back || Mex= |
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Demonstration continued)

% Deployment Wizard

=Jo&d

The deployment 7
wizard

displays this

page for the

desktop icon,

click Next

£,

a —) Web Enablement Environment
Specify Target Computers - Create Desktop lcon

Frovide the host name or IP address for the target computer where you want
to deploy Create Desktop lcon.

Cperating system: Windows

Provide a user ID and password with administrative privileges for the target computer.

Target Computer: i localhost (this computer)|

Save thiz login information

Test connections

User D

Passwaord:

[ =<Back || MNex-
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Demonstration (continued)

%, Deployment Wizard Joed

File Edit “iew Help
~ Web Enablement Environment

Name the HTTP ) _ —
Configure Parameters - HTTP and application server names and ports

Web server and eI Frovide configuration information for Web Enablement Environment. Reguired
gy parameters are marked with an asterisk.
it’s port

Name the e
WebSphere Web Enablen " HTTP server narme MYHTTPSVR |
profile/app + HTTP server por o000 |
server and it’s i el semennams A |
port range !

(]' 1ili [ﬂ
[ = Back “ Mext =
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Demonstration (continued)

& Deployment Wizard =) oks
File Edit “iew Help
Deployment Of the é “% = Web Enablement Environment
) Configure Parameters - \\feh Service application
Sample FProvide configuration information for YWeh Enablerment Environment. Required
app|icati0ns oot Ta parameters are marked with an asterisk.
. - (Twpical | Advanced.
requires a security MIEREES
officer level user Sy “Userproie [sEcorR |
|D/paSSWOrd = Password [ |
*erify password: [y !
4]' i1} [ll
[ = Back ][ fdemt =
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Demonstration (continued)

. €. Deployment Wizard ME x|
System i Access Fle Edt Vew Hep
for Web can :j 21 = Web Enablement Environment
Configure Parameters - iSeries Access forlfeb configuration
?onneCt to the il Provide configuration information for Web Enablement Environment. Required
|5IOS System oot Ta parameters are marked with an asterisk.
d&p'oying to or o s [ Typical [Advanced]
another in the .
twork * Target System | localhost

ne

(]- i [ﬂ

[ = Back H Mext = ]
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Demonstration (continued)

[ Deployment Wizard ) %

File Edit “iew Help
_J =@/ '“1 ~ Web Enablement Environment

Summary Panel

Summary page,
click Deploy all ielcome

A list of all the tasks that vou selected appears in the summary.

+* Select Tasks
” Task Weh Enahlement Environment - -
Estimated time to deploy task
v Specify Targets Description: Select this task to deplay the Web Enablement i
. Erviranment to yaur i5/08 system. 240 minutes
+ Configure Parameters Haost hames: MySysterm.mycompany.com

Previous Deployment: Unattermptad

b
Summary Taszk: Create Deskiop lcon

Cescription: Selectthis taskto create a desktop icon that
links to the Wweh Enablement Environment, 4 minutes

Host names: localhost dhis computer)
Frevious Deployment: Unattempted

Estimated time to deploy task

Estimated time to deploy all tasks: 245 minutes

To deploy all of the tasks that appear in the summary, click Deploy all.

[ = Back ” Deplay all
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Demonstration (continued)

| & Deployment Wizard BjiEl

File Edit “igw Help

é z ©, ﬂ —) Web Enablement Environment

Deployment Status

Progress of
the

The deployment status for all the tasks vou selected to deploy appears in the
deployment messages table.

deployment 1% Estimated total time remaining: 4 hours ,5 minutes|
Deployment messages:
' Time: Message
Q 2007-03-2308:15:30 Deploying: Web Enablement Environment
2007-03-23 081313 Waiting to deploy: Create Desktop lcon
[ Dietailed messages ] [ Master log l

= Back Stop Deployment
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Demonstration (continued)

(% Deployment Wizard BE )

Fie Edit Wiew Help

: (&0 ©" = Web Enablement Environment

Deployment Status
SUCCESSfUI VVielcome The deployment status for all the tasks you selected to deploy appears in the
Completion «Select Tasks deployment messages table.

v Specify Targets 100%

Estimated total time remaining: 0 minutes|

~ Configure Parameters
Deployment messages:

~ Summary Time: Message
¥ |2007-03-2310:09:46 Successiully deploved: YWeb Enablement Environment

¥ Status

& |2007-03-2310:10:06 Successfully deployed: Create Desktop lcon

[ Detailed messages ” Master log ]

[ = Back ][ Close ]
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Demonstration (continued)

@ FirstSteps - Mozilla Firefox: IBM Edition o

File Edit View Go Bookmarks Tools Help *

€580

@ | http: fMySystem.mycompany.com: 10000 fwebeny FirstSteps, himl I_:] @ Go H@, |

Click the desktop icon FirstSteps

n a m e d : Welcome to the Web Enablement Environment which supports running J2EE, Web Services, WebFacing, HATS, and iSeries Access for
Web application. To start and stop servers, install your own Web applications, and manage the Web environment including its performance
use the IBM Web Admininstration for 15/0S interface.

Sample Applications

(1
We b_E n a b I e m e n t_ This environment has also installed and configured iSeries Access for Web. Use iSeries Access for Web to leverage business information,

. T applications, and resources across an enterprise by extending the i5/OS resources to the client desktop through a Web browser.
Environment_V5R4M0

It also installed and configured a sample RPG program. named flght400, along with 3 sample Web applications. Each sample Web

application modernizes the presentation of the flsht400 RPG program. Each sample Web application was created using a different tool or
technique. Before viewing the modernized presentation vou should first look at the traditional presentation of the flght400 program. To do
that, change vour user profile so that the flghr400 library is the current librarv, and then run go frsmain. The password for every agent is
mMercury. |

Next, run each of the sample Web applications to see an improved presentation of flght400. The first sample Web application was created
using HATS (Host Access Transformation Services). HATS is a tool that assists in modernizing existing applications. This Web application
was created by a programmer using HATS and flght400 for the first time.

The second Web application was created using WebFacing, which is another tool that assists in modernizing existing applications. This Web
application was also created by a programmer with no previous knowledge of WebFacing or flght400.

The last Web application was created so that flght400 can be accessed as a Web service. The implementation of this Web service is based
on SOA (Service-Oriented Architecture). In this example, the Web service enables fight400 to be queried from the third Web application.

Next Steps

Done
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Demonstration (continued)

stSteps - Mozilla Firefox: 1BM Edition M=)
Fle Edit View Go Gookmarks Tools Help -3
Click the desktop TR ) [T —— Mool |
icon named Next Steps ]
We b_E Nnablement | mestowig ifomation s provided to help yon leam more about the technologies that were used to create this environment
Environment i s e

+ HATS (Host Access Transformation Services)
V5RAMO Vot

-_— * S0A and Web Services

* Service-Oriented Architecture (SOA)

+ BExpress Runtime 2.1.1

+ WebSphere Development Studio Client

¢ Developer Roadm:

* Sohtions Builder Express

* WebSphere Application Server

& IBM HTTP Server

Administration

To start the [BM Web Admininstration for i5/0S interface use the CL command STRTCPSVR SERVER(*HTTP)
HTTPSVR(*ADMIN). To stop the interface run ENDTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN).

To keep vour system running well we recommend regularly checking that vou have the latest Recommended Fixes and Group PTFs installed.

Done

i Want an . © 2007 IBM Corporation



IBM System i

Questions regarding the
Express Runtime

Web Environments
option?
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3. Step by Step

* Greatest flexibility

- Choice of WebSphere
Application Server version

- May already have components
on your system
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Formula for successful setup and configuration

You need to do the following in this order:

) o Information resources:
1. Decide what web application server

environment to run * These steps are detailed in

System i Access for Web
2. Install System i Access for Web on your InfoCenter information

i5/0S system

* 450047 LAB: System i
Access for Web Installation

3. Verify, load, apply any additional PTFs and Configuration

— Cumulative PTF package
— WebSphere, HTTP web server for i5/0S - Examples at

— System i Access for Web http://www.ibm.com/servers/

eserverl/iseries/access/web/d

4. Setup web-serving environment oc.html

5. Configure System i Access for Web

6. Verify the installation and configuration
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IBM ‘_..
WebSphere
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Decide what web application server environment to run

System i Access for Web can be deployed to a variety of web serving
environments.

— Servlets
« WebSphere Application Server V6.1 for i5/0S (Express, Base, Network Deployment)
* WebSphere Application Server V6.0 for 0S/400 (Express, Base, Network Deployment)
 WebSphere Application Server V5.1 - Express for iSeries
+ WebSphere Application Server V5.1 for iSeries (Base and Network Deployment)
 WebSphere Application Server V5.0 - Express for iSeries
* WebSphere Application Server V5.0 for iSeries (Base and Network Deployment)
* ASF Tomcat

— The ASF Tomcat included as part of the no-charge IBM HTTP Server for iSeries (5722-
DG1)

— ASF Tomcat PTFs are delivered within the IBM HTTP Server for iSeries Group HTTP
PTFs.

— Portlets

IBM WebSphere Portal — Express/Express Plus for Multiplatforms V5.0.2.2
IBM WebSphere Portal Enable for Multiplatforms V5.1.0.1

IBM WebSphere Portal V6.0

IBM Workplace Services Express V2.5, V2.6
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http://www-03.ibm.com/servers/eserver/iseries/software/

Home
+ System i
What's New
About WebSphere
Ordering
Documentation
FAQs
Business Sclutions
Samples
PTFs
Performance
Coexistence
Migration
Forum

Related Resources

websphere/wsappserver/docs/docws61.html

United States [change]

Terms of use

Search

My IBM

Services & industry solutions Support & downloads

WebSphere Application Server for
19/0S

Updated: July 14, 2006

Documentation: Version 6.1

The Release Notes contain information about known problems and the work arounds. This
document also includes some supplemental information for topics covered in the
documentation for the following products:

WebSphere Application Server V6.1 for i5/0S

WebSphere Application Server for Developers V6.1 for i5/0S
WebSphere Application Server Network Deployment V6.1 for i5/05
WebSphere Application Server - Express V6.1 for i5/05

Note: The most up to date documentation you can find on WebSphere Application Server
is on-line. Additionally, the English version is the most up to date version of each type of
documentation below.

+ Release notes

+ Information Center

+ Migration

+ Installation and initial configuration

@ Done
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Install System i Access for Web
on your i5/0S system

@ _"ln

© 2007 IBM Corporation
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Install System i Access for Web on your i5/0S system
)

—

~G ] |

Installing System i Access for Web
— Use the RSTLICPGM command to restore (install) product 5722-XH
— RSTLICPGM LICPGM(5722XH2) DEV(OPTO01) OPTION(*BASE)

N

The restore will...
— Create library QIWA2 and objects in QIWA2
— Create file system directories
* /QIBM/ProdData/Access/Web?2/...
* /QIBM/UserData/Access/Web?2/...
— Set basic ownership/authorities for library and file system objects

The restore will not...
— Make any changes to HTTP server configurations
— Make any changes to web application server configurations
— Enable use of System i Access for Web
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Install System i Access for Web on your i5/0OS system (continued)

No coexistence between V5R2, V5R3, and V5R4 System i Access for Web

If System i Access for Web is already installed on the i5/0S system...

— Installing/upgrading to a later release will replace the installed version.

— QIWA2/CFGACCWEB2 must be run after installing a newer release of System
i Access for Web.

— Running CFGACCWEB2 enables/deploys new functions.
— The web application server must be restarted after CFGACCWEB?2 is run.

— Refer to the InfoCenter information for information on upgrading from a
previous release to V5R4 System i Access for Web.
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Verify, load, apply any additional PTFs

« Each component of the web application serving environment has
PTFs

WebSphere Application Server

i5/0S Cumulative PTF package

HTTP web server

WebSphere Portal/Workplace Services Express
System i Access for Web

ok ob-=

 PTFs for the above components should be verified and updated as
needed

The following pages provide specific detail on each of the above >
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Verify, load, apply any additional PTFs (continued)

1. WebSphere Application Server

— http://www.ibm.com/servers/eserver/iseries/software/websphere/wsappserver/

— Click the PTFs link, click the link for i5/0S release/WebSphere version
— V5R4 i5/0S

WRKPTFGRP SF99323
WRKPTFGRP SF99312
WRKPTFGRP SF99311
WRKPTFGRP SF99308
WRKPTFGRP SF99309

— V5R3i5/0S

i Want an . © 2007 IBM Corporation

WRKPTFGRP SF99322
WRKPTFGRP SF99301
WRKPTFGRP SF99275
WRKPTFGRP SF99285
WRKPTFGRP SF99286
WRKPTFGRP SF99272
WRKPTFGRP SF99287
WRKPTFGRP SF99288

v6.1 for i5/0S

v6.0 for 0S/400

v5.1 Express for iSeries

v5.1 Base Edition

v5.1 Network Deployment Edition

v6.1 for i5/0S

v6.0 for 0S/400

v5.1 Express for iSeries

v5.1 Base Edition

v5.1 Network Deployment Edition
v5.0 Express for iSeries

v5.0 Base Edition

v5.0 Network Deployment Edition
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Verify, load, apply any additional PTFs (continued)

2. i5/0S Cumulative PTF package

— The WebSphere Application Server group PTF identifies an i5/0S
Cumulative PTF package.

— The i5/0S PTF package specified is the level the WebSphere group
PTF was tested with.

— You may be able to successfully run with an earlier or later
cumulative PTF package.
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Verify, load, apply any additional PTFs (continued)

3. HTTP web server

— http://lwww.ibm.com/servers/eserver/iseries/software/http
* Click the Support tab

— V5R4 i5/0S
- WRKPTFGRP SF99114

— V5R3 i5/0S
 WRKPTFGRP SF99099
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Verify, load, apply any additional PTFs (continued)

4. WebSphere Portal/Workplace Services Express

— Refer to the Portal and Workplace Information Center documentation

— IBM WebSphere Portal — Express/Express Plus for iSeries V5.0.2.2
« http://publib.boulder.ibm.com/pvc/wp/502/smbi/en/infoCenter/index.html

— IBM WebSphere Portal V5.1.0.1
 http://publib.boulder.ibm.com/infocenter/wp51help/index.jsp

— IBM WebSphere Portal V6.0
 http://publib.boulder.ibm.com/infocenter/wpdoc/v6rO/index.jsp

— IBM Workplace Services Express V2.5
 http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp

— IBM Workplace Services Express V2.6
 http://publib.boulder.ibm.com/infocenter/wseic/v2r6/index.jsp
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Verify, load, apply any additional PTFs (continued)

5. System i Access for Web

— http://www-03.ibm.com/systems/i/software/access/web/servicepacks.htm

— V5R4 - SI25551 (available Dec 2006)

— Contains support for WAS V6.1, Workplace Services Express V2.6, Portal V6.0,
integrated web application server

— Linux i386.rpm - SI124993
— Linux ppc.rpm - S124994
— Linux ppc64.rpm - S124995
— Linux x86-64.rpm - S124996
— AFP Plugin Viewer - S122919

— VBR3 - SI23771 (available June 2006)

— Contains support for WAS V6.1, WAS V6.0, Portal V5.1.0.1, Workplace Services
Express V2.5

— Linux i386 rom - SI24517
— Linux ppc rpm - S124518
— AFP Plugin Viewer - SI14371

— Always check the cover letter special instructions, often will have to run
CFGACCWEB2 to enable changes.

— Always check the website for latest PTF numbers
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=

Setup up web-serving
environment

{

CyTTPSewer for iSeries

. oo+ ilan
WebSphere _
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Step by Step

Setup web-serving environment

Tier 1 Tier 2 Tier 3
HTTP  Web Application
Server Server
Servlet
i \
\
P .
Web browser . Java
JSPs Beans oS
Interne Host applications
Database

Need to create...

© 2007 IBM Corporation
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Setup web-serving environment (continued)

« HTTP web server
— Front door for into your web serving environment
— HTTP/HTTPS (SSL)
— Listens for web requests on a specific TCP/IP port
— An HTTP server is configured to "talk" to a specific web application server
— Routes web requests between and end-user browser and a web application sever

- WebSphere web application server (WAS)
— Profiles (instances) are created containing a web application server

— The web application server provides an environment for the deployment and management
of web applications

— Many different WAS versions can be installed and coexist on an i5/0S system
— All web applications running within a web application server share the same name space.
— You could create multiple profiles (instances) on a single i5/0S for the following reasons:

* To create separate development environments for different developers. This allows them to
have different versions of the same objects in their own name space.

* To create separate development and test environments
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Setup web-serving environment (continued)

Use IBM Web Administration for i5/0S

— Easy to use wizard that prompts for required information and
does all the work

— STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

— http://<system_name>:2001/HTTPAdmin
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Setup web-serving environment (continued)

Setup > Create a New WebSphere Application Server

& HTTP Server Administration on X1519P4 - Mozilla Firefox: IBM Edition =JIoed
File Edit View Go Bookmarks Tools Help $

Q@ - |:L> - l%l @ | http: /f <system_name =: 200 LHTTPAdmin| Ii] ® e “Q' |

IBM Web Administration for iSeries &P WebSphere.

Manage | Advanced | Related Links

Common Tasks and Wizards IBM Web Administration for iSeries
) Create HTTP Server

) Create Application Server Getting starfed - Create and learn about the servers needed to run your Web content.
) MWigrate Original to Apache
) Create VWebSphere Portal
) Create BM Workplace 48} Create a New HTTP Server (&

Create a new HTTP Server (powered by Apache) to run your HTTP Web content. This wizard will

create everything you need to get started with simple Web sening.

Create a New WebSphere Application Server @

Create a new WebSphere Application Server Instance to run your dynamic Weh applications. Create
gither a WebSphere Application Server - Express or WebSphere Application Server (base).

[y Create a New WebSphere Portal @
Create a new application server to run powerful and compelling business partner, customer, and
employee information portals. This includes configuring an HTTF server, creating a new
WebSphere Application Server, and configuring database and LDAP as necessary.

Create WebSphere Portal - Express: One Step
Create a production ready WehSphere Portal - Express server without security in one easy step.

& Create a New IBM Workplace environment G
Create a new IBM Workplace to run your collaborative work envirgnment. This rich environment
helps facilitate cormmunication among team members, allowing them to work together more
efficiently to achieve their project and business goals. By accessing the same collaborative portal
interface, users can access their applications and shared on-line work areas and create, edit, and
share documents from any computer with a Web browser.

Done
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Setup web-serving environment (continued)

Click Next

& HTTP Server Administration on X1519P4 - Mozilla Firefox: IBM Edition =<
File Edit View Go Bookmarks Tools Help *

Qﬂ - |:> - %l @ | http: ff<system_name >: 2001/HTTPAdmin M ® e “Q' |

IBM Web Administration for iSeries

Manage | Advanced | Related Links

w Commen Tagks and Wizards . . i
1 Create HTTP Server Create Application Server
J Create Application Server
J Migrate Original to Apache Welcome to the Create Application Server wizard. This wizard creates a new application server to run Web
o Create WebSphere Portal applications with dynamic content, updates virtual host information and Wehb server plugin configuration for an

o Create IBM Workplace external HTTP server of your choice, and creates all necessary JOBC providers and datasources required for the

Web applications you choose to install.

+ Virtual Hosts

Yirtual hosts are the mechanism that route the URL request from the browser to the applications. Many
application servers use one virtual host to control the routing of requests. If you wish for mare granular control,
you can create more virtual hosts to route a particular URL to a specific application. A single virtual host can
receive requests from one or maore HTTP servers.

+ [Install Application

Applications must be installed onto the application server to be accessed by your customers. The Install
Application wizard will take your Enterprise Archive (EAR) or Web Archive (WAR) file that contains the application
and deploy the application on the server.

+ Data Sources and JDBC Providers
Most applications need to access databases to retrieve and store data. JDBC providers and data sources are [i]

Daone
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Setup web-serving environment (continued)

Select version of WebSphere Application Server, click Next

& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition =<
File Edit View Go Bookmarks Tools Help *

Qﬂ - |:> - %l @ | http: ff<system_name >: 2001/HTTPAdmin M ® e “Q' |

IBM Web Administration for i5/0S v

WebSphere.

Manage | Advanced | Related Links

w Commen Tagks and Wizards . .
7} Create HTTP Server Create Application Server

J Create Application Server
A Migrate Original to Apache

J Create WebSphere Portal . N .
71 Create IBM Workplace Your systemn has more than one version of WebSphere Application Server installed.

Choose the type of application server to create
(%1v6 1 Express WebSphere Application Server V6.1 Express, allows you to add dynamic function to static HTML
©v5.1ND Web pages and is intended for less complex Web applications.

VB 1 Base WebSphere Application Server Version V6.1 Express can be installed in multiple locations on this
systemn. Multiple application servers can be created from each installation. The product install path
Ove.o for this installation is /QIBM/ProdData/WebSphere/AppServer/\V61/Express.

VA0 ND
(5 1 Base
5 A Express

Select WebSphere Application Server \Version

| Back || Next | | Cancel |

Daone
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Setup web-serving environment (continued)

Enter a name for the web application server, optionally a description, click Next

i}' HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition

File Edit View Go Bookmarks Tools Help

A=)
*®

Qil j E1> T %l @ | hittp: ff<system_name >: 2001/HTTPAdmin

¥] @ = G

IBM Web Administration for i5/0S

Manage | Advanced | Related Links

w Commaon Tasks and Wizards

.} Create HTTP Server Create WebSphere Application Server - Express, V6.1
J Create Application Server . . .
3 Migrate DF;Ii}ginal o Apache Specify Application Server Name

) Create WebSphere Portal

J Create IBM Workplace Specify a unique name for the application server. (7]

ﬁ Application server name: |iwaﬁ1express

Server description: |System i Access for Web

| Back || Next | | Cancel |

T

¥ WebSphere.

Daone
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Setup web-serving environment (continued)

Select Create a new HTTP server, click Next

& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition =<
File Edit View Go Bookmarks Tools Help *

Qﬂ - |:> - %l @ | http: ff<system_name >: 2001/HTTPAdmin M ® e “Q' |

IBM Web Administration for i5/0S

Manage | Advanced | Related Links

w Commen Tagks and Wizards . .
1 Create HTTP Server Create WebSphere Application Server - Express, V6.1
J Create Application Server
A Migrate Original to Apache Select HTTP Server Type
) Create WebSphere Portal

2 Create IBM Workplace The application server may bhe associated with an external HTTP server. If selected, the wizard will set up the external
HTTF server with the necessary information to route incoming URL requests to this application server.

Choose the HTTP server type: 9
ﬁ {51 Create a new HTTP server (powered by Apache)
O Selectan existing HTTP server (powered by Apache)

) Select an existing Domino HTTP server

) Do not associate an external HTTP server with this application server

| Back || Next | | Cancel |

Daone
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Setup web-serving environment (continued)

Enter name for HTTP server, optional description, port for this HTTP web server,
click Next

& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition =<
File Edit Yew Go Bookmarks Tools Help *
Qil - |:> - %] @ | http:/f<system_name =: 200 1/HT TPAdmin M @ Go “Q, |

IBM Web Administration for i5/0S &> WebSphere
Manage | Advanced | Related Links
w Commen Tagks and Wizards . . i
‘] Create HTTP Server Create WebSphere Application Server - Express, V6.1
A Create Application Server
) Migrate Original to Apache Create a new HTTF server (powered by Apache)
) Create WebSphere Portal
J Create IBM Workplace Anew HTTP server (powered by Apache) will be created and configured to be used by this application server. (7]
ﬁ HTTP servername:  iwa6lexpre
HTTP server description: |System i Access forWeb
Your HTTP server may listen for requests on a specific IP address or on all IP addresses of the system.
Onwhich IP address and TCP port would you like your HTTP server to listen?
IP address: | AllP addresses [ﬂ|
ﬁ Port
Hote: Most browsers make requests to port 80 by default.
[ae]
 Back || Next| | Cancel |
Dane |
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Setup web-serving environment (continued)

Enter first port in a range of available ports, click Next

& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition =<
File Edit Yew Go Bookmarks Tools Help *

Qﬂ - |:> - %] @ | hittp: ff <system_name »:2001/HTTPAdmin M ® co “Qv |

IBM Web Administration for i5/05 €7 WebSphere.
Manage | Advanced | Related Links

T

w Commen Tasks and Wizards

J) Create HTTP Server Create WebSphere Application Server - Express, V6.1
A Create Application Server - . .
) Migrate Original to Apache Specify Intermal Ports Used by the Application Server

) Create WebSphere Portal

) Create IBM Workplace The application server uses several internal services such as internal HTTP transport service, Simple Ohject Access

Protocol (S0AF) service, name senvice, and several other services to perform its processing. In order for these semnvices
to be configured, you must provide a block of 15 consecutive ports that are currently notin use on your system. Specify
the first TCP port numberin the range and the wizard will assign the poris that are to be used by each internal service.
For example, if 10101 is entered as the first portin the range, then ports 10101 to 10115 will be configured.

ﬁ Fistportn range: (10101 | @

 Back || Next| | Cancel |

Dane
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Setup web-serving environment (continued)

Click Next

& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition =<
File Edit Yew Go Bookmarks Tools Help *

€ D-TOD

http:/f<system_name =: 200 1/HT TPAdmin M @ Go “Q, |

w Commen Tasks and Wizards
A Create HTTP Server
A Create Application Server
J Migrate Original to Apache
) Create WebSphere Portal
J Create IBM Workplace

IBM Web Administration for i5/05 €7 WebSphere.
Manage | Advanced | Related Links

T

Create WebSphere Application Server - Express, V6.1
Select Sample Applications

You may optionally install sample applications into this application server. Choose the applications you want to install
and the wizard will deploy them for you.

Select which sample applications to install:

v Cluery - Provides dynamic query service for EJB client applications. This service is accessible only to applications

< Ll

Next Cancel

Dane
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Setup web-serving environment (continued)

Information Center has an example for configuring SSO environment

@ HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition

File Edit WView Go Bookmarks Tools Help

AEx]
*

<:§| hi E> T %I @ | http: /f<system_name »:2001/HTTPAdmin

¥] ©® « G

IBM Web Administration for i5/0S

%

<Y WebSphere.
Manage | Advanced | Related Links

w Common Tazks and Wizards

JJ Create HTTP Server Create WebSphere Application Server - Express, V6.1
1 Create Application Server : : :
) Migrate Original to Apache Configure Identity Token 330 for Web fo 1505 Access

J Create WebSphere Portal
J Create IBM Workplace

configured to support Identity Tokens in this EIM Domain.

Hote: EIM is hosted on an LDAP server that must be configured and running before continuing.

Configure ldentity Tokens: 9
ﬁ ipo not configure ldentity Tokens

L Canfigure ldentity Tokens

 Back || Next| | cancel |

|dentity Taken 330 is a mechanism where a single user signon action permits access to multiple i5/03 servers. This
allows your Web-based interfaces to access i5/03 back-end applications without having to prompt for additional
authentication. Identity Tokens are implemented using Enterprise [dentity Mapping (EIM). EIM maintains the
relationships between Web users and i5/05 user profiles. The application server creates a token for the servers

Done
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Setup web-serving environment (continued)

Click Finish to create the web-serving environment

& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition M= =]
Eile Edit View Go Bookmarks Tools Help *

(:il - |:£> - %I @ | http:/f<system_name>:2001HTTPAdmin M @ Go “Q, |

IBM Web Administration for i5/0S

Manage | Advanced | Related Links

7 WebSphere,

w Common Tasks and Wizards . . [1]
/1 Create HTTP Server Create WebSphere Application Server - Express, V6.1
2 Create Application Server
) Migrate Original to Apache Summary
2 Create WebSphere Portal
J Create IBM Workplace When yau click Finish this WebSphere application server will be created.

Application Server |HTTP Server

WAS version: 6.1.0.3 Express

Application server name: iwaG1express

Server description: System i Access for Web

Internal port range: 10101 - 10115 |
Virtual host: default_host 1
Profile root: IQIBMUserData/WebSphere/AppServer VG 1/Express/profiles

External HTTP server association: [WAG1EXPRE

Server URL: http://LPO16AB:10100

Business applications: Mone

Sample applications: Application name | URL to access application

query Used by EJB client applications
hitp:LP016AB:10100/snoop
Default Applications | httpLPO16AB: 101 00/itcount
http:ILPO164B:10100/hello

Note: To access the applicationi(s) you have choosen, start both the application server and HTTP server, then enter
a URL from the table above.

[v]

Printable Summary

Done
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Setup web-serving environment (continued)

Page refreshes to Application Servers tab, status of Creating...

& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition =[]
File Edit View Go Bookmarks Tools Help $
QEI - |:> - g @ | http:/f<system_name>:2001HTTPAdmIn M @ Go |@, |

IBM Web Administration for i5/05 &P WebSphere
Setup Advanced | Related Links
All Servers | HTTP Servers  Application Servers — ASTSlomcat Servers
= Creating Server:| iwablexpress/iwablexpress - V6.1 Express [1”
w Commen Tasks and Wizards iwablexpressiiwab1express
) Create HTTP Server
2 Create Application Server
2 Migrate Original to Apache i i -
3 Craato WebSphers Fortal Manage WebSphere Application Server - V6.1.0.3 Express
) Create IBM Workplace Profile; iwablexpress Server. iwablexpress
Product install path: /QIBM/ProdData/WebSphere/AppServer/\/61/Express
System i Access for Web
Server "iwablexpress/iwablexpress” is in the process of being created. To update the status, click
E| the Refresh icon above.
SR ) Eﬁ]vmﬂ S = -as['} Y [Lﬁ] AR
Create Adciﬁ'onal Virtual Host Install New Application Create Data Source
The default virtual host After creating the server and virtual ~ Then, define the resources the
"default_host" was created for this ~ host you can install your application server will use to access
application server. However, you applications. data for your applications.
can specify additional virtual hosts
for more control over what URI's can
run which applications.
Done
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Setup web-serving environment (continued)

Environment is created when status reaches Stopped,
Click start icon to start

i HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition
File Edit Help -

| @ = |[GL |

View Go  Bookmarks Tools

http: ff<system_name »:200 1HT TP Admin

@-D-F 0 Q|

IBM Web Administration for i5/0S

P

<P WebSphere.

Setup ed | Related Links

All Servers | HTTP Servers  Application Servers  ASF Tomcat Servers

@ Stopped Ser\«'er:l iwablexpress/iwablexpress - V6.1 Express

(]

-~

B

and Wizards

w Common Tasg| iwablexpressliwablexpress

Manage WebSphere Application Server - \V6.1.0.3 Express

Profile: iwablexpress Server: iwablexpress

- WAS Wizar FProduct install path: /AQIBM/ProdData/WebSphere/AppServer/\/61/Express

 Create Vi
2 Install Ne plication

) Create JDBC Provider

) Create Data Source

) Deploy IBM Telephene Directory

System i Access for Web

) Deploy IBM Survey Creator

w Server Properties
[ Properties
[ Server Tracing
[ Server Ports:
B View HTTP Servers

w Applications
[ Manage Installed Applications

+ Resource Configuration
B Manage Virtual Hosts
[ Manage JDBC Providers
[ Manage Data Sources

 Web Performance
= Web Performance Monitor
E; Web Performance Advisor

2 i < s i

Create Additional Virtual Host
The default virtual host
"default_host" was created for this
application server. However, you
can specify additional virtual hosts
for more control over what URI's
can run which applications.

host you can install your
applications.

Current Configuration

Manage Installed
Applications

e DefaultApplication

Manage Virtual Hosts

@ default_host

e query
e vtApp

@ admin_host

Install New Application
After creating the server and virtual

B [ﬁ] STEE

Create Data Source
Then, define the resources the
application server will use to
access data for your applications.

Profile: "iwablexpress” Server:"iwablexpress™

Manage Data Sources

@
DefautEJBTimerDataSource
@ Default Datasource

Done
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Setup web-serving environment (continued)

Page is refreshed listing the application servers and HTTP web server that will
be started

& HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition =<}
File Edit View Go Bookmarks Tools Help }!C

qil A E£> - % @ | http:/f<system_name=:2001MHTTPAdmIn Ii] @ Go “Q, |

IBM Web Administration for i5/0S P WehSphere.

ral®

Advanced | Related Links

All Servers | HTTP Servers  Application Servers — ASF Tomcat Servers

@ Stopped Ser\-'er:| iwablexpress/iwablexpress - V6.1 Express [l“

w Commen Tasks and Wizards
. Create HTTP Server
2 Create Application Server
) Migrate Original to Apache
) Create WebSphere Portal
J Create IBM VWorkplace

Start: iwa61express @

Welcome to the Start Wizard. This wizard will help you start all of the components associated with this Web environment.

 WAS Wizards Selectthe items you wish to start:

2 Create Virtual Host

0 Install Mew Application
J Create JOBC
2 Create Data
) Deploy IBM Telephone Directo
) Deploy IBM Survey Creator

The following application servers will be started:

Wiwa1 expressfiwatlexpress

The following HTTP servers on the local system are associated with this application server:

I\WAG1EXFRE
w Server Properties
[ Properties
B Server Tracing
& Server Ports
B View HTTP Servers

w Applications
B Manage Installed Applications

w+ Resource Configuration
B Manage Virtual Hosts —
™ Manage JOBC Providers
B Manage Data Sources

w \\eb Performance m l‘ICEI
% \Web Performance Monitor - ca

E; Web Performance Advizor M

Done
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Setup web-serving environment (continued)

Environment is ready for use when status reaches Running
B|f=1X]
®

¥ 0 « (G |

0 HTTP Server Administration on LPO16AB - Mozilla Firefox: IBM Edition
Edit

File View Go Bookmarks Tools Help

@ - »-§0 Q|

IBM Web Administration for i5/0S

http:/f<system_name=:2001MHTTPAdmIn

T

< WebSphere

Advanced | Related Links
All Servers | HTTP Servers
Server:| iwablexpress/iwablexpress - V6.1 Express

Application Servers = ASF Tomcat Servers

@ Running

(]

w Commen Tasks and Wizards [ﬂ iwahlexpressiiwab1express
. Create HTTP Server

2 Create Application Server
) Migrate Original to Apache
) Create WebSphere Portal

J Create IBM VWorkplace

Manage WebSphere Application Server - V6.1.0.3 Express

Profile: iwablexpress Server: iwablexpress

w WAS Wizards
2 Create Virtual Host
2 Install Mew Application
J Create JDBC Provider
2 Create Data Source
) Deploy IBM Telephone Directory
) Deploy IBM Survey Creator

w Server Properties
[ Properties
B Server Tracing
& Server Ports
B View HTTP Servers

w Applications
B Manage Installed Applications

w+ Resource Configuration
B Manage Virtual Hosts
™ Manage JOBC Providers
B Manage Data Sources

w \Web Performance
% \iieb Performance Monitor
E; Web Performance Advizor

Product install path: /QIBM/ProdData/WebSphere/AppServer/\/61/Express

System i Access for Web

m

Los

Create Additional Virtual Host
The default virtual host
"default_host” was created for this
application server. However, you
can specify additional virtual hosts
for more control over what URI's
can run which applications.

Manage Virtual Hosts

4 default_host

@ admin_host

guration

| fi e < s 2 ff

Install New Application
After creating the server and virtual
host you can install your
applications.

Manage Installed
Applications

@ DefaultApplication

@ query
@ mtApp

il 3 [ﬂS] T

Create Data Source
Then, define the resources the
application server will use to
access data for your applications.

Profile: "iwablexpress” Server:"iwablexpress”

Manage Data Sources

@
DefaultEJBTimerDataSource

& Default Datasource

Done
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Setup web-serving environment (continued)

Tips for managing the Web Administration for i5/0S and HTTP web servers

— To start/stop the IBM Web Administration for i5/0S interface
« STRTCPSVR *HTTP HTTPSVR(*ADMIN)
« ENDTCPSVR *HTTP HTTPSVR(ADMIN)

— To access the IBM Web Administration for i5/OS interface
* http://<system_name>:2001/HTTPAdmin

— CL commands to start/stop the HTTP web servers
« STRTCPSVR *HTTP HTTPSVR(<my_http_server_name>)
« ENDTCPSVR *HTTP HTTPSVR(<my_http_server_name>)

— HTTP servers run within the QHTTPSVR subsystem

i Want an . © 2007 IBM Corporation
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* Subsystem
— Runs in QWAS61 subsystem
— WRKACTJOB SBS(QWAS61)

— Jobs (web application server)
are named with the name of the

web application server

* Instances vs. profiles
— Previous WAS versions had

“instances”. V6.1 has
“profiles”.

— A default profile is created
named “default”. The web

application server it contains is

named “server1”.

* IFS

Setup web-serving environment (continued)

WebSphere Application Server V6.1 information

/QIBM/ProdData/WebSphere/App
Server/V61/Basel...

/QIBM/UserData/WebSphere/App
Server/V61/Basel...

/QIBM/ProdData/WebSphere/App
Server/V61/Express/...

/QIBM/UserData/WebSphere/App
Server/V61/Expressl...

/QIBM/ProdData/WebSphere/App
Server/V61/NDI...

/QIBM/UserData/WebSphere/App
Server/V61/NDI...

These paths are defaults.

« WAS 6.1 can be installed
anywhere in the IFS

+ WAS 6.1 profiles can be
created anywhere in the IFS.

Note: If using WAS Network Deployment product, the profile cannot be federated/managed in
the Network Deployment environment
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Setup web-serving environment (continued)

WebSphere Application Server V6.0 information

* Subsystem

— Runs in QWASG6 subsystem * IFS
— WRKACTJOB SBS(QWAS6) — /QIBM/ProdData/WebSphere/Ap
N pServer/V6/Basel/...
— Jobs (web application server) are
named with the name of the web — /QIBM/UserData/WebSphere/Ap
pServer/V6/Basel...

application server

Note: Profiles can be created to

* Instances vs. profiles user specified paths, above is
— Previous WAS versions had the default path.

“instances”. V6.0 has “profiles”.

— A default profile is created named
“default”. The web application server
it contains is named “server1”.

Note: If using WAS Network Deployment product, the profile cannot be
federated/managed in the Network Deployment environment
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Configure System i Access for Web

B ) 9
WebSphere

© 2007 IBM Corporation
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Configure System i Access for Web

System i Access for Web must be deployed (configured) to a running web
application server

System i Access for Web provides CL and Commands are provided to...

QShell commands

— CL commands - QIWA2 library - Ease the complexity of

- CFGACCWEB2 - Configure System i deploying a web application
Access for Web

- STRACCWEB2 - Start System i Access for * Check dependencies
Web

« ENDACCWEB2 - End System i Access for :
Web y ! * Invoke appropriate WebSphere

- RMVACCWEB2 > Remove System i Access tool to deploy a web
for Web application

— QShell -
IQIBMIProdDatalAccessIWeblenstaII * Perform additional required

+ Cfgaccweb2 - Configure System i Access setup
for Web

« Straccweb2 - Start System i Access for - QIBM/UserData/Access/Web2/
Web tructur

+ Endaccweb2 - End System i Access for  ALMGILTS
Web

« Rmvaccweb2 > Remove System i Access * Allows for PTFs that make use
for Web of the normal i5/0S PTF tools
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Configure System i Access for Web (continued)

Use available documentation -
+ System i Access for Web — V5R4 Information Center

— Place to start to get V5R4 System i Access for Web
installed and running

Notes

* Do not use the web
administration

— Examples included for each web application server interface or
environment at http://www- WebSphere Admin
03.ibm.com/systemsl/i/software/access/web/doc.ht console to configure
ml (deploy) or remove

System | Access for
When the commands are run = Web
* The WebSphere web application server must be
running before running the CFGACCWEB2 or ) D? not attempt to
RMVACCWEB2 commands migrate a WebSphere

environment to

 The WebSphere web application server will need to be another WebSphere

restarted after the CFGACCWEB2 or RMVACCWEB2 environment when

commands System i Access for
— No updates are made to the HTTP web server Web is configured

configuration.
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Configure System i Access for Web (continued)

To configure the web- QIWA2/CFGACCWEB2 APPSVRTYPE(*WASG1EXP)
serving environment WASPRF(iwa61express) APPSVR(iwa61express)
created above using the
CL command

To configure the web- * QSH
serving environment * cd /QIBM/ProdData/Access/Web2/install

cr;la_llted abovedusing the - cfgaccweb2 —appsvrtype *WAS61EXP —wasprf
QSH comman iwa61express —appsvr iwa61express

- Now the web-serving environment must be stop/restarted to load the
configuration changes that were made for System i Access for Web

* Note

— Use the help text for the commands to learn more about the command and
individual parameters

« Some help is available for the for the QSH commands
- cfgaccweb2 -? -help
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CFGACCWEB2/cfgaccweb2 commands accept other parameters

Tells Access for Web to connect and serve data
to another i5/0S system

— If not specified, the local i5/0S running the
web environment will be used

TGTSVR - *DEFAULT, fully qualified system
name

Specifies whether the web application (System i
Access for Web) or the web application server
(WebSphere) will authenticate the user

AUTHTYPE - *APP, *APPSVR
AUTHMETHOD - *FORM, *BASIC

Input a WAS user ID/password for WAS profiles
where WAS security has been enabled

WASUSRID
WASPWD

Configure new web application servers based on
existing web application where Access for Web is
configured

SRCSVRTYPE - “ASFTOMCAT, *WASS50,
*WASS0EXP, *WAS51, *\WASS1EXP, *WASG60,
etc.

SRCSVRINST — Name of the WAS
instance/profile or Tomcat server

SRCAPPSVR — Name of WAS application
server within the instance/profile

SRCINSDIR - Install path of WAS V6.1 profile

SHRUSRDTA - Copy the user data to the new
configuration or share the user data between
the old and new configurations.
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Configure System i Access for Web (continued)

Note

— When upgrading from one WAS version to another where Access for Web is

configured, do not migrate the WAS instance/profile where Access for Web is
configured.

— To migrate System i Access for Web from WAS 5.1 Express to WAS 6.1 Express
* Install WAS 6.1 Express
* Create a WAS 6.1 Express profile
« Configure Access for Web to WAS 6.1 Express based on the WAS 5.1 Express configuration.
Cfgaccweb2 —appsvrtype “WAS61EXP
—wasprf iwab1express
—appsvr iwab1lexpress
-wasinsdir /QIBM/ProdData/WebSphere/AppServer/V61/Express
-srcsvrtype “WASS51EXP
-srcsvrinst iwa51exp
-srcappsvr iwa51exp

-shrusrdta *NO
 Remove the WAS 5.1 Express configuration if it’s no longer needed.
rmvaccweb2 —appsvrtype *‘WASS51EXP

—wasprf iwa51exp
—appsvr iwa51exp
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[BM C v
. WebSphere

Verify the installation
and configuration
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Verify the installation and configuration

IBM Web Administration for i5/0S - Applications > Manage Installed
Applications

& HTTP Server Admir u@ﬁ‘
i

File Edit Wiew Go Bookmarks Tools Help

<§| - |::> - g @ | http:/f{ <system_name:=:2001HTTPAdmin [il @ Go ||§L |

IBM Web Administration for i5/0S e

P WebhSphere.
Setup Advanced | Related Links

All Servers | HTTP Servers  Application Servers  ASF Tomcat Servers

@ Running Server:l iwablexpress/iwablexpress - V6.1 Express [i”
Ci Tasks and Wizard 2
v JDEHI_Z:FE H?I‘P ;;werlzar = | iwabGlexpressiiwablexpress = Manage Installed Applications

J Create Application Server
) Migrate Original to Apache . .
1 Create WebSphere Portal Manage Installed Applications @
) Create IBM Workplace
Data current as of Mar 21, 2007 11:33:24 PM.

w WAS Wizards
J Create Virtual Host

J Install New Application Application name Status Enablement
) Create JDBC Provider

Installed applications: (2]

) Create Data Source & DefaultApplication @ Running Enabled
. Deploy IB . . .
1 Deploy 1B (&  iSeriesAccessforVWeb @ Running Enabled
C©  query @ Running Enabled
Sel P rti . .
vD Pr::pl:ertriize s O itApp @ Running Enabled
[ Server Tracing (@] isclite Y Running Enabled

& Server Ports

[ View HTTP Servers

w Applications .
& iManage Installed Applications:

» Resource Configuration I
[ Manage Virtual Hosts:
[ Manage JOBC Providers
[ Manage Data Sources

w Web Performance
% Web Performance Monitor
E Web Performance Advisor [il

Done
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Verify the installation and configuration (continueq)

WebSphere Portal > My iSe

File Edit \Wiew Faworites Tools  Help

BM WebSphere Portal - Microsoft Internet Explorer

ries page + subpages with portlets

Purtal . -

Start Session

Server

Sereear: ImyiSeries.mydomain.com ‘

Code =7 =
page:

Workstation ID
7 Uss uszar 10

{* specify warkstation ID

[T avoid duplicates for this uzer
¥ fuwoid duplicates with other usees

I Start Session

4 Back ~ = - @ ﬁ% | @Search @Favorites

Mew Page Edit Page Assign Permnissions
4 5250 IFrame Portlets File= Print Database Command
iSeriez S250 Sezzion of‘ [ S | Wwelcame

e I LR

| My Portal Administration + Edit my profile T Log out &

=i [Hm)
Welcarme to the iSeries Access paortlets - specifically developed for iSeries Access

custorners, These portlets allow vou to access information on vour (Series servers
through a Web browser.

iSeries Access portlets incdude the following:

® S5I50 portlet
O Run comrmands and access full-screen 5250 character-baszed
applications,
® IFrame portlet
O Access any of the iSeries Access for Web zervlets using the IFrame
portlet,
#* Irtegrated file systerm [(IFS) browsing portlets
O Browse the iSeries integrated file systern.
> View, edit, upload and download files,
Printers, printer output, and ocutput queues portlets
@ Wiew printer status, start and stop the writer job associated with a
printar,
< Haold, release, print, delete and view printer output files.
> Move printer output files to another output queus ar printer,
@ Hald and release output queues,
® [Datsbase tables and SQL portlets
O Wiew database tables, add and update records.
O Wiew query results, custarnize format of results,
O Run SQL statements dynamically,
® Comrnands portlets
@ Run CL comrnands,

I_ l_ I_ Local intranet

Kl

i want an .
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Verify the installation and configuration (continued)

HTTP Server
— Verify several jobs are running with the name of your HTTP server
« WRKACTJOB SBS(QHTTPSVR)

WebSphere Application Server
— Verify the application server is running
- WRKACTJOB SBS(QWASG61) ->V6.1 - WAS for i5/0S
« WRKACTJOB SBS(QWAS6) ->V6.0 - WAS for 0S/400

System i Access for Web
— Open browser to http://[<system_name>:<port>/webaccess/iWAHome
— Open browser to http://<system_name>:<port>/webaccess/iWAMain
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When things do not work

— Verify the HTTP server is running

— Verify the WebSphere application server was restarted after running
CFGACCWEB2

— Verify the WebSphere application server running

— Verify you have the latest group PTFs for the HTTP server and WebSphere
Application Server.

— Verify that System i Access for Web is listed as an installed application in the
WebSphere application server (via the IBM Web Administration for i5/0S
interface)

— Look at System i Access for Web logs

High level translated log /QIBM/UserData/Access/Web2/logs/cmds.log

Low level untranslated log /QIBM/UserData/Access/Web2/logs/cmdstrace.log

Logs for specific WAS servers. /QIBM/UserData/Access/Web2/logs/<appsvrtype>/<w
Note: some logs may be EBCDIC | asprf>/<appsvr>/logs/*

requiring use of WRKLNK i5/0S
command to view them
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When things do not work (continued)

WAS V6.0

— /QIBM/UserData/WebSphere/AppServer/V6/Base/profiles/<profile_name>/logs/wsadmin.trac
eout

— /QIBM/UserData/WebSphere/AppServer/V6/Base/profiles/<profile_name>/logs/activity.log

— IQIBM/UserData/WebSphere/AppServer/V6/Base/profiles/<profile_name>/logs/<app_server_
name>/SystemOut.log

— IQIBM/UserData/WebSphere/AppServer/V6/Basel/profiles/<profile_name>/logs/<app_server_
name>/SystemErr.log

WAS Network Deployment V6.0

— /QIBM/UserData/WebSphere/AppServer/V6/ND/profiles/<profile_name>/logs/wsadmin.traceo
ut

— /QIBM/UserData/WebSphere/AppServer/V6/ND/profiles/<profile_name>/logs/activity.log

— /QIBM/UserData/WebSphere/AppServer/V6/ND/profiles/<profile_name>/logs/<app_server_n
ame>/SystemOut.log

— IQIBM/UserData/WebSphere/AppServer/V6/ND/profiles/<profile_name>/logs/<app_server_n
ame>/SystemErr.log
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When things do not work (continued)

WAS V6.1 (base edition)

—IQIBM/UserData/WebSphere/AppServer/V61/Base/profiles/<profile_na
me>/logs/wsadmin.traceout

—IQIBM/UserData/WebSphere/AppServer/V61/Base/profiles/<profile_na
me>/logs/activity.log

—IQIBM/UserData/WebSphere/AppServer/V61/Base/profiles/<profile_na
me>/logs/<app_server_name>/SystemOut.log

—IQIBM/UserData/WebSphere/AppServer/V61/Base/profiles/<profile_na
me>/logs/<app_server_name>/SystemErr.log
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When things do not work (continued)

WAS V6.1 - Express

— IQIBM/UserData/WebSphere/AppServer/V61/Express/profiles/<profile_name>/logs/wsadmin.trac
eout

— IQIBM/UserData/WebSphere/AppServer/V61/Express/profiles/<profile_name>/logs/activity.log

— IQIBM/UserData/WebSphere/AppServer/V61/Express/profiles/<profile_name>/logs/<app_server
_hame>/SystemOut.log

— IQIBM/UserData/WebSphere/AppServer/V61/Express/profiles/<profile_name>/logs/<app_server
_name>/SystemErr.log

WAS V6.1 Network Deployment
— IQIBM/UserData/WebSphere/AppServer/V61/ND/profiles/<profile_name>/logs/wsadmin.traceout
— IQIBM/UserData/WebSphere/AppServer/V61/ND/profiles/<profile_name>/logs/activity.log

— IQIBM/UserData/WebSphere/AppServer/V61/ND/profiles/<profile_name>/logs/<app_server_nam
e>/SystemOut.log

— [QIBM/UserData/WebSphere/AppServer/V61/ND/profiles/<profile_name>/logs/<app_server_nam
e>/SystemErr.log
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Questions regarding

the Step by Step
option?
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Additional Setup Considerations

* Would it be possible for my users to
access their data from home over the
internet?

* What would the setup/environment look
like?

* How would security be enabled to protect
the network?

* Could the web environment be isolated
from the servers containing data?

Let's look at some examples...
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Only need a single configuration

System i
HTTP Web server
Web Application server
System i Access for Web
» 5250 applications
* Database
* Files
* Printer output

hoOobp=

You only need to create:
* 1 web instance
* 1 url address
* 1 port number
* No special parameters on
CFGACCWEB2 System i Access for
Web command

Explorer

© 2007 IBM Corporation
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Only need a single configuration

—_—

. System i

HTTP Web server

. Web Application
server

4. System i Access for

Web

L « 5250 applications
- Database
* Files
* Printer output

You only need to create:
* 1 web instance
* 1 url address
* 1 port number
Internet - Add TGTSVR parameter on

Opera

© N

Firefo

Explorer CFGACCWEB?2 System i Access for Web
command
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Only need a single configuration

Opera

[

—

Firefo

Internet

Explorer

i want an .

1. Multiple System i’s
2. HTTP Web server
installed
3. Web application
server installed
4. System i Access for
Web - needing only
to access Systems B,
C, and D using
- 5250
- Database

You only need to create:

* 1 web instance

* 1 url address

* 1 port number

* No special parameters
on CFGACCWEB2
System i Access for
Web command
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Can connect to any System i in the
network and run 5250 emulation and
Database (upload, download, work
with tables, etc)

* 5250 Emulation

— Provides a panel to start a 5250
session and save this session
configuration

 Database

— You can add additional
connections via Policy - Database
Connections

— These additional connections are
then available to users on the
Database screens.

Use 5250 and Database to any system in the network

e et Start Session

Server (=]
o N Server : My IES.RCHLAND.IBM.COM |
Job:
e Port: 22 1

5250
- Active sessions

Code page: [87  |»

- Configured sessions

- Start session Workstation ID o
Database @ Use user ID

Files ) Specify workstation ID ]

Command [CIAawvoid duplicates for this user

Download [Fl Avoid duplicates with other users

Initial macro: [~

[IBypass signon

Cpisplay HTML data in fields

- Edit Policies - Database Connections
Print Profle: CMINER
Messages
e Default connection:  18M Toolbox for Java - RCHLAND.IBM.COM
5250 Default derived from:  Shipped default
Database 1 1
Files
Command Action Connection Derived From
Download Connection: 18M Toalbox for Java - RCHLAND.IBM.COM Shipped default
T Driver class: com.ibm.2s400.access.AS400JDBCDriver
J0BC URL:  jdbe:as400://ISERIES RCHLAND.IBM.COM; prompt=false;

Preferences

 Policies

* Settings [1 n

~Transfer

configuration
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Need multiple configurations

. Multiple System i’s
. Single Web server
. Single Web
Application server
. Single System i
Access for Web
application
Use all System i
Access for Web
functions on other
System i’s
» 5250 applications
Database
* Files
Printer output

Opera

Internet
Explorer

© 2007 IBM Corporation
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Backend i5/0S

 The backend i5/0S B, C, D contain
data.

* They are inside the company
network.

 i5/0S B, C, D do not have web
serving software installed, let's
assume they don't.

 Want some users to be able to
always connect to i5/0S B, some
others to i5/0S C, and some others
to i5/0S D

i5/0S D
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Setting up i5/0S A

* Administrator sets up i5/0S A

* i5/08 A has HTTP/HTTPS, WebSphere Application Server, System i
Access for Web installed.

— Configures 3 HTTP servers using 3 different port numbers (ie,
ports 5001, 5002, 5003) - one for i5/0S B, one for i5/0S C, and
one for i5/0OS D

— Configures 3 WAS instances (one for each server)

— Configures System i Access for Web in each instance (uses
TGTSVR parameter on CFGACCWEB2 command)

© 2007 IBM Corporation
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Setting up Systems B, C, and D

f i5/0S A
i5/0S B, C, and D... '

* Must have 5722-XW1 System i Access
Family installed for licensing purposes

« 5722-XH2 System i Access for Web
installed (RSTLICPGM) but not configured

Firewalls = a firewall can be set up
between the web server (A) and the data
servers (B, C, D)

« System i Access for Web requires you to
open the Host Server ports because it is

running on A and only connecting to B, C, <
D. Host Server ports

© 2007 IBM Corporation
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Access from Internet

Yy

Ports 5001,
5002, 5003

Web environment on i5/0S A is started i5/0S C

— 3 HTTP servers listening on ports
5001, 5002, 5003

System i Access for Web is accessed
using...
— http://A:5001/webaccess/iWAMain to

get to ServerB Plga'se note:

— http://A:5002/webaccess/iWAMain to This is only
get to ServerC o?che exa;mple

— http://A:5003/webaccess/iWAMain to Host Server ports gomfi)w © i
t to ServerD rigure this
ge environment.
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User starts browser and keys in url address...

System i Access for Web user is

providing a different address to get =
to each i5/OS server...
— http://A:5001/webaccess/iWAMain to i
getto ServerB TP e ==
— http://A:5002/webaccess/iWAMain to
get to ServerC I -
— http://A:5003/webaccess/iWAMain to TR
get to ServerD oot
User hame |
N
I~ Save this password in your passwvord list
The user must provide the correct S—— 2
i5/0OS user ID and password for the G e
backend data server to gain access. oo
User hame |

™ savethis passyvord in your password list

0K I Cancel
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Integrating with your
network mail server

© 2007 IBM Corporation
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Integrate User’s email with System i Access for Web

« Can send results of the following System i Access
for Web functions:

— PDF view of print information
— Database (SQL) results

— Information stored in the IFS
— CL command

« Sent as an attachment to 'email’

* One-step way to distribute information
across the network, and particularly useful
when recipient is:

— Not a System i user
— Does not have access to a web browser
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Users can easily email results

'Mail’ option displays for function of Access for Web that supports ‘Mail'

iSeries Access for Web

1 My Flolder
Print
Messages
Jobs

5250
Database
+Tables

+ My requests

*Run 5QL

- Copy data to table
- Import request

+ Import guery

+ Extract server data
Files

Command
Download
Customize

Other

'Run SQL

SQL Statement

RCHLAND.IBM.C

System:

User: cminer

SELECT
e

FROM
"QGPL"."QSALEREC"

SQL Output

SQL Wizard

7]

Type: | Preview

t” Settings |

Destination: | Browser

.

Integrated File System
Mail as attachment 7]

Date: [1 20/ Personal folder

Format

1 . . .
Time: | 3:08:57 PM Vi

i want an .

Mail output

iSeries Access for Web

1 My Folder

System:

User: cminer

| iSeries Access for Web

LU PDF Output Settings

1 My Folde

Print I - )
Destination: |Browser v Settings

b Advanced BrowWser

* Printer output

* PDF printer output / Mail as attachment
* Printers Personal folder
- PDF printers /an Output Queue

- Internet printers

- Internet printer

User: cminer

System: RCHLAND.IBM.COM

' Directory Contents / CMINER

Print Copy Files to Server

Messages Copy files to the current directory.

HiE Create Directory

5250 Create a subdirectory in the current directory.

Database

Files Found 0 directories. Found 2 files with a total size of 15,136,488 bytes.

+ Browse files

Name = Modified

Size (bytes) Type

- Browse file share

- File shares -/ (Parent Directory)

e ODBC V5R4.7i 15132129 File  12/22/05 3:21:39 PM [ [ [&] |
e sqlOutput.html 816 File  12/12/05 5:35:42 PM =
e sqloutput.pdf 2543 File  12/12/05 5:38:59 PM [d] [&] (1]
nthar
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Send your e-mail

User; cminer System: RCHLAND.IBM.COM

iISeries Access for Web

| Convert Printer Output to PDF

Print From:  cminer@us.ibm.com Your emall

1 My Folder

* Printer output

address
plugged in
for you...

To:

- POF printer output

* Printers

* PDF printers bece:
* Internet printers Subject:

|
cc. |
|
|

- Internet printer
shares

* Printer shares
- Qutput queues
Messages

Jobs

5250
T ...see PDF

Files attachment
Command Attachment: QSYSPRT.502274.CMINER.CMINERD. 1.PDF there

Download
\S"end\_ Cancel

Customize
Other
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How to set up Access for Web to use e-mail

* Do nothing

— If you currently use 0S/400 System Distribution Directory (SDD) to
store your e-mail addresses, then do nothing to Access for Web.

— If no SMTP address has been provided, Access for Web will look in
SDD for e-mail address for signed-on user

* Use Access for Web ‘Customize’ function to set up SMTP mail server
address and each user’s e-mail address

— Use Policies (*PUBLIC) to set SMTP mail server address for
everyone

— Use Policies for each user to add unique e-mail address, or
— Let each user use Preferences to set up their own e-mail address

* Use V5R3 ‘Import Policy Settings’ to provide all e-mail addresses to
Access for Web
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You must ‘Customize’ to use Email function

. Series Access for Web User; cminer System: RCHLAND.IBM.CO
* You need to identify your i Edit Policies - Mail 1
_| My Fold
SMTP Server address — My roer
Print Profile: *PUBLIC
Messages
' i (7] ion @
‘Use’PUBLICtosetup [ | Mo oswimnd  iwd
SMTP Server address oy . . '
abase Send mail  Shipped default  |Use cument setting v/ | Allow v|
e SMTP mail Shipped default |Usecunent setting [»ﬂ us.ibm.com
Cﬂmmﬂﬂd server
—_ YOU prObany have Download E-mail Sh|pped default |USE.EiﬂTBHt5&tﬁﬁg I-v] ‘an!vi
same SMTP server Customize 2k |
Luser
address for all users | 7= preference
- Palicies
| i S E‘ttlrlgﬁ , IIIIIIIIIIIII S ave' Ca“cel Applv
Note:

If the SMTP server address is blank, Access for
Web will query the system directory (SDD) for
email config info for your profile
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All Users’ Email addresses must be set up

User: cminer ystem: RCHLAND.IBM.COM

iSeries Access for Web

Edit Policies - Mail 2

» e-Mail address must

_J My Folder

be set for each user .
Print Profile: CMINER
Messages
Jobs Policy Derived From @ Action @ Settin
— Admlnlstrator 5250 Mail access Shipped default  Use current setting | v| |Allow|v|

COUId go into Database Send mail Shipped default ||_;53 current setting |il |Allow L:I
Fil : : — |

eaCh USGI”S e SMTP mail Profile setting |Use current setting |V| lus.ibm.com
Command server :

prOfiIe and set Download E-mail Profile setting
emall addreSS Customize address

| Use current setting |1] |cmine;@u5.ﬂ}m.cmn

- Preferances E-mail  Shipped default |U5e-cment5’etting |V||Mow|LV]
' Policies jg;ﬂ:ess s
— Each user could Setnes e
. - Transfar
do thls configuration ‘ Save H Cancel H Apply ‘

themselves Ottecs
through

'Preferences’

User: cminer System: RCHLAND.IBEM.COM

iSeries Access for Web

' Edit Preferences - Mail

I My Folder
Print

Preference Derived From & Action @ Setting
Messages : ; = - -
E-mail Profile setting | Use current setting b’] lcminer@us.ibm.com
Jobs address
|| 5250
Database Save | | Cancel | | Apply |
Files

Command
| Preferences help
Download Wiew help for editing preferences.

Customize
- Preferences

- Policies
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Integration with Lotus Sametime

You can receive Sametime messages:

— When something is added to 'My Folder’ -- this could be someone has put
something new in my folder or a database or CL command request that |
previously submitted has completed

— The administrator/system operator has sent a break message

€] Session B LP116AB.RCHLAND.IBM.COM [LP116AB.RCHLAND.IBM.COM] - Microsoft Internst Exploi 65 crinteraus.ibm.com - Carole Miner... Q@ ] ]
File Edit figs Favorites Tools  Help Meeting Edit Help
e Hage = __,«-J \ﬂ @ ,_;j /‘FT Search ‘?:n‘\? ek ilizs e‘ Mot ﬁlt [,_: i -f_,;;. = Carals Miner Mew Databaze information in paur falder i
address ] http:/ip 1163b: 2016 fwebac VA5250 |
mywebsearch ~ I pSearc:h - I:@Smilex.r Central |§| Screensavers %a Cursor M |

Type vour test

iSeries Access for Web |

CMINER

B iy Folder
My Home Page

AS/M400 WSG Boat Demo

Send I Irvite: Dther&...l LCloze | I

Print | Enter vour search parameters NI e |g_ﬁ£;}
Messages \ Type A P=Powered. S=Sailing. T=Tug. C=Commercial, A=Al 7
Jobs \ Length (feet) - feet to start from

giol \ Year built vear to start from

Active sessions
Confisurad sessions
Start zession

You must have a Sametime Server installed in your network and accessible
from your System i. Sametime is an add-on product to Lotus Notes.
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Setup needed to integrate use of Sametime

7 iSeries Access for Web

» Use Settings to
globally set up
Sametime server
address and port
number

J My Folder
Print
Messages
Jobs

5250
Database
Files
Command
Download
Customize

- Preferences
- Policies

- Settings

- Transfer
confinuration

* Use Policies to
individually include
each user’s
Sametime address

- OF ==

* Let each user use
Preferences to set up
their own Sametime
address

Print
Messages
Jobs
5250
Database
Files
Command
Download
Customize

- Preferences

. iSeries Access for Web

iSeries Access for Web

1 My Folder

User: cminer

Edit Settings - Sametime

Setting Value

System:

RCHLAND.IBM.COM

Description

Community Server RCHLAND.IBM.COM

Specify the host name of the Sametime

Server port 1518 |

Connect timeout 30 seconds |VI

community server.

Specify the port number of the
Sametime community server.

Specify the maximum time to wait when
attempting to connect to the Sametime
community server.

| Save || Cancel || Apply | |

Shipped Defaults

_J My Folder
Print

User: cminer System:

RCHLAND.IBM.COM

Edit Policies - Sametime

Action @ Setting

|Usae current setting

[+] [Aiow[~]

| Use current setting

[»] [Allow|[~]

2

| Use current setting

| :] |cminer@us.ibm.com|

Use current setting

[v] [Atiow [v]

Profile: CMINER

Messages

Jobs Policy perived From @

5250 Sametime Shipped default

Database — ]

Files Send . Shipped default
Sametime

Command content

Download Sametime Shipped default

Customize Lser

- Preferences Sametime Shipped default
user is

* Policies At

- Settings preference

- Transfer

configuration I Save || Cancel || Apply |

User: cminer

Preference Derived From @

Action @

RCHLAND.IBEM.COM

System:

Edit Preferences - Sametime

Setting

Sametime Profile setting

i Use current setting

| VJ |cméner@us.ibm.com

user

Save || Cancel || Apply |

Preferences help
Wview help for editing preferences.

2
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Import Policies from existing mail server directory

The policy settings for
multiple user profiles can be
updated by using the Import
Policies (one request)

— This eliminates need for
each profile to be
individually updated

— Email addresses and
SAMETIME addresses

| | iSeries Access for Web

| My Folder

User: cminer System:

' Import Policies

Print Specify the file containing policies you want to import.
Messages

Jobs File: | || Browse...
5250

Database ‘ Import Policies

Files

Command

Palicies help
Download View help for importing policies.

Customize

* Preferences
- Policies

* Settings

- Transfer
configuration

Other

Administrators are only able to import policy settings to user and
group profiles for which they have at least *CHANGE object authority
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Import Policies requires a file type of . XML (example)

<?xml version="1.0" encoding="utf-8" standalone="yes"?>

<QiwaPolicies>
<profile name="TSMITH">
<mail>
<fromEmailAddress>tsmith@myMailServer.com</fromEmailAddress>
</mail>
</profile>
<profile name="CJONES">
<mail>
<fromEmailAddress>cjones@myMailServer.com</fromEmailAddress>
</mail>
</profile>

</QiwaPolicies>
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Import Policies with Sametime as well (example)

<?xml version="1.0" encoding="utf-8" standalone="yes"?>

<QiwaPolicies>
<profile name="TSMITH">
<mail>
<fromEmailAddress>tsmith@myMailServer.com</fromEmailAddress>
</mail>
<sametime>
<userName>tsmith@mySametime.com</userName>
</sametime>
</profile>
<profile name="CJONES">
<mail>
<fromEmailAddress>cjones@myMailServer.com</fromEmailAddress>
</mail>
<sametime>
<userName>cjones@mySametime.com</userName>
</sametime>

</profile>
</QiwaPolicies>
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ISeaeries Access fg

— Network Connection
Other Information
- Bookmarks

- Change password
- Connection pool _
status

= Trace
- About
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Connection Pool Status

How ma ny Access for & Connection Pool Status [X1519P4.RCHLAND.IBM.COM] - Mozilla Firefox M=)

File Edit View Go Bookmarks Tools Help

Web users have been . . User: dlb  System: X1519P4.RCHLAND.IBM.COM
IoEMNes Al
connected?

Connection Pool Status

Eif My Folder
* How many on now? Connection Summary
Messages Setting Value Description
Tobs Active connections 0 Total number of active connections for all users.
° Who are they? 5250 ?::ri.llggtliins 6 Total number of available connections for all users.
Database Total connections 6 Total number of active and available connections for all users.
Files Total users 11 Total number of users that have connected since iSeries Access | =
Command for Web started.
Active users 3 Total number of users that have active or available
connections.

Connection Details

Other

+ Bookmarks
System User Active Available Action
+ Change password
X¥1519P4.RCHLANDLIBM.COM BOB 0 2 Clear
« Connection pool status
X1519P4.RCHLAND.IEM.COM DLE 0 2 Clear
il
== peremmameoin s 1B COM DOUGB 0 2 Clear
« About
- ings

Related Links:
- iSeries Access for Web

iSeries Access
+ iSeries Navigator M

Good information for Load Balancing
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Connection Pool Settings

ISeries Access for Web
Set |Im|tS for Edit Setungs - Connection Fool
System i Access )ty Folder Setting value I
for Web use... ""“ ges Cleanup interval | 5 minutes [+ Specify how often to clean up connections.
Jobe Connections per | Np maximum || Specify the maximum number of concurrent
“ uzer connections allowed per user.
TSl Maximum 1 hour |»] Specify the maximum time a connection can be
Datahace inactivity inactive before it is cleaned up.
. . Files Maximum 12 hours |»| Specify the maximum time a connection can exist
Can get to thls via: command |If&tl.l"l'1& | befurle it is clean.ed up- . .
Maximum use Mo maximum [l] Specify the maximum number of times a connection
Download count can be used before it i= cleaned up.
— i B Maximum use 10 h +|| Specify the maximum time a connection can be
Llnk on HeRenES time oHrE [_] active before it iz cleaned up.
C t- » Preferences
onnection - Policies Save || Cancel || Apply | | Shipped Defaults
= Settings
Pool Status .
= Transfer configuration
screen L=

— Customize ->

Settings
Any settings you make apply to all users

 Set number of sessions a user can start
 How much inactivity before we clean up a session
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Auto-start Web environment after an IPL?

* You can configure the HTTP server to
automatically start the WebSphere D e N
application server when it starts 9
‘
- Use the following command to start the -
HTTP server as part of your IPL procedures Yl
T —

and it will start your WebSphere application
server.

— STRTCPSVR SERVER(*HTTP)
HTTPSVR(<http_server_name>)

© 2007 IBM Corporation
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Auto start web environment after an IPL (continueq)

STRTCPSVR SERVER(*HTTP) HTTPSVR(IWA51BASE)

U‘- HTTP Server Administration

M]f=1]

File Edit View Go Bookmarks

IBM Web Administration for i5/0S s

Tools  Help

¢P  WebSphere,

Setup Advanced | Related Links

w Common Tasks and Wizards
(1 Create HTTP Server
) Create Application Server
) Wigrate Original to Apache

w HTTP Tasks and VWizards
) Add a Directory to the Web
B LDAP Configuration
J Servlet and JSP Enablement

w Server Properties
& General Server Configuration
[ Container Management
B Virtual Hosts
[ URL Mapping

[ Reguest Processing
[ HTTP Responses

[ Content Settings

[ Directory Handling

B Security
[ Dynamic Centent and CGI
[ Logging

[ Proxy

O System Rezources
B FRCA

B Compression

B ASF Temcat Setup task
[ ASF Tomcat Settings
& Domine Application Server

qb WebSphere Application Server

All Servers  HTTP Servers  Application Servers | ASF Tomcat Servers
@ Stopped Server:| IWAB1BASE - Apache [l“ Server area: | Global configuration [1“

-~
| IWASTBASE = WebSphere Application Server

WebSphere Application Server

General

This HTTP server is currently associated with application server “iwaS1base, V5.1 Base”.

O Disable Servlets and JSPs {Java Server Pages)
OWebSphere Application Server, VG.0 ND
OWebSphere Application Server, VE.0
@WebSphere Application Server, V5.1 Base

WebSphere instance: | iwa51base [1]

Start all WebSphere application server(s) for the
associated WAS instance when this HTTP server is started :

Yes

Stop all WebSphere application server(s) forthe
associated WAS instance when this HTTP server is stopped :

O WebSphere Application Server, V5.1 Express
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If using WAS Network Deployment for iSeries/i5/0OS

* For the WebSphere Application Server Network
Deployment for iSeries environment

— WebSphere v5.0/5.1 Base Edition must be installed

— WebSphere v6.0 Base/Express Edition must be
installed

— iSeries Access for Web does not support
WebSphere instances/profiles that are federated to
the WebSphere Network Deployment environment
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Additional Documentation

© 2007 IBM Corporation
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Additional information

* The following resources are available

— HTTP Server redbook
+ http:/lIwww.redbooks.ibm.com/redpieces/pdfs/sg246716.pdf
— Section 6.3 Encrypting your data with SSL and TLS
— Section 6.4 Proxy server: Protecting direct access

— Information Center - Setting up a reverse proxy for HTTP server

* http://publib.boulder.ibm.coml/iseries/v5r2/ic2924/index.htm?info/rzai
elrzaiereverseproxy.htm
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Notes: HTTP/HTTPS - SSL

The Internet was designed to be an open system and it allows any computer on the network to see the messages passing through. To
consider an information transaction secure, it has to have the following characteristics:
Confidentiality
Use encryption if you want to ensure that the contents of the message remain private as they pass through the network.
Integrity
Use encryption and digital signatures if you want to ensure integrity. Messages are not altered while being transmitted.
Accountability
Use digital signatures when both the sender and the receiver agree that the exchange took place to ensure accountability.
Authenticity
0OS/400 SSL provides server authentication so you can authenticate with whom you are talking.

You can configure the iSeries server to use a security protocol, called Secure Sockets Layer (SSL), for data encryption and client/server
authentication. A client establishes an SSL session by sending an HTTPS request to the server on the SSL port. If SSL client
authentication is enabled on the server, a client certificate is requested for any HTTPS request. SSL uses a handshake protocol where the
server authenticates and the client authenticates if enabled. When authenticated, they agree on the security keys to use for the session,
and the algorithms to be used for encryption and message digests or hashes. When a session has been established, all data exchanged
on that session is encrypted.

Below is a highlevel list of steps involved with enabling HTTPS. The steps may not address all issues relative to your environment. It is
recommended that the iSeries information center and HTTP server documention be referenced to enable HTTPS.

1. If you are new to SSL, HTTPS, or digital certificates, review the following information before configuring SSL.
» Security concepts information in the iSeries Information Center (http://www.ibm.com/eserver/iseries/infocenter). Look for
information under the topics Networking-->Networking Security.
» Security and SSL information in the HTTP server documentation at http://www.ibm.com/servers/eserver/iseries/software/http
2 Configure your HTTP server instance to allow SSL connections. You must already have created an HTTP server that you want to
enable to run SSL.
Configure digital certificates through the Digital Certificate Manager on the iSeries server.
Configure the web application server to use the SSL port. The SSL port must be listed within the WebSphere virtual host alias table.
Open a browser to one of the following URLSs:
» If using the default SSL port of 443
https://<server_name>/webaccess/iWAHome
* If using any other port number, replace the <port> with the port number configured with the HTTP server.
https://<server_name>:<port>/webaccess/iWAHome
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Notes: Firewalls

A firewall is a blockade between a secure internal network and an untrusted network such as the Internet. Most companies use a firewall
to connect an internal network safely to the Internet, although you can use a firewall to secure one internal network from another also.

A firewall provides a controlled single point of contact (called a chokepoint) between your secure internal network and the untrusted
network. The firewall:

* Lets users in your internal network use authorized resources that are located on the outside network.

* Prevents unauthorized users on the outside network from using resources on your internal network.

When you use a firewall as your gateway to the Internet (or other network), you reduce the risk to your internal network considerably.

Using a firewall also makes administering network security easier because firewall functions carry out many of your security policy
directives.

How a firewall works

To understand how a firewall works, imagine that your network is a building to which you want to control access. Your building has a
lobby as the only entry point. In this lobby, you have receptionists to welcome visitors, security guards to watch visitors, video cameras
to record visitor actions, and badge readers to authenticate visitors who enter the building.

These measures may work well to control access to your building. But, if an unauthorized person succeeds in entering your building, you
have no way to protect the building against this intruder's actions. If you monitor the intruder's movements, however, you have a chance
to detect any suspicious activity from the intruder.

Firewall components
A firewall is a collection of hardware and software that, when used together, prevent unauthorized access to a portion of a network. A
firewall consists of the following components:
« Hardware. Firewall hardware usually consists of a separate computer or device dedicated to running the firewall software functions.
» Software. Firewall software provides a variety of applications. In terms of network security, a firewall provides these security controls
through a variety of technologies:
* Internet Protocol (IP) packet filtering
* Network address translation (NAT) services
* SOCKS server
* Proxy servers for a variety of services such as HTTP, Telnet, FTP, and so forth
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Notes: Firewalls (continued)

* Logging

* Real-time monitoring

Note: Some firewalls provide virtual private networking (VPN) services so that you can set up encrypted sessions between your firewall
and other compatible firewalls.

Using firewall technologies

You can use the firewall proxy servers, SOCKS server, or NAT rules to provide internal users with safe access to services on the
Internet. The proxy and SOCKS servers break TCP/IP connections at the firewall to hide internal network information from the untrusted
network. The servers also provide additional logging capabilities.

You can use NAT to provide Internet users with easy access to a public server behind the firewall. The firewall still protects your network
because NAT hides your internal IP addresses.

A firewall also can protect internal information by providing a DNS server for use by the firewall. In effect, you have two DNS servers:
one that you use for data about the internal network, and one on the firewall for data about external networks and the firewall itself. This
allows you to control outside access to information about your internal systems

When you define your firewall strategy, you may think it is sufficient to prohibit everything that presents a risk for the organization and
allow everything else. However, because computer criminals constantly create new attack methods, you must anticipate ways to prevent
these attacks. As in the example of the building, you also need to monitor for signs that, somehow, someone has breached your
defenses. Generally, it is much more damaging and costly to recover from a break-in than to prevent one.

In the case of a firewall, your best strategy is to permit only those applications that you have tested and have confidence in. If you follow
this strategy, you must exhaustively define the list of services you must run on your firewall. You can characterize each service by the
direction of the connection (from inside to outside, or outside to inside). You should also list users who you will authorize to use each
service and the machines that can issue a connection for it.

What a firewall can do to protect your network

You install a firewall between your network and your connection point to the Internet (or other untrusted network). The firewall then
allows you to limit the points of entry into your network. A firewall provides a single point of contact (called a chokepoint) between your
network and the Internet . Because you have a single point of contact, you have more control over which traffic to allow into and out of
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Notes: Firewalls (continued)

A firewall appears as a single address to the public. The firewall provides access to the untrusted network through proxy or SOCKS servers or network address
translation (NAT) while hiding your internal network addresses. Consequently, the firewall maintains the privacy of your internal network. Keeping information about
your network private is one way in which the firewall makes an impersonation attack (spoofing) less likely.

A firewall allows you to control traffic into and out of your network to minimize the risk of attack to your network. A firewall securely filters all traffic that enters your
network so that only specific types of traffic for specific destinations can enter. This minimizes the risk that someone could use TELNET or file transfer protocol (FTP)
to gain access to your internal systems.

What a firewall cannot do to protect your network

While a firewall provides a tremendous amount of protection from certain kinds of attack, a firewall is only part of your total security solution. For instance, a firewall
cannot necessarily protect data that you send over the Internet through applications such as SMTP mail, FTP, and TELNET. Unless you choose to encrypt this data,
anyone on the Internet can access it as it travels to its destination
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iSeries & WebSphere Resources & Deliverables

iSeries Information Center
http://www.ibm.com/iseries/infocenter

iSeries site
www.iseries.ibm.com/

iSeries WebSphere Application Server
http://www-1.ibm.com/servers/eserverl/iseries/software/websphere/wsappserver/

PartnerWorld for Developers, iSeries & WebSphere
http://www.iseries.ibm.com/developer/websphere/

IBM eServer Solutions
http://www-1.ibm.com/servers/eserverl/iseries/solutions/

iSeries e-business Solutions
http://lwww-1.ibm.com/servers/eserver/iseries/ebusiness/

iSeries B2B Solutions
http://lwww-1.ibm.com/servers/eserver/iseries/btob/

Connect for iSeries
http://lwww-1.ibm.com/servers/eserver/iseries/btob/connect/v11high.html

WebSphere Commerce Suite for iSeries
http://lwww-1.ibm.com/servers/eserver/iseries/ebusiness/wcs51.html

iSeries and e-commerce
http://lwww-1.ibm.com/servers/eserver/iseries/ebusiness/ecommerce.htm

iSeries HTTP Server
http://Iwww-1.ibm.com/servers/eserverl/iseries/software/http/index.html

WebSphere Development Studio for iSeries
http://lwww-3.ibm.com/software/ad/wds400/

iSeries and WebSphere References
http://lwww.as400.ibm.com/developer/java/solutions/jjem.html
http://www2.software.ibm.com/casestudies/swcsweb.nsf/platform

iSeries Solution Finder
http://lwww.iseries.ibm.com/btobpartner/

iSeries & Domino
http://lwww-1.ibm.com/servers/eserver/iseries/domino/

Dedicated Server for Domino
http://www-1.ibm.com/servers/eserver/iseries/domino/dsd.htm

Workload Estimator for iSeries, WAS, WCS & Domino, HTTP Server, Java, etc.
http://as400service.ibm.com/estimator/

iSeries Custom Technology Center
http://lwww-1.ibm.com/servers/eserver/iseries/service/ctc/

iSeries Technical Support
http://as400service.ibm.com/

iSeries Technical Studio
http://www.as400.ibm.com/tstudio/

1st Install for iSeries & WebSphere Application Server
http://www.iseries.ibm.com/developer/websphere/assistance.html

iSeries ToolsNet (Tools & Middleware)
http://www.iseries.ibm.com/developer/tools/

iSeries & Services Network
http://as400service.ibm.com/supporthome.nsf/document/19251245

iSeries e-business Handbook (SG24-5694-01)
http://lwww.redbooks.ibm.com/abstracts/sg245694.html
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iSeries & WebSphere Resources & Deliverables

WebSphere Commerce Suite With Back-End Order Mgmt. WebSphere Commerce Suite
http:/[ibm.com/redbooks www-4.ibm.com/software/webservers/commerce/
iSeries Technology Center WebSphere Payment Manager
http://lwww.iseries.ibm.com/servicelitc/ebiz.htm www-4.ibm.com/software/webservers/paymgr/
iSeries University MQSeries
http://www-3.ibm.com/services/learning/community/as400/ www.ibm.com/software/ts/mqgseries

IBM Redbooks
WebSphere Application Server Overview http://www.redbooks.ibm.com/

http://lwww-4.ibm.com/software/webservers/appserv/
iSeries Nation
iSeries & WebSphere Documentation http://www-1.ibm.com/servers/eserver/iseries/announce/form.html

Redbooks & Red Pieces

Form Numbers/Web Sites

Building iSeries Applications for WebSphere Advanced Edition SG24-
5691

Building Java Applications for the iSeries with VisualAge for Java $G24-6245

Integrating WCS with Domino Back-End Applications

http://ibm.com/redbooks (search for REDP0141)

Java & WebSphere Performance on iSeries
http://publib-b.boulder.ibm.com/Redbooks.nsf/RedpieceAbstracts/sg246256.htmI|?Open
iSeries Application Development Directions white paper is now available
http://www.iseries.ibm.com/developer/tools/documents/addir/index.html
Connect for iSeries with WebSphere Commerce Suite Red Paper
http://Iwww.redbooks.ibm.com/redpapers/pdfs/redp0127.pdf

Tools for Application Reface and Redesign

http://www.as400.ibm.com/developer/comm/pidtechpapers.html?Tools

Introduction to Enterprise JavaBeans for AS/400 SG24-
5192-00

Web enabling AS/400 Applications with WebSphere Studio SG24-
5634-00

Building AS/400 Applications with WebSphere Standard Edition 2.0 SG24-5635-00

Building AS/400 C/S Apps with Java

$G24-2152-02
Building AS/400 Internet-based applications with Java
$G24-5337-00
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